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AXIS Q19-E Thermal Camera Series
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- Automatic date and time (manual NTP server)(X}S % % A ZH5 NTP AMH)): MEISE NTP A
H 2t 57|§P*P“A|9
- & NTP AMH: SfL} L= -
Of" 42 HXe T MHo| LHE LHES
« Custom date and tlme(*l"g'xf Ho| 'é’nl' U AZh: =522 R B A
from system(A| 28 0M 7t 27])2 22t
ot Xt 7FM S Lt

& 7H9| NTP A E{ 2] IP
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IPv6

-

AL HERI 22HZ X 1P F2E NS22
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=

Assign IPv6 automatically(IPv6 X5 &2h): IPv6
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.
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Allow access through(Q M2 S| &): AL X7 HTTP, HTTPS == HTTP and HTTPS(HTTP % HTTPS) T2 EZ
= CHE Sl X0 A= S 5| 8A| MEHTHL|CE

HTTPS= AEXtC| T O|X| 27 Sl 7 MHO|AM Hrekzl Ho|X[of Ciet A= olE
otE HE ush2 MH O MEYE EFSt= HTTPS ABME AHESHO] el d

o
XM HTTPSE ARE3t2{H HTTPS Q1B ME HX[S{OF LTt ABME W5t AX|5t2{H System >
Security(M A8 > BEQoHZ O|F & L|LC}.

MSote Z2ESYLICH &2
4

S
HTTPSE &3l Y=}

rm
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B
©
~
i
hr
rr
oY
o

E5| HOo|X|& Mg a¥Y i 40| XMt 4 AS LI

HTTP port(HTTP EE): AtE% HTTP ZE
St #EXt2 2a01% AL 1-

QEstL|Ct T E 80 EE= 1024-65535 H Qo] B E T E T} 3
2 |
8 Z17h EA|ELCH

O
=
ZEE Y3 +&= AFHCL O HRlo ZEE A&

LY
TTPS port(HTTPS ZE): AtE¢ HTTPS ZEE Y L|CE EE 443 &= 1024-65535 HRQ| Z& ZE
FSEE L #e|Xtz 2015t 2 1-1023 £
tESHH B2t HA|ELIC

>NT

Certificate(2 S A): ZX[0| HTTPSE &-d3tot2iE ASAME MESHUA L.

a2z

o]

3
rir
ojn

Bonjour®: I EQ/A0|M Ats AMS 585t 0| M S ALICL
Bonjour name(Bonjour 0| &): I EQIA 0| A2 0|2 Y&ETLICL 7|2 0|&2 FX| 0|1t MAC FAYLICE

Use UPnP®(UPnP® AtE): UERI0AM XtE HM S 585124 0| 8= FGLICE

UPnP name(UPnP 0| &): I E 30| EAE O

o
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-
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One-Click Cloud Connection

One-click cloud connection(O3C)1t O3C AH|AE Ol = X0 AL} 2t0|E 3 =3} =l H|C| 0| &1 etk oI
HUl HMAE HSEL|Ct O] AH| A0 CHEE REA|SH
2 BXSHHA L.

=
o
rlo
2
5
g
>
3
%l
N
3
X
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]
S
S
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S
b..
D
Q.
3
N
s
N
3
oot
Jio

 One-click(328]): 7|= dFYLICt QABUHS
2 FELUELL Mo HES £ |ZF O|L{Of O3C MHE|20] BX & S
X e X7k 03C =
O3C AMfH|~0f HZAE

. Always(8H4): ZX|7} OIHUS S8 O ANEHo 2 AEPLILH XS
SEoIH 03C AMH| A0 HZE JEj =2 of 3

2 MESHHA L.
+ No(OfL| 8): O3C A{H|
Proxy settings (ESA| 44d). &

=
Host(BAE) T2 A| Me{o| =2 elaistrt

o
« Basic(7|2): O] Y¥2 HTTP

| Tl 7t 2290l F ot 215 M A YL = oteX| 2 ALEAL
O| 3t HAYEES MH 2 &S| U 20| Digest(CHOIHAE) & E L OFFSHR| B & LTt
- Digest(CIO|H|2E): O] B2 o HEAI S Soff G=otel HAAES WESHY| H20f o ¢

Mot
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+ Auto(XE): O] M= ALESHH X =

M 2| & Digest(CIO|HAE) 2 Basi ) 2HE =l
Owner authentication key (OAK)(£ fXt 21F 7|(0AK)): 23Xt 215 7|5 7t 22{H Get key(?| 7tH 27))E
SESMUAL. O|H2 HA|7F WatHO|LE ZEA|Q0] ClE U0 HZE HAL0|2 It L},

SNMP

SNMP(Simple Network Management Protocol)E 0|85t HEY A X E F42 = #a2|ed = ASL L
SNMP: AL-E& SNMP M & MEfBHL|C}

« v1 and v2c(vl ¥ v2¢):
- Read community(8{7| HRFL E|): X[ Zl= ZE SNMP ZH|0of CHsl| 27| T8 #Ho| U=
FLIE| O|E2 ™HTLICE 7|2 4t2 public(37H) & LI C}.
- Write community(227| HRJ L E|): X|2E|= 2= SNMP K| 0f| CHa 917|/247] H3t0| U=
LICHQI7] M8 A X <Ql). 7222 write(227]) 2 LIC}

- Activate traps(EH 243}) ERENE St H AMA L, ¥X|= EYE ALRSI0 &
2% O|HIE = HEf| HAO Ciat HAIX|E 22| A/ AR E-L|ICH &X] I I 0] A0

M SNMP v1 Sl vocOf Clist ERMS B 5= ASLICEH SNMP v32 2 B E5HAL

nH EYMO| X552 SN £ MEdt= 42 SNMP v3 #2| 0

S EHZ HdFH

r

il

- Traps(E®):
- Cold start(ZEE £8): X 7L Al&HE [ EY HAIX|E EHL|C}
- Warm start(3d £ &) SNMP 8™ HEgs I E
- Linkup(33 €): 37 20N Ho =2 HEE Z2 EY HAIXE EHL|CH
- - Authentication failed(2/Z& & 1f|): 91F5 A7t 2 I{5IH E# HAIX|E 2 HL|CH
N3]
SNMP vl H v2c EHFZ M 2 E Axis HIC|2 MIB ERO| ZM3tE LICEH XtMst LHE2
AXIS OS Portal> SNMPE EZ8tM .

« v3: SNMP V3£ 2353 Y EQt S E N&Ssh= 20 oM SH ™ QAL|CE SNMP v3E AFE3te{H
LSt HTTPSE Sl S E 22 HTTPSE &d3tst= A0l ESLICH E3H HTHO| Sls YARIIL
A 2HE|X| U2 SNMP vl B v2c ERO) HMASHE A2 BHX|SLICH SNMP v3E AL8St= 29
SNMP v3 2| OfZE2|AHO0|MS Sl EHS MY = ASLILCH

- Password for the account “initial”’('ZX7|"' A™H2| AL E): 0| E0| ‘initial' Q! Al 2| SNMP Ij
AQIEES QAHTILICH HTTPSE EMSISIX| Y TjAQES MAT = X HESHK| &
S L|Ct SNMP v3 T§A QI E = oF HEE MG == QI HTTPS7t 2 otEl 4202t B85t
Ol Z&5LCH HAR/AEE MYSIH I|ARUE HEJL G 0|4 EAIEX| @ELICH AYEE
A HH-SIHE FXNE S 7|2 HE22 ™l of g L|Ct

Connected clients(Z@Z El 22}0|HE

SE0= IO AdEE 2E

[y

=
=
Z X HEH SYGUAL,

=

=
Update(2EI0|E): 222 A

oF

HL

re

=L

32


https://www.axis.com/products/online-manual/00000#t10163561

AXIS Q19-E Thermal Camera Series

R AE{H o] A

ISM= HERANM XS 21Sdt= O AE8E L

t
« Client/server certificates(Z 20| E/AH Q1 Z M)
el s

SEIO|AE/MH ASM= X[ IDE HESIH AHM Mg = A2 CA2S 7|
SHCEL At MY S M= MotEl E= & MESotH CA Zg 2ASME &7] T

[ S o
ANAEE=E A2
o
—

|5 M &Al: PEM, .CER, .PFX
Ol 7| Al PKCS#1 Y PKCS#12

+ o

Add certificate(QZ M F7I): ASAE F7tst2H e Ct

g0 = H7oe chg0| ZehE Ut

+ Certificate information(21 S A HE): HX|E QSN £42 &L|LC}.

oM 2 = o
A8 = ULIC

YXE ST E5H Al 7|22 HEFYSHH B ASM7F AR ELICH APH 2X[E CA 2

+ Delete certificate(Q S Al 2 H|): ASME A HSMUA 2.
« Create certificate signing reauest(?.'%kl MY 28" d4d): TXE D ABSME MESL”
7j2o] 2 ABEM ME ¥ S et

SM7t L

| 1oH

oin

2
=

IEEE 802.1x

IEEE 802.1x= R4 A 24 HEI K2 22t 2AF S HIdtes ZE 7|4t
Z=QIL|C}. IEEE 802.1x= EAP(Extensible Authentication Protocol)E 7| &2 &2 gfL|LCt.
1 o

E= HEAIO AM25H HEAT FX[7F XA H

ASME AEY M Axis 731 A 7|7] & IS MH = EAP-TLS(EE 7t5 218 Z2EZ -

8%t0] X E 2BMZE A Hez eSeLC

X7t ASME S8l E2l= HEHIN AMLT > JA=F ot MBE S240|HE
[off 2 X|sHoF gLt

A
EAP identity(EAP ID): 22I0|HE QS Mt AHEHEl
EAPOL version(EAPOL H{H): [ E Q|3 AQ|X[0fA

Use IEEE 802.1x(IEEE 802.1x A}-&): IEEE 802.1x ZEEZ S A8t

=]
MHOIM £=de|0, Yut™ o 2 RADIUS A H (O] FreeRADIUS X Microsoft 214l 915 MH

2|5t IEEE &

HOhHE A
= %
= O
S M= ¢

33




AXIS Q19-E Thermal Camera Series

R AE{H o] A

ng
fin)
145
OkI
)]
0%
R

Prevent brute-force attacks(S X}

nE
flm
o
Okl
N
rlo
>
0%
Nlas
to
i
ofm
jely
HU
[

Blocking(AHEt 5): 2AHS [l 322 KEHSI2 B A2, 2K
O HE EE B 7S S

Blocking period(XtTH 7|Zh): FXHE Y 342 AEHE AlZh(X)S YLt

Blocking conditions(XtEt Z). S 50| A&
A == X =& ZF00M H 8= &1 =5

IP address filter(IP F£4 ZE)

Use filter(ZE| AF8): TX| O HMAE = A= 1P FAE LHASIZ T MEISIYA 2.
PolicyC8%): £ Ip 200 LS AMAE

A
Addresses(F2): SKX0f Lot HMATH S EE|AL HRE P HSE YHELICE CIDR Y42 M8 5
= AFHCL

A8 Xt HO| Signed Firmware Q15 A

YXIOf Axiso| HIAE HRO == 7|Ef AAEXL X7 HY OIS XSt H ALEAL X F ME HY O QASA7F &
LetLch 2ASME A7t HX| 2FAt Axis ZF0f o3 S QL JE=KX 2ol Ch HYojl= LFer LH
Hoot Y IDE MEEE EF XM A = ASLC Axis7t AL AF F 2| Signed Firmware 215 A 0ff A
e = A= 718 ERSGIER AdisTt 8|S QIS ME Ade = ASH L

ASME 2R3t H Install(BX]) S SESHUAIL. HANE X527 Hoi| ASME 2 X[3HOF Lt
ALE At

New password(M Il A E): ALEXO| AQEE AT CE IHAYE= 1~64KF 20|00 BFL|CtH EX}
I PR LR 712 5 A 75T ASCH 2AHE E 32~126)2 A =0 AASE = ASLICH

Repeat password(Ij 29| E HH8). S U IHAQEE CHA| gL Ct
Role(¥ &):

+ Administrator(Z2|X}): 2= -0 &S| MM AL CE 22| Xt= CHE AFBXLE =7t 40|
E Y NAY = A& L LCH
+ Operator(238X%}): OS2 Mo ZE A0 HMAS = ASLCE
- BE System(AAR) AF,
- ¥ =T

- Viewer(£0l): CHS 0l Cieh T2 Asto] UzLict
-t AEZo Atike B0 &L T
- =32 AFSD WEYL
- PTIZ SR dMA W, e Y B
[
P Mmool we oikols Crgo| ZEEL
Update user(At Xt B0 E): AL RtO| 248 BT FLICH

Delete user(At& X} A A|): AFEXHE AfH|LICH RE ALEAE 4AHE 5 YlELICH

Anonymous users(2 H2| AL&X%})

34




AXIS Q19-E Thermal Camera Series

X QAE{ o] &

3

KO

PRl e £7L RO 2 FX|

N
ols

18): MEA A8z 21

-
o

bR}

ru]
=

o

HAN Q.

g

ol
0|
™

U= T 5

AL
an

A St
—=

Off KA
Allow anonymous PTZ operators( &
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Add a rule(
Z|th 20702

H

g
+ Add a recipient(= Xt F=71): 5

+ Add a condition(ZZH F7}):
Name(0| &): s=2IXt2| O]

O/HE 7

+

Name(0| &):

I

o
=

Invert this condition(O|

Use this conditio
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Conditio
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0

o
3
<
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[>T
o2

DNS A{H{ 7} System > Network > IPv4 an
off XIFE A=K =QASHUAI 2.

- Port(EE): FTP MH{ 7} At&35t=
=t

01, https://192.168.254.10/cgi-bin/notify.cgi.

SME MEiBtL| L}
- Username(At2X} 0| &) 2015t H ALEX 0|52 B

- Proxy(EEAl): HTTPS M0 HZ3BI7| 2IsH
HEE 7{10 Lo
+ Network storage({ E3 A E2|X|)
NAS(Network-Attached Storage)?t 22 HE9A AER|X|E F7}
2%t 4= US| C oY MKV(Matroska) It HAlo 2 MAE L
- Host(ZAE) HERI AEZX|Q IP AL SAE 0|5
- Share(28) T2A2ENM 3R 0|28 LHTIL LT
- Folder(E0). otY2 H&e ClHERZ 9|

-

|
DNS A H 7} System > Network > IPv4 and IPv6(A| A5
Ol X' U=A| SHQISHHAIL.

- Folder(E0): otY S K& C|HE2Q HEE YHG|
EXSHA| o™ m2 A

- Username(Al8X} 0| &) 21016t 2{H ALEXt 0|2

- Password(W29E) 2O0182{H A E

- SSH3AE ZJ| 7| SHMD5): 42 SAE
SHL| L} SFTP 22}0| Y E = RSA, DSA, ECDSA &

Axis & X|= MD5 Y SHA-256 8ilA| 7| &

SHA-256E AFE3lE 0| £5

St LIE2 AXIS OS ZES FAGHMAL
- SSH3ZAE 371 7] SE(SHA

S YASLCE SFTP 2210 ¢

Im>

(2]
T
>
N
[Oa]
()}
i
>
olo
Ot
rir
Pt
o
02t O
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- Host(SAE) MHQ Ip FALL SAE 0|22 YA T} &
>

[= |
- Password(T{AQE): 2015t 2{H IHAQYEE AHT AL,
IT

Host(ZAE): Ol P AL SAE 0|25 YHTHL|CH
>

- Port(ZE): SFTP MH{ 7t At&%t= ZE HS E HotL|Ct
Xt ol &

Ui
n
>
o O
ot
o>
ra
Z
v}
Ul
hr |
in}
oy
I
rot
ms
re
mjo
T 4o
OF

6): A SAE ZI| 7|(43X}2| Baseb4 Q1Y &
= RSA, DSA, ECDSA % ED25519 S AE 7| 8¢
F. 24 Al RSAZI M= | = 90| ECDSA, E
HOlA AHESHE 2HIE MD5 2AE 7|8 2
A 7|E R E K| SHX| T MDSECH 22 6H Hotg 28|
I:|- H C|

AE O|EE YESIE E2,
HELA > IPv4 U IPv6) O}
7|27k 21 Lt

= .

- Username(At2X} 0| B): AHSIMA| R

- Password(T{AQE): 200I5t2{H IfAQJEE AHTMAL.

- Use temporary file name(2 Al Tt O| & AI8): Atso= WEE AN LY OS2 WS
YECEotH M MENSIL|CH YEEE 2 R5H O 0| 50| o= O|EQ 2 HHEL|CH YEE
7t SHHE 4 ¢ E T Yo| gEUCH LT TS| YAl IAS 2E 5= UASLICH o[ A
StH @5t= 0|55 7t B & 0| SHHEX| & 5= JUE LT

- Use passive FTP(& FTP At8): X0l S0 M HEF2 thed| T2 FTP A B 0i| G|OJEf &
22 S8 QEYLICE TX|7F O MH{of Ciot FTP H|Of S G|O|E HAS B HIXMo=z
AlZftL|CE Ol = YEhE o 2 FX|Qt CHat FTP AMH ALO|Of ot o] A= ZR0| 2agtL Lt

« HTTP

- URL HTTP MHO| Ot HEYR FA @S N[ AJHEE HYLICL O E &
01, http://192.168.254.10/cgi-bin/notify.cgi

- Username(At&Z} 0| &) 210152 H AL X} 0| 58 YUHSIH AR

- Password(I|AQE). 205t H IAQEE LEHSMUAIL

- Proxy(ZEA|): HTTP MHO| HZAS7| ) ZEA| MHE S0 ot 42 2ast Y
£ A gt

URL: HTTPS ME{Of CHSH IEQIT Fa0t @S Mg 23 HES YHELICH OE S

- Validate server certificate(AH Q1 F A 2Ql): O] AXE MEHSIO] HTTPS A H{ 7t g3t 2l

TAEO|E2 €8ot= 8%
HELA > IPv4 U IPv6) OFf

1
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L]
N
(9]
M
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3-
x
I
=2
o
a
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ol = ol

TCP

DNS A H 7} System > Network > IPv4 an

Host(ZEAE): NHO| P TALI SAE Q]
ol X' U=A| HQISHHA|L.

of AEE=

A
te{E S ESHUAI L.

Port(EE): At oA

=}
o=

.
(¢

HME HAE

M
=

Test(H| 2 E):

LI Cf.

ShE
= =1

CtZ0| =

a4
I

I
oK

Tof0
<0

g &9

View recipient($41Xt E7]): 2 E MK A HE

M A2 +aAHE HEY = AF UL

A B 285t 2. SAtE

AE =MD

Copy recipient(

Delete recipient($ 21 Xt

=
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MQTT

MQTT(Message Queuing Telemetry Transport)= AtE 2 E{H(loT)S ¢

loT S22 ¢sl dAZF}oH &2 FE -‘-”(small code footprint) 1t %|
Z3t7| /sl Ef%‘m A0 AFZELICH Axis RA| B2 ofo] MQTT
E 2] A| A& (VMS)O] Of A X0 ZtE A S8t

717|2 MQTT S2t0|AEZ - L L MQTT S4l2 SE0|AELt H272t= & AHE[S 7|80 2 o LTt
SO0|AEE HAXIE EWD & 5+ ASHL B2 = SEH0[AE Zte| HAIX| 2t S HEH

MQTT client(MQTT £&I0|AHE)

Connect(dZ): MQTT E2t0|HEE HAHLI &L|LCH
Status(&EH): MQTT 220/ E Q| WX HENE HAIZLICH
Broker(E 2 #)

Host(E2E): MQTT MHS| SAE 0|& E&= |

P
Protocol( R EE). AIEY T2ESZ MEiTL|C}

Port(ZE) ZE HT E QHgtL|C}
. 18832 TCPE St MQTT2| 7| 2% LICt.
. 88832 SSLE E3t MQTTO| 7|27 LT}
- 802 W 2SSO MQTTO| 7| = g LT
o 4432 Y AU E?_P% E3t MQTTS| 7| 2 gf LI,
E.

Username(*fgxf 0| §): E20|HEN M AHHO| HMASHT| sl AHEE AHEXL O|ES LHTL L
Password(If 29| E): AtE&X} O| 52| HAYEE Y SHLICH

Client ID(22}0|HE ID): 22I0|HE IDE YHSMA|L. EE0|UE AlEX= S2I0|AETF AH{0f HZA
W M2 ™S E L Lt

Clean session(Z 2! M|4): 32 3 AZ K Al S22 MojL . MEiSHEH AZ 81 AZ SN Al &
B SE7t APH E L Ct

Keep alive interval(Ztd %) 7t4 &
HE O o|d A8 z

A
e
Timeout(A|ZH Z1): AZO| 22 E[= A[ZH ZHA(Z)YLICH 7| =28k 60

A °*% HEAL MQTT S2t0|HE BO| HZ MAIX| 8L LWT HIAIX| S| F=H|Off CHEH 7|2 242 MQTT 2&
o| AKX EOIM AFSE LIt

Reconnect automatically(X}S 2 2 XA H): A4 X = S2H0|AET} XS E CHA| B Of St=X]| O
2E XEguch

Connect message(H| Al X| &)

AZ0| dEE W AKX E ELAX| o2 E X|FLICL

Send message(H| Al X] ME): HIAIX|E ELHH T ALE HESHAM 2.

Use default(7| 22t AFE): Atdl2] 7|2 TIAIX| & YT NYA L.
Topic(FH): 7|2 HAIX|2] F=HE Y=L T

Payload(H| 0|2 E): 7|2 H|A|X| o LHES et T}

=
Retain(fXl): O Topic(FH)0Al S2t0|AE SEE FAISHH T HESIYAI 2.
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R AE{H o] A

QoS: IjZl SE0f CHst QoS AlES AT L LCL.
Last Will and Testament message(DtX| 2} A M| A|X|)

ORX| 9 F(LWT)S AFESIH S2f0[UETL 2

= TT = E
Ct. S2t0|AETI LIE0 0= AN HIEHXS 4
EAH7I CHE S2I0|UEo HAIX|E M = JSLCH O
SUst HAHLIES Soff 2t & Lo
Send message(H Al X] ME&): DIAIX|E ELHH T ALE HESHAM L.
Use default(Z| 22t AF8): X419 7|2 OAIX|E =St
Topic(FH): 7|2 HAIXQ =HE Y=L CH
Payload(HIO|R2E): 7|2 OA|X| Q] LHE S =L

=
Retain(%l): O Topic(FH|)0il A S2t0|HE HEIS 7RISt B HESIUA L.

QoS: I Zl SEOf Cist Qos AE5S HE YL

MQTT publication(MQTT ‘&%)

7|12 FH H5A AL MQTT client(MQTT S2f0|HE) ®O| A X =X ZFAt0] & 7|2 =X &

AHE ALESHE T A EISEL| T
=2

Zgh MQTT FHOAM =S d8ots FHE Lot B gL

FH HL2molA Zg: MQTT A O ONVIF FH| U Y AHO|AS Zotsa] M el S Lt
YA HS Zh MQTT HO|ZE0| FX[o LB HSE ZototafH MEfgtL|C)

+ Add condition(ZZ F7h: =AHE
Retain(SX]); O{™ MQTT HIAIX| 7} EQ

o
« None(218): & MA|X| 7} HFX| HE
+ Property(57d). HEf =% |
o AN(RF): MEf =X Tt A HEfE =
H’Il% A|_-|E

QoS: MQTT LA Of Lo #ote 2| &

ER-E =y
o 2 2L Ct

E 2T EEE JE= 2L

[

£Q
ojo 0
2 m
>
A

rk

MQTT subscriptions(MQTT T+ 5)

+ Add subscription(#5 F7h): M MQTT =52 F7t5t2{H S22/ L Tt
Subscription filter(TtS "EE): =512 = MQTT X E YU A L.

S8 HETAALR) TS LEE MQTT FH0| HEALR Z7be L,

Use device topic prefix(Z*X| &5 &
Subscription type(Tt5 f3):

+ Stateless(¥Ei =X =27}5): MQTT HAIX| &

« Stateful(ME =X 7}5). MQTT HAIX|E =H2

2 A gL
QoS: MQTT T-=0i| Lo 25te 2| &S =L Tt

A2 EE|X]

Network storage(H| EH 3 A E2|X|)
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+ Repair(5T): ext4

o

—

2
TSt SD FtE

| &+ X| =l SD 7}
Check(

=
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M7

Autoformat(XtE ZH): AjZ
Ignore(FAl): SD 7t
IAMSEX] 2Lt o
Retention time(2ZE A|Zh):
Ct. SD 7tE7F 7HS At
Tools(Z )

L Et.
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Update user(AH8 Xt AHIO0|E): AFEXLO| &4
Delete user(Al8 X} AHH|): AFEXLE ALY

T

System

7t
+ Media user(O0JC|0] A&X}): H|C| 2

I
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T
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H A
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ol
x

E

Administrator
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New password(A

A TEY, 2R

Repeat password (T
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ONVIF A2 %}
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Shock detector(ZZ ZX|7|): ZX[7t X0 £ 5| ALt

Shock detection(ZZ ZtX|)
HES3 An/# fofd

H M M 2]
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R AE{H o] A

Reports(E 11 A)
« View the device server report(2X| Mt B0 A H7|): £ 20| HEF HEo Cist HEE EASHH
M EESUAR. N2 20= XS 2 M EAMO| o E LT}
+ Download the device server report(&X| M| E0AM CIR22E): M HIME CHRZESHH 28
ShUAIR. SR} HA|ZE B 7] O|O[X[Of AR4AFRE OFL|2} UTF-8 HAIQ| FAM MH H 1AM HAE IO
ZoEl zip IOl - E LICH X[ MH[A0 2o/ I} et MH 2 1M 'ZIE IS EBSHY AL,
+ Download the crash report(Z& E11A Ct2 2 E): M HE{Of CHSE XtATH HE T} Q= 00| &
ECRZLSHE G UAR. 5= EAM0|= XpAS O YEF MH EXMO| A= YE
Zb motEL|CE Ol EOMO= HERI FHu 22 Rgs G271 A2 5= ASLLEL EON
EdYS=dl R 2 8 228 = AFLICHL
23
« View the system log(AM 28 21 27|): X A%, 210 U S5t HA|X|QF Z2 A|AH OfH
Eof oot YEE BAISIHEH S ESHUAL
+ View the access log(¥ ML 21 HI|)y: 2R E 210 HAQJEE ALESH 4% & Mot X A
M AES B5F BASHHE S5t AIR.
HES3A =5
S8 A
HERZ =8 ooz Q5N £ A= 22 DITe §EIF Z2ahE = USL T
HEZ =M M2 HEYI 252 7|85 =M E sl Zst= Ol =288 & = UASULL FH 7|1Zh(E E=
£)2 M5t Download(CH2 2 E)E 22/ gL L}
A A2 2
Syslog= HIAIX| 2Z 2| H#FYLICE SyslogOl M= HAIX|E dE5t= £ ZEQO], HAIX|S HY5t= AlLH, O
ANXE BN 8 8M3t= AT EQOE 22|g = ASLICHL A HAXEE O HAIXE S8t 2ZEQ
Ol RS LIEI= A2 ZET HA[E D 2t =F0| 2 E LT

Server(MH): Al MHE F715t24H S E3HYA2.
Host(ZAE): MHQ SAE 0|2 £E IPFAS YHFLICL

Format(Z ). AtE syslog O A|X| ZBHS MENBHL|CE

=
« RFC 3164
« RFC 5424
Protocol(ZE2EEE): MNEY ZZEZ Yl TEE MEHTHL|C:

« UDP(Z|2 M ZLE: 514)
« TCP(7|2 B8 ZE.: 601)
o TLS(Z|2 273 ZE: 6514)
Severity(&dZtk): E2|AHE I TS HAIX|E MEHStL CE.

CA certificate set(CA Q1ZM A7) X dHZ <0G HLL ABME FIISIAUAI L.

Uk 7
2t Y2 Axis I 8 0| A= 15 MEXE ¢t SFYLICE O] HO|X|of A CH 22| 0§71
2850 Hye 5+ ASLCL
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R AE{H o] A

(@) AL
X B
Restart(XH Al Z): ZX|E Z{A|ZHgtLICE Ol &= SA H780] S S FX| ASLCH HE S0 of =27 0| 80| X}
SO Z IYA|ZHE LT
Restore(J1): [fFZ2 HEE 3T Bt A 7|2UCE ES2|MUAL. LB Tt WS CHA| a5t A
MAEX| Y2 RE WS CHA| AX|stD O|HIE 3l pTZ AP A S CHA| BHEO{OF THL T}
2 M
S8 T qEEE YT MY O Z& Ut
- 2Y ZEEF(DHCP £= 11%)
« NFIPFA
« 7|2 2t*H
o Subnet mask(AlE 4l OFA )
. 802X &7
« O3C &%
Factory default(3 & £5t A| 7|22}): ZEHEE 3T £t Al 7|22 EFE|dMA|2. O3 2o X0
AN AS = JACF P FAE WA oF 2L L.
g
ZXlof 2ol=l HYOD MK =8 T E Axis HX HAYOZL CIXHZ MBELICH O|ZA SHH Axis T K|
Of MEHAQl XA ALO|H EOt =F 3 LS =2 5= UASLICH KAMTH LB avs.comi A "M Y= EHY O,
Hot HE QU J|ol 7|0 Hotr M E EXSHHUAIR
Firmware upgrade(E$0] 10| E). M B O] HHCE A 1Y O[ESIHUAIL MER HYO Ee[=0e &
g 7, H 8 8 AW M2 2 7|50 Zetd = ASHCCH S AM "2 =E MHEdts A0 T
LICE Al 22| =2 R 2 ESHHH axis.com/support2 O| S $tL|CE,
fagolEe I CHS M 7tX| S8 SOl MElS = QS L(CH
+ Standard upgrade(EZE 0| E). A HY O o= A0 O0|ESIHAIL.
+ Factory default(3& £5t Al 7| 23)): §20|Estn 2 E HEE ST £} Al 7| 2U2E E|E2|H
A2, Ol 282 MEsH AT 0| =0 O] HY o HHOoR E|=E &+ USLICH
+ Autorollback(Xt5 E): = A|7F Lo PO 0|EstD PO 0|EE RIS A2, =QISHK| 9
OH X7t Ol HYO HEH=E & ZOFZhL|C
Firmware rollback(E¢I01 E4): 0| M0 HX[= HO HHE2ZE F| =& L|C.
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dM BE
M BH
Hex
Q4 O|0|R|0f HBE|: M B EL SeO= 0|0|X CIHYS TYE H £80| HLICL BRE ML 2
£ X0|8 YZSHE UBHOR HEE oA My
o HEOls HEtS = Ol= B IIK MM WA =0 UsLICH SARIIHICQ AEAS HE AL BE WY=E
M 2 ASHCH HIDR AEFO| O Z2[AHO[H0MT A= B2, 24 @ HYEE HHSIUAR.

28 0]= HIL|2 AEE 20| SH BAEL|CE Sl HEFS 2%
25 St O AF8E UL EIAEL O|O|X| & F7tY &= JASLCH
=]

gfﬂr%ﬁ Eé\*t%%*tl%%‘xlf 27 @7 Agut HEQR Mo et CtE2A 2™ E U ch Ch3nt 22 M
2 At2T =

= o= T AMAd

Motion JPEG

el

Opus 2C|2 AH0f Ot X| A2 27| 2I3lH Motion JPEG 2E 2 & RTPE &3l TS ELICH

JPEG O|OJ X[ Al2|=2 & L|C} 0|2 0|0
dgot7|of S 2f0|EZ BAIED HHO|EE L
= =g 216702 O|O]X| =2 & 0J0fOF LIt 2= 30(NTSC) &£
o

<
o
=,
o
>
<
m
o
A
rir
s
)
m
o
rir
n
>
um
=
n
to
>
rHu
|>
Hu
=
>NE

Motionl JI|3E|G f%%ﬁ% :SQTJ o Y FZS ALEotA| T Ef ot O|0|X| EE S MSotH 2EZ0| =3t
D= 0|0/ X|off WM ABHL|LCE.

H.264 EE= MPEG-4 Part 10/AVC

X+
= L
H.264& 2HO|MIAT 20 &l 7|= LTt Axis ME0= 1702 H264 & 7| 22t0|YE 20| AT} ZBHE|
Oof AELICE 2ol MATH Qs FIF ERI0|QE AMHR S dX|Sts A2 =X &[0 JESLICH F7t 2to] A
A5 PG Axis 2|20 H 22SIMAIL.
H.264= O|0|X| & X3} 20| C|X|E H|C|2 Tl 37|E Motion JPEG HAI 0] H|8l 80% O|4f, O| ™ MPEG HA|
of HI3 50%7tX| £ == AUASLICt O] H|C|2 Yo 2ot HEYIA WA= NE U2 2N EH EL =
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