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The operating system for Axis edge devices.
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P_ Access control management
p
@ Access control

L J

Local user device management with password complexity indicator O
Federated user device management through OpenlID Connect (RFC6749, 1.3.1 Authorization Code)
providing ADFS-integration that unlocks features such as Password complexity enforcement, rotation,

[

automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality

Application security

Application

Encryption and data protection 1010
Operating system OpenssL 1.1.1 and 3.0 0101
X.509 certificate PKI and cryptography 1010

Transport layer security (TLS 1.2/TLS 1.3)
SD card encryption (AES-XTS-Plain64 256bit)
Encrypted file system (AES-XTS-Plain64 256bit),

TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)
Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog

Default security
HTTPS enabled by default
Brute-Force Delay Protection
Host-based Firewall

Network time security (NTS)
Insecure TLS versions disabled

1%

Privacy

Use of diagnostics data
Minimalistic approach to how much
customer-specific should be stored

O

Enterprise network security

|IEEE 802.1X (network access control)
|EEE 802.1AR (secure device identity)
|EEE 802.1AE (MAC security, MACsec)

D

Signed video UART/Debug port disabled

AXIS OS Operating System
Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSsL, Apache, Curl and others.
Active track for feature growth and 5-Year Long-Term Support tracks (LTS) for 3 party integration and backwards-compatibility use cases.

(@)

o

Hardware root-of-trust

ARM-based system-on-chip (SoC) security

Trusted Execution Environment (TEE/OP-TEE)
Trusted platform module (TPM 2.0), Secure element

Secure key storage

Tamper-protected storage and operation of cryptographic keys
such as customer uploaded private keys, video signing keys and
the Axis Device ID.

Silicon assisted
security (chip)

Secure sc:jftm:are devedlopment Certification Trusted device identity
X " Axis security development model (ASDM) Q/ Common criteria CC EAL4+ / EAL6+ Axis Edge Vault cybersecurity platform
Security foundation 3 party penetration tests Q FIPS 140-2 Secure boot with Signed Firmware (code-signing),
Bug bounty program with Bugcrowd ETSI EN 303 645 Axis Device ID (IEEE 802.1AR)

Software Bill of Material (SBOM)
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HTTP 80 TCP Webf X —T I—AT Y
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IvoY—TvoBE
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VAR AN

HTTPS 443 TCP Webf X —T I—AT Y
+ A, VAPIXE & UFONVIF
APIf R —T I —2R,
IvoVYU-—TIvDREHE
EQ—RBVEHTIPS M5
VAR AN
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Axis Edge Vault
cybersecurity platform
Cryptographic Features Use cases
computing modules Vv Secure boot v/ Supply chain protection

v Secure element v Signed firmware v Trusted device identity

v TPM 2.0 V' Axis device ID V' Secure key storage

v SoC security (TEE) v Secure keystore v Video tampering detection

Vv Signed video
v Encrypted file system

BENET77P—LDITF
CSC#2: Y7 NDITFEEDS NN EEE

AXISOSIE/N—2 329201 B BBA S BEENTVET, ZELOAXISOSN—23 0 &2TYTIL—RITDETIC,
KEIREEERIZELTCEH77MILOEEHETFIVIL, REATET7AILRFERLET, ChiCk
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Hash
algorithm
]
1 1001100101
| ’ Hash value |
Firmware If equal.. — =  Firmware verified

A v

100110011
Hash value

T >

Signature algorithm
+ public key
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t¥aF77—hk
CSC#2: Y7 NDIFEEDL NN EEE

BEAEDASEBICIR. RENZEHZRETZLOOEF1T TR —TVANBYET, EF21T77—h
ISk, REAETNIEASEBNDEAZH S ZEANTERT,

Root of trust - —| Boot ROM |— + —| Bootloader |[— +— —| Linux kernel |— + —| Root file system
| | I
I I I
1 1

1
Verifies Verifies Verifies

M DOWTIE, RIA4 MR—/)V— TAxis Edge Vaulty 2BBLTLKEEV,

EF¥1TFF¥—ARNT
CSC#6: PO BRI NO—N D EE

EFITF—ARTE, BSEBROBETALSKRBEENEN-RIITR—ADARL—DZRELET. AxisT
NAADEBENTY 70— RLEESERZREBIDCEABKIC, EFI VT RENFNRELEBEOFRET VL

F7IL XN, TEE (Trusted Execution Environment) ZEDED 1 =)L B 1D EEFEHRBEHTEET,

' * Axis device ID
* Video signing key
Secure keystore * Access control keys
F‘:\ Secure element * Filesystem keys
...... Eﬂ * Customer-loaded keys
fle§ TPM  IEEE 802.1
------ - HTTPS

FHMIZOVWTIE, RIA MAR—/V— T Axis Edge Vaulty Z#SBL T EE L,
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M DOWTIE, RIA4 MAR—/V— TAxis Fdge Vaulty 2B L TLKEEV,

HTTPS ¥ B %h

CSC#3: T— R IRZE

AXIS 0S 7.20LAF%, HTIPSIE ECBRMHAEEZFEALTCTF 7 AL NTEMNICKY, EFI1T7HEFETEEN/NA
D—RERETEDRSICHEYWEL =, AXISOS 101050k, BB R A EFIEEE 802.1AREF 1 7 7 /N 1 AIDAE
HELCEEBRASNEL I,

AXISOS/N—>3a > Webf >R —T I —ADKE/INA

7.10& V) B [Setup (E&5E)] > [System Options (> AT LA T a)] >
[Security (2 1 'J T 1 )] > [HTTPS]

27.10 [Settings (8% ZE)] > [System (> AT A)] > [Security (2F 1
1) 5 4)] > [HTTP and HTTPS (HTTP# & TFHTTPS) |

2109 [System (32 AT A)] > [Network (XY N2 —%)] > [HTTP
and HTTPS (HTTP& & TFHTTPS)]

F7FIB DHTTP(S)A Y 5(—

AXISOST ik, THHABORERETHAN—EFIVTF1OERLAR)LZEAEEEDIEHIC, RE KN
BEFIVTABEEQHTIPOOAY XA =N FT7 I NTEMCAE > TWVWET, AXIS0S 9.80LAKE, 77 AR LHTIP
ANY S —VAPIXAPIZER L TEBMOHTTPS) AY X — %R ETEET,

HTTPA Y & —VAPIX APIDEEMIIC D W T, TVAPXZ 77> U, #8RBLTLKEEL,

77 2 )L N OHTTPS) A Y X —OFEMIC D LW T &k, AXIS 0S knowledge base (AXIS OSHIFEAR — ) T
" Default HTTP(S) headers (77 2 JL A DHTTP(S) A ¥ 5 —) 1 ZZRLU TS EE L,

A4S 1T ANBAE

CSC #3: — X IRE

EE L77t7\3’é7747’>f\ ZYRND—VRBBATREAEITDELEICRHESLITIDHNEN HBD/NAT—REME
AUTRIEENET, LENDT, EZF;;JEIE@{JG*)UL’}'{/IZF?JEE EFERATIH, BRFBIAELESR

ADIANRIAOASZFERATZDEE2HEBOLET, chickY), RYRND—JRZYTT7—HFNAT—

REAFTRIVRIVZRRBTEET,

AXISOS/N—>3a > Webf R —T I —ANHKRE/NA

7.10&k ¥) Hi [Setup (RZRE)] > [System Options (> AT LA 7> 3 V)]

> [Advanced (F£#)] > [Plain Config (7°L — > 8% 7E)] >
[Network (& ¥ K7 —7)] > [Network HTTP Authentication
policy (R Y N — U HTTPRRRER U > —)]

27.10 [Settings (Eﬁfﬁ]] > [System (22 AT 4)] > [Plain config (7
L —28&%E)] > [Network (X ¥ b — )] > [Network HTTP
Authentication policy (R Y N7 — 2 HTTPFREER U 2 —)]

2109 [System (2 AT A)] > [Plain config (7°L — > 8% E)] >
[Network (58 ¥ &7 —7)] > [Network HTTP Authentication
policy (R Y N —JHTTPRREER 1) > —)]



https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/vapix-library/subjects/t10175981/section/t10154925/display
https://help.axis.com/axis-os-knowledge-base#default-http-s-headers

ONVIFBEHEA, S ORE
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BEREBLASORER. AMsEBTT7AILRNTENICE>TVREEQEFI T #ETT, TOEMNE.
UsernameToken, BB R A LARX> T, nonce, NAT—RAALAZSIARNZECEMOEFIVFAAYVR—%EB
M¥32&ET. ONVIIR—RANDI—H—RIEETDICRETD LTI, NAT—REASTZITANE, NAT—
REATFLILTTICREENTWVS), nonce, FALARARVTHSHEENET, NAT—RAASTZITAN
OEWRF, 1——%2RIIL., BARBEBSZIETT, TOED, 4TI ARNNFFryyS1EhzxzT,
COREEAVCLTHBLKZEEZBEHLET,

AXISOS/IN—2 3> Webf X —T7 I —ANDHFRE/INA

7.10& V) B [Setup (X 7E)] > [System Options (> AT AF T a V)] >
[Advanced (F¥#5%%E)] > [Plain Config (7L — > 5% 5E)] >
[System (2 AT A)] > [Enable Replay Attack Protection (B4
KRELSOREZBHIZTS))

27.10 [Settings (8% 7E)] > [System (2 AT A)] > [Plain Config (7°
L — /8% 7E)] > [WebService (WebtF —E A)] > [Enable Replay
Attack Protection (BEKREN S OREEBMIZT S))

2109 [System (2 AT A)] > [Plain Config (7L — >/ 5% 5E)]
> [WebService (Web* — & R)] > [Enable Replay Attack
Protection (BAEKEBA SDHREZEMIZT )]

Prevent brute-force attacks ($8 Y 7= V) B %5 <)

CSCH4: PEDEEELE YV ZNIITFDEFITERE
CSC#13: RY NT— O DEHE B

AxisEBICIE, NAT—RERBEDRY NT—UASOMRLELYREZRBBILTI/OY I TBHIEXHZXLY
BOO>TVEY, COBRBBITLVKBIZLSELD S DREFEFIFE N, AXISOS730ETHERATEXT,

BYULWKREBICKDEEZENSOREE. AXISO0S 155, F7AIILNTERICE DTV
T, HFHASREFEHREEEIZ DOV T, AXIS 0S knowledge base (AXIS OSHIFEAR —R) T
T Brute force delay protection (#8425 7= ) W BIZ & BB S S DRE) 1 BSRBL TS EE,

AXIS 0S/N\—2 a3 > Webd B —T7 I—ADFHRE/NA

7.10& V) B ZEBL

>7.10 [Settings (§& XE)] > [System (32 AT L)] > [Plain config (7°
L —28&3E)] > [System (> AT A)] > [PreventDosAttack
(DoSTREE () B k)]

> 109 [System (2 AT A)] > [Security (25 2 1) 7 1 )] > [Prevent

brute-force attacks (%8 24 /= V) IREE o) Bf 1E)]

BESR
CSC #3: — R IRE

AKsEBFERUEXTUETERMATUOAAZFEALE T, ERXUAXATIICREENATVI2EREEEEZER
AEATEBEEETNTITS, FERXEATVICRETATVIBERERY), BHRICBCERATEDLDICHEYE
T FT—=RRAUR—ZEICHIRLT, RECNMETF—ENT7AINIARATANSRBABVELRSICTRIEVNDS —fi&
HEFEEBHITVWET, TOLD, HABOREANOUEY RFBEILBEYVET, NANDTITZYZIAXEUT
&, UBIH#EE [Remove Volume (R 2 —ALADHIRR)] AEAENET, ARL—27AOVIFESEREhTVEVNE
WSESEEETDMMCT S Y IXTYILR., ChICHYTIHENFEREhET, TOEE, ANL—O
hO—5—IC&klY), BEIZHELUTERSOARNL—7OYINBEEENET,
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EXMUXT)—ICREENEITRNTOF—EINHEEENET,

THEEHFREO

REIANVRZRGTLTE, ISKECT—ENEEENBIDITEHY KA, KDY I,
BEL, SDATLAOBBHRICT—EBENRTENET, LEN 2T, THHARKO

EENB
AR RZERTT
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AX &

BEFTHATRBGYERA, F—AHEEZRRITOCE, REOBREBET—MORTEZFALTAS

BERzYZBEN BT,

X Private keys & certificates
ACAP Applications =
> | User accounts Factory default Q
. . Decommissioning
Axis device
in service w5 completed

User configuration

AXISOSN—2 3 > Webf > R—=7 T —ADFE/NA

7.10& V) B [Setup (RZE)] > [System Options (> AT LA T a)] >
[Maintenance (X > 732 A)] > [Default (77 # )L M)

>7.10 [Settings (X XE)] > [System (2 AT A)] > [Maintenance (X
> T+ 2 A)] > [Default (757 # )L B)]

2109 MMaintenance (X > 7+ > A) 1 > [Default (77 # JL B)]

CORICEF, TERUEXTEVIRFEATVWERTF—RIIEITIHEMBBIrEEATVET,

HBHRET—2R THHARORERLCHE

VAPIX& L FONVIFD 1 —H'—F & /NAT— R =30

IS B & W

HOERAHE =40

TPM & Axis Edge VaultiZ R T2 & T W\ B & #R (&L

WIANRRE & 1 —H—/NAT— R =30

NARLFEHE (AYAY-

SDAH— REES{LF— =40

SDA— RF—Z* (ANAY-

XY RND—OHBEREEL DY —/NAD—K W
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W THIONDEFESS, RYNT—2, 03C, AXN, BB PIZ, SXT7AREFT, I—Y—I"1EL &
FANTDRE,
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FhET,
o KBS —RZ(FT YT L —23>, 8021AREFBIHE) & & P ELIRBEHE I, HBEEHFE T —
Y—EEEFSEFRET,
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XN

XN ZHEL

BEAPZELE, AMsEEOREBEOR/NERLARILTYT, EFANEBELORNEY VI TTY D TRETREL T,
hE, Y= RN—TFAORYRND—IAVTZARNZIF¥—, EFF, &m B AT I (VMS, EMS), #
B 77")’7—93‘/L:'c‘fBL:{ZEﬁ‘q“%v;tf&Q AXisEBETEERETEDCLEEKRLET,

THEHAERORE
CSC#4: BEDPDEEEYVY IZIN DI TFDPEFITHR
REBERETIHNIC., IBHABOBREICAE>TVREEZBBELIKEEY, I—F—F—2ro%EBEHEE

LY, FAZELELEYITZIVZENF HD2BEICE. EEZISHAROREICVUEYRNTDZELEEEETT,
MIIOVWTRE, 10X—2FEZZSBLTLSEE,

AXISOS/N—> 3> Webf R —T I—ANHKRE/NA

7.0k V) B [Setup (§&TE)] > [System Options (> AT LA T aV)] >
[Maintenance (X > 773 2 A)] > [Default (77 # )L B)]

27.10 [Settings (8% XE)] > [System (32 AT A)] > [Maintenance (X
> FF > A)] > [Default (FF7 7 )L N)]

> 109 MMaintenance (X > 77> &)1 > [Default (F7 # )L N)]

BHOAXISOSADFYTIL—KR
CSC#2: Y7 RNDIFEEDA NN EEE

V7RI ITIEINYFEERATZ LR, YAN—EF21VUFOEEZELAETT. REEE., —BRWICHS
NTVBMBUEEZEALELSETBIENZL, NYFABEAEATVWVEVY—EFRIZZYND—9T9F
ALESE, TORAMN A T2TEEN B ET. BHAORBECHTZDEFIVFTFANYFHFEENT
WBBEENHDEH., BILRTOASOSEZFEATEZLSICLTLSEEL, HEON—3 0V )—R /) —
MNClk, EEBREFIUTABENATHICEHEENTVIEEN HYETH, IXTO—BHNEEEDN
RHEIhTVWBDbIFTREHYYEEA,

Axisld, 2BEDOAXSOSR S Y O ELT, FOTAT RSV IERBYR—KNIS) RSy U EMHIFLTVE
T, EESNEBHEICERFTOEEZRRBUENY FHFEETATVETH, BERUBEOV RV ZZ/NRICH

AB_ENBHNTHDED, LISKNT Y UICIEH#ae %ihruithoﬁﬂkovfm AXIS OSTE R T
FMBmmamduﬁm7%7#%anE£Eb TLIEE

13.0 — 13.x 2028 LTS
12.0 —12.x 2026 LTS

11.0 —11.x 2024 LTS

10.0 — 10.x 2022 LTS

2020 LTS
2018 LTS |

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033

Axisld, EERHFHEE, NJHEE, EXF2VTANYFICBITZBEREE, SEOVU—ADFEZHHSELT
WET, FHMICDOVTIE. AXISOSTESRT " Upcoming releases (1) U —X FE) 1 BB L TLKEE W, axis.com®
P o77—=A70I7, ICT77EALT, FNAAADOAXISOSZSF VY O—RLTLSEE WL,
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XN

CDTTT7R, MsEEBEZEICRFTOREBICRODCLENEEREERLTVET,

AXIS OS 2018 LTS - Security Updates Timeline

2018

8.40.2 May
OpenSSL

8.40.2.2 July
OpenSSH
OpenSSL
TLSV1.3

8.40.3.1 Decem-
Apache
OpenSSL

2019

8.40.3.2 February

Linux kemnel

CURL

2020 2021 2022
8.40.4 July 8.40.4.2 April 8.40.4.4 January
Apache CURL Apache
CURL OpenSSL CURL
OpenSSL 8.40.4.3 October OpenSSL
8.40.4.1 November Apache 8.40.4.5 May
Apache CURL Apache
OpenSSH OpenSSL
OpenSSL 8.40.4.6 July
Apache
CURL
OpenSSL

8.40.4.7 October
CURL

OpenSSL
8.40.4.8 December
CURL

OpenSSL

AXISOS/N—> 3 >

Webf R —T7 I—ADEE/NA

7.0k V) Bl [Setup (§%TE)] > [System Options (> AT LA T3 V)] >
[Maintenance (X > 77 22 A)] > [Upgrade Server (B —/Y—
DT YTIL—R)

> 7.10 [Settings (& XE)] > [System (2 AT A)] > [Maintenance (X
> 7 F > A)] > [Firmware upgrade (7 7 —ALAJIT DT Y
7L —R)

> 10.9 [Maintenance (X > 77 2 A)] > [Firmware upgrade (7 7 —

LADITFTOTYTIL—R)

FKEBDroot/ N\ AD—ROEE

CSC#4: PEDEEE YV 7R DIDIFDEFITERE

CSC#5: P DT> N EFE

FEODrootPHIV K, REEBEBOLEODOXAYTATIRNTS, 0ot 7HIOVNEZERATRICE, RED/NA
D—RERETIHVENHYET, XTEIBNAD—RZFERAL, oot7HI U NOERARIEBRBIRATIDOKIZR
ELTLKEEW, BEDOEZEIC, root7HIV RN ZFERTZ L RIBEBOHLEL A,
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AisEBTHERTHEECAUNRD - KEERTH L EBABRLENETH, BEPTF— ORBLH T DM
MABEET, AERCLCEBENNAD—REEATDE, tFIUTARAEIETH, EROEEN S
BERVET, BEONRT—RREMNICEET AL EHBHLET.

CNIST/NIRT—KRICE T B#EEFE, BE, ILWINRAT—RA+T D ICR<EMTHZEEZERTDH
ARSAEEATDEEZHFOLET, AXsEEBIRR, 4aXNFETONAD—REHR—RNLTVET, 8
NEENEWNAD—REFVWEREELET,

AXISOSIN—=2 3> Webf B —T7 I—ADFRE/NA

710k W [Setup ()] > [Basic Setup (BAFKE)] > [Users (1—4—)]
27.10 [Settings (RXE)] > [System (2 AT A)] > [Users (1 —H'—)]
2109 [System (> AT L] > [Users (1 —H'—)]

>11.6 [System (22 AT A)] > [Accounts (AT > M)
HERT7N I MOER

CSC#4: BEDEEEV AN DITFDEFITFERE
CSC#5: FH T NDEE

TF7ZILRNDroot7HI NEIXNTO#RZRFS, EBEZATVALTFHNEATVERT, BEOEXRICE, #
RAABIRENLEIZAT NI —THIVNEERTZEZHBOLET, ChiCLY, REEHE
ENAD—RFRRIDIVAINBRELET,

FHBICOVWTR, ROAMR—N=TEFAEHLITAILHIIBIDETFOEIEE, 22RLTLIEEV,

AXISOSN—2 3 > Webf >R —7 T —ADFE/NA

7.0k V) B [Setup (FXFE)] > [Basic Setup (BAFRE)] > [Users (1 —¥—)]
>7.10 [Settings (RXXE)] > [System (2 AT A)] > [Users (1 —4'—)]
2109 [System (2 AT A)] > [Users (I —4'—)]

> 11.6 [System (2 AT A)] > [Accounts (F T > M)

Webf R —T I—AANDTFIOLAZHRITS
CSC#5: PO N EFE

AdsREBICE, I—Y—ABEOWebT ZIH —RBETRBELCT I EATEDWebf —/N—HH Y LT, Webt >
B—7I—AR, BE, XVTFVA, "FTNZ1-—FATZBHNELTLWET, Chid, VT/4TF7hEL
THEALTETAZRRID L, BEDVEXRZENELLELEOTREYEEA,

HEDOEETAGSEBEEORYEY ZFATIUBEN BB IVTATMNE, EFABEEI AT L (VWMS) PEE
BEEEH K TAXIS Device ManagerB ENEEBY — )LD HTT, PATAI—H—ICE., AsKENDEETIEA
Eﬁiﬂ:%ﬁfb&b"@(ﬁéb‘o FHHICOVWTE, 15X—2Web 7> X—T7 I —X\NDT VI EHWIZTS
ESRBLTLSEEV,

Webf B —T I—AADTF IV EAZHE/DICTS

CSC#4: ERDEEL Y ZNTVITFDEF 1 FERE

AXIS 0S 9.50 A%, Axis KB DWebf >R —7 T —AZBMIICTEE T, AXisKEBEZ S AT AICEA (DK V) AXIS Device
ManagerlCIBHN) LS, BRDO AN Wb 7 SV H —RBATRBICT IV EATED AT IVZHRTD L

EHEBOLET, CchickY), ZEETHIRONATD—RAEBRATHEEATVWSEES, EBot+2
DF1BNfMMERENET, KUREEATIaiF, BEBDTIVEABE (M) 7—FTIF ¥, &VUEHL
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BEAXN st
ERL—HEUTA, THOONRHROBEBRELZRMIDZIERT7 S VT—23 0 2BU T, AMsEBEANDT
VEAEHMHICRETD LTI,
AXISOSIN—2 3 > Webf R —T7 I—ADHRE/INA
7.0k V) B EEK LY
>7.10 [Settings (§& ZE)] > [System (2 AT L)] > [Plain config (7°

L —>8&E)] > [System (2 AT A)] > [Web Interface
Disabled (Web4 >~ & — 7 T — A &%)

> 109 [System (2 AT A)] > [Plain config (7L — > 8 E)] >
[System (2 AT L)] > [Web Interface Disabled (Web A >/
2—7 T —RAEM)

KYRND—UVBREEBHT D

CSC#12: RYNT—=0 42 TZXNZOF+—DEHE

KEDIPRE. IPv4/IPve, BIIFIZIEBE DHCP) XY ND—UF RLA, ¥7XY NIV, F7#)L K-
B—BEDXRY NI—UREILL>TERBYET, LLEATOIVR-—KI NEZEMT D LTI, XY b
J—URNRODZRBIBDLEZHHOLET,

Fh, REXMRICIBYS2RY NIT—TOAOY—/N— DHCPH—N—BE) ICHKIFTRD B, RYNT—TF
EMERRIDLEDIC. AMKEICBNBIPP RLAREEXAIZCEZHEHOLET,

AXISOS/N—2 3> Webf X —T I—ADFE/NA

YALESDE:] [Setup (§%5E)] > [Basic Setup (B AE&E)] > [TCP/IP]
2 7.10 [Settings(E&TE)] > [System (22 AT A)] > [TCP/IP]

> 10.9 [System (32 AT A)] > [Network (R ¥ KD —%)]
AERADKREZBRT S

CSC#8: EEOTDEE

EFIVFTA 0BRSS, ELLVBRERIYZRETDICENEETT, Chicky, LA, YATA
OJICERBRALARAZDTHAHFHSh, EORICTFORIIAHAZEZRIAL TEATEDLSICBRYET,
BEUZEZRBATHONEWE, HTTPS, IEEE. 802 xBEDTFIRIIAABELCKEFETIH—EANELLH
FELBEVTREAN B ET,

MAsEBOOVOY V%Y NTD—0ZA4 L7010 (NTP, JERESAK) —/N—, T & TE niFNetwork Time
Security (NTS, FERESL) H—/N—C BT ETHEEE2BEOH L FE T, Network Time Security (NTS) (&, Network
Time Protocol (NTP) DB S {tE hicF1T7H/N—23 20T, AXSOSNATEMENEL L, BURBOBEZTY
BEHTHEL, RELEVTNADRA LY —N—NERATEBLLLDITEEOSHD T IAIINA—N—FUF
EZEBELT, BHORAN LY —N—Z2REITD_LE2HEHLET,

INT DY ONTPH—N—FLERINTSH—N—0OFAE, O—HALRAALAY—N—A VA ABHKERETEHEL
BARPMEEABICE > TREBEFEREBYET, AXisT /N4 ATONTPINTSOFEHEIZ D LTI, AXIS 0S knowledge
base (AXIS OSHIEEAR —R) T TNTPand NTS (NTPENTS) 1 #BBRL T EE W,

AXISOS/N—2 3> Webf > 2 —T7 I —ADHRE/NA

7.10& V) B [Setup (8% %E)] > [Basic Setup (BZ<E&E)] > [Date & Time
(14 & B )]

27.10 [Settings (8% %E)] > [System (32 AT A)] > [Date and time
(B & BRI
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-9 N: BT d
AXISOSN—2 3> Webf > B —T7 I —ADOHRE/NA
> 10.9 [System (2 AT 4)] > [Date and time (B 13 & B Zl)]
> 116 [System (> AT A]) >[Time and location (BF % & 3B 7))

IvSAML—DRS1{
CSC #3: T— X IRE

SbH— K

AisEBEAETARBORFECEFITTFORIL (D) A—REHR—KNLTHEALTVWRHER, BS{LEER
TRCLEEZHBHHLET, ChiIZE, WAL ESDH—RICRBFENTVWRIETAZHEROZVEANE
ETERSBYET,

MisT/IN A ADSDH— REBL D EEMIZ DL Tk, AXIS 0S knowledge base (AXIS OSHIZENR —X) T
T'SD card support (SDH— KD YK —R~) 1 BSBLTLEE W,

AXISOSN—2 3> Webf >R —T I—ADFRE/NA

7.10& V) B [Setup(§& E)] > [System Options (> AF LAF 7> a )] >
[Storage (A M L —2)]

>7.10 [Settings (& ZE)] > [System (22 AT A)] > [Storage (A b
L—2)

> 10.9 [System (22 AT A)] > [Storage (A~ L —27)]

XY ND—2U %8 (NAS)

Y RD—OEHEARNL—T (NAS) 2&EBET/NA AELTHERATIHEEE. )7117\75‘%%&3*174:1/73*17&&
BICREL, N—RFAAITOBEE{EZENCTAHEEZBHOLET, AsEBR. EFFTREZRETH LS
ICNASICE#HR T2 00y ND—o770O0RJLELT, SMBERIALE T, SMBOLBO/N—23 2 (108K
200 TRREFIVFTFARBENBEHEAFTEAN, HLWN—=232 1B TREFI VT 1 PESLHIREE
TEnBiH, AERETHLWAN-—Sa 2RI LE2HHOLET,

AxisTINARAZRY ND—VHBILERTS & EDOEYESMBOREDFMIZ DV T, AXIS 0S knowledge base
(AXIS OSENEANR —R) T T Networkshare (R Y KT — 22 A) 1 #BBLTLEEL,

AXISOSN—2 3> Webf >R —T7 T —ADOFRE/NA

7.10&k V) B [Setup(E&XE)] > [System Options (> AT LA T2 a)] >
[Storage (A R L —20)]

>7.10 [Settings (& ZE)] > [System (22 AT A)] > [Storage (A b
L—=2)

2109 [System (32 AT 4)] > [Storage (A R L —20)]

SEOES{ILIV AKR—b
CSC#3: T— X IRE

AXIS 0S 10.10LAB8, AxisZEBR I Y PHBEOBEBILIIVAR—RNEZHR—RLTVET, #ROBWVWEANrITIA
R—RNRENEETFAENEZBETERVRSICTR LS, COMEEXEFERAIZICEEHSBHOLET,
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HAENZ{t
AXISOSIN—= 3> Webf R —T I —ANHKRE/NA
7.0k V) B ZHsL
> 7.10 ZXiEL
> 109 $2E

FP7Vor—<,3a (ACAP)
CSC#4: BFEDEEEYV AN DITFDEFITFHERE

ASREBICT 7V Tr—232 &7 Y 70—-RLT, BEBZILKRTEET, ThSNE<ICR. HEDOHAEZR
EIZLOOMEOI—HF—AVEZ—TI—ANRBLTVET, P7UT—3 2, AXSOSH AT
PEFIVTIBEZEATIEENBYET,

MAisREBICIK, AxisEF I UT 7 BREET/N(ASDM) I > TAisHFRERL EEROT 7V r—>arf7uOg—R
ENTVET, AsP7UTr—23a>OFMCODVTIE, axiscomT T2 #8852 #SBLTLEE,

B—RN=FTA4OF77V5—>23a>05akk, BEBALETANOEBERIANSTOEFIUTAICHITIANNOEEE
MELEY, —BHEEBERARTSITFAADEFIVTABERETFLICE>THREEATLRIHLAESHIZOV
TRVE—ICEAVEDEEYN TR ZB#OLET, U—RN—FT1OT77V5—>3a>TROA 2R
B, Y—RN—FT 1 ORIV —ICEERETIHEN BV ET,

EHETED TV —23a00iaEBEL, FALTVWEVWTIUS -3 EAXSEBN SHIBRT R L
2BHOLET,

AXIS OS/X\—2 3 > Webf 2B —7 T —ADFKRE/NA

7.10& V) B [Setup (F%FE)] > [Applications (F 7 U —> 3>
2 7.10 [Settings (X %E)] > [Apps (7 7" V)]

> 109 7Y

FRALTVWEVWY—ER/BeEEEEDICTS

CSC#4: DEDEEE YV TN VI TFDEFITHRE
FALTVWEVWY—EAXKEN ESICEFI )T LEOEBRICEZDITTREDY FEAN., THREREURAI%E
BRETH2EHIC, FALTVEVWH—EAXBEZENICTZ L E2H#OLET, FALTVEVWEESICEMIC
TEDH—EAEHEOHMICOVTE, COFEFEFRAEDTIEETL,

FRALTVWEVWYERZXY ND—OKR—B

AXIS 0S 11250 %, AXISS3008%% ENEHOZY NI —IR—RNZHAELEEBICE, TYRNT—IR—KNDOPEL XY

RO—OKRZT74YODOEAEZEMITRIATIVAABTEATVET, FALTWELWRY RD—JR—-K%Z
BELTTIOTATOERRICLTDE, ERBZEFIAVFTAURINELUET,

AXIS OS/N—2a > Webq >R —7 T —ADFRE/NA
7.10& V) &l ZEBL

2 7.10 ZHBL

> 11.2 [System (22 AT Ls)] > [Power over Ethernet]
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XN

XY RNDO—oETORNIN

Bonjour, UPnP, ZeroConf, WS-Discovery®x EDIRIET'ORILE. XY RD—=J ETAGSEBE T DY —EALZME
LE'JWb*l%’Jl’)LTf%)"TT RY—EATT, REZEALTUMSICEMNML &, #EZ7OMN I ZEIICL
T, MsEBENZRYND)—VLTZOEEZBALBVELSICTRLEBEOLET,

AXISOS/N—= 3> Webf >R —T I —ANHKRE/NA

710k ¥) B [Setup (R E)] > [System Options (2 AT AF T2 3]
> [Advanced (F¥#E%E] > [Plain Config (7L — > §&E]
> [Network (& ¥ k7 —7%)] > [Network Bonjour Enabled,
Network UPnP Enabled, Network ZeroConf Enabled, Network
UPnP NATTraversal Enabled (& ¥ k7 — %7 Bonjour & %1,

XY RNT—JUPPER. XY NT—UREFTERTR.
? ¥ N — % UPnP NATTraversal & %i1*

ZEHBL

2 7.10 [Settings ()] > [System (3 AT A)] > [Plain Config
(7L —>8%%E] > [Network (XY k7 —%7)] > [Network
Bonjour Enabled, Network UPnP Enabled, Network ZeroConf
Enabled, Network UPnP NATTraversal Enabled (&Y K7 — 7
Bonjour& %, XY RDJ—2YUPnPERN, XY NTU—U%
EXREHFR., XY N —2IUPnP NATTraversal g %h]*

[Settmgs (E TE)] > [System (2 AT A)] > [Plain config (7
L —> 8% 7E)] > [WebService (WebH —E R)] > [Discovery
Mode (# H E— R)]

> 10.9 [Settings (% %E)] > [Plain Config ('L — & E]> [ Y b
7 — %1 > [Bonjour Enabled, UPnP Enabled, ZeroConf Enabled
(BonjourE%h. UPnPERN. BREFREHFR)]

[System (2 AT A)] > [Plain config (7L — > 8 E)] >
[WebService (Webt — £ R)] > [DiscoveryMode (#& HHE—
R)] > [Enable WS-Discovery discoverable mode (WS-Discovery
BRETREE—RZEMICTS]

*CDBEEIFAXIS 10120 S HIBRE 1, ERUBD/N—Z 3> TIrEHFTEFE A,

B WIS/ X\—>a >

AisEBEZABREBEICEATIHIC, E<THERTIICE>TVS, EF1T7THRVISN—D3a 0 2EN
g3 t?&abé:b&)bﬁa“ BE, GVISN=23 2@ F7ALRTEDCLESTLERTAH, TS 128 KT
MS1I3ZELRELTVWEWY—RN=FAT77TUT5r—23a  ICTTUERMZREIZILHIC, AsEET
B#ICBE>TVBAEMENBY FET,

AXISOS/N—= 3> Webf >R —T I—ADKE/NA

710K V) I [Setup (RZZE)] > [System Options (> AT LAF T a)] >
[Advanced (5¥4H)] > [Plain Config (7'L — >/ E&E)] > [HTTPS]
> [Allow TLSv1.0 and/or Allow TLSv1.1 (TLSv1.0/TLSv1.1 % 5F
93

27.10 [Setup (& 7E)] > [System (22 AT A)] > [Plain Config (7°L —
> ERTE)] > [HTTPS] > [Allow TLSv1.0 and/or Allow TLSv1.1
(TLSV1.0/TLSV1.1 Z BF AT § )]

> 109 [System (2 AT A)] > [Plain Config (7L — > & E)] >
[HTTPS] > [Allow TLSv1.0 and/or Allow TLSv1.1 (TLSv1.0/TLSv1.1
EFAT D))
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XN

AROVTRNITFT12—RE

ARVVTRIFAR—RENOT IV LAZE NI TR E2BBHOLET, RVUVTRNIFA 2, vF7)L
JA-FTAVITEFNYIOBENTOHXRMEALET,

AROVTRIFAR2—AXISOS 10D SHIBRE N, ThUUBEON—a > TCRERATEEEA,

AXISOS/IN—2 3> Webf X —T7 I —ANDHFRE/NA

7.0k V) Bi ZEEL

27.10 [Settmgs (EQE]] > [System (22 AT 4)] > [Plain config (7
L— )] > [System (2 A7 A)] > [Enable the script

editor (edltcgl] (RVVU7NIF 14— (editeg)) ZH XD

9T %)

> 10.9 [System (2 AT A)] > [Plain config (7L — > §&E)] >
[System (22 AT A)] > [Enable the script editor (editegi) (A9
7RI F 4 Z— (editegi) ZHMIC T D))

HTTP(S) Y — /S —A Y & —

F7FIBTE, AsREBIR, XYRNT—TLOIZA4 T NEDHTIPS) #EFEFRIZ, FTEDApached & U 0penSSL
N—=2arvaEBALET, COBREF. BEOAXSOSN—23aVICBTH2RBROBBEOK ) FHHEEL AN
ERMID LD, XYND—VEFI1VTAAF Y F—2EHNICERTIEEICEFNTT,

HTTP(S) B —N—AY A —ZEMICL T, HTTPS) BHEFOBREHZRS T ENTEET, EEL, XEZ
ﬁt%ﬁ@%%tﬁé\Am#ﬁﬁ?éﬁitﬁﬂT%EE&W?%%%E@&\Awﬁ—iﬁﬁtiéat
ZHEHLET,

HTTPS) H—NN—AY X —BEMIZTBD AT a2k, AXISOS106AEASERATEET,

AXISOS/N—2 3> Webf > RX—T7 I—ADEE/INA
7.0k V) B EEBL
> 7.10 [Settings (EXTE)] > [System (2 AT A)] > [Plain config (7°

L —>8&%E)] > [System (2 AT A)] > [HTTP Server Header
Comments (HTTPH —/N—A YA =X N)]

> 109 [System (2 AT A)] > [Plain config (7L — > 8 E)] >
[System (22 AT Ls)] > [HTTP Server Header Comments (HTTP
HB—N—AYHE—=—T0XN)

y N — 77J>(77&tGDAX|SI:T7_|'E‘:$EF1(F)‘§znn’C(&" FAHRDB LTS VMEERT 7 4L N TEMIC
'Cb\ﬁ?o FERENMVELZBEE, Eﬁﬁﬁukﬁﬁﬂk?éﬁ%ib‘“ﬁﬂ)f?o AxisA 2 BZ—HLRPERY K
77\I: h— Et EEANMDEI A VBEN TEBBETHDAGER TR, SERENTTFILRNT
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BEAXN st

AXISOS/IN—2 3> Webf >R —T7 T —ADOFRE/NA

710k ¥) B [Setup (RRFE)] > [System Options (> AT AF T2 3 )] >
[Advanced (F¥#5% )] > [Plain Config (7'L — > 5&E)] >
[Audio (F )] > [Audio A* (FF 7 A¥)] > [Enabled (& %h)]

2 7.10 [Settings (§&ZE)] > [Audio (F )] > [Allow audio (B & %
)]

> 10.9 [Audio (F 75)] > [Device settings (7°/V 1 AFRTE)]

Ssbh—KRAOY b

MsEEBIFEBEE., EFFAREBEOO—NDINIVZSANL—2ZRHEIDILEHIC, 1ML EOSDH—REHR—KNLT
WET, SDHI—REFALABWVERSERF., SDHA—RAOY R EZRLSICEMICTREEZHHMHOLET, SDH—RA
OY RNEENCTEDAS a2k, AXISOS980EA A SHERTEE T,

FEMIC DWW T, AXIS 0S knowledge base (AXIS OSEIFE AR —R) T T Disabling the SD card (SDH— R & FEMIZT D) o
BESRBLTLSEZW,

AXISOS/N—= 3> Webf X —T7 I —ANHFRE/NA
710K V) I ZuAEL
> 7.10

[Settings (E TE)] > [System (:/ 7_' )] > [Plain config (7°
L—28&E ]] [Storage (A —J)] > [SD Disk Enabled
(SDF 4 AU A

> 109 [System (2 AT A)] > [Plain config (7L — > E&E)] >
[)(Sjjtorage (A KL —=)] > [SD Disk Enabled (SDT* 1 AU &
)]
FIPPO1A

FIPlk, RSN —F A TJEFNYITOBENICOKXMEREAZ X217 TEVESE7ONINLTT, FIPTY
EAFAXISOS 1112 SHIBREN, ThUBON—23a > TRERATERRA,. RSP —F1JOEMNT
&, FIPPORAZEMICL, EF1TFHBSSHP VLA ZFRATRH L E2HEBOLET,

SSHOEMIC DWW T, AXISOSTR—ZR I T TSSHP O £X, #3BLTLKEEW, APEFERALEFNY I AT 3
COEMICOVTIE, AXSOSTR—ZILT TAPFO Xy #5BLTLSEEL,

AXISOS/N—= 3> Webf X —T I —ANHRE/NA

7.10& V) @I [Setup (§XTE)] > [System Options (> AT ALAF 7> a V)] >
[Plain Config (7°L — > 8% 5E)] > [Network (XY KD —%)]
>[FTP Enabled (FTP/E %)]

27.10 [Settmgs (E)’{E]] > [System (2 A7 4)] > [Plain config (7
L —> 5% %E)] > [Network (¥ '7—7]] > [FTP Enabled
(FTPE )]

> 10.9

[System (2 AT A)] > [Plam config ('L — 5% E)] >
[Network (=¥ N —%7)] > [FTP Enabled (FTPH %5)]

SSHZ V2t A

SSHIE, RS TN a1—F 14 TJEFNYITOENICOKMERAETND EF1T74HABEE7ORNIILTT, AXISOS5.50
LBOMSEBETHR—RENTVET, SHF VLA ZEMDIITRD L EHEBHLET,

SSHEFER L EFNYIAT2a > 0EFMIC OV T, AXIS 0S knowledge base (AXIS OSHIFEAR —R) T
TSSHaccess (SSH7Z 2 X) 1 BB LTS EE W,
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BEAXN st

AXISOS/IN—2 3> Webf R —T I—ADFRE/NA

710k ¥) B [Setup (§XTE)] > [System Options (> AT ALAF 7> a V)] >
[Plain Config (7L — > 8% 5E)] > [Network (XY KD —%)]
>[SSH Enabled (SSH& %h)]

27.10 [Settmgs (&) > [System (> AT A)] > [Plain config (7°
L —> %% E)] > [Network (¥ N —%7)] > [SSH Enabled
(SSHAE )]

2109 [System (= )] > [Plain config (7'L — > 88 E)] >
[Network (% I\ —%7)] > [SSH Enabled (SSH& %h)]

Telnet7 VA

Telnetld, RSTN21—F 42 FEFNYITOEBHNOXKICERENS, X217 TAVEE7O0RIINLTT, AXS
0S550 L WBIDN—2 30 DAGSEB THR—RENRTVET, Tehet 7OV LR ZEMNICTZEZ2HHHLET,

AXISOS/N—2 3> Webf > RX—T7 I —ADERE/NA

550k V) B FIEIZ DWW TIE, AXIS 0S knowledge base (AXIS 0S Hl 5
NR—RA) T "Device access (F/V 1T AT O X)) SR
LTLKEEL,

7.0k V) Bi ZEEL

>7.10 aé/ 7:; L

> 109 ZEHBEL

ARP/Ping

ARP/Pinglk, AXISIP Utility R EDY — )L ZFERA L TAXsRKEDIPT RLAZRETDHAETL L. < OBEBEIFAXIS 0S
7100 SHIBRE N, ThUBON—23 0 TREATEEE A AXISOS 710 ETO/N—2 32 2B L LAKSEE
Tk, COMEEZEMICTI_LEBHOLET,

AXISOS/N—= 3> Webf R —T I—ADKE/NA

7.0k V) Hi [Setup (§&ZE)] > [System Options (/7\TL\7J'7°/ ERIES
[Advanced (F¥#E% )] > [Plain Config (7L — > 5’ )] >
[Network (& ¥ k77— %7)] >[ARP/Ping]

> 10.9 EEBL

IP address filter (P RL A7 1)L 2—)

CSC#1: PEDEED A NN EEE
CSC#4: BREDEEE YV ZNDVIFDEFITHERE
CSC#13: RY NT—ODEBE

PP RLAZANRITILEY, REBOIVZAT Y MASREBICT I EATEDZHERT, EFBFHD
XY RNID—=UKRANDIPT I\I/ZE:.‘F_J?%# REFBOZRY KT — '7TZI\0)IP RLAZEBTSLSIC,
REZRETDICLZHBOLET,

IP7 RLAZHAIZER, INTOEREHOIFA TN WSH—N—CLEBIZATUNZUAN
BmLTEEL,
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BEAXN st

AXISOSN—2 3> Webf >R —T7 T —ADOFRE/NA

710k ¥) B [Setup (RXTE)] > [System Options CATLAFTZaV)
> [Security (2% 2 1J 5= 1 )] > [IP Address Filter IP7 R L
A7 4I)E-)]

27.10 [Settings(E&XE)] > [System (2 AT Aa)] > [TCP/IP] > [IP address
filter (P7 RL A7 1)L X —)]

> 10.9* [Settings(§%XE)] > [Security (2 2 1) 7 1 )] > [IP address
filter (P77 RL A7 14 )L Z—)]

AXISOS 11.9 BED /T —
BEIShFELE,

ZI3> T,

RKAMK—=AD7 747'771'—)lo

CSC #1: %wﬁE@%/A/ﬁU&
CSC #4: &

CSC#13: RY NT—ODEBE
dA—%—&, 77A4F704—=)L&2ERBL T,

IPFRLRZANEZ—=BFTCNFIINNK—IDIZ 7L T T F—NIZEE

IP7 RL RAELEETCPIUDPR— R BEETTFNAANDANRNT T4V

VERFANTIILI—NEERTDENTEERT, LEN 2T, #ROBVISA T RN FAMASEETRERFEELD
BEQOY—EALTIVEAT2NEBS ZEHNTRETT,

F7AIRNRIS—% THEE, t:EQEbf"iaA EBROBHZINTDIZTATN VMSERVERIZAT

PR)RR=—NEXFTUANIEMLTSEZL,

AXISOS/IN—>3>

Webf VR —T7 I—ADEE/NA

> 11.9 [Setup (§&7E)] > [Security (2F 2 U F «)] > [Firewall (7 7
A TF o #*—=))]
HTTPS
CSC#3: “— R IRE
AXIS 0S 7.20 AP D AxisZE B TlE, HTTIPE KROHTIPSA F 7 A I N TERICBE>TVWET, HTTP 7V EARES{LEh

TVWEWESHEFITTEHYEREAN,

HTTPSIZ 954 7 NEASEBRBEO RS 71 v BB LET, Axis

ZEOITRNTOEEZRAVICIEHTIPS2FERATAEE2HEBHLET,
BEFZEILCOVWTIEE, 23X —HITPSD & £ 24X —ZHTIPSEES #SB L T FE W,

HTTPS @ dx

AxisEBE., HTIPSO A ZFEATRDESICHETRCEEZBEHLET HTPFT I EARFT). ChiZ&k),
FEOEFIVFTaANESICAELET,

BEICKFEHCERAAENFELTVET, ACEEAASERFLEHETERLEALY, 4]
HARR iﬁ’(’“l’;ﬁﬁgﬁ[PKl]75‘EFH‘C?—EKL\%ALAX&EEL'E#JTL

(HTTP Strict Transport Security) A" BB ICERIC &Y,
AXIS 0S 7.204 &, Axis%E

HSTS

TEAIBICRTHTY, ARETHN

&, BECERIAHEZHIBRL ., BIRU ZPKEBAIRITLEBUSEBENEISA T NIRAEICBERZIDIHNE
AV ET, AXISOS 10,1054, B ELIHZIXIEEE802.1AREF 1 7 F /N4 AIDSIBAEICEE A ShEL 1=,
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BEAXN st

AXIS 0S/N\—2 a3 > Webf >R —T7 T —ADOFRE/NA

710k V) Bl [Setup (% JE)] > [System Options (¥ AT LA 7> a)] >
[Security (25 2 1J 7 1 )] > [HTTPS]

27.10 [Settings (% 7E)] > [System (2 AT A)] > [Security (2 1
1) 5 4)] > [HTTP and HTTPS (HTTP# & TFHTTPS) ]

> 10.9 [System (32 AT A)] > [Network (R Y K —%)] > [HTTP
and HTTPS (HTTP& & TFHTTPS)]

HTTPSEE &

MAisEE I, TIS128 KUTS13BERAL—rEHR—RNLERAL T, HTIPSEHRZEF1T7ICEBBLLET., £H
THRIREDTIISN—JIVEBEAS—RNE, ASEBICERITDITATUNIK2>TEAY, ThiZBUTERD
SI—REhET, AMsEEZTIEHAROREICVEY NLER, AMSHA BRI Z2EFOERATREERANTS
DTAAREILR > TESUANBBNICEFREND EENI Y ET,

SBEFBHAMEOLEDHIC, 29X =TS 12U TFE2UNR—ZTISIZICUARENATVWB EF 17 THRAOBEER
A1—REFALTLSEZL,

TS 1.2AF

ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-AES256-GCM-
SHA384 :ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-POLY1305: ECDHE-RSA-CHACHA20-
POLY1305:DHE-RSA-AES128-GCM-SHA256: DHE-RSA-AES256-GCM-SHA384

AXISOS/N—= 3> Webf X —T I —ADFKRE/NA

7.10&K V) [Setup (RXE)] > [System Options (¥ AT LAF 7 a2
> [Advanced (F¥#E% )] > [Plain Config (7L — > 8% 7E)]
> [HTTPS] > [Ciphers (F&&)]

> 7.10 [Settings (BXAE)] > [System (> 27 A)] > [Plain config (7°
L —>&&3E)] > [HTTPS] > [Ciphers (B&5)]

> 109 [System (2 AT A)] > [Plain config (7'L — > 5&E)] >
[HTTPS] > [Ciphers (B 5]

TLS 1.3
F7AIBNTE, TIS1I3AERKICH - LEBROBBESAAI—NOAKNFERATEET,

TLS AES_ 128 GCM SHA256:TLS CHACHA20 POLY1305 SHA256:TLS AES 256 GCM SHA384

CNSDAA—NEFI-—H—HFRETIELERBFETETEA,

FovAOJ

CSC#1: BEDEED A N>R EEHE
CSC#8: BE&EJ S D EHE

TOEAOVR., AMsEBICT VAT 1—H—0F#lxO07 2R T2 -0, BEELT7I7AOMNO-ILE
BORMANBRICBEYET, COMBEEFMICL, UE—Rsyslgh—/N—CLBE&EHE T, AksRENOY
ERROOJVREBICEETEDIRSICTDCLEEZHHOLET, ChiCkY, OFXYE—CORFEEETD
REHBIFrERLENETS,

FMIZ DV TIE, AXIS 0S knowledge base (AXIS OSHIFE AR —R) T " Device access logging (7/V1 X7 2 X O7) 4
ZESRBLTLSEE,
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-9 N: BT d

AXISOSN—2 3> Webf > B —T7 I —ADOHRE/NA

7.10& V) B [Setup (RXE)] > [System Options (¥ AT AFZ > a) >
[Advanced (F¥#5% )] > [Plain Config (7'L — > 5&E)] >
[System (3> AT )] > [Access log (7 7 £ AO )]

27.10 [Settings (EXE)] > [System (2 AT £)] > [Plain Config (7°
L —>8&%E)] > [System (2 AT A)] > [Access log (7 7 &
209

> 109 [System (3 AF 4] > [Plain Config (7L — > 5% E)] >
[System (> AT A)] > [Access log (7 7 £ A0 )]

MENNTABLET O —

CSC#1: LEDEED A NN EEE
CSC#12: RYNT—O 4> TSN IOF v —DEE

Axisld, AxisEEBEDYENEREZEBILTIEDIC, 772320 T70EHU—ELTHENBEBA/RE AR
LAYV FERBLTVET, chSORMY T, BEENUH—TE, BRLEITA T2 MIAGSEE
FBRPELEZEDENTEDBRSICLET,
FERATEARESABLET VTV —OFHIODVTR., UTZSRLTEE L,

® AXIS TA8501 Physical Tampering Switch

® AXIS Dome Intrusion Switch C

o AISKRFZX1YFA
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RBICOFIEE, 5 K=, FI7FNADRELE 13X—, BEXMEZZEETHELTVWDRULONEY VICE
TVWTVWET, L, F7ALNBLVCERNBBUUFIEZAGEBICEZBRA I LI TEERTH, HRE
TORRICER I A—OYTSAFI—224k, ITORI—Y—BEB. BEBEBDMAVTTARTIFY—X
XYRND—=DAVTSARNTIVF vV —%ZBBNICEDDIHEN HYYET,

122—XY MNOBRHEHRTS

CSC#12: RYNT—O 42> T7FXARNZOF ¥ —DEE

AxisEBEZNT )Y IWebH—N—& LTRBL &2 TOMOEETRKHADIZA T NIEBADZRY KT —
777t1%ﬁﬂbtU?é:t@ﬁ@wbithoWmﬁéﬁbrvkv FrRERGASEFFICTIEA
TEIMENHZDEAESEBPEADEEE., AXIS CompanionZFATD & 2HEHLET,

AXIS Companionld . Windows/i0S/Android 7 ZA F 2 RY 7RV I T7Z2HEALTHY, BHTT., AisREZ A > X —
XY RNIARTR LB, EFFICEFITICT IV EATHERLEFEEZRBELE T AXIS Companion ® FEAA 1
DWT k. axis.com/companion® S B L T &V,

x

2
VMSEFER T2 IXNTOEBIEE. VE—RNEFATIVEAICETIRARNTZI9T 1 AICDOVT, WMS
RUZ—ICEVWEDETLSEE L,

XYMND—IOANDBHZFHRTS

CSC#12: RY NT—O 42 TSNS OF+—DEE

ZYRD—IOANDBHVAVZEBRIZD—MBOEFERE, XY RND—O%E BAVITIZARNZOF ¥ —
BEF7 7T — /E/E%EMb$UWEML%$?6;tT?O;®$9K4/73 RSOFv—LT
D=3 ofleLTR, EFABERBYTIRNTIIT WS, XY RD—2EFALI—4— (NVR) O &

75‘ . ERRBRRENBYET,

Axis KB, BEA VT AR IFv—, BET7UT—232@, 2BXY NI—IUREIRARY ND—UC
BREATVEVO-NLRY NV LLRBEIZCCZHEHHLET,

EXANBRCEERATRICRE. 2EBOXYRND—VEF1UTAXNZAXLZENLT, O—AILRYRD—V&
EQAVTZARTGIOFY—(—8—, RAAVF)EFET VAN SRELET, COLSIBAN_AXLDHIE
LT, VIANET XY NME, BIRFEIL—FT A THEE, Y4 NEAFTLEBWANT VEZAAOREBTS A R—K%Y
RID—=DWPN), RYRND—=DLAY=2B7 74T 75—, PUOEAODRA-NILVAKN AC) BEFHWET,

EXANGRBILEILRTDICE, TA—TNTYRNA VAR AVRBARKEBE, FUBERRY NT—U1K

BEFEZZERATRCLZHBHLET, ChiCkY, XY RND—TJAL-BLLELIENEERRBAIEBME A E
Fo XY RIT—UDBILZEIRIDICE, BADYTRIVITRN-RIVITFTTIAT U ANYBETT,

XYMND—VDRBHEDRAF v

CSC#1: BEDEEDA NN VEE
CSC#12: FY N T— 7%/77/?/\775‘1’ DEE

FYRD=OEFIVTARAF ¥ I —Z2FEAL T, XY RNV —VRBORBUFTMERTTERT, RBUEFTM
DENE, BENBSEFIVTARBUPREIAZERNICEEITDZLETT,

AisKBEZTDBEEA 7 ZARZVF Y —ORBUEFMEZERNICKRITIZDCLZHHHLET. AFv >

ERBITHHEIC., FHATEDRFOANSOSN—23 (ISELEETIOTATRSYD)IC, AsEBNEH
ENTVWBIEERIALTLEEL,
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Fh, AF ¥ ULAR—NEHERL., AMsEENBRANBRREZRATEIEESHOLET, ChIZOVWTIRE,
CAXISOSHEGE MR F v F— 4 K1 BBRBULTLKEEV, LR—FMEBMOOXY NEALTTFRIFTY N
AL T, axiscomT TAxis P A— A~ ICEFLTLSEEV,

EETCEZ> .\FRESR (PK)

CSC#3: F— X IRE
CSC#12: RYNT—O 42 TSIRSOF+—DEE

NTVYODFRERTSAR—PFORIAB CAICK>TEEE N, BREENEWeb Y —N—SIBEELIZAT N
BHEZAEBICEATDICLZBHOLET, EEFI—UNRIAETNI-CABBIBEEF, HTTPSTELRT DK
7SO —HENEENEBVRSICTHINDICRIEETT, CABENEXHERK., XY RND—U9FT €A
OO INAQVYUI—23 0 BBATIERICE, AXMSEENDEEMEEZRIELET., ChiCkl), AxisEE
CARYTELEIDEI—ZFZ—DSOREQOI)AINERENET,

A HIAHK D CAY —E AN FE T B AXIS Device Manager 2 A L T, BENEHAEEAGEBICRKITTEET,

EI_I‘I

IEEE 802.1XXY RD—9FOV+A> O—-)

CSC#6: PO BRI AO—ILDEE
CSC#13: RY NT—ODEHEHH

AxisTINA AlE, EAP-TISHRIC KRB IEEE 802 IXR— "R —AD XY ND—OF7 €A hO—-ILZEHR—K
LTVET, BEERBOLDIC, AMsBEEZRIITHMIC, EHEHTEDRILR(CAICEK>TEEEhEYS
AT NIHEEZFERITDLEHBHOLET,

AXISOSIN—2a > Webf >R —T I—ADFRE/NA

7.10& V) B [Setup (E&5E)] > [System Options (> AT LA T a3 )] >
[Security (23 2 U 7 1 )] > [IEEE 802.1X]

27.10 [Settings (§XXE)] > [System (22 AT A)] > [Security (2F 2
1) 5 4)] > [IEEE 802.1X]

> 10.9 [System (3 AT A)] > [Security (2F 2 ') 7 1)] > [IEEE
802.1X]

IEEE 802.1AE MACsec

CSC#3: T— X IRE
CSC#6: POERI>ANO—/ILDEE

AxisD & £ 802.1AE MACseclC IS L TVET, chiFBHBICERE M ARY ND—270KJLTHY ., XY K
D=L AV —2LEORARNIY—=RANDA—FZY NI OZBENICREBL., 2200KRANEOF—2%
EOMEMETLUERRLET. MAGeckRY RD—I AR Y IVDERWL A V2 TEMETZ D, XA4T147
ORESHEEZRELAVRY ND—27'0KJL (ARP, NTP, DHCP, LLDP, CDP&E&E) W TH <, BELHEE%E
BHETZ2ZYy ND—o70OKR30J HTTPSRTLS) CERAZRICEMOEFIVFALAV—2EHLET,

IEEE 802.1AF MACseciRIE Tlk, FE TR ET A B HAEF — (PSK)/EMICAKE— R &, IEEE 802.1X EAP-TISz ¥
AVEFEAITZIEBVAZ— Y3V [/FWCAKE—RD2DDEET—RICOVTRERLTVWET, AxisZE
BREAAFOE—RICHBELTWVWET,

802.1AE MACsecDE¥#I & . AXISOSEEB TOEREFEIZ DWW TIE, AXISOSFL Y OR—ADIEEEG2.1IAEE S B L T
<EEW,
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IEEE 802.1AREF 2 7 F/X4 AID

CSC#1: BEDEED A NN EEE

CSC#13: RY NT—O DEHRE T

Axis Edge Vault EE B D AxisTEB &, XY ND— U ZBEIEEE802.1ARZEHR—KNLTWET, chickt), RERIC
FNAARAICAVAR=INENZ —BEOILPETH DAisT/NA ADENL T, AisTFNAAEZY ND—5
BB DEFITIEAVR—FA I TERT, BE2EBTNAAFVR—=—FT1 270 ICODVTIRE.

T Secure integration of Axis devices into Aruba networks (Axis 7/V 4 X DAruba R Y N T — O ANDZLHE#HE) 1 &5
BLTLSEEL,

FMIZOWTE, R4 MAR—/V— TAxis Edge Vaults ZZB L TKEEV, AisEB D 7 /N1 AIDERIET D
T=® (CEHE B Axis Device DEEBREF I —2 22X T O—RTBICIE, axiscomT TL\GEEL AT A,
BSBLTLSEEV,

SNMPEE1R

CSC#8: EEODEE

AxisEE (. ROSNMPZORINEHR—RMLTLVET,
¢ SNMPvI: LA —ELEOBATOHYR—RENTLR Y, FALBEVTIEZL,
e SNMPv2c: REENERY ND—V I XV NTHEATEET,
e SNMPv3: EREHNTOEAZHBHLET,

AxisT /N A A EMIB-11 &£ AXIS Video MIBO EEAREHR— KL TVWET, AXISVideo MIBZA T O—RFBICIE, AXIS
0S knowledge base (AXIS OSEIFEAR —R) T TAXISVideoMIBy Z#SBL T &L,

AXISOSTSNMPZRRE T B FEDFMIZ DLV T, AXIS 0S knowledge base (AXIS OSHIFE AR —R) T
T SNMP (Simple Network Management Protocol)y ZZ B L T &V,

AXISOSN—2 3> Webf > RZ—7 T —ADFRE/NA

7.10& V) B [Setup (RZE)] > [System Options (> AT ALAF 7> a) >
[Network (XY N —7)] > [SNMP]

2 7.10 [Settings(§XTE)] > [System (32 AT A)] > [SNMP]

> 10.9 [System (22 AT A)] > [Network (R Y KT —%7)] > [SNMP]

1) E&— Bsyslog

CSC#8: BEEO DEHE

IRTOOTAYE—SZBEELL THRDsyslogh—/N—ICREETDKSIC, AsEBERETEE T, Chic&k
WEENRFZICEY, BERPIC. BEERE 2T, FEEERETFIC, AMEBTAI XY E—DHNHIBREND0%
BLETEERT, REORVI—ICL2TR, FEOJVORFHBEERTZELEETEET,

EFRETEBAXSOSN—=23 2 TUE—bsyslogh—/N—ZBMICT B FEDOFMIZ DV T, AXIS 0S knowledge base
(AXIS OSHIFEANR —A) T TSyslogy Z5BL TS EE W,

AXISOSN—2 3> Webf >R —T7 T —ADFRE/NA

7.10& V) B FIEZDWTIE, AXISOS Portal T "Syslogy #S 8B L T
<EEV,

>7.10 [Settings(3&%E)] > [System (2 AT L)] > [TCP/IP]

2109 [System (32 AT A)] > [Logs (A )]
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X 21FPEFAFAARANY—Z> % (SRTP/RTSPS)
CSC #3: T— X IRE

AXIS 0S 7.40LAB& . Axis3EiE [ESRTP/RTISPSE E R IF NBRIPBRENDEF I 7EFAARNI—Z 0 J 2 HR—KNLTVE
9o SRTP/RTSPSIE, EF 21 T7HIVRY—I ROBEILEhLEEEFZEFERAL T, BRBFLADIZFAT N
DHINAISKED SETFTAN)—LZZRFETEDLSICLET, EFAEES AT L (VMS) 4°SRTP/RTSPS &

R—KRLUTWBEHEAK, SRIPRISPSZEMICT B L Z2HBHOLET, FATETHNIE, FEFERIPETFHFA
K= 0RbDVYICSRIPEFEAL TS EE W,

i
/
SRTPRTSPSIFEF A AN —AF—E DK EZBEILLET, EERERXRAI TR, COXATOBEEEZRES
KTBEHICHTIPSO A ZEBMICTHEZHBMOLET,
AXISOS/N—> 3> Webf R —T I —ANHKRE/NA
710K V) B [Setup (R JE)] > [System Options (> ATF ALAF T a)] >
[Advanced (F¥#E% )] > [Plain Config (7L — > §&E)] >
[Network (& ¥ & —%)] >[RTSPS]
>7.10 [Settings (EXE)] > [System (2 AT A)] > [Plain config (7°
L —>8&%E)] > [Network (R ¥ k77— )] > [RTSPS]
2109 [System (2 AT A)] > [Plain config (7°L — > 8% E)] >
[Network (&Y N7 —%)] > [RTSPS]
EEFEEFTH

CSC #3: T— X {RE

AXIS 0S 10.11BAB#, Axis Edge Vault Z FEE L IcAXisEKEBE, BENEETFAEYR—NLTVET, BEFEETTZE
FATRE, MSEBRETFTANI—AIZBEZEML T, EFANRETAETATVEVZEZREREL, EFF
ZERUEREETENORER >TETOHMERIATEER T, EFAERI AT A (VMS) FLERREES AT A
(EMS) l&. AXisEED SERBENEEFAOBU & SMERIATEIEELTERT,

FHMICOWTE, RTA MR—=/)N— TAxis Fdge Vaults 2 BLTLKEE VN, BENEETFFTOET 5%
EZRIETHDEHICERES DAL — NEEAEZ B D (1% (Z1F. AXIS 0S knowledge base (AXIS OSHIFEAR —A) T
U Device access (Z/V1 XA PO X) 1 BSBLTLSEEL,

AXIS OS/N—2a > Webq >R —7 T —ADFRE/NA

7.10& V) Al ZEBL

> 7.10 ZEBL

> 109 [System (2 AT A)] > [Plain config (7L — > E&E)] >
[Image (Ei{&)] > [SignedVideo (BB 4 & T 7))
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BYEFTOEITAH, 26X—, BHRELDRNEY DE, T—ANAT—ATLHEL DS EHEBEEORTE
NMREBEEESH, Y EFTVWEEA,

AXISDevmeManager’EﬁFﬁb'C AEALDDAANMEOBVEET, BROAISKEZBILTD L EZHEOLE
T BBORELHNOT IV r—2a3a 2FRAT2X4EBEN $2BE. FLERPBOAGEBEDBILO KN HES
BEE. VAPXAPIZEATA L ZHHHLET,

r<HIREZIA

A2—ZXYNCBHUEEXE
CSC#12: RYNT—O 42 TSIRSIF+—DEE

AisEBE/NT Y IWebF—N—ELTRRALEY, TOMOEETRADIZAT U NIEBADOZXY N
7—777t1€%ﬂbtu?6:tnﬁawbiﬁho#ﬁL WTIk, 26X—2 7> Z—FY ~AA\D
EHEHRIZESBLTLSEETY,

HBONAD—K
CSC#4: BEDEEEY ZANDVITDEFITHERE
CSC#5: P> NDEE

TRTDEBICHBONAT—REZFAITDIOTEHAEL, ZECEICAEONATD—REZFAIZ & x2E@<
BEMOLET, FIBEIZODWTIK, 4X—ZEEDroot/IXRT—RKDREEI5K—SEHFH T H T ANDER
#SBLTLSEEW,

E&®F7OtA
CSC#4: BEDEEEY AN DVITDEFITHERE
CSC#5: FHT> NDEE

BE1-—Y—AO7/4RABRERBETICEEOETAPK '7'IZ7\'C“€%>J<5L:3'%>C&:L133§J&)L/
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X177 BERERMICTD
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NAD=RABSHEATICHEEENDHTTPREARARE, EF1T7TREVEGRS LV T IV EAFE2 KA
TRBZRETZEEBHFOHLELA, FMICODVWTRE., IXN—ZHTPSH B ESZRBLTLSEEV, #
BRELCODVTR, IN—ZHrPIIRFHAESRLUTLSEEL,

HW/N—= 3> OAXIS 0S
CSC#2: Y7 NDITFEEDAS NN EEE

IISEERTITATRZYIOVThDA T, FATEERHFOAXISOSN—23a 0 2 FH0 TAGSEBEIRIET S C

LEBLSBEOLET., EB550RTVYITE, BHFOEFIVUTANYFENTBENEHEAET, FMAICO
WTlk, BX—ZRFDAXISOSAND T Y 7T —KESBLTLSEEV,

VAPIX APIIC &k D B AR 3381k

VAPIXAPIZER T2 &, 13X—2, BEANGHFETHBAENTWAREY JICETVWTAGSEBZBILTEE T,
CHORTE, AsEEDAXISOSN—2 a2V ICBEARLEL, IXTOERPBRICBREZRODTBDENTEET,
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VAPIX APIRRTFH L

ZHL TV EVDRY NT—2OK— A TOPOEEFELSIC 4

Bhttp://ip-address/axis-
cgi/nvr/poe/setportmode.cgi?port=X
&enabld=no

EHLTVEVRY ND—OR—ATODRY NT—2 A

*

AT v/ Y BTGB axis—

cgi/network settings.cgi

{ "apiVersion": "1.17", "method":
"setDeviceConfiguration"”, "params": {
"deviceName": "ethl.1l", "staticState":

"down" } }

Bonjour# M4 Z°[0 A /L & ZEZHIC B

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.Bonjour.Enabled=no

UPnP#H 70N T/ EHEZHIC 33

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.UPnP.Enabled=no
https://ip-address/axis-
cgi/param.cgi?action=update
&Network.UPnP.NATTraversal.Enabled=no

WebService #8470 N /L & FEZ9IZ 9 B

https://ip-address/axis-
cgi/param.cgi?action=update

20Uy 2057 RER(03C) EHEINIC TS

https://ip-address/axis-
cgi/param.cgi?action=update
&RemoteService.Enabled=no

REDSSHX > TF XTI 2R ELZEXNIC B

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.SSH.Enabled=no

REDFIPX> T XT T X EHINIC TS

https://ip-address/axis-—
cgi/param.cgi?action=update
&Network.FTP.Enabled=no

ARP-Ping IPF R L R ERE & BELIIZ T B

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.ARPPingIPAddress.Enabled=no

Zero-ConfIP 7 KL X RE EFELNIC T B

http://ip-address/axis-—
cgi/param.cgi?action=update
&Network.ZeroConf.Enabled=no

HTTPS D & & B XIIC T B

https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.admin=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.operator=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.viewer=https

TS 128 £LDTS13DAEEEFIIC TS

https://ip-address/axis-
cgi/param.cgi?action=update
&HTTPS.AllowTLS1=no
https://ip-address/axis-
cgi/param.cgi?action=update

SHTTPS.AllowTLS11=no
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VAPIX APIRRTFH L

TS12EF 2 FIESDRE

https://ip-address/axis-
cgi/param.cgi?action=update
&HTTPS.Ciphers=ECDHE-ECDSA-AES128-GCM-
SHA256 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-
ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-
AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305:DHE-
RSA-AES128-GCM-SHA256: DHE-RSA-AES256-GCM-
SHA384

LV KED S DIRBEEEIIC T

https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.ActivatePasswordThr
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSBlockingPeriod=1
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPagelInterval=1l
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSiteInterval=1

pttling=on

ROUVTNIF 1 R—REEHENICT S

https://ip-address/axis-—
cgi/param.cgi?action=update
&System.EditCgi=no

I—Y—F O IO DELEFHIZTS

https://ip-address/axis-
cgi/param.cgi?action=update
&System.AccessLog=0n

ONVIFEEL KB S DREFEELIC TS

https://ip-address/axis-
cgi/param.cgi?action=update
&WebService.UsernameToken.ReplayAttackProtec

rion=yes

KEDWeb1 > H—T7 I —I\NDF Iz XEHNIZ TS

https://ip-address/axis-
cgi/param.cgi?action=update
&System.WebInterfaceDisabled=yes

HTTP/OpenSSL Y —/V—A ¥ X' — & ZEX)IZ 3B

https://ip-address/axis-
cgi/param.cgi?action=update
&System.HTTPServerTokens=no

EEE1—FEPZT O R EHEINIZ TS

https://ip-address/axis-
cgi/param.cgi?action=update
&root.Network.RTSP.ProtViewer=password
https://ip-address/axis-
cgi/param.cgi?action=update
&root.System.BoaProtViewer=password
https://ip-address/axis-
cgi/param.cgi?action=update
&root.PTZ.BoaProtPTZOperator=password
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BN VAPIX APIRRTFH L
ACAPT 7 r—= 3 2 R EE FBroot#léRD 1> X A DL 88K/ ip-address/axis-

cgi/applications/config.cgi?action=set
&name=AllowRoot&value=false

FEEBLACAPF ZUT—23204 > X N—/L&F< | http://ip-address/axis-
cgi/applications/config.cgi?action=set
&name=AllowUnsigned&value=false

* Tport=Xy D "X IEEBEDKR—NFSIZEEHLL TS ES ), B Tport=14 AR — N1 EEHIZL, Tport=2 &
KR—R2EFEGICLFE T,

w 1, & Tethl.ly DEBDAR—ANFBEICEERL TSLEZ V. A Tethlly K —PMEEDIZL, Teth1.2 *
KR—R2EFEPICLFE T,

N BMRAIZ20EO00 1 NFEETEE, OS54 TFADIPFRLRZIOBETOY 2&hET, 30BDX—2F
BRI TEGD U OT RN FEHTBENIZ, DoSTOY PHESE SICI0BERENET,

AXIS Device Manager (Extend) (C &k » B x4

AXIS Device Manager & AXIS Device Manager Extend 2 A L T, 13X —2, BXHZHEETHRAS A TVWS REY JIC
EJVTASRKREZRBRIUTEE T, COREZT 77 NEERALE T, TORERF. 30X —VAPIXAPIIC & B8
FRa#EE ) ARENRTVBEDOERLUTT,

EFIVFTAZRETILEDIC—HOBBENHIBRE LD, KEOAXSOSN— 3 TRE-IORENE
ATEBRLLBE>TVDHEMEN B ET, AXIS Device Manager & AXIS Device Manager Extendld, <1 S DFRE
ZHEBNICRILEREDL SHIRLET,
x
RET7ANETY7O-RIBDE, ASKBRHTTPSOKICREE N, Web A B —7 I —AREMIC/EY)
F9. NTXA—F—%2HRELBFEMTIHE, DELCRUTRET7TAILEEETEERT,
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