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r-= Access control management Privacy
m Local user device management with password complexity indicator Use of diagnostics data
EI((\\* Access control Federated user device management through OpeniD Connect (RFC6749, 1.3.1 Authorization Code) g Minimalistic approach to how much O

providing ADFS-integration that unlocks features such as Password complexity enforcement, rotation,
automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality

customer-specific should be stored

Application security

E—
w Application TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)
Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog.

Encryption and data protection 1010 Default security Enterprise network security
Operating system OpenssL 1.1.1 and 3.0 0101 HTTPS enabled by default IEEE 802.1X (network access control)
1010 IEEE 802.1AR (secure device identity)

X.509 certificate PKI and cryptography
Transport layer security (TLS 1.2/TLS 1.3) |EEE 802.1AE (MAC security, MACsec)

Brute-Force Delay Protection
Host-based Firewall

N

SD card encryption (AES-XTS-Plain64 256bit) Network time security (NTS)
Encrypted file system (AES-XTS-Plain64 256bit), Insecure TLS versions disabled
Signed video UART/Debug port disabled

AXIS OS Operating System
Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache, Curl and others.
Active track for feature growth and 5-Year Long-Term Support tracks (LTS) for 3" party integration and backwards-compatibility use cases.

- . Hardware root-of-trust Secure key storage
Silicon assisted ARM-based system-on-chip (SoC) security Tamper-protected storage and operation of cryptographic keys E
security (chip) Trusted Execution Environment (TEE/OP-TEE) such as customer uploaded private keys, video signing keys and
Trusted platform module (TPM 2.0), Secure element the Axis Device ID.

Secue S%&V‘fare devtzltlapment Certification Trusted device identity
s " Axis security development model (ASDM) iteri . 2
Security foundation 34 party peﬁemmﬁ S @ E;?mrjzcmerla CCEAL4+/ EALG* Axis Edge Vault cybersecurity platform 9

” Secure boot with Signed Firmware (code-signing)
Bug bounty program with Bugcrowd ETSI EN 303 645 Axis Device ID (IEEE 802.1AR)
Software Bill of Material (SBOM)
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https://help.axis.com/axis-os-knowledge-base#device-access
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https://www.axis.com/dam/public/96/a7/ce/edge-to-edge-technology--smart-pairing-with-axis-speakers-en-US-191284.pdf
https://en.wikipedia.org/wiki/Ephemeral_port
help.axis.com/axis-os-knowledge-base#commonly-used-network-ports
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Cryptographic

computing modules

v Secure element
v TPM 2.0
v SoC security (TEE)

Signed firmware
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Axis Edge Vault
cybersecurity platform

Features

v Secure boot

v Signed firmware

Vv Axis device ID

Vv Secure keystore

Vv Signed video

v Encrypted file system

If equal.. —p
A

Hash
algorithm

]
! 1001100101
| ’ Hash value

Firmware

1001100101
. > Hash value

Signature algorithm
+ public key

o]

Use cases

v/ Supply chain protection
v Trusted device identity

v Secure key storage

v Video tampering detection

Firmware verified

v
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Secure keystore ® Access control keys

ﬁ% Secure element * Filesystem keys
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https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
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https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
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https://help.axis.com/axis-os-knowledge-base#default-http-s-headers
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AXIS OS 2018 LTS - Security Updates Timeline

2018 2019 2020 2021 2022
8.40.2 May 8.40.3.2 February 8.40.4 July 8.40.4.2 April 8.40.4.4 January
OpenSSL Linux kemel Apache CURL Apache
CURL CURL OpenSSL CURL
8.40.2.2 July
OpenSsH OpenSSL 8.40.4.3 October OpenSSL
OpenssL 8.40.41  November Apache 8.40.4.5 May
TLSV1.3 Apache CURL Apache
OpenSSH OpenSSL
8.40.31 Decem- pen P
8.40.4.6 Jul
Apache OpenSSL y
Apache
OpenSSL
CURL
OpenSSL
8.40.4.7 October
CURL
OpenSSL
8.40.4.8 December
CURL
OpenSSL
AXIS 0S H{F H elEHola FMH FE
7.10 O| gt Setup > System Options > Maintenance > Upgrade Server(Ad &
>AIAR M > RXES > M ¢dadolE)
2 7.10 Setup > System > Maintenance > Firmware upgrade(&d > Al
A”HS QX EL > EHYo{¥adolE)
2 10.9 Maintenance > Firmware upgrade(% X| 24 > EH{lo{ &
agolg)

x| root HAQKE MY

CSC #4: YIE/Z 2} O| X XA+ B £ Z Eflo{of OF Xt 7 &
CSC #5: 7| & &2/

Y Rlroot AHE2 7|2 x| el AEULCH oot AYE AE5te{H HY F x| EHQ-?—JEé Mddsfor gLict &
| o Al

=
25t WAQEE ALS |'.T'_ root Aol AHE S 2| 24 o 2 0t X[ §tal of i L
root AHE A& 3R] b= W0l E&LICH

7-|’°'I—IEP Axis xo*iIDH:P IR HALEE MESHH _‘?'_°._
zlQ] llH/\-‘?— E YUMoz HESHAI7| uHELICH
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NIST B{A /= HE AF&at 20| HHH/\°J':7|'§-E-3| 4o SFsHof sttt XIE S M6t [0l E&LICH Axis H X|
= _’?‘-|EH 64Ato| INAQIEE X[ LICH 8&}t OIRHS| THARIE = F| o8t Wo 2 ZhFFH LU
AXIS 0S EHZ EelEmola +d =2
7.10 O/t Setup > Basic Setup > Users(Ad > 7|& MH > AL}
2 7.10 Settings > System > Users(A ™ > A|AE] > AL R
> 109 System > Users(A|AE > AFE X}
2 11.6 System > Accounts(A|A B > A )
HE AHE 4
CSC #4: O#Efﬁefo/xxfﬁf—é £ Z Eg)ojo] oHFIEH 2 &
CSC #5: A& B2/
7|2 root A HO| M& MBS 7HX| T o el Y82 of 2 E[o{of ELICH L4MOl XS 9|5l A|FHE
HErE 7 EEPOH’_"E }\PRXP 74|7§>% Mdst= ol E&LICH o|EA P HR EEXtHAET E4EH 9
#o| £o{5 LIt
A HOF ZEA| AJAE) O ID B! LA A BB/ MMM REABH LIS 2 Lot EAAI2.
AXIS 0S H{ 7 o elEmHolAa 8 B2
7.10 OBt Setup > Basic Setup > Users(M & > 7|2 &8 > A &R
>7.10 Settings > System > Users(A & > A|AE] > AFE R}
> 10.9 System > Users(A| A& > AFE X}
> 1.6 System > Accounts(A| AR > | &)
H QlE{H o|A YA A K|t
CSC #5: A& 22/
Axis § X0l AR EE B HEtRXME Soll B x|of HMAE = U= & MHIE Uauct & QI olA=E 74,
A Es UM s et Aot 48 27| et 2EH0|ME § Y4 el 2 dol= ME5HR| ef&Lch
UMl B Hof Axis B x|t 45 BT E FHEE= E|'0|.°_‘|EE e el AlA=(VMS) £ B R 2
= FL(0d|: AXIS Device Manager)"”°'L—|E|' AAELAFR XL Axis B xIO] 21H HZSIESE S8 MMe o Euich &
QIE{EffO]A YA HIE &5 B O/X] 140 M XEMIE LHE S %*Hb'é.' 2.
H ClE|H 0| A HA|A H|E St
CSC #4: YNIE{Z Bf O X A} AH B/ £ Z E gfojof oK EH 7 &
AXIS 0S 9.50F E{ = Axis & IBI A QIE{m| 0| A S HIE d3taH = ELICE AAROf Axis & X|E HiZ (5 = AXIS Device
Managerof 78t Follz 22 LY AEXJH H EERME Soll & x|o M2 g £ U= SHE MHSZIE ‘_"47ét=f|—|
Ct. 0|E"7‘|| <'>|".:'_=| 2 UHOIM x| AE HAHEI SREE ER F7IHel 2ot Al5o| EMHELICH E-l ok Bt
MEd2 T _|_.=. ID ™2 El'El(IAM) Ol 7B, A&tEl FXMY HE RELUXIE /TG EE 7IsS M3t T HE
E|5’1|0| 12 Solf Axis x|l CHEt M8 SHMo 2 MYste JLct
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AXIS 0S BT o EmolA Y B2

7.10 O| gt Y M S

27.10 Settings > System > Plain config > System > Web Interface
Disabled(M’d > Al&E] > AtE T4 > A|AH > 2 Q&L
Ol& HIE Y&t

2109 System > Plain config > System > Web Interface Disabled(A| A
B> Uit 74 > AAR] S ¢ QIE{HH O0|A HIE HE

HEQa Hd™H 74

CSC#12: LY EQ T 2/= 3 22/

x| IP A2 IPv4/IPve, A EEE SH(DHCP) HIEQIT FA, MEY DA 3 U 7|E BB Z2 HEY T 740
ket gekEiLlct AHE—S Q80| T QAE FJIE MOiC WEST EEZ K|S AE5+Z HEFLICH

Cest |E-r-|5- A sMHE EFStT SA U0l E = U= HES T L ME{(od: DHCP ME{)oll CiEt S5 42 glol
7| 3t Axis & x|01| I™IPFAFHEE A8SE ROl E&LLCH

AXIS 0S H{ 7 H elEHola FMH FR

7.10 OJ 2t Setup > Basic Setup > TCP/IP(MH > 7|& M’ > TCP/IP)

2 7.10 Settings > System > TCP/IP(A| A&l > A > TCP/IP)

> 10.9 System > Network(A|AE] > HIEL3A)

g A7 Y 7
CSC #8: gAF 22 22/
Hot gHol M EH Hat et dmot AlZHE dH5tE W0 SLELICH ol& S0, A|lAR 20 HE S EfJARZ I}
EANZTD AH AZt SOl CIXEH B Mo REHS A L ASE £ U&LICH A7t MG H S7I&HElX| fo™
HTTPS, IEEE & 802.1x Z& 2 CIX|H QIBME MEdt= MH|ATH MO 2 2 S5HX| &b = Y&t
Axis & x| A|ZH2 NTP(Network Time Protocol, & £ 38} =| K| &£ 2) MB{ EE £ 712 ™ 0] NTS(Network Time Security, & = &H&)
MEet S713tst7|1€ HE ' LICH AXIS 0S 11101 & NTP(Network Time Protocol] °*3§|' E'J H oF H#4%4 01 NTS(Network Time
Security) 7t —’F—7|'E|?1’|=T|—|E|' MlF S7|5to| H& =0|7| ?lal o{e] A2t MHE F 5t 7"0| Ex|oH T HE AlZt
MH ZSILIE AISE = i HY2H AlLFEL?_E .T'_E43|'E 2ol E&Lct.
SENPEENTS AHE AM8ste A2 2Z AN HH QUAEHA XIANE S0I5tH & = R 71 W AFE ZE 9
CHotol & £~ U&LICH Axis CIHFO|A O NTP/NTSOI| CHEH XEMIEH LE& 2 AXIS 0S Knowledge 7| 2] NTP N 7SE %t
ZSAAL

AXIS 0S H{ 7 HlEmola FH EE

7.10 OJ 2t Setup > Basic Setup > Date & Time(M& > 7|2 MM >

A AlZH
2 7.10 Settings > System > Date and time(& % > A|AE > U1
2 AlZH
2 10.9 System > Date and time(A|AE > 7 2 A|Z)
>11.6 System > Time and location(A|A & > AlZF 2 2| X])
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CSC #3: LJO/E/ 2 &

Sh 7=
Axis & X|7t SD(E ¢t C|X|EH) 7tEE K| 5T Ol AHE 50 P4 =518 MY ste B2, L2358 ME5te WOl E&
Lict. ol A st ﬁ§+o| A= AL X R HE SD 9+EO1IH JH SE e KAE & et
Axis & x|2| SD 7tE= 2 5 3}oi| CH 8t REMIBH LHE 2 AXIS 0S Knowledge 7|8HQ| SD 7-2 x/2/2 &t Z 5t Al Al2.

AXIS 0S H{ % H elEHola TMH FE

7.10 OBt Setup > System Options > Storage(& ™ > A|AHl M >

AEE|X])

> 7.10 Settings > System > Storage(A ™ > A|AE] > AEE|X|)

> 109 System > Storage(A| A B > A E 2[X])

HES|3 3R(NAS)

53 FREUHEHI HAZA AEEIXI(NAS)E ANE8stE A, MZOo| MFHE 2 Fdo| Estn st= ClAag &5 3
2 25 70| ZALICH Axs BRIE WA =522 ME 57| 6 NASH| 88 I LIEQI2 T2 EZE 2 SMBE
g8 |t o|& B{x Q| SMB(1.0 ,-J 2002 2ot £ = A S 5HE MBeHK| oL x|Bt 0|F H{Z (2.1 O|&) oAM= X3
SEE, MY Alols &[4A HHO| A8 S HEELICH

Axis B x|E2 HEZ 20 HAZ2E | S2HHE SMB T4J0i CH B REAIEH LHE 2 AXIS 0S Knowledge 718 2]
A

AXIS 0S EHZ EelEmola 8 Ed&2

7.10 O/t Setup > System Options > Storage(A % > A|AR M >
A EZ|X])

>7.10 Settings > System > Storage(A & > A|AE > AEF|X])

> 109 System > Storage(A|A B > A E 2| X])

=312 a3 LKL
CSC #3: GJOJE/ 2.5

AXIS 0S 10.1058 E{ £ Axis & x| | X
S A K2 E A 4 UES WRsoE

AXIS 0S H{Z EelEmola +d E&2
7.10 O] 2t S ME RS

>7.10 E ME RS

>10.9 =32

ol = 2|7 OH‘i'(ACAP)
CSC #4: OIE/Z 3} O] X XfAF DI A2 E8J0{0f OFFIEF 24

o
Axis & X|0] OHE 2|7 0| S YZESt0] 7|5 S AT E = &LICH CHH
AHE Rt QIE{mH O] A o B 7H Kﬂ% ELICH o Z2|7H 0|42 AXIS 0501l A K|
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Axis & R|0ll = ASDM(Axis Security Development Mode/)01| It} 2} H%"E" 0424 Axis 7t OHEZ|AHIO|MHO| At ZEE|0] /J&
L|C}. axis.comQ| & 470 M Axis OH Z 2|7 0| Mol CHE MIE HEE I MAI2.

EtAt O E 2|7 0|Mo| B2, 2P U HAE Mo ol E22|A0|Mo| Eotnt AR el B ot JHer melof (&
JHe of 2ol M= S22 YA ol E2l5to] & Qlst= Aol E&LICH EFAF HEE|91|0|A#01IA-I gHE FdH2
EtAt S S Aol 2 En 5ok ot

ME|E 4= Q= ofZE 2|7 ol B A& T, Axis & &[0l M OJAFR o ZE[F|0|ME AM7H5HE ZJol E&LICH

AXIS 0S HHZ # elEmola +H FE

7.10 O| gt Setup > Applications(A 7 > Of Z 2|7 0| M)

2 7.10 Settings > Apps(A 7 > &)

> 109 oH

= — —_ =|

AN&35X| = MHIA/7|s HIg 435
CSC #4: PIE{Z B} O/ X X} AF 2 2 T ELQJo{Of OFXBH P&
ME5X| = MH|A & 7|S0| B & Eotof /&0l &lX|= 2L x[aH 2 [AFE MH[A

¥
N
olr
fjo
X O

| 2
2 7|5 HlgAststs W0l FaLICH AS5txl o B2 HlEAste £ 2

M5l 2ot
B A& eo{EHAIL.

OIAE S UESIA ZE

AXIS 0S 11.28 E{& AXIS ssoosadE4 oiH U ESR3 ZTEJ} AE ZHxlo| HEXHT ZTEQ ol
25 Hli*éirg* £ QE SM0| Fo{EILICH AISSHX| tE HEQZ ZTEE g/ MEfZ X6

» = > E_ T AR
o e Zele = A&Lch

AXIS 0S 7 Y elEmola 18 E2

7.10 O]t e ME S

27.10 e M 3

2 1.2 System > Power over Ethernet(A|A & > PoF)

HEQa AM Z2ES

Bonjour, UPnP, ZeroConf & WS-Discovery@t Z 2 A
olT 2 X|#I5te AMHIAQLICH & xS Bz 5
tHESIHM EXHEICHE AAE LEIXRI 2

EZZEZL2 HEYIM Axis & xl9_+ SHE MH|AE £lH &
X3t 2ol AM T2 EZ 2 H|2AI3l 5104, Axis &
H st ol %aucr.

o A
= T
X

AXIS 0S B 2 OIE{H|O|A 2TMH AR

b

7.10 O]8tk Setup > System Options > Advanced > Plain Config > Network
> Network Bonjour Enabled, Network UPnP Enabled, Network
ZeroConf Enabled, Network UPnP NATfraversal Enabled(&dH >
A" S T2 > Ut 2 H S HE/T > HERXA
Bonjour M35}, HE 2|3 UPnP &8s}, HIE LA ZeroConf
& M35l WIE 3 UPnP NATTraversal & 44 3}H)*

s ALY S
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AXIS 0S E{ % HolEm oA TMH B2

2 7.10 Settings > System > Plain config > Network > Network Bonjour
Enabled, Network UPnP Enabled, Network ZeroConf Enabled,
Network UPnP NATTraversal Enabled(A & > A|AE! > BE
Ts> HEHZ > HERA Bonjour EM3H HERS
UPnP & M3} HIE-‘?—JH ZeroConf & 43}, | E 9|3 UPnP
NATTraversal & 435}

Settings > System > Plain config > WebService > Discovery
Mode(M™A > A|AE] > 2 M 5 WebService > A2 R E)

> 10.9 Settings > Plain config -> Network > Bonjour Enabled, UPnP
Enabled, ZeroConf Enabled(’“é”‘o1 >k e S HERT >
BonJourg“"'sF UPnP & A3}, ZeroConf & A 35})

System > Plain config > WebService > DiscoveryMode > Enable
WS-Discovery discoverable mode(Al AR > A 24 >
WebServme > dAM B E > WS-Discovery AM 7t5 R E &

‘g3t

a s

* Z/5 2 AXIS 10.12 0 A T HE/ISIC O, O] & HIFIOfMHE= A E + Sl L/C

eiE TLS HA

Axis B x| & 2 A2 Metst7| Mol of ™ M, Qe & ™ L eHMEHR| 2 TIS HHM 2 dH|g Mstst= 2ol E&4L
Ct QEHEITIS HMS CHIl 7|2Xo 2 I:||§ A5 E| o] gm O, OF &I TIS 1.2 L TIS 1.32 735t K| &f 2 EtAL O ZE[F 0]
Mol S EME 5{857] aH Axis & k|0l M 0|2 & MstE £ &L
AXIS 0S H{ % HIEHolA 1Y d2
7.10 O]k Setup > System Options > Advanced > Plam Config > HTTPS >
Allow TLSv1.0 and/orAIIow TISvII(EE > AlA”RI SMH>T
> Uk A S HTTPS > TLSv1.0 & Ll/EE = TLSv1.1 §18)
>7.10 Settings > System > Plain config > HTTPS > Allow TLSv1.0
and/for Allow TLSv1.1(AH > A[AE! > QldE J14 5 HTTPS >
TLSv1.0 1 & L/EE TLSv11 & 8)
> 10.9 System > Plain config > HTTPS > Allow TLSv1.0 and/or Allow
TLSVIT(AIAE] > 8 A S HTTPS > TLSv1.0 518 LI/
E TLSv1.1 §8)

A3 E|E HETY| BFol cHet HMAE HIFEEStst=E Hol| E4LICH A3 E HET|E EMaiEd 2 CIHZ
Sxo=zot ASELUCH
AFEE HET|E= AXIS 0S 7.100 M M7HEII D, Ol F T ME ALE S8R Z & LICH

AXIS 0S EHZ Y oEmola +d B2

7.10 Ol gt e AL elE

>7.10 Settings > System > Plain config > System > Enable the script

editor (editegi)(AH > AAE] > Q8 A5 A|ARIS AT
2l E WA 7| & A&l (editegi))

> 10.9 System > Plain config > System > Enable the script editor
(editeg)(AAE > LB 4 > AJAHR > AJRIE HET|
& M3} (editegi))
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7|12MO B Axis B x|l= UERF 0| H 20| E 29| HTTP(S) ¢1Z S ofl 4K Apache & OpenSSL HM S L &LCt o]
@EE%%MB%HHMHMEEIWmedeﬂﬂiégganqu%H FAﬁH%Qﬂﬁ
SZ M8 m =S0| ELich

HTTP(S) Mt S & HIZ A3t 5t0{ HTTP(S) 12 & ME L £ 2 ZHA AL = A &LIct X2 HE AL of k2t & XIE
S EtH A A HEIZ | X|5HE BAR0iBHEEHE HIE MEstE Zdol E4LICH

AXIS 0S H{F o QEmola E B2
7.10 OJ 2k e ME IZ
> 7.10 Settings > System > Plain config > System > HTTP Server

Header Comments(AZ& > A|AE > QB T4 5 AAE] S
HTTP Mt 3ile 4'E)

> 10.9 System > Plain config > System > HTTP Server Header
Comments(A|AE] > LHE M 5 A|AE] > HTTP M 3
ol M)
rC|
HE2{Z 7tH 2kt 7|'0|AXIS A ZA IF o MEME 7|28z 2rC|2 /&3 L 00|32 7|50l HIE A5} =0
QZLICH 2T 715 0| WL 5HCHed AFS Mol i 7|5 S 448150k B LICE. Axis I 4 I HESI ALFHE R
Cl2 /&3 H otol= 7Io | ARl Axis M EME RC|2 7|50| 7IR2Mo 2 &35t Elo] J/&LICH

QLI 7|52 M85tK| t=CtH H|E gstste JAe HEFLICH
AXIS 0S {7 HlEmola Td 4&
7.10 O] Bk Setup > System Options > Advanced > Plain Config > Audio >

Audio A* > Enabled(A & > A|ARI S M > 12 > LRt T Y
> QLI > 2L A*> & M3}

>7.10 Settings > Audio > Allow Audio(&™ > QC|2 > QL2 §8)
> 10.9 Audio > Device settings(2C|2 > & x| )
SD 7lE &%
Axis x| F2 dY 539 2 x| 2AEE|X|E MS5t7| fI8H SD 7t =& stLt O 4 X[ LICH SDFHEE ALE
5tX| Qt=CtH SD 7tE &R S 2 TS| HIE g3t ot= 20| F&LICH AXIS 05 9.8001 A SD 7t= &R 2 HIE F3t ot
ESME MEE = J&LICH
REAIBE LI & 2 AXIS 0S Knowledge 7|8H2| Sp 7f= H/E &8 E At AIL.
AXIS 0S BT g elEmHola TH B2
7.10 Ol gt s ALY S
27.10 Settings > System > Plain config > Storage > SD Disk Enabled(d

M AAEH S UM S KB A SSDO|AT EASH

> 10.9 System > Plain conflg > Storage > SD Disk Enabled(A| & & >
Ut M > MEA>SDC[AT 8
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AXIS 0S Portal & SSH Y/ AfA0| A SSHOY| CHEH M| HEE DA AL. FIPE AL T CIHZ SMoi cH st REAIE
LHE 2 AXIS 0S Portal & FTP AfASE E Dt M A2,

AXIS 0S A 2 OlE{mo|A =M AR
7.10 O] 8t Setup > System Options > Plain Config > Network > FTP
Enabled(d™ > A|AEI S M > U A S HEQT >

FTP & M3l

v

7.10 Settings > System > Plain conﬁg > Network > FTP Enabled(’é|
s AAE S Bt A S EQT - FTP & A5

v

10.9 System > Plain config > Network > FTP Enabled(A|A B > 8t
T4 > UHEST > FPEAHS

SSH M| A

SSHE EX o2 W CIHZ SHo=2t ALl Hot S T2 EZQILICE AXIS 0S 5.50F B Axis & |0l A X|#
ElLICH SSH M A = HIEH8t5HE

SSHE AFS 8t CIHZ S Mo CHSH REAMISH LIE 2 AXIS 0S Knowledge 712 2| SSH YA AE EZ S AR

AXIS 0S H{ 7T 2l OlE{H|0|A A HE

7.10 O]k Setup > System Options > Plain Config > Network > SSH
Enabled("""‘| >AAEISMs et M S HEQIT >
SSH & & 3})

27.10 Settings > System > Plain config > Network > SSH Enabled (4

M AlAH S bt M S HEQIT > SSH #4381

v

109 System > Plain config > Network > SSH Enabled(A| A& > &
- 7d > HEST > SSH #4358}

Bl o M| A
By 2 aid U CIHZ SHo 20 AISElE oM K| o2 SAl =2 E Z QJL|C} AXIS 0S 5.50 2 CF O| T T 9]
Axis ZH &[0l M R HELICH L HMAE HIZEHE 6tE Ho| E&LICH
AXIS 0S E{ 7% HolEm oA TMH EE
5.50 O| gk KEMIEH LHE 2 AXIS 0S Knowledge 71 2HQ| ZF X/ HAYAE
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7.10 OBt SHE AE QI
=710 e Are ols
> 109 e ALY e
ARP/Ping

LIC}. o] 7S AXIS

ARP/Ping2 AXIS IP UtilityQt Z2 =T & AS35t04 Axis BR[O IP FAE MH5t= WA0IRE
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7.10 O|8k Setup > System Options > Advanced > Plain Config > Network
> ARPPing(BE > A|ARI ZM> 15> et 2 E S HE
2/ =3 > ARP/Ping)
27.10 SHE ALE Qi
2109 e ALE els

EHE

CSC #1: PIE{Z Bf O] X X} A+ O] OIHIE 2 2! A of
CSC #4: P1E{Z B} O] X X} £F B £ Z E.8Jo/0f OFFEF 24
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AXIS 0S EHZ o Emola E B2
7.10 O| gt Setup > System Optlons > Secunty > IP Address Filter(& 7 >
ANrRl SM>Eohs 1P FEL EE)
2 7.10 Settings > System > TCP/IP > IP address filter(& & > AlA
2 > TCP/IP > IP T4 ZIE])
> 10.9 Settings > Security > IP address filter(d%& > £ > P F
2 TH)
HTTPS
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AXIS 0S 7.205 E{ Axis & x|0f| M HTTP & HTrPS7+ J8Mo =z
HEHXR| e K| B, HTTPS & EFO|°._‘|EQP Axis &F x| 2+ | Erj
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HTTPSEH AFE E 4= UHIHTIP M2 2 E715) Axis E x| & Fd3t= X0l Z&LICH 0| H| 5t XL & 2 = HSTS(HTTP
Strict Transport Security) 7} % Mete|of & x|ol 2Eoto| o Z &g LCt.
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7.10 OJ 2t Setup > System Options > Security > HTTPS(A % > A|AH]
SM > E ot > HTTPS)
2 7.10 Settings > System > Security > HTTP and HTTPS(A & > AlA
&l > 2Ok 5 HTTP EE &= HTIPS)
2109 System > Network > HTTP and HTTPS(A| A&l > HIERT >
HTTP EE = HTTPS)
HTTPS &=
Axis FRIETIS12 A TS 13 4538 222 x| X AS5H0 HTTPS AZA S QHHSHAH A Z & & LICH ME38tE &
HMTSHM U oS ZZ2 Axis B R[ofl @1Z5t= Scto|MEol mhet et x|m, ol ek 34 sHAH E Lo Axis &
XE BE EF Al 7B MY HESR 7|5 H, AdisHI M MSatE AL 7t 8t 2141 29 Ata 7 dofl et &
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ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-AES256-GCM—
SHA384 :ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-POLY1305:ECDHE-RSA-CHACHA20-
POLY1305:DHE-RSA-AES128-GCM-SHA256: DHE-RSA-AES256-GCM-SHA384
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7.10 O| 2t Setup > System Options > Advanced > Plain Confg > HTTPS >
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2 7.10 Settings > System > Plain config > HTTPS > Ciphers(A %] > Al
AB S B A S HTTPS > & 5)
> 109 System > Plain config > HTTPS > Ciphers(A|AE| > HE 14
> HTTPS > & &)

TLS 1.3
ZIEMo R TIS13 Aol (HE et 2tz ZEB AEE + JU&UhH
TLS_AES_ 128 GCM SHA256:TLS CHACHA20 POLY1305 SHA256:TLS AES 256 GCM SHA384
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HMH A 2O &= Axis B X|0| BAMASHE AFERIC| ME ZIE MS3SHEE, ZHAF L M2 0] *FEI7P DE 7S L
Ct. Axis *xl7+ E:LE S ELEFEoE EH AR 0| 7|52 MESIET M5t HH syslog A-Itﬂsa} Aitst=
Zdo| E&LCH o|E A o+n4 23 M AIX|9 H"* U HE AlZHO| ZHASHE LT

REMIBE LI & 2 AXIS 0S Knowledge 7|8t Q| & X/ A =228 FESHAIL.

22


https://help.axis.com/axis-os-knowledge-base#device-access-logging

AXIS OS Hardening Guide

712 &3t

AXIS 0S H{Z EelEmola 8 =2

7.10 O|8k Setup > System Options > Advanced > Plain Config > System
> Access log(A M > A|ARI SM > T8 > U7 5 A
AL A A 2T)

2 7.10 Settings > System > Plain config > System > Access log(A % >
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2109 System > Plain config > System > Access log( Al A& > HE
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7.10 O| 2t Setup > System Options > Security > IEEE 802.1X(A & > AlA
B SM > E ot > IEEE 802.1X)

2 7.10 Settings > System > Security > IEEE 802.1X(AH > A|AH
> H 9t > |EEE 802.1X)

2109 System > Security > IEEE 802.1X(A|A B > 2 OF > IEEE 802.1X)

IEEE 802.1AE MACsec

CSC #3: IO/ 2F
CSC #6: &2 Ao B 2/

Axis BX|= UE®|F 20]04 20| X|H ZF O|H{ A B E L 235t YAOR B55109 F SAE 7HO|H|0|H TS 9| 7|H
8o 2AE8S 2HEHE W YOAE LEAT L2 F 2 802.1AE MACseeS RIRIEILICH MACsecS LIE AT £ 219 o
FotL|2t 7 8} 7|5 (ARP, NTP, DHCP, LLDP,

7+E° b 2lolo{2 F7HatLict.

IEEE 802.1AFE MACsec &2 £ 522 T4 7158 PSK(AT S8 71)/AE = CAK 2 =2} IEEE 802.1X EAP-TLS MM 2 A8 5t
E XS OtAE HM/SX CAK ZEQ| F IR &5 REE MESILICH Axis **ilf SR ZEE EF X[ELICH

802.1AE MACsec 2! AXIS 0S & %[0l M O|& T+ M5t Eedol CHE AHMIEH LI 2 AXIS 0S 7|& AR Ol IEEE 802.1AEE &
ZEHAA2.

IEEE 802.1AR E ot Z x| ID

CSC #1: OIE/Z 2} O] X X} A+of QI E 2] 2 & of
CSC#13: LIERY T DLIEE &/ f0¥

Axis Edge VaultE Z & Axis X E UEQ3 EF IEEE 8021AR% X pdgict. o7 5t & ool A & x|of

Mxz|El 18 215 MRl Axis device IDE S8l HIE 30l Axis & % &
Aruba L E -2/ F 0ff Axis B x/E Ot 5t A & &l M 2o & R %E%'P_I o & AEMAIR.
REMIEH LI 2 Axis Edge Voult HHH% BZS AL, Axis B X = Axis X[ ID 1B M |
elg EP—v—EE 5t 2™ axis.com@| FH 7/ 2/ Z 2} A/ EFLE ISt HAIL.

lo
oA
> i
S
il
o
ol%
ol
rir
L
Pl
0
ul

25


https://help.axis.com/en-us/axis-os-knowledge-base#ieee-802-1ae
https://help.axis.com/axis-aruba-secure-network-integration
https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/support/public-key-infrastructure-repository

AXIS OS Hardening Guide

2t X
=

== 23

[ -

SNMP 2 L|E{ &

CSC #8: At 22 &2/

Axis & X|E= CHZ SNMP Z2 E Z 2 K| ghLch.
e SNMPvi: BI7HAl 8 T 20 XY S22, AHE5HR| OFA A,
e SNMPv2c: E3E|lE HEQI MIHEWM AISE £ QlaLch
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VAPIX AP| &

OJAE LHE /T & E O/ POF HIE &15H

http://ip-address/axis-
cgi/nvr/poe/setportmode.cgi?port=X
&enabld=no

O/AE HIE Y7 ZEO/I{E /7 ECYE bl E & 2p

http://ip-address/axis-
cgi/network settings.cgi

{ "apiVersion": "1.17", "method":
"setDeviceConfiguration"”, "params": {
"deviceName": "ethl.1l", "staticState":

"down" } }

Bonjour 4 Z 2 £ F HIEH &5

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.Bonjour.Enabled=no

UPnp 4 Z 2 £ Z H/ & &3

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.UPnP.Enabled=no
https://ip-address/axis-
cgi/param.cgi?action=update
&Network.UPnP.NATTraversal.Enabled=no

WebService &4 ZZ £

Ty

HIZ Y

2

https://ip-address/axis-
cgi/param.cgi?action=update
&WebService.DiscoveryMode.Discoverable=no

03C(One-Click Cloud Connection) H/ & &/2f

https://ip-address/axis-
cgi/param.cgi?action=update
&RemoteService.Enabled=no

B X/SSH R X/ 25 M4 HIE &S

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.SSH.Enabled=no

B X/ FTP R X/ 2+ HA A HIE &3

https://ip-address/axis-—
cgi/param.cgi?action=update
&Network.FTP.Enabled=no

ARP-Ping IP &4 7 & HIE &5

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.ARPPingIPAddress.Enabled=no

Zero-ConfIP &2 72 & HIE &3

http://ip-address/axis-—
cgi/param.cgi?action=update
&Network.ZeroConf.Enabled=no

HTTPS Bt & &/ 3}

https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.admin=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.operator=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.viewer=https

TLS 1.2 2/TIS 1.3 8F 2 &5

https://ip-address/axis-
cgi/param.cgi?action=update
&HTTPS.AllowTLS1=no
https://ip-address/axis-
cgi/param.cgi?action=update
&HTTPS.AllowTLS11l=no
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TIS1.2 2985 74 https://ip-address/axis-—
cgi/param.cgi?action=update
&HTTPS.Ciphers=ECDHE-ECDSA-AES128-GCM-
SHA256 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-
ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-
AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305:DHE-
RSA-AES128-GCM-SHA256: DHE-RSA-AES256-GCM-
SHA384

FALE Y FH 2T B https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.ActivatePasswordThrpttling=on
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSBlockingPeriod=10
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-—
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPagelInterval=1l
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSitelInterval=1

AT EE FHE D BHE HIE &5 https://ip-address/axis-
cgi/param.cgi?action=update
&System.EditCgi=no

SHAEIAL S Xf LA A =2 2] B &5 https://ip-address/axis-
cgi/param.cgi?action=update
&System.AccessLog=0n

ONVIF A& Z 2 2 & B &5} https://ip-address/axis-
cgi/param.cgi?action=update
&WebService.UsernameToken.ReplayAttackProtection=yes

Ztx/ & OIE/ I O] A HAA HIEH & F https://ip-address/axis-
cgi/param.cgi?action=update
&System.WebInterfaceDisabled=yes

HTTP/OpenSSL A1H{ & HIE &2 https://ip-address/axis-
cgi/param.cgi?action=update
&System.HTTPServerTokens=no

/3 Hof BIP17 YAA HIE &3 https://ip-address/axis-
cgi/param.cgi?action=update
&root.Network.RTSP.ProtViewer=password
https://ip-address/axis-
cgi/param.cgi?action=update
&root.System.BoaProtViewer=password
https://ip-address/axis-
cgi/param.cgi?action=update
&root.PTZ.BoaProtPTZOperator=password

*"ort=X"0fA{ "X" & &K EE 815 Z @A Ef L/} 0f: "port=1"

& 2EE 12 "port=2"E EE 25 HIE &3 EL/C}
w2 reth1.1"9f MK EE B35 Z A EIL/CL 0f "eth1.1"S EE

12 "eth1.2"= ZE 22 HIE &3/ 8/L/C}
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https://help.axis.com/axis-os-hardening-guide#access-log
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https://help.axis.com/axis-os-hardening-guide#disable-web-interface-access
https://help.axis.com/axis-os-hardening-guide#https-server-headers
https://help.axis.com/axis-os-hardening-guide#credentialed-access
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AXIS Device Manager & AXIS Device Manager Extend & At & 501 7/& 2f3f L0/ x/ 120] M Ct & F=A|of| [ 2} Axis & |
S 75e & UBLICH Ol P HYUS AR 5HAAIR. Ol VAPXAPIS S 2t 7/2 25 B 0/x/ 2600 LI E 21t =
Ut 2 MHO R O|F0{X QU&LIC
A2t Zotof el 2ot ZEHE s LR 7|50l x1|745|9125§ R[] AXIS 0S HEOI M % 74 H™HE f 0]
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2 K522 M HELC.
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