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r-= Access control management Privacy
m Local user device management with password complexity indicator Use of diagnostics data
EI((\\* Access control Federated user device management through OpeniD Connect (RFC6749, 1.3.1 Authorization Code) g Minimalistic approach to how much O

providing ADFS-integration that unlocks features such as Password complexity enforcement, rotation,
automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality

customer-specific should be stored

Application security

E—
w Application TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)
Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog.

Encryption and data protection 1010 Default security Enterprise network security
Operating system OpenssL 1.1.1 and 3.0 0101 HTTPS enabled by default IEEE 802.1X (network access control)
1010 IEEE 802.1AR (secure device identity)

X.509 certificate PKI and cryptography
Transport layer security (TLS 1.2/TLS 1.3) |EEE 802.1AE (MAC security, MACsec)

Brute-Force Delay Protection
Host-based Firewall

N

SD card encryption (AES-XTS-Plain64 256bit) Network time security (NTS)
Encrypted file system (AES-XTS-Plain64 256bit), Insecure TLS versions disabled
Signed video UART/Debug port disabled

AXIS OS Operating System
Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache, Curl and others.
Active track for feature growth and 5-Year Long-Term Support tracks (LTS) for 3" party integration and backwards-compatibility use cases.

- . Hardware root-of-trust Secure key storage
Silicon assisted ARM-based system-on-chip (SoC) security Tamper-protected storage and operation of cryptographic keys E
security (chip) Trusted Execution Environment (TEE/OP-TEE) such as customer uploaded private keys, video signing keys and
Trusted platform module (TPM 2.0), Secure element the Axis Device ID.

Secue S%&V‘fare devtzltlapment Certification Trusted device identity
s " Axis security development model (ASDM) iteri . 2
Security foundation 34 party peﬁemmﬁ S @ E;?mrjzcmerla CCEAL4+/ EALG* Axis Edge Vault cybersecurity platform 9

” Secure boot with Signed Firmware (code-signing)
Bug bounty program with Bugcrowd ETSI EN 303 645 Axis Device ID (IEEE 802.1AR)
Software Bill of Material (SBOM)
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Cryptographic

computing modules

v Secure element
v TPM 2.0
v SoC security (TEE)

Signed firmware
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Axis Edge Vault
cybersecurity platform

Features

v Secure boot

v Signed firmware

Vv Axis device ID

Vv Secure keystore

Vv Signed video

v Encrypted file system

If equal.. —p
A

Hash
algorithm

]
! 1001100101
| ’ Hash value

Firmware

1001100101
. > Hash value

Signature algorithm
+ public key

o]

Use cases

v/ Supply chain protection
v Trusted device identity

v Secure key storage

v Video tampering detection

Firmware verified

v
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FALE Y FH 2T B https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.ActivatePasswordThrpttling=on
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSBlockingPeriod=10
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-—
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPagelInterval=1l
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSitelInterval=1

AT EE BHE I BHE HIE S5 https://ip-address/axis-
cgi/param.cgi?action=update
&System.EditCgi=no

SHAEIAL S Xf LA A =2 2] B &5 https://ip-address/axis-
cgi/param.cgi?action=update
&System.AccessLog=0n

https://ip-address/axis-
cgi/param.cgi?action=update
&WebService.UsernameToken.ReplayAttackProtection=yes

Ztx/ & OIE/ I O] A HAA HIEH & F https://ip-address/axis-
cgi/param.cgi?action=update
&System.WebInterfaceDisabled=yes

HTTP/OpenSSL A1H{ & HIE &2 https://ip-address/axis-
cgi/param.cgi?action=update
&System.HTTPServerTokens=no

|'0||
g
0%
\E

ONVIF A& &2 &2

o/oi Bt A X 2/ P17 &2 HIE &3 https://ip-address/axis-
cgi/param.cgi?action=update
&root.Network.RTSP.ProtViewer=password
https://ip-address/axis-
cgi/param.cgi?action=update
&root.System.BoaProtViewer=password
https://ip-address/axis-
cgi/param.cgi?action=update
&root.PTZ.BoaProtPTZOperator=password
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w2 AlZ 710|=

VAPIX AP| &

u | Jio
Im | X

o] Z 2 BFACAP O Z 2/7)| 0/ 419/ & %/ B X/ http://ip-address/axis-
cgi/applications/config.cgi?action=set
&name=AllowRoot&value=false

A TE/X] U2 ACAP O Z 2/ 70/ A7 &4 %/ BF X/ http://ip-address/axis-
cgi/applications/config.cgi?action=set
&name=AllowUnsigned&value=false

*"nort=X"0flA{"X"E AN ZE B3 = WHEIL/CE OAl "port=1"2 ZE 12, "port=2"E= ZE 25 HIZ &35 L/C}.
ngn 2 netn1.1"0f MX| EE H5 2 IAEILICH 0f "eth1. 1" EE 12 "eth1.2"= EE 25 HIE &3 EL/C).

1 = O/L//O//EJ Ol Al 7} 2038] &Y 5t 57 22} O/O1E Ip FLIF 10K ZF A EFHE/ILICE. H O] x| 2F2ZH 302 O/LKof &m &t
L%0/ /'L mfofCt DoS A EF Z/7FO) 10E L 91EH /L.

AXIS Device Manager& S8t 7|12 Z3H (&%)

AXIS Device Manager 2! AXIS Device Manager Extend & At 28104 7/& 7’2/ 0/ X[ 130 M Ct2 FA|ofl 2t Axis "7'(|
S 258 2 QB LITH 0| & TS AR5 AIAID. O VAPIXAPIS B3 7/ 2t3 B 0/x/290] LI 24T} 5
Ust 8 MHO 2 0|F0{X ?AIQthl'.
AlZt Zotol| et 2ot ZEHE fIs L7 7150l KW-IEl%ﬂQEE HRIQ| AXIS 0S HE M U8 74 MHE ¢ O
& MK RE £ &L EP AXIS Device Manager 2! AXIS Device Manager Extend = 2 &} -_r“"'oﬂkl olz{st M7
2 As2o =z ANHE L.
(gl
TYOMAUS AR EH F Adis BAIE HITPSZ 2 T SEI0, A OIBIH O] A& HIF QS ELICH HIHH+8 X
HstHLE FItstE S 2ol mat +4 ool £=Ho| Jts g Lict.
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