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The operating system for Axis edge devices.
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P_ Access control management
p
@ Access control

L J

Local user device management with password complexity indicator O
Federated user device management through OpenlID Connect (RFC6749, 1.3.1 Authorization Code)
providing ADFS-integration that unlocks features such as Password complexity enforcement, rotation,

[

automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality

Application security

Application

Encryption and data protection 1010
Operating system OpenssL 1.1.1 and 3.0 0101
X.509 certificate PKI and cryptography 1010

Transport layer security (TLS 1.2/TLS 1.3)
SD card encryption (AES-XTS-Plain64 256bit)
Encrypted file system (AES-XTS-Plain64 256bit),

TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)
Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog

Default security
HTTPS enabled by default
Brute-Force Delay Protection
Host-based Firewall

Network time security (NTS)
Insecure TLS versions disabled

1%

Privacy

Use of diagnostics data
Minimalistic approach to how much
customer-specific should be stored

O

Enterprise network security

|IEEE 802.1X (network access control)
|EEE 802.1AR (secure device identity)
|EEE 802.1AE (MAC security, MACsec)

D

Signed video UART/Debug port disabled

AXIS OS Operating System
Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSsL, Apache, Curl and others.
Active track for feature growth and 5-Year Long-Term Support tracks (LTS) for 3 party integration and backwards-compatibility use cases.
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o

Hardware root-of-trust

ARM-based system-on-chip (SoC) security

Trusted Execution Environment (TEE/OP-TEE)
Trusted platform module (TPM 2.0), Secure element

Secure key storage

Tamper-protected storage and operation of cryptographic keys
such as customer uploaded private keys, video signing keys and
the Axis Device ID.

Silicon assisted
security (chip)

Secure sc:jftm:are devedlopment Certification Trusted device identity
X " Axis security development model (ASDM) Q/ Common criteria CC EAL4+ / EAL6+ Axis Edge Vault cybersecurity platform
Security foundation 3 party penetration tests Q FIPS 140-2 Secure boot with Signed Firmware (code-signing),
Bug bounty program with Bugcrowd ETSI EN 303 645 Axis Device ID (IEEE 802.1AR)

Software Bill of Material (SBOM)
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(Universal Asynchronous Receiver Transmitter) 1 > 2 —7 I —ANFBL TVET, O/ X—T I —AICYEBHICT
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Axis Edge Vault

Axis Edge Vaultld, AxisEBEZRETD/N—RIVITFR—ADOHAN—tFI1VFTA TSV RNTF—LERYE
T, EdgeVaultld, BBV ELI—F A IJETZ1 =) (EF21T7IL X NETPM) £ESoCEF 21U F 1 (TEE
EEFI1T7—NOBRELSEBIC, IVvOEBEFIVT A OEMARNZEAEDE TEECATVET,
Axis Edge Vaultld, EF¥ 177 —NEBENE T 7 —ADITICL > THRISNEBIBZEETICEIVTY
FT, cNSOBEICEY ., IXTOEFITHBENKFITZEEOEHEL T, BSHEMNTRIEE 1
VINIITOEHENFERENET,

Axis Edge Vault Z B H L = AxisREBlF, EMEBBROBBEPEZEOH2HMEZHILETE LT, BEENFrHA/N—F

FAVTADODVARAIILESENDCEEZRPRICMAET, £, Axis Edge VaultiZ K V), AxisEEN BSEHED
XY RND—ORNTEETEDZI_YINTHDENBEBRICAEYET,

(@)

Axis Edge Vault
cybersecurity platform

Cryptographic Features Use cases
mputing modul
computing modules v Secure boot v/ Supply chain protection
v Secure element v Signed firmware v Trusted device identity
v TPM 2.0 v Axis device ID v Secure key storage
v SoC security (TEE) v Secure keystore v Video tampering detection

v Signed video
v’ Encrypted file system

BENET77—LDOXITF
CSC#2: Y7 NDIFEEDL NN EEE
AXISOSIEN—2 329201 ABBEA S BRENTVET, BEBELOAXSOSN—23 0 &2T7YTIL—RETBLETIC,
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Hash
algorithm
]
! 1001100101
| > Hash value ’
Firmware If equal.. ———p Firmware verified

¥ 3

1001100101
X » | Hash value

Signature algorithm
+ public key

o]

M- OWTIE, RIA MAR—)V— TAxis Edge Vaulty 2B LTLKEE WV,

t¥21F77—b
CSC#2: Y7 NDITFEEDA NN EEE

BEAEDAKSEBICIR. RENZEHEZRETZLOOEFI1T TR —TVANBYET, EF21T77—h
ISk, REAETNIEASEBNDEAZHS ZEANTERT,

Root of trust - —| Boot ROM |— + —| Bootloader |[— +— —| Linux kernel |— + —| Root file system
| | |
I I I
1 1

Verifies Verifies Verifies

FHMIZOVWTIE, RIA MAR—/V— TAxis Edge Vaulty ZSBL T EE L,

LF¥1F7F—ARNT
CSC#6: PO BRI ANO—/ILDEE

EFITF—ARTE, BSEBRORETALSREENEN-RIITR-ADARL—DZRHELET. AxisT
NAADEBEN T Y 7O—RUEBSERERETDERARKIC, EF1UT I BENMRELEGEORET VL

F7IL XN, TEE (Trusted Execution Environment) B EDED 1 =)L EB 1D EEFEHRBETE X,


https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
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‘ * Axis device ID

* Video signing key

Secure keystore * Access control keys

F‘\ Secure element o Filesystem keys

. Eﬂ * Customer-loaded keys
<t oM™ - IEEE 802.1x

s - HTTPS

e TEE ]

FHMIZOVWTIE, RIA MAR—/V— TAxis Edge Vaults Z#SBL T EE L,

BSIL7ZZ7ZAIL AT A
CSC #3: F— X &

EBEEOHDHEER, 77V 2AAXATVENTY NER
T, 774N ATALAYSEREMBELEISETSH
ATALIZYBHICTIEALEYBAEY LEZEIC,
ATLEREBETEET, AMsEBOERN A 7(7)%’A~ T’f)lz
BltehExd, £¥F277—-r7O0EAH, &iﬁ—f 774
RULTHERATEDLDSICHYET,

M OWTIE, RIA4 MR—/)V— TAxis Edge Vaulty 2B L TLKEEV,

VA1) —A—-RBEBEUTTIVLEATREL
VES, L, Axsﬁlﬁﬂ\ Ehhar774)L>
BTF—RAORERREOHRTANSTTAILY
2 AT I £ O 1E R I AES-XTS-Plain64256bit T B
LYRATALARESFSIEE N, AKsERETN Y

E‘v"@ »

~

HTrPs/f‘ﬁ‘fﬂJ

CSC #3: *— X RE

AXIS 0S 7.20LAF%, HTTPSIX B CBRAHELZFEAL TF 7 AL NTEMICEY), EFI1T7BHFETEBEO/NA
D—REBRETEDRSICAVWEL L, AXIS0S10.1050 %, BSBRFHE FIEEE 802.1AREF 1 7 7 /N« AIDGE
HELCEEBRASNEL

AXISOSIN—2 3> Webf R —T7 I —ADEE/NA

7.0k V) Bi [Setup (RZE)] > [System Options (> AT LA T a) >
[Security (23 2 1) 7 1 )] > [HTTPS]

2 7.10 [Settings (X XE)] > [System (> AT A)] > [Security (2F 1
1) 5 4)] > [HTTP and HTTPS (HTTP# & T'HTTPS) |

2109 [System (32 AT A)] > [Network (XY N —%7)] > [HTTP
and HTTPS (HTTP# & TFHTTPS)]

F7 ) NOHTTP(S)A Y A —

AXISOST ik, TEHHABOERERETHAN—FEFIVFA1OERLAR)LZERLEEEDLEHIC, &RE—HKN
BEFIUTAEEQHTPO) AY A —HFFT7AINTERDICHE > TWVWET, AXIS0S9.80LLH, 7 AR AHTP
AY A —VAPIXAPIZER L TEMOHTTIPS) AY X —%ZRETEET,

HTTPA Y & —VAPIX APIDEEMIIC D W T, TVAPXZS 77> U, #8BLTLKEEV,

F7 4L NOHTIPES) A Y S —OFEMIZ D W T Ik, AXIS 0S knowledge base (AXIS OSHIFE AR — R) T
T Default HTTP(S) headers (=7 #JL A DHTTP(S) A v Z'—) 1 BSBL T EE L,


https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/vapix-library/subjects/t10175981/section/t10154925/display
https://help.axis.com/axis-os-knowledge-base#default-http-s-headers
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CSC#3: T— S IRE
REICTIOECATRUVTAT7MNE, RYRND—VRBRBATEETREEICESILITIHVEN HBD/NAD—REE
AULTRIEENET, LENF 2T, BEXRIAORDY AP IANRIAOKZEATDH. BEXRRIAER
APIANRIAOBEZFERATZCEEZBHOLET, ChilkY, KYRNI—IRZIVTI7—HFNARD—
REAFIBRVAVEBETEET,
AXISOS/IN—2 3> Webf > Z—T7 I —ADORE/NA
7.10& V) B [Setup (E&%E)] > [System Options (> AT LA 7> 3 V)]

> [Advanced (§¥#H)] > [Plain Config (7°L —> 5% 7E)] >
[Network (2 ¥ N —%)] > [Network HTTP Authentication
policy (R ¥ N — U HTTPRREER U = —)]

> 7.10 [Settings (X 3E)] > [System (2 AT A)] > [Plain config (7"
L —>&RE)] > [Network (¥ K7 —7)] > [Network HTTP
Authentication policy (& ¥ N7 — U HTTPRRRER 1) > —)]

> 109 [System (2 AT A)] > [Plain config (7'L — 58 E)] >
[Network (% ¥ K7 —7)] > [Network HTTP Authentication
policy (R Y N —JHTIPRREER 1) > —)]

ONVIFBEHEA, S ORE
CSC #3: — X IRE

BEREBLASORER. AMsEBTT7AILRNTENICE>TVREEQEFI T #EETT, TOEME.
UsernameToken, BB R A LAR> T, nonce, NAT—RAAZSIARNEZECEMNMOEFIUTAAYA—%B
M¥32&ET. ONVMIIR—ANDI—H—RIEETDICRETD LTI, NAT—REASTZITANE, NAT—
REZATFLICTTIZREENTWVS), nonce, FALARAZRVTHSHEENET, NAT—RAASTZITAN
OEWRE, 1——%2RIIL., BARBEBSZIETT, TOED, 4T AN FyYyS1EhzET,
COREEAVCLTHBLKZEEZBEDHLET,

AXISOS/IN—2 3> Webf >R —T I—ADKE/NA

7.0k V) Bi [Setup (RZE)] > [System Options (> AT AF 7> a) >
[Advanced (F¥#H3&%E)] > [Plain Config (7L — > 5% 5E)] >
[System (22 AT A)] > [Enable Replay Attack Protection (B4
WEHNSORBEEBMICTS))

27.10 [Settings (& E)] > [System (2 AT A)] > [Plain Config (7°
L —>/ 8% 7E)] > [WebService (WebtF —E A)] > [Enable Replay
Attack Protection (BEHEN S OREEBMIZT S))

> 109 [System (22 AT A)] > [Plain Config (7°L — >/ 5% JE)]
> [WebService (Web* — & R)] > [Enable Replay Attack
Protection (BAEKEBA SOREZEMIZT )

Prevent brute-force attacks ($8 Y 7= V) B %5 <)

CSC#4: PEDEEE YV ZANIIFDEFITERE
CSC#13: RY NT—ODEHELH

AXsEEBICIE, NATD—REABEDZRYRIT—IDSOMBYEEYKREEZEANLT/OYITBHIEXDZXLNY
BO2TVET. COMBRBE LV KHEILLDELZDYSDREEFIF N, AXISOS7I30ABTERTEET,

10
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MULYRBICKZEELNSORER. AXISOS N15E, F7AILRNTERICHE>TVL
TT, FMEREFEHBEIFIZ DLW TIE, AXIS 0S knowledge base (AXIS OSHIEEAR —R) T
T Brute force delay protection (#8257 V) (- o, BIEHES 5 DIRE) 1 ESRBLTLKEEV,

AXISOS/N—>3a > Webf R —T I —ADERE/NA

7.0k V) B ZHEL

27.10 [Settings (& XE)] > [System (22 AT A)] > [Plain config (7°
L —> 8% 7E)] > [System (> AT A)] > [PreventDosAttack
(DoSTEE M B LE)]

> 10.9 [System (22 AT A)] > [Security (2% 2 ') 7 1 )] > [Prevent
brute-force attacks (%8 24 7= V) INEE o) Bf LE)]

CSC #3: T— X IRE

AxisEBRRERUXTVEFTERUXATVOMAZEALET., BERUEXFTVCRFTNTVIBREIEXEZER
PEATEREENTTH, TERUXATVIIRFENTVIEREEY ., EHRICBEVERATESDLSICRYE
T, T—RRAE—ZBICHIRLT, REENETF— RN TFANATLANSRABVLSICTRHEVS — K
MBEHFESBITVET, TOLYH, HEKORENOU Y NFBEICAEYET, NANDTZYZIXEUT

(&, UBIHAE [Remove Volume (R 1 —ADHEIR) AEAEhET, ARL—I7OYIFESERAEATVAEVE

WSESEREETReMMCT T Y21 XEUILE.

ChICHITIREBNERENET., TOHS, AML—20

YhO-F—C&Y, BELBUTTRSOARNL—27OY 9N HEENET,

MsEBEZRETIHEEE. ZFEZIBHABOREICVEY NTZLE2HHOLET, Chilkl), ZEDT
BERUEXAT)—ICREENEIRNTOTF—EANEEENET,

ITHEHAROREINRZRFTLTE, IKET—ENEETNDIDITREBYEEA, KDY IC, RENB
BEBL, DATLOBBFICTF—FZEEN RITEIAET, LEAN 2T, THHAROREIN REZRITT
—hDx

BEFTHAITRBERA, T—RXHEERREICTSCE, KEOBREHE T

BERZVZIHBENBNET,

TEHFALTALS

& Private keys & certificates

ACAP Applications

Axis device
. . .-
in service ot

@ User accounts

User configuration

1

Factory default Q

Decommissioning
completed


https://help.axis.com/axis-os-knowledge-base#brute-force-delay-protection
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AXIS 0S/N\—2 3> Webf > R—7 T —ADRE/NA

710k V) B [Setup (RXE)] > [System Options (¥ AT AF 7> a) >
[Maintenance (X > 73> A)] > [Default (77 # )L B)]

>7.10 [Settings (% 7E)] > [System (2 AT A)] > [Maintenance (X
> T3 2 A)] > [Default (757 # )L B)]

2109 MMaintenance (X > T 7> A)J > [Default (F7 # )L N)]

CORICE, TERUXTEVICRFEENATVWERTF—RICETIHEMBBRIrEEhTVET,

BHET—42 THHARORERLCHE

VAPIX# K TFONVIFO 1 —H—HE/NAT— R =qn

AR E E MEE =40

HCERAHE =30

TPM & Axis Edge VaultiZfRIFE N TV D 1EHHR [=4W)

WIANREE & A —H'—[NAT—R =9l

NARLFERHE (AYAY-4

SDA— RES{LF— =30

SDA— RF—&* (AYAY-

XY RD—OHREREEI Y —|NAT—R =90

XY RD—OHET—2> (ANAY-

1—Y—FKRE™ =90

Ty7O—RENLET T )T —2 32 (ACAP™ =30

AEF— 2BV B BT (ANAY-

TYy7O—REhiIST14v0F—-N—LA =90

RICZOY UV F7—4& &L

f§%§€77—47177UtXF#‘J—ﬁ;#HWDMB%E797W—N?€5$5C?5ﬂXﬁAﬂ%
BEEEFLFET,
“TYZIANL—=Z(DH—R, RYNT—ORE)ICRESATVBIREEEFRIE, T——71
BRICHIBRT LB B E T, FHIZ D T, AXIS 0S knowledge base (AXIS 0S TN —X) T

TFormatting Axis SD cards (Axis SDJ— KD 7 #—Y Y ) 1 ZSBLTLEEL,
M FHONDEESS, TY NT—2, 03C, A XN, B, PTIZ, XT7AREFT, I——11EREL E
FNTDRE,
ik ZYN L RUIE T VA XN —NEHET 7V T—23 0 FREFLETS, I——5EEL EREIZ TN THE
FhET,
o KB —RZ(FT YT L —23>, 8021AREFBIHE) B & P ELIBEHE I, HFBEEHFE ST —
Y—BEEEFSEFRET,
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XN 1L

XN ZEL

EXNEERILE, AdREOREORNMERLALTT, BEANGBIORNEY VI TTY I TRETRE, TT,
chld, Y—RN=—FAROXY ND=TAVTZARZIVF¥r—, EFA, AREEZ AT L (WS, EMS), #
B TTVT—23VICE8ILKEFTRERL, s KETERRETEDCLEZERLET,

THEHAERORE
CSC#4: BEDPDEEEYV IZAN DI TFDPEFITHR
REERETZHIC, IBHABROBRELCE>TVREEZBIBEL KLY, I—¥—F—2h5KE%

HELEY, GRZEFELLEYVIZBEN HZBEICR. EEZISHERORECVEYRNTISZELE
BETY. FMHICOVTR, Z2Z3RLTLKEEL,

AXISOS/N—> 3> Webf R —T I—ANHKRE/NA
7.10& V) B [Setup (E%SE)] > [System Options (> AT LA T a) >
[Maintenance (X > 773 2 A)] > [Default (77 # )L B)]
2 7.10 [Settings (8% XE)] > [System (32 AT A)] > [Maintenance (X
> FF > A)] > Default (FF7 7 )L N)]
> 109 MMaintenance (X > 77> &)1 > [Default (F7 # )L N)]
B DOAXIS OSANDFT Y TIL—K

CSC#2: Y7 NDIFEEDAL NN EEE

VI7IRIDITEINYFEERATZ LR, YAN—EF21VUFOEELAETT., REEIE., —BWICHS
NTVBMBUEEZERALELSETBENZL, NYFABEAEATVWVEVY—EFRIZZYND—U9T9F
ALEZE, TORAMN A T2TEENI B ET. BHAORBECHTZDEFIVFTFANYFHFEENT
WBBENHDEH., BILRTOASOSEZFEATEZLSICLTLSEEL, HEON—3 00U )—R ) —
MNClk, EEBREFIUTABENATHICEHEENTVIEEN HYETH, IXTO—BHWEEED
RHEIhTVWBDbIFTREHYYEEA,

Axisld, 2BEDOAXSOSR S Y O ELT, FOTATRSYVIERBYR—KNTIS) RSy U E#HFLTVE
T, EE5NEBEHEICERFTOEEZRRBUENY FHFEETATVETH, BERUBEOV RV ZH/NRICH

AB_ENBHNTHDED, LISKNT Y UIC Ik H#ee %ihruithoﬁﬂkovfm AXIS OSTE R T
FMﬁmmamauﬁm7%7#%anE£Eb TLIEE

13.0 — 13.x 2028 LTS
12.0 —12.x 2026 LTS

11.0 —11.x 2024 LTS

10.0 — 10.x 2022 LTS

2020 LTS
2018 LTS |

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033

Axisld, EERHFHEE, NJHEE, EXF2VTANYFICBITZBEHREE, SEOVU—ADFEZHHSELT
WET, FMICDOVTIE. AXISOSTESRT " Upcoming releases (1) U —X FE) 1 BB L TLKEE W, axis.com®
P o77—=A70I7, ICT7OEALT, FNARAAOAXISOSZF V2 O—RLTLSEE W,
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XN 1L

CDTTT7, MsEEBEZEICRFTOREBICRODCLENEEREERLTVET,

AXIS OS 2018 LTS - Security Updates Timeline

2018

8.40.2 May
OpenSSL

8.40.2.2 July
OpenSSH
OpenSSL
TLSV1.3

8.40.3.1 Decem-
Apache
OpenSSL

2019

8.40.3.2 February

Linux kemnel

CURL

2020 2021 2022
8.40.4 July 8.40.4.2 April 8.40.4.4 January
Apache CURL Apache
CURL OpenSSL CURL
OpenSSL 8.40.4.3 October OpenSSL
8.40.4.1 November Apache 8.40.4.5 May
Apache CURL Apache
OpenSSH OpenSSL
OpenSSL 8.40.4.6 July
Apache
CURL
OpenSSL

8.40.4.7 October
CURL

OpenSSL
8.40.4.8 December
CURL

OpenSSL

AXISOS/N—> 3>

Webf R —T7 I—ADEE/NA

7.0k V) Bl [Setup (§XTE)] > [System Options (> AT LA T3 V)] >
[Maintenance (X > 77} 22 A)] > [Upgrade Server (B —/Y—
DT YTIL—R)

2 7.10 [Settings (& XE)] > [System (22 AT A)] > [Maintenance (X
> 7 F > A)] > [Firmware upgrade (7 7 —AJIT DT Y
7L —R)

> 10.9 [Maintenance (X > 77 2 A)] > [Firmware upgrade (7 7 —

LDITFTOTYTIL—R)

XKEBDroot/ N\ AD—ROEE

CSC#4: PEDEEE YV ZAN DI FDEFITERE

CSC#5: PO N EFE

FEODrootPHI K, REBEBOLEODOXAYTAIRNTS, 0ot 7PHIONEZERATRICE, RED/NA
D—RERETIHENHYET, XTEBIBNAD—RZFERAL, oot7HI O NOERARIEBIRATIDOKIZR
ELTLKEEW, BEDEZEIL, oot 7HIV RN ZFERTZ L RRBEBOLELA,
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AisEBTHEETHEECAUNRD—KEERTH L EBABRLENETH, BEPTF— IRBLN T DM
MABEET, AERCLCEBENDNAD—REEATDE, tFIUTARAZIETH, EROEEN S
BERUET, BEONRT—RREMHNICEET AL EHBHLET.

CNIST/NIRT—RICE T B#EEFE, BE, ILWNAT—RA+T D ICR<EMTHZEEZERTDH
ARSAEEATDEEZHFOLET, AXsEERR, 4aXFETONAD—REHR—KNLTVET, 8
NEENEWNAD—REFLWERBEELET,

AXISOSIN—=2 3> Webf B —T7 I—ADFRE/NA

710k W [Setup ()] > [Basic Setup (BAFKE)] > [Users (1—4—)]

27.10 [Settings (RRE)] > [System (2 AT A)] > [Users (1 —H'—)]

2109 [System (> AT L] > [Users (1 —H'—)]

>11.6 [System (22 AT A)] > [Accounts (AT > M)
HERT7H I MOER

CSC#4: BREDEEE YV 7N TVIFDEFITEHRE
CSC#5: FHT> N D EE

TF7ZILRNDroot7HI NEIXNTOHREZRFS, EBEZATVALTFHNEATVERT, BEOEXRICIE, #
RABIBRENLEIZAT NI —THIVNEERTZEZHBOLET, ChiCLY, REEHE
ENAD—RFRRIDIVAIVNBRELET,

EEMIC DV TIE, AXIS 0S knowledge base (AXIS OSHIEN —R) T "IDETF O EXEZE, #BRBLTLSEE L,

AXISOSN—2 3 > Webf >R =7 T —ADFE/NA

7.0k V) B [Setup (RXFE)] > [Basic Setup (BAFRE)] > [Users (1 —4—)]
>7.10 [Settings (RXXE)] > [System (2 AT A)] > [Users (1 —H'—)]
2109 [System (2 AT A)] > [Users (1 —4'—)]

> 11.6 [System (2 AT A)] > [Accounts (F T N)]

Webf 2 R—T7 I —ANDF IV LAZHRTS

CSC#5: FHT> NDEE

AdsREBICE, I—Y—ABEOWbT ZIH —RBETRELCT I EATEDWeby —/N—HH W LT, Webt >
B—7I—A, BE, XVTF VA, "FTNZ1-—FAVTZBNELTLWET, Chid, V54T hEL
TEALTETZTZRBIZ L, AEOEXZANELLELEOTRESEY KA,
BEOEXETANSKEEDP Y ZHAITIBBEN B2 VAT MNE, EFAEES AT AL (VMS) PREEE

B K T'AXIS Device ManagerZ ENBFEBY —)LDAKTT, YATALAI—HF—IClE, AsEBANODEET IV LAZE
HICHFTLBEVWTLSEEV, FHICOVWTR, Z8BLTSEETL,

Webf 2 R—T I—AANDOTF I ELAZE/MDCT S

CSC#4: ERDEEE Y 7 NTVIFDEF I TERE

AXIS 0S 9.50 A%, AxisREDWebf > X —7 T —AZMMICTEER T, ANsEEZ S AT AICEA (D F V) AXIS Device
ManagerlZBA) LS, HEBRO AN Web 7 SO —RBATEBICT IV EATERZ AT a2l d L

EBEBOLET, ChickY, EET7HIVRNONAT—RFAEBATHEEATVWSES, BNot+2
DF1ABFMERENET, KUREEATIaiF, GEBDTIVEABE (M) 7—FTIF ¥, &VUEHL
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BEAXN st
ERL—HEUTA, THOONRHROBEBRELZRMIDZIERT7 S VT—23 0 2BU T, AMEEANDT
VEAEHMHICRETD LTI,
AXISOSIN—> 3 > Webf R —T I—ADHRE/NA
7.0k V) B ZHsL
>7.10 [Settings (§% XE)] > [System (2 AT L)] > [Plain config (7°

L —>8&E)] > [System (2 AT A)] > [Web Interface
Disabled (Web4 > & — 7 T — A &%)

> 109 [System (> AT A)] > [Plain config (7L — > §&E)] >
[System (22 AT L] > [Web Interface Disabled (Web - >/
2—7 T —RAEM)

KYRND—UVBREEBETD

CSC#12: RYNT—=0 42 TZXNZOF+—DEHE

KEDIPREW. IPv4/IPve, BIIFIZIEEM DHCP) XY ND—UF RLA, ¥7XY KNIV, F7#)L K-
B—BEDXRY NI—UREILL>TERBYET, HLLEATOIAVR-—KI NEZEMT D LTI, XY b
J—URNRODZRBIBD L EZHHBOLET,

Fh, WEXMRICBYS2RY NIT—TOAOY—/N— DHCPH—N—BE) ICKIFTD B, RYNT—TF
EMERRIDLEDIC. AMKEICBNBIPP RLAREERAIZCEZHEHOLET,

AXISOS/N—2 3> Webf X —T I—ADFE/NA

7.0k V) B [Setup (§%7E)] > [Basic Setup (B AE&E)] > [TCP/IP]
2 7.10 [Settings(E&TE)] > [System (22 AT A)] > [TCP/IP]

> 10.9 [System (22 AT A)] > [Network (R Y R —2)]
ARERADKREZBRT S

CSC#8: EEOTDEE

EFIVFTAOBRNS, ELLVBRERIYZRETDICENEETT, Chicky, LA, YATA
OJICERBRALARAZYTHFFHSh, EARICTFORIIAAZTZRIAL THEATEDLSICBYET,
BEUZEZRBATHONEWE, HTTPS, IEEE. 802 xBAEDTFIRIIAAELCKEFETAIH—EANELLH
FELBEVTREAN B ET,

MAsEBOOVOY V%Y NTD—0 24 A7 ORI (NTP, ERESAK) H—/N—, Fi & TE niFNetwork Time
Security (NTS, FEREBL) H—/N—Cc BB ETHEEEZBEOH L FE T, Network Time Security (NTS) (&, Network
Time Protocol (NTP) DB H{bE hicF 1 7H/N—23 20T, AXSOSNATEMEhEL L, BHURPBOBEZSY
BEHTHEL, RELEVThADRSA LY —N—NERATEBLLLDITEEOSHD T IAIINA—N—>FUF
EEZEBELT, BHORAN LY —N—Z2REITD_LE2HEHLET,

INT VY ONPH—=N—FLRENSH—N—0 AR, O—HILEZALY—N—AVAZABAKEZRETEAV
AR PEERABICE > TREBEFEREBYYET, AxisEE TONTPINTSO FFHEIZ DL TIE, AXIS 0S knowledge base
(AXIS OSEHNZEAR —R) T "NTPand NTS (NTPENTS) 1 2B BL TS EE L,

AXISOS/N—2 3> Webf > 2 —T7 I —ADOHRE/NA

7.10& V) B [Setup (§%E)] > [Basic Setup (B ZAXEZXiE)] > [Date & Time
(14 & B )]

27.10 [Settings (8% %E)] > [System (3> AT A)] > [Date and time
(B & BRI
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-9 N: T4
AXISOSN—2 3> Webf > B —T7 I —ADHRE/NA
> 10.9 [System (2 AT 4)] > [Date and time (B 13 & B Zl)]
2116 [System (2 AT A]) >[Time and location (BF % & 3B FR)]

IvSAML—DBS1{
CSC #3: T“— X IRE

sbh—K

AsEBNETFAREORELCEFITTFORIL (D) H—REHR—RNLULTHERALTVWREERE. BELzER
TREEBHOLET, Chicky, MUALESDH—RICRFEENTVWREFAEZEROBZVEANE
HTERLLBVYVET,

AxisEBE DSDH — REES L DEEMIZ DLV TIE. AXIS 0S knowledge base (AXIS OSHIFEXR —RX) T
T'SD card support (SDH— KD YK —R~) 1 BSBLTLEE W,

AXISOSN—2 3> Webf >R —T I—ADFRE/NA

7.10& V) B [Setup(§% E)] > [System Options (> AF LAF 7> a )] >
[Storage (A M L —2)]

>7.10 [Settings (& )] > [System (22 AT A)] > [Storage (A b
L—2)

> 10.9 [System (22 AT A)] > [Storage (A M L —20)]

XY ND—2U %8 (NAS)

Y RD—OEHEARNL—T (NAS) 2&BET/NA AELTHERATIHEEE. )7tz7b‘ﬁ%IJBEéntuz7énrJE
BICREL, N—RFAAITOBEEEZENCTAHEEZBHOLET, AsEBR. EFFTREZRETH O
ICNASICE#HR T2 00y ND—o770O0RJLELT, SMBERIALE T, SMBOLBIO/N—23 > (108K
200 TRREFIVFTFARBEHNBHEEAFTEAN, HLWN—=232 1E) TREF2IVUT 1 PEBEESLHREE
TEnBiESH, AERETHLWAN-—Sa 2RI LE2HHOLET,

AisEBZRY ND—OHBICELHETZEE OEYIRSMBOERE O FEMIZ DL Tk, AXIS 0S knowledge base (AXIS 0S
HFEBAR—2R) T TNetworkshare (RY AT —2RE) 1 BSRBLTLEE,

AXISOSN—2 3> Webf >R —T7 T —ADFRE/NA

7.10&k V) B [Setup(E&XE)] > [System Options (> AT LA T2 a )] >
[Storage (A R L —20)]

>7.10 [Settings (& ZE)] > [System (22 AT A)] > [Storage (A b
L—=2)

2109 [System (32 AT A)] > [Storage (A M L —20)]

SEOES{ILI Y AKR—b
CSC#3: T— X IRE

AXIS 0S 10.10LA B8, AxisZEBR I Y PHRBEOBBILIIVAR—RNEZHR—FLTVET, #E#ROBWVWEANITI A
R—RNRENEETFAENZBETERVRSICTR LS, COMEEXEFERAIZICEEHHOLET,
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HAENZt
AXISOS/IN—= 3> Webf X —T I —ANHRE/NA
7.0k V) B ZHsL
> 7.10 ZXEL
> 10.9 2

FP7Vor—<,3aZ (ACAP)
CSC#4: BFEDEEEYV TN DITFDEFITFHERE

ASREBICT 7V Tr—232 27 Y70—-RLT, BEBEZILKRTEET, ThSNE<ICR. HEOHAEZR
EIZLOOMBEOI—HF—AVEZ—TI—ANFRBLTVET, P7UT—3 2, AXSOSH AT
PEFIVT I BEZEATIEENHYET,

MisERBICIK, AxisEF I UT 7 BREET/N(ASDM) I > TAisHF AR L EEROT7 7V r—>arf7ug—R
ENTVET, AsP7UTr—23a>OFMCDVTIE, axiscomT T 2 #8852, #SBLTLEE,

B—RN—FAROTTIT—23058E, BERETANOBRNSTOEFIVTAICHTZARDORET
ZERBLUIEY, —ROBRARNTZI9TAAQEFIVFTARARETLICH > THREEATVZAESHILDOVT
RUE—ICBAVEDELE TR CEZRBHDLET, Y—RN—FAROTTVT—23 2 TROHN SIS
M, Y —RN—FTI1RHORVA—CEERETIBENHYET,

EETED TV —23a00ia%EBEL, FALTVWEVWTIUS -3 EAXSEBN SHIBRT R L
EBHOLET,

AXIS OS/X\—2 3 > Webf 2B —7 T —ADFRE/NA

7.10& V) B [Setup (X 7E)] > [Applications (F 7V r—=<r 3 )]
2 7.10 [Settings (X XE)] > [Apps (7 7" V)]

> 109 7Y

FRALTVWEVWY—ER/BeEEEEDICTS

CSC#4: DEDEEE YV TN VI TFDEFITHRE
FALTLVWEVWY—EAXKEN ESICEFI )T LEOEBRICEZDITTREDY FEAN., THEEURAI%E
BETH2EHIC, FALTVEVWH—EAXBEZEBNICTZ L E2H#OLET., FALTVEVWEESICEMIC
TEDH—EAEHEDOHMICODVTE, COFEFEFZRAEDTIEETL,

FRALTVWEVWYERZXY ND—9KR—B

AXIS 0S 11250 %, AXISS3008%% ENEHOZY NI —IR—KNEZHAELEEBICE, TYNT—IR—KNDOPEL XY

RO—OKRZT74YODOEAZEMITRIATIVARABTEATVET, FALTVWEVWRY RD—JR—-K%Z
BELTTIOTATOERRICTDE, ERBZEFAVFTAURINELUET,

AXIS OS/N\—2a > Webf > B2 —7 T —ADFKRE/NA
7.10& V) &l ZEBL

2 7.10 ZHBL

> 11.2 [System (2 AT Ar)] > [Power over Ethernet]

18


https://help.axis.com/axis-security-development-model
https://www.axis.com/products/analytics

AXIS OS Hardening Guide

XN 1L

XY NDO—oEZ7ORNIN

Bonjour, UPnP, ZeroConf, WS-Discovery, LLDP/CDPZZEMBRHEZ7ORNINIEE, TY RT—U L TAGSEBE ZDOH —
ERAEZRBRICEODHSNDEDICTEDHR—NY—ERATT, ZEEZEALTYMSICEML =%, B0
ZEMIILT, AMsEBNFRY RN —VLTEZOREEZBHALABVKRSICTR L EZHEBHLET,

AXISOS/N—= 3> Webf R —T I —ANHKRE/NA

7.10& V) B [Setup (R%XE)] > [System Options (> AT LF T2 3]
> [Advanced (F£#E& %] > [Plain Config (7L — >/ 5% €]
> [Network (& ¥ k7 —7%)] > [Network Bonjour Enabled,
Network UPnP Enabled, Network ZeroConf Enabled, Network
UPnP NATTraversal Enabled (2 ¥ & — %7 Bonjour & .
XY RD—=2UPPER, XY K —ZeroConfERD,
XY N —%UPnP NATTraversal & %]*

EA Y4

2 7.10 [Settings (RXXE)] > [System (2 AT A)] > [Plain Config
(7L —>8&E] > [Network (R ¥ M —%)] > [Network
Bonjour Enabled, Network UPnP Enabled, Network ZeroConf
Enabled, Network UPnP NATTraversal Enabled (XY R —2
BonjourB%, &Y ND—2JUPPER., XY T —7
ZeroConfE %, &Y N — % UPnP NATTraversal & %]

[Settings (X E)] > [System (3 AT A)] > [Plain config (7°
L —> 8% 7E)] > [WebService (Webt —E R)] > [Discovery
Mode (# H E— R)]

109 [Settings (% %E)] > [Plain Config ('L — & E]> [ Y b
7 — %1 > [Bonjour Enabled, UPnP Enabled, ZeroConf Enabled
(Bonjour &%, UPnPERN. ZeroConfA %h)]

v

[System (2 AT A)] > [Plain config (7L — > & E)] >
[WebService (Webt — £ R)] > [DiscoveryMode (#& HE—
R)] > [Enable WS-Discovery discoverable mode (WS-Discovery
BRETREE—RZEMICTS]

1.1 System (2 AT L) > Network (XY & —%7) > Network
discovery protocols (X ¥ N —2#E7°'0 ~J)L) > LLDP
and CDP (LLDP& & T*CDP)**

v

*C DBEEFAXIS 10120 S HIBRE h, ThUBED/—Z 3 TltEFTEEEA,
“|IDPECDPESENIC T BE, PEBEHYR IS T —2I NCEHET BTN B ET,

HOWTLS/N\—2 3>
MsEBZABREICEATIHIC, A< THRYNICE>TVS, EF2T7THRVISN—23 2 2 &N
CT2LezB8HLET, BE., VNSN3 DR@FF7AIILRNTEMNCAE>TVERTH, TIS128 KT

TSI13EFERKLTWEWH—RN—FTARHOT 7V T—2 3V ICTHEBREERETDILEDHIC, ANKET
BHMCBE>TLVRARMENBYET,
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BEAXN st

AXISOSN—2 3> Webf >R —T7 T —ADOFRE/NA

7.10& V) B [Setup (RXE)] > [System Options (> AT AFZ > a) >
[Advanced (3¥#8)] > [Plain Config ('L — >/ §%7E)] > [HTTPS]
> [Allow TLSv1.0 and/or Allow TLSv1.1 (TLSv1.0/TLSv1.1% §F
AT D)

>7.10 [Setup (E%FE)] > [System (3 AT )] > [Plain Config (7°L —
>/ 5% 7E)] > [HTTPS] > [Allow TLSv1.0 and/or Allow TLSv1.1
(TLSV1.0/TLSV1.1 Z FF AT & B)]

2109 [System (2 AT L)] > [Plain Config (7'L — 2 8¢ %E)] >
[HTTPS] > [Allow TLSv1.0 and/or Allow TLSv1.1 (TLSv1.0/TLSv1.1
ZFFATB))

AROVTRNITFT12—RE

ARIVVTRIFAZ—BEAODTIVLEARENICTZHLEZHBOLET, AOUTRIF12—EF. K57
DA—FAVTEFNYIODBENTOHKRMMAL T,

AROVTRIFARZ—GAXSOS 10D SHIBREN, ThIUEBON—a > TCRERERATEEREAS

AXISOSIN—2 3> Webf >R —T7 T —ADOFRE/NA
7.10& V) B ZEEL
27.10 [Settings (X 7E)] > [System (3 AT A)] > [Plain config (7°

L —> 8% E)] > [System (> AT A)] > [Enable the script
editor (editcgi) (RO U7 NI F 4 & — (editegi) & BXD

93

2 10.9 [System (2 AT A4)] > [Plain config (7°L — > §&E)] >
[System (22 AT L)] > [Enable the script editor (editegi) (A7
U7 NIF 42— (editcgi) ZHRIC T B))

HTTP(S) ¥ — /N —A Y H —

FT7FILBNTR, AXsZHERFR, XY RND—0LDITA4T > NEDHTIPS) FEHEFIC. iﬁ,E@Apache&SJ{U"OpenSSL
N—a>aEBHALET., COBRIE. BEDANSOSN—23aVICB T2 REBROMBBUEO K V) EFMAELAR—B
ERETZ S, XY RNID—IEFIVTFARAF Y F—2EHNICHERIZBERICERNTT,

HTTP(S) H—/N—A Y Z—&ZEMIZ L T, HITP(S) #%#wﬂiﬂ@i‘ﬁ?sﬁ?&ﬁb? ENTEET, EEL, KEZ
BICRHOREICES, AsH BT HEICH > TEBERETIEAICOEK, AVH— %ﬂwk?é &
EHEOHLET,

HTTPS) H—N—AY X —BERICTBD A7 3>k, AXISOS 106 A SERATEEY,

AXISOSIN—2 3> Webf >R —T I—ADFKRE/NA
7.0k V) B ZE%L
2 7.10 [Settings (X E)] > [System (22 AT A)] > [Plain config (7°

L —>8&%E)] > [System (22 AT A)] > [HTTP Server Header
Comments (HTTPH —/N—A Y X —T X N)]

2 10.9 [System (2 A7 A)] > [Plain config (7L — 5% E)] >
[System (22 AT Ls)] > [HTTP Server Header Comments (HTTP
H—N—AY X=X N)
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XN 1L

HE

ZYRD—INATBEDAGEFABERETRRTE, EEAMNS LTI A THEFT 7 4L KN TEIMEC
BoTUET, BFRENAERBAL, BANLADCIBLENG)ET, Misq Y A—NLPZY h
D—GAE—N-BE, EEAMDE A IRENEEBMETSH HAGRATE, ERBENTT FLRT
AHCE>TUET,

EEHREEEALEVERR. BMICIZLEZHBHLET,

AXISOS/N—2 3> Webf >R —T I —ADKE/INA

7.10& V) B [Setup (F&ZE)] > [System Options (/7\TL\7.1'7°/ av)s
[Advanced (#%ﬂ]nxm)] > [Plaln Config ('L — > 8&%E)] >
[Audio (F )] > [Audio A* (FFA%)] > [Enabled (B %h)]

> 7.10 [Settings (& )] > [Audio (& 75)] > [Allow audio (F7F &
)]
> 10.9 [Audio (F7)] > [Device settings (7°/\ 1 AFXE)]

SDHA—RKRAAOY b

MsEBRFREE, EFFAREOO—AILIVZARNL—PZ2RHEIDZDEDHIC, 1BHULEOSDHA—REHR—KLT
WET, SDHA—REFEALEVEEEK, SDA—RAOY M EXLICEMCTIE2B#HOLET, SDHA—RA
OYRNEEMCITDAT I E, AXSOS980LAEN SERTEET,

SEMIZ DWW T, AXIS 0S knowledge base (AXIS OSEIEE AR — R) T T Disabling the SD card (SDH— R & EMIZT D) 4
ESRBLTIKEZ,

AXISOS/IN—2 3> Webf > 2 —T7 I —ADOHRE/INA

VALESDRE:T| ZEBL

27.10 [Settings (R&E)] > [System (:/ 7 A\)] > [Plain config (7
L —>%&%E)] > [Storage (A N L —=7)] > [SD Disk Enabled
(SDF* 1« AV B %h)]

2 10.9 [System (2 AT A)] > [Plain config (7°L — 2 & E)] >
%torage (AN L —2)1 > [SD Disk Enabled (SD7* 1 RV &

)]
FIPPOtA

FIPlE, RTINS 2a—F4F0EFNYITOENICOKMERAE D EF17THRVEEZ7ONINLTT, FIPTY
TAFAXISOS 111D SHIBRE R, ThUBON—3a > TRERATEERA, NZTIINP2—-—F14JDOEMNT
&, FIP7OERAZEMIIL, EF1T7HSSH7 VLA ZFERATZ L 2H58OLET,

SSHOEEMIC DWW T, AXISOSTR—ZR I T TSSHP O £X, #SRBLTLKEET W, APEFERALEFNY I AT 3
COEMICOVTIE, AXSOSTR—ZILT TFAPFZO X1 #5BLTLSEEV,

AXISOS/N—2 3> Webf X —T I —ADKE/NA

7.10k V) B [Setup (RZE)] > [System Options (> AT LA 7> a)] >
[Plain Config (7"L — >/ 8% )] > [Network (X ¥ N D —%)]
>[FTP Enabled (FTPF %h)]

>7.10 [Settings (R E)] > [System (> AT A)] > [Plain config (7°
L —>8&%E)] > [Network (X ¥ N2 —%)] > [FTP Enabled
(FTPE )]

> 109 [System (2 AT A)] > [Plaln config ('L — 8 E)] >

[Network (2 ¥ k2 —%7)] > [FIP Enabled (FTPA %h)]
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XN 1L

SSHZ 2+t A

SSHE, RZ7N221—-F42JETFNYIORNICOXBERENZ EFIT7HRERFZ7ONIILTT, AXIS0S 550
UBOAISKBETHR—RENTVET, SHY VEAZBMICIT DL EZHBHLET,

SSHEBRLEFNYITATSa > OFMICOWTIE, AXS 0S knowledge base (AXIS OSHIF AR — R) T
FSSHaccess (SSH7Z 2 X) 1 #SBLTLIEE W,

AXISOS/IN—2 a > Webf R —T I—ADFRE/NA

7.10& V) B [Setup (RZE)] > [System Options (> AT AF 7> a ) >
[Plain Config (7L — >/ 8&E)] > [Network (F ¥ KD —7)]
>[SSH Enabled (SSH& %h)]

27.10 [Settmgs (&) > [System (> AT A)] > [Plain config (7°
L —> %% E)] > [Network (¥ N —%7)] > [SSH Enabled
(SSHE %)]

> 10.9 [System (= )] > [Plain config (7'L — > 88 E)] >
[Network( I\ —%)] > [SSH Enabled (SSH& %h)]

Telnet7 VA

Telnetld, RZTN21—FAVTEFNYITOBNOKXICERAEND, X217 THAVBEZ7ONIILTT, AXIS
BETHR—RENTVET, Tenet 7V EAZEMICITZ L ZHBHLET,

0S 550k WRIMD/N— 3> O AxisZk

AXISOS/N—2 3> Webf R —T7 I—ADEE/NA

550k V) B FIEIZ DWW TIE, AXIS 0S knowledge base (AXIS 0S Hl 55
AN—2R) T "Deviceaccess (F/V1 AT O tX)) SR
LTLKEEL,

7.0k V) Bi ZAEL

> 7.10 ZE%L

> 10.9 ZHsL

ARP/Ping

ARP/Pingld. AXISIPUtilitym EDY — )L ZFEHL TAXSEBDIPT RLAZRETDHETLE, Z DHEEFEAXISOS
7100 SHIBRE N, ThEBEBON—2a > TRHREATEEE A, AXISOS7Z.I0ETO/N—2 3 2 2 E L EAKSEKE
Tlk, COMBEEEMICTDILEEBEBHLET,

AXISOS/N—2 3> Webf >R —T I—ADFKRE/NA

7.10&K V) I [Setup (§&ZE)] > [System Options (¥ AT AF T2 >av)>
[Advanced (F¥#1Z& )] > [Plain Config (7L — > &&5E)] >
[Network (& ¥ k77— %7)] >[ARP/Ping]

>7.10 aé/ 5L

> 10.9 EEBL

IP address filter (P RLA7 1 J)L2—)

CSC#1: LEDEED A NN EEE
CSC#4: DEDEEE YV ZNDVIFDEFITHERE
CSC#13: RY NT—ODEBE G
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HAENZt
PZRLRAZAINRITICKY, REBOIZAT M ASEREBICT IV EARATIOEHEET, RFFHD
?/hv IRARNDIPFRLAZHFTTDH, REREOZXYRNT—IKRARNDIPPRLAZERTTEDELSIC,
REEREITREEZHHBHLET,

P7PRLAZHITTZDHEE, TIXTOERRBZFHRODIZATNVMSH—N—CEBISATUONZUAR
CEMLTLSEEL,

AXISOSN—2 3> Webf >R —T I —ADFRE/NA

700k V) &l [Setup (R%ZE)] > [System Options (2 AT LAF 7> a3 )
> [Security (2% 2 1J 5 )] > [IP Address Filter (IP7 R L
A7 14I)NE—)]

2 7.10 [Settings(&% E)] > [System (2 A7 Aa)] > [TCP/IP] > [IP address
filter (P7 RLAT7 1)L X—)]

> 10.9* [Settings(8% &E)] > [Security (2 2 'J 7 1 )] > [IP address
filter (P7 RL A7 14 )L Z—)]

*AXISOS NIKBED /1 —Z 32 Tk, IPFRLRAZANE—DFHLVFIAN—ID I 7L T I2—NICEE
BEISNELL,

RAMNRK—=ADTF7PAFTI#4=)

CSC#1: LFEDEED A NN EEE
CSC#4: BDEDEEELE YV 7N DI TFDEF+FITER
CSC#13: RY NT—ODEHEHH

d—H—k, 774704 —)LEFERAL T, IP7 RL AFKI(ETCP/UDPR— h§ﬁ17A4x«mAﬂ 1Y
VEBEHTDIIN—INEZERTDIENTEET, LENF 2T, EROBWVWI T AT M AxisE Eiﬂ; J:a)
BEOY—FERAILTIVEATE2OEMBS ENTETT,

T7ANRNRUD—% "HE, CRELESE, #ROBDINTOIZATU N WSKLVERIZAT
PR)RR-—RNEBFUANIEML TSEEZL,

AXIS 0S/S—2a > Webf > RA—T7 I —ADEE/NA

> 11.9 [Setup (RZXE)] > [Security (2F 2 1) T «)] > [Firewall (7 7
T o=

HTTPS

CSC#3: T— X IRE

AXIS 0S 7.20 AR D Axis3EB Tldk, HTTPB KTHTIPSHA T 7 AL R TEMICE>TVET, HTIP 7V ERARKBS{tE h
TWBRVWEHEFITTEHYEBAD, HTIPSK I SA T NEAKSEBRNO NS 71 v U EBELLLE T, Axis
BEOIXNTOEBEZRAVICIEHTIPSZHEATZCEEZHHOLET,

BREFELCOVWTR, EZZRLTLSEZL,

HTTPS @ Jx

AxisiREBlE, HTIPSO X ZFEHTADRSICHEET D EZHBOHLET HTPT IV AT H), <hIZ&KV), HSTS
(HTTP Strict Transport Security) A" BB ICEMICKY, EBOEF1VF A FESICALELET,

AXIS 0S 7.20L0F%, AxisEEBICFECERIHAEN FTBLTVET, BCERAHEIRTLEBTEEELAN., W
3R E%v“ﬁﬁgﬁwmﬁﬁﬁféuV%AmeﬁﬁLt#l)L VHEATBIZRTHTT, AIEETHN
&, BECEZAHEEEHIBRL., BIRUEPKEBEARKITLEBYABEENEVSA T NIBECBERIIHNE
AdHY)ET, AXISOS 10,1050, B ELLHEIXIEEE802.1AREF 1 7 F/NA/ ADFIFHEICEE A ShEL =,
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-9 N: T4

AXIS 0S/N\—2 a3 > Webf >R —T7 T —ADOFRE/NA

710k V) B [Setup (EZJE)] > [System Options (> AT LA 7> 3a) >
[Security (25 2 1J 7 1 )] > [HTTPS]

27.10 [Settings (% 7E)] > [System (2 AT A)] > [Security (2 1
1) 5 4)] > [HTTP and HTTPS (HTTP# & TFHTTPS) |

> 10.9 [System (3> AT A)] > [Network (XY K —%)] > [HTTP
and HTTPS (HTTP& & TFHTTPS)]

HTTPSK§ &

AisEBIE, TIS128 RUTS13BEBERAS— RN EHR—RNLEAL T, HTIPSEHRZEF 21 T7ICEEKLET,

FERTIZRHENISN—2IVEBERASM—RNE, AMSBEBICERTDITATURNIK2>TERY, TRIZKE
CTxA2I—>avEhExd, AXSOSOEHEFH TR, AsEBETHERATAESEESOUARNNIEFRE 315
EFBYNETHN,. EROESREFIZTEETNERA, BEERENLTER, AdsEBZ THHAROREICRT
A, A—HY—REEZFHTITS > CLICLY, I—F—HFHABRITIHSENF HVYET, AXISOS108AE T, 1—
H—HAAXSOSOEFZTH>E, BEOUANNBHNICEFRENET,

TLS 1.2 F

TS12U T2 A TZEE. AsEEOBRHERICHERAET NBHIIPSEE Z2EETEE T, BIRTEHHBESICH
BEL&*%U&E/M“\ TFIAVF4BIEOED, LTOVThAEERIXNTOBRIBEESEERTZ &
ZHEHLET,

ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-AES256-GCM-
SHA384 : ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-POLY1305: ECDHE-RSA-CHACHA20-
POLY1305

AXISOSN—> 3> Webf > B—T7 I —ADHRE/NA

7.10& V) Bl [Setup (RZRE)] > [System Options (> AT LA 7> 3 )]
> [Advanced (F#15% )] > [Plain Config (7°L — > &% E)]
> [HTTPS] > [Ciphers (F& &)

2 7.10 [Settings (& E)] > [System (> AT A)] > [Plain config (7°
L —> 58 5E)] > [HTTPS] > [Ciphers (R 5)]
2109 [System (2 AT A)] > [Plain config (7°L — > & E)] >

[HTTPS] > [Ciphers (B 5]

TLS 1.3
T7FLRTRE, TSI13HRICH > LRI BEEAN—RNOASERATERT,

TLS AES_128 GCM SHA256:TLS CHACHA20 POLY1305 SHA256:TLS AES 256 GCM SHA384

CNESDAA—RREI-—H—HFREITDERTERLEA,

FovAOJ

CSC#1: LEDEED A NN EEE
CSC#8: E&ZEOT D EH

TOERAOJTR., AMsREICT VAT RI1—H—0OF MOV ERETZ -0, EEET VRO MNO-ILE

BOAMANBHICHEYET, COBEZEMICL. UE—Rsyslogh—N—EHAEDLE T, AisEENOY
EHRROOJREBICEFETEDRDICTD L EZBEHLET, ChiZLY, OIXYE—DORFELEED
REHBArERtchEzd,
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FMIZ DV T, AXIS 0S knowledge base (AXIS OSHIFE AR —R) T " Device access logging (7/V1 X 72 X O7) 4
ESRBLTLSEE,

AXISOS/IN—= 3> Webf R —T I—ADHRE/NA

7.10& V) @I [Setup (§XXE)] > [System Options (> AT AF 7 a )] >
[Advanced (F¥#5%E)] > [Plain Config (7L — > E&5E)] >
[System (3> AT A)] > [Access log (7 7 £ AO )]

710 [Settings (FXFE)] > [System (3 AF A)] > [Plain Config (7"
L —>&&%E)] > [System (2 AT 4)] > [Access log (7 7 &
A07)]

> 109 [System (2 AT A)] > [Plain Config (7L — > 8&E)] >

[System (2 AT A)] > [Access log (7 2 A0 )]

NENRETABLET IS —

CSC#1: LEDEED A NN EEE

CSC#12: RYNT—O 42 TSRS OF+—DEE
Axisld, AxisEBEDYEMNGREEZEILITDEHIC, 723
A4 Y FERBELTVET, ChSsORSMY Flk, L%
ABEHPEEEEXDZENTEDLSICLET,

ERATERRETAMBLET VLSV —OFMBICOVWTR, ATZ2SRLTSEE L,

COTOEY)—E L TYENEEBAIRETAR
RUH—TE, BIRLEIZA T MIAGSEKE

o AXIS TA8501 Physical Tampering Switch
® AXIS Dome Intrusion Switch C
o AISKRFZRXAYFA
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RGO FIEGE, ETHBLTLVRRILORNEY JIZETVWTVWET, LEL. F7AILRNBRCEERHY
BREFIEZAGEREICERERATD LRI TERTY, LRBULONRIIIR I A—OH T/ FI—2
B, IVRI-—Y—ll, BEBLBIMATIFARNZIFY—RRYRND—IAVTZANZIVF ¥ —2HBE
MICEHIBENFGWVET,

A=Y MOBHEHRTS
CSC#12: RY NT—O 4> T7SIARNZOF+—DEE

AxisSEBZ/INT U Y IWeb B —/N\—& L TABL & TOMOEETRHADISA T NIEBADZRY KT —
777t1%%ﬂbt”?6:t@ﬁ%wbiﬁhoWBE@%bTUKU FrRERMASEFFICTIEA
TRIMVENHDPRBEFZABREADEEE, AXIS CompanionZFRATH L E2HHOLET,

AXIS Companionld . Windows/i0S/Android 7 ZA F 2 RY 7RV IT7Z2HEALTHY, BHTT., AkisREZ A > X —
XY RNIARTR LB, EFFICEFITICT IV EATDERLEFEERBELE T AXIS Companion @ FEAA 1
DWT k. axis.com/companion® B L T &\,

x

/
VMSEFER T2 IXNTOEBIEE. VE—RNEFATIVELAICETIRARNTZI9T 1 AICDOVT, VMS
RUZ—ICEVWEDETLSEE L,

XYRND—OADELHZSHPBRTS
CSC#12: RY NT—O 42 TSNS OF+—DEE

ZYRND—IOANNDBHVAVZBRIZD—MBOEFERE, XY RND—O%E b
Eﬁﬁ)?U’T 2arvEYBANSLTRENICKRETSZ LTI, ;034:9754/73

D=3 ofleLTR, EFABERBYTIRNTIIT WS, XY RD—2EFALI—4— (NVR) O &
75‘\ ERMERENBYET,

AxisKiEBE, BBEA VT AR IFY—, BETTUTr—232@, 2BXY NI—IUREIRARY ND—=UIC
BREChATVEVO-—NLRY RNV LLRBEIZCEZHEHHLET,

EXNBRCEERATRICRE. 2EBOXYRND—VEF1UTAXNZXLZENLT, O—AILRYRD—V&
EQAVTZARTZIOFY—(—8—, AAVF)EFET VAN SRELET, COLSIBAN_AXLDHIE
LT, VIANEI XY NME, BIRFEIL—FT A THEE, Y4 NEATLEBWANT VEZAAOREBTS A R—K%Y
RI—=DWPN), RYRND—=DLAY=2B7 74T 75—, PUOEAOARA-NILNVAKN AC) BEHFHWET,

EXANGBILEILRTDICE, TA—TNTYRNAVARIDAVRBARKBE, LUBERRY NT—U1K

BEFEZZERATRCLEZHBHLET, ChiCkY, XY RNI—TJALC-BELLIENEERRBENEME A E
Fo XY RT—VDRBILZIRIDICE, BEADYTRIVITRN-RIVITTTIAT U ANYBETT,

XYMND—VDRBHUEDORAF v >

CSC#1: BEDEED A NN UEE
CSC#12: RY N T— 7%/77/?/\775‘1’ DEZE

FYRD=0EFIVUTAAF Y I —Z2FEAL T, XY RNV —VRBORBUFTMERTTERT, RBEUEFTM
DENE, BENSEFIVTARBUPREIAZERNICEEITDZLETT,

AisKBEZTDBREA V7 ZARZVF Y —ORBUEFMEZERNICKRITIZDCLZHHHLET, AFv >

ERBITHHEIC., FATEDRFOANSOSN—23 (ITSELEETIOTAT RS Y D)IC, AXsEBNEH
ENTVWBZEERIALTLEEL,
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Fh, AF ¥ ULAR—NEHERL., AMsEENBRANBRREZRATEILEESHOLET, ChIZOVTIRE,
CAXISOSHEGE MR F v F— 4 K1 BBBUTLKEEV, LR—FMEBMOOXY NEALTTFRIFTY N
AL T, axiscomT TAxis P A— A~ ICEFLTLSEEV,

SETCEZ> . \FRESR (PK)

CSC#3: F— R IRE
CSC#12: RYNT—O 42 TSIRSOF+—DEE

NTVYODFRIERTSAR—PNORIAB CA ICK>TEEE N, BREENEWeb H—N—SIBEELIVZAT N
BHEZAEBICEATDCLZBHOLET, EEFI—UNRIAETNI-CABRIBEEF, HTTPSTERT DB
7SO —HENEENEBVRSICTHINDICRIEETT, CABENEXEHERK, XY RND—UTFT €A
OO INAQVYUI—23 0 BBATRIERICE, AMSEENDEEMEZRIELET, ChiCk, AxisEE
CARYTELEIDEI—ZFZ—DSOREQDI)AINERENET,

A KA K D CAY —E AN FE T B AXIS Device Manager 2 AL T, BENEEHAEEAGEBICRKITTEET,

EI_I‘I

IEEE 802.1XXY RD—9F VA O—-)

CSC#6: PO BRI ANO—ILDEE
CSC#13: RY NT—ODEHELH

AxisZB Ik, EAP-TISHRIC K BIEEE802IXAR— MR —ADZY ND—0TF7 VA MNO=)ZHR—KMLTWFE
T, RELZFRBOLDIC, AMsEEZRIATAIRIC, EETEDIRIAR (CAICK>TREREENEIZTAT M
HEZFRAITHILEHBBOLET,

-
El-l

AXISOSIN—2 3> Webf B2 —T I—ADFRE/NA

7.10& V) B [Setup (§X5E)] > [System Options (> AT LAFX T 3 V)] >
[Security (25 2 ') 7 )] > [IEEE 802.1X]

27.10 [Settings (§XXE)] > [System (22 AT A)] > [Security (2F 2
1) 5 4)] > [IEEE 802.1X]

> 10.9 [System (32 AT A)] > [Security (2% 2 ') 7 1)] > [IEEE
802.1X]

IEEE 802.1AE MACsec

CSC#3: — R IRE
CSC#6: PO BRI ANO—/ILDEE

AxisD & £ 802.1AE MACseclC IS L TVET, chiFBHBICERES N ARY ND—270KJLTHY ., XY K
D=L AV —2LEORARNY—FRLANDA—FZRY NI OZBENICREBL., 2200KRANEOF—2%
EOMEMETLUERRLET. MAGeckRY RD—I AR Y IVDERWL A V2 TEMETZ D, XA4T147
ORESBEZRELAVRY NO—27'0 )L (ARP, NTP, DHCP, LLDP, CDP&E&E) I TH <, BELHEE%E
BHETZ2ZY ND—070OKR30J HTTPSRTLS) CEAZRICEMOEFIVFALAVY—2EHLET,

IEEE 802.1AF MACseciRIE Tlk, FEI TR ETRE A E HAEF — (PSK)/EMICAKE— R &, IEEE 802.1X EAP-TISz ¥
AVEFEAITZIEBVAZ—1EY 3V [FWNCAKE—RD2DDEET—RICOVTREBRLTVWET, AxisZE
BREAFAOE—RICHBELTWVWET,

802.1AE MACsecDE¥#I & . AXISOSEEB TOEREFREIZ DWW TIE, AXISOSFL Y R —ADIEEEG2.1AEE BB L T
<EEW,
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IEEE 802.1ARtEF 2 7 F/X4 AID

CSC#1: BEDEED A NN EEE

CSC#13: RY NT—O DEHRE T

Axis Edge Vault BB D AxisEBF . XY N T —UZEEEE 802 1AREHR— KL TVET, Chic&kt), #iE
BICTFNAARILA VAN =ILEND—ZEQABAETHDIAIsT/NAADZENL T, AXisEBEZEZY ND—F
BB DEFITIEAVR—FTA I TERT, BE2EBTNAAFR—=—FT12T0HICDVTIE.

T Secure integration of Axis devices into Aruba networks (Axis & DAruba R Y N T— O \NDZ2&#ES)1 2SBL T
<EEV,

FMIZOWTIE, R4 MR—/V— TAxisEdge Vaults ZZBL TS EEV, AisEB D 7 /N1 AIDERIET D
TS ICEHE B Axis Device DEERREF I —2 2 X T2 O—RTBICIE, axiscomT TL\GEEL AT A,
BSBLTLSEEW,

SNMPEE1R

CSC#8: EEODEE

AxisEE (. ROSNMPZORINEZHR—RMLTVET,
¢ SNMPvI: LA —LEOBATOHOHYR—rENTLR Y, FALBEVTIEZL,
e SNMPv2c: REENERY ND—V I XV NTHEATEET,
e SNMPv3: ERENTOEAZHBHLET,

Axis¥E & (& MIB-Il & Axis Video MIBOEEREHR— KL TVWET, AxisVideo MIBERX T O— RFBICIE, AXIS0S
knowledge base (AXIS OSHIFE AR —R) T T Axis VideoMIBy S BL TS EE V),

AXISOSTSNMPZREE T B FEDFMIZ DV T, AXIS 0S knowledge base (AXIS OSHIFEAR —R) T
T SNMP (Simple Network Management Protocol)y ZZ B L T &V,

AXISOSIN—2a > Webf > RZ—7 T —ADFRE/NA

7.10& V) B [Setup (RZE)] > [System Options (> AT LA 7> a)] >
[Network (XY b —7)] > [SNMP]

27.10 [Settings(§XTE)] > [System (32 AT 4)] > [SNMP]

> 10.9 [System (22 AT A)] > [Network (R Y KT —%7)] > [SNMP]

1) &— Bsyslog

CSC#8: BEEO DEHE

IRTOOTAYE—SZBEELL THRDsyslogh—/N—ICREETDKSIC, AsSEBERETEE T, Chic&k
WEBENBRZICHEY, ERMIC., BEERE T, FEEERETFIC, AMEBTAI XY E—DHNHIBREND 0%
BLETEERT, REORVI—ICX2 TR, XFEOJVORFHBEERIZELEETEET,

EFRETFEBAXSOSN—=23 2 TUE—bsyslogh —N—ZBMICT B FEDOFMIZ DV T, AXIS 0S knowledge base
(AXIS OSHIFEANR —A) T TSyslogy ZS5BL TS EE W,

AXISOSN—2 3> Webf >R —T7 T —ADOHRE/NA

7.10& V) B FIEZDWTIE, AXISOS Portal T "Syslogy #S 8B L T
<EEV,

>7.10 [Settings(3%%E)] > [System (2 AT L)] > [TCP/IP]

2109 [System (32 AT A)] > [Logs (A )]
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X 21FPEFAFAANY—Z> % (SRTP/RTSPS)
CSC #3: — X IRE

AXIS 0S 7.40LAB&. Axis3EiE [ESRTP/RTSPSE ERIF NBRIPBREANDEF 1 7EFAARNI—Z 0 J &2 HR—KNLTVE
9o SRTP/RTSPSIE, EF 217 IV RY—I ROBEHSILEhLEEEFZZEFERAL T, BRBFLADIZFAT N
DHINMASKEDN SETFTAN)—LZZRFETEDLSICLET, EFAEES AT L (VMS) 4SRTP/RTSPS &

R—KRLULTWBEHEAE, SRIPRISPSZEMICT B L Z2HBHOLET, FATETHENIE, FEFERIPEFHF A
K= 0RbDYICSRIPEFEAL TS EE W,

i
/
SRTPRTSPSIFEFAARN U —AF—E D HEZBBILLET, EERERXRAI TR, COXATOBEEEZRES
KTBEHICHTIPSO A ZBMICTHEZ2HBMOLET,
AXISOS/N—>3a > Webf R —T I —ANHKRE/NA
710K V) B [Setup (FXJE)] > [System Options (> ATF ALAF 7> a)] >
[Advanced (F¥#E% )] > [Plain Config (7L — > §&E)] >
[Network (& ¥ & —2)] >[RTSPS]
>7.10 [Settings (EXTE)] > [System (2 AT A)] > [Plain config (7°
L —>8&%E)] > [Network (& ¥ k77— )] > [RTSPS]
2 10.9 [System (2 AT A)] > [Plain config (7L — > 8% E)] >
[Network (&Y &7 —%)] > [RTSPS]
EEFEEFTH

CSC #3: T— X {RE

AXIS 0S 10.11BAB#, Axis Edge Vault Z FHE L cAxisEKEE, BENEETFAEYR—NLTVET, BEFEETTZE
FATRE, MSEBRETFFTANI—AIZBEZEML T, EFANRETAETATVEVZEZREREL, EFF
ZERUEREETENOR >TETOHMERIATEE T, EFFAERI AT A (VMS) FLERREREERS AT A
(EMS) l&. AXisEEBD SERBENEEFTOBV & SMERIATEIEELTERT,

FHMICOWTE, RTA MR—=/)N— TAxisFdge Vaults 2 BLTLKEE VN, BENEETFFTOET 5%
ZRIETHDEHICERE DAL — NEEAEZ R D13 (&, AXIS 0S knowledge base (AXIS OSHIFEAR —A) T
T Device access (F/V1 XA PO X) 1 BSBLTLSEEL,

AXIS OS/N—2a > Webq >R —7 T —ADFRE/NA

7.10& V) Al ZEBL

> 7.10 ZErL

> 109 [System (2 AT A)] > [Plain config (7L — > 5&E)] >
[Image (Ei{&)] > [SignedVideo (BB 4 & T 7))
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D4V DOAR2—RNHAR

D24V OR2—NH4A R

DAY OARAZ—RNHA RTIE, AXISOS551 LD /N— 3 > TAxisZE EE%%?%&%L%&?%%E#& BRE
NDBEEZRLET, COHARTEF., THHELTVSIBULICEITBDRNEY VERY EFTOVWERTH, vy
. T—ANAT—ATLREI OB EREEOREN VERERLEDH, MY EFTVWER A,

AXIS Device ManagerZ AL T, BEADIDARNNEOFVAZET, BHOAISKBEZEIL TR L ZHEBOHLF
T BBEOREICHOT VI —2a>a2FATIVEN HDHE. FEEPBOAGCEBOBILO AN HEKX
HEE. VAPXAPIZEATR L ZBBHOLET,

< DHDIEEZA

A2—ZXY NCEBRHELUEEXE

CSC#12: RYNT—O 42 TSRS OF+—DEE

AisEBE/NT VY OWebH—/N—ELTLBELEY ., ZOMOEETRADITA T N z§ ANDFRY NDJ—
DF OB AZHFALEYN TR LREBEOHLELA, FMHMICODVWTIEE, Z5HBLTL é

HBEONAD—K
CSC#4: BEDEEEY ZANDVITFDEFITHERE
CSC#5: P> NDEE

INTORELCHBONAD—RZEATZINOTRERELS, KECEILBABONATD—RZHEATILZEBLB
BHLET, FIRBICOVWTR, £Z2ZRLTKEETL,
EfF77tA

CSC#4: LRDEEL YV TANTDIFDEFI FHR
CSC#5: PO ADE.

BEE1—HY— O/ RABRERBETICEEOEFARREILT IV EATEDLSICTRHEEHBOL
TBA, FBICOVWTR, ZZRLTSEEZL,

X 1T7HRBEEEEDICTS
CSC#3: F— X IRZE

NADT=RABBSHEATICHEEE NBHTTPREARIARE, EF 17 TREVEER LTIV AL EZEA
b;”ﬁ@%?ﬁﬂf?éltuﬁiﬂ&bbiﬁho FHHICOVTR, Z3RLTKEETL, #EREFEICODVTE.
EZRLTLSEZL,

HW/X— 3> OAXIS 05
CSC#2: Y7 NDITFEEDA NN EEE

LISEERTIOTATRSYIOVWThAT, FATEERHOAXISOSN— a2 R0 TAGSEBEIRIET S C

LEBSBEOLET, EE550KITYITE, BFOEFIVTANYFENTBENF RtEhET, &F
MICOVWTRE, 283RLTSEZ L,

VAPIX APIIC & D EXM k(b

VAPIXAPIZERA T2 E, THEENTWVWBREY JICETVWTAGSEEEZBILTEEXR T, COXRTIK, AXsSEED
MAISOSIN—2 a2V ICBEBELS, IXNTOEARNBBILEREZRODIDCENTEET,

TFIVT A EBITDEDIC—BOBENGIBRENELD, BEEOAXNSOSN—23a > TR—FOXRENEHT

é&<t?fU6ﬂ%ﬁ#&U$vowmﬂo&b&%ﬁbttéLI7 ARELEBEE. T OBEENAXS
OSNN—2a>THEATERLSBE>TVWARIEEZRLTVSAEEN B ET,
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Z]:y

VAPIX APIRRTFH L

ZHL T EVRY NT—2OK— A TOPOEEFELSIC 4

Bhttp://ip-address/axis-
cgi/nvr/poe/setportmode.cgi?port=X
&enabld=no

EHLTVEVRY NTD—OR—ATODRY NT—2 A

*

AT v/ Y BRI GBS axis—

cgi/network settings.cgi

{ "apiVersion": "1.17", "method":
"setDeviceConfiguration"”, "params": {
"deviceName": "ethl.1l", "staticState":

"down" } }

Bonjour# M4 Z°[0 A /L & ZEZHIC B

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.Bonjour.Enabled=no

UPnP#H 70 N T/ EHEZHIC 33

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.UPnP.Enabled=no
https://ip-address/axis-
cgi/param.cgi?action=update
&Network.UPnP.NATTraversal.Enabled=no

WebService #8470 N /L & FEZ9IZ 9 B

https://ip-address/axis-
cgi/param.cgi?action=update

20Uy 2057 RER(03C) EREINIC TS

https://ip-address/axis-
cgi/param.cgi?action=update
&RemoteService.Enabled=no

REDSSHX > TF XTI 2R ELEXNICZ B

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.SSH.Enabled=no

REDFIPX>2 T XT T X EHINIC TS

https://ip-address/axis-—
cgi/param.cgi?action=update
&Network.FTP.Enabled=no

ARP-Ping IPF R L R ERE & BELNIZ T B

https://ip-address/axis-—
cgi/param.cgi?action=update
&Network.ARPPingIPAddress.Enabled=no

Zero-ConfIP 7 KL X RE EFELNIC I B

http://ip-address/axis-—
cgi/param.cgi?action=update
&Network.ZeroConf.Enabled=no

HTTPS D & & B XIIC T B

https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.admin=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.operator=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.viewer=https

TIS1.2B £ DTS 13D A EEFIIC TS

https://ip-address/axis-
cgi/param.cgi?action=update
&HTTPS.AllowTLS1=no
https://ip-address/axis-
cgi/param.cgi?action=update

SHTTPS.AllowTLS11=no
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Z]:y

VAPIX APIRRTFH L

TS12EF 2 FHESDRE

https://ip-address/axis-
cgi/param.cgi?action=update
&HTTPS.Ciphers=ECDHE-ECDSA-AES128-GCM-
SHA256 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-
ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-
AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305:DHE-
RSA-AES128-GCM-SHA256: DHE-RSA-AES256-GCM-
SHA384

LV HED S DIRBEEEFIIC T

https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.ActivatePasswordThr
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSBlockingPeriod=1
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-—
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPagelInterval=1l
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSitelInterval=1

pttling=on

ROUVTNIF 1 R—REEHENICT S

https://ip-address/axis-
cgi/param.cgi?action=update
&System.EditCgi=no

I—Y—=F O IO DELEFNIZTS

https://ip-address/axis-
cgi/param.cgi?action=update
&System.AccessLog=0n

ONVIFEEL K BH S DREEEINIC TS

https://ip-address/axis-
cgi/param.cgi?action=update
&WebService.UsernameToken.ReplayAttackProtec

rion=yes

KEDWeb1 > H—T7 I —I\NDF Iz XEMNIZ TS

https://ip-address/axis-
cgi/param.cgi?action=update
&System.WebInterfaceDisabled=yes

HTTP/OpenSSL Y —/V—A ¥ X' — & ZEX)IZ 3B

https://ip-address/axis-
cgi/param.cgi?action=update
&System.HTTPServerTokens=no

EEE1—FEPZT OB EHEINIZ TS

https://ip-address/axis-
cgi/param.cgi?action=update
&root.Network.RTSP.ProtViewer=password
https://ip-address/axis-—
cgi/param.cgi?action=update
&root.System.BoaProtViewer=password
https://ip-address/axis-
cgi/param.cgi?action=update
&root.PTZ.BoaProtPTZOperator=password
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BN VAPIX APIRRTFH L
ACAPT 7 r—= 3 2 FREE FBroot#léRD 1> X A DL 88K/ ip-address/axis-

cgi/applications/config.cgi?action=set
&name=AllowRoot&value=false

FEEBLACAPF ZUT—232D 4> X N—/L &< | http://ip-address/axis-
cgi/applications/config.cgi?action=set
&name=AllowUnsigned&value=false

* Tport=Xy D "X IEEBEDHR—NFSIZEEHLL TS ES ), B Tport=14 AR — N1 EHEHIZL, Tport=2 &
KR—R2EFEPICLFE T,

w 1, & Tethl1ly DEBDAR—ANEFBEICEERLT TSLEZ . A Tethlly K —MEEEGIZL, Teth1.2 *
KR—R2EFEGICLFE T,

N BMRAIZ20EO00 1 NFEKETEE, OS54 TFADIPFRLRZIOBETOY 2&hET, 30BDX—2F
BRI TEGD U OT RN EHTBENIZ, DoSTOY PHES/E SICI0BERENET,

AXIS Device Manager (Extend) (C &k » B X341

AXIS Device Manager & AXIS Device Manager ExtendZ AL T, THEENTLVB MEY JICETV TAMSKE ZBLT
EET CORETZT7ANEZBERLET . TORERK, CVAREATVRENERLUTT,

EXIVTAZRILTDLEOIC—MOBENEIBRE AL, REOAXSOSN—2 32 TR —EBORENE
ATERBLKBE>TVWDAEEMNSH ) EF, AXIS Device Manager & AXIS Device Manager Extendld, < 5 DFRE
ZHEBNICRILEREDL SHIRLET,
y=3
REZ77ANETY7O-RIBDE, ANsSEBRBHTTPSO K ICREE N, Web A B —7 T —AKEMICZY)
F9, NTA—F—%2BRELFEMTIHE, DBEICRUTRET7AILEEETEERT,
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