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Axis Communicationsld, ZEEDELET. BR., BRICFLTHAN—TEF1UFTFsWHEFTEZBLU T, \YH—IKEIC
ERAIZ2URMEOHDIIMO VAV ERDPRICHADZDESIBEOTVWET, £EFEL, IYRND—IPTOEE, TL
TRXRYRND—IHFBR—RNTE2H—EREREITDICE. ROF—OHTSAFI—2he Iy RI1I—F—EE
NEETIVENF HYET, BRENREHESHEIF, I—Y—, 7O€AR, FI/OP—ICK2TREYFET,
DHARRB, RYRNT—U, RE, H—EAZEFI1TIERIDOIIRIDLSCERENTVET,

AisEBICHIIREPALERG. WENGHETH, WRTA, ATATI. ChoNBRLNSHEER
%??éw‘WEE%?R¥EH7—9>7E§ﬁb\ﬁﬁén%HETWUﬁHT‘7—7%&&%?6
CENEETT,

AxisiREBW, IVE1—Z—PHEFEFERK, XY RNT—IIVRRAUNTT, ChSORENSE< I, B
ENTVWBIATALMBUZRELIDTRMEOHDIWeb M X —TI—AZBATVET, cOHARTR, C
DESBYARAVEZBETBHFEICODVTHALET,

Fh, AisYD1I—=23 QEAICEDDIIRNTOAICEBHNET RNAAZRBLET, &xlE, HEEZID
HEARELTTEL, LTI ERORREZRBLEBILHA RERLET, EFNARESEICOVTR, BE
CHEUTEBOI—Y—XRZ1T7INEZSBLTLKEE L, AXIS0S 7108 LK T'109T, AxisEEE D Web1 > X —
TI—ANEFHFEh, RENANEEENTVET,

Webf > A —T7 I —ADRE ) ) .
BHA RTEE, AisT/NA ADWebA VEZ—T I —AICHBTDTFNAABREDBHICOVWTHBALET, RE/NA
&, BBICAVARMN—ILENTLVBAXISOSON—23 V&> TERYET,

AXIS 0S/N—2 a3 > Webf > 2 —T7 I —ADOHRE/NA
7.10& V) B [Setup (FXZE)] > [System Options (¥ AT LAF T a V)] >
[Security (25 2 1) 7 )] > [IEEE 802.1X]
7.0k V) Bi [Settings (EXXE)] > [System (3 AT A)] > [Security (2 1
D7 41)]
> 10.9 [System (2 AT A)] > [Security (EF 2 1) 7T 1))
xR

COHARIE, AXISOS (LTSEREET &
S

7 V) EEITLTVD TR TOAXISOSR—ANET, $ &VP4xx
EExxZEERITLTVWABALAY—HA = o

CISIREL X

Axisld, Center for Internet Safety (CIS) Controls Version 8 CHIFRENTWVWB FEICHK > T, YA N—EFf21UF1T7L—
LAD—UDOHEREEZMERL TWET, CIS Controlskd. LAHT & SANS Top 20 Critical Security Controls& N T W%
DT, HBATRE— BN BEHAN—EFI1VTAVAIOATIVICRATRIEICEREHTE, 187V
@ Critical Security Controls (CSC) Z#H L TWVWE T,

ZDHARTEE, BRILNEY JICCSCES (CSC#) 231D Z & T, EE X ritical Security Control 2B TE 3 &S
ICLTWVWET, CSCATIVDEMIZOWTIE. 187771 DCritical Security Control #F 2 U7+ J> AO—/b,
ESRBLTLSESL,


https://www.cisecurity.org/controls/cis-controls-list
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T7# L NORE

MAsEEICIE., F7FILNORERENFNNELTVET, BRETBHLED L Security Control AWK DA H Y &
T, chs0drO-LE, BRLILRILOEEREBEEZRHEL., &V LEHBERILOERBE L THELFT,

MASOSEFIVFTFAT—FFTFIOF ¥V —RIZK, cETEBLAV—ICHEZAXSOSHA/N—tF2 )T 1 #aE
ODBENRENTVET, cORIZKY, EF2VFqEE U ICXZASNEEF I T4, AXSOS

ARL—=FAVIIATAL, F7V5—>3>, PORAAMNA=-LLAVY—OBENEHELZILETS

CENTEET,

Access control Access control management Privacy
Local user device management with password complexity indicator Use of diagnostics data
Federated user device management through OpenID Connect (RFC6749, 1.3.1 Authorization Code) Minimalistic approach to how much
providing ADFS-integration that unlocks features such as password complexity enforcement, rotation, customer-specific data should
automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality be stored

Application Application security
TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)
Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog

Operating system Encryption and data protection Default security Enterprise network security
OpenSSL 1.1.1 and 3.0 HTTPS enabled by default |EEE 802.1X (network access control)
X.509 certificate PKI and cryptography Brute-Force Delay Protection IEEE 802.1AR (secure device identity)
Transport layer security (TLS 1.2/TLS 1.3) Host-based Firewall IEEE 802.1AE (MAC security, MACsec)
SD card encryption (AES-XTS-Plain64 256bit) Network time security (NTS)
Encrypted file system (AES-XTS-Plain64 256bit), Insecure TLS versions disabled
Signed video UART/Debug port disabled

AXIS OS Operating System

Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache,
Curl and others.

Active track for feature growth and 5-year long-term support tracks (LTS) for 3rd party integration and backwards-compatibility use cases.

Silicon assisted Hardware root-of-trust Secure key storage

security (chip) ARM-based system-on-chip (SoC) security Tamper-protected storage and operation of eryptographic keys
Trusted Execution Environment (TEE/OP-TEE) such as customer uploaded private keys, video signing keys and
Trusted platform module (TPM 2.0), Secure element the Axis Device ID.

Security foundation  Axis Security Development Model Compliance Trusted device identity

Axis security development model (ASDM) Common Criterial EAL Axis Edge Vault eybersecurity platform
3rd party penetration tests FIPS 140 Secure boot with Signed 0S (code-signing)
Bug bounty program with Bugcrowd ETSI EN 303 645 Axis Device ID (IEEE 802.1AR)

Software Bill of Material (SBOM)
EEEHIUVYILTHLLVRTTHLSE, KURRI<EYET,

F7#A)NTED

CSC#4 : EPRDEEEYV IZNTIFDEF I FRIKE

EEENAT—RIRETNDET, AMsEBRBELEEA,
EEENAT—RERELEZEF. BRI Y —BENATD—ROBPIAEBHRODBIAEZNL TO &, BEEMAE
REFFAANI—LIZTIVEATEEFT, EBRTXPERBILFFYARNE—RELE, BEcATVWEVWTIER
BEAREICTDHEEEFERIDZERFHBHLERA,

TFINAARAT OV EADOREFRZEIC DV TIE, AXIS 0S knowledge base (AXIS OSHIFEAR—R) T T F/N7r X F O£,
EZRBLTILSEEL,


https://help.axis.com/axis-os-knowledge-base#device-access

AXISOSN—RZ>TJH4 R

T72 )L NOKRE
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CSC#4 : PEDEELE YV 7N TIITFDEFITERE
AXISOS 12080, XTIV RENERXY ND—IHRBICNTIZTF7FINATS a2 &L Tnoexee (RITFRAN) YT

NAZTZavhHBMEehELE, ChIZKY, YOURNRENERYRND—OHRELASONA T OEERTHEMN
tEhET, SDA—RIZIE, FVAXISOSIN—=23a A8, TTICCOATSIUANBMENATVET,

xYybho—2770830

CSC#4 : PRDEEEYV IZNTDIFDEFIFRRE

AisEEBE TR, F7FLRTHRIROZRY ND—O7ORINEY—ERAOKIFBHCBYET, COXRTR., %
NoNFENTHRI N EZRETEET,

pa =l =Pk R—b Xl aAXT b

HTTP 80 TCP Webf >R —T T —AT Y
£ A, VAPIX# & T'ONVIF
APIf 2 R—T IT—X,
IvoY—TvoBEE
BEQD—PBEHTIPN S
TA4Y D,

HTTPS 443 TCP Webf VX —T I—AT Y
+ A, VAPIX# & T'ONVIF
APIf 2 R—T T —XA,
IVvSY—IVv2EEL
ED—EHIEHTIPS N 5
TA4Y D"

RTSP 554 TCP Axis3 B - & > TE T/
EEANU—ZTILME
Ao

RIP T7TXZ)R—hgEaE- | UDP AisBBIZ & 2 TEFH/
EFEANU—ZJICE
Ao

UPnP 49152 TCP UPnPRHE 7 ONJILEH
TAisEBEZRETS =
HIZH—RN—FT 18D
T7Ur—<3azvic&»
THEMA. 3 : AXIS 0S 1214
B, F7#)NTEML
ENTVWET, 0.

Bonjour 5353 uDP mDNSHHE 7O KNI
(Bonjour) &2 H TAxisEE
ZRHITZDEHICH—R
N=—TFAROTT ) —
avick>THER,




A=l =Pk R—b Xl aX b

SSDP 1900 UDP SSDP (UPnP) 2 HH TAxis¥E &
ERHETBLEHICH—R
N—FAHOT 77—
avic&k>THER,
3 AXISOS 12LAF%, &
T7AINTEDLENT
WET, 0.

WS-Discovery 3702 ubpP WS-Discovery 7’00 K )L
(ONVIF) 2 TAXisE B Z 1%
HIddlcy—R/N—
TAROT T IVr—3
&K THEA.

TSV —TYZDFMICOVTE, KO AINR—/N—T Ty ZY—Trv27ro/05— BZRLTLKEEV,

*RFC6056 U2 T, BEEDFHR—NEFESDEEA TEHEHIZZ N ETShET, FHIZ DL TE, Wikipedia D52
ETTIIXTINA—A ZSBLTLKEEY,

AEEERY, FALTVWAVRY RD—I7ORIILNEY—ERAZEMICITDEEZHBOLET, F7FIKT
FRENZT—EARREICETVTEMITERZY—EAOTLE ARMIDVTIE, AXIS 0S Knowledge base (AXIS
0S HFEAR—R) T " Commonly used network ports (—REJIC@EFS hBd R Y AN T—2ORK—A) 1 BSBLTLSESY,

BIZE, XY RT—IAXASBEDAISRBERHRTE, EEARNERAIBBEEZFHTENCIIZEN S
WEITH, AsA VB—NLRZRY ND—JAE—HN—TR, BFEABNEN A IBENTEBCHRETHI I
O, T7AILNTHEMEBE2TVERT,

UART/FINY TA4 B2 —T71—R
CSC#4 : XDEEEY NI TFDEFITFERE

FRXTOAIsT /NS Ak, VWS YIEEUART ( Universal Asynchronous Receiver Transmitter ) € > X —7 T —RA & #
BLTWET, chid TNV IR—b, FERE T20F7LAY=I)i EEFERTVET, AisT/V1 R
ERENCOBLETARE, (22— TJ7I—-ABKICYBNICTIERATRZZERBTERE A, UART/FT/NY
T4 B3—T7 I —AR, Adistt ROMRBERI OS> ZFUI7O02TI0MNIBEVT, ERBARETFNY Y

NDENTOHRFEAENET,

AXISOS 10.10ABT D /N—2 3 > DAXSEEB TIE. UARTIFNY TA B —TJ I —AGRF7AINNTEMICE>TVE
T, BIATHETIVELANVETHY, BIATHA TV EVERBRBERFI VB2 ER@EHYELA AXIS
0S10.118AB&, UART/FNY T A B—T I — AT 7 AN NTEMIBE>TVWET, (Y EF—TJI—REEMICT
DHEHE—DOFEGF., MsHIRETIEEREONAZALAINAELZFEALTCAOVYIEERIZIETT,

Axis Edge Vault

Axis Edge Vaultld, AxisEEZRETDI/N—RIITR—AOHFAN—EFIVFTATSYRNTF—LERYET,
chigE, IvOFNAREF 1T AICEITHEMAEZEZERFEL T, BSIE1I—F12JED1-) (t*2
TFILXYR®IPM) ESoCEF 2 UT A (TEEREF1T77—K ) CETEBEE LB OLBERICK YK I
TWET, AxisEdgeVaultld, EF 177/ —hNEBENE T 7 —ADVITICE > TRIUShEBIGEBETICETLY
TVET, CcHLEMEICRY, BETRIEEhEVIRNIITOCT(EEFI—2 )R hderdyE
BAho EOXRSBRETE, TE2MHOBREIZODCTICAA P TVET,

Axis Edge Vault Z B E U Iz Axis TN A AZRAThE, BEBFROEZIXCBELMEZERLTZIEN TESD LD,
BEOHAN—tEFIVFAVRVERZPMRICMAZ ZENTREE RV ET, £/, Axis Edge VaultiZ &k V), AxisZ
BABEEOXRY ND—VATEETEDI_YRNTHDIENBRICAEYET,


https://www.axis.com/dam/public/96/a7/ce/edge-to-edge-technology--smart-pairing-with-axis-speakers-en-US-191284.pdf
https://en.wikipedia.org/wiki/Ephemeral_port
help.axis.com/axis-os-knowledge-base#commonly-used-network-ports
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Cryptographic
computing modules

Vv Secure element
v TPM 2.0
v SoC security (TEE)

BENET77P—LDITF

(@)

Axis Edge Vault
cybersecurity platform

Features

v/ Secure boot

v Signed firmware

v Axis device ID

v/ Secure keystore

v Signed video

v Encrypted file system

CSC#2 : Y7 NDIFEEDL NN EEE

IN—23 2920180, AXISOSICIEEZNFBMENTVET., TF/NAADAXISOSN—23a Ty TIL—ReEhd
L, BEEERIEEBLUTCTNAATEH77MILOREHEN FIVvIEh, HEAThTVD T 7AILIFIE
BEhFET, ChicklY), REEN I —F—2FELTRBRET7AILEA AN =ILEEI20OEBHILETEET,

3

Hash
algorithm

- 1001100101

| ’ Hash value |

Firmware

If equal... ——»
F' Y

>

1001100101
X Hash value

Signature algorithm
+ public key

o]

Use cases

v Supply chain protection
v/ Trusted device identity

v Secure key storage

v Video tampering detection

Firmware verified

v
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M OVWTIE, AR A MAR—/N— T Axis Edge Vaults ZZ B L T EE W,

t¥2177—b
CSC#2: Y7RNDITFEEDS NN EEE

BEAEDASEBICIR. RENZEMEZRETZLOOEF1T TR —TVANBYET, EF21T77—h
ISk, REAETNIEASEBNDEAZH S ZEANTERT,

Root of trust - —| Boot ROM |— + —| Bootloader |[— +— —| Linux kernel |— + —| Root file system
| | I
I I I
1 1

1
Verifies Verifies Verifies

M OVWTIE, RIA4 MR—)V— TAxis Edge Vaulty 2BBLTLEEV,

REe2BFXF—ANT
CSC#6 : POEXRI>ARO—/IDEE

BEBF—ARNTICELY, MEAVN—MEEZBALEN—RIVITFTR—AODBEBERANL —HARBLE T, Axis
FNAADLBEENTY7O-—RULEBEERERBIDLARIC, EFIVT 1 BENfRELESEEOFETY
EAREZOHDMHEBEET, EF1VF A BHICHU T, AdsEE X, TPM 2.0 (Trusted Platform Module), t
F1F7IL XK., TEE (Trusted Execution Environment) R ED T 1 =)L B 1 DX I EHRBETEET,

~ * Axis device ID
* Video signing key
Secure keystore * Access control keys
@ Secure element * Filesystem keys
...... E\] ¢ Customer-loaded keys
fe§ TPM - IEEE 802.1
----- - HTTPS

HMICOVWTIE, RIA MAR—/V— TAxis Edge Vaults Z#BBL T EE L,

BE{L77AILAT A
CSC#3 : F— X 1RE

EZNHIWEERF., 77V IAXEVEITINERL, 75V 14 —%BEZBLUTTIERTR L
T, 774N ATALANSBEREMBEL IS ETIARMEN BV ET, EEL, AdsBEEBER., EhANF 774>
ATLICYBHICTIEALEYBAREYLEBERIL, EENOHDTF—ROREPREDHRTANSTT7AILY
ATLERETEET, AMSEBOERNI A T70EHEE., 774 AT AL O1EHRIEAES-XTS-Plain64256bit T B


https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
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SEhET, EF1T77 -~ 7OCAH, REABEAEBRT 7ML ATLARESKE ., ANsKEBTI Y
RUTERATERKRSICBYET,

M DOVWTIE, RIA4 MAR—/V— TAxis Edge Vaulty 2B L TLKEEV,

HTTPS ¥ B %h

CSC#3 . F—RIRE

AXIS 0S 7.20LAF%, HTIPSIE BECEBRABPEAFEALTF7AIILNTEMICAY, EF21T7HBFETEEN/NA
D—RERETEDRSICAYELE, AXISOS 1010 B O NN—2 32 Tlk, QEE%&HﬂéﬁlEEEBONARt
F1T7FNAADIHAEICEEBRASNTVET,

AXISOST k., THHEHFORERETHAN—LFIVTAOERLARILZALEEZLEHIC, BRE—BPEE
FAUFABEEQHTTPO)AY R —NF T AL RNTERCAE 2 TVET, AXISOS980BEON—23 2 TR, AR
R LHTIPA Y B —VAPIX APIZER L TERMOHTTPS) AY X —2RETEET,

HTTPA Y & —VAPIX APIDEEMIIC D W T, TVAPXZ 77>, #8BLTLKEEV,

F7 4 NOHTIPES) A Y 5 —OFEMIZ D VW T Ik, AXIS 0S knowledge base (AXIS OSHIFE AR — R) T
" Default HTTP(S) headers (77 # JL A DHTTPS) A Y X' —) 1 #BRL TS E&E L,

AXISOSN—2 3> Webf >R —T I —ADFRE/NA

7.10& V) 7 [Setup (§&XE)] > [System Options (> AT AF 7> a V)] >
[Security (2 1 'J 7 1 )] > [HTTPS]

7.0k ¥) B [Settings (& ZE)] > [System (2 AT A)] > [Security (2F 1
1) 7 4)] > [HTTP and HTTPS (HTTP& & UHWPS]

> 10.9 [System (32 AT A)] > [Network (R Y K —%7)] > [HTTP
and HTTPS (HTTP# & TFHTTPS)]

A4S 1T ANREE

CSC#3 : T—HIRE

RECTIRRTHITATURGE, XY R I—VRETRETBEECHBLTBUEN55/IRT— RER
AULTRIEENET, LN 2T, BEXRHAORDYICA AP I ANRAEO A EFRATZ A, BERBI S
APIANRAOASE2FEATRILEBEHLET, ChiZkY, RYRNT—DVRZYIT7—HNFNAT—
h’é)\??%')l?’é?}ﬁ'(‘%ﬁ?o

AXISOS/IN—2 3> Webf > B—T7 I —ADKRE/NA

7.0k V) B [Setup (§XE)] > [System Options (/7\TA7.|'7 2 av)

> [Advanced (F£#H)] > [Plain Config ('L — > 8&7E)] >
[Network (¥ N —%)] > [Network HTTP Authentication
policy (XY N —JHTIPRREEAR 1) > —)]

7.10& V) B [Settings (E’y'ii"E]] > [System (2 AT A)] > [Plain config (7°
L —>%%%E)] > [Network (XY N —%7)] > [Network HTTP
Authentication policy (R ¥ s — ZHTTPERRER 1) > —)]

> 109 [System (2 AT A)] > [Plain config (7°L — > §&E)] >
[Network (& ¥ K7 —2)] > [Network HTTP Authentication
policy (R Y N —JHTIPRREEAR ) = —)]



https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/vapix-library/subjects/t10175981/section/t10154925/display
https://help.axis.com/axis-os-knowledge-base#default-http-s-headers

ONVIFBEHEA, S ORE
CSC#3 : T—RRE

BEREBLSORER. AMsEBTT7AILRNTENICE>TVREEOEFI T (#ETT, TOEMNE.
UsernameToken, BB R A LARX> T, nonce, NAT—RAALAZSIARNZECENMOEFIVFAAYVR—%EB
M¥32&T. ONVMIIR—RANDI—H—RIEETDICRETD LTI, NAT—REAASTZIT AN, NAT—
REATFLILTTIZREENTWVS), nonce, FALARAZRVTHSHEENET, NAT—RAASTZITAN
OEWRF, 1——%2RIIL., BARBEBSZIETY, TOED, AT AN FvyVYS1E2hzET,
COREEAVCLTHBLKZEEZBEHLET,

AXISOS/N—2 3> Webf X —T7 I —ANDHRE/NA

7.10& V) B [Setup (FX7E)] > [System Options (¥ AT AF T a V)] >
[Advanced (F¥#5%%E)] > [Plain Config (7L — > 5’ 5E)] >
[System (2 AT A)] > [Enable Replay Attack Protection (B4
KRELSOREZBIZTS))

7.10&K V) B [Settings (8% 7E)] > [System (2 AT A)] > [Plain Config (7°
L —>/ 8% 7E)] > [WebService (WebtF —E A)] > [Enable Replay
Attack Protection (BEKHEHN S OREEBMIZT S))

2109 [System (2 AT A)] > [Plain Config (7L — >/ 5% 5E)]
> [WebService (Web* — & R)] > [Enable Replay Attack
Protection (BAEKEBA S DHDREZEMIZT )]

TL—R73—ABBEH<

CSC#4 : PEDEEELEY 7RI TFDEFITERE
CSC#13: RY NT—ODERELH

AxisEEICIK, NAT—R#ERBZEDZTY ND—IDSOBRYLYREZBLTIOYIITIBUEXHAZXLY
BHO2TVET, COMBEFAL 1 HBIZLBIEEZDSDREEFE N, AXISOS 7.30ABETHEATE LT,

BYULEYKRBIILREREATZEEREKEL T, AXSOS NSBETRE AN TF7AILNTENLE R TVE
T, FMSRENCHRESEIZ OV TIE, AXIS 0S Knowledge Base ( AXIS OSHIEEAR—RA ) ICEENA TV S
TSN HBICLDIEEN S DIRE E5RLTLKEEV,

AXISOS/N—2 3> Webf >R —T I—ADFRE/NA

710k V) B N/A

7.0k ¥) B [Settings (8% 7E)] > [System (2 AT A)] > [Plain config (7°
L —>8&%E)] > [System (> AT A)] > [PreventDos Attack
(DoSTLEE () BA 1E)]

> 109 [System (2 AT A)] > [Security (2% 2 1) T 1 )] > [Prevent
brute-force attacks (¥8 24 /= V) IREE ) Bf LL)]

EAEL
CSC#3 ;. F—RIRE

MsEBFERUXATUETERMEXATUOAAEZEALET, EXUAXATIICREEATVIBEREEEEZER
DESATEREENTTH, FTERUEXTVICREENTVIEREEY ., EFRFICBOCFERATEDIRSICAYE
T FT=RRAUEZ—ZEIZHIRLT, RECWETF—EINT7AILIATANSRABVLRSICTRHEVNDS —fi&
HEFEIBEHTVWET, TOLD, HABOREANOUEY RFBEILEYVET, NANDTITYZIAXEUT
l&. UBI#EE [Remove Volume (AR 1 —ADHIBR) AMERAEhET,. ARNL—27OYI9FESEATATVEVE
WHEBZIEETHeMMCT7 YT IXEFIICK, ChIZHYTIHMENEFREIET, TOHE, ANL—2T
hO—5—IC&l), BEBEIZHELUTERSOARNL—7OY I EEENET,

10


https://help.axis.com/axis-os-knowledge-base#brute-force-delay-protection
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MsEEBEZRETZIHEEE., FEZIBHABOREICVEY NTZEE2BHOLET, Chilkl), ZEDOT
EXMXT)—ICREENEITRNTOF—EINEEENET,

THHAEROREBICHMBILIZIN REZRTLTE, F—FNESICHEHEENZIDITEHY KA, T/NA
ANBEBIZE, TOJATABBRICF—EABEEEAET., TOLY, IHHAKRORECHNHLTST
RVRZRFTIDEVTRATOTY, T—RZ2RRIOBEETDICR, ERZUIHIC, TNMAZBED
TET,. TOERHERTECHIMLEN HWET,

'Y Private keys & certificates

ACAP Applications =

@ User accounts Factory default

. . Decommissionin
Axis device o

. . = . _ completed
In service 2 User configuration

AXISOS/N—2 3> Webf >R —T7 T —ADOFRE/NA

7.10& V) B [Setup (RZE)] > [System Options (> AT AF 7> a) >
[Maintenance (X > 73> A)] > [Default (F7 # )L R)]

7.10& V) 71 [Settings (% XE)] > [System (2 AT A)] > [Maintenance (X
T F 2 A)] > [Default (FF7 # )L N)]

> 109 MMaintenance (X > 77+ > A) 1 > [Default (757 # )L N)]

CORICKEK., TERUEXATVICREEATVWSTF—RICEITZEMABHISETATVET,

BHRET—2 THHAROBRERICHE
VAPIXE K TONVIFD A —H'—H E/NAT—R PHE
HIL Rl aF BB
HCERAHE BE
TPM & Axis Edge VaultlZfRIFE TV D 1FHR DA
WLANERE & 1 —H—[/N AT — R PE
HAZRLFERE ZL
SDA— REES{LF— PE
SDA— RF—&* L
ZFYRND—OHBREEDI—H—|NAD—R PHE

1
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XY RND—OHBEF—E* L
d—H—FE™ BB
Ty 7O—RENZTF7T)Tr—2 3> (ACAP)™ ME
EETF— R EBVHHRBHKET zL
TyZ7O—RENLIZSTavoEF—N—-LA NE
RTCZ/OY 9 F7F—24& PE

CEENETF—ATVITFPIOAEI T, TRARAGFHESREHEhET, CRhICEY, T—F—FAXISOSE
FY7ZO—KRTEBLSICHVET (MDERETSCESTEET ),
“TYIPIAL—=2(SDH—KR, RYRT—ORE ) ICREFES ATV BIREEEHEIE, T——1FE

BB I BLEES B FE T, FMIC DL T, AXIS 0S Knowledge Base ( AXIS OSHETZN—R ) ICEEA T

B TAxisSD— RO, #SBLTLSEEW,

M THINDEFESSTRY NT—2, 03C, AXN, BER, P17, XFTAREIZEDFET, I—Y—17>
EINTDRENEENFE T,

wor TN L RXN=NERTVWET TV =23 T/ RICENETS, CSLEFTVr—232TI—
Y—DITOEREFTNTEEZESIET,

ok KBEF—Z(FTUTL—2>3>, LEICETB8021ARITHE ) & ESBEHEICIE, BEHDE()
BHET——ICEEL RV IEHI EENRFE T,

REOBES{LI I AR—b

CSC#3 : F—RIRE

AXIS 0S 10.10LAB8, AxisZEBR I Y PHREOBEBILIIVAR—RNEZHR—FLTVET, #E#ROBWVWEANITI A
R—RNRENEETFFAENZBETERVRSICTR LS, COBEEZFERAIZICEEHEBHOLET,

AXISOS/IN—2 3> Webf > Z—T7 I —ADRE/NA
JALESDR:| N/A
VALESDR:(| N/A
> 109 &l
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AXIS OSI\—RZ>2JH4A4 R
HAENZ1t

XN ZEL

BEANRBBIE, AXSKEORBORNERLAIINTT, EXNBBICORERF "TYITHEEARE, W52 L2
BYWERT, ChlE, Y—RN—FTARHORXRY NT—IA VT FARTIFv—, EFF, JI:K‘“‘TE/ZTA(VMS
EMS), B, 77U —2 3V ICESILKTFTRELBL, AsTNAIATEERETED L EZEKRLET,

THEHERORE
CSC#4 ' PEDEELE Y 7ANIITDEFITHERE
REBERETDIHIC. IBHABOBREICA>TVWREEZBBELIKEEY, I—F—F—2rS%EBEHEE

LY, FRZELELEYITIZENF HDHEICIE. %E’EI%H:IHH%G) SEICV)EYRNTBEEEETT, ¥
MICOWTIE, 10X—ZFAEIEESRBLTLSEEL,

AXISOS/N—2 3> Webf >R —T7 T —ADOFRE/NA

7.10& V) B [Setup (RZE)] > [System Options (> AT AF 7> a) >
[Maintenance (X > 773> A)] > [Default (7 7 # )L B)]

7.10& V) Bl [Settings (% %E)] > [System (2 AT A)] > [Maintenance (X
> FF > A)] > [Default (FF7 # )L N)]

> 109 MMaintenance (X > 77+ > A) 1 > [Default (777 # )L N)]

BHF OAXIS OSADTFYTHIL—K
CSC#2: Y7RNDITFEEDS NN EEE

VYVIRNDITFINYFEERTD LR, YAN—tEFI1VFA0EELZAETT. REEGE. —RBICHS
NTVRMBUEEZERALELSETBENZL, NYFABEHEATVWEVWVY—EFRIZZYND—U9T9F
ALEBE, TORKMNBEUITDUWEENBVET, BAOBBHEICHTEI2EFIVFTANYFHFEENT
WBBENHDEH, BILRTOAMSOSEZFEATEHLSICLTLSEETL, HEODN—3 0V U—AR /) —
MNClk, EEBREFIUTABENATRHICKEEHENTVIBEEN HYETH, IXTO—BHWEEEDN
LHEIhTLWBADHDIITRESHYEEA,

Axisld, POTATRZYDETS(REYR—K) NSV TDO2BEOAISOSR T Y VERHELTVET,
EBESNRATICERFTOEERMBEE/NY FH ’%‘ hrb\i?b“\ ERMEEOV AV Z&DRICIHX

DCENENTHA S, LISMNTY JIZ e FhTVEEA, SHMICDOWVWTIE. AXISOSTEHRT
FMmmmmmdMBm§%7#%an%%ﬁbr<ﬁéu

13.0 — 13.x 2028 LTS
12.0 —12.x 2026 LTS

11.0 —11.x 2024 LTS

10.0 — 10.x 2022 LTS

2020 LTS
2018 LTS |

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033

Axisld. EERFHEE, NTEE., EF2UTFANYFILEITIEREE.,. SBOVU—AODFEEZHHSELT
WET, FHMICDOWTIE, AXISO0STEZRT " Upcoming releases (L 1/ —X F&E) 1 BB L T EE W, axis.com®
P o77—=A70I7, C77EALT, EEAOASOSZA V> O—RLTSEZ WL,
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AXISOSN—RZ>TJH4 R
HEEXN 1L

CDTTT7, MsEEBEZEICRFTOREBICRODCLENEEREERLTVET,

AXIS OS 2018 LTS - Security Updates Timeline

2018 2019 2020 2021 2022
8.40.2 May 8.4032  February 8.40.4 July 8.40.4.2 April 8.40.4.4 January
OpenSSL Linux kemel Apache CURL Apache
CURL CURL OpenSSL CURL
8.40.2.2 July
OpenSSH OpenSSL 8.40.4.3 October OpenSSL
OpenSsL 8.40.41  November Apache 8.40.4.5 May
TLSV1.3 Apache CURL Apache
84031 Decem- OpenSSH OpenSSL
Apache OpenSSL 8.40.4.6 July
Apache
OpenSSL
CURL
OpenSSL
8.40.4.7 October
CURL
OpenSSL
8.40.4.8 December
CURL
OpenSSL
AXISOS/N—2 3> Webf R —T7 I—ADEE/NA
7.0k V) Bl [Setup (§XTE)] > [System Options (> AT LA T3 V)] >
[Maintenance (X > T+ 2 A)] > [Upgrade Server (t —/\—
DT YTIL—R)
7.0k ¥) B [Settings (& XE)] > [System (22 AT A)] > [Maintenance (X
> T3> A)] > [Firmware upgrade (7 7 —AJ I T DT Y
7L —R)
> 109 [Maintenance (X 2 7~ 2/ A)] > [Firmware upgrade (7 7 —
LAJITOTY 7L —R)

BRAT7HIO MOER

CSC#4 : LEDEELE Y NI TFDEFIFHRRE
CSC#5: FPHIO> NEFE

AxisTNNA AL, EBET A RNEDTA
TFINAAEBRZBNELIEE—RTHD
BYWET, TNAARERIC, EEET

TORI—H—=THIRNEWVWS2BEDTHIVREHYET,
VRNEBZEBETAVRNG, EBRZAVOKICHERATDENEEL
AIRNOI—HF—BENAT—REZERTIVENFHVET,
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EBETHOMNOMIC, BEXBOREZTSEODODISATORNI—YF—THIONEERLET, COT
AT NDEREHRBENTVET, chickl), FNAAEZZRLICEEBTE, FNAARAEEBEED/NAD—R
NRBIBDVAINBRENET, 94T RNI—Y—THIOONE, T2 B EBEERIMVEELESE
WRAVICHERATZIHENHYVET,
WFhOTHIRDBEE, NATD—REERTIEEE, NISTRBSIBZEDHA RSAIZRENATWB/NA
D—ROWBZBEBICES @O NET, CHLEHSMIRTAUTR, FRENAD—RICE+9EBEXF
BNFEENTVI2EMBEORBRIDCEN ROSNTVET, AXsEEIRX. 4XFETONAT—REY
R—=RMLTVET, sSXRLKYEWNAT—REBLERZEThET,

SEHRIC DWW T, AXIS 0S knowledge base (AXIS OSZTZEN—R) T "IDEF O EIXEE,, #SBLTLIEE,

AXISOSIN—2 3> Webf B —T7 I —ADHRE/NA

AL [Setup ()] > [Basic Setup (BAFKE)] > [Users (1—4—)]
7.10& V) Al [Settings (RXTE)] > [System (> AT A)] > [Users (1 —H'—)]
2103 [System (3 AT 4)] > [Users (1 —45—)]

2116 [System (22 AT A)] > [Accounts (F V> )]

Webf YR —T I—AANDF IV LAEEMICTD
CSC#4 - LEDEEELE YV ZANIITFDPDEFITERE
CSC#5 : PHI> NEHE

AisEBICE, 1-—Y—HBEOWb 7/ ZTH —RBATREICTIEATEDWeb Y —/N—HH N EF, Web 1 >
B—T7I—AQ. BE. XVTFVA, "FTNI1—FAVTZBHRELTLET, Chid, V54T hEL
TEALTETAZRBIZ L, BEOEXRZENELLLENOTRES T A

HEOEETAASKBEDRVERY ZFATAIXLEN $BDI9FAT7 2 MNE. EFFERIATL VM) PEEERE
& & T'AXIS Device ManagerB ENEBEBY —)LDATT, YATALAI—HF -, AdsKENDODEET IV AZM
FICFALBEVTSEZL,

AXIS 0S 9.50 A&, AxisEBDWebf VX —T7 I —AZEMICTEE T, AXsEBE S AT ALICEA (D F 1) AXIS Device
ManagerlZIBfN) LS, BBRO AN Wb 7 SO —RBHATRBICT IV ELATESR AT a > zHlRTd L
EHEOLET, chickY), EETHIRMONATD—RAEBRATHEEATVWSES, EMotE+2
DFABNFMERENET, KUREEAT2 3G, BEBDT7IVEABE (M) 7—FTI0F v, KVUEHQ
ERL—=HEUTA, PTHONRROHBREZRBHIZIERT 7 VTI—2302BU T, AXsEBEANDT
It AEPMBHICRETRHETT,

AXISOSIN—2 3> Webf >R —T I—ADFKRE/NA
7.10& V) B N/A
7.0k V) B [Settings (8% 7E)] > [System (2 AT A)] > [Plain config (7°

L —> 8% )] > [System (2 AT A)] > [Web Interface
Disabled (Web4 > & — 7 T — AEZ)]

> 109 [System (2 AT A)] > [Plain config (7L — > 58 E)] >
[System (22 A7 £)] > [Web Interface Disabled (Web A >/
2—7 T — AL

ZYRIO—=2, Bft. RADOKEDERK

CSC#4 : CSC#8 : BB DEH
CSC#12: RYNDT—O 42 T7FRARNSZOF ¥ —DEE
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AisTINA ADKEBEZRFDN DLRLICHFIDLHIC, FNAADOZXRY RND—0, BN, BAOREZBELICHER
TRCENBEEERBRYET, COLEREILLY, RYRNT—JBFE, OJVRLR., SIABORIASLE, F/NAA
DBENERTXEARICEEN REEIET,

REDIPEREIL. IPva/iPve, BRRIEIEEIM DHCP) XY RD—9F7 RL A, Y7 RY KNIYRY, F7FILRNIL—2—
BEDZYRNI—UBEICL>TERYET, HLLIDAR—ZFUNEEBMTIRE. KRy ND—F hROD
ERELTLKEEV, XY ND—VDFETREMEZBRIZ LS, TEDHCPH—N—DO XIS ICHEBICHETHYE
BRYRNIT—IH—N—AOEKEL2EPRICHZIZEHIC, BHPTPRLABREZEERATA R 8HSNET,

AXIS 0S/X\—2 3 > Webq >R —7 T —ADFRE/NA

7.10& V) B [Setup (5% 7E)] > [Basic Setup (B AEXE)] > [TCP/IP]
7.0k V) B [Settings(§XTE)] > [System (2 AT A)] > [TCP/IP]

> 10.9 [System (22 AT A)] > [Network (XY KD —2)]

DATLAOTERMEFL, FURINMHAEERIET D LT, FIHTIPS, IEEE, 802.1xE W2 EH—EXEHML
IT25LT, ERICEHEBOEBZETS CENFTARERYET, TOLEDH., T/N1 ADEFETZNTP ( Network Time
Protocol ) H—/N—F = IENTS ( Network Time Security ) ¥ —/N—E R TH & FEHSNET, AXIS0S 11.11C
l&. NTS ( Network Time Security ) A" IBIIE W TWE T, NTSIENTP ( Network Time Protocol ) ZBEF{L L ER2B T
ORJLTYT, BEEZS®H, BENEEZSICABTIEHIC, BEROZAALAY—N—ERETD e
ShET, O—HNEA LY —N—ZKRARNTEZWVWEERF. NTVUY INPELERGNSH—N—%2FEATS
CEZERFTLTLKEE LV, AisRE TONTPINTSOFEMIZ DLV TIE, AXIS 0S knowledge base (AXIS OSHIFE AR — R)
T "NTPand NTS (NTPENTS) s ZZBRL TS EE L,

AXISOSN—2 3> Webf R —T I—ADFRE/NA

710k ¥) B [Setup (§&E)] > [Basic Setup (BEZAREZE)] > [Date & Time
(15 & B )]

7.0k V) B [Settings (X XE)] > [System (2 AT A)] > [Date and time
(B ez

> 109 [System (22 A7 La)] > [Date and time (B 1 & B %))

2 11.6 [System (2 AT A]) >[Time and location (B Zl & 35 FT)]

ITvSAML—DHESAL

CSC#3 ;. T—RIRE

sDh—K

BREERETZDEFIT7TFIRI(SD) H— RAFAXISTFNAATHR—RENTVREES, TR IhAFERAENT

WBEER. BESILEBRITACEMBHShET, ChiZkY, MYALLESDA—RICRFEATVBE
TAEZERODBEVEANrBETERI BN ET,

AxisEBE DSDH — REESL O FEMIZ D LV TIE. AXIS 0S knowledge base (AXIS OSHIFEXR —R) T
T'SD card support (SDH— KD YK —R~) 1 BSBLTLEEV,

AXIS 0S/N\—2 a3 > Webf >R —T7 T —ADHRE/NA

7.10k V) B [Setup(§& XE)] > [System Options (X AT LAXA T a V)] >
[Storage (A R L —2)]

710K V) I [Settings (E&E)] > [System (2 AT A)] > [Storage (A b
L—2

> 10.9 [System (2 AT A)] > [Storage (A R L —2)]
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XY ND—O 5B (NAS)

ZYRND—OEBANL— (NAS) Z2REEBE LTHEATZIHEEARE. TIOERANFREAEZOY V& ni-EEHIC
REL, N\—RFIRAVOBEEENCTZCLEEZHBOHLET, AxisKER., EFAREERETDEHIC

NASICHE#R T 2Dy ND—o 70RO EL T, SMBERIALET., SMBOUBDO/N— 3> (1.08 & T 2.0)
TREFIVFAPBSUIBEEATEAYN, HILWOUN—232 QIUREB) TREFIVT A XES{LHFREE
h3i®), XBERETHLVWVAN—2a > a2FHAIdCEz28HOLET,

AisBEBERY ND—OHBICESRTZEE OELIRSMBOEREDFFMIZ DL T, AXIS 0S knowledge base (AXIS 0S
HFEAR—2R) T "Networkshare (RY AN T—2ORE) ) #5BLTLSEEL,

AXISOS/N—> 3> Webf X —T I—ADFE/NA

7.10&k V) B [Setup(§& E)] > [System Options (> AT AA T aV)] >
[Storage (A s L —=0)]

7.0k V) B [Settings (X E)] > [System (2 AT A)] > [Storage (A b
L—2)

> 10.9 [System (2 AT L)] > [Storage (A b L —2)]

F7Ur—>,3> (ACAP)
CSC#4 - LEDEEEYVY 7RI TFDEFITFTHERE

MsEBICT 7V —23a>z2F7Yy7O—RULT, BEZILRTEET, ThonE<IZRK, BEOHEEER
ETBLEHOMBEBOI—H—AVEZ—TI—ANFRBLTVET, P7UT—23 2k, AXSOSHIRHET
PEFIVTBEEFRATIHEENIHYET,

AxisBEBICIE, AxisEF I UT 7 BFRETT/NASDM) ICH# > TAXIsHBER L EEBHOT7 77Uy —>a>F77y0—R
TENTVET, As7ZUT—23a > OFMICDOVTIE, axiscomT T 552, #SBLTLSEE W,

HB—RN—TFTA®HOTTVT5—>3a> 0548k, ERETANODERASTOEFIUTAICHEITIAERNDOER
ERELEY, —BRABRARNTSI9TFAAOEFIVTAHAREFILICH > THREATVWRIHAESHIZOVT
RUA—IZEAVEDEEY TR Z2H8HOLET, Y —RN—FAROT7TVI5—>3a>TRON 2 LS
Bk, U —RN—FT A RHORVFT—ICEERETHIHLEN HYET,

BHETERTIVT—23>0&BEL, BALTLWERVWTTUT—2 3V BASKEN SHIBRT R &
EHEOLET,

AXISOSIN—2 3> Webf X —T7 I —ADEE/INA

YALE SO [Setup (82 5E)] > [Applications (F 7" 7 —< 3 )]
7.10&k V) B [Setup (BXJE)] > [Apps (F 7" V)]

> 10.9 T

FALTVWEVWY—ER/BEEZEDCTD

CSC#4 : LEDPDEEELE YV ZTANIITFDPDEFITFTERE
FALTVWEVWY—EAXKEN ESICEF1I )T A ELEOEBRICEZDITTREDYETEBAN., THREREUAIE
BRIZDEHIC, FALTVAEVY—EAPMEEENICIZ 2858 LET., FALTVEVESICERMIC
TEDH—EAEHEDHMICOVTE, COFEFEHZAEDTIEETL,

FRALTVWEVWYERBXRXY ND—29KR—b

AXIS 0S 11.2LAB&, AXISS3008% ENEBHDO XY RD—IJR—RNEBALEEICK, XY RNIT—IUR—FMDPEEXRY

RI—OKRZT7AYODOEBEEZEMIITRATIVAATEATVET, FALTVWELWRY RD—JR—K%E
BRELTITIOTATDERRILTRE, ERBEFIVFTAVARAINEUET,
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AXISOSN—RZ>TJH4 R

-9 N: e T4
AXIS 0S/N\—2 a3 > Webf >R —T7 T —ADOFRE/NA
7.10& V) B N/A
7.10& V) B N/A
> 11.2 [System (22 AT A4)] > [Power over Ethernet]

XY RNO—2&HEZFORIL

Bonjour, UPnP, ZeroConf, WS-Discovery, LLDP/CDPZEMBREZ7ORNILIEE, XY RT—U L TANSKBE TN H—
EAZBEREICEODHSNBERSICTBYR—NY—ERATT, KEZBALTYMSICEML 2%, E7O83)
EERVCLT, AASEBIRY RNV LTEOFEZBHALBEVRSICTRELEEZHBOLET,

AXISOS/N—= 3> Webf X —T7 I —ANH/RE/INA

7.10& V) B [Setup (E&%E)] > [System Options (> AT AFA TS 3]
> [Advanced (FE#IF% €] > [Plain Config (7°L — >/ 5% €]
> [Network (& ¥ k7 —7%)] > [Network Bonjour Enabled,
Network UPnP Enabled, Network ZeroConf Enabled, Network
UPnP NATTraversal Enabled (X ¥ I 7 — %7 Bonjour & %h.
XY NID—UUPnPERN. XY N — 2 ZeroConfE%N.

XY N — % UPnP NATTraversal & $h1*

N/A

7.10& V) Bl [Settings (E&TE)] > [System (32 AT L)] > [Plain Config
('L —>8&E] > [Network (R ¥ M —%)] > [Network
Bonjour Enabled, Network UPnP Enabled, Network ZeroConf
Enabled, Network UPnP NATTraversal Enabled (XY KD —%
BonjourE%, XY N —2DUPPESRI, XY KT —70
ZeroConfE %I, &Y N — % UPnP NATTraversal & %]

[Settings (X E)] > [System (3 AT A)] > [Plain config (7°
L —>8&7E)] > [WebService (Webt —E R)] > [Discovery
Mode (# H E— R)]

109 [Settings ()] > [Plain Config (7L — R E]> [X ¥ k
7 — %71 > [Bonjour Enabled, UPnP Enabled, ZeroConf Enabled
(Bonjour& %, UPnPERN. ZeroConfA )]

v

[System (2 AT A)] > [Plain config (7L — > 8¢ E)] >
[WebService (Webt — £ R)] > [DiscoveryMode (#& HE—
K)] > [Enable WS-Discovery discoverable mode (WS-Discovery
BREAEHE—-RZEMCITS]

nn System (22 A7 L) > Network (R ¥ & —%7) > Network
discovery protocols (R ¥ N7 —2#%HEH 7 O0N3JL) > LLDP
and CDP (LLDP# & TFCDP)*

v

*C DBEEIFAXIS 10120 S BIBRE ., THUBED/I—Z 3> TltEFTEEE A,
“|IDPECDPESENIC T BE, PEBEHYR IS T3 NCEHET BTN B ET,

HOWTLS/S—2a >
MsEBZABREICEATIHIC, A< THRYNICE>TVS, EF2T7THRVISN—23 0 2 &N
Cgdcea2BEHOLET, BFE, gVWIISN—=23 D FT7ALRNTENICE>TULETH, TIS128&KT

TS13EFERELTWEWH—RN—FTARHOT 7V T—2 3V ICTHEBREERETDILEHIC, ANKET
BHCBE>TLVRARMENBYET,
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AXISOSN—RZ>TJH4 R

BXN st

AXISOS/IN—2 3> Webf >R —T7 T —ADOFRE/NA

710k ¥) Bl [Setup (§XTE)] > [System Options (> AT LA T2 a V)] >
[Advanced (F¥#H)] > [Plain Config (7°L — >/ 8% 5E)] > [HTTPS]
> [Allow TLSv1.0 and/or Allow TLSv1.1 (TLSv1. O/TLSv1.1%& &F
g 3)]

7.10& V) B [Setup (RXZE)] > [System (2 AT L)] > [Plain Config ('L —
>/ 5% 7E)] > [HTTPS] > [Allow TLSv1.0 and/or Allow TLSv1.1
(TLSv1. OfTLSV11 Z FF A 3 3]

2109 [System (2 AT L)] > [Plain Config (7'L — 2 8¢ %E)] >
[HTTPS] > [Allow TLSV1.0 and/or Allow TLSv1.1 (TLSv1. O/TLSV1.1
ZFFATB))

AROVTRNITFT12—RE

ARIVVTRIFAZ—BEAODTIVLEARENICTZHLEZHBOLET, AOUTRIF12—EF. K57
DA—FAVTEFNYIODBENTOHKRMMAL T,

AROVTRIFARZ—GAXSOS 10D SHIBREN, ThIUEBON—a > TCRERERATEEREAS

AXISOS/IN—2 a > Webf X —T I—ADFE/NA
7.0k V) B N/A
7.0k V) Bi [Settings (X 7E)] > [System (3 AT A)] > [Plain config (7°

L —> 8% E)] > [System (> AT A)] > [Enable the script
editor (editcgi) (RO U7 NI F 4 & — (editegi) & BXD

93
2 10.9 [System (2 AT A4)] > [Plain config (7°L — > §&E)] >
[System (22 AT L)] > [Enable the script editor (editegi) (A7
U7 NIF 42— (editcgi) ZHRIC T B))

HTTP(S) ¥ — /N —A Y H —

FT7FILBNTR, AXsZHERFR, XY RND—0LDITA4T > NEDHTIPS) FEHEFIC. iﬁ,E@Apache&SJ{U"OpenSSL
N—a>aEBHALET., COBRIE. BEDANSOSN—23aVICB T2 REBROMBBUEO K V) EFMAELAR—B
ERMHEIDIED, Y RND—VEF1VTARAFYF—2EPNICERAITZIHEICERTT,

HTTP(S) H—N—AY A —ZEMICL T, HWP(S]?&%@EF'G)F%EEEJ&&)? ENTEET, EEL, RKEZ
BILEHOREICRS, AsHIERIDIHAEICH > TEEZRETIERICOKR, AVYH— %ﬂxm_?é &
EBHBOLET,

HTTPS) H—N—AY X —BERICTBD A7 3>k, AXISOS 106 A SERATEEY,

AXISOSIN—2 3> Webf >R —T I—ADFKRE/NA
710k V) B N/A
710K V) I [Settings (X E)] > [System (22 AT A)] > [Plain config (7°

L —>8&%E)] > [System (22 AT A)] > [HTTP Server Header
Comments (HTTPH —/N—A Y X —T X N)]

2 10.9 [System (2 A7 A)] > [Plain config (7L — 5% E)] >
[System (22 AT Ls)] > [HTTP Server Header Comments (HTTP
H—N—AY X=X N)
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AXISOSN—RZ>TJH4A R

EEXNZE{
EE
XY RD—=OAAXASBEDAKSRBEROTRATE, EEAHIBREI A V#EERT 7 2L N TEMICK>TY
9, SREMESVERZEE. ﬁﬁﬁﬁﬂ(-.ﬁiﬂk.@"éﬂ%#ﬁ)”f?o AxisA 2 B—HLPRY ND—UAE—H—
BE, BEEABDENA VMEN TELBBETHIAGHEE TR, SRFRENTT7FILNTERICHZ>TVET,
EEHEZEALEVESE., BUII TR LE2HEBHLET,
AXISOS/N—2 3> Webf >R —T I —ANHKRE/NA
VALESDR:| [Setup (FXE)] > [System Options (> AT AF 7' 3 )] >

[Advanced (F¥#1E%E)] > [Plain n Config (FL—25E) >
[Audio ()] > [Audio A* (FFEAY] > [Enabled (B %h)]

7.0k V) Hi [Settings (& %E)] > [Audio (& 7)] > [Allow audio (EF &
)]
> 10.9 [Audio (F )] > [Device settings (% B 5% E)]

Sbh—KRAOY b

MsEEBIFBEE, EFFAREBEOO—NDINIVZSANL—PZRHEIDILEHIC, 1ML EOSDHA—REHR—KNLT
WET, SDHI—REFALABAWVESEF. SDHA—RAOY R EZRLSICEMICTBREEZHHMHOLET, SDH—RA
OYRNEENCTEDAS a2k, AXISOS980LABA SHERTEE T,

SEMIC DWW TIE, AXIS 0S knowledge base (AXIS OSEIEE AR —R) T T Disabling the SD card (SDA— R & EXIZ T D) 4
ZSBLTLSEETL,

AXISOS/N—2 3> Webf >R —T I—ADFRE/NA
710k V) B N/A
7.0k ¥) B [Settings (E TE)] > [System (> ( 7_' )] [Plain config (7°

L —>8&%E)] > [Storage (A
(SDF* 4« AT B )]

)] > [SD Disk Enabled

> 10.9

[System (2 AT L ]] > [Plain config (7°L — > & E)] >
E(Sjjtorage (A KL —=)] > [SD Disk Enabled (SDT* 1 AU &
)]

FIPPO1A

FIPiE, Z2MOEVEE7ORNILTY, Chik, RSN 1—FAJEFNYITBNICORFERENZ T
ORIJILTT, AXISOS 11.15AB&, OSA SFIPT VAN HBRE LS, ThUBON— 3 TR INER
B3t TEERRA. FTTNZ21—F1JDOENTR., FIPPIEAZEMIIL, EF I FTHESSHT Y
TtAEFERATR L EBHOHLET,

SSHOEEMIC DWW T, AXISOSTR—ZR I T TSSHP O £X, #SRBLTLKEET W, APEFERALEFNY I AT 3
COEMICOVTIE, AXSOSTR—ZILT TFAPFZO X1 #5BLTLSEEV,

AXISOS/N—2 3> Webf X —T7 I —ANDHFRE/INA

7.10k V) B [Setup (FX7E)] > [System Options (> AT AF T a V)] >
[Plain Config (7"L — > 8&E)] > [Network (X ¥ N D —%)]
>[FTP Enabled (FTPF %h)]

7.10& V) B [Settings (R E)] > [System (> AT A)] > [Plain config (7°
L —>8&%E)] > [Network (X ¥ N2 —%)] > [FTP Enabled
(FTPE )]

> 109 [System (2 AT A)] > [Plaln config ('L — 8 E)] >

[Network (2 ¥ N7 —%2)] > [FTP Enabled (SSHA& %h)]
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AXISOSN—RZ>TJH4 R
HEEXN 1L

SSHZ 2+t A

SSHE. RZTN21—F 42T EFNYITOBNICOGEREND 17 RBEEZ7ORNIIL T, AXIS0S5.50
DEEOAIsTINA ATHR—RENTVET, SSHP VR ZEMNLTHENFEHSsShET,

SSHEBRLEFNYITATSa > OFMICOWTIE, AXS 0S knowledge base (AXIS OSHIF AR — R) T
FSSHaccess (SSH7Z 2 X) 1 #SBLTLIEE W,

AXISOS/IN—> 3> Webf > B —T7 I —ADOHRE/NA

7.10& V) B [Setup (RZE)] > [System Options (> AT AF 7> a ) >
[Plain Config (7°L — >/ 8% E)] > [Network (R Y N D — )]
>[SSH Enabled (SSH& %h)]

710K V) I [Settmgs (FXZE)] > [System (22 AT A)] > [Plain config (7°
L —> 3R E)] > [Network (R Y N —%)] > [SSH Enabled
(SSHE %)]

2109 [System (2 )] > [Plain config (7'L — > 88 E)] >

[Network( I\ —%7)] > [SSH Enabled (SSHA& %h)]

TelnetZ7 2t A

Telnetik, RS TN 1—F A4 TEFNYITOENOEKICEREIAD, EF217TRVEESE7O0RNIILTT,
Zhik, AXISOS550 BN /N—2 3> ##HEH L TV BAIsTNA ATHR—REATVET, Tenet7 7 &
AEEBNLTRENEBHSNhET,

AXISOS/N—2 3> Webf R —T I—ADFRE/NA

550k V) B FIEIZ DV T, AXIS 0S knowledge base (AXIS 0S &8
R—2R) T "Device access (/N1 XA T2 +X)1 SR
LTLEEL,

710k ¥) B N/A

7.10& V) B N/A

> 10.9 N/A

ARP/Ping

ARP/Pinglk. AXISIP Utility’'R EDY =)L ZFERA L TASEEBEDIPT RL RAERETDHETLE, < OBEBEKAXIS 0S
7100 S HIBREN, ThUUBON—3 > TRERATEETEA. AXISOS7ZI0RBTON—23 2 2B L EAKSEE
Tk, COBEZEWNICITZCEEBHOLET,

AXISOS/IN—2 3 > Webf > B—T7 I —ADHRE/NA

7.10&k V) Hi [Setup (§%TE)] > [System Options (3> AT LA T2 >av)»>
[Advanced (F¥#E% )] > [Plain Config (7L — > §&%E)] >
[Network (2 ¥ N — %)] >[ARP/Ping]

7.0k V) I N/A
> 10.9 N/A
USB

AXIS 0S 12.1LAB&, AXISDINMOIZ[FUSBAR— N ZEML T2 AT a U FfEb2TVWET, AL TLWAVUSBAR— K~
ERBELTCTITATOERICTRE, EABEFIVFAVRINELET,

21


https://help.axis.com/axis-os-knowledge-base#ssh-access
https://help.axis.com/axis-os-knowledge-base#device-access

AXISOSN—RZ>TJH4 R

BEAN (L
AXISOSIN—2 3 > Webf > B—T7 I —ADKRE/NA
VALESDR:| N/A
7.0k V) &I N/A
2 121 [System (> AT A)]> > [Accessories (7 7 &4 1) —)]> [USB
Configuration (USBEXE)]

RAMNK—=—ADTF7FAFTI#4=)

CSC#1 : DEDEED NN EEE
CSC#4 - DEDEEL Y TN TVITFDEFIFHERE
CSC#13: RYNT—ODEHE bl

AXISOS NOBBIZEBEAETNTVARANR—ADT7ATIA—)EEF1VTF1#EETT, Chickl),
IP7 RL AXRTCPIUDPR— RBEEBHADANRS 71 v 0240 TRIN—ILEZERTRDENTEET, Ch
B FNAARZEOH—ERADRTET IV EADBFLEICODBAYET,

T7ANRNRUD—% THE, CRELESE, #ROBDINTOIZATU N WSKLVERIZAT
PR)RR-—RNZXFUANIEML TSEEZL,

AXIS 0S/S—>a > Webf > R—T7 I —ADRE/NAR
> 1.9 [Setup (RZ7E)] > [Security (2 2 1) 7 )] > [Firewall (7 7
AT 0=

PPRLARAZ14LRVY

AXISOS NBULBION—2 3 BB LETFNAATE, PPRLAZANRUTICEK2T, FashnTLWazLWy
SATUORDSOT VAN LEENET, BRBFARYNT—IFRAMDIPFRLANFAENDLDIC, £
FERBRZBEOIPTFRLANEBTETNDEDIICTFNARZRETDENHOSshET,

IP7RLAZFATRHEE, WSH—N—CEBISATURNEED, IXNTOERRERITATUNE
DARNCZEBMLTSEEW,

AXISOSN—2 3> Webf >R —T7 T —ADOHRE/NA

7104V B [Setup (BE)] > [System Options (¥ AF LA 7S 3 )]
> [Security (2% 2 1J 5 1)] > [IP Address Filter IP7 R L
A7 14I)IE2—)]

7.0k V) B [Settings(§& XE)] > [System (2 AT A)] > [TCP/IP] > [IP address
filter (P7 RL A7 1)L &—)]

109 — 11.8 [Settings(§%X )] > [Security (2% 2 1) T )] > [IP address
filter (P7 RL A7 1)L &—)]

i
FYRND=OF O EARAGTIEEIDLUFMEOTZREMLTRE, HORY RD—TJKRARNASDFE
BTV RARTERETDENMEEERY F£T, [System (2 AT A)] > [Plain config (7L —>5&5E)] >
[Network (Y RD—2)] DIEIZEEL T, [Network Filter Log (XY RO —2 7 4 )LZ—0ON ILBEBHT D &,
SYWUHMBOTZEMLTDENTEET,

HTTPS

CSC#3 : F—RRE
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AXISOSN—RZ>TJH4A R
HEEXN 1L

AXIS 0S 7.20 A # £ E L - AxisT /N A AT, HTTPEHTIPSA' F 7 2 KR THRILEhTVWE T, HTIPREBETO TS
TANHBER, BEN 2L TORBEVEDICZREENMMBELSBEY ET, HTIPSTIRE, 954 T7 2 NEeAisT /N4 A
DR TAYINBEENENRET, AXsSEBEOD IR TOEERAVICEHTIPSZFERA TR L 2H8HLET,

BMEAZEICOVTIE, 23AX—HTTPSD & £ 23X —ZHTTPSIES # S BL T EFEL,

HTTPS @ dx

AxisSEE I, HTIPSO A ZFEHTBD LS ICKRETRD L EZHEOLET HTTPT7 7 EARETT), ZhlZ&kV), HSTS
(HTTP Strict Transport Security) A" BB ICERIICKY, BEBOEF 1V F 1 AESICEMELET,

AXIS0S 7.20A B, AxisEEBICIEBCERIAHEN FBELTVET, HCBRIMAERRFLEETEEEAN. 1
HSERY ARRERZ P AFEATERVESICAAEBICEFITICT7IOEATRICE TS TT, TJEETHN
&, BECEZAHEEHIBRL., BIRUEPKBEFr RTLULEBYREBENEISA T NIPECEERIDIHE
AdHY)ET. AXISOS 10,1054, B ELHZIXIEEE802.1AREF 21 7 F/NA ADIBHEICEEMAShEL 1=,

AXISOSN—2 3> Webf >R —T I—ADFKRE/NA

7.10& V) 7 [Setup (8% 3E)] > [System Options (> AT LA 7 3 )] >
[Security (% 2 1 7 1 )] > [HTTPS]

7.0k ¥) B [Settings (§XXE)] > [System (2 AT A)] > [Security (2 2
1) 7= 4)] > [HTTP and HTTPS (HTTP& & UHWPS]

> 10.9 [System (22 AT A)] > [Network (R Y KT —%7)] > [HTTP

and HTTPS (HTTP& & TFHTTPS)]

HTTPSKE &

AxisEFEEBIE, TIS128 KRUTS13BBEARAS— RN EHR—RNLEAL T, HTIPSEHZEF 21 T7ICESHKLET,

FRITIHBEDNTISN—2aEBBTAAM—NE, AXsBBICEHRITZD VAT UMK 2TERY, TS
LTI I—>3arvEnET, AXSOSOEHEH TR, AXsEBTHEATRELBSO AN EHFRE D5
ENBYNVETH., EEOESHRERIETEINFTEA, BERENDEERER., MsZEEBZIEHABOREICRET
A, A=Y —REEZFHTITO I LILELY, I—F—HFHBITIVENF HVYET, AXISOS 108 B TR, 1—
H—HNFAXSOSOEFZTS>E, BEOUANBBHNICEHRFENET,

TS 1.2 F

TS120LT A2 ERATZHEE. AMsEEOBEBRICEAENBHTPSESZEETEET, BIRTEZIESICH
BELigJUi’d/m“\ TFIAVF4BIELOED, LTOVThATERFIXNTOBRIEEESEERTZ &
ZHEHEHLET,

ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-AES256-GCM-
SHA384 : ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-POLY1305: ECDHE-RSA-CHACHA20-

POLY1305

AXISOS/IN—2 a > Webf >R —T7 T —ADFRE/NA

7.10& V) B [Setup (& TE)] > [System Options (¥ AT LA T a V)]
> [Advanced (F¥#15% )] > [Plain Config (7L — > 8&E)]
> [HTTPS] > [Ciphers (F& &)

7.10&K V) B [Settings (8% 3E)] > [System (2 AT A)] > [Plain config (7°
L —>8&7E)] > [HTTPS] > [Ciphers (B 5]

> 10.9 [System (> AT A)] > [Plain config (7L — > §&E)] >
[HTTPS] > [Ciphers (B& 5]
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AXISOSN—RZ>TJH4 R
HEEXN 1L

TLS 1.3
T7ALBTRE, ISIERICH D LBIBEEAS—RNOANEATEXRT,

TLS AES 128 GCM SHA256:TLS CHACHA20 POLY1305 SHA256:TLS AES 256 GCM SHA384

CNESNDAA—NRFI—H—HNRETDELERBFTEEEA,

FovAOY

CSC#1 . PEDEED SN EEE
CSC#8 - BEBEOTDEE

TOERAOTR, AMsEREICT VAT R 1Y —0OFMZO72RETZ -0, BEEET '7121]/ NO—IL&E
BOMAENBEBICBVET, COBBEEZRMICL., UE—bsyslogh—N—EHAEDE T, AsEEN O
ZHROOVRBICEFBTEDRSICTR L ZHBHOLET, ChilkY, OIXYE—P0REFEEZD
REHBAIERLE AT,

FEMZ DWW T, AXIS 0S knowledge base (AXIS OSEIEE AR —R) T T Device access logging (7/V4 X 72X O7) 4
BESBLTLSEET,

AXISOS/IN—2 3> Webf X —T I—ADKE/INA

7.10& V) B [Setup (F&ZE)] > [System Options (/7\TL\71'7°/ av)s
[Advanced (F¥#H3&E)] > [Plain Config (7L — > 5% 5E)] >
[System (32 AT A)] > [Access log (7 7 AOY)]

7.10& V) B [Settings (X 7E)] > [System (2 AT A)] > [Plain Config (7°
L —28&7E)] > [System (2 AT A)] > [Access log (77
209

> 109 [System (2 AT L)] > [Plain Config (7°L — > 8¢ %E)] >

[System (32 AT A)] > [Access log (7 7 A0O%)]

NENRTABLET IS —

CSC#1 : DEDEED NN EEE

CSC#12: RYNDT—O 42 T7FANZOF ¥ —DEE
Axisld, AxisZENDYEBNZREBEEZBLTDEHIC, 7723
LAAMYFERBELTVET, ChSsOARSMY Fik, EE%
ABHPELEEEXDZCENTEDLSICLET,

HERATERIRTABLET VLTV —OFMBICO VTR, ATZSRLTEE L,

A0 712"5") ELTYENBRAIREAR
RUA—TE, BIRLEIZA T NCAGSEE

o AXIS TA8501 Physical Tampering Switch
e AXIS Dome Intrusion Switch C

o AXNSKFXAYFA
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HRBICOFIERE, 4 X—2, FI7FNADRELE 13X—2, BEAMEZEETHELTVWDRUELONEY VICE
TVWTVWET, L, F7ALNBLVCERNBBUCFIEZAGEBICEZBRATDZ LI TEERTH, HRE
TORRICER I A—OYTSAFI—224k, ITORI—Y—BEB. BEBEBDMAVTTARTIFY—X
XYRND=DAVTSARNTIVF vV —%2BBNICEODZIHENHYET,

A1 R3—FXYBNERYRND—DOADEHONE
CSC#12 : RYNT—O 4> TSRANSOF+—DEHE

AisTEINA RBENT )Y IWebH—N—E LTRHLEVWCE, EEMOAETTARISAT Y NCTFNA
ANDERY RND—OFT 0 RAEZHFALAVCENEBHSNET, EFABEBYIRNIIT (WS) 2FH
LTWEWNNIEEBPEA, SLEEREASETFFICTIVEATIHLENH S /NEBHEBPEALCE,
AXIS Camera Station Edge A" B Y] R BIRBFE E RV F£TF .

AXIS Camera Station Edgeld. Windows, i0S, Android TERITRIA TR EATEXRY, ChEFRAID LT, TN
AAZAVE—Y NIREAETIC, T2 DBBBETFANOT IV EAZRRITBHENTEXRT, FMICD
WT &, axis.com/products/axis-camera-station-edge® S L T K& L\,

b=
VMSZEHERAL TVRHEBNOBEEE. WSRUA—IZUE—RNEFATIEAORARNT ST 14 A2V
THHELTLSEETW,

FYRND—=OFNAABIVEETRIA T TANTIFY—ETTIT—2a 20258 ITBET, XY B
V=IO NOBHI)AINEIBRENET,

AisTINA A, BEAVTSARNSOFv—, BET7VT—23 2@, ZBXY NT—IUPETZRARY NT—
IRSRBMENTVBO—NILRYRD—VRBEID_EHNBOSNET,

EANGRLELEBERATAICEK. ZBOXYRND)—IEFI1VFAXAZXLZENLT, O—AHLRY RD—
EFDA VT FARNTIFY—(IN—3F—, RAAYVF)EBFET VAN SHRELET, chiZlF, VIANET X
F=23a U, N—TFT AU TBEOEHR, YA NEXLEWANZIVEADVPN, XY RT—IL AV —23774
DA=)OBEE, TOVEAODMO—=ILUAKN (ACL) BRENFEEIRET,

EXRNBBICEILRTIDICE., FA—TNTYRAVARIZIAVRRABRAE VS EEERRY ND—D
RETV/OP—ZBALET, chiCLY, XY NIT—IRNTREIZIEROBHHEDNBILEIET,
iET%; HRZRY RDO—VRBUICE, BRHEBYTRNIITRN-RIITFTTSATOANRBEERD L

ICEBELTLSEZ L,

9

p%
7

XYND—VORBEDAF ¥ >/

CSC#1 . PREDEED S NN EEE
CSC#12: RYNDT—DO 427N OF v+ —DEHE

FYRD—=DtEF1VTAAFYF—Z2FBALT, XY KNI VRKEORBUTMERITTEET, MBUFTM
DENE, BENBSEFIVTARBMPREIAZERNICHEIEITZZETT,

MAisEEBE ZTOBEEAN T TR h?’]?v—wﬁﬁﬁﬁﬁﬂmii%ﬂ’ﬂ:%ﬁ?é:tE?séjw)bi‘g“o AFx v
ZRBITDHIC, FRATEZIRFOASOSN—23> TISEERETITATRIYD)IC, AsEBN EH
ENTVWBCEEBRELTLSEZTL,

T, AF v LAR—FEZRAL., AXsEBOBRAOBRRHEZBRATZICLEZSBHOLET, chICOVTE,

TAXISOSHEE MR F + F— 17 K1 BBRLUTLKEEV, LR—RNEBNOOXY REALTFRAIFTY M
AL T, axiscomT TAxis A — A1 ICEFELTLSEEL,
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FETE>\RAR/EMR (PK)

CSC#3 : F—XIRE
CSC#12 . RYNDT—O 42> T7SRANFOF ¥ —DEE

NTVYOELEFTSAR—NORIAF (CA ICK > TEEE N, BEBENEWeb Y —/N—FIBEE VAT >
AEZAGEBEICBEATRZCLEZHBOLET., RIIXAODEEF T — //J‘if%ﬁkénLCA§%1T€nEEB¥ EN
HTTPSBH TOERBICRRENZ TSI ORAEEE 2 HRIZDCENTEET, £, CABRNEAHEIC
&V, XFYRND—=OTF QtXZI/I\El—)I,(NAC)‘JU:L DIAVERBTIRRIC. AdsT/NA AOEEHA R
ENET, ChiCkY), AsBEEBICRYIELEIVELI—Z—AS5OHEQURINERENET,

A HIA K D CAY —E AN FE T B AXIS Device Manager 2 AL T, BENEAHAEZAGEEBICRITTEERT,

IEEE 802.1X XY ND—2O2F70+A>sO—-)

CSC#6 . PO EXIAAO—/LDEE
CSC#13: RY NT—ODEHE bl

Axis# B &, EAP-TISHRIZ KR BIEEE 802 IXR— MAR—RAD XY R —OF7 oA NO— ) ZHR— I\l, (AF-3
T, REZFRBOLDIC, AMsEEZRATHRIC, EETEDIRIAR (CAICK>TERENEIZA T N
HEXFEAITHLEHEBOLET,

AXISOSIN—2 3> Webf >R —T I—ADFKRE/NA

7.10& V) B [Setup (FX7E)] > [System Options (¥ AT AF T a V)] >
[Security (23 2 ') 7 )] > [IEEE 802.1X]

7.0k V) 7 [Settings (ERE)] > [System (> AT A)] > [Security (£ 1
1) 5 4)] > [IEEE 802.1X]

> 109 [System (2 AT A)] > [Security (2% 2 1J 7 )] > [IEEE
802.1X]

IEEE 802.1AE MACsec

CSC#3 : TF—XIRE
CSC#6 : PRI AO—/ILDEE

AxisD & £ 802.1AE MACseclC HISL TVET, CchiFBHBICERE M ARY ND—270KJLTHY ., XY K
D=L AV —2EORA NI =KL NDA—FZY NI OZBENICREL., 2200KRANEOF—2%
EOMEMETLUERRLET. MAGecERY RD—OAZYIDREWL A V2 TEMETZ D, XA4T147
ORESHEZRELAVWRY ND—27'0KJ)L (ARP, NTP, DHCP, LLDP, CDP&E &) I TH <, BEL#EE%E
BHETZ2ZYy ND—070OKR30J HTTPSRTLS) CERAZRICEMOEFIVFALAVY—%2EHLET,

IEEE 802.1AF MACseciRIE Tlk, FE TR ETRE A B HRAEF — (PSK)/EMICAKE— R &, IEEE 802.1X EAP-TISz ¥
2aAVEFERATHIHEBNAZ— Y3V BHNCAKE—RO2DOODEBET—RIZODVWTERLTWVWET, AxisZE
BEEAODE—RICHBELTWVWET,

802.1AE MACsecDEX#I L . AXISOSEEB TOEREFZEIZ DWW TIE, AXISOSFL Y R —ADIEEEG2.1AEE S L T
<FEEW,

IEEE 802.1ARt¥ 21 7 F /N4 AID

CSC#1 : PEDEED S NN EEE
CSC#13 . RY NT—ODEBEGH

Axis Edge Vault Z #E & L = Axis T /N A AT, XY N —URIEDIEEE 802 1ARF HR—KREhTVWET, ZhiZk

W, EEIBTTNAACAVARN=IIEND —BEDOFARE "AxisT /N1 AIDy ZBLU T, AXsT/NARAZEZRY K
D=V B8NP DRELCAVR—FT AT TERLSICBYET, REBTFNARFR—FT 12T OHIC
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AXISOSN—RZ>TJH4A R
1N T R4

DWWk, T Secure integration of Axis devices into Aruba networks (Axis & DAruba R Y N T — AN DEZLEHE) 1
BSRBLTLSEZW,

FHMIZOVWTIEE, RTA MAR—/V— TAxis Edge Vaulty ZZBLTLKEE WV, AXsEEBDT/NM AIDZRIET S

TS ICEHE 1D Axis Device DEEBBEF I —2 &2 X T O—RTBICIE, axiscomT TL\GEEL U RZ A
BSBLTLSEETV,

1) & — Bsyslog

CSC#8 : BEEOTDEE

IRTOOTXY =2 ZBFHL THROsyslogF—N—ICHEBTD LRSI, AsEBZRETEELE T, chick
WEBEANFBRZICRY., BERWIC, :E’sz’&'ﬁ?'( FERERETIC. AMdsEETAOIXY E—DHHIREhD 0%
BIETEET, REORUD—ICL2TR, EFEOJORFHEZERTZLETEEXT,

EXRETEBAXSOSN—23 2 TUTE— bsyslogh—/N—ZBMIC T2 FHEOFEMIZ DLW TIE. AXIS 0S knowledge base
(AXIS OSHIFEAR —RA) T TSyslogy Z25BL TS EE W,

AXISOSN—2 3> Webf >R —T I—ADFKRE/NA

7.0k V) B FIEICDOWVWTIE, AXISOSTR—ZILT TSyslog, =S8
LT EEL,

7.10& V) B [Settings(§8 7E)] > [System (> AT L4)] > [TCP/IP]

2109 [System (2 A7 A)] > [Logs (A 4)]

¥ 21FPEFAHAANY—Z% (SRTP/RTSPS)
CSC#3 : F—XIRE

AXIS 0S 740 A B EH L TV B AxisT /N A4 A Tlx. SRTPIRTSPSE £ RIE N B RIPEBHOEF 1 TFEFFARNI—Z
IHAHYR—RENTVWET, SRIPRISPSTlE, BEL2BIVRY—TI2 ROBESIEEZAENFrAVSND -®, &R
FERITAT Y NUARAIsTINA ADSETFAARN)—LAZZETELELSBEYET, EFAEEI AT A (VMS)
A'SRTP/RTSPSZ HR— K L TWB B S, SRTIPRISPSEZEMICT D e Z2HBOLET, FIATETHhIE, 3E
BELRIPETFH AN =2 T ORDYICSRIPEFERAL TS EE W,

x
/
SRTPRTSPSIF EFA AR —ATF—2 DI ZBSILLET, BEEREFIAITR. COXAITOEFZES
KTBEHICHTIPSO A ZBMICTHE2HBOLET,
AXISOSN—2 3> Webf >R —T7 T —ADFRE/NA
7.0k ¥) B [Setup (8% 3E)] > [System Options (> AT LAF T 3 )] >
[Advanced (F£#HE%%E)] > [Plain Config (7L — > §&E)] >
[Network (=Y b7 —%)] >[RTSPS]
7.0k V) B [Settings (R E)] > [System (32 AT A)] > [Plain config (7
L —> 8 %E)] > [Network (XY N —%)] > [RTSPS]
> 10.9 [System (> AT A)] > [Plain config (7L — > §&E)] >
[Network (2 ¥ b —%)] > [RTSPS]
EEFEEFTH

CSC#3 : F—RIRE

AXIS 0S 10.11LAB#&, Axis Edge Vault Z B E L EAisEElF, BRENEETFTFTEZYR—KNLTVET, BEFEETT %
FRATRE, AXsHEBREETHAARN)—AICEBRZZENMLT, EFANFNRTAETATVEVCEZREEL, EFF
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AXISOSN—RZ>TJH4 R
iR (b

BERULEEBETCEHADE>TETOHFEZRIITEE T, EFAEBI AT A (VM) £E&
(EMS) I, AxisEEBD SREBECNEETFADEV & S>HERIETHIEETEET,

gl_l;

WEEBS AT L

FHMICOVWTR., RTOA MR—=/V— TAxisEdge Vaults ZZBLTLKEEV, BENEETFAOETF+5H
EZRIETDEHICERES DAL — NEEAEZ B D13 (1. AXIS 0S knowledge base (AXIS OSHIFEAR —A) T
T Device access (7/V 1 AT 2 1ER) 1 BSRBLTLKEEL,

AXISOSIN—2 3> Webf > R—7 T —ADRE/NA

7.10& V) &l N/A

700k V) &l N/A

> 109 [System (3 A F 4] > [Plain config (7L — > ERE)] >
[Image (Ef8)] > [SignedVideo (BHF & EF )]
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D24V OR2—NH4A R

DAY DAZ—NHA RTIEE., AXISOSS55TABON—2 3 TAXSEBEZBILTHEEICBRTIHLENHD
REOBMEZRLET, COHARTIR, B3X—, BEAWE#HETHPELTWDBILICEITD R NEY U %
B EFTOVETH, 25—, BFEHEEDODRNEY VK, T—ANAT—ATLEEB DB EEBERENRE
NMREEESH, Y EFTVWEEA,

AXISDevmeManager’EﬁFﬁbT AEALDDAANMEOBVEET, BROAISKEZBILTD L EZHEOLE
T BBORELHNOT 7V r—23a 2FRAT2X4EN $BBE. FLERPBOAGEBEDBILO KN HESR
BAE. VAPXAPIZEATA L ZHHHLET,

r<HIREZIA

A2—ZXY NCBHULEFNARA
CSC#12 . RYNDT—O 42> T7SRARNZOF v+ —DEE

MisEBZ/INT VY OWebH—N—E L TLBLEY, TOMOAETRKADITA T NIEBADRY KD —
DF O ERZHTYLEY TR ERFBEOLELA, FHMICODVTR, 10X—2EFFAEFULZSBLTLIEETL,

FEIC—BHE/NRAD—K
CSC#4 . LRDEEL YV ZNDITFDEFIFERE
CSC#5: FPHTINEE

TRXTOEEICHBEONATD—RZFEAIZIOTEEL, EECLICEABONARAD—REZFHIDZI EEELB
HOLET, FIBILOWTR, EUNX—ZEFFT7HTOADEAEESBLTLIEEV,

Eg77tA
CSC#4 : DEDEEEY 7N TVITDEFITFERE
CSC#5 : FPHO> NEE

BEZ1—Y—2 074  RiABHREEFCTICEBOETFAXREICT IV EATEDLSICTRZLEEHED
biﬁAO#mLOUTW 1ONX—ZEFEIEESBLTLSEEW,

ZL2BBFEOEML
CSC#3 : F—RRE

NAD— RIS ENT CEETNBIHTPREARIARE, EF1T7TREVBER LT T I AL EERE
ALTREZRETDCERBEHLEEA, FMICODVTR., 10X—ZEFFLZSRLTLSEE ), #
BRELCODVTR, IN—ZHrZIIAFHAESRLTLSEEL,

# WAXIS 0S/f—2a >
CSC#2 : Y7 NI FEEDS NN EEE

IISEERTZITFATRSYIOVTIAT, FATEZEFOAXSOSN—3a > E2EAL TANSEBZRETSC
LEBLSBEOLET, EB550RTVYITE, BHFOEFIVFTANYFENTBENEHEAET, FMAICO
WTlk, 10X—ZARULESBLTSEEV,

VAPIX APIIC &k D B A 5381k

VAPIXAPIZER T2 &, 13X, BEAWGHETHBAENTWAREY JICESTVWTAGEBZBILTEE T,
CHORTE, AsIEEDAXISOSN—2 a2V ICBERELEL, IXTOERPBEBRIEBREEZRODTBDENTEET,

TFIVTAEBITDEDIC—POBENYIBREN-LO, BEEOAXISOSN— IV TR—FOXRENEHT

é&<koruéﬂﬁﬁﬁ§U§1owmﬁvmb%%ﬁbttékl7 ARELEZEF. TOBEEENAXS
OSN—2a>TCHEATERLKBE>TVWAREZRLTVDOEEN HYET,
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AXISOSN—RZ>TJH4 R

D4V DOAR2—RNHAR

Z]:y

VAPIX APIRRTFH L

ZHL T EVRY NT—2OK— A TOPOEEFELSIC 4

Bhttp://ip-address/axis-
cgi/nvr/poe/setportmode.cgi?port=X
&enabld=no

EHLTVEVRY NTD—OR—ATODRY NT—2 A

*

AT v/ Y BRI GBS axis—

cgi/network settings.cgi

{ “apiVersion"“: “1.17%, “method"“:
“setDeviceConfiguration"“, “params“: ({
“deviceName“: “ethl.1l"“, “staticState“:

“down™ } }

Bonjour# M4 Z°[0 A /L & ZEZHIC B

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.Bonjour.Enabled=no

UPnP#H 70 N T/ EHEZHIC 33

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.UPnP.Enabled=no
https://ip-address/axis-
cgi/param.cgi?action=update
&Network.UPnP.NATTraversal.Enabled=no

WebService #8470 N /L & FEZ9IZ 9 B

https://ip-address/axis-
cgi/param.cgi?action=update

20Uy 2057 RER(03C) EREINIC TS

https://ip-address/axis-
cgi/param.cgi?action=update
&RemoteService.Enabled=no

REDSSHX > T F AT O X EHENIC TS

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.SSH.Enabled=no

REDFIPX>2 T XT T X EHINIC TS

https://ip-address/axis-—
cgi/param.cgi?action=update
&Network.FTP.Enabled=no

ARP-Ping IPF R L R ERE & BELNIZ T B

https://ip-address/axis-—
cgi/param.cgi?action=update
&Network.ARPPingIPAddress.Enabled=no

Zero-ConfIP 7 KL X RE EFELNIC I B

http://ip-address/axis-—
cgi/param.cgi?action=update
&Network.ZeroConf.Enabled=no

HTTPS D & & B XIIC T B

https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.admin=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.operator=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.viewer=https

TIS1.2B £ DTS 13D A EEFIIC TS

https://ip-address/axis-
cgi/param.cgi?action=update
&HTTPS.AllowTLS1=no
https://ip-address/axis-
cgi/param.cgi?action=update

SHTTPS.AllowTLS11=no
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https://help.axis.com/axis-os-hardening-guide#unused-physical-network-ports
https://help.axis.com/axis-os-hardening-guide#unused-physical-network-ports
https://help.axis.com/axis-os-hardening-guide#network-discovery-protocols
https://help.axis.com/axis-os-hardening-guide#network-discovery-protocols
https://help.axis.com/axis-os-hardening-guide#network-discovery-protocols
https://help.axis.com/axis-os-hardening-guide#one-click-cloud-connection
https://help.axis.com/axis-os-hardening-guide#ssh-access
https://help.axis.com/axis-os-hardening-guide#ftp-access
https://help.axis.com/axis-os-hardening-guide#arp-ping
https://help.axis.com/axis-os-hardening-guide#network-discovery-protocols
https://help.axis.com/axis-os-hardening-guide#https-only
https://help.axis.com/axis-os-hardening-guide#outdated-tls-versions
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Z]:y

VAPIX APIRRTFH L

TS12EF 2 FHESDRE

https://ip-address/axis-
cgi/param.cgi?action=update
&HTTPS.Ciphers=ECDHE-ECDSA-AES128-GCM-
SHA256 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-
ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-
AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305:DHE-
RSA-AES128-GCM-SHA256: DHE-RSA-AES256-GCM-
SHA384

LV HED S DIRBEEEFIIC T

https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.ActivatePasswordThr
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSBlockingPeriod=1
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-—
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPagelInterval=1l
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSitelInterval=1

pttling=on

ROUVTNIF 1 R—REEHENICT S

https://ip-address/axis-
cgi/param.cgi?action=update
&System.EditCgi=no

I—Y—=F O IO DELEFNIZTS

https://ip-address/axis-
cgi/param.cgi?action=update
&System.AccessLog=0n

ONVIFEEL K BH S DREEEINIC TS

https://ip-address/axis-
cgi/param.cgi?action=update
&WebService.UsernameToken.ReplayAttackProtec

rion=yes

KEDWeb1 > H—T7 I —I\NDF Iz XEMNIZ TS

https://ip-address/axis-
cgi/param.cgi?action=update
&System.WebInterfaceDisabled=yes

HTTP/OpenSSL Y —/V—A ¥ X' — & ZEX)IZ 3B

https://ip-address/axis-
cgi/param.cgi?action=update
&System.HTTPServerTokens=no

EEE1—FEPZT OB EHEINIZ TS

https://ip-address/axis-
cgi/param.cgi?action=update
&root.Network.RTSP.ProtViewer=password
https://ip-address/axis-—
cgi/param.cgi?action=update
&root.System.BoaProtViewer=password
https://ip-address/axis-
cgi/param.cgi?action=update
&root.PTZ.BoaProtPTZOperator=password
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BN VAPIX APIFETFHE L

ACAPF 7' r—2 3 2 B E T BrootlRD 1> X A DL 85K/ ip-address/axis-
cgi/applications/config.cgi?action=set
&name=AllowRoot&value=false

FEEBLACAPF ZUT—232D 4> X N—/L &< | http://ip-address/axis-
cgi/applications/config.cgi?action=set
&name=AllowUnsigned&value=false

*Tport=Xy D 'X; EEBOR—NEFSICEEBRLIET, H: ‘port=1, £TBE, F— M IBEHEESIET,
Tport=24 & FBE, K— R BINEEHET,

* Tetht 1y @ "1, EEBOR—KNESIZEEHRIET, Al Tethl1, £TBE, F—PMIBEYEETIET,
Teth1.2, & FBE, K— P20 BGLSHFET,

N BRAIZOT 1 RTDOEKS20EBETSE, 54T NPT RLIS0BETOY 2FhET, 308D
XN—=Z A TEGZD Y DTN XL TBENIC, DSTOY VHEAE S ICI0BERERET,

AXIS Device Manager (Extend) (C &k » B X341

AXIS Device Manager & AXIS Device Manager Extend A L T, 13X—2, BAHZ#HETHAE A TVWB REY V12
BEOJVTASRBEZBILTERY . CORET 7T AEERALET . TORERK., 29X —VAPIXAPIZ B &
FHEEEC)ARENTVRENDERLUTY,

EFIVFTAZRETIEDIC—HOBENHIBRE LD, KEOAXSOSN—T 3 TR-IORENE
ATEBRLLBE>TVDHEMENH Y T, AXIS Device Manager & AXIS Device Manager Extendld, <1 S DFRE
ZEBNICRILEREL SHIRLET,
x

RET7ANETY7O-RIBDE, ASEKBRHTIPSO K ICREE N, Web A B —7 I —AREMIC/EY)
F9, NTXA—F—%2HRELBFEMTIHE, BDELCRUTRET7TAILEEETEERT,

t¥a1VUFEH

AisBm, YD1—>3a>y, y—EATHEILREENERBEER, AdsEBEZEF1T7ICROFZEICETIHER
EZUWMBICE., AxistF2IUr 1 BHAY—EIMATREEEZHEHLET,
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