CCCCCCCCCCCCCC

AXISOS/\—RZ2THA R



AXISOS/\— RZ>J 74 R

AXIS OSIR—2 )L | AXIS OSU 1) —X ./ — | | AXIS OS&Is#N—X| AXIS OS YouTube L1 X |+ |
tF2 T a7 KT


https://help.axis.com/axis-os
https://help.axis.com/axis-os-release-notes
https://help.axis.com/axis-os-knowledge-base
https://www.youtube.com/playlist?list=PLds2O4jvLhI5tdifpixi91-flQrOn6S1h
https://help.axis.com/security-advisories

AXISOS/\—RZ2THA R

EUSHIC

Axis Communicationsid, =BT, FX. SRRICTLTH/N\—tF1 )T WRK=ZHELC T,
NYA—DREICBAT SMDH LKD) XY Z &/ NRICHIZ 2 X DBBHTWVET, fcft
L. XY ND—UPZDEE, TLTRY NT—IDTR—bF2T—EXZRET HIciE. N
VR—DYTSAF IRl I Y RIS HBNEET 2N ELND Y T, REHNLEH
ES5MF. I—H— 7OvR 77/ OI9—CE>TREVET, COHA Rk Zv bJ—
g, HB. H—ERBELF2TIRDODICTH I DL DIMERENTUOET,

AXSEBICH Y 2BEBELBEIE, WENABETA, RETA. WEATT, TNSOBED
SHRERET BICIE, MERE ST ldr—> Y JRER L. #REN 57555 CIR AT
T —JIVERET BT LHBECT.,

AxisiEBIZ. IV E1—2—PEFBEFRLFR. XY N T—J TV RRAV T, INSDREE
DEZLNE EHREINTWVD VAT LICEHTEEEEYT HAEREDH HWeb1 > 2 —7 1 — X%
ATCWVWET, TOHARFTIE CDEOBIRIZERT D AEICOVCEHBLET,

Fleo AxisV ) 12— 3 VOB AIHED DTN TOANTEMNG T RINA AZRBELE T, &R
. HERINBEARERIT TR, EbI2BRORIZZEE L@t A1 FERLET, B
FEREEREREFICOWVWTIE, HEISCTRREOI——<Z a7 /VEEBBLTIEEL, AXIS
%S 7108 KTV109TC, AXisIEBDWebA A2 —T7 T —ADREH TN, BRE/NNAHALTEEINTWE
WebA A2 —7 11— ADKRFE

AAA RTlE. AxisT/INA ZADWebA1 > 2—T T —RITHIF BT/ \A ZABEDEMIC DOV TEB L
F9, FHE/NRAF EBICA VA F—=IVENTWVWBAXISOSO/N—=I 3 Ik >TEBZYET,

AXIS OS/N\—2 3 > WebA > 2 —7 1 —XADERE/ VA

710K W HT [Setup (BRFE)] > [System Options (2 A 7 L7
73] > [Security (ZF+ 21 7 )] > [IEEE
802.1X]

VAESET] [Settings (F&7E)] > [System (3 X T L1)] >
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Access control Access control management Privacy
Local user device management with password complexity indicator Use of diagnostics data
Federated user device management through OpenlID Connect (RFC6749, 1.3.1 Authorization Code) Minimalistic approach to how much
providing ADFS-integration that unlocks features such as password complexity enforcement, rotation, customer-specific data should
automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality be stored

Application Application security
TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)
Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog

Operating system Encryption and data protection Default security Enterprise network security
OpenSSL 1.1.1 and 3.0 HTTPS enabled by default |EEE 802.1X (network access control)
X.509 certificate PKI and cryptography Brute-Force Delay Protection IEEE 802.1AR (secure device identity)
Transport layer security (TLS 1.2/TLS 1.3) Host-based Firewall IEEE 802.1AE (MAC security, MACsec)
SD card encryption (AES-XTS-Plaing4 256bit) Network time security (NTS)
Encrypted file system (AES-XTS-Plain64 256bit), Insecure TLS versions disabled
Signed video UART/Debug port disabled

AXIS OS Operating System

Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache,
Curl and others.

Active track for feature growth and 5-year long-term support tracks (LTS) for 3rd party integration and backwards-compatibility use cases.

Silicon assisted Hardware root-of-trust Secure key storage

security (chip) ARM-based system-on-chip (SoC) security Tamper-protected storage and operation of cryptographic keys
Trusted Execution Environment (TEE/OP-TEE) such as customer uploaded private keys, video signing keys and
Trusted platform module (TPM 2.0), Secure element the Axis Device 1D.

Security foundation  Axis Security Development Model Compliance Trusted device identity

Axis security development model (ASDM) Common Criterial EAL Axis Edge Vault cybersecurity platform
3rd party penetration tests FIPS 140 Secure boot with Signed 0S (code-signing)
Bug bounty program with Bugcrowd ETSI EN 303 645 Axis Device ID (IEEE 802.1AR)

Software Bill of Material (SBOM)
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https://help.axis.com/en-us/axis-os-knowledge-base#ieee-802-1ae
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Axis Edge Vault
cybersecurity platform

Cryptographic Features Use cases
computing modules v Secure boot v/ Supply chain protection
v Secure element v Signed firmware v Trusted device identity
v TPM 2.0 v Axis device ID v Secure key storage
v SoC security (TEE) v Secure keystore v Video tampering detection

v Signed video
v Encrypted file system
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7‘4155275\5%5 LIZBEDARET VL APBEDH AMEBEHEELET, tFa1 )7 BHITSC
T. Axis&Z£iElL. TPM 2.0 (Trusted Platform Module). 3+ 277 T L X >/ k., TEE (Trusted
Execution Environment) i EDEY 2 — )V A1 D cIdEHIEH TEE T,
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AXISOS/\—RZ2THA R

' * Axis device ID
s Video signing key

Secure keystore * Access control keys

F“\ Secure element s Filesystem keys
2 Eﬂ * Customer-loaded keys
e TP — IEEE 802.1x

- HTTPS
J@TE

FEMICDOWTIE. R A MRX—/N— TAxis Edge Vault] #8B LT TV

st 7 714V AT s

CSCH#3 : 7 —Z1{R:&

BEOHDIWEEIF. 7oV VaATIAEI Y MERL, 7ovyal) —424—EBHELC TS
’7t7@”%u.<‘:? T7AIWY AT LS EREME LK D ETHAEMLD Ui‘sf ferel
AXISEEIL. TENDDT 714V AT LITHERNICT 78 A LTIt BATEY Ui alc. & %'0)3'75
BT —ZDREPHEEDHEADS T 71V AT LA {RE T*i@' AxisZE %@%/ﬁb\j7@i&%
B 77141V AT L EDIERIZAES-XTS-Plainé4 256bit CREE{tENEd, w177 — b7 0O
F?T\iﬁéﬁﬁf%%ﬂﬁ‘é&774}1/:/7\?L\Li?’§%—1té’ﬂ\ Axis%%’(“?@) L CERTESLD
IRt o

SHEICDOWNTIE. R T A RRX—/3— TAxis Edge Vault] #8BLTEE0,
ERELE

CSCH#3 : 7 —Z1{R:&

AXisSEBITIBR M AT ERBREUEXEUOmAZERALE T, BREATVICRESNTVLSIE
%ELi%%%%iﬁb‘59*3‘&5‘E’£i‘ﬂ$3‘75\ REREMEAT Y IREINTVDIERIZEY . &ZFH
BICHOMBRATESDELDICEVEYT, T—2RAVE2—EB|ICHIRLT. REINET—42H
T7AIWY AT LDS %KT L\otj 1T BEWVNS—RIE AT TWVET, %0)7167) Hi AT
BFDERTEND ) 7w FHAREICE Y ET, NANDTZ S w2 XFE Tld. UBIKEEE [Remove
Volume (7R 22— L OBIRR)] b‘ﬁﬁﬁ‘é’ﬂiﬁ'o A ML= 70v o hE ’)@ﬁﬁ*ﬂ’(b\ﬁb\&b\’)
EBHEEET HeMMCT T v a2 XEICIE, THICHEY T 2#EENMERINE T, TOHAE. X
fo—ryarbO—2—c&Y, BEIUSCTENSDA =70V INEEINE T,

Axisi %75:5%%@“%) Ak, EBZ DBHRAIKOREIC) Y T2 208D LET,
ENUN %@Tﬁ%lﬁ%%u ICREENTCINTCDT =2 HEEENE T,

TISHEROREIAIET 2R FZRTLTH. T -2DBEBISEEINDDITTlEHY

Eh. T/ ADELET D& TOYRAT LEBRICT —2HBEEENET, TDfedH, T

%H:'nf%@ﬂtﬂb LT 2RV FERGTIT DRI TREIRTDTY, T -2 =ZRERISERT S
Zld. ERAEYISHIC. 7T/\AM AZBREESEETC. TOEFHET T SEAINEHLH Y ET,

BER T — R EBEET 5T DFIEIE. NIST SP-800-88 Revision 1ICEEE TN C LS “Clear” (7 1) 7))
—RA L= I VFEIHEOTVET,
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Q Private keys & certificates
ACAP Applications =
@ | User accounts Factory default Q
] . Decommissioning
Axis device
in service o5 completed

User configuration

AXISOS/N\—=2 3>

Web1 > %2 —7 2 —ADHFTE/ X

710k Y ai [Setup (F27E)] > [System Options (> A7 LA
72 3] > [Maintenance (* > 7+ > A)] >
[Default (77 # /)L M)]

710K AT [Settings (BXTE)] > [System (& X7 L1)] >
[Maintenance (X > 77+ > X)] > [Default (7
7))

>109 [Maintenance (X> 7+ > X)] > [Default (7

T4V )]

ZORITIF. NEEMATVITREEINTVAT —ZICBET 5FABERINSENTOE T,

FlRET—# TIGHERORERICTEER
VAPIXBXUONVIFDI—HF—ZE/NAT— R | &
EEPRE & v WHE
BHOERIAE WHNEE
TPM&E Axis Edge VaulticiRFEENTWA1ER | E
WLANERE & 1 ——//NXT—F WE
1 A2 LSFEBRE® mL
SDA— REES b+ — WHhE
SDA— R F—&** mL
Xy b= HBEREL IS —/NAT—F | HE
Xy b= HBT 2 mL
d—T—E* WHEE
7Y TO—RENfe7 75— 3> (ACAP) | b
RET — 2 & BNERRERET mL
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z“/ JO—RENTS T4 v o EAF—I\—L | B2

RTC/ Oy o 7—4 WHE

FPEINET LTI TDTOCATIE. ARAZLBEENMEAINE Y, ThickY, 1—

T—DAXISOSZ Y TA— R TESLDIBYET (MOBEREITOIENTETT) o

TyIRXML—(SDA— R, 2y bT—=7HE) ([TRFINCRECEGRIE. 1——HMERIIC

HIFR T 2ABHHD ) £, SDH— FDOEEE T — 2 IENIST SP-800-88 Revision 1 Cryptographic Erase

(CE) ICfE> THE TN, HDD (S30-Recorder Series) M7 — 2 I&NIST SP-800-88 Revision 1 Clear(c

%DE;}%’%‘EH?@“O SEMRIT DL TIE. AXIS OS Knowledge base (AXIS OSEIFEN—XR) T =&
TLIEELY,

T OO SRy T =7 03C. AV b, BIR. PTZ. Y AT LREICESDE

T, A== T2t I N TCORENZTENE T,

#EEFUA VAN =IVENT W7 TV 5= 3 ST INA ARV £ 25 L7

T— 3V A=Y =PI OIEREIFTTNCEEINE T, .

ok KBET—R (Fv ) TL— 3> SEICEAT 5802.1ARABAE) L BXHARSETICIEL. #4

BHEDOGWMERE I —ICEELAWVMERONEZENE T,
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AXISOS/\— RZ>J 74 R

BARN5a(E

<. AXIsTIN\A ATERRECEHTEZBHRLET,

TiSHFEOE

CSCH#4  REDEEELY T MV T7DYF 1T ERE

EEERTET DA, TRHEBOREICA O TWAT LARRL T LEY, 1—F—F—4

boEBEZBELICY, BRZEILELICY T20BLHBHIHEICIE. EEZ TSHEROREIC
ey b5 EBLEECT, sFICOVWTE. ZERBLTIEEL,

AXISOS/N\—=2 3> WebA > 2 —7 T —ADHFE/ LA

710K Y gl [Setup (F27E)] > [System Options (> A7 LA
< 321 > [Maintenance (X 7+ > )] >
[Default (77 # /U )]

710K Vgl [Settings (B&TE)] > [System (> X7 L1)] >
[Maintenance (X > 77+ >/ X)] > [Default (7
T4 M)

>109 [Maintenance (X > 77+ > X)] > [Default (7
T4V )]

RIMDAXIS OSANDFYITIL—R
CSCH2 VT RITTEEDA N R EEE

VIMI TN\ FEBRISIEE TAN—F21 )7 OFELGAETT, WBEIL,
—RANHSN TV 2HEHEEEBALL O ETHENEL Ny TFHRERIN TV ENT—E
Alexy bT=07 72 ALIHE. TORSBDMINT BEIsED DY £9, BIAIDMESEMICH
T5EF 1T/ TFREENTVBIHEELDScs, BICEHDAXIS OSZEEBYT 5L SlcL
CLREV, HEDN=D3 2D ) =R/ — e, EBGvF 17 BEHSRTMICEH
ENTVRHELD Y ETH. TNTO—MRITEELLH N VDD TIEHY LA,

AXisid, 70747 Zw 7 ELTS (REBYR—F) bS5 v 7DAERDAXISOS ~ T 7 ZHRH L
TWET, EE5D2A TICELERHOERGH SN/ Ny FHASENTWEITH. BHRMERED )
A7/ NRICHIZ 5 EH BN TH BT LTShZ v 7 IKIFFERIIEEN O ETA, 5
[ICDWTIE. AXIS OSIEERC TAXIS OS lifecycle (AXISOSZ 4 7012 /L)) BB LT ZEL,

2018 LTS

2018 2019 2020 2021 2022 2023 2024 ' 2025 I 2026 I 2027 I 2028 I 2029 I 2030 I 2031 ' 2032 ' 2033 I
AxislE, BEGHFHEE. /NTEIE. vF21 U710 /Ny FICET 2EREE. SBDU ) —XDFE
EHHMSELTVET, FHEMICTDOWVTIE. AXISOSIBEERT Upcoming releases (1) 1) — X FE) |
EBRBLTLLIEEW, axiscomD [ 7 7—ALATT 7| [T 7EALT. EBREDAXIS OSE R
O—RFLTLEEND,
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DT Z T AXsEEZ BICEHDREIRD I EDERMEZTRLTVET,

AXIS OS 2018 LTS - Security Updates Timeline

2018 2019 2020 2021 2022
8.40.2 May 8.40.3.2 February 8.40.4 July 8.40.4.2 April 8.40.4.4 January
OpenSSL Linux kemel Apache CURL Apache
CURL CURL OpenSSL CURL
8.40.2.2 July
OpenSSH OpenSSL 8.40.4.3 October OpenSSL
OpensSL 8.40.41  November Apache 8.40.4.5 May
Apach
TLSV1 3 Apache CURL pache
OpenSSL
8.40.31 Decem- OpenSSH P
8.40.4.6 Jul
Apache OpenSSL y
Apache
OpenSSL
CURL
OpenSSL

8.40.4.7 October
CURL

OpenSSL

8.40.4.8 December

CURL
OpenSSL
AXIS OS/N\—2 3 > WebA > 2 —7 1 —ADRE/ A
710K W HT [Setup (BRFE)] > [System Options (2 A7 L7

72321 > [Maintenance (X > 7+ > A)] >
[Upgrade Server (—/\—D 77 v 745 L— R)]

710K AT [Settings (BXTE)] > [System (& X7 L1)] >
[Maintenance (A > 77 2 X)] > [Firmware
upgrade (7 7 —L2 7 D7 v 77 L—R)]

>109 [Maintenance (X > 7+ > X)] > [Firmware
upgrade (7 7 —L2ox7D7 v 77 L—R)]

SRA7 10> bOERK

CSC#4: REDEEEV T VI T7DEF 1T HEHRE
CSC#5: 7 hO > hERE

AXisTINA AICIE, BEBETHONETSAT Y NI =THO 2V NEWD2BEADT AT Y

MDYV ET, TINAAEEZBNE LIEBE—RT7 AV NEBRBDEEETHU Y ME. BEA
AT DMAERTATENBELHEIET, T/I\AAB/ERIC. BEBETHY Y FOI—H—%

ENNRAT = R ZF T 20 BD B & T

EEET AV NI, BERBOREETS1CODT A7 > WA=V =777 N EFR
LET, TO7HTY EDHERIFHIBRENTVNET, cnlck, TN\A RZRE(CEETE,
TINARAEEED/ AT — FNFRT DR IDERINET, 7247 A=Y =ThDY
ME TRTEEEEERIBE LT STV AVITERT 24800 &7,
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AXISOS/\—RZ2THA R

WINnn7ho > F@i%f:j\ « NNAT— REERKT DL, NISTOBSIZEDAHA RS A4 VITRE
NTWB/INRT— F@ﬁﬁ%ﬁuﬁvgébﬁﬁbhiﬁ ijtﬁ4ﬁ74/fi ESIDSTVA
7\'7 FITIE TR EXFEHANEENTWVSEMGTEDZEIRT ST ENKROESNTUVET, AxisiE

Bl 64§Z%§Td)/\’7\7— FEGR—FMLTWVWEYT, SXEIIUBWNIRT—RIE5ENWERLGE
hi@“o FEMICDULNTEL AXIS OS Knowledge base (AXIS OS g ~\—X) T [ldentity and access
management (IDE 70 XEHE) | R LT

AXIS OS 11.6LUB& & RITT HAXIsT/\A Al OAuth 205 R—bLTHY. 7/ ADFEEEIC—
ToHI7XIAM (Identity and Access Management: IDE 77 7 X&) & 717 L—2 3 VIDEEBT
TET, Ik, O—AITN\A XD - —BEOXREUNBBRENE T, FFHEICDONT
iF. AR LTEEN,

AXIS OS/N\—2 3 > WebA1 > 2 —7 1 —ADRTE/ A
7.10& VAT [Setup (5%7€)] > [Basic Setup (BAE)] >
[Users (21— —)]
710K WA ESettlngs (E&“ )] > [System (> A7 Ls)] > [Users
2109 [System (3 A7 L5)] > [Users (21— —)]
2116 [System (> A7 Ls)] > [Accounts (77 710 > )]

WebA 25 —J T —ANDT7 IR ZBNCT S

CSC#4 : PEDEEEY T MO T 7D 217 5HE
CSC#5: 7 hov hEE

AxisiEE (&, 11— — b\ffﬁﬁﬁ—d)Web77r7*7L BREATEBIC VA TESWebt—/\—=H\H )
F9, WebA > 2—Tx—Rl& BE. AVTT VA )W a—FTa207%#BHELTWL
£, N VA7 NELTERLTET AR BRI SGE. HEODIEEEBNE LIt
DTlEH Y £ Ao

HEDEX CAXSEBEE DP YUY ZSFE T 2UEN DDV 17> ME. ETAERY AT L
(VMS) PEBEEE L UAXIS Device Manager’z EDBIRY — )LD TT, Y AT LI—H—IC
& AXISEBN\DEBER ) 7 A= CEF LIEWTLEEL,

AXIS OS 9.50L/P%. AxisEZEEDWebA > 2 —T T — RN TEE T, AXSEBZ Y AT LICE

A (DF Y AXIS Device Managerl<iEfl) Liz5. MBADALWeb T U —EHTEEICT ’7
ACEDF TV AV BRI D LD LET, UK ZBETHTY FD/SAAT— K
HHEBAN THEINTWVWSIGE, BMDOEF 1) 71 BHIMERINE T, KURLEF T3>
&, BERZID7 VL ABE (AV) 7—F70F v, KUBhbL—YEUTo 7HDVNRR
@[ﬂiﬁ %_% EERHIT A2FR7 T r—2a v EELCT. AXSEBND T 7 A= BHIMICRTE T 5
ZcC

AXISOS/IN\—=2 3>~ WebA > 2 —7 1 —XDERE/ VA
710K WA N/A
710K W AE] [Settings (BRAE)] > [System (3 X7 L)] > [Plain

config (7L —2&7E)] > [System (¥ A7 L1)] >
[Web Interface Disabled (Web+ >&2—7 = —
AHER)]

2109 [System (> X7 L1)] > [Plain config (L — &%
)] > [System (2 A7 L3)] > [Web Interface
Disabled (Web-1 > 2 —7 = — X f&3)]
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AXISOS/\—RZ2THA R

v h9—2. B3, RZDEEDHENL

CSC#4 . CSC#8 . BEEEM 7 DETE
CSCHI2: XY N ID—TOA VTSR VFv—DEE

AXis7 )\ ADKREE BIF D DREITHRT S BTcdlc, T/IN\AADxRy hT—27 B BZID
RTINS 20 VBB R T, £ 5 LRIk ). G hD—OER. Ao
i, AEFAEDIREEGE. T/ ADOEOE L EEGAEICKEIRITENET,

HEBDIPHTEIL. IPv4/IPv6. BERE fo BT (DHCP) 2w b DO —20 7 KL X, YT Xw h< AT,
TIHIVMI—R2—15EDRY FTD—UHRFEICK>TEBYET, LWLV R— > M&BN
TBHBREE. ATy bT—7 bAROVERESELTLIEEL, XY N T =7 DREARENEZHEERT
Blcsd. FTeDHCPH —/I\—D K DICKEICHEI THVFD R Y b T—7 T —/I\—\DikiFZ= &/
FRICINZ BTcdblc. B8P KL AAEREFERT 5T EHEDSNE T,

AXIS OS/N\—2 3> WebA > 2 —7 1 —ADRE/ VA

7.10& W & [Setup (ERXTE)] > [Basic Setup (BEARTE)] >
[TCP/IP]

700K Y ED [Settings(EXTE)] > [System (2 A 7 Ls)] > [TCP/
IP]

>109 [System (32 X7 L1)] > [Network (v T —
7]

AT LAV MR, TY2)VEERREZREEY A LT FTHTTPS, IEEE. 802.1x&E W ofe U —
CREBWCT B LT, ERICKEOBEERZTD CENRARNEBVET, TDH. 7/N1 X

DEF5TZNTP (Network Time Protocol) F—/X—FKzlENTS (Network Time Security) —/\—&
BIEAT 5 EHENO SN E T, AXISOS 11.11TIE. NTS (Network Time Security) HMEAIET T
%9, NTS INTP (Netvvorleme Protocol) ZBESELL 27O LTY, BEZSH. &
EREEEISHIET el @i&@’?/ﬂﬂf IN—ZRET D EDEIDONET, O—HJb

54 L — A %$Xh?*ﬁ Bl INT U W INTPEFIENTS Y —/\—&ERT 5T & &%
STLTLIEEL, Axiss E’(@NTP/NTS@E%HHC’)L\TL‘L AXIS OS knowledge base (AXIS OSHIFE:
N—X) T |—NTP and NTS (NTPENTS) | =B LT fcE Wy

AXISOS/\—2 3 >~ Web1 > 2 —7 11— ADRTE/ A

710& WA [Setup (EX7E)] > [Basic Setup (BAKE)] >
[Date & Time (B9 & BFf)]

710K W&l [Settings (FXTE)] > [System (3 X 7 L)] > [Date
and time (B¢ & Bsl))]

2109 Q_SJystem (> A7 L\)] > [Date and time (17 & B
Z1)]

2116 [System (2 X 7 L]) >[Time and location (B
E 5]

TYSAML—IES{E

CSC#3 : T —21Re&

SDA—F

BREZRET ST 21772V (SD) A— KB AXIs T/ XA A THR— I*‘W’l?b\% Z =N Y ES
INDMEREIN TV B HEIE, Bt EBRT ST ENBHONET, lck e BN LT

ALk PR A e Vol e A

AXisZEBDSDA— FEESILDEEMIC DULNTIE. AXIS OS knowledge base (AXIS OSEIFEN—X) T
[SD card support (SD77— RDHYR—F) | BSEB LT EEL,
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AXISOS/\—RZ2THA R

AXIS OS/N—=2 3> WebA > 2 —7 1 —ADKTE/ R
710K WE] [Setup(ER7E)] > [System Options (> A7 LA 7
> 3>)] > [Storage (X b L—)]
710K W&l [Settings (B&TE)] > [System (& A7 L3)] >
[Storage (R b L—)]
2109 [System (32 X7 L.)] > [Storage (A kL —2)]
v b T =78 (NAS)
Xy =0 A M L— (NAS) A iREE B LCRAY 2581, 7 7t ADEIRENT

D/?*ﬂﬁﬁﬁg%mb IN— KT 1 X7 DEBEELE BRI ?égt%%@bbiﬁ AxisiERE
M\E?ﬁﬁ@%ﬁ@?%t@mw&m%ﬁ?%t@@z/F? 7083V E LT SMBZEF]
%Li? %mwumwn—/a/mo&$oﬂn TldtF 1) 71 PESIEHAREINTEA

FLWAN—=T 3> QI TldtFa ) 71 PESIENMBRHI NSO, ABRETH LWL
A—ya/%ﬁﬁﬁégé%&@bbiﬁ

AXisEBZ % v b T — 7 HBICEHT T 5 & EDBY)ESMBDEREDFHIC DL TIE, AXIS OS
knowledge base (AXIS OSEIF#N—R) T [Network share (v F T—20HF) | #BRLTLET
L\

AXISOS/N\—2 3> WebA > 2 —7 1 —ADHFE/ A

710k W &l [Setup(ERTE)] > [System Options (¥ A7 LA 7
< 3>)] > [Storage (X b L—2)]

710K W E] [Settings (GXTE)] > [System (> AT L)] >
[Storage (X kL —)]
=109 [System (> X7 L1)] > [Storage (A kL —)]

7ITUH—<3> (ACAP)
CSCH#4 : DEDBELYV I NI T T7DEF 17 HEHRE

AXISEBICT T r—a > kT /7"|:| NLT. BeEAIECEE T, TNonEL(cld. BE
DWEEZIRIES BlcdDBED I ——A V2 —T 11— X@ﬁ%b?uiﬁo TI) =3
I AXlSOSb\ﬁ{ﬁﬁétﬂmuTm& EEERT 250D ET,

AXisSEEICIX. AxistF 2 U T4 FFETTIL (ASDM) |[THE > TAXisH\BEF Lfcggn 7 ) 7 —
>3 /75\7"') O—REINTWET, Axis7 T — 3 VOFEMEIC DV TIE. axis.com™T [ 24
BEl AR TfEEN

T—RI=T BT TV =2 3 DFEIE ERETANDERRLNSTDLF 21U T 1B
I REHLOREEMKELTC) . —RIGARA N TSI T 4 ADEF 1) T BRET IV T
AEIN VAL ESDCOVNTINY Z—CHWNEGDEY T HEEZLE]HLET, F—F
IN=T ABOT7T)r—2 3V TROD o feipsitid. ¥— F\=7 1 RONY Z—|CE#RE
TROREHDYIET,

EETEBT T~ 3> DHERIEL. EELTOENT T r— 3 VidAsEED SEI%
THCEEPEDOLET.
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AXISOS/\—RZ2THA R

AXISOS/\—2 3 >~ Web1 > 2 —7 1 —ADHKE/ VA

710K W E] [Setup (EZ7E)] > [Applications (77 1) r—=</ 3
)]

7.10& VAT [Setup G&TE)] > [Apps (77 7 1))]

=109 77

ERLTVWRWY—ER/HEEZE|AHICT D
CSC#4: EDEELY T T T7DLF 1 T7I3RE

FRLTW EWS—EXAPKEENEBICEF 2 T J:\@%JEEL:E%@HWM} DEFAD. R

WBIZ ) A7 HERT 2O, FRLTWVEWT —ERA DB ENCT ST a2 LE

3?%ﬁLTmtm%@hﬁ@w?%éﬁ—azt%%wﬁ%wou?w\z@iiﬁ&ﬁ@?
SEWLN,

FRALTWEWNESX Y b T—7 R~

AXIS OS 11.2L48%, AXIS S300875 EDEHD R Y T =0 R— hEfRACEBICE. XY hT—=7
A— RDPOEE R N T =5 N5 T4 v o DEAEENCT AT 3 VHBBEENTOET, &
ALCLBLL Y b= K N EREL T 77 1 JOFFIcT BE, BAGEF YT 1)
RIDELCET,

AXIS OS/N\—2 3~ WebA > 2—7 1 —XDHFE/ X
JAICESD:l] N/A

JAICESD:I] N/A

2112 [System (> A7 Ls)] > [Power over Ethernet]

xv bJ—o&E 7O Tl

Bonjour. UPnP. ZeroConf, WS-Discovery. LLDP/CDPZGEMEH 7O i, v FT7—7 &
TAXISEB L ZDT—EXZFHEICEDIFONELDICTEHTR— b F—EXTY, HEEZEAL
TVMSITEM LTz, BT 0O b VZEHIC LT AXsEBD R Y b T —7 ETCZDEEZ B
LEWKSICT BT EaBEDLET,

AXISOS/N\— 3> Web1 > 2 —7 1 —ADFEE/ VA

710K YH] [Setup (BXTE)] > [System Options (¥ X 7 LA
~'<> 3] > [Advanced GHEZRE] > [Plain
Config (7L —>8&7E] > [Network (v T —
27)] > [Network Bonjour Enabled, Network
UPnP Enabled, Network ZeroConf Enabled,
Network UPnP NATTraversal Enabled (v k
7 —7BonjourB%h. *wv bT—2UPnPERN.
xw k=2 ZeroConfEXN. v KT—72

UPNnP NATTraversal&xh]*
N/A
710k VBl [Settings ()] > [Systern (& 27 L1)] > [Plain

Config (7L —>&&%E] > [Network (v k7 —
27)] > [Network Bonjour Enabled, Network
UPnP Enabled, Network ZeroConf Enabled,
Network UPnP NATTraversal Enabled (v k
7 —7BonjourB%. % b T—27UPnPERN.
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AXISOS/N—2 3>~

Web+1 > %2 —7 1 —XADHEE/NA

v b TJ—2ZeroConfERN. v b T—2
UPNP NATTraversal&sh]*

[Settings (ERXTE)] > [System (3 X 7 1.)] > [Plain
config (7L —>&&7E)] > [WebService (Web
H—E X)] > [Discovery Mode (f&HE— )]

=109

[Settings (827E)] > [Plain Config (7 L — >/ 3&7E]
> [ ~T7—72]1> [Bonjour Enabled, UPnP
Enabled, ZeroConf Enabled (Bonjour&%/.
UPnPERN. ZeroConfE3N)]

[System (2 A7 L1)] > [Plain config (XL — &%
7E)] > [WebService (Webt —E X)] >
[DiscoveryMode (#&HE— )] > [Enable WS-
Discovery discoverable mode (WS-Discoveryi&
HAlgEE— FZBICT 5]

211.11

System (2 A7 Ls) > Network (xv kT —7) >
Network discovery protocols (v kT —72 &
£ 70 ~3JL) > LLDP and CDP (LLDPH KU
CDP)**

* ZORBEIFAXIS 10120 SHIBREN. TNLUED/N—2 3 U TIIMERTEEL A,
** [ LDPECOPEERNICT D& POEE/IR DAY I— 3 VICHET HEREMEDL DY £,

HWTLS/N—T 3>

AXisRBZ AFERIBICEAT BH1lc, & < CHRTNICE O TWS, £F 17 THRWNTLS/N—=2 3
VEENICT A EELENDLET, BE. GWTLSN—I 3 ET T 4 )L b TTEMICG D TOE
IH TLS 128 KUTLS 137 K EREL TWGEWT— RN\ —=FT (&7 T ) r—2 3 VITMIA
BEZIRMHT DI, AKsEE CEMICE DTV SRIRREDD U E T,

IBELDTLS/N\—2 3 VIFAXIS OS 1200 SHIFRENfcfed. TNLED/N—2 3V CIEFRATEX

Ao
AXISOS/N—> 3> Web1 > 2 —7 1 —ADHRFE/ A
710K YED [Setup (EX7E)] > [System Options (> A7 L7
72321 > [Advanced (5¥4f)] > [Plain Config
(7 L—>/887E)] > [HTTPS] > [Allow TLSV1.0
and/or Allow TLSv1.1 (TLSv1. O/TLSv1.1%&&Fma]
T 5)]
710K Y ED [Setup (B&TE)] > [System (3 X7 L1)] > [Plain
Config (7L —>&7E)] > [HTTPS] > [Allow
TLSv1.0 and/or Allow TLSv1.1 (TLSv1. O/TLSv1.1
Z5FRI Y B)]
=109 [System (2 X 7 L1)] > [Plain Config (7L — /&%

)] > [HTTPS] > [Allow TLSv1.0 and/or Allow
TLSv1.1 (TLSV1. O/TLSV1. 1 & EFB] 9§ 5)]

AU NI T4 2 —RIB

RVVTNIT 4 Z—RIENDT VL AZEN T E bSO LET, AV )T FITT 4
2=l bITNYa—TFTa2TETNYTOEBRNTOIMERLE T,
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/7;/7 T RIT 1 2—IFAXISOS 10.11H SHIFREN. ZNLUED/N—Y 3V TIMERTERY

AXISOS/\— 3 > WebA1 > 2 —7 1 —XADHKE/ A
710K W aE] N/A
7.10& VA [Settings (&TE)] > [System (3 X7 L1)] > [Plain

config (FL—>8&7E)] > [System (X7 L1)] >
[Enable the script editor (editcgi) (X7 ') 7
T 7+ 2~ (editcgi) ZBEINCT B)]

=109 [System (> X7 L5)] > [Plain config (7 L — /5%
E)] > [System (22 X 7 L»)] > [Enable the script
editor (editcgi) (X7 1) 7~ T7 1 22— (editcgi)
ZBINNCT D))

HTTP(S) Y —/\—\w 4 —

T 74U N TlE AxisEBIE. XY N T—T LD S A7 b EDHTTPS) #EFihic, IRED
ApacheB K UOpenSSLN—2 3 v EBHIL T T, TOBRIE. FFEDAXIS OS/IN\—T 3 BT 5
REERDHa55' I‘SECDJZ U ML R— bR A, XYy b0 F 1T AF v —%&
EHNICERT 25E8ICEHTT,

HWP(S) Y=\ =AY A= LT HTTP(S) #ihO15 %E%ﬁ%ﬂb@“uc&b\?*i?“o fc
el BRBEZ BICEHDIREITRD, AXisHHERT B T57A I 2 CEEZRIFT 2HBEICDIA
Ny B — BT BT & BEE LET,

HTTP(S) —/ =\ =% HNT 54 7> a & AXISOS 106N SFERTEEXT,

AXISOS/\—2 3> Web1 > 2—7 1 —ADHKTE/ X
710K U Bl N/A
VALESE:1] [Settings (FX7E)] > [System (3 X7 L1)] > [Plain

config (7 L —>/8&7E)] > [System (¥ X7 L1)] >
[HTTP Server Header Comments (HTTPt—
IN=NY A=A )]

=109 [System (3 A7 L5)] > [Plain config (7L — /5%
7E)] > [System (> A7 Ls)] > [HTTP Server
Header Comments (HTTPH—/\—~\w Z—1
A M

==

=7z

2y T =T A 7@&@Axisﬂ§%¢%\%*ﬁﬁﬁ§%%?ti\ BARNBLUORA VBT T 7 4+)V b
TENCIZOTCVWEY, BEREEENCETIFTIE. @ﬂ%ﬁu BT DUEND Ui@“ AxisA >
2= 73./_\\57\/ b — /77\l: A= E BREARNER A VRED TEITIEE CH D AKIsKHM T
& SEEEDT T4V b TEMICE O TWVET,

BEHBEEERLEWVNGEIE. BENICT S LZE:MDLET,
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AXIS OS/N—=2 3> WebA > 2 —7 1 —ADKTE/ R
710K W E] [Setup (EXTE)] > [System Options (3 A7 LA
7> 3>)] > [Advanced (HERE)] > [Plain

Conﬂg( L —>8%7E)] > [Audio (BE)] >

[Audio A* (BEA¥)] > [Enabled (B%h)]

YAIVESE:] [Settings (E&7E)] > [Audio (FE)] > [Allow
audio (BEFE%Z5F7])]
2109 [Audio (Z7)] > [Device settings GEEFKE)]

SDA—bFXOv k

AxisEBISBE. ETAFEDOO—H/IVIT Y I AL —I%RMHET Lo, 1ML EDSDA— K
ZHYR—FLTCVWET, SDAO— FZEALGEWESIE. SDA—FAAY hETRITHEMICT 5T
%_’;’:EB@J&?D LEd, SDA—RFAAY b ZEMITT 24 T 3 >idE AXIS OS 9.80LUIEN SFERTE

SEMICDULNTIEL AXIS OS knowledge base (AXIS OSENEE—X) T [Disabling the SD card (SD
H— FEENICT B) ] Z25RLTIEEL

AXISOS/IN\—=2 3>~ Web- > 2 —7 1 —ADKTE/ X
710K W AE] N/A
710K W AE] [Settings (BXAE)] > [System (3 X7 Ls)] > [Plain

config (7' L —>&7E)] > [Storage (A b L —)]
> [SD Disk Enabled (SD7 « X% B%)]

=109 [System (> X7 L5)] > [Plain config (7 L — /5%
7E)] > [Storage (A + L—)] > [SD Disk
Enabled (SD7 « X7 B%N)]

FTP77 72X

FTPIE. Z2eMDEWBETA NIV TY, Thud. co ) a—FTa>7&7/Ny TERICD
IMERINASTONIILTY, AXISOS 11.1LIE,. OSHSFTPY 7 AHHEERRE Nifcfeéb. ZNnLL
EON—T 3V TlIINEZFIRBT A EETEFRA, TNV a—T 0T OB TIE. FTP
T REEMN L, CF 2T HESSHT VA EFERIT R EEaHEHLET,

SSHDOFFRIC DL TIE. AXIS OSIR=2)LC [SSH7 7+ X BB LT fEEW, FTIPZEA L
TINY A T2 aVDFBICDOWNTIE. AXISOSR—%2)VC TFTP77 o X] BB LTLfEE
LY

AXIS OS/N— 3>~ Web-( > 2—7 1 —XDHFE/ A

710K W E] [Setup (BRFE)] > [System Options (2 A7 L7
7 3 2] > [Plain Config (7L —>/5&7E)] >
[Network (% b 77—77)] >[FTP Enabled (FTP
B3]

710K VAT [Settings (BXTE)] > [System (= X 7 L1)] > [Plain

config (7L —>&&7E)] > [Network (v k7 —
27)] > [FTP Enabled (FTPE%)]

2109 [System (2 A7 L1)] > [Plain config (XL — /&%
7E)] > [Network (v b7 —7%7)] > [FTP Enabled
(SSHEZN)]
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AXISOS/\—RZ2THA R

SSH7” 7t X

SSHIF. NSO a—F427ET Ny JOBRNICOHMERENDSLF175BE7B LT
%&AXISQ%LS.SOLX&%U)AXIS?‘/ ARATHR=IENTWET, SSHY 7 X &HMET ST EN
LN&E9d,

SSHZE(ER LIz 7/\w 774 7> 3 > OFMIC DL T, AXIS OS knowledge base (AXIS OSHIF N —
A) € ISSHaccess (SSH77 7t X) ] BB LT ZEL,

AXIS OS/N\—2 3>~ Web-1 > 2—7 T —XDHKE/ X

710K W HT [Setup (BRFE)] > [System Options (2 A7 L7
7 3 2] > [Plain Config (7L —>/E&7E)] >
[Network (v k77—77)] >[SSH Enabled (SSH

B3]
710K W aE] [Settings (FX7E)] > [System (3 X7 L1)] > [Plain

config (7L —>8&7E)] > [Network (v kT —
7)1 > [SSH Enabled (SSH&E%)]

=109 [System (/27 )] > [Plain config (7 L — &%
E)] > [Network (X k7 —7%7)] > [SSH
Enabled (SSHE%)]

Telnet77 7 X

Telnetld. RS 7Ly 1—F 4 Y ETINY FOENDORERENS. L1 7 THRVEE O
FILTY, ThuE, AXISOS 550MEI0/NN— 3 VAEBE L TLBAXST )\ ATHR— hEh
TWET, Telnet7 7 A= T 5 EhEIHONE T,

AXISOS/N\—=2 3> WebA > 2 —7 T —ADHFE/ A

550K U aE] FIBICT DU TIE. AXIS OS knowledge base

(AXIS OSHIFEN—R) °C [Device access ( Al
RXR77vX)] HBEBELTIEEL,

710K W gE] N/A
710K W&l N/A
=109 N/A
ARP/Ping

ARP/Pingld. AXIS IP UtilityZo DY —) LB L CAXIsSSRBEDIPT KL A ZHRE T 57574 C LT,
Z DREREIFAXIS OS 7100 B HIFRE N, TNLED/N—2 3 VTR TEEFA, AXISOS7.10
BEION=2 3 22 B8 LT AKSEB Cld. COMBEZEMICT S5 & aB]MOLET,

AXIS OS/N\—2 3~ Web- > 2—7 T —XDFRE/ X

710K O & [Setup (FRTE)] > [System Options (3 A7 LA
—< 3 >)] > [Advanced GEERE)] > [Plain
Config (7L —>&&%E)] > [Network (v 7 —
7)1 >[ARP/Ping]

710K WAl N/A
2109 N/A
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USB

AXIS OS 12154, AXIS D1110ICIFUSBIR— b E BN T 54 72 3 VhMEh > TWEd, AL
gb\EL\USB/Tf— hEBMBELTCT 774 7DERICTDE BEXGEFIUT A VRIHDELE

AXISOS/\—> 3 >~ Web1 > 2 —7 1 —ADHKE/ VA

710K W E] N/A

710K W FE] N/A

>12.1 [System (2 X7 Ls)]> > [Accessories (777 1
|)—)]> [USB Configuration (USB&E%7E)]

IRARR—=ZADI7ATIA—=I

CSC#1 : REDBEEDA VN b LEE )
CSC#4 : PEDBEEY T M I T 7D F 1 7 HBRE
CSC#13 . v b T —7 DEER L BATH

AXIS OS 1T.IMMEICEAETNT VAR AAR—ZADT 74 79 4 — Ut F 1) 7 A HEETT, T
UTEY . IPT KL ADTCP/UDPR— R BESREDAI K5 7 1 v 7 EHMT 2)L— )L AR T 5
CERTEET, TNH. T/ ARZDF—E ANDRIE T 72 ADBHIHIC DAY E T

TIAIVER) Y —% HER] ICRELIIBE. #EROHDINTDI 117> F VMSEXLUE
BYSAT72 M PR=-b2BHT VA MEIMLTLEL,

AXISOS/N—T 3 > WebA 2 —7 1 —ADHRE/NA
2119 [Setup (E%7E)] > [Security (EF 21 7 1)] >
[Firewall (7 7477 #—J1)]

IP7 LA 1 IbB2I 2T

AXIS OS M BLETD/NN\— 3 v E#BE LIz T/ \\{7\_6‘05& P7 RLA T4 )2 JIc&>T. &
ENTCVENI ST Y K hBDT 7L ABBIEENE T, BERERZ Y K T— 2K FDIPT
FLZASFIIEND &S Ic, FRRFERDIP 7 FLAMESTNE LT\ RERET 5
CEDEIBHSNET,

P77 KL A%ZEFRI T 23561E. VMST—/N\—EBBI S 7V b 2adH. INTDEERT ZA
72 b ) ANMOEMLTLIEEL,

AXISOS/N\—=2 3> WebA > 2 —7 1 —ADHFE/ A

710K Y &l [Setup (E87E)] > [System Options (3 A7 LA
73] > [Security (TF 2 U7 1) > [IP
Address Filter (IP77 KL X7 1 )L2—)]

710K AT [Settings(EX7E)] > [System (> A7 L3)] > [TCP/
IP] > [IP address filter (IP77 KL X7 « JL2—)]
109—118 [Settings(EX7E)] > [Security (LF+ 21 7 1)1 >

[IP address filter (P77 KL X7 « JLZ—)]

SN

=g
X NTD—=0 T AETICET ARUFMEO I EBMNELT S DRy bT—0KRA b
DEDAELRT7 Vv AFATZRET AT ENAIEEE T Y £, [System (2 A7 LA)] > [Plain
config (FL—>&&%E)] > [Network (v T —2)] DIBEICFES) LT, [Network Filter Log
(RY bT=2T74)VZ2—OICHETEHE. KUFRGO V2B T HZENTEET,
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HTTPS
CSCH#3 1 T—HR1RE

AXIS OS 7.20L4Pe & 88, L e Axis 7/ N\ A A Tl HTTPEHTIPSH T 7 4 )L b TCEIMEENTLE
9, HTTPRERTDT 7 ADGEIR, BSHe{mbnNELfcdliczetME< G ET,
HTTPSTIE. 754 7> b EAXISTINA RABD ST « v 7 HBESLENE T, AXISEBD T NT
DEEZRAVITIFHTIPSZ AT 5 L2 HENDH L E T,

BEFEICOVTE, EZBRLTIEEN,
HTTPS®Dd»

AxisEBIE. HTTPSDHZERT DK DICHRET 5T EZBEID LE T HTTP 7 L RIEAA]), T
TLLCF%SJ:L};S;S (HTTP Strict Transport Security) NBEIICERNICEY . EBDLF21 U 710 HE
SlcmE o

AXIS OS 7.20L0B%. AxisEBICIFBCBRAIMAENMIB L TWEY, BOERLIIBPEIXHRT HEE
TEFEAN. PHIRER PLRREL PK) HMER CERWEGRICAKSEEICLF 177177
AT BITUETNTT, Al THNIE. BCBRLMAEZHIFR L. R L PKIBBIN T L @)
BBANEV A7 MIBEICEBEHRAANENH Y T, AXISOS 10.10L%,. BEESA
Z=(XIEEE 802 1AREF 27 7 /N1 RIDFFFREICE T X 5NnE Lic,

AXISOS/N—2 3> Web1 > 2 —7 1 —ADHFTE/ X

710K Y el [Setup (F27E)] > [System Options (> A7 LA
73] > [Security (F a2 )7 1)] >
[HTTPS]

710k W &l Settings (5&7E)] > [System (> A7 L1)] >

[
[Security (€421 7 «)] > [HTTP and HTTPS
(HTTPE KTUHTTPS]

2109 [System (32 X7 L1)] > [Network (v T —
27)] > [HTTP and HTTPS (HTTPE K UHTTPS)]

HTTPSHS =

AxisEBIE, TLS 128 K UTLS 13855 XA — h & YR—+ LER LT, HTTPSHEZ 1 77|k
SELET, EAITDHFEDTILI/N =T 3>V EIFSAA — ME, ASEBICERT 275177 k
IcE D TEGY TNUTIGLTCRAV I = 3 ENE T, AXIS OSOERAER Cld. AxisEE T
EAERIERESDU X MOABHENSEEHHY ETH. REOESREFEETINE LA, BE
SHRENDEEIL, AiskBZ THHFEROREICRI D, 1I—F—RELZFHTTOI Lok,
A—H—DBET HHELD Y £, AXIS OS 108 Tld, 1 —F—HAXIS OSOEH Z1T >
&L BESOUR MIEEBNICEHRENET,

TLS 1.2L0F

TLS 1.2LL T % AT 2355, AxiskBDBREEIERENSHHTTPSESZIEE CEE T, ERT
EDESICHIRIED Y ERAL, TF 2T DD, UTFOVITNHOE T T NTDRS
FEESEERT D EaHBMOLET,

ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-
AES256-GCM-SHA384 :ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305
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AXIS OS/N\— 3> Web+1 > %2 —7 1 —XADHEE/NA

710K W E] [Setup (FZ7E)] > [System Options (3 A7 LA
72 3>)] > [Advanced (GEERTE)] > [Plain
Conﬂg (7L —>87E)] > [HTTPS] > [Ciphers

(F55)]

710K VAT [Settings (B%7E)] > [System (2 X7 L1)] > [Plain
config ('L —>8&7E)] > [HTTPS] > [Ciphers (8&
)]

=109 [System (> X 7 L5)] > [Plain config (7 L — /5%

7E)] > [HTTPS] > [Ciphers (F55)]

TLS1.3
T 7 AV R T TLS 13MERICRE S NGBS A A — S DI DMERBTEX T,

TLS_AES_128 GCM SHA256:TLS CHACHA20 POLY1305 SHA256:TLS AES 256 GCM
SHA384

INBDAA—MMIA—Y—DREIT DI LIETET LA
rov209

CSCH#1 : REDEEDA NV N LEE
CSC#8 : BsEM T DEE

77 AOTE AXIsEBICT ’7’@7\?%1 H— U)ﬁyrEH?ZaEIﬁ%?ﬂﬁ@F%t(kb\ BEEET VLR
OV hO—/VEBOAALBZICIEVET, TOBEZBIMIC L. JE— bsyslogt—/\— &
aht T, \Axis%’%%b‘lﬁl/7“754139%@37\I2%fﬁtlii€1§?%%>ot5t§”%>zt%?ﬁ@]&) LET, Thic
£ AT Ay =Y DREETDRERELSERIEENE T,

SHICDULNTIEL AXIS OS knowledge base (AXIS OS&IF#X—X) T [Device access logging (7/\
ARX77€RXO7) 1 Z#BRLTILEL

AXIS OS/N—2 3>~ Web- > 2 —7 2 —XDHFE/ A

710K AT [Setup (F&TE)] > [System Options (> A7 LA
723 )] > [Advanced (5% 7E)] > [Plain
Config (L —>8&%E)] > [System (¥ AT )] >
[Access log (777 £ 20 49)]

7.10& VA [Settings (B&TE)] > [System (3 X7 L1)] > [Plain
Config (7L —>8%E)] > [System (¥ AT Ls)] >
[Access log (777 £ A0 49)]

2109 [System (2 A7 L1)] > [Plain Config (7L — &%
7E)] > [System (32 A7 L1)] > [Access log (777
X049
MBS AL I —

CSCH#1 : RRDEEDA N\ M) EEE
CSCH2: XY NT=DAV TSRV Fv—DEE

Axisld. AxisEEBOYPIBMGIREZE A RILT STcdlc. T 3a>voT7 7wy )—& L THENEE
ANBERBHLEAA /?%#ﬂﬁLTb\iﬂ“o INEDAA Y Fld % HHMD)A—TE BRLE
2472 MCAXSEBNBHPCESZ XS I EDTEASALDICTLET,
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FBRTEAREABLET 7T ) —DFFRICDONTIE. UTZESRLTIEEL,
AXIS TA8501 Physical Tampering Switch
AXIS Dome Intrusion Switch C
AXISK 77 X1 F A
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AXISOS/\—RZ2THA R

HLaRE(E

HoRBIEDFIRIE, ETHRALTWEED FEY JICEDWNTWVWET, fcfel. 774V hE

FUEFRNZRICFIEZAXisZEICERBER I 5 EIETEE TN, HARBICDXRICIIN H—
DY TSAF = IV RI-—Y—HE. BREGDTAVTISANTIFv—Px v b

V=0 A2VT ANV TF ¥ —ZEBNICEHIBEND Y ET,

129—3Y bERY RD—DADEH DI

CSCHI2: XY NT—TUAVTZANTVF v —DEE

AxisTINA R&INT ) w I Web—/\—E LTRBELEWT & £ FETHRRBE Y 5147 >
MTTINAZNDZRY N TD—=0 7 7w AEHF LGN EHEDENE T, ET7AEEY 7 b
717 (VWMS) AEALTOWEUVVNEEEBCEA. £z o TFICT7 VAT 20NE
D B/ R EAICIE. AXIS Camera Station EdgebV@t) @Rk &5 ) 9,

AXIS Camera Station Edgeld. Windows. iOS. Android CER TRIBT BT ENTEET, TNE
ERITAHCET, TIMAZA V2 =2y MIRBETIC. BEDDBEZEETFNDT I X
HERIPI D ENTEET, FHMITONTIE. axis.com/products/axis-camera-station-edge’ £
LclieeEn

pad
w&%@%b?m%ﬁﬁ@ i VMSR Y Z—CEB—bETAT IV EADNRNZ N TZ Y
T 4 AT DN THEE LT<t

v b — 77H4X&£O%@T%4/77Z#77?V ET TV r— 3> EnwT AT
ET ZY RT=INDBEHY AT DHIRENET,

AXISTINA R, BEEA Y TSR RS O Fv—. BET T r—a g ABRY hT—oReY
ZZAZY KO— o DEHRENTLBO—AILZ Y F D=2 ICREET 57 LHBIBHSNET,

%$Wﬁﬁk%ﬁ%?%[ﬁx%E@ivF7—7t$1U?4%t22A%EMLT\D—t
WY NIT=D0EZDAVT AT I F Y= (b=2— AAVTF) ZRET T CLADSRE
£9, cUTE VLANEIT AV T—2 320 Jb—T 4 2V JREEDHIR. T4 FEEIEWANT ’7
CADVPN, v NI =0 LAY =230 74704 —)VOBCE. 772X =L)Xk
(ACL) GEDEENET,

BARNGREEHRT DICiE. 74 =71\ bV ART Y 3 U DEABHE WV caER
Xy NI)=URETV /O —Z@BALET, ik, Ry NT=URNTELET 2BEDMH
feEIDsR b ENE I, BE. HkRR Y b —7mfbicid. HHEV I b7 PN=rD T
TITSAT VAPREEGD I EITERELTLEEY

=Y RI9—D DIfESEIEDRAF v >

CSCH#1 - RRDEEDA NV M) EEE
CSCHI2: Y N ID—UTOA VT SRANTVFv—DEER

2y D=7 0F 2 ) T4 AF v F—%FRLT XV NI —=7EBEDFETHhZERT CEE
g, MEsSEEHEDOBRIE. BENG LT 1) T 1 RHEPRE I AZERNICHRT S5 LT

o

AXISEBE - ZDREEA VTS RA NS F v — @W%@%ﬁ%m%mLiﬁﬁ%Z&%Bﬁébi
ToX$v/§%%¢5mg\@%T%éw%wmmowv—/a/Qﬁitﬁ77?47#Ev
)T AXISEBDBFHIINTWA T EHREEELTLIZEL,

Flee AF v LR— MERESEL. Axisi %@ﬂﬂ@h@ﬁ%ﬁﬂiég&%%%ébiﬁ
ICDWTE. TAXISOSEESEMEXR F+F—H1 K] #B8B LT LT LAR— k&LM@jx/
b%«wT?X7%7v#EEALT\w&mm?rm@#ﬁ—ﬁjwﬁﬁb?<ﬁéu
ERTE S LHBEE (PKI)

CSC#3 : T—4R1{RE
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CSCH12: XY N T—=VAVTSANS I Fv—DERE

INT )y JEIETZ A= hDFFELRF (CA) ICK 2 TEBEN, BRENWebT —/\—FIRE
EV ATV MEEREEAGSEBICEAT 2 L BEOH LET, REESHDEET T — VOB
ENTCCAZRIEREIC LY HTTPSER COERRICRRENS T 2 VT OIPAEESZ 5
FRITHTENTEET, Ffo, CABRMEFIABEICLY. Xy =0 77422 AL

(NAQ) V1= 32 %ZRERTBRIC AisT/\1A ADEESENMREESNE T, hlcLy.
AXisRBICGY TE LIV E2—2—D5DRED U AT HERENET,

FHHIAHDCAT—EZ DT BT B AXIS Device Manager&E R L T, BATEAES AXisEEIC
HITCEET,

JE—bsyslog

CSCH#8 : BEEO U DERE

IARTCDOOAT Ay =2 ZBES L THRROsyslogT —/\—ITXET DK DS, AXIsEBEZHRE T
TET, CNCKVEENBZICGY . BEHNIC. BREZHOC. RIERETIC. AXSEEBT
D7 Xy —IDEIBRENDDZETET T, BEDRYI—ICL 2T HEQO YT DIRFHA

BZLERT DI LEEHETEET,

TETEEZAXISOS/N—2 3 T E— bsyslogh—/\—Z BT BAEDEER DN TIE.
AXIS OS knowledge base (AXIS OSEIZEN—R) T [Syslog| #HBLTLEELY,

AXISOS/\—2 3 >~ Web1 > 2 —7 1 —ADRTE/ A
710& W] FIBICDWTIE, AXISOSR—42)L T
[Syslog) Z#ZEBRLTLEEL,
710K VAT [Settings(EZ7E)] > [System (> A7 L3)] > [TCP/
IP]
2109 [System (3 X7 L5)] > [Logs (A1 4]

EF17EFAXRNIU—Z2YD (SRTP/RTSPS)
CSC#3 1 7— 2 {R5&
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YAIESA=n] N/A
2109 [System (2 A7 L\)] > [Plain config (L — /&%
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BHE L TWGEWR Y T —2R"— k TDPOE
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http://ip-address/axis-cgi/nvr/poe/
setportmode.cgi?port=X&enabld=no

EHELTNGENRY NT—0R—KTDRY
NO—0 NS T 0w OEECT B4

http://ip-address/axis-cgi/network
settings.cgi

{ "apiVersion": "1.17", "method":
"setDeviceConfiguration", "params": {
"deviceName": "ethl.1",
"staticState": "down" } }

Bonjourt®H 7’0 k T/ L& FEENIC T B

https://ip-address/axis-cgi/param.
cgi?action=update&Network.Bonjour.
Enabled=no

UPnPI&H 7’0 k 1)L HHEZNIC T 2

https://ip-address/axis-cgi/param.
cgi?action=update&Network.UPnP.
Enabled=no
https://ip-address/axis-cgi/param.
cgi?action=update&Network.UPnP.
NATTraversal.Enabled=no

WebServicel&H 7O + )L & HERNIC T 5

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
DiscoveryMode.Discoverable=no

2oy o> 7 R (030) ZENICT

https://ip-address/axis-cgi/param.

2 cgi?action=update&RemoteService.
Enabled=no

HEDSSHA > 7+ 2 X7 0t X EHEINICT | https://ip-address/axis-cgi/param.

=) cgi?action=update&Network.SSH.

Enabled=no

HEDFTIPAZ T F 2R 7 7R EHNICT
=

https://ip-address/axis-cgi/param.
cgi?action=update&Network.FTP.
Enabled=no

ARP-Ping IP7 KL X BB E &N T 5

https://ip-address/axis-cgi/param.
cgi?action=update&Network.
ARPPingIPAddress.Enabled=no

Zero-ConfIP7” KL XEREZEHEZNC T 5

http://ip-address/axis-cgi/param.
cgi?action=update&Network.ZeroConf.
Enabled=no

HTTPSDH % B30IC T %

https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.admin=https
https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.operator=https
https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.viewer=https

TLS 1.2BKOTLS 1.30DHEFINCT B

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS1=no
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https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS1l1l=
no

TLS 1.2+ 2 7BESDERTE

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.Ciphers=
ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-
RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-
AES256-GCM-SHA384 : ECDHE-RSA-AES256-
GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305

G WBD S DIREEBANIC T 5

https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.
ActivatePasswordThrottling=on
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSBlockingPeriod=
10
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-cgi/param.
cgi?action=updateé&System.
PreventDoSAttack.DoSPageInterval=1l
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSSiteInterval=1

XY T NT 70 R—IRIEEEINCT S

https://ip-address/axis-cgi/param.
cgi?action=update&System.EditCgi=no

I—Y—=r o007 DAELEBINCT 5

https://ip-address/axis-cgi/param.
cgi?action=update&System.AccessLog=
On

ONVIFBEIED S DIRFEELEBINCT B

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
UsernameToken.
ReplayAttackProtection=yes

HEDWeb1 > X —T T —IX\D) Tt X%
NI B

https://ip-address/axis-cgi/param.
cgi?action=update&System.
WebInterfaceDisabled=yes

HTTP/OpenSSLH—/\—~\ v & —Z#E5hIC T
=)

https://ip-address/axis-cgi/param.
cgi?action=update&System.
HTTPServerTokens=no

EZE2—7EPTZ7 0 R EHINNCT 2

https://ip-address/axis-cgi/param.
cgi?action=update&root.Network.RTSP.
ProtViewer=password
https://ip-address/axis-cgi/param.
cgi?action=update&root.System.
BoaProtViewer=password
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https://ip-address/axis-cgi/param.
cgi?action=update&root.PTZ.
BoaProtPTZOperator=password
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* [port=XJ M X| #EWOR— MESICEZHRIET, fil: lport=1] EFBE K— M IHE
SLENET., [port=2) L9 5L, K— boDhELENET,

w Tethl 1) O 1) #EBOK— FESICBERAET, fl: lethll) ETHE, K— N IHE
BLENET, lethl2] L9255, K- P BEHLENET, \ \

P BLIAIT 051 Y RTORRA0ERET BE, 254 7> NP7 FLABIOBE IOy &
ENET, J0BDR—IRBATRED Y 7 TR FREE 372010, DoST 0w 2 BEAE 5ic
MR ENET,

AXIS Device Manager (Extend) [C KD EARNIRE{L

AXIS Device Manager & AXIS Device Manager ExtendZ R L T, TEHEASNTWA b 7 ICE
DWCAXsEBZ®ILTEXS, TORET 71N EFRLET, ZOHREIE. ITUXMENTL
5EHEDEFLCTT,

TFa1) T4 ZRILT D DIC—BEPDRBEDHIFR ENIcfcsd. FEBDAXIS OS/N\—2 3 >~ TlE—&B
DFREMER TEGLZO>TWVWABABEMENSH W K9, AXIS Device Manager & AXIS Device
Manager Extendid. NS5 DEREZ BEINICRILERED SEIBRLE T,

RS

pas

BET7AVET Y TO—FTBE, ASEBIZHTTPSOMCBES 1L, Web( >4 —7 1 —
ST T, N5 A= 2 —HHIRE I DEIT 3758, BBITH L CRE 7 7 1 1%
ZECEET,

¥V iE5

AxisBgn, VU a1—> 3> U—EXATHLICERINIRBMLED, AXisEBZ t+ 177 ITIRD7A
EICBIT DIERERITEAICIE. AXistF 2 71 @8HY—EXICMAT S L2858 LET,

36



https://help.axis.com/en-us/axis-os-hardening-guide#applications
https://help.axis.com/en-us/axis-os-hardening-guide#applications
https://help.axis.com/en-us/axis-os-hardening-guide#applications
https://help.axis.com/en-us/axis-os-hardening-guide#applications
https://www.axis.com/dam/public/6f/6e/97/axis-os-hardening-configuration-en-US-403153.cfg
https://www.axis.com/support/cybersecurity/security-notification-service




