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73] > [Security (ZF+ 21 7 )] > [IEEE
802.1X]

VAESET] [Settings (F&7E)] > [System (3 X T L1)] >
[Security (ZF 21 7 )]

2109 [System (3 A7 )] > [Security (ZF 21 7 )]
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Access control Access control management Privacy
Local user device management with password complexity indicator Use of diagnostics data
Federated user device management through OpenlID Connect (RFC6749, 1.3.1 Authorization Code) Minimalistic approach to how much
providing ADFS-integration that unlocks features such as password complexity enforcement, rotation, customer-specific data should
automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality be stored

Application Application security
TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)
Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog

Operating system Encryption and data protection Default security Enterprise network security
OpenSSL 1.1.1 and 3.0 HTTPS enabled by default |EEE 802.1X (network access control)
X.509 certificate PKI and cryptography Brute-Force Delay Protection IEEE 802.1AR (secure device identity)
Transport layer security (TLS 1.2/TLS 1.3) Host-based Firewall IEEE 802.1AE (MAC security, MACsec)
SD card encryption (AES-XTS-Plaing4 256bit) Network time security (NTS)
Encrypted file system (AES-XTS-Plain64 256bit), Insecure TLS versions disabled
Signed video UART/Debug port disabled

AXIS OS Operating System

Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache,
Curl and others.

Active track for feature growth and 5-year long-term support tracks (LTS) for 3rd party integration and backwards-compatibility use cases.

Silicon assisted Hardware root-of-trust Secure key storage

security (chip) ARM-based system-on-chip (SoC) security Tamper-protected storage and operation of cryptographic keys
Trusted Execution Environment (TEE/OP-TEE) such as customer uploaded private keys, video signing keys and
Trusted platform module (TPM 2.0), Secure element the Axis Device 1D.

Security foundation  Axis Security Development Model Compliance Trusted device identity

Axis security development model (ASDM) Common Criterial EAL Axis Edge Vault cybersecurity platform
3rd party penetration tests FIPS 140 Secure boot with Signed 0S (code-signing)
Bug bounty program with Bugcrowd ETSI EN 303 645 Axis Device ID (IEEE 802.1AR)

Software Bill of Material (SBOM)
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https://www.axis.com/dam/public/96/a7/ce/edge-to-edge-technology--smart-pairing-with-axis-speakers-en-US-191284.pdf
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https://en.wikipedia.org/wiki/Ephemeral_port
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802.1X]

710K W AE] [Settings (BRAE)] > [System (3 A7 L1)] >
[Security (T2 1) 7 )] > [IEEE 802.1X]

2109 [System (27 X7 Ls)] > [Security (TF+ 21 7 1))
> [IEEE 802.1X]
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https://help.axis.com/en-us/axis-os-knowledge-base#ieee-802-1ae
https://help.axis.com/en-us/axis-os-knowledge-base#ieee-802-1ae
https://help.axis.com/axis-aruba-secure-network-integration
https://help.axis.com/axis-aruba-secure-network-integration
https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/support/public-key-infrastructure-repository
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Axis Edge Vault
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Axis Edge Vault
cybersecurity platform

Cryptographic Features Use cases
computing modules v Secure boot v Supply chain protection
v Secure element v Signed 0S v Trusted device identity
v TPM 2.0 v Axis device ID v/ Secure key storage
v SoC security (TEE) v Secure keystore v Video tampering detection

v Signed video
v Encrypted file system
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RO —E L IBE. OSDELHFFAEENE T

SHRICDWTIE. KT A bXR—/3— TAxis Edge Vault] BB L TLLEEL
t¥a7T—F
CSCHR VT RTITEEDA NV M) EEE

FEALEDAXISEEICIE, EBEDTLMZRET DfcdDEF17T—h

V= VARDYET,
TF2T7T— MK WEAETNAXSEBOEAZH S ZENTEET,

SoC Flash memory
Root of trust - — | Boot ROM | — - — { Bootloader | — —- —{ Linux kernel | — +— —{ Root file system
| | |
| | |
] ] ]
Verifies Verifies Verifies
FHRICDOWTE. RT A M RX—/\— TAxis Edge Vault] #EBB LT 2EWL

BElHF—ANT
CSC#6: 77X bO—)LDEE

2hEF—ANTICEY . W2 VIN—MEERATC/\— R T 7 RX—ADBSERA S L —IH
%Eﬁbiﬁ AX|ST/\/1’7\ID<‘:}EE§75\/ v 7O— R LIS BRERET 5 ERIEFIC, Jc:\::LU
TARBRENKELCBEDAET 7V EAPEEDH HMEEHEET, tF21 )7 BHISC
T Axis&Z£iE&lL. TPM 2.0 (Trusted Platform Module). 3+ 277 L X >/ k. TEE (Trusted
Execution Environment) i EDEY 12— )V A1 DE 3B EH TEL T,

w
® Axis device ID
Secure keystore o Witz st ey
gﬁ} Secure element _ ® Access control keys
::% o Filesystem keys
@ Trusted platform module (TPM) e Customer-loaded keys
....... - |EEE 802.1x
Trusted execution environment (TEE) _ HTTPS
™ on the system-on-chip (SoC)
SHAIC DT, R T ~R—/S— TAxis Edge Vault) BB L T REL
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AXISOS/\—RZ2THA R

BESIt7 711V AT I
CSC#3: 7—421RE

BEOHAIWEEILZ. 7o7vya A AT®|)AEID Y MERL, 7oval) —2—EBH@BELCTT
TXRTBHET, T7AIVVATLDSERZMEHLELD ETBHAIEEEAH Y TT, fefcl.

AXisRBIZ. TN T 7 A )V AT LSBT 7 A LI &A Y LIcHalc. BEDH
BT —RDMREPEREDHEADS T 7AIVV AT LAHIRETEL T, AXSEBDERHNA 7 D5

B, 771V AT L EDBERIFAES-XTS-Plain64 256bit CEES{t ENEd, 17 7— 7O
F;Eﬁ\igﬂi%%%ﬂﬁtﬁ 7AWV AT LIFESEEIN, AXSEB TV ML THERTESELS
IRt o

EEMICDWTIE. R A MX—/N— TAxis Edge Vault] #E5BL T IET0L,
ERELE
CSCH#3 : T—R1RE

AXisERBITIBHRM AT EAEBREAT) OMAZERLTCVWET, BREEXTVIE, KEZER
DONTICUICRNBDEEINE T, —75. MEREEX T IcREINBERIIFTIN. £
BRCBURARREEE Y E T, T—2RA V2—%B|THIKRL T, REINT =207 711
AT LDBEAGEWVESICTBEWNS—IRIG T EAILE T TWE T, ZDs. BEERFDRRE
ANDJty FHAREICEYET, NANDTZZwva XEUDFEE. UBID [Remove Volume (R

) a2—LDHIR) | #eEAFERLET, eMMCT S w1 XE ClEEEFEOMENMEBRENE T
. TR ML= 70y oNMERINGLL G2 EHERLTWVWET, ZOHEE. AML—
DA hAO—F—lckY BEISCTENSDRA ML —T70v INEEINE T,
AXisEBZRE I 5513, RBEZ THHARKDREIC Y hT 5 LB MHLET, Nl
K EBOFREBREUEATIHRESNIXRTOT—2HNEEINE T,
THBEERBOREIAICTE2IRY FERTLTH. T-2DELITEEINSDIFTIEH Y
Fho TIN\AADBEHT HE. TOYAT LEFHPICT —EHNEEENE T, TDfes, T
BRI OREICHHIE T 2 I FERTI BT TIEATNTY, 7 —2ZWMRITEET S
IZiE. BREUIAHIC. ZEEXBEFHI T (. TOEFHET T IEA2H0ELDHY T,

BRT — 2% HET 5 ZDFEIE. NIST SP-800-88 Revision 11T52& SN TLNS “Clear” (71 77) T
“RAC— 3 VFEITREOTVET,

Q Private keys & certificates

ACAP Applications =

> User accounts Factory default

Decommissioning

Axis device completed

' i 3 o
In service “ | User configuration
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AXISOS/\—RZ2THA R

AXISOS/N—2 3>~ Web > 2 —7 T —XDHFE/ A

710K W HT [Setup (BRFE)] > [System Options (2 A7 L7
<3 )] > [Maintenance (X > 77+ > X)] >
[Default (77 4L M)]

710K W FT [Settings (BX7E)] > [System (> A7 )] >
[Maintenance (X > 77+ > X)] > [Default (7
T4 )]

>109 [Maintenance (X > 7+ > X)) > [Default (7
D)

ORI, MEEMATVIREINTVS T —ZICET 25FlIERNZENTVET,

BERE T —4 TIBHAERORERICES
VAPIXE KUONVIFDO I —H—ZE/NAT—F | &
EEPRE & v WHE
BOERAE WE
TPM & Axis Edge VaultlTiREES N TLB 1B B
WLANERE & 1—H—//XAT— K WHE
H AR LSFERRE mL
SDAH— RS+ — WE
SDA— R7—4&** mL
2y hD—=oHEREE IS —//INAT—F | AE
Xy bT—=OHBT A mL
d—5—E* WHE
7Y TO—REN7 75— 3> (ACAP) | &
RET — 2 & BEARERET L
Z“/TD— NEned o270 v o &EF—IN\—L | E
RTCy/ Oy 7 7—%4 W

*EZMEOSOTOXLRATIE. ARAZLFRBAEMERINE T, cnlcky. I—H—HAXISOS
27w JTA—RCTEDLDICBIET MWDOERLITOIENTELT) . \
*TwIA ML= (SDA— K. Xy NT—JHE) [TRESNLERECERIE. 1T—F—HMER!]
ICHIRRT 20BN H Y £, SDH— RDEEE T — 2 IENIST SP-800-88 Revision 1 Cryptographic
Erase (CE) ITHE> TEZEE N, HDD (S30-Recorder Series) D7 — & [&NIST SP-800-88 Revision 1
ClearlciE> TEEENE T, FHMICDLTIE. AXIS OS Knowledge base (AXIS OSEIE#X—X)

T Z#BBLTLEEL,

TRV NOERD SR Y T —70 03C. ANV~ BHR. PTZ. Y ATLRTEICESX
T, A= —H1TF 2l I NTORELETENE T, \ \

kT A VAN —=IVENTW 7 T U= a3 7N A RITERVEIH. 5 L7771
=23 CA— DT oR/EIEITNCEEINE T,

R KRBT —F (Fv T L— 3> EEICEIY HB802.1ARGAE) LEMBRIMETICIE.
BMDOEWVERE I——ICEELEWVERLSZTENE T,
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AXISOS/\— RZ>J 74 R

BARN5a(E

EAZRIIE, AXisstBDREDR/NMESRL NIV T, BARTRILDOREIL
BE) EWD T EITBVET, ThUd. T —R/\=FT ROy FT— 74/75
Tr—. BT GHIEES AT L (VMS, EMS), #88. 77— avIcESIcikEFT 5 &
<L AXISTINA A CTEERECED LZRERLET,

T EEONE
CSCH#4 REDEELYV I NI 7 DEF 17 EHRE
EEBAHRTET Da1lc. THBHAROFREICHE > TWA T EEERL LT, 1——FT—4%

DD EERE LI, ﬁ%%ﬁibtU?%%Eﬁ%%%ﬁ[ﬁ\%E%l%ﬁﬁ%@%iu
Uty NFBTELBECT, sHBIC OV TI&. BB on page 12EBRLT L F2E L

AXISOS/N\— 3> Web+ > %2 —7 1 —XADHERE/NA

710K U E] [Setup (B&TE)] > [System Options (> A7 LA
~7< 3] > [Maintenance (X > 7+ > X)) >
[Default (77 4/ )]

710K W AE] [Settings (BXTE)] > [System (3 A7 L1)] >
[Maintenance (X > 77+ >/ X)] > [Default (7
THIU )]

>109 [Maintenance (X > 7+ > A)] > [Default (7
THIU )]

BREDAXIS OSADFPYVIIL—R

CSCHR VT RDITEEDA NV M) EEE

VI TN\ FTEERI S L TAN—tF1) T DEBRRAE Y, KEEIL

—RENCHISNTWVW SRS ZERL LD TR ENE L, /Y TFHE ﬁﬁ*h?b\f N —E
ARy NID—=0 701w ALTaGEe. TOEMFDINT el DU £9, B LF%F[@AX'S 0S
ZHRT 5L DI LT<tiQOgn:u%ﬁw%%ﬁmﬁ?%tizU?4Nw?ﬁ§$ﬂ?
m%%@ﬁ%UiTo%E@A—vaywuU—Z/—h[@\§£6t$1U?4@Eﬁ%ﬁ
gﬁﬁﬁéhTmé%Qﬁ%U§¢ﬁ\?NTQ—%WE%EﬁEﬁéhTV%bH?M%U$

AXisid, 70T 4T ~Zw 7 ELTS (REFYR—F) bS5 7DAERDAXISOS kT v 7 = L

L\i@“o EB5DR A TNCHEMDEEGMHME/ N ?b\a ENTVEITH, LTSS v oIk
HRREIE S ENTVE B AL LTSS v 7 OBNIEEHRMERED ) X7 Z R/ \RICINZ 5 & THh
%)ﬁ&bg?fo_kﬁ%ﬁ CDWTIEL AXIS OSTEZRT TAXIS OS /fecycle AXISOSZ14 781 7)L)] =5
LT reEn

13.0 — 13.x 2028 LTS
12.0 — 12.x 2026 LTS

11.0 —11.x 2024 LTS

10.0 — 10.x 2022 LTS

2020 LTS
2018 LTS ‘

T T T T T T T T T 1
2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030 2031 2032 2033

Axisld. BELGFHEE. N\JEE. 1) 710/ FICETBIEREE. 5HBDU ) —ADFE
EHHSELTVET, FHEMICTDOWTIE, AXISOSIBEERT Upcoming releases (1) 1) — X FE) |
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ZERLTCLEE

BRDAXIS 05% 45> 00— R LT EL,
RO T LDBEBEERLTVET,

DT T TlE. AxisiE

AXIS OS 2018 LTS - Security Updates Timeline

2018

8.40.2 May
OpenSSL

8.40.2.2 July
OpenSSH
OpenSSL
TLSv1.3

8.40.31 Decem-

Apache
OpenSSL

L B% BICRITDIRAE

2019

8.40.3.2 February

Linux kemel

CURL

» axis.com®Device software (FEEY 7 F T N7 7 AL T, THERDE

2020 2021 2022
8.40.4 July 8.40.4.2 April 8.40.4.4 January
Apache CURL Apache
CURL OpenSSL CURL
OpenSSL 8.40.4.3 October OpenSsL
8.40.41  November Apache 8.40.4.5 May
Apache CURL Apache
OpenSSH OpenSSL
OpenSSL 8.40.4.6 July
Apache
CURL
OpenSSL
8.40.4.7 October
CURL
OpenSSL
8.40.4.8 December
CURL
OpenSSL

AXIS OS/N\—> 3 > WebA1 > 2 —T7 1 —XADFE/INA

710K WA [Setup (F7E)] > [System Options (/A7 LA
7' 3>)] > [Maintenance (X YT VAN>
[Upgrade Server (tF—/\—mD 77w 77 L— R)]

710K VAT [Settings (B&TE)] > [System (> A7 L1)] >
[Maintenance (X > 7> A)] > [Firmware
upgrade (7 7 —Lox7D7 v 77 L—F)]

>109 [Maintenance (X > 7+ >/ X)] > [Firmware
upgrade (7 7 —Lo 7 D77y 77 L—F)]

BR7ZHD> NOVER

CSCH#4: PEDEEEV I VT 7 DEF 1775
ThUYNER

& BEETAONET S ]
rOBYET, TINAAEBEZENE L —‘KTﬁrj
\

CSC#5 :
AxisT /N1 R |C

AT DIMAERTHENBELBVET, T/

EISRT — I\%VEBZT%)Z\E/J\%U £,
BEEY 7]'7/ DI

L&,

UII|I

Vi

7AY

XE

— =T HO T NEWD2BED T AT
UV NEBBHEERET
1A ARERFIC. BEBEETH
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AXISOS/\—RZ2THA R

TINARAEBEED/\AT— FNFRT BRIV DERNET, 7547 A=Y =ThoY
M. TE&TEEERRDVELZSHWVWRATICERT 20480 D ) £,

WINDT7 AT Y FDIFES. ST = RZERT IS NISTRBSIEEDAA K51 VIcmE
NTWB/INXT— F@ﬁﬁ%ﬁﬁﬁ5z&@@®5ﬂ$¢oZibtﬁ%P%%)?M\%ﬁN
7\'7 FICIETDEXFEONZTEINTVSEHEEDEEIRT A ENKOHSNTWVNET, AxisE

Bl 642%??@/\’7\7— REHR—bLTWET, 8XFLVEWN/ AT — FiFsansEREE
ni?fo SEHRIC DL TEL. AXIS OS Knowledge base (AXIS OS %0 ~\—X) ¢ [ldentity and access
management (ID&E 77 X EE) | 2R LT EE

AXIS OS 11.6LUB& & RITT HAXIsT/\A Al OAuth20&5HR—bLTHY. 7/ ADFLEEIC—
TCHI7XIAM (Identity and Access Management: IDE 77 7 X&) & 717 L— 3 VIDEEBT
TET, ThickY, O—AIT/N\ A XD - —BEOLREUNBBRENE T, FHEICDONT
I&. OAuth 2.0,0on page 318 LT & W

AXISOS/N\—=2 3> Web1 > 2 —7 1 —ADEKRE/ A

710K W H] [Setup (E%7E)] > [Basic Setup (BAEHTE)] >
Users (1 —4—)]

[

710K VAT [Settlngs (FRTE)] > [System (3 A7 Ls)] > [Users
(A=)

>109 [System (> A7 L1)] > [Users (1—1—)]

2116 [System (32 A7 )] > [Accounts (777 > )]

WebA > —J T —ANDF7 IR ZEMNCTS

CSCH#4 RERDEEEY T VI T7DLF 1T HRE
CSC#5: 7 Ao NERE

AxisEEICIX. I——DMEEDOWeb T S U —BHTEBEICT 7 A TEBWebt—/\—HH Y
9, Web(VZ—T1—RE VRE. AVTTVA bSTI¥a—T42 7% BHELTL
£9, chE. 7547 M LTERLTETAARET ZHE. BEDIEEXBNE LIt
DTIEHY £HA,

HEDIEERCAXISEE DY YR ZHRIT2REND DY A7 > M. ETFTEEY AT L
(VMS) PEBEE S L UAXIS Device Manager’s EOERY —)LDIH T, Y AT LI —IC
1. AXISEBNDER 7 & AZHGIHFR LIEWL T < EEL,

AXIS OS 9.50L1B%. AxisEEDWebA > 2 — T T — RN TEL T, AXsEBAE T X7 LITE

A (DF Y AXIS Device ManagerlgN) Lz 5. %E?ﬁ%%?\]@)\b\vveb77r7*7“ RECEEICT ’7
ACEDF TV AV R I D EZHBBDLET ., UK BBV ATV FD/SAT— K
DMEBATHEINTWLWAIBE., BINOtF 17 BIMERESNE T, KUREEF S av
=8 [%_TKIID/ 7 AER (AM) 7 —F T T F v, OUME*UU\[/ YT, THUYNRR
U)I?E%%l% PRI AFR7 T =2 avEELT. AXSEBND T 7 L A= BHIMICRTE S %
ZcC

AXISOS/N\—=2 3>~ WebA > 2 —7 1 —ADKTE/ R
710K W E] N/A
710K W E] [Settings (B&TE)] > [System (3 X7 L1)] > [Plain

config (7L —2&&7E)] > [System (¥ A7 L)] >
[Web Interface Disabled (Web+A >&2—7 = —
A )]

=109 [System (2 A7 L1)] > [Plain config (XL — /&%
7E)] > [System (> X7 Ls)] > [Web Interface
Disabled (Web- > 2 —7 = — X f&3))]
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AXISOS/\—RZ2THA R

v h9—2. B3, RZDEEDHENL

CSC#4 . CSC#8 . BEEEM 7 DETE
CSCHI2: XY N ID—TOA VTSR VFv—DEE

AXis7 )\ ADKREE BIF D DREITHRT S BTcdlc, T/IN\AADxRy hT—27 B BZID
RTINS 20 VBB R T, £ 5 LRIk ). G hD—OER. Ao
i, AEFAEDIREEGE. T/ ADOEOE L EEGAEICKEIRITENET,

HEBDIPHTEIL. IPv4/IPv6. BERE fo BT (DHCP) 2w b DO —20 7 KL X, YT Xw h< AT,
TIHIVMI—R2—15EDRY FTD—UHRFEICK>TEBYET, LWLV R— > M&BN
TBHBREE. ATy bT—7 bAROVERESELTLIEEL, XY N T =7 DREARENEZHEERT
Blcsd. FTeDHCPH —/I\—D K DICKEICHEI THVFD R Y b T—7 T —/I\—\DikiFZ= &/
FRICINZ BTcdblc. B8P KL AAEREFERT 5T EHEDSNE T,

AXIS OS/N\—2 3> WebA > 2 —7 1 —ADRE/ VA

7.10& W & [Setup (ERXTE)] > [Basic Setup (BEARTE)] >
[TCP/IP]

700K Y ED [Settings(EXTE)] > [System (2 A 7 Ls)] > [TCP/
IP]

>109 [System (32 X7 L1)] > [Network (v T —
7]

AT LAV MR, TY2)VEERREZREEY A LT FTHTTPS, IEEE. 802.1x&E W ofe U —
CREBWCT B LT, ERICKEOBEERZTD CENRARNEBVET, TDH. 7/N1 X

DEF5TZNTP (Network Time Protocol) F—/X—FKzlENTS (Network Time Security) —/\—&
BIEAT 5 EHENO SN E T, AXISOS 11.11TIE. NTS (Network Time Security) HMEAIET T
%9, NTS INTP (Netvvorleme Protocol) ZBESELL 27O LTY, BEZSH. &
EREEEISHIET el @i&@’?/ﬂﬂf IN—ZRET D EDEIDONET, O—HJb

54 L — A %$Xh?*ﬁ Bl INT U W INTPEFIENTS Y —/\—&ERT 5T & &%
STLTLIEEL, Axiss E’(@NTP/NTS@E%HHC’)L\TL‘L AXIS OS knowledge base (AXIS OSHIFE:
N—X) T |—NTP and NTS (NTPENTS) | =B LT fcE Wy

AXISOS/\—2 3 >~ Web1 > 2 —7 11— ADRTE/ A

710& WA [Setup (EX7E)] > [Basic Setup (BAKE)] >
[Date & Time (B9 & BFf)]

710K W&l [Settings (FXTE)] > [System (3 X 7 L)] > [Date
and time (B¢ & Bsl))]

2109 Q_SJystem (> A7 L\)] > [Date and time (17 & B
Z1)]

2116 [System (2 X 7 L]) >[Time and location (B
E 5]

TYSAML—IES{E

CSC#3 : T —21Re&

SDA—F

BREZRET ST 21772V (SD) A— KB AXIs T/ XA A THR— I*‘W’l?b\% Z =N Y ES
INDMEREIN TV B HEIE, Bt EBRT ST ENBHONET, lck e BN LT

ALk PR A e Vol e A

AXisZEBDSDA— FEESILDEEMIC DULNTIE. AXIS OS knowledge base (AXIS OSEIFEN—X) T
[SD card support (SD77— RDHYR—F) | BSEB LT EEL,
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AXISOS/\—RZ2THA R

AXIS OS/N—=2 3> WebA > 2 —7 1 —ADKTE/ R
710K WE] [Setup(ER7E)] > [System Options (> A7 LA 7
> 3>)] > [Storage (X b L—)]
710K W&l [Settings (B&TE)] > [System (& A7 L3)] >
[Storage (R b L—)]
2109 [System (32 X7 L.)] > [Storage (A kL —2)]
v b T =78 (NAS)
Xy =0 A M L— (NAS) A iREE B LCRAY 2581, 7 7t ADEIRENT

D/?*ﬂﬁﬁﬁg%mb IN— KT 1 X7 DEBEELE BRI ?égt%%@bbiﬁ AxisiERE
M\E?ﬁﬁ@%ﬁ@?%t@mw&m%ﬁ?%t@@z/F? 7083V E LT SMBZEF]
%Li? %mwumwn—/a/mo&$oﬂn TldtF 1) 71 PESIEHAREINTEA

FLWAN—=T 3> QI TldtFa ) 71 PESIENMBRHI NSO, ABRETH LWL
A—ya/%ﬁﬁﬁégé%&@bbiﬁ

AXisEBZ % v b T — 7 HBICEHT T 5 & EDBY)ESMBDEREDFHIC DL TIE, AXIS OS
knowledge base (AXIS OSEIF#N—R) T [Network share (v F T—20HF) | #BRLTLET
L\

AXISOS/N\—2 3> WebA > 2 —7 1 —ADHFE/ A

710k W &l [Setup(ERTE)] > [System Options (¥ A7 LA 7
< 3>)] > [Storage (X b L—2)]

710K W E] [Settings (GXTE)] > [System (> AT L)] >
[Storage (X kL —)]
=109 [System (> X7 L1)] > [Storage (A kL —)]

7ITUH—<3> (ACAP)
CSCH#4 : DEDBELYV I NI T T7DEF 17 HEHRE

AXISEBICT T r—a > kT /7"|:| NLT. BeEAIECEE T, TNonEL(cld. BE
DWEEZIRIES BlcdDBED I ——A V2 —T 11— X@ﬁ%b?uiﬁo TI) =3
I AXlSOSb\ﬁ{ﬁﬁétﬂmuTm& EEERT 250D ET,

AXisSEEICIX. AxistF 2 U T4 FFETTIL (ASDM) |[THE > TAXisH\BEF Lfcggn 7 ) 7 —
>3 /75\7"') O—REINTWET, Axis7 T — 3 VOFEMEIC DV TIE. axis.com™T [ 24
BEl AR TfEEN

T—RI=T BT TV =2 3 DFEIE ERETANDERRLNSTDLF 21U T 1B
I REHLOREEMKELTC) . —RIGARA N TSI T 4 ADEF 1) T BRET IV T
AEIN VAL ESDCOVNTINY Z—CHWNEGDEY T HEEZLE]HLET, F—F
IN=T ABOT7T)r—2 3V TROD o feipsitid. ¥— F\=7 1 RONY Z—|CE#RE
TROREHDYIET,

EETEBT T~ 3> DHERIEL. EELTOENT T r— 3 VidAsEED SEI%
THCEEPEDOLET.
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AXISOS/\—RZ2THA R

AXISOS/\—2 3 >~ Web1 > 2 —7 1 —ADHKE/ VA

710K W E] [Setup (EZ7E)] > [Applications (77 1) r—=</ 3
)]

7.10& VAT [Setup G&TE)] > [Apps (77 7 1))]

=109 77

AXISOS 120 (2024F98) &KW, ACAPEZMEENNAELZY . T 74V M TEMCEINTUNE
T, e #b 352 EEEEETT, AXISOS 13.0 (2026598) &KW, ACAPEZHEEEN B
ElxY . L OBIREIF G < E Y F 9, ACAPIZACAPR—2)UICH T, SHA-512&4096
NRSAMIZSEA RN CBAINE T, HEMBHEIL. VK (RO —TY) I[KLBHDBAIST—2 1
> —MThales Luna Network HSM 7RICEZRITFEE TN TUVE T, Axisxw M T —o&EB(CIZ.
ACAPA > A b—JURIICACAPERZ A RIL T D&, 4096 RRSARBEEA T O— RENTWVE
9, TORNBEEIL. Linux 7 71V AT LA EDAXIsZ Y N =0 EBITREFEINTOVET,

FERLTVWRWI—EXR /G ZE\3HI(CT S

CSC#4: PEDEEEY T b T 7D 1 T75HE

AL TGN —C A RBEENEBIC L 1 U 7 1 EOBEICE 20 TEB Y EAN, T

BB R EERT BT, EALTVENT—C A DM BN T 5T &k HEIDH LE

$o EBLTLBLBBICIIIC T 35— EALBEDHAICOU TS, COESHRakDC
2EL,

EALTWENER Y kT —2 K— b

AXIS OS 11.2L4B%. AXIS S300875 E DRI D % v T — 7 R— hEBACEBICE. XY bT—=7
K— KOPOEL XY N T—%5 N5 71 v I DEARENCS 24 TS 2 VHAEESNTVET, &
ALCOBLRY b= K M EREL TP )7 JOFFICT BE, BREEF2T Y
RIHELET,

AXISOS/N\—2 3>~ WebA > 2 —7 1 —ADKE/ R

710K W &l N/A

710K W AE] N/A

=112 [System (> A7 L1)] > [Power over Ethernet]

xv bT—o%E7ONaIL

Bonjour. UPnP. ZeroConf, WS-Discovery. LLDP/CDP/xEMEH 7O 2. Ry FT7—7 &
TAXISEBEZDT—EREBGRICEDIIONELDICTEHTR-— M F—ERXTT, EBZEAL
TVMSITEM L. B 70 b L EENIC LT AXsEBD R Y b T —70 ETZDEER B
LGEWKDICT BT B8 LET,

AXISOS/N\—=2 3> Web1 > %2 —7 1 —ADEKRE/ A

710K W aET [Setup (EXFE)] > [System Options (¥ A7 LA
< 3>] > [Advanced GEHERE] > [Plain
Config (7L —>&&%%E] > [Network (& k7T —
7)] > [Network Bonjour Enabled, Network
UPnP Enabled, Network ZeroConf Enabled,
Network UPnP NATTraversal Enabled (v k
7 —7BonjourBxf. % v bT—27UPnPERN.
xvw k=2 ZeroConfBXh. v KTJ—72
UPnP NATTraversal & xh]*
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AXISOS/N\—=2 3>~ WebA > 2 —7 1 —ADKTE/ R
N/A
710K W aE] [Settings (BRTE)] > [System (2 A7 L)] > [Plain

Config (7'L— >8] > [Network (v kT —
27)] > [Network Bonjour Enabled, Network
UPnP Enabled, Network ZeroConf Enabled,
Network UPnP NATTraversal Enabled (v k
7 —7BonjourBxf. % v bT—27UPnPERN.
xv b —2ZeroConfBRh. v N TJ—72
UPnP NATTraversal&xh*

[Settings (B&TE)] > [System (> X 7 L1)] > [Plain
config (7L —>&&7E)] > [WebService (Web
H—ER)] > [Discovery Mode (f&H € — F)]

2109 [Settings (R%7E)] > [Plain Config (7L — /&R E]

> [%w b7 —71> [Bonjour Enabled, UPnP
Enabled, ZeroConf Enabled (BonjourB%h.
UPnPE%N. ZeroConfE%N)]

[System (3 X7 Ls)] > [Plain config (L — &%
)] > [WebService (Webt—E X)] >
[DiscoveryMode (#&HE— )] > [Enable WS-
Discovery discoverable mode (WS-Discoveryi&

HAJREE— R =BT 2]

21111 System (> A7 Ls) > Network (xv kT —7) >
Network discovery protocols (v k7T —7 &
H~'0 ~3J0) > LLDP and CDP (LLDPH KT
CDP)**

T DREBEIXAXIS 10120 SHIBRE . ZNLBED/N\—2 3 >V TIHMERTEEL LA
** LDPECDOPEENICT HE. POEBNX IV I — 3 VICHET B EMEND Y T,
HWTLSNN—=T 3>
AXisEBEZ ABRIBICEAT SHllc, & < THIRTPNICAE D TWE, £F 317 CRNTLS/N=T 3
VEENCT AT EEPBOHLET, BB dWTLSNN—I 3 ET 74U b TENICTE > TUVE

IH. TLS 128 KUTLS 1 3%?7’1;% ib?b\féﬂ,\ﬁ‘ FIN—=F A BO7 7)) r—> 3 VICHMIE
B ZERET SDIT. AXSEB CEMICE DTV SRIEMED DY &7,

Efﬁ@TLS/ =2 3 VIFAXIS OS 1200 SHIBR E N e fedd. TNLIED/N\—2 3 >V TIEFIATE
Foo
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AXISOS/N—2 3>~ Web > 2 —7 T —XDHFE/ A

710K W HT [Setup (BRFE)] > [System Options (2 A7 L7
72 3 2)] > [Advanced (884f)] > [Plain Config
(7 L—>8&7E)] > [HTTPS] > [Allow TLSv1.0

%D%/)C]Jr Allow TLSv1.1 (TLSv1. O/TLSV1.1 & ZF7]

710K W &l [Setup (BRTE)] > [System (3 X 7 L.)] > [Plain
Config (7'L—>8%7E)] > [HTTPS] > [Allow
TLSv1.0 and/or Allow TLSv1.1 (TLSv1. 0/TLSv1.1
ZFR T B)]

=109 [System (> X 7 L1)] > [Plain Config (7L — &%
)] > [HTTPS] > [Allow TLSv1.0 and/or Allow
TLSv1.1 (TLSv1. O/TLSV1.1 %#EFR] 9 5)]

AIVTEIT a2 —RIE

RVVTRIT 4 Z—RIENDT VA ZEN T ELabeHLET, AV )T FITT«
B—E "SI a—FT 427 ETNY TDENTDMERLET,

277 LT 5HAXIS OS 10.1TH SHIRE N, TNLIRDI 1~ 3> TREMTE % ¢

AXISOS/N\—=2 3>~ Web- > 2 —7 1 —ADKTE/ R
710K W E] N/A
710K W E] [Settings (B&TE)] > [System (3 X7 L1)] > [Plain

config (7 L —>/8&7%E)] > [System (& X7 L1)] >
[Enable the script editor (editcgi) (A7 1) 7
T7 12— (editcg) ZBMITT 3)]

2109 [System (> A7 L1)] > [Plain config (L — %
TE)] > [System (32 X7 Ls)] > [Enable the script
editor (editcgi) (X7 U 7' b I7 « 2 — (editcgi)
HEEMTT B)]

HTTP(S) Y — /N —A 4 —

T 74V B TlE AXsEEBIE. XY bT—0 EDT 47> b EDHTTPS) #FithIc, IRED
ApacheB KU OpenSSL/N—2 3 @5 LE T, ZDERIE. FEDAXIS OS/\—2 3 IcHIT5
KEERDMIIMED K JEFE L R— b E2RET B7csd. Xy b V—0F 270 AFvF—%
EHMICERT 25 8ITEFITT,

HTTP(S) tf—/\—~\w A —Z= I L. HTTP(S) TR DIFRBELEZBS T CENTEXT, &
L. EEZBICRIOIRREITR S, AXIsSHHERT 2 5EICE> TEBERIFT 258D
NY R —EENCT BT EEHBDLET,

HTTP(S) T —/\—=~\v A =& NS B4 T aid. AXISOS 10.6LED SERTEE T,
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AXIS OS/N\—2 3>~ WebA > 2—7 1 —ADKRE/ X
710K W H] N/A
710K WJE] [Settings (B&TE)] > [System (> X7 L1)] > [Plain

config (7' L —&&7E)] > [System (¥ A7 L1)] >
[HTTP Servgr Header Comments (HTTPH —
IN=N\y A=A )]

=109 [System (> A 7 L5)] > [Plain config (7L — /5%
7E)] > [System (> A7 Ls)] > [HTTP Server
Header Comments (HTTPTf—/Y\—~w Z—21
A B

=

=1

v hT— Oﬁ%7at®mm%@%ﬁﬁwﬁ%?w\%EA&ﬁB&@?%?&%M?7¢w#
TENIZ>TVET, E%%ﬁ%%&%éM\@%ﬁwﬁﬁwi%%Eﬁ%U§¢omm4>
B—=HLPRy FT— 7xt H—7FE. BEABNER A VHEEED T ELIEAE THDAXSET T
IE. BSEMEEEDT 7 4L M TERIC doTwiﬁ

SEEEEAFERLGEWEEIX. BT AT EZPEOLET,
AXIS OS/N— 3~ WebA1 > 2 —7 2 —XDEE/ R

710K W a] [Setup (FXTE)] > [System Options (3 A7 L7
73 >)] > [Advanced (ZEfEEE)] > [Plain
Config (7°I/ /uxm)] [Audio (/)] >
[Audio A* (BFEA¥)] > [Enabled (B%h)]

710K W H] [Settings (8%7E)] > [Audio (EF)] > [Allow
audio (BEZ &A1)
2109 [Audio (B7)] > [Device settings (ZEEFKE)]

SDA—FXOv bk

AxisEBISBE. ET7AFEOO—H/LT Y /7\ k l/—/%?ﬂﬁ@”%ﬂi I, MQL/(iO)SDj] N
ZHR—ELTWET, SDA— FEFERALGEWESEIE. SDA—FAOY b EReICEMICT ST
;%&_55‘@]&5 L&d, SDO—FRXOv b %ﬁ?‘bt:‘@“%?f T aviE. AXIS 0S 9.80LX|3§75\51§ﬁH’6‘%

SHBICDULNTIEL AXIS OS knowledge base (AXIS OSEI&EN—R) T [Disabling the SD card (SD
H— FEEMNCT D) ] Z22BLTIEEL,

AXISOS/N—2 3> Web1 > 2 —7 1 —ADHKTE/ A
710K g N/A
YAESDE] [Settings (FZ7E)] > [System (3 X7 L1)] > [Plain

config (7' L —>&%7E)] > [Storage (X b L —2)]
> [SD Disk Enabled (SD7 « X7 B%h)]

2109 [System (> X7 L1)] > [Plain config (L — /&%
7E)] > [Storage (X + L—)] > [SD Disk
Enabled (SD7 -« X7 &%)
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AXISOS/\—RZ2THA R

FTIP7 7 X

FTPIZ. Z&MOEWBE O NIV T, ThE. c o) a—FTa>F&T/V v TENICD
MERENS O MO/LTT, AXISOS 11101, OSb\BFTPTﬁtXb‘*%Fﬁffiif?(Lfcfc&b\ N
EON—T 3 VTl INEZFIRBT A EETEFRA, TNV a—T 0T DOBWTIX. FTP
VIR EEMC L. TF 27 ESSH VL R Z{FERT A EHBEIOLET,

SSHDOFFRIC DL TIE. AXIS OSIR=2)LC [SSH7 7+ X BB LT fEEW, FTIPZEA L
TINY AT aVDEFEBICDOWNTIE. AXISOSR—%2)V T TFTP77 o+ X] #BRLTLfEE
LY

AXISOS/N\—2 3>~ Web-( > 2—7 1 —XDHFE/ A

710K W HT [Setup (BRFE)] > [System Options (2 A7 L7

72 3>)] > [Plain Config (L — V&R E)] >

ggejtjwork (v b7 —72)] >[FTP Enabled (FTP
%))

710K VAT [Settings (BX7E)] > [System (= X 7 L1)] > [Plain
config (7L —>8&7E)] > [Network (v kT —
27)] > [FTP Enabled (FTPE3)]

2109 [System (2 A7 L1)] > [Plain config (XL — &%
)] > [Network (v k7 —7%)] > [FTP Enabled
(SSHEZN)]
SSH7” 7t X

SSHIZ. hZ T a—=F 42 7L\ JDEMICOMEBENSLF17EBETANILT
%o AXE;%_S.SOLXB%@AXB?/ AR THR=FENTWVWET, SSH VR ZHEIMET 5 EH
H5 o

SSHZEfER LTc7/\w 74 7> 3 >V OFFMIC DL TE. AXIS OS knowledge base (AXIS OSHIFR N —
A) T ISSHaccess (SSH77 7t X) ] &mBBRLTZEL,

AXISOS/IN\—2 3> WebA1 > 2 —7 1 —ADRTE/ A

710K YR [Setup (BXFE)] > [System Options (> A7 L7
72 3] > [Plain Config (7L — 2 &RTE)] >
[Network (v ;77 —77)] >[SSH Enabled (SSH
B#h)]

710K WJE] [Settings (B&TE)] > [System (3 X7 L1)] > [Plain

config (7 L—>&&7%E)] > [Network (v b7 —
27)] > [SSH Enabled (SSHEN)]

=0 [System (227 13)] > [Plain config (7L —>/&&
)] > [Network (v k7 —%7)] > [SSH
Enabled (SSHEZN)]

Telnet77 7 X
Telnetld. N TN a—FTa 0 T0ET/IN\Y TOBHIDIMHMAEREIND,. £F21 7 ThHELNBETD

N JLTY ., ZhUE, AXIS OS 5.50LFTD/N—2) 3 = BE L TLBHAXIST /A AT R—hEhn
TWET, Telnet7” 7 A= ENET 2 LN BIDHOSNE T,
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AXISOS/N—2 3>~ Web > 2 —7 T —XDHFE/ A

550 VAl FIEIC DL TIE. AXIS OS knowledge base
(AXIS OSEIFHE—X) T [Device access (7/\1
RXR7ovX)] HEEBLTIZEL,

710K W&l N/A
710K W AED N/A
2109 N/A
ARP/Ping

ARP/Pingld. AXIS IP Utility’x E'Y —) LA EA L TAXSEBOIPT KL X EH/ET 5HET LT
Z DIEEEIFAXIS OS 7.10H SHIRE N, FNLED/N— 3 > TIEBATEE A, AXIS0S7.10
LHEIDIN—2 3 > BE LICAXISEB Cld. TOEEEENICT S 2B LET,

AXISOS/N\—=2 3> WebA1 > 2 —7 1 —ADHFE/ LA

710K W ET [Setup (E%7E)] > [System Options (> A 7T L7
7> 3>)] > [Advanced (HEERTE)] > [Plain
Config (7L —>&&%E)] > [Network (v k7T —
7)1 >[ARP/Ping]

710K W aEl N/A
2109 N/A
USB

AXIS OS 12.1L4[%, AXIS D1110ICIFUSBR— b Z 8L S 54 7> 3 v HMEh > CVWEY, AL
gb\tib\USB/Tf— hEBMEBELTCT 774 7DEKICTDE BEXGEF 2T A VRIHDELE

AXISOS/\—2 3> Web > 2 —7 1 —ADHRFE/ VA

710K D gE] N/A

710K W AE] N/A

2121 [System (2 X7 Ls)]> > [Accessories (777 &1
|J—)]> [USB Configuration (USBE&7E)]

Wi-Fitge

EFEDAXISIEE Cld. USBWIi-FiR>ZIWENLTHB T 7 CARA > M AEFERT B E T Wi-Fi
WEENMERATEER T, MIBNGRIAS R Y b T — 7 EEHEE LEVEE. Wi-Fild. ¥R
WLANESERZ A S T & THISHTEMITEYE T, Nld. ZOEBEHLNTIBHEAEROEZE TH
BHHh. BERTHBHOERBOT. HTIEEUET, AXISMI075TlE. BRI NJVICEE TN TV
5SSIDEEBREBDSSID/INAT— RAEFERAL T, 77 ARA Y MIEFRIT DT ENTEET,
EEDRIFAXSER TlE. REBLEDIZSSIDDI SR T—RARE) LE->TWET, chlckd
AN—tFa) T &BESTEEL REBYUBFONBEEER ESETVET,
AXISSEBDHTE EWi-Fil4gElc DWW T, I—1f—<Z a7 /EEBRBLTLIEEL, Wi-Fitgges @
;t%iwmm%%wmﬁén?méTGtzﬁ4>h%%@@@@\uT®£5w@o?u§
CDORE T 7 ARA > Ml&ke WIi-FiSSID//INA T — RABEEINTHE 5T YIERY/ERI45
v N =T EGHFE LEWVBEICRY . ¥IEBAEWLANERERZ V=g & & TEMIC

24


https://help.axis.com/axis-os-knowledge-base#device-access
https://help.axis.com/axis-os-knowledge-base#device-access

AXISOS/\—RZ2THA R

CTEELT, . TOERBLTHBHEERORE CHEH. BMFRTHLHILZER-DLT. =
CEFEVET,

7]%575‘1—#—%&“@0)77&7\1'34\/ MTEHR T D& CDWEL 7 L ARA > MEEE
TR T, Fleld A VA S—)VRICD—F—HEMNEWLANGRE R 2 > 72 L TH
5157 Yé . BERIICEMICZYET,

EBEHEF S NIEWI- F||\/’7}l/75'@)%3‘%> SE. RIS ERCSSIDE /NR T — RERE L. Wi-Fi
#l%ﬁ%%ﬁitﬂ (RETAHILE=ZPEOHLET, chickY ., REBELG LT 1) T EZHBRTCEX

o

IRARR—=ZADI AT IA—=I

CSCH#1 : PEDEEDA NV M) LEE
CSC#4 . REDEBEELYV I NI T T7DYF 17 5ETE
CSCH#13 1 v T —0 DB & PH1H

AXIS OS MOLIFICEBAENTWEHRA M—IDT 71474 —)VdLF21 ) T #EETT, &
MUK IPT R LANTCP/UDPR— hBESEHDAN NS T 1 v I ZHIHT 2)L— )L ZE/ERT %
CEDNTEXRT, D TNAARZTDY—ERANDARIET 7 ADFALEIC DG T,

TI7HIVER) Y —% BB ICRELIIHE. EROHZITNTDI A7 > F (VMSELUE
BYSAT72MPR=-bEHTUAMEMLTLZEND

AXISOS/N\—I 3> WebA A2 —T7 1 —ADFRE/INR
2119 [Setup (B&TE)] > [Security (LF 217 )] >
[Firewall (7 7477 #—JV)]

P77 FLAZ 1 Ib2V T

AXISOS MBLURID/N—2 3 V& BE LT /INA X TlE P77 FLAT 1 )b2 UV JICL 2T, 5F
BIENTWEWNWI AT D oDT 7 ADBLEENE T, BEERFHRY KT —TRAMDIPT
FUZAOEFRIEND K DIC. KRIEEKEFEDIP 7 RLAMEEENALDICT /A RAERET 5
ZEDEBOENE T,

IP/ NLRA%ZEFR] T 2358, VMST—/N\—EBBISA 7V h2ad. TNTDEREHT ZA
7N AN uJ]DL/'(< TEL,

AXISOS/N\—=2 3> WebA > 2 —7 1 —ADRE/ R

710K Y ED [Setup (FZXTE)] > [System Options (3 A7 LA
73] > [Security (F 2 U7 )] > [IP
Address Filter (IP77 F L A7 1 )L —)]

710K VAT [Settings(ERTE)] > [System (> A7 )] > [TCP/
IP] > [IP address filter (IP77 KL X7 « JL2—)]
109—118 [Settings(ER7E)] > [Security (ZF 21 7 +)] >

[IP address filter (IP77 KL X7« JLZ—)]

p=
v b= 70 AETICEIT AR UEREOEBMET HE. DXy FT—2U KR b
DEDAELET7 Vv AFATZRET AT ENAIEEE T Y £, [System (27 A7 L1)] > [Plain
config (FL—>&&%E)] > [Network (v b7 —2)] DIEICFEE LT, [Network Filter Log
(XY b T=0T74)VZ2—ODICHETEHE. KUFRGOVZEM T A ENTEET,

HTTPS
CSC#3 1 7—21R&

25




AXISOS/\—RZ2THA R

AXIS OS 7.20L4B# 2 158 L fc Axis T/ \A A Tld, HTTPEHTTPSHYT 7 4 )L h TR EN TV &
9, HTTPEERTDT 7 ADGEIF, BSH2{mhonNELfcdliczetMEC G ET,
HTTPSTIE. 75472 M EAXISTINA ABD S5 T 4w I HBESIEENE T, AXISEEBDOITNT
DEEZRAVITIFHTIPSZ AT 5 L2 HENDH L E T,

SRESHEICDWNTIE. HTTPSDJ, on page 26& HTTPSEES, on page 26528 L T f2E LY,
HTTPSMD d#

AXisEEIE. HTTPSOIHZFERAT DL DICRET 2 EaBBHLET (HTTPT 7t RAIERA]), T
TLLCF%):\ ;S;S (HTTP Strict Transport Security) BN BEIRNICERICE Y . ZEBEDLF 21U T4 HE
5[/:- H L/ )

AXIS OS 7.20L0[%, AxisEBICIEZECERMAENMIB L CHY . TOEINHARIZ2038F1H19H

C9. BECBLAREEHR LEREICRITE TN, VHRERPAMERERE (PK) AFAETE

BOVRRICENT, AXSEEBICELICT) 72X TBICETNBHDTY, FliechnE, BEES
ALBIEZHIBR L. B8R L CPKIREILFTT LICBY G EBANE S 547 FIREICEET]RA D4
%ga@ Y ;&“L?ms OS 10.10F%. BHSBREAAEIFIEEE 802.1ARtF 2777/ RIDFERAEICE
< XZb Co

AXISOS/\—2 3 > Web1 > 2 —7 1 —ADHRFE/ A

710K YED [Setup (EX7E)] > [System Options (> A7 L7
730> [Security (F a2 )7 1)) >
[HTTPS]

710K YED [Settings (BRTE)] > [System (3 A7 L1)] >
[Security (2 ') 7 )] > [HTTP and HTTPS
(HTTPEB K UHTTPS]

2109 [System (32 X7 )] > [Network (v b —

27)1 > [HTTP and HTTPS (HTTP#& K UHTTPS)]

HTTPSHES =

AxisEBIE. TLS 128 KUTLS 1305 A4 — haHR— b LA LT, HTTPSIE i Z €+ 1 77 IChg
SELET, BRTAREDIL/N =T 3V RS AA — MME, AXISEBICERNT 2721477 b
ICEOTEBY. TIUISCTROAVI— 3V ENET, AXIS OSDOEREH ClE. AXisEEB T
ERRREGESDUX MDEFREINDFEHLDH Y LITH. REDOESHRERIEEINTEA, &
SREDEEL. AXisEEZ TIBHRROREICRI O 1I—T—REZFH IO LIk,
IA—9—DBaT 52BN H Y £, AXISOS 108LETIE. I—TF—HAXIS OSDEFHZ1T D
L BESDOUXMPEFICERENE T,

TLS 1.2LLF

TLS 12BN =87 5%, AxiscBOBESRICER SN HHTTPSIES ZI8E CEE I, BIRT
EHESICHIRIED D EEAD, a1 T rbDfcd. LUTFOVITNHEIETT N TDIRS
FRESEERT S EEHMOLET,

ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-
AES256-GCM-SHA384 : ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305
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AXIS OS/N\— 3> Web+1 > %2 —7 1 —XADHEE/NA

710K W E] [Setup (FZ7E)] > [System Options (3 A7 LA
72 3>)] > [Advanced (GEERTE)] > [Plain
Conﬂg (7L —>87E)] > [HTTPS] > [Ciphers

(F55)]

710K VAT [Settings (B%7E)] > [System (2 X7 L1)] > [Plain
config ('L —>8&7E)] > [HTTPS] > [Ciphers (8&
)]

=109 [System (> X 7 L5)] > [Plain config (7 L — /5%

7E)] > [HTTPS] > [Ciphers (F55)]

TLS1.3
T 7 AV R T TLS 13MERICRE S NGBS A A — S DI DMERBTEX T,

TLS_AES_128 GCM SHA256:TLS CHACHA20 POLY1305 SHA256:TLS AES 256 GCM
SHA384

INBDAA—MMIA—Y—DREIT DI LIETET LA
rov209

CSCH#1 : REDEEDA NV N LEE
CSC#8 : BsEM T DEE

77 AOTE AXIsEBICT ’7’@7\?%1 H— U)ﬁyrEH?ZaEIﬁ%?ﬂﬁ@F%t(kb\ BEEET VLR
OV hO—/VEBOAALBZICIEVET, TOBEZBIMIC L. JE— bsyslogt—/\— &
aht T, \Axis%’%%b‘lﬁl/7“754139%@37\I2%fﬁtlii€1§?%%>ot5t§”%>zt%?ﬁ@]&) LET, Thic
£ AT Ay =Y DREETDRERELSERIEENE T,

SHICDULNTIEL AXIS OS knowledge base (AXIS OS&IF#X—X) T [Device access logging (7/\
ARX77€RXO7) 1 Z#BRLTILEL

AXIS OS/N—2 3>~ Web- > 2 —7 2 —XDHFE/ A

710K AT [Setup (F&TE)] > [System Options (> A7 LA
723 )] > [Advanced (5% 7E)] > [Plain
Config (L —>8&%E)] > [System (¥ AT )] >
[Access log (777 £ 20 49)]

7.10& VA [Settings (B&TE)] > [System (3 X7 L1)] > [Plain
Config (7L —>8%E)] > [System (¥ AT Ls)] >
[Access log (777 £ A0 49)]

2109 [System (2 A7 L1)] > [Plain Config (7L — &%
7E)] > [System (32 A7 L1)] > [Access log (777
X049
MBS AL I —

CSCH#1 : RRDEEDA N\ M) EEE
CSCH2: XY NT=DAV TSRV Fv—DEE

Axisld. AxisEEBOYPIBMGIREZE A RILT STcdlc. T 3a>voT7 7wy )—& L THENEE
ANBERBHLEAA /?%#ﬂﬁLTb\iﬂ“o INEDAA Y Fld % HHMD)A—TE BRLE
2472 MCAXSEBNBHPCESZ XS I EDTEASALDICTLET,
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FBRTEAREABLET 7T ) —DFFRICDONTIE. UTZESRLTIEEL,
AXIS TA8501 Physical Tampering Switch
AXIS Dome Intrusion Switch C
AXISK 77 X1 F A
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HLaRE(E

WARFRICDFIEIE. 77 7/ F DIRFE, on page 4& FEABY55%1E, on page 14TaREB L TN 5581(E
DEEYTITEDNTWETY, fzfel. T 740 b B RUOEARNGRCFIBEZE AxisZEE (CEEE A
THTEIFTETTH, BERIEDOWURICIIN X—DY TS/ F -2k, TV RI1—1—
B, BEREGATAVIZANIIFv—PRY N T—VA VT ANV Fv—ABBNICE
DHERNENRH Y ET,

1259 -3y bERY FD—IOADEHDHNH

CSCH12: XY NT—=DA VT SANZTFv—DEE

AXisTINA R INT 1)y IWebT—/N\—=&E LTRBELGEWTS & KO BETCRRE T 147>
MCTINAZANDRY N D=0 T 00 REH] LGN EHNEHOENET, E7AEEY T b
77 (VMS) ZfER L TWELVINERERSEA. Kld=ZB o T A7 VAT 208
D B/ FRIBEMEACIX. AXIS Camera Station EdgehV @t a&EIRE &5 W £,

AXIS Camera Station Edgeld. Windows. iOS. Android CER THRIBT B ENTEET, TNk
ERTAHTET, TIMAZA VA=Y NIRRT T I, REDDBEZBEETFNDT I X
HERIBPIDHCENTEET, FHEMITONTIE, axis.com/products/axis-camera-station-edge’ £
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