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WCERBBLTWE Y, COHA RIE ERONANT ST T 1 A2 CAsSRHmZ ReH DR
TAHETEAL. RFITAINEHND D VAT LERE, 1077 —32—, TFa1)715FFx
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AHA KTl AxisT/I\A ZADWebA V2 —T 1T —RITHIFT BT/ A ABEDHEMIC DN TERL
F9, JE/NRF EBICA VA M—IVENTWVWBAXISOSD/N—T 3 /K> TEEVET,

AXISOS/\—2 3> Web > 2 —7 1 —XADHKTE/ X

710K V&l [Setup (FRTE)] > [System Options (3 A 7 LA
72 321> [Security (tF 2 1) 7 )] > [IEEE
802.1X]

7.10& W &l [Settings (BXTE)] > [System (3 A7 L.)] >
[Security (F 21 7 1)]

2109 [System (3 X7 )] > [Security (ZF 21 7 )]

pOE

CDAA Rl AXISOS (LTSEKTelE7 774 T b 2w D) ZEEHLTCT N TDAXIS OSN—RH
m. BLOTNNARY T T2 74AxxBLUSxxZEERITT B LAY —BRIGBERINET,

AXISOS N—ZBR(3, FTOT Ty aFIEtF1U T4 EREEIRAAVTUIT VAV R
FLTOBAEENELTEY. ETAEEYZTL (M) RF/N\A REEF FUr— 3 V75
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BEENTHY. help.axiscomTHERTELY,
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CDHA FTIE. Bi{b by 71CCSCES (CSCH) &1 5 2 & ¢ EE & Critical Security
Control BB TEAHLDICLTWVWE T, CSCAHTIUDFMRICDOWTIE. 1184731 DCritical
Security Control ¥+ 21 73> ~O—)b] BB LTLIEEL,
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AxisEE(ICIE, T 74V FDREFREMIBLTWVWET, RET HHEDEL Security Control HY
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DEMBE LTHELE T,
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WAV —DBIENEREZEETHIENTEXT,

Access control Access control management Privacy
Local user device management with password complexity indicator Use of diagnostics data
Federated user device management through OpenID Connect (RFC6749, 1.3.1 Authorization Code) Minimalistic approach to how much
providing ADFS-integration that unlocks features such as password complexity enforcement, rotation, customer-specific data should
automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality be stored

Application Application security
TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)
Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog

Operating system Encryption and data protection Default security Enterprise network security
OpenSSL 1.1.1 and 3.0 HTTPS enabled by default |EEE 802.1X (network access control)
X.509 certificate PKI and cryptography Brute-Force Delay Protection IEEE 802.1AR (secure device identity)
Transport layer security (TLS 1.2/TLS 1.3) Host-based Firewall IEEE 802.1AE (MAC security, MACsec)
SD card encryption (AES-XTS-Plaing4 256bit) Network time security (NTS)
Encrypted file system (AES-XTS-Plain64 256bit), Insecure TLS versions disabled
Signed video UART/Debug port disabled

AXIS OS Operating System

Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache,
Curl and others.

Active track for feature growth and 5-year long-term support tracks (LTS) for 3rd party integration and backwards-compatibility use cases.

Silicon assisted Hardware root-of-trust Secure key storage

security (chip) ARM-based system-on-chip (SoC) security Tamper-protected storage and operation of cryptographic keys
Trusted Execution Environment (TEE/OP-TEE) such as customer uploaded private keys, video signing keys and
Trusted platform module (TPM 2.0), Secure element the Axis Device 1D.

Security foundation  Axis Security Development Model Compliance Trusted device identity

Axis security development model (ASDM) FIPS 140 Axis Edge Vault cybersecurity platform
3rd party penetration tests ETSI EN 303 645 Secure boot with Signed OS (code-signing)
Bug bounty program with Bugcrowd Axis Device ID (IEEE 802.1AR)

Software Bill of Material (SBOM)
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AXISOS/N\— 3> Web1 > %2 —7 1 —XADEE/NA

710& W E] [Setup (BZ7E)] > [System Options (3 A7 LA
72321 > [Advanced (5¥4f)] > [Plain Config
(FL—>8&%E)] > INetwork (v FT—72)] >
[Network HTTP Authentication policy (v b
J— /7H—|_|—PDL,|:| /—ﬁ)u:/_)]

710K WA [Settings (BRAE)] > [System (3 X 7 Ls)] > [Plain
config (7 L —>/8&%E)] > [Network (v kT —
7)1 > [Network HTTP Authentication policy
(v NI —THTTIPEREER ) 2 —)]

2109 [System (> X7 L1)] > [Plain config (L — /&%
7E)] > [Network (5= k7 —7%7)] > [Network
HTTP Authentication policy (% ;7 —2HTTP
FRaE R > —)]
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72 32)] > [Advanced (EEHEERTE)] > [Plain
Config (7L —>8%E)] > [System (¥ AT [\)] >
[Enable Replay Attack Protection (BEXEHL S
DIREZBINCT B)]

710K W HI [Settings (B&TE)] > [System (> X 7 L1)] > [Plain
Config (7 L —>&7E)] > [WebService (Web
t—E X)] > [Enable Replay Attack Protection
(BEWREDL S DIREZEMNICT )]

=109 [System (2 X 7 L5)] > [Plain Config (7L — /&%
7E)] > [WebService (Webt—E X)] > [Enable
Replay Attack Protection (BEIREN 5 DIRE
HBEINTT B))
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AXISOS/N\—2 3> Web1 > 2 —7 11— ADRTE/ A
710K W AE] N/A
710K W&l [Settings (FRXTE)] > [System (3 X 7 L)] > [Plain

config (7 L —>/8&7E)] > [System (> X7 L1)] >
[PreventDos Attack (DoSIZEMBALE)]

>109 [System (2 X7 Ls)] > [Security (TF+ 2 1) 7 1)]
> [Prevent brute-force attacks (847 IED
B LE)]
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2125 [System (3 X7 Ls)] > [Logs (A1 4]
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AXIS OS/N\—2 3>~ WebA > 2—7 1 —ADKRE/ X

710K W E] [Setup (FZ7E)] > [System Options (3 A7 LA
73] > [Security (EF 27 1) >
[HTTPS]

710K W AE] Settings (F%7E)] > [System (> A7 L1)] >

[
[Security (42 ') 7 )] > [HTTP and HTTPS
(HTTPE K UHTTPS]

2109 [System (2 X 7 Ls)] > [Network (% b7 —
27)] > [HTTP and HTTPS (HTTP3 K UHTTPS)]

I[EEE 802X %X b T—U 772X AO—)b
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AXIS OS/N\—2 3 > Web1 > 2 —7 11— ADRTE/ A

710K W HT [Setup (EXFE)] > [System Options (> A7 L7
72 3] > [Security (€F 21 7 )] > [IEEE
802.1X]

7.10& W &l [Settings (B&TE)] > [System (> A7 [3)] >
[Security (T3 =2 ') 7 )] > [IEEE 802.1X]

2109 [System (> A7 Ls)] > [Security (ZF+ 21 7 1)]
> [IEEE 802.1X]
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T [Authentication required (qub\/ ) | IR L TCLIEEL, Thlck Y. AxisT /31 RIDAE
FOEBOIDEF CEDLDITEY ?3—
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CSC#3: 7 — %2 1R%&
CSC#6: 77X bO—)LDEEE

AxisDEETEIZ802.1AE MACseclc i L CWE T, CNIEBFREICERSNfcRy T —2 700
)lx?a’v‘)U XY NT=T LAV =2LEDORA 2V NY—RAV DA =Xy bV EESHIR
EL. 2DDKRRA MNEDT—RXEDOER M L T2MHEEERLET, MACsecldxy hT—2 X
’3’ W DIBEWN LAV —2TEES Blcdh. 2171 TOBELEEAIRHE LGV Y FT—2 70O
k)L (ARP. NTP. DHCP. LLDP. CDP/& &) 2l T BEB{bidiexIRtd 22y FT—0
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802.1X EAP-TLSt v > 3 U ZfEAT 5BEFN A2 —t v > 3 V/BNCAKE— FD2DDEFE—
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[Security (£F 11 7 )] T MACsec secured required (MACseclC K B1RFEENEE T 5)| %ZiE
RLET, Tk, 802 1xE85EE MACsecBESIEDmANRITINE T,
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802 TAEEZRR L T EELY,

|EEE 802.1ARtF+ 2777 /X1 XID
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Axis Edge VaultiB&DAXISEE &, v b T —T1Z#EIEEE 802.1ARZ T R— M LTCWE T, ZhiC
KW BUERFCT/INA RICA VA M=)V ENB—BDIERE THhH BAXisT /A AIDEN LT Axis
TINA A&y NTD—=JICBEND DX 27 ICA VR—T 4 VI TEELT, BeliT/I\1AF
VR—T 4 7D DWTIE,  [Secure integration of Axis devices into Aruba networks (AxissE
BDArubaxr v N 7 — I \DEEEEE) ] ZERLTIEEL,

SHEIC DN TIE. RT A RX—/3— TAxis Edge Vault] 2B LTLEETL, AXSEBDT /N1 X
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Axis Edge Vault
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EECRALSNEY 7 bD 2 7DCoT BEFI—) DEUNSTEABYEFEA, EDLDKE
BIECH. BEMDORRIZZDCOTICH D> TWVET,

Axis Edge VaultZ#B& L fcEE . WERBHROBEOBRDH 2MEHZHIET ST & T T4 /\—
TFIVTADIVATICESENAT EHR/NRICHIZE T, Ffz. Axis Edge Vaultic KW Axis
LELNRY FT—TVNTERCESIZY b TCHAHTENHERITTIET,

Q&

Axis Edge Vault
cybersecurity platform

Cryptographic Features Use cases
computing modules v Secure boot v/ Supply chain protection
v Secure element v Signed 0S v Trusted device identity
v TPM 2.0 v’ Axis device ID v/ Secure key storage
v SoC security (TEE) v Secure keystore v Video tampering detection

v Signed video
v Encrypted file system
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SoC Flash memory

Root of trust - — | Boot ROM | — - — { Bootloader | — —- —{ Linux kernel | — +— —{ Root file system
| | |
| | |

Verifies Verifies Verifies
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BEBHF—ALNT

CSC#6: 777X bO—)LDEE

TeRF—AM7ICKY) . MR VIN—MEEERBA T/ \— R T 7 RX—XADBSERA ML —IH
RIWLFET, AXisT/\1TADEBEDN T v TO— R LICESEHRARET HLFEEC. £+
T{&Eb%$bt% DARET VL APEBZDHHMEEHFEXT, tF 170 BHISC

T AxisZEElZ. TPM 2.0 (Trusted Platform Module). v+ 277 L X> k. TEE (Trusted
Execution Environment) = EDEY 1 — )V A 1 DE e ldEHIEEH TEE T,
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AXIS OS

v ® Axis device ID
Secure keystore o Witw i e
g@ Secure element _ ® Access control keys
e e Filesystem keys
@ Trusted platform module (TPM) e Customer-loaded keys
- IEEE 802.1x
Trusted execution environment (TEE) _ HTTPS

™ on the system-on-chip (SoC)
SHEICDOWTIE. RT A R X—/3— TAxis Edge Vault] #8B LT fEETW
BAfEETH

CSC#3:7 — 2 1R&

AXISOSB.OLXB%\ ELNMECTABEDT T + )L b TERIC dou\i@“ BELNEET A &S
BdbE. AXSEBIZFETA AN —LICEZEEBMLET, IC&Y. ETADHTAINT
WEWT EERESR L. ETAB/ER LTIEBE TEHLD io?%@ﬁﬁﬁ%@%ﬁ“%&‘:ﬁ*?%?
E ETZI_,'::EE/XTA (VMS) DEEVEIE X7 L (EMS) . Axis7/\A AH St Enrzm
BROBIEMZRLET DI EHDTEXT,

AxislE. AxisT/\A A CHREIENEBRDBEIEM A RIE T 5 2DITERTE %Y —IU Axis Signed
media verifierz It L CWE T, DY — )V EFBT SDIERTED3IDOT Y TILT 74
HERELTOWET,

FUIFINDREZE TS

TUIFINTEZAYDETH

KEAITNIzETF
ETrAEEY AT A (\/MS) PEHEIEY X7 L (EMS) &0 Axis7T/\1 AD SIREENZBURD
HIFMERIET 5T ENTEEXT,

FHRICDOWTIE. RTA MX—/N— TAxis Edge Vault] #BRBRLTLIEETW, BANEECTFDE
Uk DMZIRIET HTDIEREINSAXIs)L— MEERBEZ B DI 51l AXIS OS knowledge base
(AXIS OSHENEEN—R) T [Device access (7/\1 X701 X) | H#BRLTLfEE

AXIS OS/N\—2 3 > WebA > 2 —7 11— ADKRTE/ A

710K W AE] N/A

VAIVESE:] N/A

2109 [System (3 X7 L)] > [Plain config (7L —>&7E)] >
[Image (BIfF)] > [SignedVideo (B&fTE E T 7))

st 7 714V AT s
CSC#3: 7 — 2 1RE

TEDOHAWEEIF. T7o7va XTI AT MERRL. 75“/:/1U—9 EEHBELCTY
’7JG7\_§—%¢_(ET T7AIWY AT LS EREHE LKL D ET 50 lib\@”)ij ferz L.
AXisEEX. N T 7 A IV AT LTI 7 A Lz ’m/ufl v Lfl ‘. BED
BT —R2DREPEREDHEADLS T 7V AT LZRETEEL T, AxisE E@E&ﬁb\? AP}
B, 771V AT LA EOBRIZAES-XTS-Plainé4 256bit TSt ENEd, 17 7— 70O
Fiﬂfj'\i%fﬁ’f%%ﬂ%ﬁ77’()[/:/7\7_‘L\6i?'§%'fté'ﬂ\ AXISEBTCY VY L TERTESLD
Izt o

§1me
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AXIS OS

SEHEIC DV TIE. RT A~ X—/3— TAxis Edge Vault] 8B L TLEEL,
VI DI 78mEk (SBOM)

CSCHIPHEBEDAA NV MOy bO—)b

MeSSMEEBSLOY T4 F 1 -V OBAUALDHDY T D 1 78mk (SBOM) 13, Axis
HENDEEEZSOBODERER Y —/VTT, SBOMIK. axiscomTREENEEZT /N1 XY
Thox 7)) —RTEIREINE T,

ERFLE
CSC#3: 7 — 2 1R5E

AXISEBIZEHIE AT EMBRMEA T OMAZFERALTVEYT, BREXTVIE KEZER
HENTRUICABDNBEEINE T, —75. MERMEA TV ICREINIERIIEFT SN, £F)
BICBUFARRERYEY, T8RS VEA—ZBITHIRL T, RESNT 207741
VATLHSRATENEDICT B EWV S RIVETTAILET TWE T, TDIcsd. HERFDERE
AND Y FHAREICIEDVE T, NANDT v a1 XEDDiFE. UBID TRemove Volume (/R

U 2—LOHIBR)) HAEEFERALE T, eMMCT S v > 2 XE Y TIERFOMEENMERETNE S
P CNERA =270y IVMBRENG G oI EZERLTVET, TDHAE. AL —
VAV MA=ZE&Y RBISECTENSDR =270y I HBVEEENE T,
AXisRBZBFEE I D018, KEZ THHAERKOREIC) LY FTHZEEH\]MHLET, Thic
&V BEORBREEAEVITREENINTDT —2HEEENE T,
THERBOREICR T2V FERTLTE. 7 —2HEBITHEINSDIT TldHY
Fho TNAADBEBT HE. TOYAT LEFHHRICT —2EEENE T, TOfeeh, T
SRR OREICR T 2O FERTT ST CTIERTDTT, 7 -2 ZHRITEERT 2
Il BRZY)ZEIC. ZREZBREHEEC. TOESHZTT SEI2L4BNH Y ET,

BART — 2% HET 5 ZDFAEIE. NIST SP-800-88 Revision 1/TEE&EN TS "Clear" (71U 77)
TR 3 VFAICR DO TVET,

X Private keys & certificates

ACAP Applications =

@ | User accounts Factory default

Decommissioning

Axis device completed

. . o , .
In service 2 User configuration
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AXIS OS

AXISOS/N—2 3>~ Web > 2 —7 T —XDHFE/ A

710K W HT [Setup (BRFE)] > [System Options (2 A7 L7
<3 )] > [Maintenance (X > 77+ > X)] >
[Default (77 4L M)]

710K W FT [Settings (BX7E)] > [System (> A7 )] >
[Maintenance (X > 77+ > X)] > [Default (7
T4 )]

>109 [Maintenance (X > 7+ > X)) > [Default (7
D)

ORI, MEEMATVIREINTVS T —ZICET 25FlIERNZENTVET,

BERE T —4 TIBHAERORERICES
VAPIXE KUONVIFD 1 —H—ZE/NAT—FK | bbb
EEPRE & v oy,
BOERAE oy,
TPM & Axis Edge VaultlTiREE N TLB 1B b
WLANERE & 1—H—//XAT— K oW,
H AR LSFERRE mL
SDAH— RS+ — H
SDA— R F7—4&** mL
2y D= HBEFZEEI—HS—/IXAT—FK | HY
xv b= HBT— L
d—5—E* oW,
Z*i TO—F&Ene77)5—>3> (ACAP) | &)
RET —2 & BRHAERET L
z“/j’lil— NEnte/ > 70w &EF—/IN—=L | HY
RTCVOv o 7—4 oW,

*BAMEOSOTOCATIE. AAZLFRENMEAINE T, Thicky,. I—F—HAXISOS
7Y TO—RTELLDICHEVET MOEREITOTENTELT) o

Ty IR ML= (SDA— R, Xy b =7HE) ICREFESNCERECEGRIE. 1——HMER!
ICHIRRT 2 EDNH Y £, SDH— FDOEEET — 2 IENIST SP-800-88 Revision 1 Cryptographic
Erase (CE) [CfE > THE T . HDD (S30-Recorder Series) (7 — 2 [ZNIST SP-800-88 Revision 1
ClearlCE> TEEEINE T, FEMICDULNTIE. AXIS OS Knowledge base (AXIS OSHIFEN—X)

T ZAERLTLREL,

XTIV DOIERO SRy b= O3C, ANV b B PTZ YATLEREICESDE
T, A=Y DT 2t INTCORENZTENE T,

#3X FUA VA=V ENTWET TS =2 3 ETNNA RIFERVEITH. 25771
=23 TCA—Y =T oBREIXITNTHEEINE T,

wooxx KFZT—R (Fv 1) TL— 3, L£EICEAT 5802 1ARMAE) ~BWHARIGEHICIE. 14
REOGWERE DY —ICBEZELGWVBRANZTENE T,
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AXIS OS

BARN5a(E

HANGRIIE, AXsEBDREDR/IMERLANVTY, EXNGRIED NEY 21 TTYITH
EAJRE) CJo THUE T—RN=F A BDOXY NIV A VTSRSV Fv— ETA.
BB X7 [ (VMS, EMS), #88. 7 U 7r—2 aVCESIRFET 2T L5 AKsEBTE
BRECEAHEZEH®RLET,

stEER

Tim hei R DR E

CSCHADEDEESLY T I T DL+ 1T EHRE

LBERES S, THHEROREICHEOCVSHI LERRELTLLEY, I——FT—4
HoEBEZEHELICY ., AZERLELILY T24ELH2HEICIE. EEZ THBHREROREIC
ey bEBHTEELEETT, FHFMICDOWTIE. EARELE on page 13%&BBR L TLZELY,

AXISOS/N—2 3>~ Web > 2 —7 2 —ADHFE/ A

710K W FT [Setup (BXFE)] > [System Options (2 A7 L7
72 3>)] > [Maintenance (X > 7+ > )] >
[Default (77 4L M)]

VAESET] [Settings (F&7E)] > [System (3 X 7 L1)] >
[Maintenance (X > 77+ >/ X)] > [Default (7
T4V )]

>109 AT F VR > TIEHERBORE

BHODAXIS OSND 7y T L—F
CSCH#2V T b DT TEEDA NV M) L EE

VIR T TIY FEBRT BT Lk HAN—tE 1Y T DEEAQETYT. KRB,
—BEICHISN TV BIRBUEBRALL S ETHZENBL, /W FABARATN CLENG—E
ez N T—oT 7L A LIS, ZORHD NN BAREAG Y T, BAIOMISHEICH
THEF1UT (/S FHRBRENCOBEEMND B Tcs, BICREFTDAXIS 05/\— 3~ & HF
LTLRED BEDN—D 320U J—2/— Mok, EBhEF 1) T EEABTMICE
WENTVDBEDBYETH. TN TO—RNEEEAZHEN TV DD TEDY F A,

Axistd, 2FBEBDAXISOShZ v 7 ELT 77747 b2 v 7 ERRTR— K (LTS) b2 v U %R
HLTWEY, EE5LFRMOERGHBIEICHT 2/\y Faakh&dn, BEEORELIE L
BV RAY R/ NRICHIZ B7csb. LTSk Z v ZITIFFEEEIEE TN O E T A, FHAICDULN T,
AXIS OS1EERC TAXIS OS lifecycle (AXIS OSZ 1 71 2 )L)] ZZB LT IEL,

2018 LTS ‘

2018 2019 2020 2021 2022 2023 2024 ' 2025 ' 2026 I 2027 I 2028 I 2029 I 2030 I 2031 ' 2032 ' 2033 I
Axisld. BEEGHFHEE. NJEBIE. F1) T (/N FICBETRERG L. SEBD) ) -—XDFE
EHHSELTVET, EMICDOWVNTIE. AXISOSIBEERT Upcoming releases (1) 1) — X FE) |
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AXIS OS

22 LTLEEN, achom@Dewcesoftvvare( EEV N N7 VA LT, TERDOE
BARADOAXISOSEA D O—RKLTL T

AXISOS/N\—=2 3> Web1 > %2 —7 1 —ADEKRE/ A

710K VAT [Setup (E&7E)] > [System Options (> X 7 LA
72 3] > [Maintenance (X > 7+ >~ A)] >
[Upgrade Server (tF—/\—mD 77w 77 L— R)]

710K W FE] [Settings (GXTE)] > [System (& AT L1)] >
[Maintenance (A > 77 > X)] > [Firmware
upgrade (7 7 —Lo 7 D7 v 77 L—R)]

>109 AVTFUASAXISOS 7y T L— K

BR7HD > L OIERK

CSCHAEDEEELY T M 7DF 17 HERE
CSC#5: 7 o> hDERE

AxisEE ROMEEDT HIO Y N RATHBHYET (- BBEETHIETSAT7 Y -
=7 737/ ho TINAXEBEENE LIEE—RTHVY FEBBEBETHT Y ME. BF
RATDAHAERTHENBELTYET, 7/\AARERIC. BEET7HVY FOI—H—
BENRT = FEET DEDD ) ET,

ERET R LOWIC, DERBOREEG 60 5TV LAY TR | EA
LT, CO7HTY FOEREFRENTOET, cnckl. 7\ RERSICER TS,
?m4xﬁﬁ%®ﬂz7fPﬁﬁﬁ@éuxoﬁﬂﬁéniﬁo7547>r1—ﬁ—7t@>
M. REGEBEERNBELGSBENE AV IERT ARBELB Y E T,

WINDT7 AT Y bDIFESL. INAT— FZEERT BERIE. NISTRBSIGEDHA K S A VITRE
NTND/XRT— FOYERBIRNAES TENEDONE T, &5 LIcAA FIA2 T, i/
7\'7 MSIETREXFEONZENTWSDEMGELDZERIRT 5T EHARDONTVET, Axist

Bld. 64§Z%$'C0)/f7\7— FEYR—bFLTVWET, 8XFLVEW/ AT — REsEnEREE
ﬂi?“o SEMRICDULNTIEL. AXIS OS Knowledge base (AXIS OS &158%X—2R) T [lldentity and access
management (ID& 77t XEHE) | ZBRLTEEWL

AXIS OS 1.6 & RITT HAXisT/\A Xld. OAuth 20&FR— b LTHEY. 7/ ADFREEIC—
ToHY7xIAM (Identity and Access Management: IDE 77 7 XEE) L 717 L—2 3 VIDAEERET
XY, ek, O—AIT/N\A RADI—F—EEBOLREENREINET T, FFRICDONT
I&. OAuth 2.0,0on page 2928 LT f2E W

AXIS OS/N\—2 3>~ Web-1 > 2—7 1 —XDHFE/ X

710K W E] [Setup (B%7E)] > [Basic Setup (BEAERTE)] >
Users (1—1—)]

[

710K D AE] [Settmgs (F&7E)] > [System (2 A7 Ln)] > [Users
(A=)

2109 [System (3 X7 L5)] > [Users (1 —1—)]

2116 [System (> A7 Ls)] > [Accounts (77 710 > )]

Fv =7 B, KRDEKREDEHE

CSC #4:CSC #8:Bs5 O DETE
CSCHI2RY NT—DA VT AN F v —DEE

16


https://www.axis.com/support/firmware
https://help.axis.com/axis-os-knowledge-base#identity-and-access-management
https://help.axis.com/axis-os-knowledge-base#identity-and-access-management

AXIS OS

AXis T/ \A ZODMHER BIFH DBRRITHEST BIedhic, F/\A ADZ Y FT—2, Bid. BRIDR
EARBICERT 5T LABBLAVET, <o LREREIE Y. v FU—oBE 075
% TRBORIAAE. 71 ADBED T E L ABEICHENRIFENET,

LEBODIPKEIE. IPv4/IPv6, EEIETzIFEIRY (DHCP) 2w T —0 7 FL A, 7Y XAV,
TIA)WMI—R=15EDRY NT—IREICEOD>TEGVET, HTLLWIAVR—X> N ZIEN
TRRE. TRy bT—7 bRAVEERLTLREY, Ry T =7 DEGER RN ZHERT
Bfctd, FTDHCPH —/N\=DEDICHBEICHFT CHIFD Ry b T =0T =/ = \DIKEF%Z &/)\
BRICHNZ BTcdlc. BRIPT L ABRZRERT 2 LD ED5NE T,

AXISOS/N\—2 3> Web1 > 2 —7 11— ADRTE/ A
710k UG [Setup (F%7E)] > [Basic Setup (BEARE)] >
[TCP/IP]
JALESIA:1] [Settings(ERTE)] > [System (3 A7 L1)] > [TCP/
IP]
2109 [/gystem (> A7 L)1 > [Network (v T —
)]

EREGBSRERIE, Y AT LOT DR, 72 2)VAERREDREE. HTTPS, IEEE, 802.1x7%5ED
F—EXDEMLICARRTY, BEVDEBEOR A, *v bT—07 24 L7021 (NTP)
Leldry b T7=02A4LEF2 )74 (NTS) T—N\—LFEEEELEZHEDHLE T, AXIS
OS 11.11cl&. NTS (Network Time Security) AMBIIENTUWE T, NTSIENTP (Network Time
Protocol) ZBEStLIcZe’m 70V TT, BEZED. BENGRESICHIGT 5Tcodic. #
BOZA LT —INN—ZRET DI EDENDONET, O—HIVEA LY —/\—TRA S TEEL
TZalk. INT U Y INTPEENTS —/\—ZEAT 5 EZR5T L T IEEL, AXisTEE TD
NTP/NTSOEEMIC DT &, AXIS OS knowledge base (AXIS OSENEEX—X) T NTP and NTS (NTP
ENTS) ] ZZRLTLEEL,

AXISOS/N\—2 3> Web1 > 2 —7 1 —XADHFTE/ X

710k W #f [Setup (87E)] > [Basic Setup (EAFE)] >
[Date & Time (A1 & B5R5)]

710K Vgl [Settings (ERXTE)] > [System (3 X 7 L.)] > [Date
and time (B 13 & Bs))]

2109 [;Jystem (> A7 1\)] > [Date and time (BT & B
%))

2116 [System (2 A7 L1]) >[Time and location (EF)
E 5]

TyvSANL—IESIE
CSC#3: 7 —21R5E

SDA—F

BEEFETHEF 1T 7FIRIL (D) A— FHAKST/ S ATHR— FENTLBEE, ik
CNHMEBEN TV BIBAI, B EBRTHC EABBHSNET, Chicky. B LT
SDH— FICREEN TS E T4 B EROAEMEADNBETELL AYET,

AxisZEBDSDH — REESILDEEMIC DULNTIE. AXIS OS knowledge base (AXIS OSFIFEN—X) T
[SD card support (SD7— FDUAR— )] BB L TIEEL,
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AXIS OS

AXIS OS/N—=2 3> WebA > 2 —7 1 —ADKTE/ R
710K WE] [Setup(ER7E)] > [System Options (> A7 LA 7
> 3>)] > [Storage (X b L—)]
710K W&l [Settings (B&TE)] > [System (& A7 L3)] >
[Storage (R b L—)]
2109 [System (32 X7 L.)] > [Storage (A kL —2)]
v b T =78 (NAS)
Xy =0 A M L— (NAS) A iREE B LCRAY 2581, 7 7t ADEIRENT

D/?*ﬂﬁﬁﬁg%mb IN— KT 1 X7 DEBEELE BRI ?égt%%@bbiﬁ AxisiERE
M\E?ﬁﬁ@%ﬁ@?%t@mw&m%ﬁ?%t@@z/F? 7083V E LT SMBZEF]
%Li? %mwumwn—/a/mo&$oﬂn TldtF 1) 71 PESIEHAREINTEA

FLWAN—=T 3> QI TldtFa ) 71 PESIENMBRHI NSO, ABRETH LWL
A—ya/%ﬁﬁﬁégé%&@bbiﬁ

AXisEBZ % v b T — 7 HBICEHT T 5 & EDBY)ESMBDEREDFHIC DL TIE, AXIS OS
knowledge base (AXIS OSEIF#N—R) T [Network share (v F T—20HF) | #BRLTLET
L\

AXISOS/N\—2 3> WebA > 2 —7 1 —ADHFE/ A

710k W &l [Setup(ERTE)] > [System Options (¥ A7 LA 7
< 3>)] > [Storage (X b L—2)]

710K W E] [Settings (GXTE)] > [System (> AT L)] >
[Storage (X kL —)]
=109 [System (> X7 L1)] > [Storage (A kL —)]

7ITUH—<3> (ACAP)
CSCHADEDEESLY T M2 7D F 17 HEE

AXISEBICT T r—a > kT /7"|:| NLT. BeEAIECEE T, TNonEL(cld. BE
DWEEZIRIES BlcdDBED I ——A V2 —T 11— X@ﬁ%b?uiﬁo TI) =3
I AXlSOSb\ﬁ{ﬁﬁétﬂmuTm& EEERT 250D ET,

AXisSEEICIX. AxistF 2 U T4 FFETTIL (ASDM) |[THE > TAXisH\BEF Lfcggn 7 ) 7 —
>3 /75\7"') O—REINTWET, Axis7 T — 3 VOFEMEIC DV TIE. axis.com™T [ 24
BEl AR TfEEN

T—RI=T BT TV =2 3 DFEIE ERETANDERRLNSTDLF 21U T 1B
I REHLOREEMKELTC) . —RIGARA N TSI T 4 ADEF 1) T BRET IV T
AEIN VAL ESDCOVNTINY Z—CHWNEGDEY T HEEZLE]HLET, F—F
IN=T ABOT7T)r—2 3V TROD o feipsitid. ¥— F\=7 1 RONY Z—|CE#RE
TROREHDYIET,

EETEBT T~ 3> DHERIEL. EELTOENT T r— 3 VidAsEED SEI%
THCEEPEDOLET.
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AXIS OS

AXISOS/\—2 3 >~ Web1 > 2 —7 1 —ADHKE/ VA

710K W E] [Setup (EZ7E)] > [Applications (77 1) r—=</ 3
)]

7.10& VAT [Setup G&TE)] > [Apps (77 7 1))]

=109 77

AXISOS 120 (2024F98) &KW, ACAPEZMEEN AL ZY . T 74V N TEMCEINTUNE
T, el #b 352 EEEEETT, AXISOS 13.0 (2026598) LIB&. ACAPELIZ AL 7%
W, B\BNICT BA T 3 dE<EY T, ACAPIE. ACAPR—A)L ET. SHA-5128 &£ 14096
£y FORSAMBERZFERE L CHA VA VENET, TOMBRIEZ. RUT—7 D)L RIZHB
AxisT—Rt > 2 —RDThales Luna Network HSM 7ICZ & IREENTWVE T, Axisky T —
JEBITIE. ACAPA > X b—)LaTICACAPEA AR T DTcdd. 4096y MRSALEEIEN T O—
ng}?b\iﬁ'o CONEEEIE. LinuxT 71V AT L EDAisZ Y f D=0 EBITREFEEINT
0y o

FEALTWRWS—EXR /#EEZI|MICT S

CSCHADEDEEELEY T b7 DX 17 HEEE

FERALTOEWY—EAPKENESICEF 1) T 1 LOBRICKEDDITTEHY TEAD.

WNETIZ) A7 8T HTcdlc, BRLTOWEWY —EXPHEEZHEMICT 2 L2058 LE

3—7“ Tgﬁﬁ LTOWEWBEICEMNICTTES Y —ERAEHBEDFHRIC DOV TE. COXEFTHEDT
ZEL,

WebA A2 —T 1T —A\D7 7R

CSCHADEDEEELEY T b7 D F 17 HEEE
CSC#5: 7 ho > hDEE

AXisT/\A RITUE, BT S S PREIETT A RITT LA TE B T T H— N\ —ERENTL
9, Webtl v a— T TR, BE AVFF VA LIS a—74 VIRERELTH
). MEEREENGT 5reb0s 5 (7> FELTRBT 5L, BRVEEROESOE0
Tl o

HEDIEETAXISEEE DOV Z5FR] T A2REN DL A7 M. ETABEY AT I
(VMS) DEEBEIE S K TUAXIS Device Manager’s EOEIRY —)LDHTY, Y AT LA—F—I|C
& AXISEEBN\DERE )7 A= MERIEF LIEWTLZEL,

AXIS OS 9.50LUB%Tld. AxisT/\A ADWeb1 > 2 —7 1 —AEENMLT DI EDNTELT, Axis
HEZ AT LITEA (DF W AXIS Device ManagerlGEMN) Liz5. $BBADADWeb T = 7 H —
BATRBICTVCATESA T3V w BRI A EaBBOLET, Thick)., EBTH
V2 DINAT = FOEBARTHEE SN TV SIS, BIIDOXtF1 )T BHOMEENE T, £
WREGA T aviE BERID7 7 EABER (AM) 7—F 77 F v JUBNNL—TEU
TA. TV NRROBEREEEIRETAER T r— 3> EBE LT AKSEBNDT 74
A EHHICERE S A2 & T,
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AXIS OS

AXISOS/N—2 3>~ Web > 2 —7 T —XDHFE/ A
JAICEND:l] N/A
710K W AE] [Settings (BRTE)] > [System (2 A 7 L)] > [Plain

config (7 L —>/8&7%E)] > [System (& X7 L1)] >
[Web Interface Disabled (Web+A >&2—7 = —
AHER)]

=109 [System (2 A7 L5)] > [Plain config (7L — /5%
7E)] > [System (> X7 Ls)] > [Web Interface
Disabled (Web- > 2 —7 = — X f&3))]

xv b7—oB%E 7O NaIL

Bonjour, UPnP. ZeroConf, WS-Discovery. LLDP/CDP%xE D& 70O~ jbld, v FT7—7 &
TAXSEBEZDT—ERZFEICEDIFISNELDICTHTR— b —EXTT, EEZBAL
TVMSICEEM L. B 70 bV EEMIC LT AXsEBAN R Y b T —70 L TZDFE%EH
LGEWEKDICT BT EEHEDLET,

AXISOS/N\—=2 3> Web1 > %2 —7 1 —ADEKRE/ A

710K AT [Setup (FRTE)] > [System Options (3 A7 LA
< 3>] > [Advanced (GEERE] > [Plain
Config (7L —>&&%%E] > [Network (& k7T —
7)) > [Network Bonjour Enabled, Network
UPnP Enabled, Network ZeroConf Enabled,
Network UPnP NATTraversal Enabled (z v ~
7 —7BonjourB%f. % b T7—27UPnPERN.
xw k=2 ZeroConfBRN. v FT—72

UPnP NATTraversal&5h]*
N/A
710K W &l [Settings (B&TE)] > [System (3 X7 L1)] > [Plain

Config (L —>8&7E] > [Network (v b7 —
27)] > [Network Bonjour Enabled, Network
UPnP Enabled, Network ZeroConf Enabled,
Network UPnP NATTraversal Enabled (v k
7 —7BonjourB%h. % b T—27UPnPERN.
xv b T—2ZeroConfBXh. v N J—72
UPnP NATTraversal & xh1*

[Settings G&TE)] > [System (3 X7 L1)] > [Plain
config (7L —>8%7E)] > [WebService (Web
H— 1 R)] > [Discovery Mode (&HE— K)]

2109 [Settings (EXTE)] > [Plain Config (7L — /& 7E]
> [%w k7T —7%1> [Bonjour Enabled, UPnP
Enabled, ZeroConf Enabled (Bonjour&%f.
UPnPE%N. ZeroConfE%H)]

[System (> A7 L1)] > [Plain config (L — /&%
7E)] > [WebService (Webt—EX)] >
[DiscoveryMode (#&HE— )] > [Enable WS-
Discovery discoverable mode (WS-Discoveryi&
HAlREE— FZBICT 5]

211.11 [System (2 X7 Ls)] > [Network (v b7 —
7)1 > [Network discovery protocols (v k
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AXIS OS

AXIS OS/N\— 3> Web+1 > %2 —7 1 —XADHEE/NA

T —7#&H 70 ~3)b)] > [Bonjour, UPNP, WS-
Discovery, LLDP and CDP** (Bonjour. UPnNP.
WS-Discovery. LLDP#E KTUCDP**)]

[Settings G%TE)] > [Plain config (7L — %))
> [Network (5= k7 —727)] > [ZeroConf
Enabled (ZeroConfE%N)]

212.1%%* [System (2 X7 Ls)] > [Network (% b7 —
7)1 > [Network discovery protocols (v
7 — %70k 3)0)] > [Bonjour, LLDP and
CDP** (Bonjour. LLDPE K TUCDP**)]

* ZOHBEIFAXIS 10120 5HIBRE N, TNLUED/N—2 3 U TIIMERTEEL A,

**LDPECDPZEIMICT B L. POEENRIY I -2 37 L?/@g—%(_ EDBYET,

¥ ZDIN=T 3V E. T T A I\TZeroConfﬂ)ﬂﬁﬂtb‘Tﬁ T E LTz, DHCPARATE
g DDFENEIPT FLAHNREINTWEWESE. 74—/ /7 sLTU>oaO—AIVT7 KL
ADMERINE T,

(CE: AN

T 7 F ) N Tl AxisT /31 ZIFIRFEDApache, OpenSSL. BKTUAXISOSDY 7~ 7EAK
IN=D32%& XY NT—=7 EDT 547> b EDHTTP(S)#EHHF & 7z ldBasic Device Info VAPIX
API (https.//developer.axis.com/vapix/network-video/basic-device-information/)#% e Ci@%0 L &

o

C DIFMIE. Rapid7™Tenable NessusisEDRy NI =0 F 1) T4 AFvF—PRy b T—7
BERY AT LD\ AXisT /I \A RICKITISDREsFEDN G WD ERRH T D OITARRIRTY, DIFR
DIEWEE. INSD7 T r— 3 VIgAXisT /A XA ETELSEELEWEBEED S YU E T,
—ARBIIC, AxislEIE %Eﬁaﬂﬂ'\%ﬁxj] LTHBES B THBL TEAHERELTVET, TNE VT i
T T 7 EHOMR. IR, BB, PEUAXIST/N\A ADRELTERICRII DS T,

7’:7’5 L. —2BOUA/N\—tF2) 707 TO—FCld. BERERER/NBRICHNIZ HH. Ficldk
[CESMEL S B EDROENDIFEHLH Y T, Z@gﬁztiﬁﬁﬁﬁ—%fc&b\ BRI BRI

T BRE/INTA—L— b\ﬁﬁg”‘fﬂ?b\iﬁ' el L. EBZBICRFFTOREITR B, HtH#EE

BIEICHE-S TN ZEEBLTVBIBAICRY . COMEEEENCT 2 &5 BEHLET,

Apache/OpenSSL /\—2 3 >~

HTTPEEIES DB IR E H A KR T e, HTTPHY —/\—A\ v =%t T 54 7> 3 VHAXIS
OS 10.6L4f% CHIARIBE T Y,

AXISOS/N\—2 3> Web1 > 2 —7 11— ADFRTE/ A
JALESIA:1] N/A
710K W AE] [Settings (B&TE)] > [System (3 X7 L1)] > [Plain

config (7L —>&7E)] > [System (¥ A7 L1)] >
[HTTP Server Header Comments (HTTP—
IN—=AN\Y A —T X N
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https://developer.axis.com/vapix/network-video/basic-device-information/

AXIS OS

AXIS OS/N\— 3> Web+1 > %2 —7 1 —XADHEE/NA

21111 https.//IP_OR_HOSTNAME/config/web-ui/
swagger-ui/?url=/config/discover/apis/basic-
device-info/v2/openapijson#/basic-device-
info.v2beta/patch_basic_device_info_v2beta_
allowAnonymous

{

"data"5R Y

}

==

=7z

2y NI—=0 7 A 7@&@Axis@%¢%\%*ﬁﬁﬁ§%%’ﬁi\ BARNE LU A IHEEIET 7 4L b
TENTTIZ O TCVET, %ﬁ%ﬁ%b\/\\ﬁﬁi%éti\ @Jfﬁﬁu AT DUEND Ui@“ AxisA >/
R—=HLPRY N T— ’77\t 7"&: BEAHNER A VHEED TEITIKEE CTH D AXIsSHM T
&, SEHEEEDT 7 4 I\Tﬁxi] ’JTD%@“

BEHBEEERLEWNGEIE. BENICT S LZE:MDLET,

AXISOS/N\—2 3> Web+ > 2 —7 1 —ADEKRE/ A

710K VR [Setup (F&TE)] > [System Options (> A7 LA
72 3>)] > [Advanced (FEERTE)] > [Plain
Config (7 L— /BX/E)] [Audio (BFE)] >
[Audio A* (EEA%)] > [Enabled (B%h)]

710K W E] [Settings (E“ )] > [Audio (B7E)] > [Allow
audio (BEE%Z5FH])]
2109 [Audio (B7)] > [Device settings (ZEBE&RE)]

SDA—FrFXOv bk

AxisEBISBE. ETAFREOO—H/LIT Y I X l\ L—2% R T S1cdic, M&L/U:U)SDt— N
ZHR—ELTWET, SDA— FEFERLEWESIE. SDA—FAOY b rRelcEmicd 52
%gzﬁﬁb&b L&Y, SDA—RFAOY hZEHEN LT%ZLT/H & AXIS OS 980L,(|3¢b\‘51§ﬁﬁ?‘%

SEMICDULNTIEL AXIS OS knowledge base (AXIS OSENEE—X) T [Disabling the SD card (SD
— RZEEMICTS) ] ZERLTIEEL

AXIS OS/N\—2 3>~ Web+ > 2—7 1 —ADKRE/ X
YAIVESA=I] N/A
710K W&l [Settings (F&TE)] > [System (3 X 7 L)] > [Plain

config (7L —>/&%7E)] > [Storage (X b L —2)]
> [SD Disk Enabled (SD7 « X7 B%h)]

2109 [System (> A7 L1)] > [Plain config (L — /&%
7E)] > [Storage (X ~ L—)] > [SD Disk
Enabled (SD7 -« X7 B%h)]
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https://help.axis.com/axis-os-knowledge-base#disabling-the-sd-card

AXIS OS

SSH7” 7t X

SSHIZ. bSOV a—FTa>TEF7 I\ TOENICOIMEREINStF175@ED NIV T
gL¥$OSMmu%®m«%%?#ﬁ—%éﬂ?miﬁo%H?ﬁﬂz%ﬁ%wﬁézk%aﬁ

SSHZE(ER LIz 7/\w 774 7> 3 > OFMIC DL T, AXIS OS knowledge base (AXIS OSHIF N —
A) T TSSHaccess (SSH77 7t X) | &#BBLTI{fZEW

AXIS OS/N\—2 3>~ Web-1 > 2—7 T —XDHKE/ X

710K W E] [Setup (BRFE)] > [System Options (2 A7 L7

7 3 2] > [Plain Config (7L —>/E&7E)] >

Egejtjwork (v kT —77)] >[SSH Enabled (SSH
)]

710K W AE] [Settings (BXTE)] > [System (= X 7 L1)] > [Plain
config (7L —2&&7E)] > [Network (v k7 —
7)1 > [SSH Enabled (SSH&E%)]

=109 [System (/27 )] > [Plain config (7 L — &%
E)] > [Network (X k7 —7%7)] > [SSH
Enabled (SSHE%)]

12— 1—R
UART/T/\wv &

CSCHABHEDEEELY T bU T 7 DEF 1T 1ERE

INCDAIsEBICIE, 7/ 7R=—b1 & I2U7)ba>y—)b) EEENS. Lok
BYPERUART (Universal Asynchronous Receiver Trans |tter) AVR2—=TT—AMIBLTVET,
DA VRA—T T —XIYEBAICT VX T BICIE. AXisEBE ABD U ICHET 2ELDH Y £
o UART/T/\w JlE. AXISsERDBAZERFETI Y Z 7 ) >0 702 17 MW T, HEEEs
T/I\y TDOENTOMMERENET,

AXIS OS 10.10LLBTD/N—27 3 V DAXISEE Tld. UART/T/\w J1&7T 7 4 )U b TEMICIZ > TVE
IO BREENIC T 7 ERADETH Y . FRHREEN TV VEIIEBIFTRO LN INS T LIddH
DEHA. AXISOS 1011, UART/T /Ny J1E7T 7 #JU b TENICGZ > TWVWET, 12—

T I —AZEBMCT DHE—DITEF. AXshEHT Z2REEBEDAHRAZ LEEREZFRBLTCAY ¥
RS S ETT,

XY bT—=TR—b:

AXIS OS 11.2L4F. AXIS S30087%5 EDEHDZ y +T—2 K— MEFAEBICE, Ry bT—7
R—FDPoEERY N T =0 T T 4 VDA EENCT B4 T 3 /b\ﬁﬁ%*ﬂTb\iﬁ“ &
ﬁﬁ%g;ﬁgi/ N —OR= b EWELTCT VT TDEKICTHE BEXGEF2UT 1)
AIDELCET.

AXIS OS/N\—2 3 > Web1 > 2 —7 1 —ADRTE/ A

710& W AED N/A

710K W AET] N/A

2112 [System (¥ X7 Ls)] > [Power over Ethernet]
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https://help.axis.com/axis-os-knowledge-base#ssh-access

AXIS OS

USB

AXIS OS 12154, AXIS D1110ICIFUSBIR— b E BN T 54 72 3 VhMEh > TWEd, AL
gb\EL\USB/Tf— hEBMBELTCT 774 7DERICTDE BEXGEFIUT A VRIHDELE

AXIS OS/N\—2 3 > Web1 > 2 —7 1 —ADRTE/ A

710K W E] N/A

710K W FE] N/A

2121 [System (2 X7 Ls)]> > [Accessories (777 1
|)—)]> [USB Configuration (USBE&%7E)]

Wi-Fit&gE

FFEDAXISEB TlE. USBWIi-FiR > ZILEN L TAHB T 7 CARA > M EERT 5T & T Wi-Fi
REEEDMER CE X9, WMEMGRI4SR Y N T — 7 EBGDFE Lm\i%/:.\ Wi-Fild. ¥3Er7s
WMN%Eﬁ&)%ﬁ?Z&?@@TE%EEU?T . TDE %bl%ﬁf%®ﬁET%
DO IMERTHAELERDT. HTUIEVET, HRINVICEEEHINTWBSSIDEEBEEFER
DSSIDINRT—RAEFERL T, 7I7CARA Y MMEHT DI EDNTEXT,

AXiSEEBDHRTE & Wi-FIEEEIC DWW TIE. I—F—<Z a7 )bHESBB L TLIEETL, Wi-FiksEA i
;t%ﬁwmm%%wmﬁéhTm%77txﬁ4>h%%@ﬁww\uT®;5wtoTu§

ZDRWET 7t ZRA > blE. Wi- F|SSID//\7\’7 FOSRESINTE ST WEEEYGRI45
2y hT— ’7}%‘%L73‘?—T_L,7”’L\ BICPRY . MEBIEWLANSRERZ V72T T & CHRIC
Tit;"gi%ﬂ;t TDx Eb\l%ﬂ:‘ﬁ%@aﬁi?%%b\ MERCHELZEDT. H
-

73%575\‘1—#—59@@77&7@34\/ McEERIT B CORB 7 ARA > S
SR ET, £ield. 4 VR M=)V I—5 =BG WLANSERZ V& L TH
S5159%IC. BEBICTENICZY KT,

REDER T S NWI-FI R /’7}1/%@%3‘% 7/5|Z|\ ?ﬂﬁﬂ%ﬁiﬁ%t:SSlD&/fZ?— NZESRTE L. Wi-Fi

?ﬁ% BYICERET A EEZPRENOLET, ICkY . BEBELGtF 1T BBRTCEX
Bluetooth

—EBDAxis T/ \A Al IEBluetoothBEEHNNE SN TH Y . TIHBERERFOHREIC) Y bEINH)
HRAIRRE TT/\er?a?Ja v N7 T BRIC. BIZIEEBRYL Y XDREETS . £UX
L= 1—— KRR L £,

TINA ZADy 77w THZEP KUBluetoothi4EEIC DWW TlE. HFEVDT /N4 ADI1—HF—<
- :%7”/%;?% LTLEEEL, LTI AxisBUSIT ST BBluetooth#EBED—IRBI S REIC DL
CEREBL :

Bluetoothtat\ A—H—HEKLEERES *LTLVZ(L\%E\ TS EREBEDIRRE TIEBERIICERN

T PEESHEERBFEBE TCEMCAYETT, I—F—HREINHE. £idd]
IEIﬁ_@Jb\bZHjF'E%\%RﬂLKﬁD\ WJEEE’JERMSZ\/ T — B OEEICERE <.
Bluetoothld BEIRICENICIZ U E T,

BluetoothhN RNt T Nic&ld. 1—F—HDFETCHEAMICT S L i?*‘iﬁ/v
Bluetooth#égE A BBUMER CEA L DICT BITIE. T/\1 A EBE IS HEREFDIREE

Y FTBRELRDYET,

BEWVDTINA ADBAXIsT /A ANDBluetooth$Eft L. &=HFDTLS 1.2/1.3835{b & {FH
FHHTIPS b > 2 )L%Z St L,Tf‘ﬂb*ti'% Axis&hid. Bluetooth Security Mode 1 Level 2
EREEE LT > J|C EE51b. Just Works) 3B L TWE T,
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XY bT=07 7 R%ZEHIBRYT %

CSCHIIEEBEDA N\ M) EOay bOo—)b
CSCHAEDEESLY T M7 7DLF 17 HERE
CSC#13:xw kT —77 DEZAR & BA1H

AXIS OS 11.9TIAR MR—ZDT 71 74— LAEATNE Lz, Thid, P7 FLABET
JELRTCHUDPA M BRICS S TBE 57 7 ) 7RIy 2L L EfRCE 50w )
T HBEETT. TNA T ARZDT—EANDRET & ADBIEIC DAA I £,

7 7#)V bR —% [Drop] |TRET BHEIE. TN TDER T*ht’77/r/ >~ b (VWMSE &K
UBRISAT7UL) BEO/ Ehidh— h &)X MOBMLTL 2 &

AXISOS/IN\—T 3> WebA > 2 —7 1 —ADHRE/NR

=119 VRATL>YFITa>TTFAT IF—)b

P77 FLAT7 1 Ib2V T

AXIS OS 11 8UBID/N—2 3 V= HBEH LT 7 /\A A Tld. P77 FLAT 1 )22 JIcL T &
AENTVEWISAT Y M SDT 72 AHHIEENE T, 7/ 1 RAZRE L BRI SN
Y NI =DURAMDIPT FLUADHEFFRIT B KIIEEBRIENTWEWIPY K DX%%EE\T%
FOICRET B EZHELE T,

|P/ I\I./X%DLF—J@F% j: VMS-U__/\_&N:'EE77/]// >/ I\%’:E&b 3_/\—(@75(13[“)%37‘/77’]/
7 bhE AN LEDDLT(?‘L'SL\

AXISOS/N—=2 3> Web1 > %2 —7 1 —ADEKRE/ A

710K UaEI [Setup (FXTE)] > [System Options (3 A7 L7
73] > [Security (EF 217 1)1 > [IP
Address Filter (IP77 F L A7 1 )L&2—)]

VALESDA:1] [Settings(ERTE)] > [System (> A7 )] > [TCP/
IP] > [IP address filter (P77 KL X7 « )2 —)]
109 —118 [Settings(ERTE)] > [Security (LF 2T 1) >

[IP address filter (IP77 KL X7« JLZ—)]

=
v bO—=0 77 AETICET AR UEREOEBEMET HE. DRy FT—2 KR b
PEDAERRT VL ATITERET 2 EHAgEE T Y E T, [System (2 X7 L)] > [Plain
config (L — &)1 > [Network (v b7 —2)] DIEICFEE) LT, [Network Filter Log
Ry b= 7 0)b2—OdIcBELET,

HTTPS

CSC#3:7 — 2 1R&

AXIS OS 7. 20LLBEDAXISEB Tldk, HTTPE K UHTIPSH T 7 4 ) b TEIMICIZ > TWET, HTTPY?
T AFBSIEENTWEWHEF 27 TEH Y FBAD. HTTPSIET 51472 b & AXISEEB-]

gt;;4v7%%%kbi¢om«%ﬁ@?&Twﬁﬁﬁxﬁ CIRHTTPSE BT 5T & & 58

REFIBICDOWNTIE. HTTPSDF#, on page 3385 KU HTTPSHEES, on page 2528 L T 2E LY,
HTTPSHES =

AxisEBIE. TLS 128 K UTLS 13885 X1 — & KR— b LEA LT HTTPSH#E# i =+ 1 77 IS
FLET, BRI DRHEDTILS/N— 3 2V EBERAA— bE. AXIsEEBICERTT 57 7147~ b
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ICE->TERY, st TcxdyI— /3 VENEY, AXIS OS(DEHﬂ%ﬁ‘( 3. AXisEEB T
fEFARIREGIES D XA FHABHEINDGZELD Y X ITH. EEDODEBSHREIEIEEINTTA, B
=5 *@'E@i\ Axis%.%féii%ﬁﬁﬁﬁwéﬁiLZE%&)\ A—T—HREZFHTITO O &KLY,

— A BIET AREAH Y T, AXIS OS 10.8LLETIE. 1—H—HAXIS OSOEHETTS
L. BSOUA M BEENICERINE T,

TLS 1.28F

TLS 12 P fERT 2355, AXisBOBESRICERASNAHTIPSIESZI8ECEE T, ERT
Z?%)H L%IJBE IBVEEAD. EF21 )T 8bDfsd, LX"F@VTTUT??‘L ECRON DLV
ERTHEEHHMOLET,

ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-
AES256-GCM-SHA384 :ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305

AXISOS/N\—=2 3> WebA > 2 —7 1 —ADHFE/ A

710K W HI [Setup (EXTE)] > [System Options (3 A7 LA
72 3>)] > [Advanced (FEIERTE)] > [Plain
Config (7L —>/8&7E)] > [HTTPS] > [Ciphers

(BE5)]

710K YE] [Settings (ERTE)] > [System (3 2 7 1.)] > [Plain
config (FL—>/8&7E)] > [HTTPS] > [Ciphers (B&
=)]

2109 [System (> X7 L1)] > [Plain config (L — /&%

7E)] > [HTTPS] > [Ciphers (F85)]

TLS 1.3
774U R T TLS 13RICE S e NGBS A A — FDHHMERTEL I,

TLS AES 128 GCM SHA256:TLS CHACHA20 POLY1305 SHA256:TLS AES 256 GCM
SHA384

INEDAA—FMIA—T—DRET S EFTEEEA,
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HLaRE(E

WARFRICDFIEIE. 77 7 /L F DIRFE, on page 4& FEABY55%1E, on page 15CaRBB L T 55&1(E
DEEYTITEDNTWETY, fzfel. T 740 b B RUOEARNGRCFIBEZE AxisZEE (CEEE A
THTEIFTETTH, BERIEDOWURICIIN X—DY TS/ F -2k, TV RI1—1—
B, BEREGATAVIZANIIFv—PRY N T—VA VT ANV Fv—ABBNICE
DHERNENRH Y ET,

129—=3Y hERY FD—INDEHDINF
CSC#12RY NT—=V A VTS AN TV Fv—DER

AXisT/INA R%&INT 1) w IWebTF—/N\—& LTRBELEWT &0 FTAMDBEETHRELT 147>
MZTINAZNDRY 8T =07 0 AEHF] LEWT EHESSNETT, ET7AEEY T b
77 (VMS) ZfER L TWELVINERERSEA. Kld=ZB o T A7 VAT 208
D B/ FRIBEMEACIX. AXIS Camera Station EdgehV @t a&EIRE &5 W £,

AXIS Camera Station Edgeld. Windows. iOS. Android CER THRIBT B ENTEET, TNk
ERTAHTET, TIMAZA VA=Y NIRRT T I, REDDBEZBEETFNDT I X
HERIBPIDHCENTEET, FHEMITONTIE, axis.com/products/axis-camera-station-edge’ £
LTLzEL,

pad
VMSZ(ER L TWABEBEDZEEIE. VMSNYZ—(C U E—rETHA T T ERADRAN TS Y
T A AT DWTHEE L TLZEL,
vk 7—7?‘/\\47\}5$UF‘£E@“%{4\/757\ NSO Fv—ET )= a0t 5
ETC XY NT—UNDELR RIHDEIRENE T,

AXISTINA R, BBEA V75255 Fv—. BETTUr— 3 g KERY KT—oPEY
222y KT—OhSHRENTLBA— AR Y F T2 R T 5T EABIBHSNET.,

BEAXANGRCZEAT 5. ZBORY =01+ )74 ANZALZEMLT. A—7
WY NIT=0EZDAVT AN F Y= (b=2— AAVTF) ZRET 7 ZADSHREL
£9, cUTE VLANE I AV T—2 320 Jb—T 4 2V JREEDHIR. T4 FEEIEWANT 2
CADVPN, Ry NI =0 LAY =23T 74704 —)VOBCE. 77X 00—V X K
(ACL) GEDEENET,

HEANGZRCEIRT 2ICIE. 74 =TIy bV ART Y 3V PRARIE VS eg Bl
2y NI—URET ./ OV %ZBALET, ThicLY. XY FT—INTEET SBHDN
HRENDRIEENE T, BH, HORR Y b7 =0l HHEY 7oz 7PN—Fox7
TITZATVAPRELED T LITERLTILEL,

=Y RI9—D DIfESEIEDRAF v >

CSCHIEBEDA Ry M) Oy ao—)b
CSCH1 2V NT—DA VT ANV F ¥ —DEE

2y R D—o0F 1) T4 RF v F—EEELT, 2V - EBORBHTEERTCEE
T, BRUFEOBNIE. EENG 1T« BREPRES AERRNICRRT 5 LT

o

AXISEB L Z DA~ TS5 A R 59 F v — DRSS THIA EENICRTT 5T LA BB LE
I, AF¥ D%Eﬁﬁﬁ‘?%@ﬂ& FERTEDRMDAXIS OS/IN=2 3> (LTSERIET7 VT4 7 b2y
D) IT. ASEBABHENT NS EERE LT BT,

Flee AF v LUR—FZEHESEL. AXSEBOBIAIDREREAFNT 5 EZ2HB8H LET, In
ICDWTlE. TAXISOSEESEMER F+ +—H1 Kl #BBLTLIEEWL, LR—MEBMOO XY
N&EF4ow MIEALT. axiscomT TAxistHAR— ~] [TXRELTLIEEL,
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EHRTE 5 RREE (PKI)

CSC#3:7 — 2 {RE
CSCH122xY NT—=TA VTS AN F v —DERE

INT VU JEIET 54 X= hDFFEEE (CA) ICK > TEFEN. BLENWebT—/\—FIHRE
ET ATV NS EAGSKEICEAT 5 EZHEIHLE T, EHBT T — 2 HREES NTcCA
EREAEIE. HTTPS TS ARICT S UV —ABIEDEENEE VL ST 2DICRIIEE
ER CA%%H SFRRZEIE. RV N T—0 702X A=V INAQ V) 1— 30 HBAT S
BRICEH. AXISEBDEBEMARIELE T, chlckY, AxsEBICRY ITF LI Ea—2—D
SOWED) A7 HEEREINET,

FHFHIAFFDCAT —E ZDMTEB T BAXIS Device Managerz{EA L T, BA(TEHBEEA AXisEE(C
HITCEF T,

U¥E—bsyslog
CSC#8BEEM T DB

IARTCOAT Ay —I% B ﬂﬁb?':fﬂ%@syslog# IN—ITXET B E DT, AXISEBERE T
TET, TNCKVEBEELIBRZITRY ., BERNIC, & JE%O’C EJ] iﬁlﬁﬁ“ . AXISEBT
07 A ﬂ—ﬁb‘ﬁ'JB?*hé@%BﬁLt?%i? PEDOR—ICL-TE. EBOY DREHA
BEERTHIEETELT,

SETEXGEAXISOS/IN—2 3 T E— bsyslogh—/\—Z BT B HEDFFR DN TIE.
AXIS OS knowledge base (AXIS OSKIFEN—R) T [Syslog] HEBLTLEETLN,

AXIS OS/IN\—2 3 > Web1 > 2 —7 1 —ADHKE/ VA
710K AT FIBICDWTIE. AXIS OS Lifecycle i1 KT
[Syslog) Z=ZBR LT EEL,
7.10& W [Settings(Z)] > [System (3 27 L3)] > [TCP/
IP]
2109 [System (¥ A7 L)] > [Logs (A1 4)]
SNMP

CSC#3:7 — 2 1R&
CSCH#8EEEEO Y/ DER

AxisDEBERTE S 2T & T SNMPV3ZEN L CEESIEENTSNMPNVAEZ 2 V7 — 2%
FROSNMPH —/\—|TEETEX T, SN!\/\P cEDO( Ry I —VBRICKY . 75— FDIER
P, REBICHOz2EBOERNAIREICEYE T, BELSIUOTT1/\Y —(REZRMET ZD
IESNMPV3DIH TS Tesd. SNMPVTE K USNMPV2cCld7s < SNMPV3D(ER AR R L £ 7,

FERICDLN T AXIS OSHIREAN—R D SNMP #BB L T f2E L

AXISOS/N\—T 3> Web1 > 2—7 1 —ADRE/\NX

700K Y ED FIEICDWTIE. AXIS OS knowledge base
(AXIS OSFIEEN—X) T SNMP =588 L < 2
TON,

710K W&l HE > VAT >y MT—7 >SNMP

2109 [System (32 A7 )] > [Network (v kT —
7)1 > [SNMP]
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AXIS OS

EF17EFAXKMNI—=>% (SRTP/RTSPS)
CSC #3: 7 — 2 1R:E

AXIS OS 7.40L4P%. AxisZ=BIFSRTP/RTSPS & HIFENARTPEADEF 27 ET AR M= 7

ZR— b LCWET, SRTP/RTSPSIE. TH 277 BT FY—I Y ROBSbENfcEnXx G E%

FERLT. BEERBEHDT AT 2 FDOIHDAXSEBN S ET A X b 'J LEZECEDLDICLE

9, ETAEEYXT L (VMS) DSRTP/RTSPSZ HR— b L TCWAI5EIE. SRTP/RTSPSZEBRNCY

g% L&/%E&;oéjib L&d, FIARRECHNE. FFEESIERTP l:‘\?\ZLX k 'J — I VT DROYICSRTPZ
CLrEEW

pas
SRTP/RTSPSIFET A A b — LT —2DIHEBESIL LT T, BERERZAY TlE. ORAT
DEEZ ST 21COITHTTPSDH 2 BN @P%L&%&B@U&b L&D,

AXISOS/N\—=2 3> Web-A > 2 —7 1 —ADRE/ X

710K W H] [Setup (FZXTE)] > [System Options (3 A7 LA
<3 >)] > [Advanced (ZEfEEE)] > [Plain
Config (L —>8&7%E)] > [Network (v k7 —
7)1 [RTSPS]

710K W gE] [Settings (‘“*)] > [System (3 X7 L5)] > [Plain
config ('L —>&7E)] > [Network (v k7 —
7] > [RTSPS]

2109 [System (> A7 L1)] > [Plain config (L — /&%
7E)] > [Network (zv kT —77)] > [RTSPS]

OAuth 2.0

CSCHAREDBELY 7 F I T 7D+ 1 75H
CSCH#5: 7 AT > FDERE

OAuth 20%& T 5 & AXISOS 11.6LL EAHRITT HAXIS OST/\A X%, —rft ENizlAM
(Identity and Access Management DET7 VL RER) T—EREFERTAITA VT ZANTY

—Ll%ﬁ@??ijo Z c,t U AX|S7_/\/rX0)DL;D LL717__\\I/_\/ 3 \/lD%'fﬁﬁﬁT%\ H—
AIVTINA 7\@1—*7@—#*@0)4{\% MEOBEEBRENE T,

OAuthld, BUITXRDEHTH DI EZRIAET DDIC—RD b= V% FERIT 5 LT
CSRFIRZED ) X7 Z &R L& T,

—EXTANAZ—DREEEICISE T, RDOESGEF 1) T4 AAZXLAEFERAL T AxisT/\
47«\@|D/\ AR 738 CEEX T,

ZEFRETEE (MFA)
INAT— RDEMEDEN
INAT—FO—7—>3 >
By 1l PR = BREE
- —lEID (A—Y—/P—ERXT ATV ) EE
AXIS OST7 /XA X TOAuUth 20BN L TERE T 25 EDFMIC DL TIE. AXIS OS Knowledge
??EE&XB OSEIZN—R) T OAuth 2.0 OpenID Connect (OAuth 2.0 4 — 7>/ ID##t) £ L T <
AXISOS/N\—2 3~ Web+1 > 2 —7 1 —ADFRE/NAR
710 VRl N/A
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710K W a] N/A
2116

[System (> A7 Ls)] > [Accounts (77 710 > )]
> [OpenID Configuration (4 — 7>/ IDE&E)]

MBS ABIET IEHU —

CSCHIEBEDA NN Oy bO—)b
CSCHI2xY NT—DA VTS ANV Fv—DEE

Axisld, AxisEBDYNIENGREZRIET BTcddlc, 7T a>D7 7w —& LTENGRE
NBEEABEAA Y FERELTCVET, INSDAA Y TFIE, BEZ M) A-TE ERLE
72472 MCAXSEBNBHPESZ XS EDTESLDITLET,
FRTEDREABLET 7T ) —DOFFRICDOWNTIE. UTESRLTIEEL,

AXIS TA8501 Physical Tampering Switch

AXIS Dome Intrusion Switch C

AXISK 77X 1w F A
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AXIS OS

LS —ia{t
LT3V TlE |B/N=2 3 VDAXIS OSETeFIBRBICEEN D/ \TA -2 —REZRET

BISDN= RV IFIBICOWTCEHRALE T, INHD/INTA—2—(F KUFLWLISKS Y
TP DActive h T U TTIIMERIN T E A

AOVUT RIFTaH9—RIR

RVVTRIT 4 Z—RIENDT VL AZEN T ELabeHLET, A7) TFITT«
B—E ST a—FT 427 ETNY TDENTDMERLET,

2707 LT 5HAXIS 05 10.1TH SHIRE N, TNMIRDI 1~ 3> TRERTE % ¢

AXISOS/N\—=2 3>~ Web- > 32 —7 1 —ADKE/ R
710K W E] N/A
710K W E] [Settings (B&TE)] > [System (> X7 L1)] > [Plain

config (7L —>8&7E)] > [System (> AT Ls)] >
[Enable the script editor (editcgi) (A7 1) 7
T 7 Z— (editcgi) ZBEMITYT 3)]

2109 [System (> A7 L1)] > [Plain config (L — &%
TE)] > [System (32 X 7 Ls)] > [Enable the script
editor (editcgi) (X7 U 7 b I7 12— (editcgi)
HEEMTT B)]

FTP7OtX

FTPIE. NS TV a—F 420 ET /Ny TOEMICOIMEREINSLF 217 THRWNEETO MO
JVCT . FIP7 7 2 AIZAXIS OS 1TAD SRR EN. TNLED/N\—2 3 Y TIIERTEE LA,
ST a—FT 0 T DERTIE. FIP7 7 XAZEMIC L. T+ 27 ESSH 7 A%Z LR T
HEEBEDLET,

SSHODEHMRIC DUWNT L&, AXIS OS LifecycleiA RC ISSH7Z 27X ] HBRLTLZEW, FTPAfE
F L,Z:?/_k\/ IF T 3V DEMICDOWVNTIE. AXIS OS Lifecycle i1 KT TFTP7 7+ X)) =5HE
LTLIEELY,

AXIS OS/N—2 3>~ Web- > 2 —7 2 —XDHFE/ A

710K W HET [Setup BRFE)] > [System Options (2 A 7 L7
[

72 3] > [Plain Config (L — &R %E)] >
[Network (v +77—77)] >[FTP Enabled (FTP
B

710KV gE] [Settings (FX7E)] > [System (3 X7 L1)] > [Plain

config (7L —>&7E)] > [Network (kv kT —
)] > [FTP Enabled (FTPE%N)]

=109 [System (2 X7 L5)] > [Plain config (7 L — /5%
)] > [Network (% ;7 —77)] > [FTP Enabled
(SSHBEZN)]
Telnet7otX

Telnetld. N TN a—FTa 0 T0ET /Ny TOBHIDMHMAEREINS,. £F21 7 ThHRULNEBETO
FOJLTT, AXISOS550 KL WETD/N— 3 VDAXISEBE TCHR— b EINTWVWE T, Telnet7 7t
AHEENCT DT EHBEBDHLET,
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AXIS OS

AXISOS/N\—>V 3 > Web+1 > %2 —7 1 —XADHEE/NA

550 VAl FIEIC DL TIE. AXIS OS knowledge base
(AXIS OSHIEEN—2X) T TDevice access (7/\1
X7 07tX)] Z#BRLTLEEL,

710K YED N/A

710K WAl N/A

=109 N/A

ARP/Ping

ARP/Pingld. AXIS IP UtilityZx E DY — )L fERR L TAXISEBDIPT KL AZHRET B AETC LT
Z DHEBEIFAXIS OS 7100 SHIBREN., TNUED/\—2 3 Y TIEFERATEZ LA, AXISOS7.10
KEID/IN—2 3 B HBE LICAXSEB Cld. TOEEEAENICT HT EHPEIOLE T,

AXIS OS/N—=2 3> Web- > 2 —7 1 —ADKTE/ R

710K YED [Setup (BXFE)] > [System Options (> A7 L7
7> 3] > [Advanced (FEE&E)] > [Plain
Config (L — &)1 > [Network (v k7 —
7)1 >[ARP/Ping]

710K W AT N/A

2109 N/A

HVTLS/(—>3>

AxisEBAE ABIRIBICEA T B0l < THRYNICE > TWAD. X217 THEWTLS/N—2 3
VEENICT S EEBEOLET, GWTLSN—=I 3 VBB T 74V TEMICE > TWET
D TS 12BKUTLS 13% HERE L TWEWY— RNN—F A RT7 S r— 30 D% B Rk
MHEBERT Bcsd. AXisT/\A ATIFZFNSEBMCT BT EETEETT,

IBFNDTLS/N\—=2) 3 VIFAXIS OS 1200 SHIBRENTcfedb. TNLED/N—2 3V CRAIATEE

Ao
AXIS OS/\—> 3 >~ WebA1 > 2 —7 1 —ADRE/ A
710K W HT [Setup (BXFE)] > [System Options (2 A7 L7
72 3>)] > [Advanced (5%§)] > [Plain Config
(7 L—>28%7E)] > [HTTPS] > [Allow TLSv1.0
and/or Allow TLSv1.1 (TLSv1. O/TLSV1.1%& &5 5]
ERS)
7.10& Y&l [Setup (BRTE)] > [System (3 X 7 L.)] > [Plain
Config (7'L—>5%%E)] > [HTTPS] > [Allow
TLSv1.0 and/or Allow TLSv1.1 (TLSv1. O/TLSv1.1
ZFRIT )]
>109-11.11.X [System (2 A7 L1)] > [Plain Config (7L — &%
7E)] > [HTTPS] > [Allow TLSv1.0 and/or Allow
TLSv1.1 (TLSv1. O/TLSVI 1 ZEFR] 9 5)]
rovAOYd

CSCHIEEBEDA ARy M) Oy a—)b
CSCH#8EEBEO T DERE
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AXIS OS

TOEAATE ASEBICT VAT AHI—T—OsFHAE OV ZRHT 57, BEEET7 VX
IV hA—IVEBOEADBZICEVET, COMZERMICL. ) E— bsyslogt—/\— & HHd»
BHE T ANSEBENAY ZHRROOVRIBIOXETCEDLDICTEHIEESEFDLET, NI
KU BT Ay =Y DRELETDRFRELNERIEENE T,

FHRICDULTIEL AXIS OS knowledge base (AXIS OSEIFX— X) T [Device access logging (7/ Y
AR77€RXO7)) ZERLTIEEL,

AXISOS/N\— 3> Web1 > %2 —7 1 —XADHEE/NA

710K W HT [Setup (BRFE)] > [System Options (2 A7 L7
72 3>)] > [Advanced (EHHEETE)] > [Plain
Config (L —&RE)] > [System (X7 L)] >
[Access log (777 £ X0 9)]

710K W HT [Settings (BXTE)] > [System (> A 7 L1)] > [Plain
Config (L —&&7E)] > [System (> X7 L\)] >
[Access log (777 £ Z207%)]

2109 [System (¥ A7 L1)] > [Plain Config (L —&&
7E)] > [System (& A7 Ls)] > [Access log (777
207

HTTPSMDJ>

AXisEEE. HTTPSOIHZERT AL DICRET S EaBED LET (HTTP 7 XIEAA]), <
ﬂt:éj):\ I;S;S (HTTP Strict Transport Security) NBEIRIICBERNICEY . EBDLF 1) 710 HE
‘5[': H L/ o

AXIS OS 7.20L00%. AxisEBICIZECBAIRAENMIB L TH Y. ZOBEMEARIZ2038F1819H

£TTCYT, BOELMREIIRT LERTCEEEAD. VIHRER P RARER PK) NMERTE

BB BICAXISEBICF 177 72 R T BITE D TT, AlEChNIE. BEEBLIEERY)

FRL. 1BIRLIePKIBEBENRIT LI BY BN EV 247 MEFRZEICETRA DN ELH W X

io 7A3<|5 0S 10.10Lf%&. BCEBLFEEIZIEEE 802.1ART+ 1 7 7/ \A XIDFFFAZ|ICB XX 5N
L7

AXISOS/\—2 3 > Web > 2 —7 1 —ADHKE/ VA

710K AT [Setup (BXE)] > [System Options (¥ A7 LA
73201 > [Security (F 27 1)) >
[HTTPS]

710K W&l Settings (B&7E)] > [System (¥ X7 )] >

[
[Security (2 1) 7 )] > [HTTP and HTTPS
(HTTPEB KTUHTTPS]

2109 [System (2 A7 Ls)] > [Network (& k7T —
)] > [HTTP and HTTPS (HTTPE K UHTTPS)]
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AXIS OS

DAY IDRI—PHA R

AT RAZ— A RTIE AXISOS 5.51LI#D/ N\~ 3 > CAXissxiEZ 8L T B & E BT

DUBNDOREDBELTLE T, TOAA FTIE EXAZ5RE, on page 15CTHAL TS

ﬁﬁft TS MEY 7ZRY EIFTOWEI O, #5R5EE, on page 27D S E W 71 77— RXINA
—ATCLEN DEBEREBDREHNEE . B EIFTOE A,

AXIS Device Manager%ﬁﬁﬁ LT db&H DR PRIERDEWVAAEC. EHDAXISEEZRILT %

CEEBEDHLET, DERE| E'JCD/ TV r—2 32 ERT ANENDDHE. Ffcldd
D AxisH= E@%ﬁft@é’%b\/ \EBIFEE. VAPIXAPIZERT 2 LaH8D L&ET,

K< HBBHE=

pas

LIFITRT LKL BBDEES A AXisT /A ADWEWNREIHAEA L. Y/ \—tF21)
T4 BB E DT ESEREEAD Y. TINA ADER. BHE. £EZL2TEVEED R
2 DBARICTDENY £,

A7 —Zv MERLET/NAM X

CSCHI2ZY ND—=DA VTS AN Fv—DEE

AxisEBAE /N T W I Webt—/\—& LTRBEELIZY . ZOMDAETKID Y 247 > MMEE
/\??4 NO—0 TR LI TAHTEIEPESO LETA, FEFRICDOWVWTIE. 2B L
TLIEEL,

BTG/ T — K
CSC#ABZEDEELY 7 bD T 7 DEF 1T 15HE
CSCH#5:7ho > hDER

INTCOEBITHBED/ AT — R ZFERTAHDTIFEL. BECELICEBD/NAT— R =AY
BT EEBCPBENO LET, FIBITDOWNTIE, AXIS OS Knowledge base (AXIS OSEIFEN—XR) T

lldentity and Access Management (IDE 7 7 X EHE) | BKO ZEHT77HT > DIERK, on page
16 Z#2B L TLIEEL,

EL77tX i
CSCHADEDEEELEY T b7 DF 17 HEEE
CSCH#5: 7 o> hDERR,

E%l —HO7 A VEEHERZREE T ICRBOE T A PREICT VT ELATES
& i?b@]&b LEth, SFHICOWTIE. 777/ F THEE), on page 47288 LT <

RLIBEDEIL
CSCH#3:7 —2{R&

INA T — RHBE 1t*7h@” L%ﬁéﬂ%HWP%%ZIKE?‘S\EE?E_E\ CF AT TCHVBESLUT 7
AFEZERLTE %%ﬂ%f’ﬁﬂ'%g IEHEND LER A, FHEICDLTIE. HTTPSHESY, on
Brage 8EBEB L TLIEEL, HEERTEICDOWTIE. X121 X FE8EE on page 4528 LT 12
(G L/\o

Egolra
&0,

HWAXISOS/IN—2T 3 >~
CSCH2V T NI TEEDA NV M) EEE

LTSK &7 774 T b v 7OWSTNH T, FARIBEGERFTDAXIS OS/\— 3 > & #EA L CAXis
EBERFI S LZ2R<BADLET, EE5DFTVITH BHOLF21UT 1 /\vFL
Ni@%?ﬁ‘%ﬁii‘ﬂi@”o SHAICDOWTIE. BETDAXIS OSND 77w 7' L — R, on page 15%%
BLTfzEn

VAPIX APIIC &K SEXRNRAEIE
VAPIX APIZfERT % & EARBYZa8(E, on page 15CERBBEN TS FEw ZICEDWTAXISES

(L CEET, CDRTIE AXISEBDAXIS OS/\—2 3 VICEFRE . INTOEANGIRIL,
REZRDOTDTENTELT,
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AXIS OS

a7 1 ZR(T BIDIc—HOBEDNHIFR S NI fcd, EBDAXIS OS/N\—2 3 2 Tld—&B
DREMERTEGLBE 2TV ERMES DY T, VAPIXIFUHE LERTLILEEICTS—H%
E LI5EIE. ZTOREEDAXIS OSIN—2 3 Y THATEGLE>TVWAT LZR L TWVWAPIAEN

o) £,

BHH

VAPIX APIFFUHE L

EHL TOENRY N T—2R— N TDPOE
TSI B

http://ip-address/axis-cgi/nvr/poe/
setportmode.cgi?port=X&enabld=no

FALTWNGEWRY NT—0R— K TDORY
NO=2 hZ 70w O EENT S

http://ip-address/axis-cgi/network
settings.cgi

{ "apiVersion": "1.17", "method":
"setDeviceConfiguration", "params": {
"deviceName": "ethl.1",
"staticState": "down" } }

Bonjourk& 7’0 ~ J)L & FENIC T B

https://ip-address/axis-cgi/param.
cgi?action=update&Network.Bonjour.
Enabled=no

UPnP&H 7’00 k J)L H#ZHNIC T 5

https://ip-address/axis—-cgi/param.
cgi?action=update&Network.UPnP.
Enabled=no
https://ip-address/axis-cgi/param.
cgi?action=update&Network.UPnP.
NATTraversal.Enabled=no

WebServicet&H 70 + )L F#ERNIC T A

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
DiscoveryMode.Discoverable=no

2oy 00> 7 REE(03C) ZENICT

N

https://ip-address/axis-cgi/param.
cgi?action=update&RemoteService.
Enabled=no

RBEDSSHA > 7 F 2 X7 0 X & HNCT
z

https://ip-address/axis-cgi/param.
cgi?action=update&Network.SSH.
Enabled=no

KBEDFIPAZ 7 F 2 X7 7R EHNCT

https://ip-address/axis-cgi/param.
cgi?action=update&Network.FTP.
Enabled=no

ARP-Ping IP7 L X BEEHEINCT 2

https://ip-address/axis-cgi/param.
cgi?action=update&Network.
ARPPingIPAddress.Enabled=no

Zero-ConfIP7? KL XREZEHZNC T 5

http://ip-address/axis-cgi/param.
cgi?action=update&Network.ZeroConf.
Enabled=no

HTTPSDH % B3NIC T %

https://ip-address/axis-cgi/param.
cgi?action=updateé&System.
BoaGroupPolicy.admin=https
https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.operator=https
https://ip-address/axis-cgi/param.
cgi?action=updateé&System.
BoaGroupPolicy.viewer=https

TLS 1.2 K UTLS 1.3DHEHFINCT 2

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS1=no
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HH

VAPIX APIMEUMHH L

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS1l1l=
no

TLS 1.2+ 2 7BESDERTE

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.Ciphers=
ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-
RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-
AES256-GCM-SHA384 : ECDHE-RSA-AES256-
GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305

G WBD S DIREEBANIC T 5

https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.
ActivatePasswordThrottling=on
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSBlockingPeriod=
10
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-cgi/param.
cgi?action=updateé&System.
PreventDoSAttack.DoSPageInterval=1l
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSSiteInterval=1

XY T NT 70 R—IRIEEEINCT S

https://ip-address/axis-cgi/param.
cgi?action=update&System.EditCgi=no

I—Y—=r o007 DAELEBINCT 5

https://ip-address/axis-cgi/param.
cgi?action=update&System.AccessLog=
On

ONVIFBEIED S DIRFEELEBINCT B

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
UsernameToken.
ReplayAttackProtection=yes

HEDWeb1 > X —T T —IX\D) Tt X%
NI B

https://ip-address/axis-cgi/param.
cgi?action=update&System.
WebInterfaceDisabled=yes

HTTP/OpenSSLH—/\—~\ v & —Z#E5hIC T
=)

https://ip-address/axis-cgi/param.
cgi?action=update&System.
HTTPServerTokens=no

EZE2—7EPTZ7 0 R EHINNCT 2

https://ip-address/axis-cgi/param.
cgi?action=update&root.Network.RTSP.
ProtViewer=password
https://ip-address/axis-cgi/param.
cgi?action=update&root.System.
BoaProtViewer=password
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