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7.10 OBt Setup > System Options > Security > IEEE 802.1X(AH > Al&
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27.10 Settings > System > Security(A ™ > A|AE] > E0H

2109 System > Security(A|AE] > E Q)
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The operating system for Axis edge devices.
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r-= Access control management Privacy
m Local user device management with password complexity indicator Use of diagnostics data
EI((\\* Access control Federated user device management through OpeniD Connect (RFC6749, 1.3.1 Authorization Code) O Minimalistic approach to how much O
providing ADFS-integration that unlocks features such as Password complexity enforcement, rotation, ==

customer-specific should be stored
automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality

Application security

E—
w Application TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)
Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog.

Encryption and data protection 1010 Default security Enterprise network security
Operating system OpenssL 1.1.1 and 3.0 0101 HTTPS enabled by default IEEE 802.1X (network access control)
1010 IEEE 802.1AR (secure device identity)

X.509 certificate PKI and cryptography
Transport layer security (TLS 1.2/TLS 1.3) |EEE 802.1AE (MAC security, MACsec)

Brute-Force Delay Protection
Host-based Firewall

N

SD card encryption (AES-XTS-Plain64 256bit) Network time security (NTS)
Encrypted file system (AES-XTS-Plain64 256bit), Insecure TLS versions disabled
Signed video UART/Debug port disabled

AXIS OS Operating System
Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache, Curl and others.
Active track for feature growth and 5-Year Long-Term Support tracks (LTS) for 3" party integration and backwards-compatibility use cases.

Hardware root-of-trust Secure key storage

Silicon assisted ARM-based system-on-chip (SoC) security @ Tamper-protected storage and operation of cryptographic keys

security (chip) Trusted Execution Environment (TEE/OP-TEE) such as customer uploaded private keys, video signing keys and
Trusted platform module (TPM 2.0), Secure element the Axis Device ID.

Secue S%&V‘fare devtzltlapment Certification Trusted device identity
s " Axis security development model (ASDM) iteri . 2
Security foundation 34 party peﬁemmﬁ S @ E;?mrjzcmerla CCEAL4+/ EALG* Axis Edge Vault cybersecurity platform 9

” Secure boot with Signed Firmware (code-signing)
Bug bounty program with Bugcrowd ETSI EN 303 645 Axis Device ID (IEEE 802.1AR)
Software Bill of Material (SBOM)

OIS $4E AZ S Zele 9s ol0IXIE 0heA QB HES 2 2250 Al HollA Huich

w0 gt

Axis security notification service® T-535+01 Axis M &, & F M L MH|A M AHZ2 2 7AE F|of M 2t HE 9 Axis B XIE
Ot H Esste S WotE= Aol E&LICH

cs 23 =&

Axis= ALO|H{ 2o Z || {3 HE ALE 2 T 4351 7| 2I5H Center for Internet Safety(CIS) Controls Version 801 A48 El &
S mHELICE O ofli= SANS Top 20 Critical Security Controls 2 224l CIS Controls= Z 2|0l A 7HE 2 EHE{QI AtO|H E ot
28 HEof =S AE 18742 Critical Security Controls(CSC) S A= gHLICt.

Ol 7+ol=0ll ME ZF Z3t FA|0f CHEF CSC 13 (CSC #) & 3= 715t04 Critical Security ControlsE A BB LIC}. cisecurity.org 2l
18 CIS Critical Security ControlsOll A CSC B F0of CHEF M5 HEE FH DS MAI2.
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Axis Edge Vault

Axis Edge Vault= Axis & x| & §_3|' stEfo] 7
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Ct. Axis Edge Vault= Secure boot & Signed firmware
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https://www.axis.com/dam/public/96/a7/ce/edge-to-edge-technology--smart-pairing-with-axis-speakers-en-US-191284.pdf
https://en.wikipedia.org/wiki/Ephemeral_port
help.axis.com/axis-os-knowledge-base#commonly-used-network-ports
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Cryptographic

computing modules

Vv Secure element
v TPM 2.0
v SoC security (TEE)

Signed firmware
CSC #2: £ Z E £jjo] X}FA+Of A 11

AXIS 0SE % 9.20.100 M M

2 3ol YO|o|E m o

0o

&

(@)

Axis Edge Vault
cybersecurity platform

Features

v/ Secure boot

v Signed firmware

v Axis device ID

v’ Secure keystore

v Signed video

v Encrypted file system

&Lct & x|olM AXIS 0s HEE Yado| =& miobct, & x|7F ¢
ol Mg =olstn HxEl gl HEsL|CH oA stH S AL
2 M= S M8RIE RolsleE g ¢

If equal.. —p
A

Hash
algorithm
]
! 1001100101
| . Hash value
Firmware
q 1001100101
T Hash value

Signature algorithm
+ public key

o]

Use cases

v/ Supply chain protection
Vv Trusted device identity

Vv Secure key storage

v Video tampering detection

Firmware verified

v
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Axis Edge Vault B MOl M REMIBH LI 2 ol E AAI2.

Secure Boot
CSC #2: 2 EZ E Qo] XfAFO] A 7 2! Ko/

CHCk == Axis Hx|oll= sHE BR[| FAMEE X|7|7] fIEt 2ot 28 A|HAT QJ&LICH Eot 2RI AHE5tH HEE
Axis & x|o| BH Z & R+ EHEFLICH
Root of trust - —| Boot ROM |— + —| Bootloader |[— + —| Linux kernel |— + —| Root file system
| | |
| I |
i i i
Verifies Verifies Verifies

Axis Edge Vault B MOl M REAISH LIE 2 LotE AL,

Hot 7| A
CSC #6: HZ Ao B2/

7| XMBLE e E 3 HEol| Tt StES0] 7|2 | HE W X| AEE|X|IE MBS ELICH 2o Falf &l Al FE M2
AOo|XMQl R ES UXISHE SAlO 10| UZCF 53t YEQ HE0] Axis T X IDE EZFfLICH Het

|04l = Trusted Platform Module (TPM) 2.0, £ F 2 A& SI/EE & TEE(Trusted Execution Environment) 2}
e of M ZEE £ &LICH

fn

u * Axis device ID

* Video signing key

Secure keystore ® Access control keys

ﬁ% Secure element * Filesystem keys
E\] * Customer-loaded keys
N - |EEE 802.1x
- HTTPS

Axis Edge Vault S A0 M XEME LIE S LotE A AL,

22 sE oY AlAH

CSC #3: CIOIE{ E &

oto|Mol ZHX = EcHAI HZEIE 02 E sHASt T E2cHAl 2l & XIE S5 HMAS o] I A|AEIM ™
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https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
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HTTPS &3}
CSC#3: GIO/E/ E&
AXIS 0S 720 B E AHA| ME USME F x| HA S E ™SI H AHE 5 U= HITPSTH 7|22 2 # E3t A& L
Ct. AXIS 0S 1010 E{ Rt M| ME 215 M7} IEEE 802.1AR 2ot T X[ 1D 1B ME EH*IEIi’iQL—lEP.
AXIS 0S EHZ o Emola 1E B2
7.10 O] 2t Setup > System Options > Security > HTTPS(A & > A|AE
ZM > E ot > HTTPS)
2 7.10 Settings > System > Security > HTTP and HTTPS(& & > AlA
&l > 2ot > HTTP EE = HTTPS)
2 10.9 System > Network > HTTP and HTTPS(A|AE] > HE LT >
HTTP EE = HTTPS)
712 HTTP(S) sl
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7.10 O|8k Setup > System Options > Advanced > Plain Config > Network
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T2 s U A s HEYD > HIEST HITP 915 &)
27.10 Settings > System > Plain config > Network > Network HTTP
Authentication policy(A& > A[AH > U 7 > HEQ
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Authentication policy(A|AE] > 8t T4 > HE QT >
HE 3 HTTP Q15 X&)
ONVIF XY 3H E3
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https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/vapix-library/subjects/t10175981/section/t10154925/display
https://help.axis.com/axis-os-knowledge-base#default-http-s-headers
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AXIS 0S H{™ 2l OIE|H| 0| A A HE
7.10 O| 2+ Setup > System Options > Advanced > Plain Config > System >
Enable Replay Attack Protection(&dd > A[A® S > 15
> QlHE A S A|AEIS KM 27 B S B AE
>7.10 Settings > System > Plain config > WebService > Enable Replay

Attack Protection(A & > A|AE > LBF T > WebService
>N S ES gMs)

10.9 System > Plain config > WebService > Enable Replay Attack
Protection(A|AE > 2HE 1AM > WebService > R 24
25 g4ds)
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'Y Private keys & certificates

ACAP Applications

Axis device =
in service ot

@ User accounts

User configuration

[ an

Decommissioning
completed

Factory default

2 = El of Z 2| 7| O] 44 (ACAP)****
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AXIS OS 2018 LTS - Security Updates Timeline
2018 2019 2020 2021 2022
8.40.2 May 8.40.3.2 February 8.40.4 July 8.40.4.2 April 8.40.4.4 January
OpenSSL Linux kemel Apache CURL Apache
CURL CURL OpenSSL CURL
8.40.2.2 July
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OpenSsL 8.40.41  November Apache 8.40.4.5 May
TLSv1.3 Apache CURL Apache
OpenSSL
8.40.31 Decem- OpenSSH pen
8.40.4.6 Jul
Apache OpenSSL uly
Apache
OpenSSL
CURL
OpenSSL
8.404.7 October
CURL
OpenSSL
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CURL
OpenSSL
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27.10 Setup > System > Maintenance > Firmware upgrade(*a s Al
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7.10 Ol 2+ Setup > Basic Setup > Users(8 8 > 7|2 &8 > AA8RH
>7.10 Settings > System > Users(A & > A|AE] > AFE X
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>11.6 System > Accounts(A|A B > A1)
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7.10 O| gt e M S

2 7.10 Settings > System > Plain config > System > Web Interface
Disabled(M’d > AlA] > Ath T4 > A|AH > & Q&L
Ol& HIEE&t)

2109 System > Plain config > System > Web Interface Disabled(A| &
B> Uit 74 > AAR] S 2 QIEH 0| A HIE H3EH

HEQa Hd™H 74

CSC#12: LY EQZ 2/Z 3 22/
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7.10 OJ 2t Setup > Basic Setup > TCP/IP(HH > 7|& M’ > TCP/IP)

2 7.10 Settings > System > TCP/IP(A| A > A& > TCP/IP)

2109 System > Network(A|AEl > HE 2 F)

S U At A 7S

CSC #8: ZAF 22 &2/
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EANZT AH AZt SOl CIXE B Mo REHS A L ASE £ U&LICH AlZHO| MHEGH S7I&HEIX| fo™
HTTPS, IEEE & 802.1x Z& 2 CIX|H QB ME MEdt= MH|ATH MO 2 2 S5HX| b g = Y&t

Axis & x| A|ZH2 NTP(Network Time Protocol, & £ 8+ = X| &£ 2) M EE £ 7H= ™ 0] NTS(Network Time Security, & = &H&)
MEet S713tst7|1E€ HE ' LICH AXIS 0S 11101 & NTP(Network Time Protocol] °*3§|' E'J H oF 8% 01 NTS(Network Time
Security) 7t —’F—7|'E|?1§L|E|' MZF S7|5to| H& =0|7| ?lal o{] AlZt MHE F 5t 7"0| Ex|oH T HE AlZt
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7.10 O| gt Setup > Basic Setup > Date & Time(M& > 7|2 MM >
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27.10 Settings > System > Date and time(& ™ > A|AHE > ™
LU AIZH

2 10.9 System > Date and time(A|AE > 7 2 A|ZH)

>11.6 System > Time and location(A|A & > AlZF & 2| X])
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7.10 OBt Setup > System Options > Storage(& ™ > A|AHl M >
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> 7.10 Settings > System > Storage(A ™ > A|AR] > AEE|X])

> 109 System > Storage(A| A B > A E 2[X])
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7.10 O/t Setup > System Options > Storage(A % > A|AR M >
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>7.10 Settings > System > Storage(A & > A|AE > AEF|X])

> 109 System > Storage( A| A > A E 2| X])
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7.10 O| 2t Setup > Applications(A 7 > Of Z 2|7 0| M)

2 7.10 Settings > Apps(A 7 > ¢H)
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AXIS 0S EHZ Y elEmola 8 B2

7.10 O gt HE AL eis

> 7.10 SHE AIE QS

2 1.2 System > Power over Ethernet(A|A & > PoF)

HEQa AM Z2ES

Bonjour, UPnP, ZeroConf 3! WS-Discovery & LLDP/CDP2} ZH 2 7444

2 HAMEIZEZS HEYHIOMAs xler siE MHIAE &
HAEES 2QEE x|°4°+h A-IH|A°'I_IEI- Ax2 I:IH st VMSOll 7t ol M T2 EZ S H|2 A3l 5104, Axis
’“xl7+ HIE"JHOHH EXBICHE AHA S 22X 2351 5te ol E4LCH

AXIS 0S H{ &

{_g

2 QlE{H 0|4 T4 B2

7.10 O]8tk Setup > System Options > Advanced > Plain Config > Network

> Network Bonjour Enabled, Network UPnP Enabled, Network
ZeroConf Enabled, Network UPnP NATfraversal Enabled(&dH >
AMAREI SMs T2 > Ut 2M S HEQT S HERS
Bonjour M35}, HE 2|3 UPnP &8s}, HIE LA ZeroConf
2 A3}, W E 23 UPnP NATTraversal & 43 5})*
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AXIS 0S E{ 7% HolEm oA TMH EE

2 7.10 Settings > System > Plain config > Network > Network Bonjour
Enabled, Network UPnP Enabled, Network ZeroConf Enabled,
Network UPnP NATTraversal Enabled(A & > A|AE > Bt
Ts> HEHZ > HERA Bonjour 243 HERS
UPnP & M3} HIE-‘?—JH ZeroConf & 45}, | E 9|3 UPnP
NATTraversal & 435}

Settings > System > Plain config > WebService > Discovery
Mode(Ad™A > A|AE] > 2 M 5 WebService > A2 R E)

v

10.9 Settings > Plain config -> Network > Bonjour Enabled, UPnP
Enabled, ZeroConf Enabled(’é‘"o1 >k e S HERS >
BonJourg“"'sF UPnP & A3}, ZeroConf & A 35})

System > Plain config > WebService > DiscoveryMode > Enable
WS-Discovery discoverable mode(Al AR > A 24 >
WebServme > dM B E > WS-Discovery AM 7t5 R E &

‘g3l

1.1 ANAE S HEQT > HERZ AMTZEZ > |IDP
ELN6)]

a s
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* 152 AXIS 10.12 0 A H| HE/IC H, O F H{EHO0JAE AFEE 7 &L/
*[IDP ”/CDPE 2759 PoE X1 & g 4ol X/ & O] 4 Z + &L/}

Axis HXIE 2Y AN Z Hetst7| Hof ol HAH, Qe El HH & o HGHR| A2 T1S H-|7“|° HIZ d3lste 7ol E&L
Ct QEHEITIS HMS CHIl 7|2Xo 2 H|2+Hg}5|o1 ngl ok OFE| TS 1.2 2 TLS 1.32 F3I5+X| oF 2 EFAF O Z2]H|0]
Mato| A5 st e 5125 7| 2eH Axis & k|0l M 0| & A58 4= QlaLCt

AXIS 0S B 2 olE{Ho|lA ZTMH AR

7.10 O| gt Setup > System Options > Advanced > Plain Config > HTTPS >

Allow TLSv1.0 and/or Allow TLSV1.1(A & > A|AEI S MH > 1
= > YUHF LA S HTTPS > TLSv1.0 18 L/EEE TISv1.1 §18)

7.10 Settings > System > Plain config > HTTPS > Allow TLSv1.0
and/or Allow TLSV1.1(A & > A|AH > bE T > HTTPS >
TLSv1.0 518 H/EE TLSv1.1 518)

2109 System > Plain config > HTTPS > Allow TLSv1.0 andjor Allow
TLSVIT(AIAE] > 8 A4 S HTTPS > TLSv1.0 $18 &/
= TLSv1.1 318)
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2 7.10 Settings > System > Plain config > System > Enable the script
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> 10.9 System > Plain config > System > Enable the script editor
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HTTP(S) AMH &l

71250 2 Axis B Rl WIET 0l M S2to|AE Q| HTTP(S) 242 Sof| #4xH Apache I OpenSSL HHS 2 ELct of
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IS5t Al =4 HEIZ fX|5tE BB E HIEESHEHE WO EaI—IEP
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AXIS 0S 10.6F E{ HTTP(S) MH sl & HIE H&tst= M2 A8 E & U&LICH
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7.10 0|2k s ALY SiE
> 7.10 Settings > System > Plain config > System > HTTP Server

Header Comments(A%& > A|AE > QU A 5 AAE] S
HTTP M 3l )

> 10.9 System > Plain config > System > HTTP Server Header
Comments(A| AR > HF T4 > A|AR S HTTP M 5l
o d3)
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7.10 O| gt Setup > System Options > Advanced > Plain Config > Audio >

Audio A* > Enabled(d % > A|IAEI S M- 13 > Ut 74
>2LC|2 > QL2 A* > B M3}

Settings > Audio > Allow Audio(&H > 2C|2 > 2C|2 5 8)
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> 109 Audio > Device settings(2C|2 > & x| MH)
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>7.10 Settings > System > Plain config > Storage > SD Disk Enabled(Ad
s AAHEH S 2 M S XA >SDCIAT #-93)
2 10.9 System > Plain conﬁg > Storage > SD Disk Enabled(A|A B >
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AXIS 0S H{7 H lEmHolA T8 E&2
7.10 O| 3t Setup > System Options > Plain Config > Network > FTP
Enabled( 8% > A[ABI S M > B H S HERT >
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> 7.10 Settings > System > Plain conflg > Network > FTP Enabled("E'|
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7.10 O] Bk Setup > System Options > Advanced > Plain Config > Network
> ARPPing(BE > A|ARI ZEM> 152> et 2 E S HE
2/ = > ARP/Ping)
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TIS1.2 2985 74 https://ip-address/axis-—
cgi/param.cgi?action=update
&HTTPS.Ciphers=ECDHE-ECDSA-AES128-GCM-
SHA256:ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-
ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-
AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305:DHE-
RSA-AES128-GCM—-SHA256: DHE-RSA-AES256-GCM—
SHA384

FAYE Y FH 2T B https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.ActivatePasswordThrpttling=on
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSBlockingPeriod=10
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-—
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPagelInterval=1l
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSitelInterval=1

AT EE BHE I BHE HIE &5 https://ip-address/axis-
cgi/param.cgi?action=update
&System.EditCgi=no

SHAEI AL S X} LA A =2 2] B &5 https://ip-address/axis-
cgi/param.cgi?action=update
&System.AccessLog=0n

https://ip-address/axis-
cgi/param.cgi?action=update
&WebService.UsernameToken.ReplayAttackProtection=yes

Zx/ & OIE/ I O] A HAA HIEH & F https://ip-address/axis-
cgi/param.cgi?action=update
&System.WebInterfaceDisabled=yes

HTTP/OpenSSL A1H{ L HIE &2 https://ip-address/axis-
cgi/param.cgi?action=update
&System.HTTPServerTokens=no

|'0||
g
0%
\E

ONVIF A& &4 &2

o/oi Bt A A 2/ PT7 &2 HIE &3 https://ip-address/axis-
cgi/param.cgi?action=update
&root.Network.RTSP.ProtViewer=password
https://ip-address/axis-—
cgi/param.cgi?action=update
&root.System.BoaProtViewer=password
https://ip-address/axis-
cgi/param.cgi?action=update
&root.PTZ.BoaProtPTZOperator=password
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o] Z 2 BFACAP O Z 2/7)| 0/ 419/ & %/ B X/ http://ip-address/axis-
cgi/applications/config.cgi?action=set
&name=AllowRoot&value=false

A TE/X] U2 ACAP O Z 2|70/ A7 &4 %/ BF X/ http://ip-address/axis-
cgi/applications/config.cgi?action=set
&name=AllowUnsigned&value=false
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