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Access control management
Local user device management with password complexity indicator

Access control

Federated user device management through OpenID Connect (RFC6749, 1.3.1 Authorization Code)
providing ADFS-integration that unlocks features such as password complexity enforcement, rotation,
automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality

Application security
TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)

Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog

Application

Encryption and data protection Default security
OpenSSL 1.1.1 and 3.0

X.509 certificate PKI and cryptography
Transport layer security (TLS 1.2/TLS 1.3)

SD card encryption (AES-XTS-Plain64 256bit)
Encrypted file system (AES-XTS-Plain64 256bit),

Signed video

Operating system

Host-based Firewall

AXIS OS Operating System

HTTPS enabled by default
Brute-Force Delay Protection

2ot xo] 7|S0| A&LIC o2t Mol 7|52
<let 71ghol Euch.
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Privacy

Use of diagnostics data
Minimalistic approach to how much
customer-specific data should

be stored

Enterprise network security

|EEE 802.1X (network access control)
IEEE 802.1AR (secure device identity)
|EEE 802.1AE (MAC security, MACsec)

Netwaork time security (NTS)
Insecure TLS versions disabled
UART/Debug port disabled

Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache,

Curl and others.

Active track for feature growth and 5-year long-term support tracks (LTS) for 3rd party integration and backwards-compatibility use cases.

Hardware root-of-trust

ARM-based system-on-chip (SoC) security

Trusted Execution Environment (TEE/OP-TEE)
Trusted platform module (TPM 2.0), Secure element

Silicon assisted
security (chip)

Secure key storage

Tamper-protected storage and operation of cryptographic keys
such as customer uploaded private keys, video signing keys and
the Axis Device ID.

Security foundation  Axis Security Development Model Compliance Trusted device identity
Axis security development model (ASDM) Common Criterial EAL Axis Edge Vault eybersecurity platform
3rd party penetration tests FIPS 140 Secure boot with Signed 0S (code-signing)
Bug bounty program with Bugcrowd ETSI EN 303 645 Axis Device 1D (IEEE 802.1AR)
Software Bill of Material (SBOM)
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Cryptographic Features Use cases
computing modules . .
P 9 v/ Secure boot v Supply chain protection

v Secure element v Signed firmware v Trusted device identity

v TPM 2.0 v Axis device ID v Secure key storage

v SoC security (TEE) v Secure keystore v Video tampering detection

v Signed video
v Encrypted file system
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CSC #2: £ Z E 8o X}FAFOl OIH £ 2 B! &flof

AZES)of x| Abo|H| HOto| B8t HEQlLcH SHAS S £5] YHrHoZ Lai7l 2|orHe o8
30, 1|7} ISEI%| &F2 Al Aof Chet L= 2 3
Mol THet 2ot x7} ZEE & plon = B4k 241 AXIS 058 A 831 AAI2. S biFol et 2l &
HOt &% AFSHO| HA|MO 2 AT = 4 QIX|OH B E it

Il

I
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0%
2
7
0o
m
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»
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I
C
n

Axis= Active E 241} [TS(Long Term Support) EZHO| = 71 X| ROl AXIS 0S ERIE R K| HEIFLICH F K 25 2|49
B2 MY fx|E ZE&SHX|EH 28HE BRI O Tl?:‘l% Z|4astet7| 5 LTS EBolls ME2R2 7SOl ZEEIX| of&

LICE AXIS 0S ME 9| AXIS0S =& F=Z/ M REMISH LHE 2 A THE AAI2.

1.0 —11.x 2024 LTS
‘
|

|
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FetA &= 22|aol chgt ol S MAIELICH RS Lige
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AXIS OS 2018 LTS - Security Updates Timeline

2018 2019

8.40.2
OpenSSL

May 8.40.3.2 February
Linux kemel

CURL
8.40.22

OpenSSH

July

OpenSSL
TLSVv1.3
8.40.31  Decem-

Apache

OpenSSL

2020

8.40.4 July
Apache

CURL

OpenSSL

8.40.41 November

Apache

2021

8.40.4.2
CURL
OpenSSL

8.40.4.3
Apache
CURL
OpenSSH
OpenSSL

April

October

2022

8.40.4.4 January
Apache
CURL
OpenSSL

8.40.4.5 May
Apache
OpenSSL

8.40.4.6 July

Apache

CURL

OpenSSL

8.40.4.7
CURL

October

OpenSSL

8.40.4.8
CURL

December

OpenSSL

AXIS 0S EHZ Y QEmola 1Y B2

7.10 OBt Setup > System Options > Maintenance > Upgrade Server(Ad’S
>AARI M > RXES > M adolE)

7.10 OBt Setup > System > Maintenance > Firmware upgrade( & > Al
Al RX|E > Hellof daolE)

> 10.9 Maintenance > Firmware upgrade(F X|2 5 > Hello{ 42
glolE)

8 AY 44

CSC #4: PIE(Z 2/ O/ X X4 B A EE 00| HEIEH 7 &

CSC #5: A& &2/

Axis & &|ofl & 22IX

M2 ¥z #HElE /st 7e =}

HHEol AH8A 0| & WA Q=EE DHEO{of BLCt.
ZEIRAYE Qlof YAXMQl 2HE Q5 MEHE
OrMSHAH BElg 4= Qo x| #E|IAt A E
o= 2ct0|ME ALE R AHE AFSSHoF &Lt
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=AM HAYCE OHS e, M HAISE S25 A1 S 08 28 Q7 8E NISTELE BSI AR H
o AT 22 JfolEa ol 2k 210l A LICH Ads B RIS 2I0H 64X O] WA YIS B xI2IE LICS. o& O/Bt
of AQIEE ofgt o2 ZHE LI

REMIBE LHS 2 Axis 0S XA 7|80l 1D &/ HAY A/ &2 BHE] M M2 B X 5HEA/A/L.
AXIS 0S BT Y elEmola 18 B2
7.10 O] Bt Setup > Basic Setup > Users(d & > 7|2 &8 > AH&XH
7.10 OJ 2t Settings > System > Users(A & > A|AE! > AFE A}
2109 System > Users(A|A B > A& X}
> 1.6 System > Accounts(A| A > 7| &)

 QE{H 0| & HA|A HIEE3
CSC #4: PIE{Z 2} O/% A& 2 £ B E 81010 QI3 7

CSC #5: A& 22/

Axis ¥ x|0IE ALEXI7F EZE ®l EEI2 X E S&ll & xlof HMAE £ = & M7l Q& Lch ¥ elEmolas 74,
SKE+ U BN HES Qs AULICH A4S 27| st 2CI0|ME & LAl 2ol = MErsR| et &LICH

U ™Ol 2o Foi| Axis B R[2H 45 HEBHTE S{ELl= EC0|MEE G4 HE| AIARI(MS) E= B R| el EF
(0dl: AXIS Device Manager) ¥ ILICH A|AE] AFEXF7F Axis B &[0l 21H HZSHEE &8l A= o ELuict

AXIS 0S 9.50F E{ = Axis & X| 2| & QIE{T| 0| A& HIF g=tai = ELICH AAR0] Axis & X|E HYZ (E £ AXIS Device
Managerofl 718 S0l = & LY A8 XJH 2] HEL2XIE o Hx(ol H2E + 2 M ®7{3517|8 HEHL
Ch. O| A 5t 22 LH|M x| HYH HAXET SREE 2 F7IHQ 2ot A S0l M ELICH O et &Et
Use 12 D T2 Bl of JISIK) IS B FHY AT 28 RIS S 22 IISENSHE TS E
2|7 0| M %%3H is @xlof oiet M2s SHMo 2 MYste 7Lt
AXIS 0S HH 7% 2l OlE{mo|lA M ABE
7.10 OBt GRS
7.10 O| 2t Settings > System > Plain config > System > Web Interface
Disabled[*‘”‘" N A|AE+I > OII:I}- __rLA-I > A|AE+I > —?.;_J! o|_||_:_.|n.||
ENEEREED)
> 10.9 System > Plain config > System > Web Interface Disabled( Al
2> ik T4 5 AJAH > 2 QIE{H 0| A HIE M3t

HEZ, S U Alzt 4"

CSC #4: CSC #8: Z At 22 #2/
CSC#12: HIELQ/Z ol=Z 2f &2/

HR|0) 7|5 WHOtS RIS HAIC UENDL, UM U A7t TS SHE | FAE X
SENE r £

Axis
Bt MEle dE

HxIPFEAHEES IPv4/IPve, HM EEE SH(DHCP) WERT A, AU OIAT L 7|2 EIREHAF Z2 HEYI F
Mol mat SR LU M7 248 /1Y mjojc UEY I EEEX|S HEGAAR HEST Made 2
x5} 7 DHCP AJBH S} ZH0] Z 2ol F[oret 2 Qi LIEQ T Mi{ol ChEt O ZAE 2 Ast el 7| 9lsi D& 1P 54 7
Mg Agste 2ol EaUch
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AXIS OS H¢ot Z3 7ol

AXIS 0S B 7 HelEmola FH EE2
7.10 O| 2t Setup > Basic Setup > TCP/IP(MH > 7|2 M > TCP/IP)
7.10 O 8t Settings > System > TCP/IP(A|A®! > A > TCP/IP)
2109 System > Network(A|AE > L E2|3)
Metst AZH 7|22 A|AE 208 QK610 CIXIEH QIS MO 548 HAASHT, HTTPS, IEEE, 802.1x2 ZH 2 A{H|AE
X5t Ol X L|Ck NTP(Network Time Protocol) EC = NTS(Network Time Security) AM{EHHQF & x| 2| A|H & 715} 5t
= Zd0| E&LIC}. NTP(Network Time Protocol) 2] °"_§§|'E|_T'_ Ot &3t 8434 Q1 NTS(Network Time Protocol) 7 |'AXIS 0S 11.1
of Z7IE|RELICH W EE E0|EF CHE Al MHE Fstn HAHXMQI ZolE DEdfst= 7"0| gLt #
X AlZH AHE 3 AEIS % 9l= 49 B NP = NTS AHE AL 5H= 40| E2&LICH Ads & |9| NTP/NTSO]
CHEt REAIEE LI& 2 AXIS 0S Knowledge 7|dko| NTP E’/NTSE A AL,
AXIS 0S H{ % E elEmola +d E=2
7.10 O| gt Setup > Basic Setup > Date & Time(M& > 7|2 MH >
2 AIZH
7.10 O| gt Settings > System > Date and time(A & > A|AHE > I
2 AlZH
> 10.9 System > Date and time( A& > i 2 A7)
>11.6 System > Time and location(A| A& > AlZH G 2] x|)

Ax| AERXK| &5 3

CSC #3: L O/E/ 25

SD 7}':

Axis & |7} SD(E ot IXIE*) £ X5l 0|2 AF835t0d WAt =512 X{ZtslE B, A58 E M8stE HWo| £4

7=
LICh ol 5t Hetol g ALER7H M7HE SD 7HE M ME & HICIR & MY E = eigaLich

Axis & %|2| SD Z+E & & 3hof| CH 8 RFAM| B L& 2 AXIS 0S Knowledge 7| 8HQ| SD Z£.= x/2/2 HZSHAA L.

AXIS 0S H{ % E elEmola 78 &2

7.10 Ot Setup > System Options > Storage(& % > A|ARI S M >
A2 EEX])

7.10 Ot Settings > System > Storage(AH > A|AH > AEF|X|)

> 109 System > Storage( Al A B > A E B|X|)

HESI SF(NAS)

HIES3 44 /\EEIM(NAS)E =3 AXIZ2 AESE 32, MO MEtE &2 9o Hatstn st= ClAa3 ¢S5
£ gdstete Aol E&LICH Axis Qilf BY s3=22 MY 7] 261 NASH HZS M LIEQIS Z2EEZ 2 SMBE
=8 LIct. OF B ol SMB(1.0 X 20)= 2ot L= & 5 E MBS SHK| 2 X|EH O F T (2.1 014) EEEE!
Ez, dd Aoz 24 HES A8 S HEFLICH

Axis EX|E UERZ S0 A2Z2E uf 2HE SMB F430i CHEE RFAMIEH LI 2 AXIS 0S Knowledge 7| Q]
A

16


https://help.axis.com/axis-os-knowledge-base#ntp-nts
https://help.axis.com/axis-os-knowledge-base#sd-card-support
https://help.axis.com/axis-os-knowledge-base#network-share

AXIS OS H¢ot 3 7to|=

AXIS 0S {7 HlEmola g 4&
7.10 OJ 2t Setup > System Options > Storage(A ™ > A|AHRl M >
AEEK])

7.10 OBt Settings > System > Storage(A ™ > A|AE > AEZ[X])

> 10.9 System > Storage(A|AE > AEE|X])

ol & 2|71 0] 44(ACAP)

CSC #4: PIE{Z 2} O & A} AF 2/ £ Z E o] of oM EH P&
Axis ¥ x|of ol E2|7|0|ME HEES0{ 7|52 ﬁ—.”é*% S AELICH Ot §H 7|50 43 588 + /U= &HA
ALE Xt QIE{H O| A QL A M| S ELICH oHZEIF 0|2 AXIS 0SOIA MBS 5t 2ot 7SS A 88 = &Lt
Axis & X|0ll = ASDM(Axis Security Development Model)ol| [lk2F 7H& Bt 0424 Axis FHE Of Z 2|71 0| MO A EEE[0] Y&

=
LICt. axis.com8| £ 470] A Axis OHZ 2|7 0| MHoi| CHEH M E HEE F st A AL,

EtA} O Z 2|7 0| MH 9
7HEr o{ B of &5 A
EtAF S 2 Q| of &

AMEE £ Qe ol E 2|7l ol MEr Aast T, Axis B |0l M OJAFR O Z 2|7 0l g MHstE 2ol E&Lich

AA - —— =2 O
AXIS 0S A 2 OlE{H0|A M AR
7.10 Ol 2k Setup > Applications(&H > o Z 2|7 0| M)
7.10 O| 2t Settings > Apps(A&H > H)
> 109 o

A835HXl &= MHIA/7|S HIZ 45

CSC #4: PIE{Z 20/ X R} L £ ZE 5019 FHFIEH 7

A83tx| gt MH[A & 7|50 Eotol & 0| £ X|= oL X|BF EEQE IS £0(7| /s OJALS AH|&
917|558 U Astats 240l ZALICH AL K| e e HIEEEE = U MHIA X 7|52 RtAMIS| LotE

B0t A% 2lofE A2,

MEElx|lgte EEH UESRa ZE

XIS S30087c-|E4 O HIEQIZ ZETI = RO HEST ZE 9
ZF HEYsE i’u_ Mol Fo{ZLICH AIS3HX| fE HIERIZ ZEE ST YEIZ &

AXIS 0S BT Y EmolA 1Y B2

7.10 O]k e S

7.10 O|gt e HS

2 1.2 System > Power over Ethernet(A| A% > PoE(Power over
Ethernet))
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HEQa AMZ2EZ

Bonjour, UPnP, ZeroConf 2! WS-Discovery 2! LLDP/CDPQt Z2 M Z 2 EZ 2 HE I 0l M Axis x|t T MH|AE &
HAEE  URE X|@ete ME|AQYLICH HXIE HHEStT VMSOl| FIt8t Role HMZR2EES H|§*A42|-0|-0=I,AX|5
X7t HEQ oM EXfSCHE At S LEIX| R5HAH 5t= 20| E4LCH

AXIS 0S EHT 2 OIE{m|0|A 1M A2

7.10 O] Bk Setup > System Options > Advanced > Plain Config > Network
> Network Bonjour Enabled, Network UPnP Enabled, Network
ZeroConf Enabled, Network UPnP NATTraversal Enabled(A& & >

AMARIZSMES 12> 8 e S HEQT S HERF
Bonjour E 43}, W E QI3 UPnP & 43}, |:||E-?—-|Ei ZeroConf
& M3}, I E 9|3 UPnP NATTraversal & 4335})*

CICH=)

7.10 O| 2t Settings > System > Plain config > Network > Network Bonjour
Enabled, Network UPnP Enabled, Network ZeroConf Enabled,
Network UPnP NATTraversal Enabled( &S > A|AE] > Ht
M > HEYA > UWELR 3 Bonjour E A3} |—‘||§°J:_‘L
UPnP & 3}, W E 23 ZeroConf A3t WIE SR UPnP
NATTraversal & 43 35})*

Settings > System > Plain config > WebService > Discovery
Mode(AdA > A|AE] > 2 M > WebService > HA R E)

v

10.9 Settings > Plain config -> Network > Bonjour Enabled, UPnP
Enabled, ZeroConf Enabled(’é‘g >UHF M S HEQIT S
Bonjour & 4%}, UPnP & 33}, ZeroConf & 443})

System > Plain config > WebService > DiscoveryMode > Enable
WS-Discovery discoverable mode( Al A E > 2EF 4 >
WebService > Z4M 2 E > WS-Discovery M 7t5 ZE &

A—|2|.)
> 1.1 AArEH>UHERHI > HEXZI AMZZEZ > LLDP
2! cpp~

* 7|52 AXIS 10.12 01 A K| AL/ 2 0, O] F HEI0 A= At S & + i L/C].
*LLDP 2/CDPE 7121 PoE &1 7 &4/ 0f X/ & 0] 4Z/ + &g LC}.

QefE TLS HH

Axis A& 2 MA 2 TEHst 7| ol oI HE, EH5| 7 & oF Tt HIg gstatE 20| E&L
A

32 75| S EAF OfE 217 0]

o xl
o
ch 2 ° SIS HAME Ch 7l 7|28 o2 HZ A5 E[ o] XD at, OP—!TLS 1.2 2L
Mool A5 g 5183t 7| I5H Axis HRI0 A OIE EE* Matet £ laLich
AXIS 0S H{ 7 o QEmola 1E B2
7.10 O| gt Setup > System Options > Advanced > Plain Config > HTTPS >

Allow TLSv1.0 and/or Allow TLSV1.1(A X > A|lAEI SM > T
2> Ut A S HTTPS > TLSv1.0 §{2 L/EE = TISv1.1 §2)

7.10 O| 2+ Settings > System > Plain config > HTTPS > Allow TLSv1.0
and/or Allow TLSv1.1(AH > A|AR] > UHE T4 > HTTPS >
TLSV1.0 & L/E = TLSv1.1 )

> 10.9 System > Plain config > HTTPS > Allow TLSv1.0 and/or Allow
TLSVIT(AIA R > Bk T4 > HTTPS > TLSv1.0 318 /=
£ TSV §8)
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AXIS OSs H ot A3} 7to|=
7|8 "ot Z3t
A2 E HEII A
AORE HET|#Z0o Cist HMAE HIEMES6E Ho| E4LICH A3 E HEY|E B &2 X CiHZ
EMo 2Ot AFSELICH
A3 ZE WX T|E AXIS 0S 10.110 M M HE|QiD, O|F HHEO|AME AF25HR| 28LCt

AXIS 0S H{ &

Y elEmola 78 B2

7.10 OJ 2k e RS

7.10 O| 3t Settings > System > Plain config > System > Enable the script
editor (editegi) (& > AIAR > UEF T4 > AJARY > A3
2 E HET| & d3}(editeg)

> 10.9 System > Plain config > System > Enable the script editor

(editeg) (Al AR > 28 2 5 A|AEI S AJRIE HET|

g 3t (editegi)

HTTP(S) A 3l

7|1BMO B Axis Rl HEF oM Zeto[AE S| HTTP(S) 44 S ofl #&H Apache & OpenSSL HHE 2 2lLct o]
ME S S5 AXS 05 HEOIM L 74 £[obsof CHEt MM EIME MM D2, HESDT Hof ATHAE HIIN
SZ A8E m ==20| ELCh
HTTP(S) AME SIICH & HIZ 438104 HTTP(S) 12 & HE = E2 AAAZ == JA&LICE ot X|2H HE ALgof et ERIE
st Al x4 HEHE RXIsts Eoltt SICE HIEYetste ZWol E&UCt
AXIS 0S 10.6 . E{ HTTP(S) ME1 SIHE HIE M35tste SME AL E & U&LICH

AXIS 0S EHZ o Emola E B2

7.10 O gt e S

7.10 O| 3t Settings > System > Plain config > System > HTTP Server

Header Comments(Ad % > A|AE! > Q8 1A 5 AJAH] S
HTTP MH 3ile 4'E)
> 10.9 System > Plain config > System > HTTP Server Header
Comments(A| AR > U8F T4 > A|AR] S HTTP M H &l
oA
rC|
HES3 7tH 2t 7*OIAxus JY A FMEME Z7IEXHCE 2C|2 2/E3 2 00|37 7|50l Hli“‘*éfiloi
AELICH 2CIR 7|50| HRHCHH AL Tof s 7|52 &/ dstsiok B LICH Axis 2IE|Z T HESIT AT|H S
C|@ 9/&=d dlntol|3 7|c> | ARl Axis M F 0= QLR 7|50| 7|IEMo 2 M3 Elo] /}U&LICH
QLR 7|52 MESHX| A =CHH HIZ Hétsl=e 7/e HEYELICHL
AXIS 0S H{ % EelEmola 78 &2
7.10 O] gk Setup > System Options > Advanced > Plain Config > Audio >
Audio A* > Enabled(dd > A|AH S M > 15 > it 74
> QL2 > L2 A*> E A3}

7.10 O gt Settings > Audio > Allow Audio(&H > 2C|2 > 2L|2 518)

> 10.9 Audio > Device settings(2C|2 > & x| )
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AXIS OS 2ot Z43} 7to|l=
7|12 2ot 23l
SO 7ZlE &%
Axis BXlE T2 A4 =5l0| 24 WX AEE|XIE XMBst7| 951 SD 7t =& stLt o4 X[ HELICE SDFIIEE ALE
StX| t=ECtHSD FtE &R S 25| HIZMstst= 20| Z&LICH AXIS 05 9.8001 A1 SD 7t E &R 2 HIE M3st5t
ESMS M8 = AL
REMIBE LI& 2 AXIS 0S Knowledge 7|8F0| Sp 7f.= HIE &2 R RS AIL.
AXIS 0S H{ 7 HlEHola Td 42
7.10 OJ 2t GRS
7.10 O 8t Settings > System > Plain config > Storage > SD Disk Enabled(Ad
s AAE S UM S K{EA SSDC|AT EA4SH
2109 System > Plain config > Storage > SD Disk Enabled(A| A& >
et T8 > MBA>SDE[AT EYE
FTP YAl A
FiPE =Ml 812 L CIHZE SMo 20t A8 E|= QHHGHR| g2 S4 Z2 EZ LICH FIP YA A= AXIS 0S 11,104 M
MAEIHSH % Mo 0188 & GerLiTh 2l HZS 2IsH FIP HMAES HIE 351D, 2ok SSH A A
A2E A85tE WOl E&LICH
AXIS OS Portal @] SSH A A0 A SSHOH| CHEH M HE & EZSHAAI. AXIS 0S Portal | FTP HUAJAN| M FIPE AHE & C|
HZ S Mol cist HEE & ESMAIR
AXIS 0S EHH H elEHola FMH ER
7.10 O] gt Setup > System Options > Plain Config > Network > FTP
Enabled(d & > A|lARY SM > Bt > HERIZ >
FTP & 443}
7.10 O 8t Settings > System > Plain config > Network > FTP Enabled(d
s AAH S U2 H S HEQ > FPEMSEH
> 109 System > Plain config > Network > FTP Enabled(A|A B > I8t
TS UHERA > FPEME
SSH YAl A
SSHE BM 2 Y CIHZ SHoZ0 AIE|E Eot SAM Z2ZEZQILICE 0] 7|52 AXIS 0S 5.50FE{ A5l = Axis
&R0 M X[ HELICH SSH HMAE HIE M3 et= W0l E&LICEH
SSHE AFS 8t CIHZ S Mo 8t REAMISH L& 2 AXIS 0S Knowledge 7| 8| SSH LAIAE B E5HAAL.
AXIS 0S HH 7 H Emola 7 ER
7.10 O| gt Setup > System Options > Plain Config > Network > SSH
Enabled( % > A|AHI M > it 74 > HESF >
SSH & &3t
7.10 Ot Settings > System > Plain config > Network > SSH Enabled (A
o AlAE S et 1 S | EQIT > SSH E4A3}
2109 System > Plain config > Network > SSH Enabled( A| A &l > &
g 7M > HERT > SSH # -3t
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AXIS OS E¢ot 3 7to|=
7|8 2oF A3}
ElLl o H| A
RUe BN ZE UCIHZ SHoZM A= ex_%m e sMzZ2EZEQLCE 0] 7|5 AXIS 05 5.50 O] H
ol B E Axis 75; [l A K| EILICEH Telnet UM AE HIZEMSSHE ZJo| E4LCH
AXIS 0S E{% Y elE{mo|lA FH BR
5.50 O/t AEMIEE LI 2 AXIS 0S Knowledge 7|8 9| & A/ HAJAE
férzérmlo
7.10 OBt e S
7.10 O| 2t e eiE
> 109 sk oie
ARP/Ping
ARP/Ping2 AXIS IP UtilityQt Z2 =7 & AL83504 Axis & %|2| IP LB ™ st= HA0|/UR&LICE O] 7|S2 AXIS
0S 7.100| M MHEIRA 11, 0| F T 1IH._ A8 3K ZELICEH AXIS 05 7.10 & O™ T O M| E Axis & x| A=
0| 7|s2 HIg dstste JAS HEELICH
AXIS 0S 7T @ QlEHo|A 75 B2
7.10 O] Bk Setup > System Options > Advanced > PIain Config > Network
> ARP/Ping(ME > A|IARI S M> 15> et 2 S HE
2/ =3 > ARP/Ping)
7.10 OBt S i3
> 109 s ols
USB
AXIS 0S 12.15E{ AXIS D11100{| = USB ZE & H|& M55t = S MO| MBELICH A83HX| = USB ZEE &M & Ef
2 URISHH AZE 2o EE el g 4 &L
AXIS 0S HH 7 HlEmolAa T 42
7.10 O|2H e i3
7.10 O|2F e s
2121 System(A|AE]) > > Accessories(H M A 2]) > USB
Configuration(USB Tt 43)
FAE 7|dh w3y
CSC #1: MIE/Z 2} O/ X X} Ato) I £ 2 21 Ko
CSC #4: HE{Z 2} O/ XfA L A Z EFfojof oFAEH 2 &
CSC#13: LY EQ/ T FL/EE 2 8o
AXISOS 11.90| EUE SAE J|dt U3t pF A L/EE=TCP/UDP ZE HSHE M ERIZE AAsiE E2 M
B £ QIE e Eot 7|sQLICH 0|2 Sall ¥x| =& ST AMH|A0| CHE FEF IS EX|E £+ l&Lch
7|8 Mg R 2 MYE AR SEof Qs2 w2 nE ZEto|ME(WMS L 22| 2lo|ME) Y EE ZEE
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AXIS 0S 11.8 O[5t 2| HZHO| x|l & X[= IP T THE{Z S AH&35t0 4 RUE|X| i 2 2EIO|UE o HMAE W X[EFLICH
SOIE HEQT SAEQIPFAE FE 3|'7‘||—f SOIEX| A2 IPFAE HESES HXIE FH5t= ROl E&LIC
IPFAE 8572 MEstE B2, VMS MHHe 22| 2CI0IUEE Z &5t $QE ZE ZC0|HEE =
o BrE Al =7t5H ok & LIt
AXIS 0S EHZ EelEmola 78 =2
7.10 O] Bk Setup > System Options > Secunty > IP Address Filter( ™ >
AMAE SMHSHOES IPF /\_u.IE.”
7.10 O| 2+ Settings > System > TCP/IP > IP address filter(A & > AlA
2 > TCP/IP > IP T4 EEH)
109 — 1.8 Settings > Security > IP address filter(Ad& > 20k > P F
A _u-IE.I)
H|1

HEQ/T HMA A|Zof CHEE REMEt 208 &S50 CHE HE/I SAES MR| ote HMA A E 4
Hete ol =22 & + UELICH 2FH 824 System(AAH) > Plain config(EF 7 4) > Network(LHIE 9
3) 2! Network Filter Log(HIE®/3 ZE| 23)Z 0o|SELCt.

HTTPS

CSC #3: G/O/E/ £ &

HTTP & HTTPSE AXIS 0S 7.205 E{ Axis & %[0l M 7|E X o 2 & M3 EIL|CH HTTP M A E H5] & 53 E|X| ofo} oF
T5HK| b2 B HTTPSE S EH0|QIE QF Axis R &| ZHe| ERHEIS k53 8LICt Axis B R|e] ZE zHE| & Yol

HTTPSE A& 35t= /0| ’:*I—IEP.
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7.10 OJ 2t Setup > System Options > Security > HTTPS(A & > A|AE
%M E ok > HTTPS)

7.10 Ot Settings > System > Security > HTTP and HTTPS(A & > AlA
B > &2k > HTTP EE & HTTPS)

> 10.9 System > Network > HTTP and HTTPS(A|AE! > HIEQ|Z >
HTTP EE = HTTPS)
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Axis XIETIS12 2 TIS1.3 825 222 K| L AFE 510 HTTPS HZ2 2 ot SHA S5t LICH AE35teE §
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e dsole MEto| QIXIBHCHS ZRfst o 5 AR £ = MBE MEst= Aol E&LCH
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SHA384 :ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-POLY1305: ECDHE-RSA-CHACHA20-
POLY1305
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7.10 O| 2t Setup > System Options > Advanced > Plain Config > HTTPS >
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AR S U A S HTTPS > & &
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T AAE S HMA 2T)
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83 VAPIX AP| 3 &

O/ALE H/E Q3 Z E O/POF HIE &3 http://ip-address/axis-
cgi/nvr/poe/setportmode.cgi?port=X
&enabld=no

OAME LHES T ZEO/ L ELQ T ELYE HIE &S | http://ip-address/axis-
cgi/network settings.cgi

{ “apiVersion"“: “1.17%, “method"“:
“setDeviceConfiguration"“, “params“: ({
“deviceName“: “ethl.l1“, “staticState"“:

“down™ } }

Bonjour 4 Z 2 £ Z HIE &3} https://ip-address/axis-
cgi/param.cgi?action=update
&Network.Bonjour.Enabled=no

UPnp A = 2 E Z HIE A5 https://ip-address/axis-
cgi/param.cgi?action=update
&Network.UPnP.Enabled=no
https://ip-address/axis-
cgi/param.cgi?action=update
&Network.UPnP.NATTraversal.Enabled=no

https://ip-address/axis-
cgi/param.cgi?action=update
&WebService.DiscoveryMode.Discoverable=no

WebService &4 ZZ £

Ty

HIZ Y

2

03C(One-Click Cloud Connection) H/ & &3} https://ip-address/axis-
cgi/param.cgi?action=update
&RemoteService.Enabled=no

&I X/SSH R X 2+ A A HIE &5} https://ip-address/axis-
cgi/param.cgi?action=update
&Network.SSH.Enabled=no

EIX/FTP R X 22 AAA HIE &35 https://ip-address/axis-
cgi/param.cgi?action=update
&Network.FTP.Enabled=no

ARP-Ping IP &£ 7 & HIE &2} https://ip-address/axis-—
cgi/param.cgi?action=update
&Network.ARPPingIPAddress.Enabled=no

Zero-ConfIP &4 24 HIE &3 http://ip-address/axis-
cgi/param.cgi?action=update
&Network.ZeroConf.Enabled=no

HTTPS BF EH &5} https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.admin=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.operator=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.viewer=https

TLS 1.2 2/T1S 1.3 8+ B &5} https://ip-address/axis-
cgi/param.cgi?action=update
&HTTPS.AllowTLS1=no
https://ip-address/axis-
cgi/param.cgi?action=update
SHTTPS.AllowTLS11=no
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83 VAPIX AP| 3 &

TIS1.2 2985 74 https://ip-address/axis-—
cgi/param.cgi?action=update
&HTTPS.Ciphers=ECDHE-ECDSA-AES128-GCM-
SHA256:ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-
ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-
AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305:DHE-
RSA-AES128-GCM—-SHA256: DHE-RSA-AES256-GCM—
SHA384

FAYE Y FH 2T B https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.ActivatePasswordThrpttling=on
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSBlockingPeriod=10
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-—
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPagelInterval=1l
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSitelInterval=1

AT EE BHE I BHE HIE &5 https://ip-address/axis-
cgi/param.cgi?action=update
&System.EditCgi=no

SHAEI AL S X} LA A =2 2] B &5 https://ip-address/axis-
cgi/param.cgi?action=update
&System.AccessLog=0n

https://ip-address/axis-
cgi/param.cgi?action=update
&WebService.UsernameToken.ReplayAttackProtection=yes

Zx/ & OIE/ I O] A HAA HIEH & F https://ip-address/axis-
cgi/param.cgi?action=update
&System.WebInterfaceDisabled=yes

HTTP/OpenSSL A1H{ L HIE &2 https://ip-address/axis-
cgi/param.cgi?action=update
&System.HTTPServerTokens=no

|'0||
g
0%
\E

ONVIF A& &4 &2

/3 FHof BIP17 YAA HIE &3 https://ip-address/axis-
cgi/param.cgi?action=update
&root.Network.RTSP.ProtViewer=password
https://ip-address/axis-—
cgi/param.cgi?action=update
&root.System.BoaProtViewer=password
https://ip-address/axis-
cgi/param.cgi?action=update
&root.PTZ.BoaProtPTZOperator=password
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