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Access control Access control management

Local user device management with password complexity indicator

Federated user device management through OpenID Connect (RFC6749, 1.3.1 Authorization Code)
providing ADFS-integration that unlocks features such as password complexity enforcement, rotation,

automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality

Application Application security
TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)

Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog

Operating system Encryption and data protection

OpenSSL 1.1.1 and 3.0

X.509 certificate PKl and cryptography
Transport layer security (TLS 1.2/TLS 1.3)

SD card encryption (AES-XTS-Plain4 256bit)
Encrypted file system (AES-XTS-Plaing4 256bit),

Signed video

Default security

HTTPS enabled by default
Brute-Force Delay Protection
Host-based Firewall

Network time security (NTS)
Insecure TLS versions disabled
UART/Debug port disabled

AXIS OS Operating System

o 4& AXIS OS AIO|H E ot
silicon-assisted security, AXIS OS 294 M| X|, O =2|#|0 |A,_1 IS eS| [0}

Aol 7| s0| gLt
2ot Z=hE it 7|80l

Privacy

Use of diagnostics data
Minimalistic approach to how much
customer-specific data should

be stored

Enterprise network security

IEEE 802.1X (network access control)
|EEE 802.1AR (secure device identity)
|EEE 802.1AE (MAC security, MACsec)

Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache,
Curl and others.
Active track for feature growth and 5-year long-term support tracks (LTS) for 3rd party integration and backwards-compatibility use cases.

Hardware root-of-trust

ARM-based system-on-chip (SoC) security

Trusted Execution Environment (TEE/OP-TEE)
Trusted platform module (TPM 2.0), Secure element

Silicon assisted
security (chip)

Secure key storage

Tamper-protected storage and operation of cryptographic keys
such as customer uploaded private keys, video signing keys and
the Axis Device ID.

Security foundation  Axjs Security Development Model Compliance Trusted device identity
Axis security development model (ASDM) Common Criterial EAL Axis Edge Vault cybersecurity platform
3rd party penetration tests FIPS 140 Secure boot with Signed OS (code-signing)
Bug bounty program with Bugcrowd ETSI EN 303 645 Axis Device ID (IEEE 802.1AR)

Software Bill of Material (SBOM)
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7.10 O] 3t

Setup > System Options > Advanced > Plain
Config > Network > Network HTTP
Authentication policy(A™ > A|AH M > 11
2> U2 > HEYT > YEYAHTTP o
5 Y

7.10 O] 3t

Settings > System > Plain config > Network >
Network HTTP Authentication policy(& & > A|
A AP M > HEQ(T > HEYA HTTP
o5 HH)

>10.9

System > Plain config > Network > Network
HTTP Authentication policy(A| A& > HE 1M
> EQT > HEYIAHTTP 915 HH)
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7.10 O| 2t Setup > System Options > Advanced > Plain
Config > System > Enable Replay Attack
Protection(d7™ > A|AHEI ZM > 115 > Y 2
d>A2" >S4 2 gdeh)
7.10 O] 3t Settings > System > Plain config > WebService
> Enable Replay Attack Protection(d7 > A|A
Bl > Qdt 1A > WebService > I 3AES
2439
> 109 System > Plain config > WebService > Enable
Replay Attack Protection(A| A&l > HE 1M >
WebService > IjMl 324 HS = M3}
A Y 37 X
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7.10 O] 2t sl ele

7.10 O] 3t Settings > System > Plain config > System >
PreventDosAttack(A ™ > A|AH! > QHE 1M >
A A > PreventDosAttack)

>10.9 System > Security > Prevent brute-force

attacks(A| AE > HOF > BxpE [fQ 2 HEX|)
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443
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UPnP 49152 TCP EfAF O Z2|#| O] 4 0f

Bonjour 5353 UDP EFAL O Z 2| A O] M 0f
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WS-Discovery*** 3702 UDP EFAF O Z 2| O] M0
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HTTP 3| VAPIX APIO|| TSt XA L|- 82 VAPIX LibraryE H 15U A .

7|2 HTTP(S) |G Of| TS XFA| B L2 AXIS OS Knowledge 7|BHO| 7] &2 HTTP(S) & CIZ A= 5}4]
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7.10 O] 2t Setup > System Options > Security > HTTPS(&
X > A|AR 2M > HOF > HTTPS)

7.10 O]t Settings > System > Security > HTTP and
HTTPS(M& > A|AE > HOF > HTTP =
HTTPS)

> 10.9 System > Network > HTTP and HTTPS(A| A &l

> Y EQ3 > HTTP K= HTTPS)

IEEE 802.1X 4| EQ|3 WM A HEE
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Axis ZHX|= EAP-TLS @Al 2 E3)l IEEE 802.1X L E 7|6to| HEQT M2 N2 K| AEL|Ct X[F 9
B2 Z 5l Axis X & 215 I Mz[z =2 CARIS 7|20 M MESH SEI0|HE QIS ME A
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7.10 O] 2t Setup > System Options > Security > IEEE
802.IX(MAH > A|AH S M > HOF > [EEE
802.1X)

7.10 O] 3t Settings > System > Security > IEEE 802.1X(&
H > A|AH > 5Ot > IEEE 802.1X)

> 10.9 System > Security > IEEE 802.1X(A|AEl > HOF
> [EEE 802.1X)

IEEE 802.1AE MACsec
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IEEE 802.1AE MACsec ET2 £39O0 2 M 755 PSK(AFE &89 7|)/AH A CAK 2 EQF IEEE 802.1X
EAP-TLS MM 2 AtE85tE Ata OFAH MM/&X CAKEEL| &£ 7HX| 25 REE HFHSFL|CE Axis
AXE £ IiK| REE 25 QYL
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Axis Edge Vault
cybersecurity platform

Cryptographic Features Use cases
computing modules . .
P g v Secure boot v/ Supply chain protection
v Secure element v Signed firmware v Trusted device identity
v TPM 2.0 v Axis device ID v/ Secure key storage
v SoC security (TEE) v Secure keystore v Video tampering detection

v Signed video
v Encrypted file system

Signed Firmware
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algorithm
X 10011001
I I Hash value ’
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Hash value

|:

Signature algorithm
+ public key
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Secure Boot

CSC#2: 2T E QO] XtAto] QIHI E 2| B H| O

CHCF== Axis 2 X[ 0f = S S &K
A2 SIH HEE Axis 2K O] HYZ

Root of trust - —| Boot ROM |— + —| Bootloader |[— -+ —— T —‘ Root file system
| | I
|
I

Verifies Verifies Verifies

Axis Edge Vaulto] B MO M RFM|EH LY 8-S R R SHAIA| Q.

HOot 7| M&EA

2o YE MY S MSSLICH 2oF Ho Ed Al FE
O| 2 E Azl YELQF HE0 Axis X IDE E
M 0 5

=)
<
=
o
>
3
@D
o)
o
m\l

10


https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf

* Customer-loaded keys
- |EEE 802.1x

* Axis device ID

s Video signing key
* Access control keys
# Filesystem keys

F7tol=
TPM

Secure keystore
F‘\ Secure element
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Q Private keys & certificates

ACAP Applications _—

o User accounts Factory default

] . Decommissionin
Axis device 9

in service % User configuration completed

AXIS OS HH 8 eHEOA Y B2

7.10 O] 2t Setup > System Options > Maintenance >
Default(&™ > A|AHI M > QX EL > 7|2
)

7.10 O] 2t Settings > System > Maintenance > Default(d
> AAH > X HE > 7|27

>10.9 Maintenance > Default(8X| 24 > 7| £Z))
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7.10 O] 2t Setup > System Options > Maintenance >
Default(A™ > A|AHI SM > QX EHx > T2
ZF
7.10 O| gt Settings > System > Maintenance > Default(&d
> A2E= > RRIES> 7|24
>109 Maintenance > Default(SX| 24 > 7| &24))
XA AXISOSZ g0l
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AXIS OS 2018 LTS - Security Updates Timeline

2018 2019 2020 2021 2022
8.40.2 May 8.40.3.2 February 8.40.4 July 8.40.4.2 April 8.40.4.4 January
OpenSSL Linux kemel Apache CURL Apache
64023 i CURL CURL OpenSSL CURL
OpenSSH OpenSSL 8.40.4.3 October OpenSSL
OpensSSL 8.40.41  November Apache 8.40.4.5 May
TLSV1.3 Apache CURL Apache
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Apache OpenSSL 8.40.4.6 July
Apache
OpenSSL
CURL
OpenSSL
8.40.4.7 October
CURL
OpenSSL
8.40.4.8 December
CURL
OpenSSL
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> MH 12 0|E)

7.10 O]t Setup > System > Maintenance > Firmware
upgrade(H7 > A|2E > SX H 4 > Heof &
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>109 Maintenance > Firmware upgrade(SX| 24 >
Helof g0l E)
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> A&}

7.10 O] gt Settings > System > Users(& 7 > A|AH > At
=2))

> 109 System > Users(A| A& > AME X}

>116 System > Accounts(A|AE > A7)
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7.10 Ojgt Settings > System > Plain config > System >
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T > A A > 3 QIR I O] A H|ZHd 3t
>10.9 System > Plain config > System > Web
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AXIS OS H{ A A IHHO|A FE HE
7.10 O Gt Setup > Basic Setup > TCP/IP(EH > 7|2 8™
> TCP/IP)
7.10 Ojgt Settings > System > TCP/IP(A|AHE > X >
TCP/IP)
>109 System > Network(A|AH > HEA)
dotot A7 7|52 A28 218 XISt CIX[E QEM| F2H 2 AASEL, HTTPS, IEEE,
802.1xe} &2 MH|AE X| 5= O Z4=M QI L|Ct NTP(Network Time Protocol) EE= NTS(Network
Time Security) M2} & X[ 2| A| A& &7|2t6t= Z40| £&L|LCE NTP(Network Time Protocol)2| &t
SoE| 0 Ot SE S O NTS(Network Time Protocol)7F AXIS OS 11.104| 7} E|ASL|ICH "t e E
=0|EE Ot A7 MHE T35t TAE QI HOE 1ef5t= A0| SSLCE X AZE MHE =
ABY = Qs 39 S& NTP EE= NTS MH E AFESH= A 0| Z5LICH Axis X 2] NTP/NTSO| CH
St XFAM|SH LH2 -2 AXIS OS Knowledge 7|HEO| NTP 3 NTSE (XA A| 2.
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7.10 O Gt Setup > Basic Setup > Date & Time(&d7d > 7|
= 278 > ER 8 A[Zh
7.10 O]k Settings > System > Date and time(d7 > A|A
= > RS AL
>10.9 System > Date and time(A| A& > Ex& 8 A7)
>116 System > Time and location(A| A&l > A|ZF Bl
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7.10 O]k Setup > System Options > Storage(d & > A|A
SN > A2E2[X])
7.10 Ojgt Settings > System > Storage(& ™ > A|AH! >
AEF[R|)
>109 System > Storage(A|AH > AEZ|X|)
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Axis B2 Y EYT B0 HAE [} SHLE SMB A0 ChSH XFAISH LJ8-2 AXIS OS Knowledge
7180 HERA FRE TSR,
AXIS OS H{H d 2RO~ FY E2
7.10 O] 2t Setup > System Options > Storage(d7d > A|A
g4 >2E2X)
7.10 O] 2t Settings > System > Storage(& ™ > A|AH! >
AEE|X])
> 10.9 System > Storage(A|AHl > AEZ|X|)
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AXIS OS B ™ o IHIo|lA 7+ B2

7.10 o2t Setup > Applications(d7 > Of Z2|#| 0| M)
7.10 O Gt Settings > Apps(&7d > )
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AXIS OS B d elEmolA~ 7Y B

7.10 O| 2t St 9le

7.10 O] 2t St 9le

>11.2 System > Power over Ethernet(A| A&l > PoE
(Power over Ethernet))
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AXIS OS B & g oIHY oA L E H2E

7.10 O] 2t Setup > System Options > Advanced > Plain
Config > Network > Network Bonjour Enabled,
Network UPnP Enabled, Network ZeroConf
Enabled, Network UPnP NATTraversal Enabled
(87 > A 2B SM > g > Aut 34 > Y E
3 > HEL 3 Bonjour 243t HEZA
UPnP g3}, H E{3 ZeroConf 243t H E
2|3 UPnP NATTraversal 24 3})*

PN o
OHOI. EI)J-I\E

7.10 O] 2t Settings > System > Plain config > Network >
Network Bonjour Enabled, Network UPnP
Enabled, Network ZeroConf Enabled, Network
UPNnP NATTraversal Enabled(&d > A|AH!l >
g e > HEQA > 4 E<L/3 Bonjour &3},
HE 23 UPnP 243} 4 ER A ZeroConf &
M3} HESL/ A UPnP NATTraversal 2t 5h*

Settings > System > Plain config > WebService
> Discovery Mode(Ad7d > A|AH > Qdt 19
> WebService > A @ E)

>10.9 Settings > Plain config -> Network > Bonjour
Enabled, UPnP Enabled, ZeroConf Enabled (&
> dut A -> H EL{3 > Bonjour &3},
UPNP 235}, ZeroConf 243}

System > Plain config > WebService >
DiscoveryMode > Enable WS-Discovery
discoverable mode(A|AH > 2 1M >
WebService > M 2 E > WS-Discovery Z4 At
s RE 2939

> 1111 AAE > {EQD > EQYI HM TEEE >
LLDP ! CDP**
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7.10 O] 2t Setup > System Options > Advanced > Plain

Config > HTTPS > Allow TLSv1.0 and/or Allow
TLSVII(AN > A|AH SM > 12 > QHE 1M
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7.10 O] 2t Settings > System > Plain config > HTTPS >
Allow TLSv1.0 and/or Allow TLSV1.1(& ™ > A]
AH > Qdt 1 > HTTPS > TLSv1.0 88 3/t
= TLSv1.1 5 &)
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AXIS OS H{ A 2 QIHmojA Fd =

7.10 0|0t s ela

7.10 O] 2t Settings > System > Plain config > System >
Enable the script editor (editcgi)(8 7 > A|AH
> U Ad > A A > A3 E M| 2y
o}(editcgi))

>10.9 System > Plain config > System > Enable the
script editor (editcgi)(A| A El > LHE J14 > A|
AH > AFEE HET| &3 editcgi))

HTTP(S) M 3]

J|2X O 2 Axis RH|= | EQ 0| A 22H0| 9 EQF0| HTTP(S) ¥Z =0 & X} Apache & OpenSSL
M2 LELCE O HE = &5 AXIS OS O M & A El F{fH S
CHEQR BOAINHE HI|Ho 2 AFEY I =32 0| & LICH
HTTP(S) MH 3|5 & H|&-d3l5t0f HTTP(S) ¢4 &
At 2l HX|E ZS5tH 2HA| Z[4 MEf 2 7 X| S}
LI}

AXIS OS 10.65F E| HTTP(S) MH| 3| & H|Z d=tote 58S AFEE == gLt
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7.10 O]t SIE gl
7.10 O] 3t Settings > System > Plain config > System >

HTTP Server Header Comments(& 7 > A|AH]
> QB 7 > A|AR) > HTTP AJH 8o 419)

>10.9 System > Plain config > System > HTTP Server
Header Comments(A|AE > QHF 1M > A|A
> HTTP MY 3|5 23)

QL

HE®{3 7t 2tet Z 0] Axis o &A

S0| Hl2g=tE o JASLILE 2L 7|50
Axis QB 1} HE®3 A0|H § 2C
27|50l 7|22z &gt o e

2R 7|s& AMEHA| =0 vl detots Ads A LCH

AXIS OS X H OIH oA L d E2

7.10 O] 3t Setup > System Options > Advanced > Plain
Config > Audio > Audio A* > Enabled(&H >
NAE SN > 05> it 24 > 2L > @
Ll A* > 2d3})

7.10 0|9t Settings > Audio > Allow Audio(d7d > QC|L
> QL2 5{8)
>10.9 Audio > Device settings(2C|2 > &X| 4H)

Axis §X|& F2 o 52t0| 24 X AE2|X| S M Sot7| 9|8l SD 7kE-S StLf 0| & X| &gt L|Ch.
SD FIES ALESHA| =0 SD 7tE & X5 29| H|2d3tste A 0| T5 LICH AXIS OS 9.800]
M SD7tE RS Hgd3te 28 S AHEE = JUASLILH

AHA|BH Lf2 -2 AXIS OS Knowledge 7|Ht9| SD F}E H|2HHBIE ARSI AL

AXIS OS HH doHHo|A 7Y B2

7.10 0|2k e Sl

7.10 O]t Settings > System > Plain config > Storage >

SD Disk Enabled(d & > A|AHE > 2”1 >
MZEA >SDCOA3 M3

>10.9 System > Plain config > Storage > SD Disk
Enabled(A|AEl > 2Bt M > X{&tA > SD [
)

FTP A A

FTPS 27| 62 9 C|H{Y 25
AXISOS 1110 HAHE A
£ blZ43fotn, =9t SSH o

O 20 AFSE| OFHOLK| 92 SN T2 =2 QLT FTP YN AL
S 2 QISLICL 2H 2 2I) FTP AN~
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AXIS OS Portal| SSH Al A0 A SSHO| CHSH M| & & 2 &R 3ALA|.Q. AXIS OS Portal©| FTP o4
MA0|M FTPE AR CIH 2 SM0] Lot 2 E EXRSHAU A L.

AXIS OS & H OIHE oA L d EE

7.10 Of 2k Setup > System Options > Plain Config >
Network > FTP Enabled(d7d > A|AH M >
gt g > HEYT > FTP 2d3h)

7.10 O] 3t Settings > System > Plain config > Network >
FTP Enabled(A 7™ > A|AHEl > QdH 1M > 1 E
A3 > FTP 43}

>10.9 System > Plain config > Network > FTP
Enabled(A[AH > LBk 1 > HEQF > FTP
gd=h
SSH A M| A

SSHE 27| 812 L[]8 SHO 20t ALSE|E SO S Z2E2 QLT 0
S E| AIS{SHE Axis K| K| @ ELICF SSH N A S

H
SSHEZ AFR%H O Z M0 Ci3H KFA|BH Lj -2 AXIS OS Knowledge 7|HHO| SSH A A S A xS}
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AXIS OS B & g oIHY oA L E H2

7.10 O] 2t Setup > System Options > Plain Config >
Network > SSH Enabled(’““H >A|AEHSM >
OII:||- __I.I.A'i > |_-” ﬂ > SSH 2|-A‘|2|.)

7.10 O] 3t Settings > System > Plain config > Network >
SSH Enabled(M & > A|AEl > OlHl 1M > 1| E
=2 > SSH &43})

>10.9 System > Plain config > Network > SSH
Enabled(A|AEl > QHE 1A > I{{E Q|3 > SSH
gdah
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AXIS OS 5.50 O| ™ H{ M O| EF X} =l Axis ZHX[O| A X| @ ElL|C} Telnet WM AE H|ZMH3SH= A0l £
&LCt

AXIS OS X H OIHLo|A L d EE

5.50 0|2k XEM| B LH2-2 AXIS OS Knowledge 7| 2to| ZF4|

HMAE HESHAIL.

7.10 O]gt S s

7.10 O|0¢ S s

> 109 S s

22



https://help.axis.com/axis-os-knowledge-base#ssh-access
https://help.axis.com/axis-os-knowledge-base#ftp-access
https://help.axis.com/axis-os-knowledge-base#ftp-access
https://help.axis.com/axis-os-knowledge-base#ssh-access
https://help.axis.com/axis-os-knowledge-base#device-access
https://help.axis.com/axis-os-knowledge-base#device-access

Config > Network > ARP/Ping(& > A|AH
24> 03> Ut 1A > LEYT > ARP/

Setup > System Options > Advanced > Plain
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AXIS OS X H oIHE oA L d H2

7.10 O]t Setup > System Options > Security > IP
Address Filter(Ad™ > A|AH SN > HOF> TP
F2 ZE)

7.10 O] 2t Settings > System > TCP/IP > IP address filter
(A% > A|AHE > TCP/IP > IP =4 TE)

109 —1138 Settings > Security > IP address filter(2dd > &

oF > IP FA EHH)

HERZ HM A A0 CHot XAMet 25 2dotol0f CHE WERT S AE9| X Gi= AN
2 AES MESHE O R85 2E o Ag UL O ot2{ T System(A|2H]) > Plain config
H

HTTPS
CSC#3: OOl E=
HTTP 9 HTTPS= AXIS OS 7.208 E Axis & X|0|A 7| EX o 2 St FIEIL|CEH HTTP A= M
A HE|X| O} QHHSHK| B2 HHH, HTTPS= S 20| A E o Axis & K| 7+e| ERf i 2 s ot L|Ct
Axis ZK[o| 2= 2| ZY0fl= HTTPSE A& 5= 40| E& L CL
X oM 1 X &S HAHEMAR.
HTTPSTH
HTTPSRF AF2 3t 5= QUA|(HTTP 22 2715) Axs ZK|S A3 20| Z#&LICH 0|27 5@t &}
=9 2 HSTS(HTTP Strict Transport Security) 7t 231 E| 0 ZHX| 9] E Q0| A o}E LTt
AXIS OS 7.208 E Axis ZX|0|= Xt MY Q1S M7t 2t M-S ELICH XN ME QIS M= HA A A
2| = AKX T X7 74 SO|LE AR 7Hso 371 7| QIZ2HPKD 7t gl B Axis T X|0f QHHSHA|
MM A= O] MetetL|Ch 7tsot 42, XA MY QIS ME KM A5, MEist PKI 7| 20| M 225t
M M E 2210 E QIS A2 mA|SHOF SHL| T AXIS OS 10.105LE XFA| M H Q1= A7} IEEE
802.1AR 29t ZtX| ID QIS M 2 CHA| = ¥ & L|Ct.
AXIS OS A A oIHm oA 7 BE
7.10 Ojgt Setup > System Options > Security > HTTPS(d
> AAH SM > HOF > HTTPS)
7.10 O]t Settings > System > Security > HTTP and
HTTPS(A™ > A|AEl > HOF > HTTP EE=
HTTPS)
>109 System > Network > HTTP and HTTPS(A| A&l
> HEQA > HTTP EE= HTTPS)
HTTPS &3
Axis MR =TLS12 UTLS13 A3 222 X2 Y AI2SI0 HTTPS HZA S M A Lo 3tstL
Ch AFESH= EF TS HA 8l 22 222 Axis X0 AASH= SE20|AE0 w2t St H, 20
et 2 o SpA E L CH 7| & Q1 Axis OS HOH|0|EE Sdlf Axis ZX[2| AHE 7tsot 2t 52 AX|
Ao g2 HESHK| POk HEO|EE 5= USLCL E= F+42| HE 2 ALEALTL A| &S| OF SHTH,
Axis 7|7|/E X2 SE &6t Al 7|2 HE S TS AL =5 ALEAL 32 Soff A|Zs|{OF gL Lt
S E AR X7t Axis OS YH|O|E FHE S HsIH 22 50| Ais2 2 YH0|E
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o 4 USLICE MEts 3 ol oS0l = MBH0| GIRIDHCHS BB B 5 UL £ MRS N
St Zi0] E& ULt

ECDHE-ECDSA-AES128-GCM-SHA256 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-
AES256-GCM-SHA384 :ECDHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305

AXIS OS H X H OIH oA L d E2

7.10 O] 2t Setup > System Options > Advanced > Plain
Config > HTTPS > Ciphers(d7d > A|AHl &M
> g > gt g > HTTPS > &3)

7.10 0|0t Settings > System > Plain config > HTTPS >
Ciphers(27 > Al 8 > gt 14 > HTTPS >
22)

>10.9 System > Plain config > HTTPS > Ciphers(A| A

& > bk LA > HTTPS > 94)

TLS1.3

JIZHoE TS 1.3 AFYOf hE ZEt 2 25T AMEE 5= ASLHICE

—

TLS_AES_128 GCM SHA256:TLS CHACHA20 POLY1305 SHA256:TLS AES 256 GCM
SHA384
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CSC #8: ZtAF 21 22

AN L 2= Axis FX|0f HMASH=E ALERIS| M&F 25 MEStEZ, AN SLHZ MO 22| 7}
D& ZHEHSELICE Axis A7t 202 Y 2d 2goz B £ L5 0| 7|55 AFE5IEE &
ot R4 syslog AH et Zetol= 240] S5 LICE O|ZA StH 20 HA[X[2] MF X EE A|Zt0]
ZhastE LT

XEM| 3 L 2-2 AXIS OS Knowledge 7|HEO| ZHA| M A 2 2S FRSHAMA|L.

AXIS OS HH g oA 8 3R

7.10 O]t Setup > System Options > Advanced > Plain

Config > System > Access log(&7d > A|AH &
M> 03> UM > AJA" > HAA 27)

7.10 O] 2t Settings > System > Plain config > System >
Access log(&d ™ > A|AH! > Qb 1M > A|AH
> AN =0)

>10.9 System > Plain config > System > Access log
AlAR > Ak By > A28 > Hi 2 27)
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£l A syslog

CSC #8: ZHAF 2.1 23|
As3t=l BE 20 HA|XE 5 syslog MHE EL EZE Axis HX|E LS 5 ASLICE O ZH A
Ot ZARZL B | HX| 1 Do|N/A0|HO 2 = A2 Axis K| M 2 HA|X|7F 4K &= A
= 2 = UASLICHL 2|AF ZMof| et ZX| 202 BE 7|7tE gde == AL

CHRfot AXIS OS T O| A &2 syslog MH & 2Hdotst= 2HR0] CHot XHA| Tt Lj &2 AXIS OS

Knowledge 7|Ht9| Syslog& & XS A| 2.

AXIS OS H{ A =Rl = R LY B s i

7.10 O| 2t AXIS OS Portal9| SyslogOf| M X| & & Atm = 4
A2,

7.10 O] gt Settings > System > TCP/IP(A|AE > M7 >
TCP/IP)

> 109 System > Logs(A|AHl > 27)

HOMH|C|2 A E2|U(SRTP/RTSPS)

CSC#3:HO|H E=

£ K| gfL|C}. O] SRTP/RTSPS
Y= ALESI0] QIS = S20[UE
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RTP H|C|Q AE2|Q Al
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ME Y2otst= B2 HTTPSE &d%}st= HO| S5 LT
AXIS OS H| F g elHmolA 8 B2
7.10 O] 2t Setup > System Options > Advanced > Plain

Config > Network > RTSPS(&7H > A|A 8 M
> 12 > QH M > | ES 3 > RTSPS)

7.10 O] 3t Settings > System > Plain config > Network >
RTSPS(A™ > A|AH > Qdl 1M > HEQF >
RTSPS)

>10.9 System > Plain config > Network > RTSPS(A| A

H > Qb 1M > {{EQI3 > RTSPS)
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2x VAPIX APl &=
O/ALE HEQ 3 ZE S| POE H| 243 http://ip-address/axis-cgi/nvr/poe/

setportmode.cgi?port=X&enabld=no

DAL HEQT ZEO| Y EYT E)T H
gyop

http://ip-address/axis-cgi/network
settings.cgi

{ "apiVersion": "1.17", "method":
"setDeviceConfiguration", "params": {
"deviceName": "ethl.1",
"staticState": "down" } }

Bonjour A Z Z EZ H|2H4 D}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.Bonjour.
Enabled=no

UPnP {4 2 = 2 b 23}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.UPnP.
Enabled=no
https://ip-address/axis-cgi/param.
cgi?action=update&Network.UPnP.
NATTraversal.Enabled=no

WebService Z4 4 T 2 £ Z H| 23}

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
DiscoveryMode.Discoverable=no

0O3C(One-Click Cloud Connection) H|2HM 5}

https://ip-address/axis-cgi/param.
cgi?action=update&RemoteService.
Enabled=no

YA SSH R A 2= AHAM A HIZHE 2}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.SSH.
Enabled=no

A FTP R A 24~ A M~ B 2L}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.FTP.
Enabled=no

ARP-Ping IP =4 4 H| 2+ 3}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.
ARPPingIPAddress.Enabled=no

Zero-ConfIP =2 714 H| 2t 3

http://ip-address/axis-cgi/param.
cgi?action=update&Network.ZeroConf.
Enabled=no

HTTPSGCH 2HM 5}

https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.admin=https
https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.operator=https
https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.viewer=https

TLS 1.2 Y TLS 1.38+ 2+4 3

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS1l=no
https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS11=
no
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VAPIX APl = &

TLS12 Hot 2t 1M

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.Ciphers=
ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-
RSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES256-GCM-SHA384 :ECDHE-RSA-AES256-
GCM-SHA384 :ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-
POLY1305:DHE-RSA-AES128-GCM-SHA256:
DHE-RSA-AES256-GCM-SHA384

https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.
ActivatePasswordThrottling=on
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSBlockingPeriod=
10
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSPageInterval=1
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSSitelInterval=1

PEEE

re

&7 2t8 v 283}

—

https://ip-address/axis-cgi/param.
cgi?action=updateé&System.EditCgi=no

SHEI AFSAL A~ 22 2

https://ip-address/axis-cgi/param.
cgi?action=update&System.AccessLog=
On

ONVIF {4 & A B 245}

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
UsernameToken.
ReplayAttackProtection=yes

SA] 2 QI I 0] & Y M A HIZESt

https://ip-address/axis-cgi/param.
cgi?action=update&System.
WebInterfaceDisabled=yes

HTTP/OpenSSL A{H{ 8| H| 24 3t

https://ip-address/axis-cgi/param.
cgi?action=update&System.
HTTPServerTokens=no

o 70f X PTZ WA HI2Y5}

https://ip-address/axis-cgi/param.
cgi?action=update&root.Network.RTSP.
ProtViewer=password
https://ip-address/axis-cgi/param.
cgi?action=update&root.System.
BoaProtViewer=password
https://ip-address/axis—-cgi/param.
cgi?action=update&root.PTZ.
BoaProtPTZOperator=password
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25 VAPIX APl = &
=
=

S|
E Al3to| 2R3t ACAP O E2/7#0] MOl &4 | http://ip-address/axis-cgi/

g applications/config.cgi?action=
set&name=AllowRoot&value=false

MY E|X] &2 ACAP O Z2|#0| M X BtX] | http://ip-address/axis-cgi/
applications/config.cgi?action=
set&name=AllowUnsigned&value=false
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12 O|LjOf 2080 201 Al M A| SEtO[UE IP =27} 102 &0 XHEHE LT H|O]X] 7+
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