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Access control Access control management

Local user device management with password complexity indicator

Federated user device management through OpenID Connect (RFC6749, 1.3.1 Authorization Code)
providing ADFS-integration that unlocks features such as password complexity enforcement, rotation,

automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality

Application Application security
TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)

Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog

Operating system Encryption and data protection
OpenSSL 1.1.1 and 3.0
X.509 certificate PKl and cryptography

Transport layer security (TLS 1.2/TLS 1.3)

Default security

HTTPS enabled by default
Brute-Force Delay Protection
Host-based Firewall

Privacy

Use of diagnostics data
Minimalistic approach to how much
customer-specific data should

be stored

Enterprise network security

IEEE 802.1X (network access control)
|EEE 802.1AR (secure device identity)
|EEE 802.1AE (MAC security, MACsec)

SD card encryption (AES-XTS-Plain4 256bit)
Encrypted file system (AES-XTS-Plaing4 256bit),
Signed video

Network time security (NTS)
Insecure TLS versions disabled
UART/Debug port disabled

AXIS OS Operating System

Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache,

Curl and others.

Active track for feature growth and 5-year long-term support tracks (LTS) for 3rd party integration and backwards-compatibility use cases.

Hardware root-of-trust

ARM-based system-on-chip (SoC) security

Trusted Execution Environment (TEE/OP-TEE)
Trusted platform module (TPM 2.0), Secure element

Silicon assisted
security (chip)

Security foundation  Axjs Security Development Model Compliance
Axis security development model (ASDM) Common Criterial EAL
3rd party penetration tests FIPS 140
Bug bounty program with Bugcrowd ETSI EN 303 645

Software Bill of Material (SBOM)

Secure key storage

Tamper-protected storage and operation of cryptographic keys
such as customer uploaded private keys, video signing keys and
the Axis Device ID.

Trusted device identity

Axis Edge Vault cybersecurity platform
Secure boot with Signed OS (code-signing)
Axis Device ID (IEEE 802.1AR)
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Axis Edge Vault
cybersecurity platform

Cryptographic Features Use cases
computing modules v Secure boot v/ Supply chain protection
v Secure element v Signed 0S v Trusted device identity
v TPM 2.0 v Axis device ID v Secure key storage
v SoC security (TEE) v Secure keystore v Video tampering detection

v Signed video
v Encrypted file system
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® Axis device ID
Secure keystore * Video signing key

® Access control keys

i@ Secure element o
[t =)

" o Filesystem keys
% Trusted platform module (TPM)

® Customer-loaded keys
- |EEE 802.1x

Trusted execution environment (TEE) _ HTTPS
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Private keys & certificates

Decommissioning
completed

Factory default

AXIS OS A

8 HEHOA Y B2

7.10 O| 2t Setup > System Options > Maintenance >
Default(&d™ > A|AH M > QX EE > 7|2
9

7.10 O] 2t Settings > System > Maintenance > Default(d
> A" > RXES > 7124

>109 Maintenance > Default(SX| 24 > 7|24

Of #0f= H|2IZd HEZ2|0| HZE CIOJE0] CHet ME ZFEIF ZetE|0f S LT

Y U Hlo|E B3 &0 A 7122 2 S AT

VAPIX % ONVIF AF2 X} O| 21} T A Q| = of

RISM % JHel 7| o

K M S XM of

TPM B! Axis Edge Vault0]] M &=l HE off

WLAN 27 S AFEA/IN AR E ol

ALEALE 2l AE A ot &

SD7tE 253} 7| o
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SD 7} |0 E{** g
HEQI IR 4T A ABI/IHAYE ol
HE®3 S5 HlO|E** o2
RN i o
A2 =&l 0f Z2|H 0| M (ACAP)**** o
AAF 0| Ef Gl 20 E 7|#weex oL e
QR Jef 8l 2120 o
RTC A7 T O| 0

*Signed OS T2 M A& AFEXEZHAXIS OS(H! 7|EF &) E YEES = UL E 5 BSt= AFEALX|
dRASME AHESELCE

> OIX| AE2[X|(SD 7t E, HERYA )0 MEE =21t 0|0|X|= AHEAZL HE 2 AF|SHOF g
L|Ct. SD Zt=9| 1074 G| O| E{ = NIST SP-800-88 Revision 1 Cryptographic Erase(CE)0f| [t} AMK| Z|
H, HDD(S30 Recorder Series)2| H|O|E{= NIST SP-800-88 Revision 1 Clear0]| t2} A& = L T XA
SHLHE 2 AXISOS 7|= ARl £ & XSIAA|I2.

A SEEH HER, O3C O|HME, O|O|X|, PTZ 3! A[AH /0| O|Z27|7HK| & AMEAL +
Mo| 7|.'—3+|_| Ct.

o AT A K|S 0B 2AOIME SX(SHRP ABTIL BHE RE 24 AF B
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7|2 2ot Zot= Axis FX|0f HEE|= Z[20t0| B aFQLC 7|2 20 43t X = " X[ 0 M
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2[#|0| M 0f Chet =71 B4 810] Axis HX|0|AM ZIF F+40| 7k gLt
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K& R SAL B 7|5H0F 2 M= HAE ST S5t Al 7|2 88 2822 Z7|55t= A S

Ct XtMISH W82 H 7], on page 115 HZESHIA|L.

AXIS OS H 8 HEHOA Y B2

7.10 O| 2t Setup > System Options > Maintenance >
Default(Ad™ > A|[AEHI SM > QX EH4x > 7|2
o)

7.10 O] 2t Settings > System > Maintenance > Default(d

g > A2" > FRIES > 728

2109 Maintenance(8 X| &2|) > Factory default(3 %
=0 Al 71220
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M2 4 USLICH 2T F R of TSt 2ot Tjx| 7} Eote|of YIS 2+ YO D2 S A4l AXI
OS H{T™Z AtEsHOf FL|CH E73 HTOf| CHot E2[A HEOl= 58 Eot =8 A0 BA|Z o=
AZE = JUX|TH 2E Lot =7 Ao M8E[= 42 Ot L CF

Axis= Active E=i1t LTS(Long Term Support) E2H0|2t= S 7tX| S 2| AXIS OS E&E JX| 22|
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S5 AS BRE SI0E MEL 7|52 ZHsHR| U L[CH AXIS OS & 2 0| AXIS OS =~ Z=7/0|
A REMISH L 82 dHEMAIR

|
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axis.com@| A AT EQO0{E HLWESIAMA|L.
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AXIS OS H{ A A IHHO|A FE HE
7.10 O]9t Setup > Basic Setup > TCP/IP(AH > 7|2 MY
> TCP/IP)
7.10 Ojgt Settings > System > TCP/IP(A|AHE > X >
TCP/IP)
>109 System > Network(A|AH > HEA)
MEst A|7H 7|22 A|AE 212 9X|8tD, C|X|E QIS Mo S5 M S HAFSHT, HTTPS, IEEE,
802.1x2} Z4 & MH|AE X|6t= O 24Xl L Ef NTP(Network Tlme Protocol) EE= NTS(Network
Time Security) M2t & X[ 2| A|A & &7|2t6t= 40| £&5L|LCE NTP(Network Time Protocol)°| ot
S| Ot S B O NTS(Netw ork Time Protocol 7fAXIS OS 11.10f| =7} A& L C}. I*RFEE
=0|E2 OFS AlZH M HE 243l AR H 0l H0jS na{sts 20| ZLICH S| AJZH HHE S
ABg = Qs 39 5& NTP EE= NTS MH E AF8SH= A 0| Z5LILCH Axis T X| 2 NTP/NTSOH EH
St AFM|SH L2 AXISOS 7|= IfE(KnowIedge base)O| Al NTP B! NTSE E XA A 2.
AXIS OS H{ A A IHH oA Y HE
7.10 O Gt Setup > Basic Setup > Date & Time(&d7d > 7|
= 2738 > ER 8 A[Zh
7.10 O]k Settings > System > Date and time(d7 > A|A
= > ZR S AL
>10.9 System > Date and time(A| A& > Ex& 8 A[ZH)
>11.6 System > Time and location(A| A&l > A|ZF Bl
X))

AIX| AEZ|X| A3}
CSC#3: HIO|H E=

SD 7

Axis ZX|7} SD(E Ot C|X| &) 7}E 2 X| 51 0|2 AR S}
Hgots A0| EHLICE O ot H doto] gle AHgALY
CER e

M A |SD5’f':01|A1 Mg e HE2E X

AXIS OS H A & AHmHOo|A Y E=

7.10 O]k Setup > System Options > Storage(d & > A|A
32N> 2E2[X])

7.10 Ojgt Settings > System > Storage(& 7™ > A|AH! >
AEF[R|)

>109 System > Storage(A|AH > AEZ|X|)

HES 3 ZS(NAS)

HES3 HZ8 AE2[X[(NAS)E =3t TX| 2 AHE5t= 3% 20| Motel &3 F+90| 225t 5t

E Oj23 2238 2d35h= Zdol 5 LICH Axis ZX|= B 53t=25 M5t 215 NASO| A

Ag i HEYI =2 EZ= SMBE & L|CL O™ KT SMB(1.0 & 2.0)= HOt EE= A2 3lE

HSSHA| QX|TH O] = HF(2.1 0| ) O M= MSSHEE, g Alo|= Z|4 HE S| AtES HE L

C}.
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Axis X E HERS 370 AZ I SHLE SMB 7°40] TS XpM| o LI &2 AXIS OS 7| & Atz
(Knowledge base)O| M L/ EQ/F FRE HXSIAAL.

AXIS OS £ # QIEmo|& 1Y A=

7.10 O] 3t Setup > System Options > Storage(&d7d > A|A
28 > 2E2[X])

7.10 Ojgt Settings > System > Storage(& ™ > A|AH! >
AEF[X])

>109 System > Storage(A|AH! > AEZ|X|)

Ol 217014 (ACAP)
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88 = U= XM AFE A} 2IE{ 1| O] A2 l7H M| S & LICE Of 27| 0] 2 AXIS OSO| M HS3te &
ot 7|58 M8 = ASLILH

Axis & X| 0| = ASDM(Axis Security Development Model)0|| [t} 7H st Of 21 Axis 72 Of = 2| #| Of
MO| AHH 2E |0 JELICH axis.com?| Z4/0j| A Axis Of Z2[7| 0| H0f C

EfAF O S 2[H 0|92 2, 2 Sl H|AE SHOJM Ol Z2[7|0]d 29| 2ot 2ut™ ol m H 2 oF 7i
o Z A0 [Ef% NE Ol 50| 2 M= S= BM 0| 22|5H0] 20lI5kE= Z40] 5 LT EtAF O Z 2]

Bl |O]42F HlSt, Axis ZX|Of| A OJALE O E2|H 0| M2 X|AHSt= A0| &
L|C

AXIS OS H{ ™ o 2IHIolA 74 B

7.10 O]k Setup > Applications(d % > Of Z 2|7 0| M)
7.10 O] gt Settings > Apps(&A7d > )

>10.9 H

AXIS OS 12.0(2024 4 922 E| ACAP M{E0| =W20|0 7|20 2 S 3}5|0f QI OL}, H S S}S &~
U= SM0| M-S E LICE AXIS OS 13.0(2026'H 92 )F EH ACAP M H2 EH= Abgto|H, H| 2t 3t M
0| Si&L|Ct ACAP= AQEl 2= AXY| Axis §|O| B MIE{ L} Thales Luna Network HSM 70] Ot SHA|
XAl 4096H| E RSA 7191 7|QF SHA-512E AF28L0] ACAP EE O A M E L|C} Axis Y| E Q3 &t
X|0f|= ACAP M x| M0 ACAP M-S ZZ3}7| Q8| 4096H| E RSA 27 7|7} AFM 2E |0 Q&L

Ct. 371 7|&= Linux Y A|AHE 40| Axis H|E {3 ZHX[0f| X &HE Lt

o Lo —
CSC #4: IE| Z210| = X4 U 2T E9]0f| QTS 74
AMESHA| pi= MH|A 8L 7| 50| SE 2ot 20| £ X|= X2 S 2t /elS £0[7] 2[5f O
AHE MH|A 8L 7|53 H|2d3lots A0| S5 LICH AFESHA| Gie 3% Hlgdetd = = MH[&
9 7|52 At 3] Gotzel s A% ol dAle.

H UEH 0] & MM
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Axis Z X0 = ArEAL7L BE Bt M E Sof X0 AMAe = U T St= & M 7L A LICH

dHEO| A= 1, FAl 22| A X 2 flet 8=0|H, o= 27| flet SE0|AELLE 2

AN Ol 2 S (3 AL opg L L.

LA A Y SO Axis FX[2f &= HESEE S EL|= S20[UE= Ty e A|L-(VMS)

= ZHX| 22| Z51(0f|: AXIS Device Manager) 2 Q1 L|Ct. A|AE AL X}7} Axis ZHX|Off 21 © 25t =

583l M= o ELICt

AXIS OS 9.508 Ef = Axis ZX|2| & QIE{H| 0| A5 H|2-dotet 4= ASL|CH A|AF 0| Axis TX| S HY

I (£ = AXIS Device Manager0i| F=7hot 20 = =% L AFEA7F A Bt XE S HX|of Hog

T A= U2 MAHSH7 | E AT LLICE O|FA St H =& LHO| M FA| A IHALEI SRE= B

F F7HHQl Hot A 50| A EL|ct O QhEor (el 2 g ID HZ 22| (IAM) O 7 | El A, 23l El ==

Hd, A 75 YK E Qo 22 7|52 HSdt= T & O E2|7H|0| 82 &l Axis ZX|0f Cigt HZ2

= Moz 4785l= AYLICt

AXIS OS HH 8 HEHOA Y B2

7.10 |8t e gls

7.10 O] 2t Settings > System > Plain config > System >
Web Interface Disabled(&d7d > A|AH > dt
74 > A28 > 2 QIE{H 0|~ H| 2 )

>10.9 System > Plain config > System > Web
Interface Disabled(A| A Bl > QHE 1A > A|AH
> 2l OIE{TH 0| A H|ZHA3})

MBEIX| ¥2 =C|H HEHI ZE

AXIS OS 11.2E E= AXIS S30088 & o2 HEQ I ZTEJ} Y= AKX 0| HESQ A ZEO| PoE ! 1|
EQ3 EgfEE 25 HEE3IE = Qe SMO| FOEILICE AIRSIX| Q= HEQA ZEE &Y
AEN 2 9 X|SHH M ZEst 2o QI & RaE 4= USLIC

AXIS OS B & g oIHY oA L E H2

7.10 0|0t 3

7.10 OJ ot 5

>11.2 System > Power over Ethernet(A| A&l > PoE
(Power over Ethernet))

HEHI AM =2EZ

Bonjour, UPnP, ZeroConf 5! WS-Discovery S LLDP/CDPQ}t Z2 M T2 EZ 2 | E QA 0| A| Axis
XS E MH|AE &lA &2 = JUEE X[ St MH[ARL|CE X[ E HfZZ5H 0 VMSO|| Z=7tot
20| ZM T2 EZ3 H2H3510], Axis X7t HELQI IO EXHBICHE AMY 2 L 2| X| Z5HA|

< |m

AXIS OS HX H AHE oA T HAE

7.10 O] 2t Setup > System Options > Advanced > Plain
Config > Network > Network Bonjour Enabled,
Network UPnP Enabled, Network ZeroConf
Enabled, Network UPnP NATTraversal Enabled
(87 > AAE M > 03 > Aut 34 > Y E
A3 > HELA Bonjour 243} HERA
UPnP & M3} HEL 3 ZeroConf &M 3} HE
2|3 UPnP NATTraversal 2t g}h)*
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AXIS OS B~ H CIH

=l

o2 7Y H=

~| = o
Sk el S

7.10 O] 3t Settings > System > Plain config > Network >
Network Bonjour Enabled, Network UPnP
Enabled, Network ZeroConf Enabled, Network
UPNnP NATTraversal Enabled(&d > A|AH! >
g e > HEQA > 4 ES3 Bonjour 43},
H E %3 UPnP &/43}, 4 EL3 ZeroConf &t
M3} 4 Ef 3 UPnP NATTraversal 24 3h)*

Settings > System > Plain config > WebService
> Discovery Mode(M 7 > A|AH > QHE 1
> WebService > A @ E)

>10.9 Settings > Plain config -> Network > Bonjour
Enabled, UPnP Enabled, ZeroConf Enabled(4d
> dut 7 -> H EL{3 > Bonjour &/d3},
UPNnP &3}, ZeroConf 243}

System > Plain config > WebService >
DiscoveryMode > Enable WS-Discovery
discoverable mode(A|AH! > B 1AM >
WebService > ZAM B E > WS-Discovery Z A4
s RE 2d%h

> 1111 AAE > {EQD > {EQI HM TZ2EE >
LLDP Q! CDP**

*7le2 AXIS 10.1200| M HAEZ AL, O] A M= AL &= Sl&LICH

“* LLDP % CDPS 1131 PoE % 21 B 410 K| 0| 42 4 gLt

dE 3H

7| E™ 03 Axis Bl 4 EQTALo| 20| EQF HTTP(S) O1ZS 232t [If, &= Basic Device

Info VAPIX API(https.//developer.axis.com/vapix/network-video/basic-device-information/) & S|
X} AFR =901 Apache, OpenSSL 3 AXISOS AZEQ|0{Q| 7|2 A MEE ZJ|gtL|Ct.

0| ME = Rapid7, Tenable Nessus 52| HEQ(A EOt A7l EE= HEQT DL EHE A|AHO|

Axis ZHX0] O[3 Z #QFH S A7HS[= O W=~ QI L[T}. Of & & JF 810 B 0] 2{3t 0f =2|# 0 M 0|

Axis 20| 4 2BH2 7| RHESIX| @S 4 QIS LICH LHIH o2 AsE Hi 2712 Sl KA
HNOZ AZ3lL 2 QA3 A2 ARBILICE 0= AZEY 0] H|0|E, Ag 0l4], BLIEZ U Axis
xx|of obFst 2 ¥ S QXIBIE O £20| &7 HE LT

JELE LS ARO[ HOFH T WA ME MR BIHE A Asks}ALE 2| HEASS|OF SL ot

0| QT AR S F48 £ QR = HE 2702 HBABSts 1A Di2t0|E{7} O R E|of A& LIch 1
2Lt Axis A2 Argtof el AA[S 2 9st el A4l B2 SX|3Hs ZLo|TF 0] 7|58 12
siet 72 ARSI

Apache/OpenSSL HF

HTTP(S) 12 5 & =52 Z0|7| S8} HTTP(S) Mb] 8T 2 b2 4sfsts 842 AXIS OS 1065
£ M S &Lk,
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AXIS OS X H oIHE oA L d H2

7.10 O]t SIE gl
7.10 O] 3t Settings > System > Plain config > System >

HTTP Server Header Comments(& 7 > A|AH]
> QB 7 > A|AR) > HTTP AJH 8o 419)

>11.11 https.//IP_OR_HOSTNAME/config/web-ui/
swagger-ui/?url=/config/discover/apis/basic-
device-info/v2/openapi.json#/basic-device-
info.v2beta/patch_basic_device_info_v2beta_
allowAnonymous

{

“data”: false

}

Qe

HEXS 7t Etet 20| Axis B4 ZA| YIFo MEME 7|2Xoz QL /&3 &l 0t0|3 7|
SO| H[Z g5 QSLCL 2L 7| 50| 2RSIEHH ALE 0| o o= <

Axis QIE{F 1t HEQA AL|H 5§ QL2 /=8 8 0t0|3 7| 50| A X2l Axis M| &
R7|Is0l 7|22z gt AEH Tt

2L R 7|5& MESHA| 0T HZE deots As 8L

=2
x
rir
to
ﬂ

AXIS OS B & g oIHY oA L E H2

7.10 O] 2t Setup > System Options > Advanced > Plain

Config > Audio > Audio A* > Enabled(&7d >
ANAE 4> 03> Adt 2N > QL9 > @
C|@ A* > 23}

7.10 Ojgt Settings > Audio > Allow Audio(d7d > QC|2
> QLR 58)
>10.9 Audio > Device settings(2C|2 > &X| A7H)
SD7lc &&
Axis K| = FE S =210 24 AX| AE2[X|E MS5t7| 6l SD 7tEE StLt O] & X| gL T}
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7.10 O] 2t Setup > System Options > Advanced > Plain

Config > Network > ARP/Ping(&2d > A|AH
eM>ng > Addt 1M > 1{{EQ3 > ARP/

Ping)
7.10 O]gt S s
>109 s ela
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AXIS OS H H g Qe o[A 78 2
7.10 O]t Setup > System Options > Advanced > Plain

Config > HTTPS > Allow TLSv1.0 and/or Allow
TLSVII(AE™E > A2 SM > g > et 1
> HTTPS > TLSv1.0 5{ & Sl/EE= TLSv11 5 &)

7.10 O] 3t Settings > System > Plain config > HTTPS >
Allow TLSv1.0 and/or Allow TLSVL.1(A™ > A|
AH > Qdk 1A > HTTPS > TLSv1.0 38 9/t
= TLSV11 | 8)

>109-11.11X System > Plain config > HTTPS > Allow TLSv1.0
and/or Allow TLSVL.I(A|AE! > HF 1M >
HTTPS > TLSv1.0 5{ & Sl/EE= TLSv11 & 8)
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7.10 O|at

Setup > System Options > Advanced > Plain
Config > System > Access log(&7d > A[AH F
M> 03> Aot > AAES N A 27)

7.10 O] 2t Settings > System > Plain config > System >
Access log(&d ™ > A|AH! > Qb 1M > A|AH
> MM A =)

> 109

System > Plain config > System > Access log
AAR > At 3y > A28 > Hx 2 27)
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2x VAPIX APl &=
O/ALE HEQ 3 ZE S| POE H| 243 http://ip-address/axis-cgi/nvr/poe/

setportmode.cgi?port=X&enabld=no

DAL HEQT ZEO| Y EYT E)T H
gyop

http://ip-address/axis-cgi/network
settings.cgi

{ "apiVersion": "1.17", "method":
"setDeviceConfiguration", "params": {
"deviceName": "ethl.1",
"staticState": "down" } }

Bonjour A Z Z EZ H|2H4 D}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.Bonjour.
Enabled=no

UPnP {4 2 = 2 b 23}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.UPnP.
Enabled=no
https://ip-address/axis-cgi/param.
cgi?action=update&Network.UPnP.
NATTraversal.Enabled=no

WebService Z4 4 T 2 £ Z H| 23}

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
DiscoveryMode.Discoverable=no

0O3C(One-Click Cloud Connection) H|2HM 5}

https://ip-address/axis-cgi/param.
cgi?action=update&RemoteService.
Enabled=no

YA SSH R A 2= AHAM A HIZHE 2}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.SSH.
Enabled=no

A FTP R A 24~ A M~ B 2L}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.FTP.
Enabled=no

ARP-Ping IP =4 4 H| 2+ 3}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.
ARPPingIPAddress.Enabled=no

Zero-ConfIP =2 714 H| 2t 3

http://ip-address/axis-cgi/param.
cgi?action=update&Network.ZeroConf.
Enabled=no

HTTPSGCH 2HM 5}

https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.admin=https
https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.operator=https
https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.viewer=https

TLS 1.2 Y TLS 1.38+ 2+4 3

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS1l=no
https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS11=
no
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B x
= =

VAPIX APl = &

TLS12 Hot 2t 1M

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.Ciphers=
ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-
RSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES256-GCM-SHA384 :ECDHE-RSA-AES256-
GCM-SHA384 :ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305

https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.
ActivatePasswordThrottling=on
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSBlockingPeriod=
10
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSPageInterval=1
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-cgi/param.
cgi?action=updateé&System.
PreventDoSAttack.DoSSitelInterval=1

AZEE HEI| 8 B2S

https://ip-address/axis-cgi/param.
cgi?action=update&System.EditCgi=no

0|

SYE ALEAL HM A 22 2 Y5}

https://ip-address/axis-cgi/param.
cgi?action=update&System.AccessLog=
On

fot

ONVIF Zj 4 &4 B 245}

o

Il

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
UsernameToken.
ReplayAttackProtection=yes

SA] 2 OIE T O] & A~ H2ESt

https://ip-address/axis-cgi/param.
cgi?action=update&System.
WebInterfaceDisabled=yes

HTTP/OpenSSL A1 & H| 282t

https://ip-address/axis-cgi/param.
cgi?action=update&System.
HTTPServerTokens=no

o/ FO 9 PTZ M|~ b/ 23

https://ip-address/axis-cgi/param.
cgi?action=update&root.Network.RTSP.
ProtViewer=password
https://ip-address/axis-cgi/param.
cgi?action=update&root.System.
BoaProtViewer=password
https://ip-address/axis-cgi/param.
cgi?action=update&root.PTZ.
BoaProtPTZOperator=password
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25 VAPIX APl = &
=
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Hoto] ZR3FACAP Of Z2[#/0/M9l 4 | http://ip-address/axis-cgi/
=N applications/config.cgi?action=
set&name=AllowRoot&value=false

MY E|X] &2 ACAP O Z2|#0| M X BtX] | http://ip-address/axis-cgi/
applications/config.cgi?action=
set&name=AllowUnsigned&value=false

*port=X"0f| A “"X"E AMHN EZE HS Z HHEL|CL Off: “port=1"2 L E 1 H|ZMH3}5I 10 “port=2"&=
ZE D= |:||2|-A‘|9_|-0H_| C}.
*x ”ethl.l”OﬂA-I "1"S AN ZE HS 2 HiEL|CE O: "ethl.1"2 ZE 18 H|243}15110 "ethl.2"= &
E 25 H|gdztetL|Ct
o 1% ofLfof 20 e) 2101 A= ATj A| S240[8lE P £} 102 S0t AergLCh HO|X| 2
302 O|L{of Hujot 2780 AS WHOICHD XPEF 7|17+0] 10 o AFE L C}

AXIS Device Manager (Extend)E £¢t 7| 2 HOl L3}
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