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Access control Access control management

Local user device management with password complexity indicator

Federated user device management through OpenlID Connect (RFC6749, 1.3.1 Authorization Code)
providing ADFS-integration that unlocks features such as password complexity enforcement, rotation,

automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality

Application Application security
TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)

Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog

Operating system Encryption and data protection

OpenSSL 1.1.1 and 3.0

X.509 certificate PKI and cryptography
Transport layer security (TLS 1.2/TLS 1.3)

SD card encryption (AES-XTS-Plain4 256bit)
Encrypted file system (AES-XTS-Plain64 256bit),

Signed video

Default security

HTTPS enabled by default
Brute-Force Delay Protection
Host-based Firewall

Network time security (NTS)
Insecure TLS versions disabled
UART/Debug port disabled

AXIS OS Operating System

Privacy

Use of diagnostics data
Minimalistic approach to how much
customer-specific data should

be stored

Enterprise network security

|EEE 802.1X (network access control)
|EEE 802.1AR (secure device identity)
|EEE 802.1AE (MAC security, MACsec)

Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache,
Curl and others.
Active track for feature growth and 5-year long-term support tracks (LTS) for 3rd party integration and backwards-compatibility use cases.

Hardware root-of-trust

ARM-based system-on-chip (SoC) security

Trusted Execution Environment (TEE/OP-TEE)
Trusted platform module (TPM 2.0), Secure element

Silicon assisted
security (chip)

Secure key storage

Tamper-protected storage and operation of cryptographic keys
such as customer uploaded private keys, video signing keys and
the Axis Device ID.

Security foundation  Axjs Security Development Model Compliance Trusted device identity
Axis security development model (ASDM) FIPS 140 Axis Edge Vault cybersecurity platform
3rd party penetration tests ETSI EN 303 645 Secure boot with Signed OS (code-signing)

Bug bounty program with Bugcrowd Axis Device ID (IEEE 802.1AR)

Software Bill of Material (SBOM)
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® Axis device ID
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7.10 O] 2t Settings > System > Plain config > System >
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7.10 O] 2t Setup > System Options > Advanced > Plain

Config > Network > Network Bonjour Enabled,
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7.10 O] 3t Settings > System > Plain config > Network >
Network Bonjour Enabled, Network UPnP
Enabled, Network ZeroConf Enabled, Network
UPnP NATTraversal Enabled(A&d7™d > A|AHl > &
g e > HEQA > HE<S/3 Bonjour &3},
HEL3 UPnP 243}, 4 ER A ZeroConf &t
A3} 4 EQ 3 UPnP NATTraversal 24 3h)*

Settings > System > Plain config > WebService
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Enabled, UPnP Enabled, ZeroConf Enabled (4]
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7.10 O] 3t Settings > System > Plain config > System >
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> gk g > AL > HTTP AH 5|5 &3)
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>1111 https://IP_OR_HOSTNAME/config/web-ui/
swagger-ui/?url=/config/discover/apis/basic-
device-info/v2/openapi.json#/basic-device-
info.v2beta/patch_basic_device_info_v2beta_
allowAnonymous

{

"data": false

}
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7.10 O] 2t Setup > System Options > Advanced > Plain

Config > Audio > Audio A* > Enabled(&d 7% >
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Ll A* > 2d3})

7.10 O 8t Settings > Audio > Allow Audio(d7d > QLC|2
> QL2 5{8)
>109 Audio > Device settings(2C|2 > &X| 4H)
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> AAH SM > HOE > HTTPS)

7.10 O] 2t Settings > System > Security > HTTP and
HTTPS(A & > A| ARl > &0OF > HTTP =
HTTPS)

>10.9 System > Network > HTTP and HTTPS(A| A &l

> |EQ3 > HTTP L= HTTPS)
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https://help.axis.com/axis-os-knowledge-base#identity-and-access-management

AXIS OS

2x VAPIX APl &=
O/ALE HEQ 3 ZE S| POE H| 243 http://ip-address/axis-cgi/nvr/poe/

setportmode.cgi?port=X&enabld=no

DAL HEQT ZEO| Y EYT E)T H
gyop

http://ip-address/axis-cgi/network
settings.cgi

{ "apiVersion": "1.17", "method":
"setDeviceConfiguration", "params": {
"deviceName": "ethl.1",
"staticState": "down" } }

Bonjour A Z Z EZ H|2H4 D}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.Bonjour.
Enabled=no

UPnP {4 2 = 2 b 23}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.UPnP.
Enabled=no
https://ip-address/axis-cgi/param.
cgi?action=update&Network.UPnP.
NATTraversal.Enabled=no

WebService Z4 4 T 2 £ Z H| 23}

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
DiscoveryMode.Discoverable=no

0O3C(One-Click Cloud Connection) H|2HM 5}

https://ip-address/axis-cgi/param.
cgi?action=update&RemoteService.
Enabled=no

YA SSH R A 2= AHAM A HIZHE 2}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.SSH.
Enabled=no

A FTP R A 24~ A M~ B 2L}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.FTP.
Enabled=no

ARP-Ping IP =4 4 H| 2+ 3}

https://ip-address/axis-cgi/param.
cgi?action=update&Network.
ARPPingIPAddress.Enabled=no

Zero-ConfIP =2 714 H| 2t 3

http://ip-address/axis-cgi/param.
cgi?action=update&Network.ZeroConf.
Enabled=no

HTTPSGCH 2HM 5}

https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.admin=https
https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.operator=https
https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.viewer=https

TLS 1.2 Y TLS 1.38+ 2+4 3

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS1l=no
https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS11=
no
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https://help.axis.com/axis-os-hardening-guide#unused-physical-network-ports
https://help.axis.com/axis-os-hardening-guide#unused-physical-network-ports
https://help.axis.com/axis-os-hardening-guide#unused-physical-network-ports
https://help.axis.com/axis-os-hardening-guide#network-discovery-protocols
https://help.axis.com/axis-os-hardening-guide#network-discovery-protocols
https://help.axis.com/axis-os-hardening-guide#network-discovery-protocols
https://help.axis.com/axis-os-hardening-guide#one-click-cloud-connection
https://help.axis.com/axis-os-hardening-guide#ssh-access
https://help.axis.com/axis-os-hardening-guide#ftp-access
https://help.axis.com/axis-os-hardening-guide#arp-ping
https://help.axis.com/axis-os-hardening-guide#network-discovery-protocols
https://help.axis.com/axis-os-hardening-guide#https-only
https://help.axis.com/axis-os-hardening-guide#outdated-tls-versions

AXIS OS

B x
= =

VAPIX APl = &

TLS12 Hot 2t 1M

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.Ciphers=
ECDHE-ECDSA-AES128-GCM-SHA256: ECDHE-
RSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES256-GCM-SHA384 :ECDHE-RSA-AES256-
GCM-SHA384 :ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305

https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.
ActivatePasswordThrottling=on
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSBlockingPeriod=
10
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSPageInterval=1
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-cgi/param.
cgi?action=updateé&System.
PreventDoSAttack.DoSSitelInterval=1

AZEE HEI| 8 B2S

https://ip-address/axis-cgi/param.
cgi?action=update&System.EditCgi=no

0|

SYE ALEAL HM A 22 2 Y5}

https://ip-address/axis-cgi/param.
cgi?action=update&System.AccessLog=
On

fot

ONVIF Zj 4 &4 B 245}

o

Il

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
UsernameToken.
ReplayAttackProtection=yes

SA] 2 OIE T O] & A~ H2ESt

https://ip-address/axis-cgi/param.
cgi?action=update&System.
WebInterfaceDisabled=yes

HTTP/OpenSSL A1 & H| 282t

https://ip-address/axis-cgi/param.
cgi?action=update&System.
HTTPServerTokens=no

o/ FO 9 PTZ M|~ b/ 23

https://ip-address/axis-cgi/param.
cgi?action=update&root.Network.RTSP.
ProtViewer=password
https://ip-address/axis-cgi/param.
cgi?action=update&root.System.
BoaProtViewer=password
https://ip-address/axis-cgi/param.
cgi?action=update&root.PTZ.
BoaProtPTZOperator=password
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https://help.axis.com/axis-os-hardening-guide#https-ciphers
https://help.axis.com/axis-os-hardening-guide#prevent-brute-force-attacks
https://help.axis.com/axis-os-hardening-guide#script-editor-environment
https://help.axis.com/axis-os-hardening-guide#access-log
http://help.axis.com/axis-os-hardening-guide#onvif-replay-attack-protection
https://help.axis.com/axis-os-hardening-guide#disable-web-interface-access
https://help.axis.com/axis-os-hardening-guide#https-server-headers
https://help.axis.com/axis-os-hardening-guide#credentialed-access

25 VAPIX APl = &
=
=

Hoto] ZR3FACAP Of Z2[#/0/M9l 4 | http://ip-address/axis-cgi/
=N applications/config.cgi?action=
set&name=AllowRoot&value=false

MY E|X] &2 ACAP O Z2|#0| M X BtX] | http://ip-address/axis-cgi/
applications/config.cgi?action=
set&name=AllowUnsigned&value=false

WHBL|CE of: "port=1"2 L E 1 & H|&H 3}l "port=

2'"EEZE2EH ol .
o "ethl.l"9_| "1"S AN ZE HS 2 HHEL|CE 0 "ethl.1"2 ZE 18 H|& 316110 "ethl.2"= &
E 2= |:||§I-A-|2|.'<'5I- L|C}.
w5 125 O| LY Off 208 IE:LO._l AME 4
302 O|LY o *'ﬂH°F 273 of

* "port=X"0j| A{ "X"% AN ZE Ho 2
g )

Al SEIO|UE IP =27} 102 HErE LICE T O] x| 2+
|- (6: PN

(@)
DoS At 7]7H0] 10X O 4&HEIL]

>

AXIS Device Manager (Extend)E £¢t 7| 2 HOl L3}

AXIS Device Manager 9 AXIS Device Manager ExtendE AtE510] 7/ 2 22t Zt2f, on page 150f| A
CrE A of| 2t Axis ZX| o] B otg Zatet 5= /S Ef o| ¢ f°’° A& A| 2. 0| = VAPIX
AMEE@WEE@H%#mmwe%wumHHWEmw?g Moz 0|20/M ASLICE

of tef 2ot Zehs 2 LF 7|S0| MAZAL 22, FX[2] AXIS OS HHEM EF 7
s *E”é*,% 5 O] & Afﬂ*}XI 2% 4= Q& L|C} AXIS Device Manager 3 AXIS Device Manager
Extendi= 43 T+ d0|A 0|20t 82 X522 HAELICH

H| D
T TS A2 B B Axis A = HTTPSZ B T 5|0, 2 OIE{T|0| A& b2 2tElLiCh of
NS HASHALE F7kets S B et 74 Trao) 250 7Hselic

Hot g

Axis security notification serviceE 7+ =610
21 & 5 O} Axis XHK| 2 OFM B} A| H st gt

2014 2 S Hor 2
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https://help.axis.com/en-us/axis-os-hardening-guide#applications
https://help.axis.com/en-us/axis-os-hardening-guide#applications
https://www.axis.com/dam/public/92/1e/5d/axis-os-hardening-configuration-en-US-499645.cfg?v=20250918075334
https://www.axis.com/support/cybersecurity/security-notification-service
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