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for Axis edge devices
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®|ﬂ Access control

Operating system

Ccrmm—
Application

i
Silicon assisted
security (chip)

Security foundation

Access control management

Local user device management with password complexity indicator
Federated user device management through OpenlD Connect (RFC6749, 1.3.1 Authorization Code)
providing ADFS-integration that unlocks features such as Password complexity enforcement, rotation,

o

automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality

Application security

TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)
Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog.

Encryption and data protection
OpensSSL 1.1.1 and 3.0

X.509 certificate PKI and cryptography
Transport layer security (TLS 1.2/TLS 1.3)

SD card encryption (AES-XTS-Plain64 256bit)
Encrypted file system (AES-XTS-Plain64 256bit),
Signed video
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AXIS OS Operating System

Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache, Curl and others.
Active track for feature growth and 5-Year Long-Term Support tracks (LTS) for 3" party integration and backwards-compatibility use cases.

Secure key storage
@ Tamper-protected storage and operation of cryptographic keys

such as customer uploaded private keys, video signing keys and

Hardware root-of-trust

ARM-based system-on-chip (SoC) security

Trusted Execution Environment (TEE/OP-TEE)
Trusted platform module (TPM 2.0), Secure element

Secure software development

Axis security development model (ASDM)
37 party penetration tests
Bug bounty program with Bugcrowd

Software Bill of Material (SBOM)

Default security

HTTPS enabled by default
Brute-Force Delay Protection
Host-based Firewall

Network time security (NTS)
Insecure TLS versions disabled
UART/Debug port disabled

N

the Axis Device ID.

FIPS 140-2
ETSI EN 303 645

Certification
Common criteria CC EAL4+ / EAL6+

BE-TREARAENIETRBEGUESEFNRERER,

REEHA

Privacy

Use of diagnostics data

Minimalistic approach to how much @
customer-specific should be stored

Enterprise network security
IEEE 802.1X (network access control)
IEEE 802.1AR (secure device identity)

|EEE 802.1AE (MAC security, MACsec)

o

Trusted device identity
Axis Edge Vault cybersecurity platform
Secure boot with Signed Firmware (code-signing)

Axis Device ID (IEEE 802.1AR)
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Axis Edge Vault
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Axis Edge Vault
cybersecurity platform

Cryptographic Features Use cases
i |
computing modules v Secure boot v/ Supply chain protection
v Secure element v Signed firmware v Trusted device identity
v TPM 2.0 v Axis device ID v Secure key storage
v SoC security (TEE) v Secure keystore v Video tampering detection

v Signed video
v/ Encrypted file system
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algorithm
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Signature algorithm
+ public key

o]

MEHMER , 552 E Axis Edge Voult LRIA R E,

RLFM
CSC#2 : BlEEEN BB AR
RZH Ais RIFHEEZLHBIEF  URBRIENTEY., KRBT ILEBBEE WM Axis 52 iF.

Root file system

Root of trust - —| Boot ROM |— + —| Bootloader |— + —| Linux kernel |— + —
| | |
I I I
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Verifies Verifies Verifies
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Secure keystore

* Axis device ID

* Video signing key
* Access control keys
* Filesystem keys

* Customer-loaded keys
- |EEE 802.1x
- HTTPS
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ACAP Applications =
- User accounts Factory default Q
wsdeuee Decomsg
In service ® | User configuration
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AXIS OS 2018 LTS - Security Updates Timeline

2018 2019 2020 2021 2022
8.40.2 May 8.40.3.2 February 8.40.4 July 8.40.4.2 April 8.40.4.4 January
OpenSSL Linux kemel Apache CURL Apache
CURL CURL OpenSSL CURL
8.40.2.2 July
OpenSSH OpenSSL 8.40.4.3 October OpenSSL
OpenSsL 8.40.41  November Apache 8.40.4.5 May
TLSv1.3 Apache CURL Apache
OpenSSL
8.40.31 Decem- OpenSSH P
8.40.4.6 Jul
Apache OpenSSL y
Apache
OpenSSL
CURL
OpenSSL
8.40.4.7 October
CURL
OpenSSL
8.40.4.8 December
CURL
OpenSSL
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MREERERERE,

MEBFHMEN , 5520 AXIS 05 H & E 1 R 15 7 5070 £,

AXIS B R IR A WMENERERE
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=/ RME FTP #EE T HY https://ip-address/axis-—

cgi/param.cgi?action=update
&Network.FTP.Enabled=no

2 /5 ARP-Ping IP {Z 4t R E

https://ip-address/axis-
cgi/param.cgi?action=update
&Network.ARPPingIPAddress.Enabled=no

2 /F Zero-Conf IP {4t RE

http://ip-address/axis—
cgi/param.cgi?action=update
&Network.ZeroConf.Enabled=no

Z R F HTTPS

https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.admin=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.operator=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.viewer=https

ERFTIS 1.2 TS 1.3

https://ip-address/axis-
cgi/param.cgi?action=update
&HTTPS.AllowTLS1=no
https://ip-address/axis-
cgi/param.cgi?action=update
&HTTPS.AllowTLS11=no

TS 1.2 £ ZHRE

https://ip-address/axis-
cgi/param.cgi?action=update
&HTTPS.Ciphers=ECDHE-ECDSA-AES128-GCM-
SHA256 : ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-
ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-
AES256-GCM-SHA384 : ECDHE-ECDSA-CHACHA20~-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305:DHE-
RSA-AES128-GCM-SHA256: DHE-RSA-AES256-GCM-
SHA384
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REAPIIER

A&

VAPIX AP| WEMY

BIE F BAEHEEAR ™

https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.ActivatePasswordThr
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSBlockingPeriod=1
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPageInterval=1
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSiteInterval=1

pttling=on

MBS RE

https://ip-address/axis-
cgi/param.cgi?action=update
&System.EditCgi=no

R K Z RS 7 B A b ac 8%

https://ip-address/axis-
cgi/param.cgi?action=update
&System.AccessLog=0n

B ONVIF EFE B B (R E

https://ip-address/axis-
cgi/param.cgi?action=update
&WebService.UsernameToken.ReplayAttackProtec

rion=yes

R R IE# R ) B 77 5K

https://ip-address/axis-
cgi/param.cgi?action=update
&System.WebInterfaceDisabled=yes

2 /5 HTTP/OpenSSL 1a iR 75 #Z58

https://ip-address/axis-
cgi/param.cgi?action=update
&System.HTTPServerTokens=no

FHEZBEEZMNPIZ 7H

https://ip-address/axis-
cgi/param.cgi?action=update
&root.Network.RTSP.ProtViewer=password
https://ip-address/axis-
cgi/param.cgi?action=update
&root.System.BoaProtViewer=password
https://ip-address/axis-
cgi/param.cgi?action=update
&root.PTZ.BoaProtPTZOperator=password

B 1t 28 root BEHRAT ACAP FESHFE=L

http://ip-address/axis-
cgi/applications/config.cgi?action=set
&name=AllowRooté&value=false

By 1 2k R ACAP E/FEE

http://ip-address/axis-
cgi/applications/config.cgi?action=set
&name=AllowUnsignedé&value=false

A X BB Tport=X_ BRI EBEEELRE, HH
1 ;ju B Teth1.1, HHEIELEGE, FH -
DoS ﬁ/ﬁﬂﬁﬁf 10 &%

Tethl.1, FEE/HEEE T,
BB 20 KFEHE , FHEHKIP (L1 AHEH T 10 B, 30 B IFLY 555 P59 7 1676 48 € B 58 R 255 B B

Tport=1, FEE/HERELE 1, "port=2, FIE/HERELE 2,
Teth1.2, FEE/ERLE 2,
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REAPIIER

%18 AXIS Device Manager (I B) T E XKML

& T LA{E A AXIS Device Manager F AXIS Device Manager Extend , iR HEN EBEE L Axis i iE. FRLLREEFE (H
EHFIHBERAEREER).

EIBH BN AXIS ERRBRATFEFBRAEARTLERE  DACEHEERRE
AXIS Device Manager #1 AXIS Device Manager Extend #% B B) #8538 {L 52 E F BRI ER

L

BB T L ELRA RS,
Lo

FTERERRE , Ais RIGKREREHTPS, YEBPENEREER. ETUEBHNBRAFES
BRBHEREURERE.
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