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Axis Communications LI R ERRBAVRRGT. FARMASFERRRZLREER , USTHEMBRETEHBERETRER
BAHEREzER. TiB  BESESHESENEHEESLARERR, HREREXENRE. Z2WREIRA
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KIEFBFAESHE AXis ¥BBRAREERENASRMEMNES., HPERBRENEERENELIER (BTH
FENREEZMAZE), FUEESHERNERAFTFMUTHENMETEERE, BEE , Axs RIBEEET
AXIS0S 7.10 F 109 WHBENHEFH , EFHEBRR,

BETEAERE
AREBREAGREMENHTNARERE. ARREREBRMBERZEN AXS EXRRRETMEFRTRE :

AXIS fE# R FARA WENERERR
<7.10 BRE > REIBE > 4 M > IEEE 802.1X,
7.10 HES>RiE>FD
> 109 Rk >%2
)|
AIEFBERARBIT AXSOS (LTS HEBXEIE) WFTHE AXISOS ER , AREIIT 4xx M sxx WERE M.
ClIs REBER&

BMEREEABRAERZTEHO (CS)2FE 8 RAMEAN S ERBEEMANMBR L LERER, QS EHNNBL
SANS Top 20 BB R &2 4 , Rt 18 WHEERL2H (CSO) , RENRBREBTEERNBRLABER,

AIEFER BB EEC EEHIG CSCARHR (CSC#) RE|ABEBREEH, NE CCHEIINWFHMEED , F2H8
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Axis RIFERRRBERE. F-LERERHTTELRE. ELRMIREHARBESINLE  AERZNEBLEEER,

AXISOSZ = RBE A BMAXIS OSHEB L IhEE, TENBLLERRB. WEREHEM. AXSOSIEERFELIRIE
ARNMERERHE,

Access control Access control management Privacy
Local user device management with password complexity indicator Use of diagnostics data
Federated user device management through OpenID Connect (RFC6749, 1.3.1 Authorization Code) Minimalistic approach to how much
providing ADFS-integration that unlocks features such as password complexity enforcement, rotation, customer-specific data should
automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality be stored

Application Application security
TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)
Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog

Operating system Encryption and data protection Default security Enterprise network security
OpenSSL 1.1.1 and 3.0 HTTPS enabled by default |EEE 802.1X (network access control)
X.509 certificate PKI and cryptography Brute-Force Delay Protection |EEE 802.1AR (secure device identity)
Transport layer security (TLS 1.2/TLS 1.3) Host-based Firewall IEEE 802.1AE (MAC security, MACsec)
SD card encryption (AES-XTS-Plain64 256bit) Network time security (NTS)
Encrypted file system (AES-XTS-Plain64 256bit), Insecure TLS versions disabled
Signed video UART/Debug port disabled

AXIS OS Operating System

Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache,
Curl and others.

Active track for feature growth and 5-year long-term support tracks (LTS) for 3rd party integration and backwards-compatibility use cases.

Silicon assisted Hardware root-of-trust Secure key storage

security (chip) ARM-based system-on-chip (SoC) security Tamper-protected storage and operation of cryptographic keys
Trusted Execution Environment (TEE/OP-TEE) such as customer uploaded private keys, video signing keys and
Trusted platform module (TPM 2.0), Secure element the Axis Device ID.

Security foundation  Axis Security Development Model Compliance Trusted device identity

Axis security development model (ASDM) Common Criterial EAL Axis Edge Vault cybersecurity platform
3rd party penetration tests FIPS 140 Secure boot with Signed 0S (code-signing)
Bug bounty program with Bugcrowd ETSI EN 303 645 Axis Device ID (IEEE 802.1AR)

Software Bill of Material (SBOM)
R—TEEARYEHIPETRRBGUABESEFNRBMEE,

HRAFH
CSC#e : DEAENBBY ELMERTE
EREERATB LN , Ads RETEEE,

REEHESRRER  REEREAENNEAERE/BRRBRETEIRE  AFNEEEYRN/IAXERR. B
MAEBRECEABMARCRETINN® , INERETRESSHEEES,

BETHRNARERBER , F2E AXIS 05 HI# E 8 175
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FERERT , Ais RIEPERARLPEENRRBEADENRE, EUXRPETUAFIERS,

i 2 R L 3

HTTP 80 TCP —fRHTTP RE |, HINBE
AEZE. VAPIX F ONVIF
APl /I = edge-to-edge i@
Eﬂ:*

HTTPS 443 TCP — X HTTPS RE , fIMBEE
A Eﬁﬂx VAPIX F1 ONVIF
APl N TE = edge-to-edge &
nﬂ*

RTSP 554 TCP H Axis 5B AR E®R/IZA

BR

RTP i B IR R ubP i Axis R AR &/ F

B

UPnP 49152 TCP HE=FEARSARE
B UPnP IRERBAMERE
Axis FX 1@ 3EE : £AXIS 0S
NHPERBEM. 0

Bonjour 5353 UDP HE=FEAEXAR
EIB mDNS HRZRE AW E
(Bonjour) ¥R 3R Axis 5% fiE

SSDP 1900 ubp HEIHFERAEXARE

iB SSDP (UPnP) #R 2 Axis 5%
HERE : EAXISOS 1271 FE
BAER, 0

WS-Discovery 3702 ubP HE=ZFERAEXARNE
iB WS-Discovery @ 175 &
(ONVIF) #R % Axis 5% &

* 20 2E edge-to-edge B & i #Y FATE S, 582 B Edge-to-edge I ¥ 5 7 o
**$REF RFC 6056 B B/ EEIELE B IBAIE, WEFMET , 7Z 5 Wikipedia X E 7 iF1E,

BEM2BESTREAREANRBREABENRE. FRAREARTURBREMANRBENTEEE ,
B AXIS 0S KNG E o 9 &= /F M55 2 1% 42

g, ERBFHMA Adis HRERKE (MAREIE) PNETRA/MENERAINGE  FBEE Ads HERNE
B ER@A/MENERANEREIENRE , HEERASBA.

B
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UART/{E 88T M
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ERER Axis BEMNREH—BITRRETHEE,

Axis Edge Vault (78 3% {7l IR 2%)

Axis Edge Vault 2 {RE Axis RBERZ 2N ERABRZLT A, EMERANZBREFEHE(ZS THEMTPM)EESCE
S(TEEMZHAKBER K TESEBERRFELENEELE, AxisEdge Vault AEBR BBV EEESHEEINRAE
Froot BEM, EXIETMEVRENFZEERIRBEEELCGENE , SRMERSRENER,

R+ RIBHEEAxis Edge Vault (B RRF) TEBABRNEZSRNBRES RO FFEBHRKRZEER,
Axis Edge Vault tHFE4R Axis RIBERAEFEBTESEENTRET,

Qe

Axis Edge Vault
cybersecurity platform

Cryptographic Features Use cases
i | .
computing modules Vv Secure boot V' Supply chain protection
v Secure element v Signed firmware v Trusted device identity
v TPM 2.0 v Axis device ID v Secure key storage
v SoC security (TEE) V' Secure keystore v Video tampering detection

v Signed video
v Encrypted file system

CEENDN
CSC#2 : BHFIEHBBEE

AXISOSER9.20. 1B, BEAMEE LWAXSOSIRAR , HELUNZRERBVNEFHXHERTE , LIEED
HEUMN X, EEHLEREBESIFEAELESIBRENER,
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algorithm
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! 1001100101
| | Hash value ’
Firmware If equal.. ———p Firmware verified

¥ 3

1001100101
. > Hash value

Signature algorithm
+ public key
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MEHMER , 552 E Axis Edge Voult LRIA R E,

REFAM

CSC#2 . BEFFEHBBEE
RZH Ais RIFHEEZLHBIEF  URBRIENTEY., KRBT ILEBBEE WM Axis 52 iF.

Root file system

Root of trust - —| Boot ROM |— + —| Bootloader |— + —| Linux kernel |— + —
| | |
I I I
] 1 ]

Verifies Verifies Verifies
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l' * Axis device ID
* Video signing key
Secure keystore * Access control keys

F‘\ Secure element * Filesystem keys

. Eﬂ * Customer-loaded keys
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s, - HTTPS

[k TEE ]

WMEFMER , 5520 Axis Edge Voult LA K &,

MENERRE

CSC #3 : ERRE

EEHFTUHRSEREAFIRALSEREYEBRNB FHREER , #ERRKPERER. B2, IREAE
8 Axis RN B R FZEER M/ IBELZ Axis 3216 |, Axis RIFREAGREERRFEASEEETRENREETR, &
Axis SR IBRAME , BERKE LN E A AES-XTS-Plain64256 U TN, EXLBEBBRED  EERERR K HR

&2 W B A LA Axis SRIGLEMER,

MEHMENR , 5520 Axis Edge Vault ERNA KR E,

2 BUA HTTPS
CSC#3 : BHRE

B AXISOS7.20#2 , ERBERTHEABEBRESHBERAHIPS , AR LEAREENER , UL AR ERES
TEo FEAXIS 0S 10104 ERRA AR | B2 /S H E HIEEE 802.1ARZ £ £ B ID/BF UK.

FERERT  MXSHEXRFKEEBRERNZLHEBHTP EE , TRAHBENRRERETHELRARARZ 24, &£
AXIS 0S 9.80 L4 L hRA~ e | AT {E B B STHTTPAZBEVAPIX APIZRER E H A HTTP(S)EE &

LN HTTP #2588 VAPIX API N EE I E R , S B VAPIX Library,
FEMBESHANAER HTIP EEMER , F2E AXIS 0S MBER W AKX HTTP £ 5,

AXIS 1E % R ARA WBENEZREER

<7.10 RIE > RIFIBEIE > £2 > HTIPS
7.10 RE > RiFE > T2 > HTTP F HTTPS
> 109 R > 8% > HTTP A0 HTTPS
BREARE

CSC#3 : BEHRE

FRRENAFREEAZRETIIRE  ABERETEBMEREERENE, Rit, RMEBREEABELS S
BE A MAREFAREFANFELSIRE. SHREERENRENRBHER,


https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://www.axis.com/vapix-library/subjects/t10175981/section/t10154925/display
https://help.axis.com/axis-os-knowledge-base#default-http-s-headers

AXIS OS#{Lis

HRRE
AXIS EE R IR A WMENEHRERR
<7.10 BRI > REE > ER > —MRERE > B> @ TP &
PTEREEE
7.10 ERIE > Rt > —MRERTE > MEE% > MAEX HTTP 5 20 B KB
> 10.9 R > —ARERE > WK > B HTTP B 0 B BRI
ONVIF 5% BURERhH

CSC#3 - BHRE

ERNEHER As RIEPTERBAN —EBEZEZ2IE, HENABSBHMEENANEZLERE (HhaiE
UsernameToken, BREEHARL. BUBNZIBEHE) RERENAONVFHNFERAES s BREBIZHANZ M, BER
ERRBRATEFENER. BRENGEBHESEHN. ZERENENERECRAEIBAERRE
AUBESHERF. BARBEERARBALEE,

AXIS ¥ R BERR A MENERERR

<7.10 BRE > RFIBEIE > #ERE > —BRE > R > BUAER
WERE

7.10 ERIE > R > —MXERTE > WebService > BIA BB R EBRE

> 10.9 R > —HRERTE > WebService > R BB R BRE

Bhy AL R b W R

CSC#4 - EREEFEBY L LHER
CSC#13 . #EEEE 1 Ed b B2

Axis B E B TER S , ATERBIMELEREFEENBORE | INFARTE, WIHEBA EIHWHFELERE , 1
AXIS0S 7.30 R EFRA R A,

EAXIS 0S 11568 , ERMAR I EERE, FMEBELEKRCEHFMERE L FSHEAXS OSHBEF
H 21 o AT B AR,

AXIS 1E 3 R IR R A MENERERR

<7.10 N/A

7.10 BRE > R > —MRERTE > R#R > PreventDosAttack
>10.9 R >R >HUERNEBRRE

B&

CSC#3 : EXRE

Axis SRIEME A ERMNIEERMTIBE  ¥RERUCEREUHRENERESEME , ERFEEFERHIERE
RHEAMAEE , WERBDEERTA, BMBEGBEBREMERUERTFENEERRRTTRNE RMBE
WLEE%EEm%mWﬁ“EMEIONmnﬁﬁﬂﬁﬁﬁmumm%r$@MﬁEJ,ﬁﬂwcﬁﬁﬁﬁﬁmﬁ
BENDEE  RTEEAMEER. REBGBTFEASZSHENBRELFZEFER.

# Axis RIBBRER  EBECHRBERCHBARRE , EXTERMBEFERFHEERMCRBINETESR,

IR REEREBREARETCSVNERHE K SEXEETRD  RARRBHBEFER. RLEZMEBRER,
TEEREEREMARE SRR EEENE RN ERRD R,


https://help.axis.com/axis-os-knowledge-base#brute-force-delay-protection

AXIS OSs#{Lis
AR
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ACAP Applications =
- User accounts Factory default Q
wsdeuee Decomsg
In service ® | User configuration
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2020 LTS
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AXIS OS 2018 LTS - Security Updates Timeline

2018 2019 2020 2021 2022
8.40.2 May 8.40.3.2 February 8.40.4 July 8.40.4.2 April 8.40.4.4 January
OpenSSL Linux kemel Apache CURL Apache
CURL CURL OpenSSL CURL
8.40.2.2 July
OpenSSH OpenSSL 8.40.4.3 October OpenSSL
OpenSsL 8.40.41  November Apache 8.40.4.5 May
TLSv1.3 Apache CURL Apache
OpenSSL
8.40.31 Decem- OpenSSH P
8.40.4.6 Jul
Apache OpenSSL y
Apache
OpenSSL
CURL
OpenSSL
8.40.4.7 October
CURL
OpenSSL
8.40.4.8 December
CURL
OpenSSL
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12 2 (2 JT #8518 #E 1S 1 Y POE http://ip-address/axis-
cgi/nvr/poe/setportmode.cgi?port=X
&enabld=no

12 H S (2 A8 BL 18 S i 4 R s B http://ip-address/axis-
cgi/network settings.cgi
{ “apiVersion"“: “1.17%, “method"“:
“setDeviceConfiguration"“, “params“: ({
“deviceName“: “ethl.l1“, “staticState"“:
“down™ } }

2/ Bonjour IREZEBFAIGE https://ip-address/axis-

cgi/param.cgi?action=update
&Network.Bonjour.Enabled=no

2/ UPnP IR ZEBFIHE https://ip-address/axis-
cgi/param.cgi?action=update
&Network.UPnP.Enabled=no
https://ip-address/axis-
cgi/param.cgi?action=update
&Network.UPnP.NATTraversal.Enabled=no

72 fH WebService #RZ B 15 E https://ip-address/axis-—
cgi/param.cgi?action=update
&WebService.DiscoveryMode.Discoverable=no

2 E 8 ZimE#R (030) https://ip-address/axis-
cgi/param.cgi?action=update
&RemoteService.Enabled=no

1= 15 SSH # #7757 https://ip-address/axis-
cgi/param.cgi?action=update
&Network.SSH.Enabled=no

12 R E FTP #E TP HY https://ip-address/axis-
cgi/param.cgi?action=update
&Network.FTP.Enabled=no

2/ ARP-Ping IP (i 4t 3R E https://ip-address/axis-
cgi/param.cgi?action=update
&Network.ARPPingIPAddress.Enabled=no

7= /F Zero-Conf IP (Z 4L 58 http://ip-address/axis-
cgi/param.cgi?action=update
&Network.ZeroConf.Enabled=no

1E Bt F HTTPS https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.admin=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.operator=https
https://ip-address/axis-
cgi/param.cgi?action=update
&System.BoaGroupPolicy.viewer=https

ERLAFTIS 1.2 FITLS 1.3 https://ip-address/axis-
cgi/param.cgi?action=update
&HTTPS.AllowTLS1=no
https://ip-address/axis-
cgi/param.cgi?action=update
SHTTPS.AllowTLS11=no
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cgi/param.cgi?action=update
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SHA256:ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-
ECDSA-AES256-GCM-SHA384 : ECDHE-RSA-
AES256-GCM-SHA384 :ECDHE-ECDSA-CHACHA20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305:DHE-
RSA-AES128-GCM—-SHA256: DHE-RSA-AES256-GCM—
SHA384
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https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.ActivatePasswordThr
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSBlockingPeriod=1
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-—
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSPagelInterval=1l
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-
cgi/param.cgi?action=update
&System.PreventDoSAttack.DoSSitelInterval=1

pttling=on

R A mEERE

https://ip-address/axis-
cgi/param.cgi?action=update
&System.EditCgi=no

B HE RS E 7B A s #

https://ip-address/axis-
cgi/param.cgi?action=update
&System.AccessLog=0n

BCH ONVIF ERE I B R ZE

https://ip-address/axis-
cgi/param.cgi?action=update
&WebService.UsernameToken.ReplayAttackProtec

rion=yes
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https://ip-address/axis-
cgi/param.cgi?action=update
&System.WebInterfaceDisabled=yes

2/ HTTP/OpenSSL 17 IR 42 E

https://ip-address/axis-
cgi/param.cgi?action=update
&System.HTTPServerTokens=no
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https://ip-address/axis-
cgi/param.cgi?action=update
&root.Network.RTSP.ProtViewer=password
https://ip-address/axis-—
cgi/param.cgi?action=update
&root.System.BoaProtViewer=password
https://ip-address/axis-
cgi/param.cgi?action=update
&root.PTZ.BoaProtPTZOperator=password
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https://help.axis.com/axis-os-hardening-guide#disable-web-interface-access
https://help.axis.com/axis-os-hardening-guide#https-server-headers
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Byt 25 ZE root #ERHT ACAP FE/FFE http://ip-address/axis-
cgi/applications/config.cgi?action=set
&name=AllowRoot&value=false

By 1F Z 2K B EFE R ACAP [EfH 72 = http://ip-address/axis-
cgi/applications/config.cgi?action=set
&name=AllowUnsigned&value=false

Xy BHE Tport=Xy FHEBEIEELRER, GBI port=1, HEH1SEELE | Tport=2_ /2B ELE,
wi T BHAE Tethl. 1y FHIEBEEZEELETE, I - Tethl. 1, HSEF1FEEEE | Teth1.2, SEF25EELE,
@y@ ?g&fﬁﬁ% FB205% , AP U BHE108, 30 B LY &5 7y 59 &7 187 48 5 24 77 3K 545 Z 2 DoS B 1F
¥ )Z_ 70 /‘o

%EiB AXIS Device Manager (I B) T E XKML

‘5_119{@)35] AXIS Device Manager #1 AXIS Device Manager Extend , Ri§ ZEA# /L 12/ W E K E B8 1L Axis 5% fE. FH
It 527 45 55 (B 2 518 VAPIX API 1£ 77 B2 7 L 255 5|t 19 48 B 4B AE SR E 4L AR ) o

EENREN AXS EERRIRATETBHRAFTHELRE  NACKES -’f EBRTEENEARAZTS M,
AXIS Device Manager 1 AXIS Device Manager Extend & B BB B ENBRISLERE,

ggll

LERERERE , Ais RIGEREREHTPS , YEBENEBKER, EALEBLIMBRAHIES
BRBHERBEURERE.
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https://www.axis.com/support/cybersecurity/security-notification-service

MR A M50.4
AXIS 0S8 1t 15 RS BE . fLA 2025
© Axis Communications AB, 2025 EHmE




