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Access control Access control management Privacy
Local user device management with password complexity indicator Use of diagnostics data
Federated user device management through OpenID Connect (RFC6749, 1.3.1 Authorization Code) Minimalistic approach to how much
providing ADFS-integration that unlocks features such as password complexity enforcement, rotation, customer-specific data should
automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality be stored

Application Application security
TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)

Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog

Operating system Encryption and data protection Default security Enterprise network security
OpenSSL 1.1.1 and 3.0 HTTPS enabled by default |EEE 802.1X (network access control)
X.509 certificate PKI and cryptography Brute-Force Delay Protection IEEE 802.1AR (secure device identity)
Transport layer security (TLS 1.2/TLS 1.3) Host-based Firewall |EEE 802.1AE (MAC security, MACsec)
SD card encryption (AES-XTS-Plain64 256bit) Network time security (NTS)
Encrypted file system (AES-XTS-PlainB4 256bit), Insecure TLS versions disabled
Signed video UART/Debug port disabled

AXIS OS Operating System

Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache,
Curl and others.

Active track for feature growth and 5-year long-term support tracks (LTS) for 3rd party integration and backwards-compatibility use cases.

Silicon assisted Hardware root-of-trust Secure key storage

security (chip) ARM-based system-on-chip (SoC) security Tamper-protected storage and operation of cryptographic keys
Trusted Execution Environment (TEE/OP-TEE) such as customer uploaded private keys, video signing keys and
Trusted platform module (TPM 2.0), Secure element the Axis Device ID.

Security foundation Axis Security Development Model Compliance Trusted device identity

Axis security development model (ASDM) Common Criterial EAL Axis Edge Vault cybersecurity platform
3rd party penetration tests FIPS 140 Secure boot with Signed OS (code-signing)
Bug bounty program with Bugcrowd ETSI EN 303 645 Axis Device ID (IEEE 802.1AR)

Software Bill of Material (SBOM)
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ANFTUNTTE AXIS OS B fERENA K a2 E OAuth 2.0 HIGHEEER - 5526 AXIS OS KIEEEHHY OAuth
2.0 OpenlID Connect »

AXIS OS kA HAENTHREBTE

<7.10 N/A

7.10 N/A

>11.6 R > RFP > OpenlD #BREEETE
ERGENICHF

CSC#1 . EXBERBEFHIH
CSC#12 | iR B REE

Axis IR ERRA RH/BHECNFRRAEREBMH - LIEIE Axis EIBHVEREIRE - ELLRRITI LIRSS
B - 2 Axis sRIFEYLARPTEN A PR SR @A NER o

BE Axis 2RI RBLECNMHFRIEZ B - 552R -

AXIS TA8501 Physical Tampering Switch
AXIS Dome Intrusion Switch C
AXIS Door Switch A
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https://www.axis.com/dam/public/permalink/259098/h264_unsignedmp4-en-US_259098.mp4?v=20260225132650
https://www.axis.com/dam/public/permalink/259099/h264_signedmp4-en-US_259099.mp4?v=20260225133349
https://www.axis.com/dam/public/permalink/259105/h264_tamperedmp4-en-US_259105.mp4?v=20260225132627
https://www.axis.com/dam/public/0e/54/e6/axis-edge-vault-en-US-419338.pdf
https://help.axis.com/axis-os-knowledge-base#device-access
https://help.axis.com/axis-os-knowledge-base#oauth-2-0-openid-connect
https://help.axis.com/axis-os-knowledge-base#oauth-2-0-openid-connect
https://www.axis.com/products/axis-ta8501-physical-tampering-switch
https://www.axis.com/products/axis-dome-intrusion-switch-c
https://www.axis.com/products/axis-door-switch-a

AENHEERR AXIS OS IRAFERPNLZESHELTERLIRA - EEFTHEY LTS PUENEET
BB AEELLE -

R miE R IR
BRIERTIERHIRIETIHRERRIZNEFE - WA RESEARNERISERR -
ET BRI EE AXIS 0S5 10.11 FRighR - BEATEEHARAPEER -

AXIS OS higZs HENTEREHRE
<7.10 N/A
7.10 BTE > Rt > —MERRE > R > BRI REE
23 (editcgi)
>10.9 i > —RRERTE > i > BRI A iREERS
(editcgi)
FTP =ZEY

FTPEEA BB L E - (ERRTIEHBRFBREEERY - FTPFEXENEAXIS OS 11.160f}ER - WEEES
WRARATER - HFIEBTER FTP TELERZE SSH FHGETRRZEHEE

Y078 SSH EHAEER, - BESEE AXIS OS EaniBHAISRIchEY SSH 7Y - WIFRER FTP (SSREME -
S8R AXIS OS “EmiERIISRICRRY FTP 2K °

AXIS OS gz HENTERERE
<7.10 ERTE > RIEIE > —AREETE > #8E& > FTP 2
=2
7.10 ERTE > Hift > —HRERTE > #8EE > FTP 28
>10.9 T > —RYERTE > #8IR > FTP 28
Telnet FEY

Telnet R —EARALZERBNGE - ERIRBFEHERFNEEEBRY - KRASLLAXIS OS 5.50ERVAXiIsFEEZ
BEEINEE - BEIEHTelnetFHY o

AXIS OS higas THENTERERE
< 5.50 %ﬂ%}ﬁﬁﬂ 552 R AXIS OS MBI REE
y o
<7.10 N/A
7.10 N/A
>10.9 N/A
ARP/Ping

ARP/Ping B—*&{FEFIU0 AXIS IP Utility F T EESE Axis 5% IP fHERYTSIE - B2INEEETE AXIS OS
ZIJ}Q%JII%IB]/J%QE BEEAEEHIRASER - HFIEREREZERE AXIS 0S 7.10 REEMAHRY Axis 5%1#
= g °
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https://help.axis.com/axis-os-knowledge-base#ssh-access
https://help.axis.com/axis-os-knowledge-base#ftp-access
https://help.axis.com/axis-os-knowledge-base#device-access
https://help.axis.com/axis-os-knowledge-base#device-access

AXIS OS hig7s HWHENTERERE
<7.10 BRE > RERIE > R > —RREE > MBS >
ARP/Ping
7.10 N/A
210.9 N/A
ERFHY TLS v A

BPVERITEAT Axis BABRAEECHIFRER - BIFHVMAZER TLS hRA o BHFHY TLS RA5E
%"Eﬁggggﬁﬁﬁﬁﬁ% BILEITE Axis BEABEREIRTER - AD TAEZERIZRHT TLS 1.2 71 TLS 1.3 HISE
=SERER -

B AXIS 0S 12.0 € - ERFREBEIR TLS kA - BEEEESIRAPER -

AXIS OS hgZ HENTERERE

<7.10 BT > REIE > ER > —AREETE > HTTPS >
SBEF TLSv1.0 FI/ZABEF TLSV1.1

7.10 ESTE > Rt > —RYERTE > HTTPS > 70EF
TLSv1.0 F1/X50EF TLSv1.1

>109 —11.11.X iR > —ARERTE > HTTPS > 40&F TLSv1.0 /3§
4BEF TLSv1.1

FHHES

CSC#1 . EXRBERBHEFMNIEH

CSC #8 : EETHAEIE

FEXR G MIECEREER ST Axis BUBHVGEY - SEMRERMPIRERESERISEER - BME
sBna L IDEEER RIR syslog fAIARERFESEER - LUE Axis BRI LU E BEGERE PR B IRIRIR -
SRR L B SRR R EREBFE -

SOMELAEEE - $ESRI AXIS OS AIMEChM AR EFRTAER -

AXIS OS hR7s HENTERERTE

<7.10 T > RIREIE > ERE > —MRERTE > R > &
HYEES

7.10 BRIE > R > —RRERTE > Rk > FHHE

>10.9 R > —RRERTE > Rift > FHIHEG
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IRIRAPIFERI IR IEATEIIE AXIS OS 5.51 RRERTHRAHR) Axis RERFEETHEREME - HPEES
IZEIATE B, on page 131R:ERIRVsEILERE - A - WKIEF BRI, on page 227RRYE
E - ARELREEREBERIBEETEZNIZFIENRE -

B PIREBEHEA AXIS Device Manager MUBE B ARMMIS I BE Axis 521 - NIREBEE
FEERRNETRREE - NBER{L—L Axis 518 - BFIZMITER VAPIX APl -

= E R R

N3

TIEREREHRIEESIB Axis 2RIV BEIL B HiBRZEHERE - SEEHHRAA « 2
ASALZ =R FRRRIES -

REBIRERIG
CSC#12 | iR B REE

BRIAEZEET Axis SRIBLRBARBEGRES - NELUEMEMSINCEFR AR FinE SRR
HUMERFHUER - AFFHAE - F/SH -

= S
CSC #4 . EXEEFIENZ EHEBERE
CSC #5 : IREREE

BfsarEasERisERE—NE - MASEAERIELEREADE - tNFERA - BSHE
AXIS OS XFBEM B L FIFEE AR EIIERHIRFE, on page 13 °

BREFH
CSC #4 | EXEENENZ EHEENTE
CSC#5 : IRIREHE -

BRIRERCTER EREENNRESAGENIER FEERBERNREANERTE - WFHF
B - 3RS 7AERBIFH, on page 4 -

ZEEAEEFH
CSC#3 : ERFE

BRAAEBITERAZENBANGETSE (Bl HTTP NEA T DEEEE) SRIR(FELR - HPBINE
TEARFENIBEVE T 58 - WFFHHEER - 552R S HTTPS, on page 7 - WFEHREERTIE
E2R 1HEV8EEE, on page 4

AXIS OS hRZA B
CSC#2 : BBHIEHIERIEEE

HFEZUERETE LTS SXEENTNIE CERSFTTIRAY AXIS OS HRASRIEE Axis 521 - iEMIEENE

?I??eﬂifi%ﬁE’ﬂﬁi@%ﬁﬁﬂ*ﬂﬁa%ﬁﬂ%@ - UIFTEHAE N - 5B AHREIERZTHY AXIS OS, on page

i%=i8 VAPIX API SEFTEAREIL

AEEIERE VAPIX AP - 18 AL, on page 13 EEHIEERLIENT Axis 548 - FELLFCh
AR BIFTEEARICIEREERE - Ham Axis S21EHY AXIS OS RRARM -

TEIZHYER{BHY AXIS OS IR AREARBRESNFERFLIRRERE - RRCEEE AR 5 FLIEE

ng@l‘i{ o UNSRIZTEEEE VAPIX IFIUEFUREIEESR - RITJREER%INEETE AXIS OS IRAFEARHBHEE
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AXIS OS

By

VAPIX API 5EF

(FRARIE e E 1 AE Y POE*

http://ip-address/axis-cgi/nvr/poe/
setportmode.cgi?port=X&enabld=no

15 FB K A FB e B 1 MR P T >

http://ip-address/axis-cgi/network
settings.cgi

{ "apiVersion": "1.17", "method":
"setDeviceConfiguration", "params": {
"deviceName": "ethl.1",
"staticState": "down" } }

{8HH Bonjour IRFEEHIHE

https://ip-address/axis-cgi/param.
cgi?action=update&Network.Bonjour.
Enabled=no

I5H UPnP IRZEA IHE

https://ip-address/axis-cgi/param.
cgi?action=update&Network.UPnP.
Enabled=no
https://ip-address/axis-cgi/param.
cgi?action=update&Network.UPnP.
NATTraversal.Enabled=no

¢

y

{EH WebService IFZRiE5 15

a]

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
DiscoveryMode.Discoverable=no

IFFREREimER (03C)

https://ip-address/axis-cgi/param.
cgi?action=update&RemoteService.
Enabled=no

IF 521 SSH #7877 EL

https://ip-address/axis—-cgi/param.
cgi?action=update&Network.SSH.
Enabled=no

IFFE52 1R FTP #E7FEY

https://ip-address/axis-cgi/param.
cgi?action=update&Network.FTP.
Enabled=no

SF9 ARP-Ping IP (HLEBE

https://ip-address/axis-cgi/param.
cgi?action=update&Network.
ARPPingIPAddress.Enabled=no

{SH Zero-Conf IP {i7HfE3E

http://ip-address/axis-cgi/param.
cgi?action=update&Network.ZeroConf.
Enabled=no

{EEIFE HTTPS

https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.admin=https
https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.operator=https
https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.viewer=https

EEAAE TLS 1.2 FITLS 1.3

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS1=no
https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS1l1l=
no
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https://help.axis.com/axis-os-hardening-guide#unused-physical-network-ports
https://help.axis.com/axis-os-hardening-guide#unused-physical-network-ports
https://help.axis.com/axis-os-hardening-guide#network-discovery-protocols
https://help.axis.com/axis-os-hardening-guide#network-discovery-protocols
https://help.axis.com/axis-os-hardening-guide#network-discovery-protocols
https://help.axis.com/axis-os-hardening-guide#one-click-cloud-connection
https://help.axis.com/axis-os-hardening-guide#ssh-access
https://help.axis.com/axis-os-hardening-guide#ftp-access
https://help.axis.com/axis-os-hardening-guide#arp-ping
https://help.axis.com/axis-os-hardening-guide#network-discovery-protocols
https://help.axis.com/axis-os-hardening-guide#https-only
https://help.axis.com/axis-os-hardening-guide#outdated-tls-versions

AXIS OS

By

VAPIX API 5EF

TLS 1.2 K= EHFETE

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.Ciphers=
ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-
RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-
AES256-GCM-SHA384 : ECDHE-RSA-AES256-
GCM-SHA384 :ECDHE-ECDSA-CHACHAZ20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305

RIS TII R I B (RAE**

https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.
ActivatePasswordThrottling=on
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSBlockingPeriod=
10
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSPageInterval=1
https://ip-address/axis-cgi/param.
cgi?action=updateé&System.
PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSSitelInterval=1

FRAA tmiEasIRIE

https://ip-address/axis-cgi/param.
cgi?action=updateé&System.EditCgi=no

R ERER & FENHGACER

https://ip-address/axis-cgi/param.
cgi?action=updateé&System.AccessLog=
On

FIF ONVIF E1ENEIRE

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
UsernameToken.
ReplayAttackProtection=yes

IFH R IBHEE T EIF AV

https://ip-address/axis-cgi/param.
cgi?action=updateé&System.
WebInterfaceDisabled=yes

{&F HTTP/OpenSSL 1GiRASIETE

https://ip-address/axis-cgi/param.
cgi?action=updateé&System.
HTTPServerTokens=no

FRESZHEER PTZ FH

https://ip-address/axis-cgi/param.
cgi?action=update&root.Network.RTSP.
ProtViewer=password
https://ip-address/axis-cgi/param.
cgi?action=update&root.System.
BoaProtViewer=password
https://ip-address/axis-cgi/param.
cgi?action=update&root.PTZ.
BoaProtPTZOperator=password
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https://help.axis.com/axis-os-hardening-guide#https-server-headers
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=i VAPIX API 5EF

BHLEZ 4 ZEZE root HEEBRAY ACAP [EFFFETt http://ip-address/axis-cgi/
applications/config.cgi?action=
set&name=AllowRoot&value=false

BhiIEZ gk ZRY ACAP [EFFFEZl http://ip-address/axis-cgi/
applications/config.cgi?action=
set&name=AllowUnsigned&value=false

8 TXJ B Mport=X] CEVEIRSEHSIRGS - Sl © Tport=1. YS{EM1SHEEE - Mport=
2 [BE2EEEE - N

*HE T1) B0 Tethl.1) CHEVEISEEISIRG - BI20 : lethl.1) $S{SFI1SEMEE - Tethl.2)
ISR - . _
o | IDPIRERE AI20204% - FASIRIPRIIEEEIEE107 - 30 ITIURIEANSERELIER
ERYE R DoS PHLLHIBIER 109 -

&8 AXIS Device Manager (Extend) SEITE AL

YXO]LAfER AXIS Device Manager I AXIS Device Manager Extend - 1B#& E5#1E, on page 135
EE&%%%EE%E@)}%E%E o fEFAILL AR EREEE (FATE i&Ei8 VAPIX APl i&1TEZ3#(E, on page 2745!H
VAEEIEREER TEA °

TEITHVER(EHY AXIS OS RAFEFBEESIEARELHERTE - RRCKEEINERIR I FLLINEEN
i%ﬁiz’@'l? o AXIS Device Manager [ AXIS Device Manager Extend B Eh1it 8L s EPIZERIELE

X AE °©

Bl EE
LEEEEER - Axis 52 IRISERERIE HTTPS - WEEBENERHKIEA - EILIEBHIIRBERIN
B2 BIRMBIRTE KIS EIEE o

Z =B

BFERITEIR Axis Z2BIIRAEINERE Axis B ~ BRI EFMRFBPFTBIRNBBEVER - U
RUNATELR Axis BRIRLZEHIER -
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