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Access control Access control management Privacy
Local user device management with password complexity indicator Use of diagnostics data
Federated user device management through OpenlID Connect (RFC6749, 1.3.1 Authorization Code) Minimalistic approach to how much
providing ADFS-integration that unlocks features such as password complexity enforcement, rotation, customer-specific data should
automatic account lock-out Multi-factor authentication (MFA), Microsoft AD entitlement functionality be stored

Application Application security
TLS-based application security (MQTT, SFTP, NTS, HTTPS, WebRTC)

Encrypted video streaming (RTSPS/SRTP, HTTPS), Secure remote syslog

Operating system Encryption and data protection Default security Enterprise network security
OpenSSL 1.1.1 and 3.0 HTTPS enabled by default |EEE 802.1X (network access control)
X.509 certificate PKI and cryptography Brute-Force Delay Protection |EEE 802.1AR (secure device identity)
Transport layer security (TLS 1.2/TLS 1.3) Host-based Firewall |EEE 802.1AE (MAC security, MACsec)
SD card encryption (AES-XTS-Plain64 256bit) Network time security (NTS)
Encrypted file system (AES-XTS-PlainB4 256bit), Insecure TLS versions disabled
Signed video UART/Debug port disabled

AXIS OS Operating System

Common Linux-based operating system with more than 95% industry-standard open-source software components such as OpenSSL, Apache,
Curl and others.

Active track for feature growth and 5-year long-term support tracks (LTS) for 3rd party integration and backwards-compatibility use cases.

Silicon assisted Hardware root-of-trust Secure key storage

security (chip) ARM-based system-on-chip (SoC) security Tamper-protected storage and operation of cryptographic keys
Trusted Execution Environment (TEE/OP-TEE) such as customer uploaded private keys, video signing keys and
Trusted platform module (TPM 2.0), Secure element the Axis Device ID.

Security foundation Axis Security Development Model Compliance Trusted device identity

Axis security development model (ASDM) FIPS 140 Axis Edge Vault cybersecurity platform
3rd party penetration tests ETSI EN 303 645 Secure boot with Signed OS (code-signing)
Bug bounty program with Bugcrowd Axis Device ID (IEEE 802.1AR)

Software Bill of Material (SBOM)
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EREME NS

CSC#1 | EEBEREFAIZ
CSC#12 | AR ERIBERE

Axis IR ERRARH/NELENFERIERERMI - LIE(E Axis SR BRVERERE - SRR LIRSS
Z1R - 3B Axis SRR LAQFTEN R FinfSiR @8 NHNER -

B Axis IR RFLECIMIHNEZSEH - 5FER -
AXIS TA8501 Physical Tampering Switch

AXIS Dome Intrusion Switch C
AXIS Door Switch A
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AENHEERR AXIS OS IRAFERPNLZESHELTERLIRA - EEFTHEY LTS PUENEET
BB AEELLE -

R miE R IR
BRIERTIERHIRIETIHRERRIZNEFE - WA RESEARNERISERR -
ET BRI EE AXIS 0S5 10.11 FRighR - BEATEEHARAPEER -

AXIS OS higZs HENTEREHRE
<7.10 N/A
7.10 BTE > Rt > —MERRE > R > BRI REE
23 (editcgi)
>10.9 i > —RRERTE > i > BRI A iREERS
(editcgi)
FTP =ZEY

FTP B—BAZEREAGE - ERIIIEHFAISEEERY - FTP FEIEHE AXIS OS 11.1 k% - B
BOATEERAVRAPER - HPIERZIEH FTP ZTENL{ER%Z S SSH FHEGEI TR -

Y078 SSH EHAEER, - BESES AXIS OS EaniBHAISRIchEY SSH 7Y - WIFRER FTP (S5REME -

52 AXIS OS EanBHATSRTHY FTP 77HK

AXIS OS gz HENTERERE
<7.10 ERTE > RIEIE > —AREETE > #8E& > FTP 2
=2
7.10 ERTE > Hift > —HRERTE > #8EE > FTP 28
>10.9 T > —RYERTE > #8IR > FTP 28
Telnet FEY

Telnet E—EALZERVEARE - ERIRNEHEFRANSEERHRY - AXIS OS 5.50 ZBIARAHY Axis B

XIZWLINEE - TFIERITIFA Telnet FHY -

AXIS OS higas THENTERERE
< 5.50 %}Df%aﬁﬁﬂ 552 R AXIS OS MBI REE
<7.10 N/A
7.10 N/A
>10.9 N/A
ARP/Ping

ARP/Ping @—*EfEFEN AXIS IP Utility T &

B E Axis B2l IP IEHYTSIE - X IDBEETE AXIS OS

7.10 RighR - BECEEEHAMRAPER - HFIZRETEZER AXIS 05 7.10 RREERRAH) Axis 5%
FR{FFALLLIDRE
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AXIS OS hig7s HWHENTERERE
<7.10 BRE > RERIE > R > —RREE > MBS >
ARP/Ping
7.10 N/A
210.9 N/A
ERFHY TLS v A

BPVERITEAT Axis BABRAEECHIFRER - BIFHVMAZER TLS hRA o BHFHY TLS RA5E
%"Eﬁggggﬁﬁﬁﬁﬁ% BILEITE Axis BEABEREIRTER - AD TAEZERIZRHT TLS 1.2 71 TLS 1.3 HISE
=SERER -

B AXIS 0S 12.0 € - ERFREBEIR TLS kA - BEEEESIRAPER -

AXIS OS hgZ HENTERERE

<7.10 BT > REIE > ER > —AREETE > HTTPS >
SBEF TLSv1.0 FI/ZABEF TLSV1.1

7.10 ESTE > Rt > —RYERTE > HTTPS > 70EF
TLSv1.0 F1/X50EF TLSv1.1

>109 —11.11.X iR > —ARERTE > HTTPS > 40&F TLSv1.0 /3§
4BEF TLSv1.1

FHHES

CSC#1 . EXRBERBHFMNIEH

CSC #8 : IERHRERE

FEXR G MIECEREER ST Axis BUBHVGEY - SEMRERMPIRERESERISEER - BME
sBna L IDEEER RIR syslog fAIARERFESEER - LUE Axis BRI LU E BEGERE PR B IRIRIR -
SRR L B SRR R EREBFE -

WNEFEEEHME R - FESE AXIS OS KB EE R A2 A EVACER o

AXIS OS hR7s HENTERERTE
<7.10 T > RIREIE > ERE > —MRERTE > R > &
HYEES
7.10 BRIE > R > —RRERTE > Rk > FHHE
>10.9 R > —RRERTE > Rift > FHIHEG
{£ HTTPS

IPIERITHTG Axis B2 1REZERIERER HTTPS ( HTTP FEXTA) - SRFEENRNA HSTS (HTTP &
BiZzz)  E—DRARBHNZEN -

EJ AXIS 0S 7.20 2 - Axis SRIBEPIREHEBNEE - SUEHE 2038 £ 1 5 19 BALE - #ASK
EENBBERE FABET - BUE BRI R T B eI AN AN R e
(PKI) ISZ2E 075 R Axis 5218 - UNRTIF - EAEREIR S BIRBIE BARE PKI 485 THERE
SEECRFINE - 5 AXIS 05 1010 12 - SFSRAVBACA IECE 502.1AR 22524 1D 2
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AXIS OS

AXIS OS kA HEETERERE

<7.10 BRTE > FRHEIE > ZF > HTTPS
7.10 BRTE > Fiff > Z= > HTTP M HTTPS
2109 ff > #8E% > HTTP #1 HTTPS
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IRIRAPIFERI IR IEATEIIE AXIS OS 5.51 RRERTHRAHR) Axis RERFEETHEREME - HPEES
IZEIATE B, on page 131R:ERIRVsEILERE - A - WKIEF BRI, on page 227RRYE
E - ARELREEREBERIBEETEZNIZFIENRE -

B PIREBEHEA AXIS Device Manager MUBE B ARMMIS I BE Axis 521 - NIREBEE
FEERRNETRREE - NBER{L—L Axis 518 - BFIZMITER VAPIX APl -

= E R R

N3

TIEREREHRIEESIB Axis 2RIV BEIL B HiBRZEHERE - SEEHHRAA « 2
ASALZ =R FRRRIES -

REBIRERIG
CSC#12 | IR ERRIEERE

BRIAEREET Axis SIBLRBARBERGRES - NELUEMEMSINCEFR AR FinE SRR
R FEHER - BB RGBSR,

wRES
CSC#4 . EXBENRIBNZERNE
CSC#5 . lRPEE

B sarEasERinERE—NE - MASEAERIELEREARE - tNFERA - BSE
AXIS OS XFBEM B L HIFEE AR ETIIERHIRF, on page 14 °

BREFH
CSC #4 . EXBENREBNZERE
CSC#5 : lRPEHE.

BRIRERCTER EREENNRESAGENIER FEERBERNREANERTE - WFHF
B - 3RS 7AERBIFH, on page 4 -

ZEEAEEFH
CSC#3 : ERFE

BRAERTERAZZM@ANGEISE (5120 HTTP NEAX B D5 RISIERE - HhBRE
ERENBIER T 58 - EIERFESR ERAH HTTPS, on page 7NFEEREREIE - 552K 15
E1(8358, on page 4 -

AXIS OS hRZAiB s
CSC #2 : ERERE ERVERR NI

HPBEZGERITE LTS HNEENBE CERRFTIAAY AXIS OS hRAZRIZ(E Axis 21 - iERMIEIE
HIRESFNLZZZWIENERISE - EIBERRSR FHIREISEFTHI AXIS 0S, on page 13.

i%=i8 VAPIX API SETEAREIL

FETILERT VAPIX AP - 1R AL, on page 13-0EEHIEERCTAY Axis 5218 - TEULTRD -
EALREITEE SRR - M58 Axis SUBRY AXIS 05 KR A7 -

TEIZHYER fmHY AXIS OS IR ARERBEESNFERFLIRRERE - RRCEEERERIR T L8
Egi@li{ o YNSRITFESEE VAPIX IRNUEFUNBIEESR - BTIREEEZINEETE AXIS OS HRAFRERBHRESD
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(FRARIE e E 1 AE Y POE*

http://ip-address/axis-cgi/nvr/poe/
setportmode.cgi?port=X&enabld=no

15 FB K A FB e B 1 MR P T >

http://ip-address/axis-cgi/network
settings.cgi

{ "apiVersion": "1.17", "method":
"setDeviceConfiguration", "params": {
"deviceName": "ethl.1",
"staticState": "down" } }

{8HH Bonjour IRFEEHIHE

https://ip-address/axis-cgi/param.
cgi?action=update&Network.Bonjour.
Enabled=no

I5H UPnP IRZEA IHE

https://ip-address/axis-cgi/param.
cgi?action=update&Network.UPnP.
Enabled=no
https://ip-address/axis-cgi/param.
cgi?action=update&Network.UPnP.
NATTraversal.Enabled=no

¢

y

{EH WebService IFZRiE5 15

a]

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
DiscoveryMode.Discoverable=no

IFFREREimER (03C)

https://ip-address/axis-cgi/param.
cgi?action=update&RemoteService.
Enabled=no

IF 521 SSH #7877 EL

https://ip-address/axis—-cgi/param.
cgi?action=update&Network.SSH.
Enabled=no

IFFE52 1R FTP #E7FEY

https://ip-address/axis-cgi/param.
cgi?action=update&Network.FTP.
Enabled=no

SF9 ARP-Ping IP (HLEBE

https://ip-address/axis-cgi/param.
cgi?action=update&Network.
ARPPingIPAddress.Enabled=no

{SH Zero-Conf IP {i7HfE3E

http://ip-address/axis-cgi/param.
cgi?action=update&Network.ZeroConf.
Enabled=no

{EEIFE HTTPS

https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.admin=https
https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.operator=https
https://ip-address/axis-cgi/param.
cgi?action=update&System.
BoaGroupPolicy.viewer=https

EEAAE TLS 1.2 FITLS 1.3

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS1=no
https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.AllowTLS1l1l=
no
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By

VAPIX API 5EF

TLS 1.2 K= EHFETE

https://ip-address/axis-cgi/param.
cgi?action=update&HTTPS.Ciphers=
ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-
RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-
AES256-GCM-SHA384 : ECDHE-RSA-AES256-
GCM-SHA384 :ECDHE-ECDSA-CHACHAZ20-
POLY1305:ECDHE-RSA-CHACHA20-POLY1305

RIS TII R I B (RAE**

https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.
ActivatePasswordThrottling=on
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSBlockingPeriod=
10
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSPageCount=20
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSPageInterval=1
https://ip-address/axis-cgi/param.
cgi?action=updateé&System.
PreventDoSAttack.DoSSiteCount=20
https://ip-address/axis-cgi/param.
cgi?action=update&System.
PreventDoSAttack.DoSSitelInterval=1

FRAA tmiEasIRIE

https://ip-address/axis-cgi/param.
cgi?action=updateé&System.EditCgi=no

R ERER & FENHGACER

https://ip-address/axis-cgi/param.
cgi?action=updateé&System.AccessLog=
On

FIF ONVIF E1ENEIRE

https://ip-address/axis-cgi/param.
cgi?action=update&WebService.
UsernameToken.
ReplayAttackProtection=yes

IFH R IBHEE T EIF AV

https://ip-address/axis-cgi/param.
cgi?action=updateé&System.
WebInterfaceDisabled=yes

{&F HTTP/OpenSSL 1GiRASIETE

https://ip-address/axis-cgi/param.
cgi?action=updateé&System.
HTTPServerTokens=no

FRESZHEER PTZ FH

https://ip-address/axis-cgi/param.
cgi?action=update&root.Network.RTSP.
ProtViewer=password
https://ip-address/axis-cgi/param.
cgi?action=update&root.System.
BoaProtViewer=password
https://ip-address/axis-cgi/param.
cgi?action=update&root.PTZ.
BoaProtPTZOperator=password
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By VAPIX API E&EF
BHIEZ 355 root 1ERRAY ACAP [EFBFE http://ip-address/axis-cgi/

applications/config.cgi?action=
set&name=AllowRooté&value=false

BhiIEZ gk ZRY ACAP [EFFFEZl http://ip-address/axis-cgi/
applications/config.cgi?action=
set&name=AllowUnsigned&value=false

; j?%xi ;gﬂigi% Mport=X] HPRVERRERIEIRNG - 8861 : lport=1. SEAEFER 1 port=2]
SiEdash °
1 IS 1 . Teth]2)

* 48 T1) BURA Tethl.1) FREVESRSEIEISARGS - 8361 © leth1.1) 351
S SEIEE 2 - - _
I PR S A KER200%% + FISIRIPIIAT EETE410%) o 30 DIFIIRIBMNSERELNER
#R4EEE DoS PAILEAFSHER 10 1 -

&8 AXIS Device Manager (Extend) SEITE AL

YXO]LAfER AXIS Device Manager I AXIS Device Manager Extend - 1B#& E5#1E, on page 135
%%%%Eﬁiéﬂﬁ IS@)}%ZS) %0 o (FRILL AR EHESE (FATE &8 VAPIX APl i&1TE X3 1L, on page 28405
VAEEIEREER TEA °

TEITHVER(EHY AXIS OS RAFEFBEESIEARELHERTE - RRCKEEINERIR I FLLINEEN
IRFZE 11 - AXIS Device Manager 1 AXIS Device Manager Extend #% B Eh#e58{k 52 ERISFRIE L
BiEE
LEETEIRZR - Axis E2IBiSER E/RE HTTPS - BWENESKIEH - BLIE@HIIIRER
MBS ERIRIBF K ISR EIEE -

ZEEA

BFERITEIR Axis Z2BIIRAEINERE Axis B ~ BRI EFMRFBPFTBIRNBBEVER - U
RUNATELR Axis BRIRLZEHIER -

4
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