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About

Welcome to the AXIS OS Knowledge base, a comprehensive repository designed to be the go-to resource for
technical information about AXIS 0S. AXIS OS is the Linux-based operating system used in most of your Axis
network devices. It is purpose-built to live up to the most important criteria for network devices: high standards
for cybersecurity, ease of integration, quality, and long-term value.


https://www.axis.com/solutions/solutions-by-technology/axis-os

Security advisories

We now have a Security Advisories page which lists all known vulnerabilities in Axis products. Please visit to
stay informed.

Device hardening

For information on how to harden AXIS OS devices, visit AXIS 0S Hardening Guide. The hardening guide is
written for, and can be applied to, all AXIS OS devices running an AXIS OS LTS or active track. Legacy products
running version 4.xx and 5.xx are also in scope.

Identity and access management

Summary

Identity and Access Management comprises policies for safequarding that individuals and applications have
access to system resources in the right context. For example, individuals should only interact with applications,
and only applications access devices. IAM ensures integrity over time, for example, that passwords are not
leaked, and that accesses are revoked when no longer needed.

Axis recommends to use Axis' device management applications, AXIS Device Manager or AXIS Device Manager
Extend, to set up and manage unique service accounts for applications accessing devices. The following sections
further detail Axis' recommendations for identity and access management in video surveillance systems.

Introduction

Identity and Access Management (IAM) systems are responsible for managing identities, permissions, and access
control within an organization. IAM makes sure that the right individuals and applications have the right level
of access to the right system resources. This is a fundamental cybersecurity measure for preventing
unauthorized access. One of the main challenges is maintaining integrity over time. This includes ensuring that
passwords and other secrets have not been leaked, and that individuals and applications that should no longer
have access indeed have their access revoked.

Identity and access management typically involves authentication, authorization, and privileges.

® Authentication. Verifying that an entity is who or what it states to be.
®  Authorization. Controlling which entities are allowed to perform specific functions.
® Privileges. Grouping of entities based on what they are authorized to do. Axis defines privileges as roles.

Throughout the document, the terms user account and service account are used. Both are registered and
governed through IAM.

® User account. A user account is an account used by a person to access applications.

e  Service account. A service account is a non-human account used by an application to access devices.
Service accounts are used in machine-to-machine communication or when an application needs to
access devices in a trusted and automated manner.

Best practices when working with service accounts

For maintaining integrity over time the following best practices of service account management are
recommended.

® Use Axis' device management applications, AXIS Device Manager or AXIS Device Manager Extend, for
service account management.

e Set up unique service accounts for each application accessing devices, as recommended in the AXIS 0S
Hardening Guide.

e Select appropriate privilege to each service account.

e Remove service accounts that are no longer in use.
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*  Avoid persons accessing devices directly (if it is absolutely necessary, use a unique and temporary
service account), the web-interface can be disabled as recommended in the AXIS OS Hardening Guide.

® Ensure high password complexity is given to avoid account leakage, see recommendations from the AXIS
OS Hardening Guide.

The below diagrams visualize the best practices of access management in the device.

®.-----------------

Scenario A

Person A ADM g '
credentials credentials

Person A AXIS Device Manager AXIS device
Application

® Person A has no direct access to the AXIS device
®  Person A has access to the AXIS Device Manager Application
® Person A creates a service account for ADM in the AXIS device using ADM

® Person A uses ADM to create a service account for the Video Management Application

Scenario B

VM Application :
credentials '

Person B
credentials

Person B AXIS device
Video Management Application

®  Person B has no direct access to the AXIS device
® Person B has access to the Video Management Application

e  Person B uses the Video Management Application to perform video management tasks on the AXIS
device

The device is exposed to following risks when using user accounts in the device:

® unauthorized personell accessing devices
® wrong level of authorization in different devices
® reuse of user account credentials leads to no audit traceability

®  poor scalability with increasing number of devices


https://www.help.axis.com/axis-os-hardening-guide#disable-web-interface-access
https://www.help.axis.com/axis-os-hardening-guide#set-device-root-password
https://www.help.axis.com/axis-os-hardening-guide#set-device-root-password

Different sites and organizations can have different policies, including password policies. The setup of the
system should accommodate these policies. Typically, each application should have its own credentials to
devices. If the password is reused in devices, Axis recommends to rotate the password frequently.

Authorization and account privileges

Axis devices support the roles Administrator, Operator, and Viewer, with different authorization levels. Axis
recommends to set up an administrator account for management application that has access to the devices. This
account should be unique for each application and not shared. Ideally, the password for this account should be
generated by the management application itself and remain unknown to all individuals.

If direct access to devices is needed

Some configurations may not be natively supported by the application and may need to be done through the
devices web interface. Axis recommends to access the Axis device web interface through the seamless access
provided by Axis' device management applications.

If there are strong reasons for allowing direct access to devices, Axis recommends to use temporary service
account impersonalization with limited access. A new service account should be created on the device with the
appropriate role for what needs to be done. Once the direct access is no longer needed, this service account
should be deleted.

Device access

Legacy access procedure (default user with default password)

Historically, Axis devices in their factory defaulted state have had their VAPIX and ONVIF interfaces activated for
quick and easy out-of-the-box access on the network for clients connecting to them. This means that a client,
such as an application or video management system, can access the Axis network device via anonymous ONVIF
calls as well as the default VAPIX user "root" with the default password "pass”, prior to having configured
anything on the Axis network device itself.

Updated access procedure (default user with no default password)

The VAPIX and ONVIF interfaces have been disabled and the "root" VAPIX user password is no longer set in
factory default state. This means that it's no longer possible for a client to access or configure the device out-
of-the-box without setting a password for the VAPIX user "root".

The new access procedure has been implemented in the following AXIS OS releases:

® Version 5.51.6

e \ersion 6.50.4 (2016 LTS)
e \ersion 8.40.3 (2018 LTS)
e \ersion 9.40.1 and higher

Furthermore, the new updated procedure has been rolled out on individual product releases that are located
outside of the above platform releases, such as:

® 1.65.x
®  1.8xx
e 575x
® 6.53x
® 6.55x
® 7.15x
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Modern access procedure (no default user)

With AXIS OS 11.6 and higher, the default VAPIX user "root" has been removed from the Axis device in their

factory default state and it is now possible to create a custom named VAPIX user instead during factory default
state.
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AXIS OS5 version: 11.11.2
Serial number: ACCCBEC3ED23

Anonymous interface calls

Interface calls that do not require authentication (=anonymous) are still allowed for device identification
purposes. An Axis device can be identified in its factory default state by its HTTP response header which is set to
"AXIS-Setup:vapix" when an VAPIX or ONVIF API call is made, as illustrated below:

HTTP/1.1 401

Unauthorized Date: Thu, 19 Sep 2019 18:15:20 GMT
Server: Apache/2.4.39 (Unix) OpenSSL/1.1.1c
Axis-Setup: vapix

Activate VAPIX and/or ONVIF interfaces
The VAPIX and/or ONVIF interfaces in the Axis device can be activated using the following methods:

e The VAPIX interface is activated when an initial VAPIX user password is set, either via VAPIX System
Settings API, as described in the or by using the Axis device's web interface during the installation
wizard process.

® The ONVIF interface can only be activated after the VAPIX interface has been activated. After that, the
ONVIF interface can be activated by creating an ONVIF user via the device's web interface.

AXIS OS version Web interface configuration path

<7.10 Setup > System Options > Security > ONVIF
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27.10 Settings > System > ONVIF

> 109 System > ONVIF

® |naddition, an ONVIF user can also be created using the . An example of the API call to create an ONVIF
user is described below:

POST /vapix/services HTTP/1.1

<SOAP-ENV:Envelope xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:tds="http://www.onvif.org/verl0/device/wsdl"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:onvif="http://www.onvif.org/verl0/schema"
xmlns:tt="http://www.onvif.org/verl0/schema"
xmlns:SOAP-ENV="http://www.w3.0rg/2003/05/soap-envelope">
<SOAP-ENV:Body>

<tds:CreateUsers xmlns="http://www.onvif.org/verl0/device/wsdl">
<User>

<tt:Username>admintt:Username>admin>
<tt:Password>admintt:Password>admin>
<tt:UserlLevel>Administratortt:UserLevel>Administrator>

</User>

</tds:CreateUsers>

</SOAP-ENV:Body></SOAP-ENV:Envelope>

Password strength indicator

Axis devices with AXIS OS 7.20 or higher support a password strength indicator which is visible when creating or
modifying a user account password through the web interface. It indicates if the strength of the chosen
password is considered weak, medium or strong and also provides advice on how to strengthen the password.
The indicator follows the . More information about setting the device password is available in the AXIS OS
Hardening Guide.

Mew password Mew password

L 2 1 1] @ *RFFRRRRRRRRRRRRRRR @
Repeat password Repeat password

L L1 1] @ SRR RR R R R R RRRRERRER @

| forgot my password, what to do?

There is no possibility to recover lost or forgotten access credentials to an Axis device. The Axis device needs to
be reset to its factory default settings in order to reconfigure it with new access credentials.

Device access logging

In this section you can read about how successful and unsuccessful login attempts are logged in the Axis
device's log system depending on the network protocol that is used. At all times, it is recommend to configure a
remote syslog server where the Axis device can send its syslogs. This will ensure that the logs can be kept and
reviewed for a suitable time and not get erased after e.g. a reboot or factory default of the device itself.

SSH
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Successful [ INFO ] sshd[17583]: Accepted
password for root from10.197.252.38
port 41988 ssh2

Unsuccessful [ INFO ] sshd[17727]: Failed password
for root from10.197.252.38 port 41994
ssh2

After 5 failed attempts [ ERR] sshd[17727]: error: maximum

authentication attempts exceeded for
root from10.197.252.38 port 41994
ssh2 [preauth]

[ INFO ] sshd[17727]: Disconnecting
authenticating user root
10.197.252.38 port 41994 : Toomany
authentication failures [preauth]

FTP

Successful [ INFO ] vitpd[18263]: Accepted
request from172.27.0.3 50333

[ INFO ] vEtpd[18263]: User root
logged in.

Unsuccessful [ INFO ] vitpd[18163]: Accepted
request from172.27.0.3 64936

[ INFO ] vEtpd[18163]: Incorrect
username/password. User access from
172.27.0.3 denied.

[ INFO ] vEtpd[18163]: Client
172.27.0.3 disconnected.

RTSP protocol

Successful [ NOTICE ] monolith: RTSP UNKNOWN
session h4fIznyTZNyl6tLt created
from172.25.155.83

Unsuccessful [ WARNING ] monolith: Rtsp login
failed from172.25.155.83

HTTP(S) protocol

Successful* [ NOTICE ] httpd[22254]: root from
10.197.240.111 /axis-cgi/login.cgi
GET 200

Unsuccessful* [ NOTICE ] httpd[21459]: root from

10.197.240.111 failed to access
/axis-cgi/usergroup.cgi.Password
mismatch

*Requires the Access Log parameter to be enabled from Plain Config > System.
**Only login attempts using the correct username will be logged. This log message is only available from AXIS 0S
10.4 and onwards.

IP filtering™*
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Unsuccessful IP FILTER: IN=ethO OUT=MAC=ff:ff:
ffeff:ff:f£:30:9c:23:e2:48:05:08:00
SRC=172.25.201.50 DST=
172.25.201.255 LEN=78 TOS=0x00 PREC=
0x00 TTL=128 ID=60428 PROTO=UDP SPT=
137 DPT=137 LEN=58
IP_FILTER:IN=ethOOUT=MAC=ff:ff:
ff:ff:ff:££f:30:9¢c:23:e2:48:05:08:00
SRC=172.25.201.50 DST=
172.25.201.255 LEN=78 TOS=0x00 PREC=
0x00 TTL=128 ID=60429 PROTO=UDP SPT=
137 DPT=137 LEN=58

**|P filtering in Axis devices is a network layer-2 Linux Kernel functionality that blocks network packages
depending on the configured rules. No authentication will be performed if an unsuited source IP address is
trying to access the Axis device since the network transmission is blocked right at the layer-2 network while
authentication is performed on higher level application layers. Corresponding logs of the IP filtering can be
created when the VAPIX parameter is enabled in Plain Config > Network in the IP Filtering section.

PreventDosAttack™**

Unsuccessful AXIS OS 11.5 and [ WARNING ] httpd[22254]: [evasive20:warn] [pid
lower 22254:t1d 1428104112] [client
172.25.201.116:42058] Blacklisting address
172.25.201.116: possible DoS attack.

Unsuccessful | AXIS OS 11.6 and [ WARNING ] httpd[22254]: [evasive20:warn] [pid
higher 22254:t1d 1428104112] [client
172.25.201.116:42058] Blocklisting address
172.25.201.116: possible DoS attack.

***PreventDosAttack can be enabled from Plain Config > System and will only log unsuccessful login attempts
and correspondingly log when a source IP address is blocked.

User management configuration

From AXIS OS 10.9 and onwards, user configuration related changes are logged in the system log and can
therefore be sent to a remote syslog server. In AXIS OS, VAPIX and ONVIF users are separated by having their
own management interfaces and access rights. The below table illustrates what log messages to expect when
certain changes to the user management configuration are done:

APl interface Use case Log message

VAPIX Add user VAPIX user andre from IP-
address 10.197.240.104
created VAPIX user
benjaminwith role
Administrator

VAPIX Change access group VAPIX user susanna from
IP-address
10.197.240.104 changed
VAPIX user linda role
fromAdministrator to
Operator

VAPIX Change password VAPIX user root from IP-
address 10.197.240.104
changed VAPIX user
thomas password

11
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VAPIX Delete user VAPIX user root from IP-
address 10.197.240.104
deleted VAPIX user
sebastianwith role
Operator

ONVIF Add user VAPIX user root from IP-
address 10.197.240.104
created ONVIF user andre
with role Administrator

ONVIF Change access group ONVIF user andre from IP-
address 10.197.240.104
changed ONVIF user
susanna role from
Administrator to
Operator

ONVIF Change password ONVIF user thomas from
IP-address
10.197.240.104 changed
ONVIF user andre
password

ONVIF Delete user ONVIF user pernilla from
IP-address
10.197.240.104 deleted
ONVIF user sebastian
with role Operator

Audit log

Audit logs are used for cybersecurity-related purposes such as incident handling and help establish long-term
monitoring of relevant events and actions. This feature requires AXIS OS 12.5 or higher.

Important considerations and recommendations:

e Audit logging is automatically enabled and cannot be turned off.
* Audit logs cannot be removed, modified, or tampered with.

® Audit logs remain available after a reboot or power cycle.

* We recommend that you transfer audit logs to external systems for proper long-term storage,

automated analysis, and notifications.

e Audit logs are always saved on the Axis device, regardless of whether an external system is used. This

serves as a failover mechanism in worst-case scenarios.

System architecture

There are several options and scenarios for using and consuming audit logs. AXIS OS audit is designed to

integrate easily with various applications and systems.

12
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Transport: RTSP/RTP

Format: RTSP/RTP Event stream
Physical Security Industry

+ Video management systems

» Device management applications

Transport: HTTP(S) Auditlog.cgi VAPIX CGI
Format: Axis log format

Direct user access
* Web browser

IT-Systems

« SIEM systems

* Remote syslog servers

« Network monitoring applications

Transport: TCP/UDP/TLS
Format: Remote Syslog RFC 5424/3164

Direct user access

You can access the audit log through the Log section of the web interface or by visiting the following URL:
https.//ip-address/axis-cgi/admin/auditlog.cgi.

A 172.25.201.212/axis-cgifadmin. X + — [m] X
&« c A\ Inte sker  172.25.201.212/axis-cgi/admin/auditlog.cgi b4 @ H

2025-06-09T12:46:27.284+00: 88 axis-bBad4T5685843
2025-96-99T14; .513+02:00 axis-bBadaf568843
2025-86-89T1. .921+482:88 axis-b8ad4T5638843
2025-06- 18T .343402:808 axis-bBad4T5638843
2025-96-10T08: .958+02:00 axis-bBadaf568843
2025-86-16TA35: .434402:88 axis-b8ad44T563343
.B48+02:808 axis-bBad4T5633843
.0822+02:00 axis-bBa44T568843
.727402:88 axis-b8ad44T563343
.952+02:88 axis-bBad4f568843
.625+82:88 axis-bBad4f568843
.583402:88 axis-b8ad44T563343
.701+02:808 axis-bBad4TS685843 INFO
.462+482:88 axis-bBad4f568843 INFO

[ INFO
[
[
[
[
[
[
[
[
[
[
[
%
.820+02:00 axis-b8ad4f5685343 [ INFO
[
[
[
[
[
[
[
[
[
[
[
[
[
[

INFQ
INFO
INFO
INFQ
INFO
INFO
INFO
INFO
INFO
INFO
INFO

pwdgrpcgi/user[5158]: Account Change: anonymous@l72.25.128.5 created account root (Administrator).
ssh.cgi[5747]: API Activity: root@172.25.128.5 configured SSH service (enabled).

ssh-confd[6747]: Account Change: root§172.25.128.5 created user (SSH).

pwdgrpcgi/user[41623]: Account Change: root@l72.25.128.5 created account NewAdmin (Administrator).
pwdgrpcgi/user[43258]: Account Change: root@l72.25.128.5 created account AdminBenjamin (Administrator).
pwdgrpcgi/user[43489]: Account Change: AdminBenjamin@172.25.128.5 created account AdminBingfeng (Administrator).
ssh-confd[43523]: Account Change: root@l72.25.128.5 created bingfeng (S5H).

pwdgrpcgi/user[45182]: Account Change: root172.25.128.5 deleted account AdminBenjamin (Administrator).
pwdgrpcgi/user[45111]: Account Change: root@172.25.128.5 deleted account NewAdmin (Administrator).
ssh-confd[45116]: Account Change: root@l72.25.128.5 deleted bingfeng (S5H).

ssh-confd[45116]: Account Change: root@172.25.128.5 deleted user (SSH).

ssh.cgi[45127]: API Activity: root{172.25.128.5 configured SSH service (disabled).
pwdgrpcgifuser[45287]: Account Change: rootl72.25.128.5 deleted account AdminBingfeng (Administrator).
pwdgrpcgi/user[45472]: Account Change: root@l172.25.128.5 created account benjsmin (Administrator).
ssh.cgi[45773]: APT Activity: benjamin@172.25.128.5 configured S5H service {ensbled)

ssh-confd[45773]: Account Change: benjamin@l72.25.128.5 crested benjamin (SSH).

pwdgrpcgi/user[45858]: Account Change: rootfl172.25.128.5 deleted account benjamin (Administrator).
ssh-confd[46836]: Account Change: root@172.25.128.5 deleted benjamin (SSH)

ssh.cgi[46054]: API Activity: root@l172.25.128.5 configured SSH service (disabled).
pwdgrpcgi/user[46141]: Account Change: rootfl172.25.128.5 created account benjamin (Administrator).
ssh.cgi[46335]: API Activity: benjamin@172.25.128.5 configured 55H service {ensbled)

ssh-confd[46327]: Account Change: benjamin@172.25.128.5 created benjamin (SSH).

pwdgrpcgi/user[46928]: Account Change: root@l172.25.128.5 deleted account benjamin (Administrator).
ssh-confd[46968]: Account Change: root@172.25.128.5 deleted benjamin (SSH)

ssh.cgi[46935]: API Activity: root@l72.25.128.5 configured SSH service (disabled).
pwdgrpcgi/user[47169]: Account Change: root@l172.25.128.5 created account benjamin (Administrator).
ssh.cgi[47352]: API Activity: benjaming@l72.25.128.5 configured SSH serwvice (enabled).

ssh-confd[4715@]: Account Change: benjamin@172.25.128.5 created benjamin (SSH).

pwdgrpcgi/user[92488]: Account Change: root@172.25.128.5 created account andre (Administrator).

2025-86-16TA35:
2025-96-10T08:
2025-86-10T0
2825-a6-18Ta.
2025-96-10T08:
2025-86-10TA8:
2825-86-18T0!
2825-@6- 10T
2025-86-10TA5:
2825-96-18TA3:

.625+02:808 axis-bBad4fS685843 INFO
.968+082:88 axis-bBad4f568843 INFO
.391+02: 80 axis-bBad4T56383843 INFO
.124+02:808 axis-bBad4TS685843 INFO
.B55+82: 88 axis-b8ad44T5638843 INFO
.201+02: 808 axis-bBad4T56383843 INFO
.©39+02:00 axis-bBadaf568843 INFO
.489+02: 88 axis-b8ad44T5638843 INFO
.234402:80 axis-bBad4T5683843 INFO
.B43+02:00 axis-bBad4f568843 INFQ
.188+82: 88 axis-b8ad4T563843 INFO
.303+02:808 axis-bBad4T568843 INFO
.842+02:00 axis-bBadaf568843 INFQ
.417+82:88 axis-b8ad44T563843 INFO

2025-86-11T87:

Applications can also use the auditlog.cgi VAPIX CGI to download audit logs.
IT systems

Unlike regular device logs, audit logs are retained after the device is restarted. However, we recommend using

the remote syslog functionality to enable centralized audit logging for monitoring and incident response based
on relevant account activities and configuration changes on your Axis device. To enable audit logging through
remote syslog, select Audit in the Remote system log settings
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Audit log content

The audit log is categorized using Open Cybersecurity Schema Framework (OCSF) classes. Each OCSF class
represents a specific type of event or data. In this section, you can find examples of which use cases and events
are logged.

Note

Not all the examples are implemented in AXIS OS 12.5. New log messages and classes will be added with
future updates.

OCSF Class: Authentication

Use case: Logs successful and failed authentication attempts as well as logout events.
e Authentication: root@ 10.197.240.104 Authentication failed (SSH).
e Authentication: root@10.197.240.104 Authentication successful (SSH).

e Authentication: root@10.197.240.104 Logged out (SSH).
e Authentication: root@10.197.240.104 Authentication failed (HTTP/S).

14
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Authentication: root@10.197.240.104 Authentication successful (HTTP/S).
Authentication: root@ 10.197.240.104 Logged out (HTTP/S).
Authentication: root@10.197.240.104 Authentication failed (RTSP/S).
Authentication: root@10.197.240.104 Authentication successful (RTSP/S).
Authentication: root@10.197.240.104 Terminated (RTSP/S).

OCSF Class: Network Remediation Activity

Use case: Logs network security and firewall-related traffic information, primarily when incoming network
connections are blocked.

Network Remediation Activity: Firewall blocked 10.192.72.1:543 (Rule).

Network Remediation Activity: Firewall blocked B8:A4:4F:28:1D:B4 (Rule).

Network Remediation Activity: Firewall blocked 172.25.201.116 (Network DoS).
Network Remediation Activity: Firewall blocked 172.25.201.116 (Authentication DoS).

OCSF Class: API Activity

Use case: Logs configuration changes such as parameter updates, ACAP installations, and AXIS OS upgrades.

API Activity: root@10.197.240.104 configured Network.DNSServer1 (192.168.0.110).

API Activity: root@10.197.240.104 configured Image.l0.Appearance.Compression (40).

API Activity: root@10.197.240.104 configured Network.RTSP.Port (355).

API Activity: root@ 10.197.240.104 configured time.v2.time.date_time (2024-07-04T16:16:057).

API Activity: root@10.197.240.104 configured firewall.v1.conf.setRules ({"data":
{"defaultPolicy":"ACCEPT","fallbackTime":300,"rules":[{ "filter":null,"ip":null,"ipRange":null,"limit":
{"amount":3,"burst":3,"period":"SECOND","unit":"NEWCONNECTIONS"},"mac":null,"pktType":null,"port":
{"portNum™":22,"portType":"TCP"}"portRange":null,"ruleType":"LIMIT","tcpPort":null,"udpPort":null},
{"filter":{"policy":"DROP"},"ip":"192.168.0.100","ruleType":"FILTER","tcpPort":43222} { "filter":
{"policy":"ACCEPT"},"ip":"192.168.0.101","ruleType":"FILTER"}]} }).

API Activity: root@10.197.240.104 configured App: Axis Video Motion Detection 4

({"apiVersion":"1.4","context":"","method":"startVisualConfirmation","params":{"profile":2,"transform":

[1,0,0,0,1,0,0,0,11} }).

API Activity: root@10.197.240.104 started App: Axis Video Motion Detection 4.
API Activity: root@10.197.240.104 stopped App: Axis Video Motion Detection 4.
API Activity: root@10.197.240.104 installed App: Axis Perimeter Defender.

API Activity: root@10.197.240.104 deleted App: Axis Perimeter Defender.

OCSF Class: Account Change

Use case: Logs account-related configuration changes.

Account Change: root@ 10.197.240.104 changed account andre (Administrator).
Account Change: root@ 10.197.240.104 changed account andre (Password Update).
Account Change: root@10.197.240.104 deleted account sebastian (Operator).
Account Change: root@ 10.197.240.104 created account benjamin (Administrator).
Account Change: root@ 10.197.240.104 deleted account user1 (SSH).

Account Change: root@ 10.197.240.104 created account test (SSH).

OCSF Class: Entity Management

Use case 1: Logs system-relevant events such as device restarts, factory resets, and similar actions.

Entity Management: Audit Log started.
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® Entity Management: Audit Log rotated.

e  Entity Management: root@10.197.240.104 Upgrade started (12.31.32).

e  Entity Management: Upgrade completed (12.31.32).

® Entity Management: root@10.197.240.104 Restart.

e Entity Management: root@10.197.240.104 Factory default (hard).

e  Entity Management: root@ 10.197.240.104 Factory default (soft).

e  Entity Management: root@ 10.197.240.104 Rollback (11.11.199).

e Entity Management: root@172.27.8.7 Upgrade with factory default started (10.12.280).

e  Entity Management: root@172.27.8.7 Installed custom firmware certificate (axis-unlock-acap-
devmode).

e  Entity Management: root@172.27.8.7 Removed custom firmware certificate (axis-unlock-root-
account).

Use case 2: Logs relevant storage and recording events.

e  Entity Management: root@ 10.197.240.104 Accessed recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, SD card).

e  Entity Management: root@ 10.197.240.104 Accessed recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, Network share).

e  Entity Management: root@ 10.197.240.104 Exported recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, SD card).

e Entity Management: root@ 10.197.240.104 Exported recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, Network share).

e  Entity Management: root@ 10.197.240.104 Deleted recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, SD card).

e  Entity Management: root@ 10.197.240.104 Deleted recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, Network share).

e  Entity Management: root@ 10.197.240.104 Started recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, SD card).

e  Entity Management: root@ 10.197.240.104 Started recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, Network share).

e  Entity Management: root@ 10.197.240.104 Stopped recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, SD card).

e Entity Management: root@ 10.197.240.104 Stopped recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, Network share).

e  Entity Management: root@ 10.197.240.104 Downloaded Image (snapshot_2025_03_06_09_53_49).
OCSF Class: Network Activity

Use case: Logs video, audio, and metadata streaming events when clients connect to the device.

e Network Activity: root@ 10.197.240.104 Started streaming (ID:5, RTP/UDP,Event=on,Audio=1Video=1,
User_Agent:mozilla/5.0 (x11; linux x86_64)).

e Network Activity: Number of current active streams (1).

e Network Activity: root@ 10.197.240.104 Stopped streaming (ID:5, RTP/UDP,Event=0n,Audio=1\Video=1,
User_Agent:mozilla/5.0 (x11; linux x86_64)).

e Network Activity: Number of current active streams (0).

e Network Activity: root@ 10.197.240.104 Started streaming (ID:6, RTP/UDP,Event=off, Audio=0,Video=1,
User_Agent: GStreamer/1.22.0).

e Network Activity: Number of current active streams (1).
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e Network Activity: root@ 10.197.240.104 Stopped streaming (ID:6, RTP/UDP,Event=off,Audio=0,Video=1,
User_Agent: GStreamer/1.22.0).

e Network Activity: Number of current active streams (0).

OCSF Class: Base Event

Use case: Logs Remote Syslog audit test messages.

® Base Event: This is an audit test message.

Brute force delay protection

AXIS 0S 7.30 or higher

Axis devices running AXIS OS 7.30 and higher can be configured to automatically block HTTP/HTTPS requests
coming from a client in the network (IP address). For a certain amount of time, a defined number of
authentications fail. This feature can help in avoiding and to protect the Axis device from brute-force attacks, or
from network clients that unintentionally imitate a similar behavior. The brute force delay protection can be
configured in Plain config > System.

AXIS 0S 11.5 or higher

With AXIS OS 11.5 or higher, Brute Force delay protection is enabled by default using the configuration example

1 below.

Generally the lower the allowed page/site count is, the more secure the protection. Using Brute force delay
protection increases the time to guess a password tremendously. Some indications can be found below. Note
that configuring a strong password is always recommend.

Condition

Total Brute Force time
without delay protection
enabled - 720 requests/
sec”

Total Brute Force time
configuration example 1

Total Brute Force time
configuration example 2

and lower case letters,
and0to9

4 characters with only +- 11 minutes +- 6 hours +- 13 hours
lower case letters

4 characters with upper | +- 6 hours +- 205 hours +- 410 hours
and lower case letters,

and0to9

5 characters with only +- 5 hours +- 7 days +- 14 days
lower case letters

5 characters with upper | +- 14 days (+- 2 weeks) | +- 1.5 years +- 3 years

*Actual rate may vary and is depending on product performance.

Trying to access the web interface from the network client that was previously identified as a threat would
result in a HTTP 403 Forbidden response.
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Furthermore, the Axis device would log the following internally in the system log:

AXIS 0OS 11.5 and
lower

2021-08-16T12:17:35.119+02:00 axis—-accc8ed910b9 [ WARNING ]
httpd[592]: [evasive20:warn] [client 172.25.201.116:41972]
Blacklistingaddress 172.25.201.116: possible DoS attack.

AXIS 0S 11.6 and
higher

2021-08-16T12:17:35.1194+02:00 axis—-accc8ed910b9 [ WARNING ]
httpd[592]: [evasive20:warn] [client 172.25.201.116:41972]
Blocklisting address 172.25.201.116: possible DoS attack.

Parameter Description

Parameter Description

DOSBlockingPeriod | The blocking period is the amount of time (in seconds) a client will be blocked if they
are added to the blocking list. During this time, all subsequent requests from the client
will result in a 403 (Forbidden).

DOSPageCount This is the threshold for the number of requests for the same page (or URI) per page

interval. Once the threshold for that interval has been exceeded, the IP address of the
client will be added to the blocking list. A page is considered http://ip-address/system/
plainconfig.

DOSPagelnterval

The interval for the page count threshold; defaults to 1 second intervals.

DOSSiteCount

This is the threshold for the total number of requests for any object by the same client
on the same listener per site interval. Once the threshold for that interval has been
exceeded, the IP address of the client will be added to the blocking list. A site is
considered http://ip-address/

DOSSitelnterval

The interval for the site count threshold; defaults to 1 second intervals.
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Configuration examples

e Example 1: After 20 failed login attempts within one second, the client IP address gets blocked for 10
seconds. This configuration is the default configuration and offers flexible security where, to some
extent, failed login attempts from good-known authorized clients are taken into account.

e  Example 2: After 10 failed login attempts within one second, the client IP address gets blocked for 10
seconds. This configuration is recommended for very strict and high security systems where already a
few failed login attempts will block a client.

Setting Example 1 Example 2
Activate Password Throttling On On

DoS Blocking Period(sec) 10 10

DoS Page Count(req/ 20 10
DoSPagelnterval)

DoS Page Interval(sec) 1 1

DOS Site Count(req/ 20 10

DoSSitelnterval)

DoS Site Interval(sec) 1 1

Host-based firewall

Axis devices running AXIS OS 11.9 and higher have the host-based firewall feature. This replaces the legacy IP
Address Filter. The host-based firewall requlates network traffic towards Axis devices, adding an additional
security layer to protect against unauthorized access and attacks.

The firewall uses policies and rules to control incoming traffic, defining which packets (or frames) can pass
through and which should be blocked. Below is an overview of the specific criteria supported based on the AXIS
0S version installed on your device:

Criteria Available with version

IPv4/IPv6 address

TCP/UDP port 1o
IPv4/IPv6 address range

TCP/UDP port range

MAC address 12.5

Packet Type (unicast, multicast, broadcast)

Packet rate limiting

Below is the firewall interface for devices running AXIS 0S 11.9 to 12.4:
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Firewall

Default Policy

Activate ®
Allow o’

Address Rule type Protocel Part Palicy

ALL v Deny -

Below is the firewall interface for devices running AXIS OS 12.5 and higher:

Firewall [ ]

@® The firewall controls your device's network traffic based on predefined rules. After changing its configuration, you must apply the changes for them
to take effect. Always ensure you have a rule that allows you to connect to the device. It's recommended to test the configuration first to aveid
connectivity issues, then apply the new configuration or roll back to the previous one if needed.

Default Policy

<+ Newrule | Rules:1 ACCEPT v
Rule type Policy IP address MAC Protocol Port Package type Limit values Status
Amount: 3
Burst: 3
Limit - - - TCP 22 - ure Active

Period: Second
Unit: New connections

Policy: defines how the firewall should handle network traffic when it matches specific criteria in a rule:

e  Deny: discards the packets
e Allow: allows packets to pass through

Default policy: defines how the firewall should handle packets that don't match any criteria specified by the
user:

® Deny: discards all incoming traffic unless specifically allowed by a rule.
e Allow: allows all incoming traffic unless specifically blocked by a rule.

Firewall rules execute from top to bottom, so their order matters. For example, you may want to allow clients to
connect to the device via ports 80 and 443, except for client 192.168.0.200. However, if the rules are in the
wrong order, client 192.168.0.200 could still connect to the device via ports 80 or 443. To achieve this, move the
last rule (denying client 192.168.0.200) to the top.

Active rules
Address Rule type Protocol Port Policy
- Filter TCP 80 Allow
- Filter TCP 443 Allow
192.168.0.200 Filter ALL - Deny

Plan your firewall rules carefully. Misconfigured rules may block access to your devices. To prevent this, the
host-based firewall includes a test feature. This lets you test new rules for a set period before making them

permanent.
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In the example below, we've added two rules to block clients from connecting to the device via HTTP (TCP 80)
and SSH (TCP 22).

Configuration example
From AXIS OS 11.9 to 12.4:
1. Add the rules.

Firewall

Default Policy
Activate [ ]
Allow s
Address Rule type Protocol Port Policy
TCP v 80 Deny e
TCP v 22 Deny v T
+
Add rules

2. Set the timer to test the rules.

Once you have edited the rules, click Add rule. A new window appear, prompting you to test the new rules. You

can set a time in seconds to test the rules. If you want to activate the rules immediately, you can set the timer
to 0 to skip the test process.

You are adding rules to the Firewall

Adding a poorly configured rule can cause a loss of connection to the
device. In order to avoid this, we can make the rule active for a certain
amount of time, then the last active rule will be set again.

Time In seconds

30

Cancel Confirm rules

3. Test the rules during the timer.

Now, the two rules are temporarily active during the timer. Verify that the rules work as expected. Once the
timer is over, the rules will become pending and appear under Pending rules.
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Active rules
Time left for active rules test: 26s
Address Rule type Protocol Port
- Filter TCP 80
- Filter TCP 22

4.  Confirm the rules.

Palicy
Deny

Deny

If everything works as expected, click Confirm rules under Pending rules to activate them.

Pending rules

Address Rule type

Protocol Paort
- Filter TCP 80
- Filter TCP 22

Once confirmed, the rules will appear under Active rules.

Active rules

Address Rule type

Protocol Paort
- Filter TCP 80
- Filter TCP 22

With AXIS OS 12.5 and higher:
1. Add the rules.

22

Palicy
Deny

Deny

Policy
Deny

Deny

W
W

Confirm rules

Confirm rules



AXIS OS Knowledge base

New rule

Rule type
FILTER

Policy *

DROP

[] IPrange
IP address

Protocol

TCP

M

AC

MO0

[ ] Portrange
Port *

&0

Package type

<+ Newrule | |Rules:2

Rule type Policy IP address MAC Protocol

Filter DROP TCP

Filter DROP TCP

2. Test the rules.

Port

80

22

Cancel

Default Policy
ACCEPT w

Package type Limit values Status

New

New

The firewall configuration has been updated. Choose to test or apply the changes.

Test rules Apply rules

Click Test rules. A new window appear, prompting you to test the new rules. You can set a time in
seconds to test the rules. If you want to activate the rules immediately, you can set the timer to O to

skip the test process.
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Test Firewall configuration

The firewall configuration can be tested for a specific duration to check for connectivity
issues. If the test reveals no issues, you can apply the configuration or wait for the timer
to run out before starting a new test.

Test time in seconds

30 10s..3600s

Cancel Test rules

3. Apply the rules.
Once the test timer finishes, the rules' status will show as Tested. If everything works as expected, click
Apply rules. Otherwise, click Rollback to roll back the firewall to its previous state before you tested the

rules.
Default Policy
-+ Newrule |Rules:2 ACCEPT v
Rule type Policy IP address MAC Protocol Port Package type Limit values Status
Filter DROP - - TCP 80 - - Tested
Filter DROP - - TCP 22 - - Tested

Rollback Apply rules

In the screenshot below, the rules have been applied and their status has changed to Active.

Default Policy

+ Newrule | |Rules:2 ACCEPT v
Rule type Policy IP address MAC Protocol Port Package type Limit values Status
Filter DROP - - TCP 80 - - Active
Filter DROP - - TCP 22 - - Active

New connection rate limiting feature

The new connection rate limiting feature tracks new connections towards the device and matches at a limited
rate using a token bucket filter. This feature is mainly used to avoid various denial-of-service attacks (DoS).

The rule type should be set to LIMIT to create a connection limit.

e Amount: Maximum average matching rate: specified as a number, with an optional '/second’, '/minute’,
'[hour', or '[day" suffix. This specifies the rate at which tokens get refilled into the bucket. 3/second
means 3 tokens every second.

®  Burst: Maximum initial number of connections to match. It specifies the maximum number of tokens
that can be filled in the bucket. This number gets refreshed based on the Amount value until the bucket
reaches its maximum limit.
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There is a default rate limiting rule for new SSH connections. This rule is user-configurable.

Edit rule

Rule type
LIMIT o

[] IPrange

IP address
Protocol MALC
TCP o MO O

[ ] Portrange

Port *

22
Unit * Period *

MEWCOMMECTIONS s SECOMD o
Amount * Burst *

3 3

Package type

Cancel

In the above example, Burst is set to 3, and Amount is set to 3/second by default. The first 3 SSH connections
will be accepted. After this, it will take around 333ms before a new SSH connection is accepted. Meanwhile, if
no SSH connection is matched every 333ms, one burst will be regained to the initial bucket. If no SSH
connection happens for 1 second, the burst will be fully recharged.

Product-specific rules

When you connect certain accessories to a product, the device automatically creates firewall rules tailored to
them. These accessories rely on specific ports to communicate with the device. If the firewall blocks these ports,
the accessories might not function as expected. The product-specific rules will overrule the user-configured
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rules. Note that these rules are not configurable by the user and cannot be seen through the device's web
interface. You can only find these rules in the server report .

Limitations

The firewall doesn't currently support connection tracking. For example, consider NTP. The NTP client sends
requests to servers on UDP port 123. The server then responds from source port 123 to a high ephemeral port on
the client. Since the firewall doesn't support connection tracking or stateful tracking, it doesn't monitor the
initial outgoing traffic from the device to the NTP server. As a result, the firewall drops the NTP server's response
unless you explicitly allow the NTP server's IP.

Signed OS

About signed 0S

Signed OS is a feature that was introduced to ensure that only verified and trusted software is uploaded and
used in Axis devices. In this section you can read about technical details that will ensure that the correct update
and downgrade paths are selected to avoid issues. For general information about the signed OS feature, see the
Cybersecurity features in Axis products white paper.

Axis started to sign its software from AXIS OS 8.30.1. Until the release of AXIS 0S 9.20.1, devices would still
accept both unsigned and signed for backwards compatibility. After the release of AXIS 0S 9.20.1, signed 0S
was fully activated and Axis devices would then only accept software signed by Axis. This means it is not
possible to perform a rollback or downgrade to a version below AXIS 0S 8.30.1, which is the version where Axis
initially started to sign the device software.

® Question: My device runs AXIS 0S 9.10.1 and | want to downgrade to AXIS OS 8.40 LTS. Does this work?
Answer: Yes, this will work.

® Question: My device runs AXIS 0S 9.20.1 and | want to downgrade to AXIS 0S 8.20.1 or lower as my
VMS requires me this to keep backwards compatibility. Does this work? Answer: The downgrade will fail.
The unsigned version will be rejected by the device and it will continue to run AXIS 9.20.1. In order to
perform such a downgrade, you need to downgrade in two steps using AXIS 0S 8.30.1 as a gateway. So
first from 9.20.1 -> 8.30.1 -> 8.20.1 or further below. Note that Axis does not encourage downgrades to
older, unsupported AXIS OS versions in general.

Signed OS key lifecycle

Signature key pairs are generated on a dedicated offline key generation device. After generation the private key
is encrypted with two different asymmetric keys. One for secure import into a cluster of Thales Luna HSMs and
another key for long-term offline backup outside the HSM in at two separate secure locations.

The private key is provisioned into the HSM using an administrative role of the HSM that requires M of N
authentication. At no point is the private key exposed in plain text during the import.

When Axis signs a AXIS OS image with said key, the signing request is processed by an application server that
guards access to the HSM and audits use of the signing key. The application server can only be accessed from
inside the Axis network and requires a signing-authorized account.

Revoking of a AXIS OS signing key entails issuing a bootloader update for all Axis devices using that key. As part
of the update, the device's anti-rollback mechanism is updated to block older bootloaders which are still
accepting the revoked AXIS OS signing keys. Secure destruction of signing keys requires physical destruction of
the master backup key that exist in two copies.

Troubleshooting

How can you identify that an upgrade did not work because of an unsigned 0S? If a user tries to upload an
unsigned version, one of the following messages is displayed in the log files of the camera when a device
software upgrade fails due to signed OS:

[ERR] fwmgr: Unknown firmware domain
[ERR] fwmgr: Image has no signature.
[ERR] fwmgr: No custom firmware certificate for camera group "xxx'.
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Signed ACAP applications

Axis takes proactive steps to implement ACAP application signing, aligning with industry best practices for
secure software delivery. Additionally, it anticipates potential future enforcement through legislation, including
the E.U. Cybersecurity Resilience Act, E.U. Radio Equipment Directive, and Executive Order 14028. Therefore,
starting from AXIS OS 12.0 customers will only be able to install signed ACAP applications on Axis devices by
default. Installation of unsigned ACAP applications will be possible only and only if a device is actively
configured to accept unsigned ACAP applications. Configuring a device to accept unsigned ACAP applications
will lower the device's security, but it can be useful during development or if you develop and run your own
ACAP application. Running unsigned ACAP applications is not recommended.

What are the benefits for end customers?

A signed ACAP indicates that Axis has a TIP-relationship with the partner who has developed the ACAP. By
inspecting the ACAP, the end customer can see who the TIP-partner is. The partner name under the vendor tag is
equivalent to the company name in Axis CRM records. Therefore, the signing process ensures the validation of
the partner, traceability and accountability. This process enables the end customers to validate their ACAP
applications.

What are the benefits in terms of cybersecurity?

The signing process ensures that the ACAP will only require Axis-approved access-rights and privileges when
running on the Axis device. An ACAP that went through the signing process, will only run with limited, approved
access rights on an Axis device. Furthermore, by signing the ACAP application, it is ensured that the content of
the application is not tampered with from release to installation, hence it enables the secure software delivery.

Is Axis vetting the software quality, secure development practices or performing QA-testing on Signed
ACAPs?

No, Axis does not take any responsibility for whether a TIP-partner ACAP that went through the signing process
is QA-tested, or has been developed according to industry best-practices secure development processes. This
responsibility lies entirely on the TIP-partner that is providing an ACAP application.

Who do we allow to have their ACAPs signed?
Only TIP partners are allowed to do so. This indicates that Axis has conducted a vetting process for its partners.
Will Axis provide ACAP signing capabilities for non-TIP partners as well?

For non-TIP partners that require signing capabilities, we will also perform a vetting process. Please use this link
to request access.

How does the ACAP signing technically work?

During the ACAP application signing process, a cryptographic signature is added at the end of the application
package. The signature is verified by the Axis device when installing the ACAP application as part of the overall
secure software delivery architecture.

When will Axis enforce mandatory ACAP signing?

In alignment with secure software delivery practices, Axis will accept only and only Signed ACAP applications
without the possibility to disable this security control on its devices. Axis aims to achieve this is the next
generation of the AXIS OS operating system which is planned to be AXIS 0S 73.0in H2 2026 and onwards.

Cryptographic support

A secure keystore is generally referred to as a dedicated hardware crypto computing module that offers
protection of cryptographic operations, certificates, and keys. Axis products that support AXIS Edge

Vault feature up to two secure keystores with corresponding security certification, either Common Criteria CC
EAL6+ and/or CC EAL4+ /[ FIPS 140-2 level 2 certification according to the Federal Information Processing
Standard, which could be a regulatory requirement for certain customers and use cases. Both secure keystores
offer the same level of protection in terms of cryptographic operations, certificates, and keys. Additionally, some
system-on-chips include a so-called Trusted Execution Environment (TEE). Depending on the installation
requirements, the TEE might be a good choice due to lower latency for cryptographic operations.
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The table below provides an overview of the cryptographic features of keystores found in Axis devices.

Cryptographic
feature

Trusted  Platform
Module 2.0 (CC
EAL4+, FIPS 140-2
level 2)

Secure element (CC
EALG+, FIPS 140-3
level 3)

Trusted Execution
Environment (SoC
TEE)

Software(!)

Dedicated hardware
protection of
cryptographic
operations,
certificates and
keys

v

v

v

Strongest security

Fastest
performance

Recommended for
long-lived keys/
certificate

Recommended for
short-lived keys/
certificates

X.509 certificates in
format .PEM, .DER, .
CER and .CRT with
PKCS#1 formatted
private keys

PKCS#12
certificate/private
key container in .
Pz}z or .pfx format

RSA-cryptographic
support

v

v

ECC-cryptographic
support

s@

s

)

Hash algorithms
SHA-224/256/384/
512

SHA-224/256

SHA-224/256/384/
512

SHA-224/256/384/
512

SHA-224/256/384/
512

Max RSA-crypto
private key size
uploadable

2048

40960)

4096

4096

Max ECC-crypto
private key size
uploadable

ECC NIST P-256

ECC NIST P-256,
ECC NIST P-384,
ECC NIST P-521

ECC NIST P-256,
ECC NIST P-384,
ECC NIST P-521

ECC NIST P-256,
ECC NIST P-384,
ECC NIST P-521
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RSA-crypto private
key size for self-
signed certificate or
certificate signing
request(®

2048

4096

4096

4096

ECC-crypto private
key size for self-
signed certificate or
certificate signing
request(?)

ECC NIST P-256

ECC NIST P-256,
ECC NIST P-384,
ECC NIST P-521

ECC NIST P-256,
ECC NIST P-384,
ECC NIST P-521

ECC NIST P-256,
ECC NIST P-384,
ECC NIST P-521

Legacy for products without any hardware protected secure keystore.

2. Support from AXIS OS 5.50 and higher, Max size of .PFX and .P12 certificate/private key container are
limited to 102400 bytes except for devices running AXIS OS 9.20 and lower where only a maximum file
size of 10240 bytes is supported.

3. The support for ECC was added in AXIS OS 10.10 excluding the following products which need to receive
an software update manually: HWID 79C: AXIS Q3527-LVE, HWID 7DA: AXIS Q6074, HWID 7D9: AXIS
Q6074-E, HWID 7B1: AXIS Q6075, HWID 7B0: AXIS Q6075-E, HWID 7B2: AXIS Q6075-C, HWID 7B3:
AXIS @6075-S, HWID 7FA: AXIS Q6075-SE and HWID 7C7: AXIS Q9216-SLV.

4. ECC cryptography support for Axis devices without TPM module has been added from AXIS OS 10.1 and
higher.

5. RSA 3072 key length is not supported.

6. Max key bit size of private key generated by the Axis device when creating a self-signed certificate (SSC)
or issuing a certificate signing request (CSR). During the very first boot, the Axis device will generate a
self-signed certificate automatically, which prior to AXIS OS 10.1 had a private key bit size of 1536-bit.
Starting with AXIS OS 10.1 and higher, the size is 2048-bit.

7. Support from AXIS OS 11.6 or higher.

FIPS mode

The Federal Information Processing Standard (FIPS) Publication 140-2 is a U.S. government standard that defines
security requirements for cryptographic modules in information technology products.

Starting with AXIS OS 12.4, you can select FIPS mode as a Crypto policy option, enabling the use of an OpenSSL-
based certified cryptographic module (Axis Cryptographic Module, #4621). The FIPS mode ensures all
cryptographic operations comply with FIPS 140-2 Level 1 standards. These operations encompass key
generation, key exchange, digital signature authentication, encryption, and decryption.

Benefits

Sets system-wide security to level 2

- Older protocols like SSLv3, TLS 1.0, and TLS 1.1 are disallowed. Only TLS 1.2 and TLS 1.3 can be
used.

- RSA keys must be at least 2048 bits, and ECC keys must be at least 256 bits.
AES with key lengths 128, 192, and 256 bits are allowed. The mode is limited to GCM.

Enables strong ciphers that are allowed and needed by AXIS OS and the applications. For exmaple,
ciphers from the CHACHA20-POLY 1305 family are removed as they are not FIPS-approved.

SHA-1 is not allowed for signature generation.

MD5 for digest authentication is not allowed.

Crypto policy for HTTPS server and 802.1x authentication

The following applications in AXIS OS are FIPS 140 compliant when FIPS mode is selected.
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Application Settings applied with FIPS mode
selected

HTTPS server TLS 1.2 ciphers ECDHE-ECDSA-AES128-GCM-
SHA256

ECDHE-RSA-AES128-GCM-
SHA256

ECDHE-ECDSA-AES256-GCM-
SHA384

ECDHE-RSA-AES256-GCM-
SHA384

TLS 1.3 ciphers TLS_AES_128_GCM_SHA256

TLS_AES_256_GCM_SHA384

Key Exchange Prime256v1
Authentication Basic
802.1x Wired connection Authentication mode EAP-TLS/ MACsec (Dynamic CAK)

Configured ciphers:
e ECDHE-ECDSA-AES256-
GCM-SHA384

e ECDHE-ECDSA-AES128-
GCM-SHA256

e ECDHE-RSA-AES128-
GCM-SHA256

e ECDHE-RSA-AES256-
GCM-SHA384

e TLS_EMPTY_
RENEGOTIATION_INFO_
SCSV (RFC 5746
requirement)

Considerations

®  FIPS mode is not activated by default, so even if a device can be FIPS compliant, it does not run FIPS
mode by default.

® FIPS mode only applies to the applications listed above. However, it does not strictly enforce it. For
example, in FIPS mode, selecting and using non-FIPS-compliant services such as “IEEE 802.1x PEAP-
MSCHAPv2" for 802.1x authentication is still possible.

e |tis recommended to thoroughly test FIPS mode with 3" party systems to ensure sufficient
compatibility and connectivity.

e When FIPS mode is enabled, installing certificates via a PKCS#12 (.pfx) file is not accepted. Please install
certificates via a separate .pem certificate file and key file.

e |EEE 802.1ae MACsec (Static CAK/ Pre-shared Key) mode is FIPS compliant.
e (V25 chipset products are not currently supported

Before activating FIPS mode, ensure that the TLS certificates used by applications meet the following
requirements:

®  RSA key sizes must be at least 2048 bits.
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e ECC key sizes must be at least 256 bits (for example, NIST P-256, P-384, P-521).

To activate the FIPS mode, go to System > Security > Cryptographic policy and select FIPS- Policy to comply
with FIPS 140-2. The device must be restarted for the changes to take effect.

Certificate management

Default device certificate

Axis devices contain a certificate to allow for encrypted HTTPS and other secure connections in order to provide
the possibility to access the device securely and proceed with the initial configuration of the device. Depending
on the hardware capabilities of the Axis product and which AXIS OS version it is running, different default
configuration applies.

Self-Signed Certificate

Axis products with support for TPM module or Software keystore only generate a self-signed certificate during
first-boot up. Axis devices come with a pre-installed self-signed certificate in order to provide the possibility to
access the device via encrypted HTTPS connection and proceed with the initial setup of the device. Since the
first-boot certificate is self-signed by the device, it is not suitable for providing authentication or authenticity
against networks and applications. Therefore, Axis recommends removing the self-signed certificate from the
device and replace it with a server certificate that is trusted in your organization when HTTPS connection is the
preferred type of connection to the device.

Axis device ID (IEEE 802.1AR)

Axis devices equipped with Axis Edge Vault are provisioned with an Axis device ID. The Axis device ID conforms

with the IEEE 802.1AR standard and can be verified using the Axis device ID certificate chain. ou can download

and find more information about the Axis device ID certificate chain in our Public Key Infrastructure Repository.
Remember to verify the downloaded certificates against the provided sha256 hash before using the Axis device

ID CA certificates as a trust anchor.

Axis root certificate Integrity checksum SHA256

Axis device ID Root CA ECC 32ca2dc3230764f2d638b54d2826-
c050613266162932a2d7e766f81a51e3aa60

Axis device ID Intermediate CA ECC 1 e7a2fe5d9eb7af9d2ad45a432621389fc50362-
b62e482c03969ca5e3e3c114a4

Axis device ID Intermediate CA ECC 2 2df287bda13db287f6e177a0ac666e3087de9-
c39e93d4dafb074e0ca944b0d45

Axis device ID Root CA RSA fc1a8b0d6585dc74215be-
c4e87e852af9258637062d0fc4c417554a6f1b5a85e

Axis device ID Intermediate CA RSA 1 6b5da02ed3feb18ab787c3dfe2a32a311c-
f93852733e6ebe463f3ec33d45a89d

Axis device ID Intermediate CA RSA 2 c02a61b0448ab245994d7d81b5ae50253424a4c-
d930426172e5f0d89598b69a6

Using Axis device ID in production

The IEEE 802.1AR standard for secure device identity is part of IEEE's efforts to improve security, particularly in
network environments, by providing a way to uniquely identify devices. This standard enables the creation of
device ID certificates, which serve as a means of authenticating network devices based on their distinct
hardware characteristics. The Axis device ID complies with the IEEE 802.1AR standard.

Customers often ask whether to use the Axis device ID in production beyond the initial secure connection and
onboarding. To help you make an informed decision, we've outlined the following benefits and drawbacks:

Benefits

® Unique device identity: Provides a secure, unique identifier for each Axis device that's tied to the
device's serial number.
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e Device-based trust: By binding a certificate to the hardware, the network inherently trusts the device
rather than solely relying on other software-based identifiers.

® Hard to spoof: The Axis device identity is tied to the device's hardware keystore, which makes it highly
resistant to tampering.

® QOut-of-box: The Axis device ID certificate is created and signed by Axis during the manufacturing
process.

®  Zero-trust-capable: The Axis device ID certificate is pre-configured for HTTPS, IEEE 802.1X network
authentication, and IEEE 802.1AE MACsec network encryption for secure device onboarding and zero-
trust networking in the factory defaulted state.

e Standardization: The Axis device ID is an IDevID (Initial Device Identifier), as standardized in |IEEE
802.1AR, which is widely used for device authentication.

Drawbacks

® Long-term validity: The Axis device ID certificate remains valid until the year 9999. The IEEE 802.1AR
standard does not define how device ID certificate rotation should be handled.

® Key usage: The primary purpose of the Axis device ID certificate is to authenticate the device's identity.
As there are no specific key usage restrictions defined in the certificate extension, it can be utilized for
both client and server certificates interchangeably.

* Not changeable: The Axis device ID comes in certain cryptographies such as ECC-P256 and RSA-4096,
which cannot be changed. Customers must accept these properties if they choose to use the Axis device
ID in production.

® Decommissioning: The Axis device ID certificate remains after factory default, while other certificates
provisioned by the customer are removed.

® |ssuance authority: The Axis device ID is issued by Axis Communications, meaning that customers need
to explicitly trust Axis Communications' Public Key Infrastructure (PKI).

e  Certificate revocation: Currently, Axis doesn't maintain a publicly accessible Certification Revocation
List (CRL).

The Axis device ID certificate is extremely helpful when your primary concern is device-level authentication in a
trusted network environment. One of its key benefits is facilitating secure initial device onboarding. Following
successful initial authentication, we strongly advise uploading customer-specific, production-grade certificates
to the device to support IEEE 802.1X, HTTPS, and other applications, thereby enhancing overall security and
compliance.

CA certificates

CA certificates are certificates used by the Axis device to validate/verify the authenticity of other servers in the
network. This means that CA certificates that are going to be uploaded in the CA certificate section of the Axis
device need to fulfill one of the following:

®  X509v3 CA certificate with basicConstraints extension CA:TRUE*
e X509 v1 self-signed certificate
® The keyUsage attribute extension with bit keyCertSign set but without basicConstraints
* Netscape Certificate Type extension saying that it is CA certificate
*The CA:TRUE or CA:FALSE attribute also decides whether the CA certificate is allowed to sign other certificates.

Note

Installing a concatenate certificate file that contains the whole certificate chain is not currently supported.
You should install the intermediate CA certificate and CA certificate separately.

Certificate signing request (CSR)

A certificate signing request (CSR) can be created from an already existing certificate in the Axis device. The
certificate request in PEM format can be sent to a certificate authority (CA) for signing/verifying. After the
signed certificate is returned from the CA, it needs to be uploaded on the Axis device and be compared/verified
with the original certificate request. If all information is correct, the certificate upload will end successfully.
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However, if system changes occur between the time the CSR was issued and the certificate was uploaded, the
process can be interrupted. Possible reasons why a certificate upload would fail are:

® The Axis device has been factory defaulted in the meantime

® The certificate used for the signing request has been removed or changed in the Axis device

Default HTTP(S) headers

AXIS 0S by default has the following most common security-related HTTP(S) headers enabled to increase overall
minimum cybersecurity in factory defaulted state. The custom HTTP header VAPIX API can be used to configure
further HTTP(S) headers. For more information, see the Vapix Library.

AXIS 0S 10.1 and higher
With AXIS OS 10.1 or higher, the below default HTTP(S) headers have been introduced to increase overall
minimum cybersecurity level:

Header Values Description

X-Frame-Options SAMEORIGIN This specifies that the page can only be embedded in a frame on
the same domain as the page itself.

X-Content-Type- nosniff This value instructs the browser to not interpret files with an

Options unknown MIME type as a different content type. For example, if

a server sends an HTML file with a .jpg extension, the browser
will not treat it as an image but instead will display it as text.

X-XSS-Protection 1; mode=block This value instructs the browser to enable its built-in XSS
protection feature.

AXISOS 11.5 — 11.11

With AXIS 0S 11.5 —11.11, a Content-Security-Policy (CSP) HTTP(S) response header is added in addition to
specify a policy that tells the browser which sources of content can be trusted for the Axis device. This header
can be used to protect against various types of attacks, including cross-site scripting (XSS) and data injection
attacks.

When a browser receives a web page, it checks the CSP header to determine which sources of content are
allowed to be loaded for that page. If any content is attempted to be loaded from a source that is not on the list,
the browser will block it.

Directive Values Description

default-src 'self' This specifies the default sources
from which resources are allowed
to be loaded if not explicitly
specified.

frame-ancestors 'self' This specifies the sources from
which frames or iframes can be
loaded on the page.

connect-src 'self' This specifies the sources to which
the page can make network
https:/[*.google-analytics.com requests.

https:/[*.analytics.google.com
https:/[*.googletagmanager.com

https:/[*.axis.com

mediastream:
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blob:
script-src 'self' This specifies the sources from
which JavaScript code can be
'unsafe-inline' loaded and executed on the page.
'unsafe-eval'
https://www.googletagmanager.
com
https:/[*.google-analytics.com
https://ssl.google-analytics.com
https:/[*.axis.com
style-src 'self" This specifies the sources from
which styles can be loaded and
'unsafe-inline' applied on the page.
img-src 'self' This directive guards the loading of
images (for example using the
https://[*.analytics.google.com <img> HTML tag).
https://www.googletagmanager.
com
https:/[*.axis.com
data:
blob:
media-src 'self' This specifies the sources from
which audio and video can be
mediastream: loaded on the page
blob:
object-src 'none’ This specifies valid sources for the

<object>, <embed>, and <applet>
elements.

In addition to the CSP, a Referrer-Policy header is added. HTTP requests may include the optional Referrer
header, which indicates the origin or web page URL the request was made from. The Referrer-Policy header
defines what data is made available in the Referrer header.

Header

Values

Description

Referrer-Policy

strict-origin-when-cross-origin

With this policy, only the origin is sent i

AXIS 0S 12.0 and higher

With AXIS 0S 12.0 and higher, the default Content-Security-Policy (CSP) HTTP(S) response header has been

updated.
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Directive

Values

Description

default-src

'self'

This specifies the default sources
from which resources are allowed
to be loaded if not explicitly
specified.

frame-ancestors

'self'

This specifies the sources from
which frames or iframes can be
loaded on the page.

connect-src

‘self’
https:/[*.google-analytics.com
https:/[*.analytics.google.com
https:/[*.googletagmanager.com
https:/[*.axis.com

mediastream:

This specifies the sources to which
the page can make network
requests.

blob:
script-src 'self’ This specifies the sources from
which JavaScript code can be
https://www.googletagmanager. loaded and executed on the page.
com
https:/[*.google-analytics.com
https://ssl.google-analytics.com
https:/[*.axis.com
style-src 'self' This specifies the sources from
which styles can be loaded and
'unsafe-inline’ applied on the page.
img-src 'self' This directive guards the loading of
images (for example using the
https:/[*.analytics.google.com <img> HTML tag).
https://www.googletagmanager.
com
https:/[*.axis.com
data:
blob:
media-src 'self' This specifies the sources from
which audio and video can be
mediastream: loaded on the page
blob:
object-src 'none’ This specifies valid sources for the

<object>, <embed>, and <applet>
elements.
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Decommissioning

When decommissioning an Axis device, a factory default should be performed. After the factory default, most
data is erased by overwriting/sanitization. For more information, go to AXIS OS Hardening Guide.
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Media streaming

Video streaming in Axis products

The purpose of this section is to encourage and enable partners, system integrators and end users to consider
their individual setup when configuring general video streaming settings in Axis devices in order to ensure
optimal performance and user experience.

General considerations

Axis video capable devices deliver a video stream according to the desired requirements of the system it is used
in and according to the specifications of the Axis device itself. The following information provides a foundation
and understanding of how video streaming in Axis devices works and what settings to consider.

About video streaming clients

The Axis device as such recognizes several types of clients that it encodes and distributes video streams to. The
clients can be categorized as internal and external, and they are served with video streams as they are
requested. See examples below for each category:

Internal clients

e Action rule for (S)FTP/HTTP(S) MJPEG image upload

e Action rule for (S)FTP/HTTP(S) video clip upload

®  Action rule for recording videos to SD card and network share
e Continuous recording to SD card or network share

®  (Analytics) ACAPs that request video stream or MJPEG images

External clients

® Viewing video in web interface

* \iewing video via secure remote access

e Live view and recording to AXIS Companion

e Live view and recording to AXIS Camera Station

e live view and recording to 3rd party video management system
Unique encoded streams

The number of unique encoded streams tells us how many different video streams an Axis device is encoding.
This information can be obtained in the server report of devices with version 5.70 or higher in the section
Snapshot of the current (caching) streams. For devices with AXIS OS version 10.7 or higher, this information is
available in the section Snapshot of all running streams. The number of unique encoded streams are affected
by stream properties, as will be shown in the examples below. Note that the illustrations are taken from a
graphical user interface to better illustrate the use case.

Example 1: In this example, the Axis device is encoding a total number of three unique encoded video streams.
The video streams differ in one stream property - resolution - and since the resolution is different, the Axis
device needs to encode each video stream separately.

Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation
Stream 1: video/x-h264 1920x1080 30 30 62 10 0
Stream 2: video/x-h264 1280x720 30 30 62 10 0
Stream 3: video/x-h264 800x600 30 30 62 10 0

Example 2: In this example, the Axis device is encoding a total number of two unique encoded video streams.
The video streams differ in one stream property - frame rate (fps) - and since the frame rate is different, the Axis
device needs to encode each video stream separately.
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Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation
Stream 1: video/x-h264 1920x1080 30 30 62 10 0
Stream 2: video/x-h264 1920x1080 15 30 62 10 0

Conclusion: Axis devices need to encode video streams according to their stream properties. If stream properties,
such as fps, compression, VideoKeyFramelnterval (GOP), etc. differ from one requested video stream to another,
the Axis device is forced to encode separate video streams. This may have an impact on video streaming
performance and generally it is recommended to optimize the setup towards the least amount of video streams
possible.

Note: From AXIS OS 10.8 and onwards a single unique encoded video stream can be distributed to a maximum
of eight physical network clients at the same time. If more physical network clients need to pull the same video
stream, we suggest implementing multicast video streaming instead, or to have additional clients request
another unique encoded video stream.

Distributed streams

The number of distributed video streams refers to the number of actual physical network clients in the network
and the number of video streams that they are requesting. For example, it would be possible to video stream
from AXIS Camera Station and from the web interface of the Axis device from the same physical network client.

This information can be obtained in the server report of devices with version 9.80 and higher in the section
Snapshots of the current outgoing RTP streams. This section lists the number of distributed streams in relation
to their destination IP address. The distributed stream is declared as a ratio of Number of video streams:Number
of physical network clients.

Example 1: In this example, the number of distributed streams is 2:2 because the Axis device streams in total
two video streams to two physical network clients.

~ID = Mime Source Destination Transport - Stream - Media - State Encrypted : Multicast
8 video/x-h264 172.25.201.154:64322 172.25.201.201:50000 UDP RTP VIDEQ PLAYING No No
9 video/x-h264 172.25.201.154:62832 172.25.201.202:50002 UDP RTP VIDEO PLAYING No No

Physical network client 1

T
-

. Axis device
Unique encoded Distributed .
stream 1 request stream 1 Network switch
1 i . S
Distributed Unicast Physical network client 2
sical network clien
Video Network stream 2 ¥

encoding interface l_—’_—
1080p L -

Unique encoded
stream 2 request

Example 2: In this example, the number of distributed streams is 3:2 because the Axis device streams in total
three video streams to two physical network clients. Observe that the Physical network client 1 is requesting
the Unique encoded stream 1 twice.

~1D = Mime Source Destination Transport - Stream : Media : State Encrypted - Multicast
8 video/x-h264 172.25.201.154:64322 172.25.201.201:50000 UDP RTP VIDEQ PLAYING No No
9 video/x-h264 172.25.201.154:62832 172.25.201.202:50002 UDP RTP VIDEOQ  PLAYING Mo No
10  video/x-h264 172.25.201.154:54324 172.25.201.202:50004 UDP RTP VIDEDQ PLAYING No No
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Physical network client 1

-
e

Unique encoded Axls device Distributed
stream 1 request stream 1+2 Network switch
o ! s =
Video Network Diitributgd Unicast Physical network client 2
stream

encoding interface I_—l_—
1080p 5> = =

Unique encoded
stream 2 request

Conclusion: An Axis device can stream a single or many video streams to either the same or many physical
network clients. A physical network client is defined by the number of video streams it is requesting and its
destination IP address in the network.

Note: From AXIS OS 10.8 and onwards a single unique encoded video stream can be distributed to a maximum
of eight physical network clients at the same time. If more physical network clients need to pull the same video
stream, we suggest implementing multicast video streaming instead, or to have additional clients request
another unique encoded video stream.

Unique encoded streams and distributed streams

With the information above, we can now explain the relation between the number of unique encoded streams in
relation to the number of distributed streams to physical network clients.

Example 1: In this example, two physical network clients are requesting a unique encoded stream each. This
results in a distributed stream to each physical network client.

Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation
Stream 1: video/x-h264 1920x1080 30 30 62 10 0

Stream 2: video/x-h264 1920x1080 15 30 62 10 0

~ID = Mime < Source <+ Destination < Transport - Stream © Media - State : Encrypted © Multicast
8 videofx-h264 172.25.201.154:64322 172.25.201.201:50000 UDP RTP VIDEQ PLAYING No No

9 video/x-h264 172.25.201.154:62832 172.25.201.202:50002 UDP RTP VIDEO PLAYING No No

Physical network client 1

T
-

. Axis device
Unique encoded Distributed .
stream 1 request stream 1 Network switch
v o P —
Distributed Unicast Physical network client 2
Video Network stream 2 25

encoding interface I_—l_—
1080p > = =

Unique encoded
stream 2 request
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Example 2: In this example, the Axis device is encoding two unique streams and distributes them to three
physical network clients.

Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation
Stream 1: video/x-h264 1920x1080 30 30 62 10

Stream 2: video/x-h264 1920x1080 15 30 62 10 0

~ID < Mime < Source < Destination < Transport © Stream - Media : State © Encrypted : Multicast
8  video/x-h264 172.25201.154:64322 172.25.201.201:50000 UDP RTP VIDEO PLAYING No No

9 videol-h264 172.25.201.154:62832 172.25.201.202:50002 UDP RTP VIDEQ PLAYING No No

10 video/x-h264 172.25.201.154:54324 172.25.201.203:50004 UDP RTP VIDEO PLAYING No No

Physical network client 1

(]

720p
Physical network client 2

Unique encoded Axis device Distributed ) - =
stream 1 request stream 1+2 Network switch

Ao | i - =0

_—
Distributed Unicast
Video Network
encoding interface stream 3 Physical network client 2
lUSOp T

Unique encoded
stream 2 request

Example 3: In this example, the Axis device is encoding a single unique stream and distributes it to two physical
network clients via multicast. Observe that this setup would result in a single distributed stream only as the two
physical network clients will receive the stream from the multicast address. So, multicast has the advantage of
consuming less network bandwidth compared to example 4 below.

Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation

Type

Stream 1: video/x-h264 1920x1080 30 30 62 10 0

~ID < Mime ~ Source = Destination < Transport - Stream - Media - State © Encrypted - Multicast
8 video/x-h264 172.25.201.154:0 239.208.128.235:50000 UDF RTP VIDEO PLAYING No Yes
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Axis device
720p o ﬁ
Unique encoded Video Network
stream 1 request encoding interface

Distributed
stream 1

Physical network client 1

{]

Network switch

- R

Multicast . .
Physical network client 2

]

Example 4: In this example, the Axis device is encoding a single unique stream and distributes it to two physical
network clients via unicast instead. Compared to example 3, this setup would require the Axis device to
consume more network bandwidth as the unique stream has to be distributed twice.

Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation

Stream 1: video/x-h264 1920x1080 30 30

~ID = Mime ~ Source * Destination

8 videofx-h264 172.25.201.154:64322 172.25.201.201:50000
9 video/x-h264 172.25.201.154:62832 172.25.201.202:50002

Axis device
i X
Unique encoded Video Network
stream 1 request encoding interface

Maximum number of clients

UDP
UDP

62

Distributed
stream 1+2

RTP
RTP

10 0

< Transport - Stream - Media = State - Encrypted - Multicast

VIDEQ  PLAYING No No
VIDEO PLAYING No No

Physical network client 1

(]

Network switch

- FEH

Unicast
Physical network client 2

{]

Another important setting is the maximum number of clients (=viewers) that can receive a video stream. The
number is set to 10 or 20 in all Axis devices and is depending on the configuration and performance capabilities

of the device.

This means that either the Axis device is delivering a single video stream to 10 or 20 different physical clients in
the network, or the Axis device is delivering 10 or 20 different video streams to one client in the network. The
number of receiving video clients (physical and software instances) is the main limit. This configuration can be
obtained by reading out the following VAPIX parameter: https://ip-address/axis-cgi/param.cgi?action=

listétgroup=Image.MaxViewers

In practice, the maximum number should never be reached at any point. If an increasing number of clients need
to access the video stream, it is recommended to make use of e.g. multicast.
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Video, audio and metadata

In, we learned that there is a limit to how many video streams a device can deliver as a maximum, and we
explained this with the number of video streams. In addition to video streams, Axis devices can also deliver
audio and metadata streams. While the purpose of video and audio streams is self-explanatory, the purpose of
metadata might not be. With a metadata stream, an application or VMS can listen to the Axis device's event
stream and both react on it and create its own events and actions in return.

Below is an example of an Axis device that is currently streaming one of each stream type to a single physical
network client. Observe which stream type is streamed under Media.

~ID = Mime Source Destination Transport - Stream - Media State Encrypted - Multicast
24 video/x-h264 172.25.201.190:0 172.25.201.50:64959 TCP RTP VIDEO PLAYING No No
25 audio/mpeg 172.25.201.190:0 172.25.201.50:64959 TCP RTP AUDIO PLAYING No N
26  application/x-onvif-metadata+xml 172.25201.190:0 172.25.201.50:64950 TCP RTP METADATA PLAYING No No

To summarize, the maximum number of clients is applied to video, audio and metadata streams separately,
meaning that if the parameter MaxViewers is configured to 20, the Axis device can deliver 20 x video, 20 x
audio and 20 x metadata streams in total.

Performance considerations and maximum bitrate

Performance considerations

While it's possible for an Axis device to encode multiple video streams simultaneously, this will at some point
have an impact on the performance if “too many" unique video streams are encoded. In the example illustration
below, you can observe that the Axis device can deliver five unique video streams in full frame rate of 30 fps. In
case a sixth unique video stream needs to be encoded, the performance of the product will be exceeded, causing
the Axis device to deliver all of the requested video streams equally in reduced frame rate. In case of exceeding
the performance of the product, the Axis device will not prioritize any of the video streams to be delivered in full
fps, instead it will distribute the performance bottleneck across all video streams.

fps

unique encoded streams

Note that the above example is an oversimplified illustration and the number of concurrent video streams an Axis device can deliver in full frame rate
is heavily dependent on a lot of factors, such as requested frame rate, resolution, compression, bitrate and many more. It's recommended to test the
device against the desired behavior in an environment that is exact, or close to, the environment the device is installed in.

Maximum video stream bitrate

A typical H.264 video stream in 1080p and 30 fps will have a bitrate of approximately 1 Mbit/s to 10 Mbit/s
depending on scene, lighting conditions, movement and many other factors. In order to avoid network
bottlenecks and congestion of the underlying network infrastructure which the Axis device is connected to, the
maximum bitrate of a video stream is hard-capped and cannot exceed 50 Mbit/s per video stream in total.

Video source buffer configuration
In addition to the above information, the below listed Axis devices have additional video buffer configurations

that must be considered. These devices have a limited number of statically configured so called video source
buffers. The number of video source buffers depends on the device.
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For single-sensor products the video source buffer can deliver at least one unique video stream, and for multi-
sensor products the video source buffer can deliver at least four unique video streams. So, Axis devices
containing video source buffer configurations are limited by the amount of unique video streams they can
provide.

Products released before 2022
In Axis devices released before 2022, there are a maximum of four video source buffers.

®  Main source buffer: The main source buffer is statically configured to the device's maximum default
resolution and can only deliver a unique video stream in that specific resolution. This is indicated by the
"fixed" term.

®  2nd source buffer: The 2nd source buffer is a low resolution video buffer suitable for applications that
rely on a lower sized resolution, such as (analytics) ACAP's or motion jpeg image. This buffer provides
variations of possible resolutions.

®  3rd source buffer: The 3rd source buffer is a high resolution video buffer providing either the device's
maximum resolution, or a resolution close to it. In addition to that, HDMI capable devices allocate the
3rd source buffer HDMI video streaming when enabled. This buffer provides variations of possible
resolutions.

®  4th source buffer: The 4th source buffer is a high resolution buffer providing either the device's
maximum resolution or a resolution close to it. This buffer provides variations of possible resolutions.

Products released in 2022 and onwards

In Axis devices released in 2022 and onwards, there are at least four video source buffers available for encoded
video such as H26X and MJPEG. HDMI will not affect the available number of source buffers for encoded video.
ACAPs (typically analytics applications) that fetches YUV will not affect the available number of source buffers
for encoded video.

e  Fixed source buffer (Main): The fixed source buffer is statically configured to the device's maximum
default resolution and can only deliver a unique video stream in that specific resolution. This is indicated
by the "fixed" term.

®  2nd source buffer: The 2nd source buffer is a low resolution video buffer suitable for applications that
rely on a lower sized resolution motion JPEG image. This buffer provides variations of possible
resolutions.

e Nth source buffer: The Nth source buffer is a high resolution video buffer. This buffer provides
variations of possible resolutions.

Example illustration

Axis device Main source buffer | 2nd source buffer 3rd source buffer 4th source buffer
AXIS Q6125-LE Fixed 1920x1080 320x240 to 720x576| 320x240 to 1920- 320x240 to 1280-
x1080 x960

In summary, this device can deliver 2 x unique video streams in max 1920x1080 resolution — one in max
1280x960 and one in 720x576. As described in , the information in the server report can help identifying which
of the video source buffers that are already used and saturated, and which are still available.

Example 1: In this example, the Axis device is delivering the following unique video streams which means the
Main, 3rd and 4th video source buffers are in use. Requesting e.g. another unique video stream in 1920x1080
resolution with fps = 15 would fail because no video source buffer is available to deliver this request.

Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation
Stream 1: video/x-h264 1920x1080 30 30 62 10 0
Stream 2: video/x-h264 1280x720 30 30 62 10 0
Stream 3: video/x-h264 800x600 30 30 62 10 0

Example 2: In this example, the Axis device is delivering the following unique video streams which means the
Main and 3rd video source buffer are in use. Requesting e.g. another unique video stream in 1920x1080
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resolution with fps = 15 would fail because no video source buffer is available to deliver this request.
Requesting a unique video stream buffer in 800x600 resolution can however be delivered by the 4th source
buffer.

Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation
Stream 1: video/x-h264 1920x1080 30 30 62 10 0
Stream 2: video/x-h264 1920x1080 15 30 62 10 0

Axis device specifics
Below are all Axis devices and their video source buffer configurations listed:

Axis device Main source buffer | 2nd source buffer 3rd source buffer 4th source buffer

AXIS I18116-E Fixed 2592x1944 320x240 to 320x240 to 320x240 to
640x480*** 1920x1080™** 1920x1080™***

AXIS M1025 Fixed 1920x1080 320x240 to 720x576| 320x240 to 1920- 320x240 to 1280-

AXIS M3005-V x1080 x720

AXIS M3025-VE

AXIS M1004-W Fixed 1280x800 320x240 to 720x576| 320x240 to 1440- 320x240 to 1280-

AXIS M1014 x900 x720

AXIS M1034-W

AXIS M3004-V

AXIS M3024-LVE

AXIS M1013 Fixed 800x600 320x240 to 720x576| 320x240 to 800x600| 320x240 to 800x600

AXIS M1033-W

AXIS M1143-L

AXIS M3046-V 2.4
mm

Fixed 2688x1520
Fixed 2560x1440

320x240 to 720x576

HDMI: 1080p
320x240 to 1920-
x1080

320x240 to 1280-
x720

AXIS M1045-LW
AXIS M1065-L/-LW
AXIS M3045-V/[-WV

Fixed 1920x1080

320x240 to 720x576

HDMI: 1080p
320x240 to 1920-
x1080

320x240 to 1280-
x720

AXIS M3044-V[-WV

Fixed 1280x720

320x240 to 720x576

No HDMI
320x240 to 1280-
x720

320x240 to 1280-
x720

AXIS M2026-LE
AXIS M2026-LE Mk
Il

AXIS M3106-L/-LVE
AXIS M3106-L/-LVE
Mk 11

Fixed 2688x1520

320x240 to 720x576

No HDMI
320x240 to 1920-
x1080

320x240 to 1280-
x960

AXIS M3046-V 1.8
mm

Fixed 2304x1296-
(16:9)

Fixed 2016x1512-
(4:3)

320x240 to 720x576

HDMI: 1080p
320x240 to 1920-
x1080

320x240 to 1280-
x960

AXIS M4206-V/-LV

Fixed 2048x1536

320x240 to 720x576

HDMI: 1080p
320x240 to 1920-
x1080

320x240 to 1280-
x960

AXIS M4215-V/-LV

Fixed 1920x1080

320x240 to
640x360™***

320x240 to
1920x1080™***

320x240 to
1920x1080™***

44




AXIS M4216-V/[-LV | Fixed 2304x1728 320x240 to 320x240 to 320x240 to
(4:3) 640x480™* 1920x1080™** 1920x1080™***
Fixed 2304x1296 320x240 to 320x240 to 320x240 to
(16:9) 640x360™* 1920x1080™** 1920x1080™*
AXIS M3016 Fixed 2304x1728 320x240 to 720x576| HDMI: 1080p 320x240 to 1280-
AXIS M3066-V Fixed 2304x1296 320x240 to 1920- | x960
AXIS M3206-LVE x1080
AXIS M3015 Fixed 1920x1080 320x240 to 720x576| HDMI: 1080p 320x240 to 1280-
AXIS M3065-V 320x240 to 1920- | x960
AXIS M3075-V x1080

AXIS M3205-LVE
AXIS Q9216-SLVE

AXIS M3064-V

Fixed 1280x720

320x240 to 720x576

No HDMI
320x240 to 1280-
x720

320x240 to 1280-
x720

AXIS M3047-P*

Fixed 2048x2048

480x480 to 720x720

HDMI: 720p
480x480 to 2048-
x2048

480x480 to 720x720

AXIS M3048-P*

Fixed 2880x2880

480x480 to 720x720

HDMI: 720p
480x480 to 2880-
x2880

480x480 to 720x720

AXIS Q6125-LE

Fixed 1920x1080

320x240 to 720x576

320x240 to 1920-
x1080

320x240 to 1280-
x960

AXIS P1428-E*
AXIS Q6128-E"

Fixed 3840x2160

240x135 to 640x480

480x270 to 1280-
x720

240x135 to 1920-
x1080

AXIS Q6010-E™*
AXIS Q6100-E™*

Fixed 2592x1944

320x240 to 1280-
x960

320x240 to 1920-
x1080

Not available

AXIS P3719-PLE™

Fixed 2560x1440

Fixed 640x360

640x360 to 1920-
x1080

Fixed 2560x1440

AXIS M2035-LE Fixed 1920x1080 320x240 to 320x240 to 320x240 to
640x360™*** 1920x1080™*** 1920x1080™***

AXIS M2036-LE Fixed 2304x1728 320x240 to 320x240 to 320x240 to
(4:3) 640x480™*** 1600x1200™** 1600x1200™***

Fixed 2688x1512 320x240 to 320x240 to 320x240 to
(16:9) 640x360™*** 1920x1080™*** 1920x1080™***

AXIS M3085-V Fixed 1920x1080 320x240 to 320x240 to 320x240 to
640x360™*** 1920x1080™*** 1920x1080™***

AXIS M3086-V Fixed 2688x1512 320x240 to 320x240 to 320x240 to
(16:9) 640x360™*** 1920x1080™*** 1920x1080™***

Fixed 2304x1728 320x240 to 320x240 to 320x240 to
(4:3) 640x360™*** 1920x1080™*** 1920x1080****

AXIS M3088-V Fixed 3840x2160 320x240 to 320x240 to 320x240 to
640x360™*** 1920x1080™*** 1920x1080****

AXIS M1055-L Fixed 1920x1080 320x240 to 320x240 to 320x240 to
640x360™*** 1920x1080™*** 1920x1080****

AXIS M1075-L Fixed 1920x1080 320x240 to 320x240 to 320x240 to
640x360**** 1920x1080™*** 1920x1080****
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AXIS P3905-R Mk Fixed 1920x1080 320x240 to 320x240 to 320x240 to
[l 720x576 1920x1080 1280x960
Fixed 1280x720
320x240 to 320x240 to
1280x720 1280x720
AXIS M3905-R Fixed 1920x1080 320x240 to 320x240 to 320x240 to
720x576 1920x1080 1280x960
Fixed 1280x720
320x240 to 320x240 to
1280x720 1280x720

*The resolutions are only for fisheye overview and differ for other dewarped view modes. When pulling view
area 1 & 2 with the same resolution on AXIS M3047-P and AXIS M3048-P, this will work either by using the
highest resolution (1920x1440) or with lower resolutions like 640x480 and 480x360.

** Each source buffer can deliver two video streams in the corresponding resolution. Example: either 4x1080p in
total with 2x1080p delivered from the main source buffer and 2x1080p delivered from the 4th source buffer, or
2x4K delivered from the main source buffer and 2x1080p delivered from the 4th source buffer.

**The device is a multi-sensor device with 4 physical sensors, which translates to each buffer being able to
deliver one video stream per physical sensor. Example: 1 x video stream in 2592x1944 resolution per sensor on
AXIS Q6010-E makes it a total of 4 video streams on the main source buffer.

***The 4th source buffer is allocated for quad-view only, so this means that the 4th source buffer cannot be
utilized further even if quad-view is not used.

*** These video source buffers are capable of providing two unique video streams per buffer instead of just a
single one.

Troubleshooting

You may refer to each device's release notes for all the supported resolutions. You will also notice the following
line in the release notes for devices with hardware limitations: "5.40.5:L.35026 Number of different configured
video streams are limited by hardware".

A typical first hand indication that the Axis device cannot provide additional unique video streams as the video
source buffers are already exceeded is the "503 Service Unavailable" error message in the web interface of the
Axis device.

Other applications, like AXIS Companion or AXIS Camera Station, would show the user a "Camera error". The
Server report and included log messages of Axis devices are an excellent tool to debug this kind of scenarios.

Below you can find a list of some common log messages that would appear in case the video source buffer is
saturated and the Axis device is not being able to deliver a requested unique video stream

Troubleshooting example 1: In this example, requesting a unique video stream has failed due to there simply not
being any video source buffer available to facilitate another unique 1024x768 video stream. The log messages
indicate which source buffer is already occupied and which is still available to use at the time when the new
unique video stream is requested.

<INFO>Jan 411:22:03 axis-00408cdcl1l2b7 /usr/bin/ambad[960]: Unable to find
available streamconfiguration for resolution 1024x768

<INFO>Jan 411:22:03 ax1is-00408cdcl2b7 /usr/bin/ambad[960]: buffer[0]: fixed
1920x1080, current 1920x1080

<INFO>Jan 411:22:03 ax1is-00408cdcl2b7 /usr/bin/ambad[960]: buffer[1l]: max
720x576, current 0x0

<INFO>Jan 411:22:03 ax1is-00408cdcl2b7 /usr/bin/ambad[960]: buffer[2]: max
1920x1080, current 1280x960

<INFO>Jan 411:22:03 ax1is-00408cdc