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About

Welcome to the AXIS OS Knowledge base, a comprehensive repository designed to be the go-to resource for
technical information about AXIS 0S. AXIS OS is the Linux-based operating system used in most of your Axis
network devices. It is purpose-built to live up to the most important criteria for network devices: high standards
for cybersecurity, ease of integration, quality, and long-term value.


https://www.axis.com/solutions/solutions-by-technology/axis-os

Security advisories

We now have a Security Advisories page which lists all known vulnerabilities in Axis products. Please visit to
stay informed.

Device hardening

For information on how to harden AXIS OS devices, visit AXIS 0S Hardening Guide. The hardening guide is
written for, and can be applied to, all AXIS OS devices running an AXIS OS LTS or active track. Legacy products
running version 4.xx and 5.xx are also in scope.

Identity and access management

Summary

Identity and Access Management comprises policies for safequarding that individuals and applications have
access to system resources in the right context. For example, individuals should only interact with applications,
and only applications access devices. IAM ensures integrity over time, for example, that passwords are not
leaked, and that accesses are revoked when no longer needed.

Axis recommends to use Axis' device management applications, AXIS Device Manager or AXIS Device Manager
Extend, to set up and manage unique service accounts for applications accessing devices. The following sections
further detail Axis' recommendations for identity and access management in video surveillance systems.

Introduction

Identity and Access Management (IAM) systems are responsible for managing identities, permissions, and access
control within an organization. IAM makes sure that the right individuals and applications have the right level
of access to the right system resources. This is a fundamental cybersecurity measure for preventing
unauthorized access. One of the main challenges is maintaining integrity over time. This includes ensuring that
passwords and other secrets have not been leaked, and that individuals and applications that should no longer
have access indeed have their access revoked.

Identity and access management typically involves authentication, authorization, and privileges.

® Authentication. Verifying that an entity is who or what it states to be.
®  Authorization. Controlling which entities are allowed to perform specific functions.
® Privileges. Grouping of entities based on what they are authorized to do. Axis defines privileges as roles.

Throughout the document, the terms user account and service account are used. Both are registered and
governed through IAM.

® User account. A user account is an account used by a person to access applications.

e  Service account. A service account is a non-human account used by an application to access devices.
Service accounts are used in machine-to-machine communication or when an application needs to
access devices in a trusted and automated manner.

Best practices when working with service accounts

For maintaining integrity over time the following best practices of service account management are
recommended.

® Use Axis' device management applications, AXIS Device Manager or AXIS Device Manager Extend, for
service account management.

e Set up unique service accounts for each application accessing devices, as recommended in the AXIS 0S
Hardening Guide.

e Select appropriate privilege to each service account.

e Remove service accounts that are no longer in use.
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*  Avoid persons accessing devices directly (if it is absolutely necessary, use a unique and temporary
service account), the web-interface can be disabled as recommended in the AXIS OS Hardening Guide.

® Ensure high password complexity is given to avoid account leakage, see recommendations from the AXIS
OS Hardening Guide.

The below diagrams visualize the best practices of access management in the device.

®.-----------------

Scenario A

Person A ADM g '
credentials credentials

Person A AXIS Device Manager AXIS device
Application

® Person A has no direct access to the AXIS device
®  Person A has access to the AXIS Device Manager Application
® Person A creates a service account for ADM in the AXIS device using ADM

® Person A uses ADM to create a service account for the Video Management Application

Scenario B

VM Application :
credentials '

Person B
credentials

Person B AXIS device
Video Management Application

®  Person B has no direct access to the AXIS device
® Person B has access to the Video Management Application

e  Person B uses the Video Management Application to perform video management tasks on the AXIS
device

The device is exposed to following risks when using user accounts in the device:

® unauthorized personell accessing devices
® wrong level of authorization in different devices
® reuse of user account credentials leads to no audit traceability

®  poor scalability with increasing number of devices


https://www.help.axis.com/axis-os-hardening-guide#disable-web-interface-access
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https://www.help.axis.com/axis-os-hardening-guide#set-device-root-password

Different sites and organizations can have different policies, including password policies. The setup of the
system should accommodate these policies. Typically, each application should have its own credentials to
devices. If the password is reused in devices, Axis recommends to rotate the password frequently.

Authorization and account privileges

Axis devices support the roles Administrator, Operator, and Viewer, with different authorization levels. Axis
recommends to set up an administrator account for management application that has access to the devices. This
account should be unique for each application and not shared. Ideally, the password for this account should be
generated by the management application itself and remain unknown to all individuals.

If direct access to devices is needed

Some configurations may not be natively supported by the application and may need to be done through the
devices web interface. Axis recommends to access the Axis device web interface through the seamless access
provided by Axis' device management applications.

If there are strong reasons for allowing direct access to devices, Axis recommends to use temporary service
account impersonalization with limited access. A new service account should be created on the device with the
appropriate role for what needs to be done. Once the direct access is no longer needed, this service account
should be deleted.

Device access

Legacy access procedure (default user with default password)

Historically, Axis devices in their factory defaulted state have had their VAPIX and ONVIF interfaces activated for
quick and easy out-of-the-box access on the network for clients connecting to them. This means that a client,
such as an application or video management system, can access the Axis network device via anonymous ONVIF
calls as well as the default VAPIX user "root" with the default password "pass”, prior to having configured
anything on the Axis network device itself.

Updated access procedure (default user with no default password)

The VAPIX and ONVIF interfaces have been disabled and the "root" VAPIX user password is no longer set in
factory default state. This means that it's no longer possible for a client to access or configure the device out-
of-the-box without setting a password for the VAPIX user "root".

The new access procedure has been implemented in the following AXIS OS releases:

® Version 5.51.6

e \ersion 6.50.4 (2016 LTS)
e \ersion 8.40.3 (2018 LTS)
e \ersion 9.40.1 and higher

Furthermore, the new updated procedure has been rolled out on individual product releases that are located
outside of the above platform releases, such as:

® 1.65.x
®  1.8xx
e 575x
® 6.53x
® 6.55x
® 7.15x
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Modern access procedure (no default user)

With AXIS OS 11.6 and higher, the default VAPIX user "root" has been removed from the Axis device in their

factory default state and it is now possible to create a custom named VAPIX user instead during factory default
state.
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AXIS OS5 version: 11.11.2
Serial number: ACCCBEC3ED23

Anonymous interface calls

Interface calls that do not require authentication (=anonymous) are still allowed for device identification
purposes. An Axis device can be identified in its factory default state by its HTTP response header which is set to
"AXIS-Setup:vapix" when an VAPIX or ONVIF API call is made, as illustrated below:

HTTP/1.1 401

Unauthorized Date: Thu, 19 Sep 2019 18:15:20 GMT
Server: Apache/2.4.39 (Unix) OpenSSL/1.1.1c
Axis-Setup: vapix

Activate VAPIX and/or ONVIF interfaces
The VAPIX and/or ONVIF interfaces in the Axis device can be activated using the following methods:

e The VAPIX interface is activated when an initial VAPIX user password is set, either via VAPIX System
Settings API, as described in the or by using the Axis device's web interface during the installation
wizard process.

® The ONVIF interface can only be activated after the VAPIX interface has been activated. After that, the
ONVIF interface can be activated by creating an ONVIF user via the device's web interface.

AXIS OS version Web interface configuration path

<7.10 Setup > System Options > Security > ONVIF
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27.10 Settings > System > ONVIF

> 109 System > ONVIF

® |naddition, an ONVIF user can also be created using the . An example of the API call to create an ONVIF
user is described below:

POST /vapix/services HTTP/1.1

<SOAP-ENV:Envelope xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:tds="http://www.onvif.org/verl0/device/wsdl"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:onvif="http://www.onvif.org/verl0/schema"
xmlns:tt="http://www.onvif.org/verl0/schema"
xmlns:SOAP-ENV="http://www.w3.0rg/2003/05/soap-envelope">
<SOAP-ENV:Body>

<tds:CreateUsers xmlns="http://www.onvif.org/verl0/device/wsdl">
<User>

<tt:Username>admintt:Username>admin>
<tt:Password>admintt:Password>admin>
<tt:UserlLevel>Administratortt:UserLevel>Administrator>

</User>

</tds:CreateUsers>

</SOAP-ENV:Body></SOAP-ENV:Envelope>

Password strength indicator

Axis devices with AXIS OS 7.20 or higher support a password strength indicator which is visible when creating or
modifying a user account password through the web interface. It indicates if the strength of the chosen
password is considered weak, medium or strong and also provides advice on how to strengthen the password.
The indicator follows the . More information about setting the device password is available in the AXIS OS
Hardening Guide.

Mew password Mew password

L 2 1 1] @ *RFFRRRRRRRRRRRRRRR @
Repeat password Repeat password

L L1 1] @ SRR RR R R R R RRRRERRER @

| forgot my password, what to do?

There is no possibility to recover lost or forgotten access credentials to an Axis device. The Axis device needs to
be reset to its factory default settings in order to reconfigure it with new access credentials.

Device access logging

In this section you can read about how successful and unsuccessful login attempts are logged in the Axis
device's log system depending on the network protocol that is used. At all times, it is recommend to configure a
remote syslog server where the Axis device can send its syslogs. This will ensure that the logs can be kept and
reviewed for a suitable time and not get erased after e.g. a reboot or factory default of the device itself.

SSH
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Successful [ INFO ] sshd[17583]: Accepted
password for root from10.197.252.38
port 41988 ssh2

Unsuccessful [ INFO ] sshd[17727]: Failed password
for root from10.197.252.38 port 41994
ssh2

After 5 failed attempts [ ERR] sshd[17727]: error: maximum

authentication attempts exceeded for
root from10.197.252.38 port 41994
ssh2 [preauth]

[ INFO ] sshd[17727]: Disconnecting
authenticating user root
10.197.252.38 port 41994 : Toomany
authentication failures [preauth]

FTP

Successful [ INFO ] vitpd[18263]: Accepted
request from172.27.0.3 50333

[ INFO ] vEtpd[18263]: User root
logged in.

Unsuccessful [ INFO ] vitpd[18163]: Accepted
request from172.27.0.3 64936

[ INFO ] vEtpd[18163]: Incorrect
username/password. User access from
172.27.0.3 denied.

[ INFO ] vEtpd[18163]: Client
172.27.0.3 disconnected.

RTSP protocol

Successful [ NOTICE ] monolith: RTSP UNKNOWN
session h4fIznyTZNyl6tLt created
from172.25.155.83

Unsuccessful [ WARNING ] monolith: Rtsp login
failed from172.25.155.83

HTTP(S) protocol

Successful* [ NOTICE ] httpd[22254]: root from
10.197.240.111 /axis-cgi/login.cgi
GET 200

Unsuccessful* [ NOTICE ] httpd[21459]: root from

10.197.240.111 failed to access
/axis-cgi/usergroup.cgi.Password
mismatch

*Requires the Access Log parameter to be enabled from Plain Config > System.
**Only login attempts using the correct username will be logged. This log message is only available from AXIS 0S
10.4 and onwards.

IP filtering™*
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Unsuccessful IP FILTER: IN=ethO OUT=MAC=ff:ff:
ffeff:ff:f£:30:9c:23:e2:48:05:08:00
SRC=172.25.201.50 DST=
172.25.201.255 LEN=78 TOS=0x00 PREC=
0x00 TTL=128 ID=60428 PROTO=UDP SPT=
137 DPT=137 LEN=58
IP_FILTER:IN=ethOOUT=MAC=ff:ff:
ff:ff:ff:££f:30:9¢c:23:e2:48:05:08:00
SRC=172.25.201.50 DST=
172.25.201.255 LEN=78 TOS=0x00 PREC=
0x00 TTL=128 ID=60429 PROTO=UDP SPT=
137 DPT=137 LEN=58

**|P filtering in Axis devices is a network layer-2 Linux Kernel functionality that blocks network packages
depending on the configured rules. No authentication will be performed if an unsuited source IP address is
trying to access the Axis device since the network transmission is blocked right at the layer-2 network while
authentication is performed on higher level application layers. Corresponding logs of the IP filtering can be
created when the VAPIX parameter is enabled in Plain Config > Network in the IP Filtering section.

PreventDosAttack™**

Unsuccessful AXIS OS 11.5 and [ WARNING ] httpd[22254]: [evasive20:warn] [pid
lower 22254:t1d 1428104112] [client
172.25.201.116:42058] Blacklisting address
172.25.201.116: possible DoS attack.

Unsuccessful | AXIS OS 11.6 and [ WARNING ] httpd[22254]: [evasive20:warn] [pid
higher 22254:t1d 1428104112] [client
172.25.201.116:42058] Blocklisting address
172.25.201.116: possible DoS attack.

***PreventDosAttack can be enabled from Plain Config > System and will only log unsuccessful login attempts
and correspondingly log when a source IP address is blocked.

User management configuration

From AXIS OS 10.9 and onwards, user configuration related changes are logged in the system log and can
therefore be sent to a remote syslog server. In AXIS OS, VAPIX and ONVIF users are separated by having their
own management interfaces and access rights. The below table illustrates what log messages to expect when
certain changes to the user management configuration are done:

APl interface Use case Log message

VAPIX Add user VAPIX user andre from IP-
address 10.197.240.104
created VAPIX user
benjaminwith role
Administrator

VAPIX Change access group VAPIX user susanna from
IP-address
10.197.240.104 changed
VAPIX user linda role
fromAdministrator to
Operator

VAPIX Change password VAPIX user root from IP-
address 10.197.240.104
changed VAPIX user
thomas password

11
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VAPIX Delete user VAPIX user root from IP-
address 10.197.240.104
deleted VAPIX user
sebastianwith role
Operator

ONVIF Add user VAPIX user root from IP-
address 10.197.240.104
created ONVIF user andre
with role Administrator

ONVIF Change access group ONVIF user andre from IP-
address 10.197.240.104
changed ONVIF user
susanna role from
Administrator to
Operator

ONVIF Change password ONVIF user thomas from
IP-address
10.197.240.104 changed
ONVIF user andre
password

ONVIF Delete user ONVIF user pernilla from
IP-address
10.197.240.104 deleted
ONVIF user sebastian
with role Operator

Audit log

Audit logs are used for cybersecurity-related purposes such as incident handling and help establish long-term
monitoring of relevant events and actions. This feature requires AXIS OS 12.5 or higher.

Important considerations and recommendations:

e Audit logging is automatically enabled and cannot be turned off.
* Audit logs cannot be removed, modified, or tampered with.

® Audit logs remain available after a reboot or power cycle.

* We recommend that you transfer audit logs to external systems for proper long-term storage,

automated analysis, and notifications.

e Audit logs are always saved on the Axis device, regardless of whether an external system is used. This

serves as a failover mechanism in worst-case scenarios.

System architecture

There are several options and scenarios for using and consuming audit logs. AXIS OS audit is designed to

integrate easily with various applications and systems.

12
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Transport: RTSP/RTP

Format: RTSP/RTP Event stream
Physical Security Industry

+ Video management systems

» Device management applications

Transport: HTTP(S) Auditlog.cgi VAPIX CGI
Format: Axis log format

Direct user access
* Web browser

IT-Systems

« SIEM systems

* Remote syslog servers

« Network monitoring applications

Transport: TCP/UDP/TLS
Format: Remote Syslog RFC 5424/3164

Direct user access

You can access the audit log through the Log section of the web interface or by visiting the following URL:
https.//ip-address/axis-cgi/admin/auditlog.cgi.

A 172.25.201.212/axis-cgifadmin. X + — [m] X
&« c A\ Inte sker  172.25.201.212/axis-cgi/admin/auditlog.cgi b4 @ H

2025-06-09T12:46:27.284+00: 88 axis-bBad4T5685843
2025-96-99T14; .513+02:00 axis-bBadaf568843
2025-86-89T1. .921+482:88 axis-b8ad4T5638843
2025-06- 18T .343402:808 axis-bBad4T5638843
2025-96-10T08: .958+02:00 axis-bBadaf568843
2025-86-16TA35: .434402:88 axis-b8ad44T563343
.B48+02:808 axis-bBad4T5633843
.0822+02:00 axis-bBa44T568843
.727402:88 axis-b8ad44T563343
.952+02:88 axis-bBad4f568843
.625+82:88 axis-bBad4f568843
.583402:88 axis-b8ad44T563343
.701+02:808 axis-bBad4TS685843 INFO
.462+482:88 axis-bBad4f568843 INFO

[ INFO
[
[
[
[
[
[
[
[
[
[
[
%
.820+02:00 axis-b8ad4f5685343 [ INFO
[
[
[
[
[
[
[
[
[
[
[
[
[
[

INFQ
INFO
INFO
INFQ
INFO
INFO
INFO
INFO
INFO
INFO
INFO

pwdgrpcgi/user[5158]: Account Change: anonymous@l72.25.128.5 created account root (Administrator).
ssh.cgi[5747]: API Activity: root@172.25.128.5 configured SSH service (enabled).

ssh-confd[6747]: Account Change: root§172.25.128.5 created user (SSH).

pwdgrpcgi/user[41623]: Account Change: root@l72.25.128.5 created account NewAdmin (Administrator).
pwdgrpcgi/user[43258]: Account Change: root@l72.25.128.5 created account AdminBenjamin (Administrator).
pwdgrpcgi/user[43489]: Account Change: AdminBenjamin@172.25.128.5 created account AdminBingfeng (Administrator).
ssh-confd[43523]: Account Change: root@l72.25.128.5 created bingfeng (S5H).

pwdgrpcgi/user[45182]: Account Change: root172.25.128.5 deleted account AdminBenjamin (Administrator).
pwdgrpcgi/user[45111]: Account Change: root@172.25.128.5 deleted account NewAdmin (Administrator).
ssh-confd[45116]: Account Change: root@l72.25.128.5 deleted bingfeng (S5H).

ssh-confd[45116]: Account Change: root@172.25.128.5 deleted user (SSH).

ssh.cgi[45127]: API Activity: root{172.25.128.5 configured SSH service (disabled).
pwdgrpcgifuser[45287]: Account Change: rootl72.25.128.5 deleted account AdminBingfeng (Administrator).
pwdgrpcgi/user[45472]: Account Change: root@l172.25.128.5 created account benjsmin (Administrator).
ssh.cgi[45773]: APT Activity: benjamin@172.25.128.5 configured S5H service {ensbled)

ssh-confd[45773]: Account Change: benjamin@l72.25.128.5 crested benjamin (SSH).

pwdgrpcgi/user[45858]: Account Change: rootfl172.25.128.5 deleted account benjamin (Administrator).
ssh-confd[46836]: Account Change: root@172.25.128.5 deleted benjamin (SSH)

ssh.cgi[46054]: API Activity: root@l172.25.128.5 configured SSH service (disabled).
pwdgrpcgi/user[46141]: Account Change: rootfl172.25.128.5 created account benjamin (Administrator).
ssh.cgi[46335]: API Activity: benjamin@172.25.128.5 configured 55H service {ensbled)

ssh-confd[46327]: Account Change: benjamin@172.25.128.5 created benjamin (SSH).

pwdgrpcgi/user[46928]: Account Change: root@l172.25.128.5 deleted account benjamin (Administrator).
ssh-confd[46968]: Account Change: root@172.25.128.5 deleted benjamin (SSH)

ssh.cgi[46935]: API Activity: root@l72.25.128.5 configured SSH service (disabled).
pwdgrpcgi/user[47169]: Account Change: root@l172.25.128.5 created account benjamin (Administrator).
ssh.cgi[47352]: API Activity: benjaming@l72.25.128.5 configured SSH serwvice (enabled).

ssh-confd[4715@]: Account Change: benjamin@172.25.128.5 created benjamin (SSH).

pwdgrpcgi/user[92488]: Account Change: root@172.25.128.5 created account andre (Administrator).

2025-86-16TA35:
2025-96-10T08:
2025-86-10T0
2825-a6-18Ta.
2025-96-10T08:
2025-86-10TA8:
2825-86-18T0!
2825-@6- 10T
2025-86-10TA5:
2825-96-18TA3:

.625+02:808 axis-bBad4fS685843 INFO
.968+082:88 axis-bBad4f568843 INFO
.391+02: 80 axis-bBad4T56383843 INFO
.124+02:808 axis-bBad4TS685843 INFO
.B55+82: 88 axis-b8ad44T5638843 INFO
.201+02: 808 axis-bBad4T56383843 INFO
.©39+02:00 axis-bBadaf568843 INFO
.489+02: 88 axis-b8ad44T5638843 INFO
.234402:80 axis-bBad4T5683843 INFO
.B43+02:00 axis-bBad4f568843 INFQ
.188+82: 88 axis-b8ad4T563843 INFO
.303+02:808 axis-bBad4T568843 INFO
.842+02:00 axis-bBadaf568843 INFQ
.417+82:88 axis-b8ad44T563843 INFO

2025-86-11T87:

Applications can also use the auditlog.cgi VAPIX CGI to download audit logs.
IT systems

Unlike regular device logs, audit logs are retained after the device is restarted. However, we recommend using

the remote syslog functionality to enable centralized audit logging for monitoring and incident response based
on relevant account activities and configuration changes on your Axis device. To enable audit logging through
remote syslog, select Audit in the Remote system log settings
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Audit log content

The audit log is categorized using Open Cybersecurity Schema Framework (OCSF) classes. Each OCSF class
represents a specific type of event or data. In this section, you can find examples of which use cases and events
are logged.

Note

Not all the examples are implemented in AXIS OS 12.5. New log messages and classes will be added with
future updates.

OCSF Class: Authentication

Use case: Logs successful and failed authentication attempts as well as logout events.
e Authentication: root@ 10.197.240.104 Authentication failed (SSH).
e Authentication: root@10.197.240.104 Authentication successful (SSH).

e Authentication: root@10.197.240.104 Logged out (SSH).
e Authentication: root@10.197.240.104 Authentication failed (HTTP/S).

14
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Authentication: root@10.197.240.104 Authentication successful (HTTP/S).
Authentication: root@ 10.197.240.104 Logged out (HTTP/S).
Authentication: root@10.197.240.104 Authentication failed (RTSP/S).
Authentication: root@10.197.240.104 Authentication successful (RTSP/S).
Authentication: root@10.197.240.104 Terminated (RTSP/S).

OCSF Class: Network Remediation Activity

Use case: Logs network security and firewall-related traffic information, primarily when incoming network
connections are blocked.

Network Remediation Activity: Firewall blocked 10.192.72.1:543 (Rule).

Network Remediation Activity: Firewall blocked B8:A4:4F:28:1D:B4 (Rule).

Network Remediation Activity: Firewall blocked 172.25.201.116 (Network DoS).
Network Remediation Activity: Firewall blocked 172.25.201.116 (Authentication DoS).

OCSF Class: API Activity

Use case: Logs configuration changes such as parameter updates, ACAP installations, and AXIS OS upgrades.

API Activity: root@10.197.240.104 configured Network.DNSServer1 (192.168.0.110).

API Activity: root@10.197.240.104 configured Image.l0.Appearance.Compression (40).

API Activity: root@10.197.240.104 configured Network.RTSP.Port (355).

API Activity: root@ 10.197.240.104 configured time.v2.time.date_time (2024-07-04T16:16:057).

API Activity: root@10.197.240.104 configured firewall.v1.conf.setRules ({"data":
{"defaultPolicy":"ACCEPT","fallbackTime":300,"rules":[{ "filter":null,"ip":null,"ipRange":null,"limit":
{"amount":3,"burst":3,"period":"SECOND","unit":"NEWCONNECTIONS"},"mac":null,"pktType":null,"port":
{"portNum™":22,"portType":"TCP"}"portRange":null,"ruleType":"LIMIT","tcpPort":null,"udpPort":null},
{"filter":{"policy":"DROP"},"ip":"192.168.0.100","ruleType":"FILTER","tcpPort":43222} { "filter":
{"policy":"ACCEPT"},"ip":"192.168.0.101","ruleType":"FILTER"}]} }).

API Activity: root@10.197.240.104 configured App: Axis Video Motion Detection 4

({"apiVersion":"1.4","context":"","method":"startVisualConfirmation","params":{"profile":2,"transform":

[1,0,0,0,1,0,0,0,11} }).

API Activity: root@10.197.240.104 started App: Axis Video Motion Detection 4.
API Activity: root@10.197.240.104 stopped App: Axis Video Motion Detection 4.
API Activity: root@10.197.240.104 installed App: Axis Perimeter Defender.

API Activity: root@10.197.240.104 deleted App: Axis Perimeter Defender.

OCSF Class: Account Change

Use case: Logs account-related configuration changes.

Account Change: root@ 10.197.240.104 changed account andre (Administrator).
Account Change: root@ 10.197.240.104 changed account andre (Password Update).
Account Change: root@10.197.240.104 deleted account sebastian (Operator).
Account Change: root@ 10.197.240.104 created account benjamin (Administrator).
Account Change: root@ 10.197.240.104 deleted account user1 (SSH).

Account Change: root@ 10.197.240.104 created account test (SSH).

OCSF Class: Entity Management

Use case 1: Logs system-relevant events such as device restarts, factory resets, and similar actions.

Entity Management: Audit Log started.
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® Entity Management: Audit Log rotated.

e  Entity Management: root@10.197.240.104 Upgrade started (12.31.32).

e  Entity Management: Upgrade completed (12.31.32).

® Entity Management: root@10.197.240.104 Restart.

e Entity Management: root@10.197.240.104 Factory default (hard).

e  Entity Management: root@ 10.197.240.104 Factory default (soft).

e  Entity Management: root@ 10.197.240.104 Rollback (11.11.199).

e Entity Management: root@172.27.8.7 Upgrade with factory default started (10.12.280).

e  Entity Management: root@172.27.8.7 Installed custom firmware certificate (axis-unlock-acap-
devmode).

e  Entity Management: root@172.27.8.7 Removed custom firmware certificate (axis-unlock-root-
account).

Use case 2: Logs relevant storage and recording events.

e  Entity Management: root@ 10.197.240.104 Accessed recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, SD card).

e  Entity Management: root@ 10.197.240.104 Accessed recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, Network share).

e  Entity Management: root@ 10.197.240.104 Exported recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, SD card).

e Entity Management: root@ 10.197.240.104 Exported recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, Network share).

e  Entity Management: root@ 10.197.240.104 Deleted recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, SD card).

e  Entity Management: root@ 10.197.240.104 Deleted recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, Network share).

e  Entity Management: root@ 10.197.240.104 Started recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, SD card).

e  Entity Management: root@ 10.197.240.104 Started recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, Network share).

e  Entity Management: root@ 10.197.240.104 Stopped recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, SD card).

e Entity Management: root@ 10.197.240.104 Stopped recording (Recording ID 20250306_083730_4F14_
B8A44F281DB4, Network share).

e  Entity Management: root@ 10.197.240.104 Downloaded Image (snapshot_2025_03_06_09_53_49).
OCSF Class: Network Activity

Use case: Logs video, audio, and metadata streaming events when clients connect to the device.

e Network Activity: root@ 10.197.240.104 Started streaming (ID:5, RTP/UDP,Event=on,Audio=1Video=1,
User_Agent:mozilla/5.0 (x11; linux x86_64)).

e Network Activity: Number of current active streams (1).

e Network Activity: root@ 10.197.240.104 Stopped streaming (ID:5, RTP/UDP,Event=0n,Audio=1\Video=1,
User_Agent:mozilla/5.0 (x11; linux x86_64)).

e Network Activity: Number of current active streams (0).

e Network Activity: root@ 10.197.240.104 Started streaming (ID:6, RTP/UDP,Event=off, Audio=0,Video=1,
User_Agent: GStreamer/1.22.0).

e Network Activity: Number of current active streams (1).
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e Network Activity: root@ 10.197.240.104 Stopped streaming (ID:6, RTP/UDP,Event=off,Audio=0,Video=1,
User_Agent: GStreamer/1.22.0).

e Network Activity: Number of current active streams (0).
OCSF Class: Base Event

Use case: Logs Remote Syslog audit test messages.

® Base Event: This is an audit test message.
Authentication schemes

AXIS OS 11.11 and later versions support multiple authentication scheme configuration through virtual hosts.
This enables hybrid setups where Basic, Digest, and OAuth 2.0 OpenlD Connect authentication schemes can be
used for centralized Identity and Access Management (IAM) with Active Directory Federation Services (ADFS)
and other Identity Provider (IdP) solutions.

Note
Virtual hosts only support HTTPS.

By default, the HTTPS port configured on the Axis device supports all authentication schemes available on the
device:

e Basic

e Digest

e (OAuth 2.0 OpenID Connect Authorization Code Flow

e (OAuth 2.0 OpenID Connect Client Credentials Grant
Legacy setup with HTTP(S) Basic/Digest only

Video Management System

“[ “ ks) Bas‘° I DIEGS[

1 HTTP(S) Basic / Digest

) Basic / .
ic / DlgEst (wep int
- erface)

Device Management
Application

Axis Device

Security Guard
System Integrator
IT-Team

Hybrid setup with HTTP(S) Basic/Digest and OAuth 2.0 Authorization Code Flow

1 HTTP(S) Basic / Digest oy Video Management System
HTTP, .
(5)Basic / igesy

Axis Device
04uu, 20,4
urhoriza"b"

Identity Provider

Device Management
Application

Code F‘Ow

Security Guard
System Integrator
IT-Team

17



AXIS OS Knowledge base

Fully adapted setup with OAuth 2.0 Client Credential Grant and OAuth 2.0 Authorization Code Flow

ant
1als GY
vient reden™
2.0CW
OA\““

OAuth 2.0 Client Credentials Grant

1

Axis Device Identity Provider

Configuration example with different authentication schemes on different ports

® Apps
Virtual hosts
# System A~
+ Add virtual host
Time and location

Metwork

A+

T

2

Video Management System

Device Management
Application

Security Guard
System Integrator
IT-Team

Server name Paort Type
Security
Enabled axiscamera.r2d2.lab 8443 OpenliD
Accounts
Name Port Authentication scheme Comment
Digest 443 Digest Not added as host since
digest is already accepted
by default on the
configured HTTPS port.
axiscamera.r2d2.lab 8443 OpenlD

The authentication scheme that the device accepts differs depending on which of the ports you attempt to

access the Axis device from.

Address

Used authentication scheme

https://axiscamera.r2d2.lab:443

Digest

https://axiscamera.r2d2.lab:8443

OAuth 2.0 OpenlID Connect Authorization Code Flow
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Configuration example with different authentication schemes on the same port

ﬁ Apps
Virtual hosts

8 System ~

Time and location + Add virtual host

MNetwork
Server name Paort Type
Security
Enabled oidc.r2d2.lab 443 OpenliD

Accounts

Events Enabled digest.r2d2.lab 443 Digest

MQTT
Name Port Authentication scheme
digest.r2d2.lab 443 Digest
oidc.r2d2.lab 443 OpenID

Because of the way virtual hosts work, the configured name will be used as the hostname to differentiate
between the above two authentication schemes. In this example, we've chosen digest & OpenlD. The
authentication scheme that the device accepts differs depending on which of the two hostnames you attempt

to access the Axis device.

Address

Authentication scheme

https://digest.r2d2.lab

Digest

https://oidc.r2d2.lab

OAuth 2.0 OpenlID Connect Authorization Code Flow

Note that this setup might require updates in your DNS infrastructure to ensure both hostnames are correctly

accessible and resolved.
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AXIS P1375 Network Camere

Brute force delay protection

AXIS 0S 7.30 or higher

Axis devices running AXIS 0S 7.30 and higher can be configured to automatically block HTTP/HTTPS requests
coming from a client in the network (IP address). For a certain amount of time, a defined number of
authentications fail. This feature can help in avoiding and to protect the Axis device from brute-force attacks, or
from network clients that unintentionally imitate a similar behavior. The brute force delay protection can be
configured in Plain config > System.

AXIS 0S 11.5 or higher

With AXIS OS 11.5 or higher, brute force delay protection is enabled by default using the configuration example
1 below.

Generally the lower the allowed page/site count is, the more secure the protection. Implementing brute force
delay protection significantly increases the time required to guess a password, making brute-force attacks far
less effective. Some indications can be found below. Note that configuring a strong password is always
recommend.

Condition Total brute force time Total brute force time Total brute force time
without delay protection | configuration example 1 | configuration example 2
enabled - 720 requests/
sec®

4 characters with only +- 11 minutes +- 6 hours +- 13 hours

lower case letters

4 characters with upper | +- 6 hours +- 205 hours +- 410 hours

and lower case letters,

and0to9

5 characters with only +- 5 hours +- 7 days +- 14 days

lower case letters

5 characters with upper | +- 14 days (+- 2 weeks) | +- 1.5 years +- 3 years

and lower case letters,

and0to9

*Actual rate may vary and is depending on product performance.

Trying to access the web interface from the network client that was previously identified as a threat would
result in a HTTP 403 Forbidden response.
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Forbidden

You doa't have permiission 10 aooess this resource

Furthermore, the Axis device would log the following internally in the system log:

AXIS 0OS 11.5 and
lower

2021-08-16T12:17:35.119+02:00 axis—-accc8ed910b9 [ WARNING ]
httpd[592]: [evasive20:warn] [client 172.25.201.116:41972]
Blacklistingaddress 172.25.201.116: possible DoS attack.

AXIS 0S 11.6 and
higher

2021-08-16T12:17:35.1194+02:00 axis—-accc8ed910b9 [ WARNING ]
httpd[592]: [evasive20:warn] [client 172.25.201.116:41972]
Blocklisting address 172.25.201.116: possible DoS attack.

Parameter Description

Parameter Description

DOSBlockingPeriod | The blocking period is the amount of time (in seconds) a client will be blocked if they
are added to the blocking list. During this time, all subsequent requests from the client
will result in a 403 (Forbidden).

DOSPageCount This is the threshold for the number of requests for the same page (or URI) per page

interval. Once the threshold for that interval has been exceeded, the IP address of the
client will be added to the blocking list. A page is considered http://ip-address/system/
plainconfig.

DOSPagelnterval

The interval for the page count threshold; defaults to 1 second intervals.

DOSSiteCount

This is the threshold for the total number of requests for any object by the same client
on the same listener per site interval. Once the threshold for that interval has been
exceeded, the IP address of the client will be added to the blocking list. A site is
considered http://ip-address/

DOSSitelnterval

The interval for the site count threshold; defaults to 1 second intervals.
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Configuration examples

e Example 1: After 20 failed login attempts within one second, the client IP address gets blocked for 10
seconds. This configuration is the default configuration and offers flexible security where, to some
extent, failed login attempts from good-known authorized clients are taken into account.

e  Example 2: After 10 failed login attempts within one second, the client IP address gets blocked for 10
seconds. This configuration is recommended for very strict and high security systems where already a
few failed login attempts will block a client.

Setting Example 1 Example 2
Activate Password Throttling On On

DoS Blocking Period(sec) 10 10

DoS Page Count(req/ 20 10
DoSPagelnterval)

DoS Page Interval(sec) 1 1

DOS Site Count(req/ 20 10

DoSSitelnterval)

DoS Site Interval(sec) 1 1

Host-based firewall

Axis devices running AXIS OS 11.9 and higher have the host-based firewall feature. This replaces the legacy IP
Address Filter. The host-based firewall requlates network traffic towards Axis devices, adding an additional
security layer to protect against unauthorized access and attacks.

The firewall uses policies and rules to control incoming traffic, defining which packets (or frames) can pass
through and which should be blocked. Below is an overview of the specific criteria supported based on the AXIS
0S version installed on your device:

Criteria Available with version

IPv4/IPv6 address

TCP/UDP port 1o
IPv4/IPv6 address range

TCP/UDP port range

MAC address 12.5

Packet Type (unicast, multicast, broadcast)

Packet rate limiting

Below is the firewall interface for devices running AXIS 0S 11.9 to 12.4:
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Firewall

Default Policy

Activate ®
Allow o’

Address Rule type Protocel Part Palicy

ALL v Deny -

Below is the firewall interface for devices running AXIS OS 12.5 and higher:

Firewall [ ]

@® The firewall controls your device's network traffic based on predefined rules. After changing its configuration, you must apply the changes for them
to take effect. Always ensure you have a rule that allows you to connect to the device. It's recommended to test the configuration first to aveid
connectivity issues, then apply the new configuration or roll back to the previous one if needed.

Default Policy

<+ Newrule | Rules:1 ACCEPT v
Rule type Policy IP address MAC Protocol Port Package type Limit values Status
Amount: 3
Burst: 3
Limit - - - TCP 22 - ure Active

Period: Second
Unit: New connections

Policy: defines how the firewall should handle network traffic when it matches specific criteria in a rule:

e  Deny: discards the packets
e Allow: allows packets to pass through

Default policy: defines how the firewall should handle packets that don't match any criteria specified by the
user:

® Deny: discards all incoming traffic unless specifically allowed by a rule.
e Allow: allows all incoming traffic unless specifically blocked by a rule.

Firewall rules execute from top to bottom, so their order matters. For example, you may want to allow clients to
connect to the device via ports 80 and 443, except for client 192.168.0.200. However, if the rules are in the
wrong order, client 192.168.0.200 could still connect to the device via ports 80 or 443. To achieve this, move the
last rule (denying client 192.168.0.200) to the top.

Active rules
Address Rule type Protocol Port Policy
- Filter TCP 80 Allow
- Filter TCP 443 Allow
192.168.0.200 Filter ALL - Deny

Plan your firewall rules carefully. Misconfigured rules may block access to your devices. To prevent this, the
host-based firewall includes a test feature. This lets you test new rules for a set period before making them

permanent.
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In the example below, we've added two rules to block clients from connecting to the device via HTTP (TCP 80)
and SSH (TCP 22).

Configuration example
From AXIS OS 11.9 to 12.4:
1. Add the rules.

Firewall

Default Policy
Activate [ ]
Allow s
Address Rule type Protocol Port Policy
TCP v 80 Deny e
TCP v 22 Deny v T
+
Add rules

2. Set the timer to test the rules.

Once you have edited the rules, click Add rule. A new window appear, prompting you to test the new rules. You

can set a time in seconds to test the rules. If you want to activate the rules immediately, you can set the timer
to 0 to skip the test process.

You are adding rules to the Firewall

Adding a poorly configured rule can cause a loss of connection to the
device. In order to avoid this, we can make the rule active for a certain
amount of time, then the last active rule will be set again.

Time In seconds

30

Cancel Confirm rules

3. Test the rules during the timer.

Now, the two rules are temporarily active during the timer. Verify that the rules work as expected. Once the
timer is over, the rules will become pending and appear under Pending rules.
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Active rules
Time left for active rules test: 26s
Address Rule type Protocol Port
- Filter TCP 80
- Filter TCP 22

4.  Confirm the rules.

Palicy
Deny

Deny

If everything works as expected, click Confirm rules under Pending rules to activate them.

Pending rules

Address Rule type

Protocol Paort
- Filter TCP 80
- Filter TCP 22

Once confirmed, the rules will appear under Active rules.

Active rules

Address Rule type

Protocol Paort
- Filter TCP 80
- Filter TCP 22

With AXIS OS 12.5 and higher:
1. Add the rules.
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New rule

Rule type
FILTER

Policy *

DROP

[] IPrange
IP address

Protocol

TCP

M

AC

MO0

[ ] Portrange
Port *

&0

Package type

<+ Newrule | |Rules:2

Rule type Policy IP address MAC Protocol

Filter DROP TCP

Filter DROP TCP

2. Test the rules.

Port

80

22

Cancel

Default Policy
ACCEPT w

Package type Limit values Status

New

New

The firewall configuration has been updated. Choose to test or apply the changes.

Test rules Apply rules

Click Test rules. A new window appear, prompting you to test the new rules. You can set a time in
seconds to test the rules. If you want to activate the rules immediately, you can set the timer to O to

skip the test process.
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Test Firewall configuration

The firewall configuration can be tested for a specific duration to check for connectivity
issues. If the test reveals no issues, you can apply the configuration or wait for the timer
to run out before starting a new test.

Test time in seconds

30 10s..3600s

Cancel Test rules

3. Apply the rules.
Once the test timer finishes, the rules' status will show as Tested. If everything works as expected, click
Apply rules. Otherwise, click Rollback to roll back the firewall to its previous state before you tested the

rules.
Default Policy
-+ Newrule |Rules:2 ACCEPT v
Rule type Policy IP address MAC Protocol Port Package type Limit values Status
Filter DROP - - TCP 80 - - Tested
Filter DROP - - TCP 22 - - Tested

Rollback Apply rules

In the screenshot below, the rules have been applied and their status has changed to Active.

Default Policy

+ Newrule | |Rules:2 ACCEPT v
Rule type Policy IP address MAC Protocol Port Package type Limit values Status
Filter DROP - - TCP 80 - - Active
Filter DROP - - TCP 22 - - Active

New connection rate limiting feature

The new connection rate limiting feature tracks new connections towards the device and matches at a limited
rate using a token bucket filter. This feature is mainly used to avoid various denial-of-service attacks (DoS).

The rule type should be set to LIMIT to create a connection limit.

e Amount: Maximum average matching rate: specified as a number, with an optional '/second’, '/minute’,
'[hour', or '[day" suffix. This specifies the rate at which tokens get refilled into the bucket. 3/second
means 3 tokens every second.

®  Burst: Maximum initial number of connections to match. It specifies the maximum number of tokens
that can be filled in the bucket. This number gets refreshed based on the Amount value until the bucket
reaches its maximum limit.
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There is a default rate limiting rule for new SSH connections. This rule is user-configurable.

Edit rule

Rule type
LIMIT o

[] IPrange

IP address
Protocol MALC
TCP o MO O

[ ] Portrange

Port *

22
Unit * Period *

MEWCOMMECTIONS s SECOMD o
Amount * Burst *

3 3

Package type

Cancel

In the above example, Burst is set to 3, and Amount is set to 3/second by default. The first 3 SSH connections
will be accepted. After this, it will take around 333ms before a new SSH connection is accepted. Meanwhile, if
no SSH connection is matched every 333ms, one burst will be regained to the initial bucket. If no SSH
connection happens for 1 second, the burst will be fully recharged.

Product-specific rules

When you connect certain accessories to a product, the device automatically creates firewall rules tailored to
them. These accessories rely on specific ports to communicate with the device. If the firewall blocks these ports,
the accessories might not function as expected. The product-specific rules will overrule the user-configured
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rules. Note that these rules are not configurable by the user and cannot be seen through the device's web
interface. You can only find these rules in the server report .

Limitations

The firewall doesn't currently support connection tracking. For example, consider NTP. The NTP client sends
requests to servers on UDP port 123. The server then responds from source port 123 to a high ephemeral port on
the client. Since the firewall doesn't support connection tracking or stateful tracking, it doesn't monitor the
initial outgoing traffic from the device to the NTP server. As a result, the firewall drops the NTP server's response
unless you explicitly allow the NTP server's IP.

Signed OS

About signed 0S

Signed OS is a feature that was introduced to ensure that only verified and trusted software is uploaded and
used in Axis devices. In this section you can read about technical details that will ensure that the correct update
and downgrade paths are selected to avoid issues. For general information about the signed OS feature, see the
Cybersecurity features in Axis products white paper.

Axis started to sign its software from AXIS OS 8.30.1. Until the release of AXIS 0S 9.20.1, devices would still
accept both unsigned and signed for backwards compatibility. After the release of AXIS 0S 9.20.1, signed 0S
was fully activated and Axis devices would then only accept software signed by Axis. This means it is not
possible to perform a rollback or downgrade to a version below AXIS 0S 8.30.1, which is the version where Axis
initially started to sign the device software.

® Question: My device runs AXIS 0S 9.10.1 and | want to downgrade to AXIS OS 8.40 LTS. Does this work?
Answer: Yes, this will work.

® Question: My device runs AXIS 0S 9.20.1 and | want to downgrade to AXIS 0S 8.20.1 or lower as my
VMS requires me this to keep backwards compatibility. Does this work? Answer: The downgrade will fail.
The unsigned version will be rejected by the device and it will continue to run AXIS 9.20.1. In order to
perform such a downgrade, you need to downgrade in two steps using AXIS 0S 8.30.1 as a gateway. So
first from 9.20.1 -> 8.30.1 -> 8.20.1 or further below. Note that Axis does not encourage downgrades to
older, unsupported AXIS OS versions in general.

Signed OS key lifecycle

Signature key pairs are generated on a dedicated offline key generation device. After generation the private key
is encrypted with two different asymmetric keys. One for secure import into a cluster of Thales Luna HSMs and
another key for long-term offline backup outside the HSM in at two separate secure locations.

The private key is provisioned into the HSM using an administrative role of the HSM that requires M of N
authentication. At no point is the private key exposed in plain text during the import.

When Axis signs a AXIS OS image with said key, the signing request is processed by an application server that
guards access to the HSM and audits use of the signing key. The application server can only be accessed from
inside the Axis network and requires a signing-authorized account.

Revoking of a AXIS OS signing key entails issuing a bootloader update for all Axis devices using that key. As part
of the update, the device's anti-rollback mechanism is updated to block older bootloaders which are still
accepting the revoked AXIS OS signing keys. Secure destruction of signing keys requires physical destruction of
the master backup key that exist in two copies.

Troubleshooting

How can you identify that an upgrade did not work because of an unsigned 0S? If a user tries to upload an
unsigned version, one of the following messages is displayed in the log files of the camera when a device
software upgrade fails due to signed OS:

[ERR] fwmgr: Unknown firmware domain
[ERR] fwmgr: Image has no signature.
[ERR] fwmgr: No custom firmware certificate for camera group "xxx'.
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Signed ACAP applications

Axis takes proactive steps to implement ACAP application signing, aligning with industry best practices for
secure software delivery. Additionally, it anticipates potential future enforcement through legislation, including
the E.U. Cybersecurity Resilience Act, E.U. Radio Equipment Directive, and Executive Order 14028. Therefore,
starting from AXIS OS 12.0 customers will only be able to install signed ACAP applications on Axis devices by
default. Installation of unsigned ACAP applications will be possible only and only if a device is actively
configured to accept unsigned ACAP applications. Configuring a device to accept unsigned ACAP applications
will lower the device's security, but it can be useful during development or if you develop and run your own
ACAP application. Running unsigned ACAP applications is not recommended.

What are the benefits for end customers?

A signed ACAP indicates that Axis has a TIP-relationship with the partner who has developed the ACAP. By
inspecting the ACAP, the end customer can see who the TIP-partner is. The partner name under the vendor tag is
equivalent to the company name in Axis CRM records. Therefore, the signing process ensures the validation of
the partner, traceability and accountability. This process enables the end customers to validate their ACAP
applications.

What are the benefits in terms of cybersecurity?

The signing process ensures that the ACAP will only require Axis-approved access-rights and privileges when
running on the Axis device. An ACAP that went through the signing process, will only run with limited, approved
access rights on an Axis device. Furthermore, by signing the ACAP application, it is ensured that the content of
the application is not tampered with from release to installation, hence it enables the secure software delivery.

Is Axis vetting the software quality, secure development practices or performing QA-testing on Signed
ACAPs?

No, Axis does not take any responsibility for whether a TIP-partner ACAP that went through the signing process
is QA-tested, or has been developed according to industry best-practices secure development processes. This
responsibility lies entirely on the TIP-partner that is providing an ACAP application.

Who do we allow to have their ACAPs signed?
Only TIP partners are allowed to do so. This indicates that Axis has conducted a vetting process for its partners.
Will Axis provide ACAP signing capabilities for non-TIP partners as well?

For non-TIP partners that require signing capabilities, we will also perform a vetting process. Please use this link
to request access.

How does the ACAP signing technically work?

During the ACAP application signing process, a cryptographic signature is added at the end of the application
package. The signature is verified by the Axis device when installing the ACAP application as part of the overall
secure software delivery architecture.

When will Axis enforce mandatory ACAP signing?

In alignment with secure software delivery practices, Axis will accept only and only Signed ACAP applications
without the possibility to disable this security control on its devices. Axis aims to achieve this is the next
generation of the AXIS OS operating system which is planned to be AXIS 0S 73.0in H2 2026 and onwards.

Cryptographic support

A secure keystore is generally referred to as a dedicated hardware crypto computing module that offers
protection of cryptographic operations, certificates, and keys. Axis products that support AXIS Edge

Vault feature up to two secure keystores with corresponding security certification, either Common Criteria CC
EAL6+ and/or CC EAL4+ /[ FIPS 140-2 level 2 certification according to the Federal Information Processing
Standard, which could be a regulatory requirement for certain customers and use cases. Both secure keystores
offer the same level of protection in terms of cryptographic operations, certificates, and keys. Additionally, some
system-on-chips include a so-called Trusted Execution Environment (TEE). Depending on the installation
requirements, the TEE might be a good choice due to lower latency for cryptographic operations.
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The table below provides an overview of the cryptographic features of keystores found in Axis devices.

Cryptographic
feature

Trusted  Platform
Module 2.0 (CC
EAL4+, FIPS 140-2
level 2)

Secure element (CC
EALG+, FIPS 140-3
level 3)

Trusted Execution
Environment (SoC
TEE)

Software(!)

Dedicated hardware
protection of
cryptographic
operations,
certificates and
keys

v

v

v

Strongest security

Fastest
performance

Recommended for
long-lived keys/
certificate

Recommended for
short-lived keys/
certificates

X.509 certificates in
format .PEM, .DER, .
CER and .CRT with
PKCS#1 formatted
private keys

PKCS#12
certificate/private
key container in .
Pz}z or .pfx format

RSA-cryptographic
support

v

v

ECC-cryptographic
support

s@

s

)

Hash algorithms
SHA-224/256/384/
512

SHA-224/256

SHA-224/256/384/
512

SHA-224/256/384/
512

SHA-224/256/384/
512

Max RSA-crypto
private key size
uploadable

2048

40960)

4096

4096

Max ECC-crypto
private key size
uploadable

ECC NIST P-256

ECC NIST P-256,
ECC NIST P-384,
ECC NIST P-521

ECC NIST P-256,
ECC NIST P-384,
ECC NIST P-521

ECC NIST P-256,
ECC NIST P-384,
ECC NIST P-521
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RSA-crypto private
key size for self-
signed certificate or
certificate signing
request(®

2048

4096

4096

4096

ECC-crypto private
key size for self-
signed certificate or
certificate signing
request(?)

ECC NIST P-256

ECC NIST P-256,
ECC NIST P-384,
ECC NIST P-521

ECC NIST P-256,
ECC NIST P-384,
ECC NIST P-521

ECC NIST P-256,
ECC NIST P-384,
ECC NIST P-521

Legacy for products without any hardware protected secure keystore.

2. Support from AXIS OS 5.50 and higher, Max size of .PFX and .P12 certificate/private key container are
limited to 102400 bytes except for devices running AXIS OS 9.20 and lower where only a maximum file
size of 10240 bytes is supported.

3. The support for ECC was added in AXIS OS 10.10 excluding the following products which need to receive
an software update manually: HWID 79C: AXIS Q3527-LVE, HWID 7DA: AXIS Q6074, HWID 7D9: AXIS
Q6074-E, HWID 7B1: AXIS Q6075, HWID 7B0: AXIS Q6075-E, HWID 7B2: AXIS Q6075-C, HWID 7B3:
AXIS @6075-S, HWID 7FA: AXIS Q6075-SE and HWID 7C7: AXIS Q9216-SLV.

4. ECC cryptography support for Axis devices without TPM module has been added from AXIS OS 10.1 and
higher.

5. RSA 3072 key length is not supported.

6. Max key bit size of private key generated by the Axis device when creating a self-signed certificate (SSC)
or issuing a certificate signing request (CSR). During the very first boot, the Axis device will generate a
self-signed certificate automatically, which prior to AXIS OS 10.1 had a private key bit size of 1536-bit.
Starting with AXIS OS 10.1 and higher, the size is 2048-bit.

7. Support from AXIS OS 11.6 or higher.

FIPS mode

The Federal Information Processing Standard (FIPS) Publication 140-2 is a U.S. government standard that defines
security requirements for cryptographic modules in information technology products.

Starting with AXIS OS 12.4, you can select FIPS mode as a Crypto policy option, enabling the use of an OpenSSL-
based certified cryptographic module (Axis Cryptographic Module, #4621). The FIPS mode ensures all
cryptographic operations comply with FIPS 140-2 Level 1 standards. These operations encompass key
generation, key exchange, digital signature authentication, encryption, and decryption.

Benefits

Sets system-wide security to level 2

- Older protocols like SSLv3, TLS 1.0, and TLS 1.1 are disallowed. Only TLS 1.2 and TLS 1.3 can be
used.

- RSA keys must be at least 2048 bits, and ECC keys must be at least 256 bits.
AES with key lengths 128, 192, and 256 bits are allowed. The mode is limited to GCM.

Enables strong ciphers that are allowed and needed by AXIS OS and the applications. For exmaple,
ciphers from the CHACHA20-POLY 1305 family are removed as they are not FIPS-approved.

SHA-1 is not allowed for signature generation.

MD5 for digest authentication is not allowed.

Crypto policy for HTTPS server and 802.1x authentication

The following applications in AXIS OS are FIPS 140 compliant when FIPS mode is selected.
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Application Settings applied with FIPS mode
selected

HTTPS server TLS 1.2 ciphers ECDHE-ECDSA-AES128-GCM-
SHA256

ECDHE-RSA-AES128-GCM-
SHA256

ECDHE-ECDSA-AES256-GCM-
SHA384

ECDHE-RSA-AES256-GCM-
SHA384

TLS 1.3 ciphers TLS_AES_128_GCM_SHA256

TLS_AES_256_GCM_SHA384

Key Exchange Prime256v1
Authentication Basic
802.1x Wired connection Authentication mode EAP-TLS/ MACsec (Dynamic CAK)

Configured ciphers:
e ECDHE-ECDSA-AES256-
GCM-SHA384

e ECDHE-ECDSA-AES128-
GCM-SHA256

e ECDHE-RSA-AES128-
GCM-SHA256

e ECDHE-RSA-AES256-
GCM-SHA384

e TLS_EMPTY_
RENEGOTIATION_INFO_
SCSV (RFC 5746
requirement)

Considerations

®  FIPS mode is not activated by default, so even if a device can be FIPS compliant, it does not run FIPS
mode by default.

® FIPS mode only applies to the applications listed above. However, it does not strictly enforce it. For
example, in FIPS mode, selecting and using non-FIPS-compliant services such as “IEEE 802.1x PEAP-
MSCHAPv2" for 802.1x authentication is still possible.

e |tis recommended to thoroughly test FIPS mode with 3" party systems to ensure sufficient
compatibility and connectivity.

e When FIPS mode is enabled, installing certificates via a PKCS#12 (.pfx) file is not accepted. Please install
certificates via a separate .pem certificate file and key file.

e |EEE 802.1ae MACsec (Static CAK/ Pre-shared Key) mode is FIPS compliant.
e (V25 chipset products are not currently supported

Before activating FIPS mode, ensure that the TLS certificates used by applications meet the following
requirements:

®  RSA key sizes must be at least 2048 bits.

33



e ECC key sizes must be at least 256 bits (for example, NIST P-256, P-384, P-521).

To activate the FIPS mode, go to System > Security > Cryptographic policy and select FIPS- Policy to comply
with FIPS 140-2. The device must be restarted for the changes to take effect.

Certificate management

Default device certificate

Axis devices contain a certificate to allow for encrypted HTTPS and other secure connections in order to provide
the possibility to access the device securely and proceed with the initial configuration of the device. Depending
on the hardware capabilities of the Axis product and which AXIS OS version it is running, different default
configuration applies.

Self-Signed Certificate

Axis products with support for TPM module or Software keystore only generate a self-signed certificate during
first-boot up. Axis devices come with a pre-installed self-signed certificate in order to provide the possibility to
access the device via encrypted HTTPS connection and proceed with the initial setup of the device. Since the
first-boot certificate is self-signed by the device, it is not suitable for providing authentication or authenticity
against networks and applications. Therefore, Axis recommends removing the self-signed certificate from the
device and replace it with a server certificate that is trusted in your organization when HTTPS connection is the
preferred type of connection to the device.

Axis device ID (IEEE 802.1AR)

Axis devices equipped with Axis Edge Vault are provisioned with an Axis device ID. The Axis device ID conforms

with the IEEE 802.1AR standard and can be verified using the Axis device ID certificate chain. ou can download

and find more information about the Axis device ID certificate chain in our Public Key Infrastructure Repository.
Remember to verify the downloaded certificates against the provided sha256 hash before using the Axis device

ID CA certificates as a trust anchor.

Axis root certificate Integrity checksum SHA256

Axis device ID Root CA ECC 32ca2dc3230764f2d638b54d2826-
c050613266162932a2d7e766f81a51e3aa60

Axis device ID Intermediate CA ECC 1 e7a2fe5d9eb7af9d2ad45a432621389fc50362-
b62e482c03969ca5e3e3c114a4

Axis device ID Intermediate CA ECC 2 2df287bda13db287f6e177a0ac666e3087de9-
c39e93d4dafb074e0ca944b0d45

Axis device ID Root CA RSA fc1a8b0d6585dc74215be-
c4e87e852af9258637062d0fc4c417554a6f1b5a85e

Axis device ID Intermediate CA RSA 1 6b5da02ed3feb18ab787c3dfe2a32a311c-
f93852733e6ebe463f3ec33d45a89d

Axis device ID Intermediate CA RSA 2 c02a61b0448ab245994d7d81b5ae50253424a4c-
d930426172e5f0d89598b69a6

Using Axis device ID in production

The IEEE 802.1AR standard for secure device identity is part of IEEE's efforts to improve security, particularly in
network environments, by providing a way to uniquely identify devices. This standard enables the creation of
device ID certificates, which serve as a means of authenticating network devices based on their distinct
hardware characteristics. The Axis device ID complies with the IEEE 802.1AR standard.

Customers often ask whether to use the Axis device ID in production beyond the initial secure connection and
onboarding. To help you make an informed decision, we've outlined the following benefits and drawbacks:

Benefits

® Unique device identity: Provides a secure, unique identifier for each Axis device that's tied to the
device's serial number.
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e Device-based trust: By binding a certificate to the hardware, the network inherently trusts the device
rather than solely relying on other software-based identifiers.

® Hard to spoof: The Axis device identity is tied to the device's hardware keystore, which makes it highly
resistant to tampering.

® QOut-of-box: The Axis device ID certificate is created and signed by Axis during the manufacturing
process.

®  Zero-trust-capable: The Axis device ID certificate is pre-configured for HTTPS, IEEE 802.1X network
authentication, and IEEE 802.1AE MACsec network encryption for secure device onboarding and zero-
trust networking in the factory defaulted state.

e Standardization: The Axis device ID is an IDevID (Initial Device Identifier), as standardized in |IEEE
802.1AR, which is widely used for device authentication.

Drawbacks

® Long-term validity: The Axis device ID certificate remains valid until the year 9999. The IEEE 802.1AR
standard does not define how device ID certificate rotation should be handled.

® Key usage: The primary purpose of the Axis device ID certificate is to authenticate the device's identity.
As there are no specific key usage restrictions defined in the certificate extension, it can be utilized for
both client and server certificates interchangeably.

* Not changeable: The Axis device ID comes in certain cryptographies such as ECC-P256 and RSA-4096,
which cannot be changed. Customers must accept these properties if they choose to use the Axis device
ID in production.

® Decommissioning: The Axis device ID certificate remains after factory default, while other certificates
provisioned by the customer are removed.

® |ssuance authority: The Axis device ID is issued by Axis Communications, meaning that customers need
to explicitly trust Axis Communications' Public Key Infrastructure (PKI).

e  Certificate revocation: Currently, Axis doesn't maintain a publicly accessible Certification Revocation
List (CRL).

The Axis device ID certificate is extremely helpful when your primary concern is device-level authentication in a
trusted network environment. One of its key benefits is facilitating secure initial device onboarding. Following
successful initial authentication, we strongly advise uploading customer-specific, production-grade certificates
to the device to support IEEE 802.1X, HTTPS, and other applications, thereby enhancing overall security and
compliance.

CA certificates

CA certificates are certificates used by the Axis device to validate/verify the authenticity of other servers in the
network. This means that CA certificates that are going to be uploaded in the CA certificate section of the Axis
device need to fulfill one of the following:

®  X509v3 CA certificate with basicConstraints extension CA:TRUE*
e X509 v1 self-signed certificate
® The keyUsage attribute extension with bit keyCertSign set but without basicConstraints
* Netscape Certificate Type extension saying that it is CA certificate
*The CA:TRUE or CA:FALSE attribute also decides whether the CA certificate is allowed to sign other certificates.

Note

Installing a concatenate certificate file that contains the whole certificate chain is not currently supported.
You should install the intermediate CA certificate and CA certificate separately.

Certificate signing request (CSR)

A certificate signing request (CSR) can be created from an already existing certificate in the Axis device. The
certificate request in PEM format can be sent to a certificate authority (CA) for signing/verifying. After the
signed certificate is returned from the CA, it needs to be uploaded on the Axis device and be compared/verified
with the original certificate request. If all information is correct, the certificate upload will end successfully.

35


https://www.axis.com/support/public-key-infrastructure-repository

However, if system changes occur between the time the CSR was issued and the certificate was uploaded, the
process can be interrupted. Possible reasons why a certificate upload would fail are:

® The Axis device has been factory defaulted in the meantime

® The certificate used for the signing request has been removed or changed in the Axis device

Default HTTP(S) headers

AXIS 0S by default has the following most common security-related HTTP(S) headers enabled to increase overall
minimum cybersecurity in factory defaulted state. The custom HTTP header VAPIX API can be used to configure
further HTTP(S) headers. For more information, see the Vapix Library.

AXIS 0S 10.1 and higher
With AXIS OS 10.1 or higher, the below default HTTP(S) headers have been introduced to increase overall
minimum cybersecurity level:

Header Values Description

X-Frame-Options SAMEORIGIN This specifies that the page can only be embedded in a frame on
the same domain as the page itself.

X-Content-Type- nosniff This value instructs the browser to not interpret files with an

Options unknown MIME type as a different content type. For example, if

a server sends an HTML file with a .jpg extension, the browser
will not treat it as an image but instead will display it as text.

X-XSS-Protection 1; mode=block This value instructs the browser to enable its built-in XSS
protection feature.

AXISOS 11.5 — 11.11

With AXIS 0S 11.5 —11.11, a Content-Security-Policy (CSP) HTTP(S) response header is added in addition to
specify a policy that tells the browser which sources of content can be trusted for the Axis device. This header
can be used to protect against various types of attacks, including cross-site scripting (XSS) and data injection
attacks.

When a browser receives a web page, it checks the CSP header to determine which sources of content are
allowed to be loaded for that page. If any content is attempted to be loaded from a source that is not on the list,
the browser will block it.

Directive Values Description

default-src 'self' This specifies the default sources
from which resources are allowed
to be loaded if not explicitly
specified.

frame-ancestors 'self' This specifies the sources from
which frames or iframes can be
loaded on the page.

connect-src 'self' This specifies the sources to which
the page can make network
https:/[*.google-analytics.com requests.

https:/[*.analytics.google.com
https:/[*.googletagmanager.com

https:/[*.axis.com

mediastream:
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blob:
script-src 'self' This specifies the sources from
which JavaScript code can be
'unsafe-inline' loaded and executed on the page.
'unsafe-eval'
https://www.googletagmanager.
com
https:/[*.google-analytics.com
https://ssl.google-analytics.com
https:/[*.axis.com
style-src 'self" This specifies the sources from
which styles can be loaded and
'unsafe-inline' applied on the page.
img-src 'self' This directive guards the loading of
images (for example using the
https://[*.analytics.google.com <img> HTML tag).
https://www.googletagmanager.
com
https:/[*.axis.com
data:
blob:
media-src 'self' This specifies the sources from
which audio and video can be
mediastream: loaded on the page
blob:
object-src 'none’ This specifies valid sources for the

<object>, <embed>, and <applet>
elements.

In addition to the CSP, a Referrer-Policy header is added. HTTP requests may include the optional Referrer
header, which indicates the origin or web page URL the request was made from. The Referrer-Policy header
defines what data is made available in the Referrer header.

Header

Values

Description

Referrer-Policy

strict-origin-when-cross-origin

With this policy, only the origin is sent i

AXIS 0S 12.0 and higher

With AXIS 0S 12.0 and higher, the default Content-Security-Policy (CSP) HTTP(S) response header has been

updated.
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Directive

Values

Description

default-src

'self'

This specifies the default sources
from which resources are allowed
to be loaded if not explicitly
specified.

frame-ancestors

'self'

This specifies the sources from
which frames or iframes can be
loaded on the page.

connect-src

‘self’
https:/[*.google-analytics.com
https:/[*.analytics.google.com
https:/[*.googletagmanager.com
https:/[*.axis.com

mediastream:

This specifies the sources to which
the page can make network
requests.

blob:
script-src 'self’ This specifies the sources from
which JavaScript code can be
https://www.googletagmanager. loaded and executed on the page.
com
https:/[*.google-analytics.com
https://ssl.google-analytics.com
https:/[*.axis.com
style-src 'self' This specifies the sources from
which styles can be loaded and
'unsafe-inline’ applied on the page.
img-src 'self' This directive guards the loading of
images (for example using the
https:/[*.analytics.google.com <img> HTML tag).
https://www.googletagmanager.
com
https:/[*.axis.com
data:
blob:
media-src 'self' This specifies the sources from
which audio and video can be
mediastream: loaded on the page
blob:
object-src 'none’ This specifies valid sources for the

<object>, <embed>, and <applet>
elements.
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Decommissioning

When decommissioning an Axis device, a factory default should be performed. After the factory default, most
data is erased by overwriting/sanitization. For more information, go to AXIS OS Hardening Guide.
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Media streaming

Video streaming in Axis products

The purpose of this section is to encourage and enable partners, system integrators and end users to consider
their individual setup when configuring general video streaming settings in Axis devices in order to ensure
optimal performance and user experience.

General considerations

Axis video capable devices deliver a video stream according to the desired requirements of the system it is used
in and according to the specifications of the Axis device itself. The following information provides a foundation
and understanding of how video streaming in Axis devices works and what settings to consider.

About video streaming clients

The Axis device as such recognizes several types of clients that it encodes and distributes video streams to. The
clients can be categorized as internal and external, and they are served with video streams as they are
requested. See examples below for each category:

Internal clients

e Action rule for (S)FTP/HTTP(S) MJPEG image upload

e Action rule for (S)FTP/HTTP(S) video clip upload

®  Action rule for recording videos to SD card and network share
e Continuous recording to SD card or network share

®  (Analytics) ACAPs that request video stream or MJPEG images

External clients

® Viewing video in web interface

* \iewing video via secure remote access

e Live view and recording to AXIS Companion

e Live view and recording to AXIS Camera Station

e live view and recording to 3rd party video management system
Unique encoded streams

The number of unique encoded streams tells us how many different video streams an Axis device is encoding.
This information can be obtained in the server report of devices with version 5.70 or higher in the section
Snapshot of the current (caching) streams. For devices with AXIS OS version 10.7 or higher, this information is
available in the section Snapshot of all running streams. The number of unique encoded streams are affected
by stream properties, as will be shown in the examples below. Note that the illustrations are taken from a
graphical user interface to better illustrate the use case.

Example 1: In this example, the Axis device is encoding a total number of three unique encoded video streams.
The video streams differ in one stream property - resolution - and since the resolution is different, the Axis
device needs to encode each video stream separately.

Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation
Stream 1: video/x-h264 1920x1080 30 30 62 10 0
Stream 2: video/x-h264 1280x720 30 30 62 10 0
Stream 3: video/x-h264 800x600 30 30 62 10 0

Example 2: In this example, the Axis device is encoding a total number of two unique encoded video streams.
The video streams differ in one stream property - frame rate (fps) - and since the frame rate is different, the Axis
device needs to encode each video stream separately.
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Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation
Stream 1: video/x-h264 1920x1080 30 30 62 10 0
Stream 2: video/x-h264 1920x1080 15 30 62 10 0

Conclusion: Axis devices need to encode video streams according to their stream properties. If stream properties,
such as fps, compression, VideoKeyFramelnterval (GOP), etc. differ from one requested video stream to another,
the Axis device is forced to encode separate video streams. This may have an impact on video streaming
performance and generally it is recommended to optimize the setup towards the least amount of video streams
possible.

Note: From AXIS OS 10.8 and onwards a single unique encoded video stream can be distributed to a maximum
of eight physical network clients at the same time. If more physical network clients need to pull the same video
stream, we suggest implementing multicast video streaming instead, or to have additional clients request
another unique encoded video stream.

Distributed streams

The number of distributed video streams refers to the number of actual physical network clients in the network
and the number of video streams that they are requesting. For example, it would be possible to video stream
from AXIS Camera Station and from the web interface of the Axis device from the same physical network client.

This information can be obtained in the server report of devices with version 9.80 and higher in the section
Snapshots of the current outgoing RTP streams. This section lists the number of distributed streams in relation
to their destination IP address. The distributed stream is declared as a ratio of Number of video streams:Number
of physical network clients.

Example 1: In this example, the number of distributed streams is 2:2 because the Axis device streams in total
two video streams to two physical network clients.

~ID = Mime Source Destination Transport - Stream - Media - State Encrypted : Multicast
8 video/x-h264 172.25.201.154:64322 172.25.201.201:50000 UDP RTP VIDEQ PLAYING No No
9 video/x-h264 172.25.201.154:62832 172.25.201.202:50002 UDP RTP VIDEO PLAYING No No

Physical network client 1

T
-

. Axis device
Unique encoded Distributed .
stream 1 request stream 1 Network switch
1 i . S
Distributed Unicast Physical network client 2
sical network clien
Video Network stream 2 ¥

encoding interface l_—’_—
1080p L -

Unique encoded
stream 2 request

Example 2: In this example, the number of distributed streams is 3:2 because the Axis device streams in total
three video streams to two physical network clients. Observe that the Physical network client 1 is requesting
the Unique encoded stream 1 twice.

~1D = Mime Source Destination Transport - Stream : Media : State Encrypted - Multicast
8 video/x-h264 172.25.201.154:64322 172.25.201.201:50000 UDP RTP VIDEQ PLAYING No No
9 video/x-h264 172.25.201.154:62832 172.25.201.202:50002 UDP RTP VIDEOQ  PLAYING Mo No
10  video/x-h264 172.25.201.154:54324 172.25.201.202:50004 UDP RTP VIDEDQ PLAYING No No
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Physical network client 1

-
e

Unique encoded Axls device Distributed
stream 1 request stream 1+2 Network switch
o ! s =
Video Network Diitributgd Unicast Physical network client 2
stream

encoding interface I_—l_—
1080p 5> = =

Unique encoded
stream 2 request

Conclusion: An Axis device can stream a single or many video streams to either the same or many physical
network clients. A physical network client is defined by the number of video streams it is requesting and its
destination IP address in the network.

Note: From AXIS OS 10.8 and onwards a single unique encoded video stream can be distributed to a maximum
of eight physical network clients at the same time. If more physical network clients need to pull the same video
stream, we suggest implementing multicast video streaming instead, or to have additional clients request
another unique encoded video stream.

Unique encoded streams and distributed streams

With the information above, we can now explain the relation between the number of unique encoded streams in
relation to the number of distributed streams to physical network clients.

Example 1: In this example, two physical network clients are requesting a unique encoded stream each. This
results in a distributed stream to each physical network client.

Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation
Stream 1: video/x-h264 1920x1080 30 30 62 10 0

Stream 2: video/x-h264 1920x1080 15 30 62 10 0

~ID = Mime < Source <+ Destination < Transport - Stream © Media - State : Encrypted © Multicast
8 videofx-h264 172.25.201.154:64322 172.25.201.201:50000 UDP RTP VIDEQ PLAYING No No

9 video/x-h264 172.25.201.154:62832 172.25.201.202:50002 UDP RTP VIDEO PLAYING No No

Physical network client 1

T
-

. Axis device
Unique encoded Distributed .
stream 1 request stream 1 Network switch
v o P —
Distributed Unicast Physical network client 2
Video Network stream 2 25

encoding interface I_—l_—
1080p > = =

Unique encoded
stream 2 request
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Example 2: In this example, the Axis device is encoding two unique streams and distributes them to three
physical network clients.

Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation
Stream 1: video/x-h264 1920x1080 30 30 62 10

Stream 2: video/x-h264 1920x1080 15 30 62 10 0

~ID < Mime < Source < Destination < Transport © Stream - Media : State © Encrypted : Multicast
8  video/x-h264 172.25201.154:64322 172.25.201.201:50000 UDP RTP VIDEO PLAYING No No

9 videol-h264 172.25.201.154:62832 172.25.201.202:50002 UDP RTP VIDEQ PLAYING No No

10 video/x-h264 172.25.201.154:54324 172.25.201.203:50004 UDP RTP VIDEO PLAYING No No

Physical network client 1

(]

720p
Physical network client 2

Unique encoded Axis device Distributed ) - =
stream 1 request stream 1+2 Network switch

Ao | i - =0

_—
Distributed Unicast
Video Network
encoding interface stream 3 Physical network client 2
lUSOp T

Unique encoded
stream 2 request

Example 3: In this example, the Axis device is encoding a single unique stream and distributes it to two physical
network clients via multicast. Observe that this setup would result in a single distributed stream only as the two
physical network clients will receive the stream from the multicast address. So, multicast has the advantage of
consuming less network bandwidth compared to example 4 below.

Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation

Type

Stream 1: video/x-h264 1920x1080 30 30 62 10 0

~ID < Mime ~ Source = Destination < Transport - Stream - Media - State © Encrypted - Multicast
8 video/x-h264 172.25.201.154:0 239.208.128.235:50000 UDF RTP VIDEO PLAYING No Yes
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Axis device
720p o ﬁ
Unique encoded Video Network
stream 1 request encoding interface

Distributed
stream 1

Physical network client 1

{]

Network switch

- R

Multicast . .
Physical network client 2

]

Example 4: In this example, the Axis device is encoding a single unique stream and distributes it to two physical
network clients via unicast instead. Compared to example 3, this setup would require the Axis device to
consume more network bandwidth as the unique stream has to be distributed twice.

Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation

Stream 1: video/x-h264 1920x1080 30 30

~ID = Mime ~ Source * Destination

8 videofx-h264 172.25.201.154:64322 172.25.201.201:50000
9 video/x-h264 172.25.201.154:62832 172.25.201.202:50002

Axis device
i X
Unique encoded Video Network
stream 1 request encoding interface

Maximum number of clients

UDP
UDP

62

Distributed
stream 1+2

RTP
RTP

10 0

< Transport - Stream - Media = State - Encrypted - Multicast

VIDEQ  PLAYING No No
VIDEO PLAYING No No

Physical network client 1

(]

Network switch

- FEH

Unicast
Physical network client 2

{]

Another important setting is the maximum number of clients (=viewers) that can receive a video stream. The
number is set to 10 or 20 in all Axis devices and is depending on the configuration and performance capabilities

of the device.

This means that either the Axis device is delivering a single video stream to 10 or 20 different physical clients in
the network, or the Axis device is delivering 10 or 20 different video streams to one client in the network. The
number of receiving video clients (physical and software instances) is the main limit. This configuration can be
obtained by reading out the following VAPIX parameter: https://ip-address/axis-cgi/param.cgi?action=

listétgroup=Image.MaxViewers

In practice, the maximum number should never be reached at any point. If an increasing number of clients need
to access the video stream, it is recommended to make use of e.g. multicast.
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Video, audio and metadata

In, we learned that there is a limit to how many video streams a device can deliver as a maximum, and we
explained this with the number of video streams. In addition to video streams, Axis devices can also deliver
audio and metadata streams. While the purpose of video and audio streams is self-explanatory, the purpose of
metadata might not be. With a metadata stream, an application or VMS can listen to the Axis device's event
stream and both react on it and create its own events and actions in return.

Below is an example of an Axis device that is currently streaming one of each stream type to a single physical
network client. Observe which stream type is streamed under Media.

~ID = Mime Source Destination Transport - Stream - Media State Encrypted - Multicast
24 video/x-h264 172.25.201.190:0 172.25.201.50:64959 TCP RTP VIDEO PLAYING No No
25 audio/mpeg 172.25.201.190:0 172.25.201.50:64959 TCP RTP AUDIO PLAYING No N
26  application/x-onvif-metadata+xml 172.25201.190:0 172.25.201.50:64950 TCP RTP METADATA PLAYING No No

To summarize, the maximum number of clients is applied to video, audio and metadata streams separately,
meaning that if the parameter MaxViewers is configured to 20, the Axis device can deliver 20 x video, 20 x
audio and 20 x metadata streams in total.

Performance considerations and maximum bitrate

Performance considerations

While it's possible for an Axis device to encode multiple video streams simultaneously, this will at some point
have an impact on the performance if “too many" unique video streams are encoded. In the example illustration
below, you can observe that the Axis device can deliver five unique video streams in full frame rate of 30 fps. In
case a sixth unique video stream needs to be encoded, the performance of the product will be exceeded, causing
the Axis device to deliver all of the requested video streams equally in reduced frame rate. In case of exceeding
the performance of the product, the Axis device will not prioritize any of the video streams to be delivered in full
fps, instead it will distribute the performance bottleneck across all video streams.

fps

unique encoded streams

Note that the above example is an oversimplified illustration and the number of concurrent video streams an Axis device can deliver in full frame rate
is heavily dependent on a lot of factors, such as requested frame rate, resolution, compression, bitrate and many more. It's recommended to test the
device against the desired behavior in an environment that is exact, or close to, the environment the device is installed in.

Maximum video stream bitrate

A typical H.264 video stream in 1080p and 30 fps will have a bitrate of approximately 1 Mbit/s to 10 Mbit/s
depending on scene, lighting conditions, movement and many other factors. In order to avoid network
bottlenecks and congestion of the underlying network infrastructure which the Axis device is connected to, the
maximum bitrate of a video stream is hard-capped and cannot exceed 50 Mbit/s per video stream in total.

Video source buffer configuration
In addition to the above information, the below listed Axis devices have additional video buffer configurations

that must be considered. These devices have a limited number of statically configured so called video source
buffers. The number of video source buffers depends on the device.
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For single-sensor products the video source buffer can deliver at least one unique video stream, and for multi-
sensor products the video source buffer can deliver at least four unique video streams. So, Axis devices
containing video source buffer configurations are limited by the amount of unique video streams they can
provide.

Products released before 2022
In Axis devices released before 2022, there are a maximum of four video source buffers.

®  Main source buffer: The main source buffer is statically configured to the device's maximum default
resolution and can only deliver a unique video stream in that specific resolution. This is indicated by the
"fixed" term.

®  2nd source buffer: The 2nd source buffer is a low resolution video buffer suitable for applications that
rely on a lower sized resolution, such as (analytics) ACAP's or motion jpeg image. This buffer provides
variations of possible resolutions.

®  3rd source buffer: The 3rd source buffer is a high resolution video buffer providing either the device's
maximum resolution, or a resolution close to it. In addition to that, HDMI capable devices allocate the
3rd source buffer HDMI video streaming when enabled. This buffer provides variations of possible
resolutions.

®  4th source buffer: The 4th source buffer is a high resolution buffer providing either the device's
maximum resolution or a resolution close to it. This buffer provides variations of possible resolutions.

Products released in 2022 and onwards

In Axis devices released in 2022 and onwards, there are at least four video source buffers available for encoded
video such as H26X and MJPEG. HDMI will not affect the available number of source buffers for encoded video.
ACAPs (typically analytics applications) that fetches YUV will not affect the available number of source buffers
for encoded video.

e  Fixed source buffer (Main): The fixed source buffer is statically configured to the device's maximum
default resolution and can only deliver a unique video stream in that specific resolution. This is indicated
by the "fixed" term.

®  2nd source buffer: The 2nd source buffer is a low resolution video buffer suitable for applications that
rely on a lower sized resolution motion JPEG image. This buffer provides variations of possible
resolutions.

e Nth source buffer: The Nth source buffer is a high resolution video buffer. This buffer provides
variations of possible resolutions.

Example illustration

Axis device Main source buffer | 2nd source buffer 3rd source buffer 4th source buffer
AXIS Q6125-LE Fixed 1920x1080 320x240 to 720x576| 320x240 to 1920- 320x240 to 1280-
x1080 x960

In summary, this device can deliver 2 x unique video streams in max 1920x1080 resolution — one in max
1280x960 and one in 720x576. As described in , the information in the server report can help identifying which
of the video source buffers that are already used and saturated, and which are still available.

Example 1: In this example, the Axis device is delivering the following unique video streams which means the
Main, 3rd and 4th video source buffers are in use. Requesting e.g. another unique video stream in 1920x1080
resolution with fps = 15 would fail because no video source buffer is available to deliver this request.

Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation
Stream 1: video/x-h264 1920x1080 30 30 62 10 0
Stream 2: video/x-h264 1280x720 30 30 62 10 0
Stream 3: video/x-h264 800x600 30 30 62 10 0

Example 2: In this example, the Axis device is delivering the following unique video streams which means the
Main and 3rd video source buffer are in use. Requesting e.g. another unique video stream in 1920x1080
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resolution with fps = 15 would fail because no video source buffer is available to deliver this request.
Requesting a unique video stream buffer in 800x600 resolution can however be delivered by the 4th source
buffer.

Type Resolution FPS Compression VideoKeyFramelnterval VideoZStrength Rotation
Stream 1: video/x-h264 1920x1080 30 30 62 10 0
Stream 2: video/x-h264 1920x1080 15 30 62 10 0

Axis device specifics
Below are all Axis devices and their video source buffer configurations listed:

Axis device Main source buffer | 2nd source buffer 3rd source buffer 4th source buffer

AXIS I18116-E Fixed 2592x1944 320x240 to 320x240 to 320x240 to
640x480*** 1920x1080™** 1920x1080™***

AXIS M1025 Fixed 1920x1080 320x240 to 720x576| 320x240 to 1920- 320x240 to 1280-

AXIS M3005-V x1080 x720

AXIS M3025-VE

AXIS M1004-W Fixed 1280x800 320x240 to 720x576| 320x240 to 1440- 320x240 to 1280-

AXIS M1014 x900 x720

AXIS M1034-W

AXIS M3004-V

AXIS M3024-LVE

AXIS M1013 Fixed 800x600 320x240 to 720x576| 320x240 to 800x600| 320x240 to 800x600

AXIS M1033-W

AXIS M1143-L

AXIS M3046-V 2.4
mm

Fixed 2688x1520
Fixed 2560x1440

320x240 to 720x576

HDMI: 1080p
320x240 to 1920-
x1080

320x240 to 1280-
x720

AXIS M1045-LW
AXIS M1065-L/-LW
AXIS M3045-V/[-WV

Fixed 1920x1080

320x240 to 720x576

HDMI: 1080p
320x240 to 1920-
x1080

320x240 to 1280-
x720

AXIS M3044-V[-WV

Fixed 1280x720

320x240 to 720x576

No HDMI
320x240 to 1280-
x720

320x240 to 1280-
x720

AXIS M2026-LE
AXIS M2026-LE Mk
Il

AXIS M3106-L/-LVE
AXIS M3106-L/-LVE
Mk 11

Fixed 2688x1520

320x240 to 720x576

No HDMI
320x240 to 1920-
x1080

320x240 to 1280-
x960

AXIS M3046-V 1.8
mm

Fixed 2304x1296-
(16:9)

Fixed 2016x1512-
(4:3)

320x240 to 720x576

HDMI: 1080p
320x240 to 1920-
x1080

320x240 to 1280-
x960

AXIS M4206-V/-LV

Fixed 2048x1536

320x240 to 720x576

HDMI: 1080p
320x240 to 1920-
x1080

320x240 to 1280-
x960

AXIS M4215-V/-LV

Fixed 1920x1080

320x240 to
640x360™***

320x240 to
1920x1080™***

320x240 to
1920x1080™***
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AXIS M4216-V/[-LV | Fixed 2304x1728 320x240 to 320x240 to 320x240 to
(4:3) 640x480™* 1920x1080™** 1920x1080™***
Fixed 2304x1296 320x240 to 320x240 to 320x240 to
(16:9) 640x360™* 1920x1080™** 1920x1080™*
AXIS M3016 Fixed 2304x1728 320x240 to 720x576| HDMI: 1080p 320x240 to 1280-
AXIS M3066-V Fixed 2304x1296 320x240 to 1920- | x960
AXIS M3206-LVE x1080
AXIS M3015 Fixed 1920x1080 320x240 to 720x576| HDMI: 1080p 320x240 to 1280-
AXIS M3065-V 320x240 to 1920- | x960
AXIS M3075-V x1080

AXIS M3205-LVE
AXIS Q9216-SLVE

AXIS M3064-V

Fixed 1280x720

320x240 to 720x576

No HDMI
320x240 to 1280-
x720

320x240 to 1280-
x720

AXIS M3047-P*

Fixed 2048x2048

480x480 to 720x720

HDMI: 720p
480x480 to 2048-
x2048

480x480 to 720x720

AXIS M3048-P*

Fixed 2880x2880

480x480 to 720x720

HDMI: 720p
480x480 to 2880-
x2880

480x480 to 720x720

AXIS Q6125-LE

Fixed 1920x1080

320x240 to 720x576

320x240 to 1920-
x1080

320x240 to 1280-
x960

AXIS P1428-E*
AXIS Q6128-E"

Fixed 3840x2160

240x135 to 640x480

480x270 to 1280-
x720

240x135 to 1920-
x1080

AXIS Q6010-E™*
AXIS Q6100-E™*

Fixed 2592x1944

320x240 to 1280-
x960

320x240 to 1920-
x1080

Not available

AXIS P3719-PLE™

Fixed 2560x1440

Fixed 640x360

640x360 to 1920-
x1080

Fixed 2560x1440

AXIS M2035-LE Fixed 1920x1080 320x240 to 320x240 to 320x240 to
640x360™*** 1920x1080™*** 1920x1080™***

AXIS M2036-LE Fixed 2304x1728 320x240 to 320x240 to 320x240 to
(4:3) 640x480™*** 1600x1200™** 1600x1200™***

Fixed 2688x1512 320x240 to 320x240 to 320x240 to
(16:9) 640x360™*** 1920x1080™*** 1920x1080™***

AXIS M3085-V Fixed 1920x1080 320x240 to 320x240 to 320x240 to
640x360™*** 1920x1080™*** 1920x1080™***

AXIS M3086-V Fixed 2688x1512 320x240 to 320x240 to 320x240 to
(16:9) 640x360™*** 1920x1080™*** 1920x1080™***

Fixed 2304x1728 320x240 to 320x240 to 320x240 to
(4:3) 640x360™*** 1920x1080™*** 1920x1080****

AXIS M3088-V Fixed 3840x2160 320x240 to 320x240 to 320x240 to
640x360™*** 1920x1080™*** 1920x1080****

AXIS M1055-L Fixed 1920x1080 320x240 to 320x240 to 320x240 to
640x360™*** 1920x1080™*** 1920x1080****

AXIS M1075-L Fixed 1920x1080 320x240 to 320x240 to 320x240 to
640x360**** 1920x1080™*** 1920x1080****
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AXIS P3905-R Mk Fixed 1920x1080 320x240 to 320x240 to 320x240 to
[l 720x576 1920x1080 1280x960
Fixed 1280x720
320x240 to 320x240 to
1280x720 1280x720
AXIS M3905-R Fixed 1920x1080 320x240 to 320x240 to 320x240 to
720x576 1920x1080 1280x960
Fixed 1280x720
320x240 to 320x240 to
1280x720 1280x720

*The resolutions are only for fisheye overview and differ for other dewarped view modes. When pulling view
area 1 & 2 with the same resolution on AXIS M3047-P and AXIS M3048-P, this will work either by using the
highest resolution (1920x1440) or with lower resolutions like 640x480 and 480x360.

** Each source buffer can deliver two video streams in the corresponding resolution. Example: either 4x1080p in
total with 2x1080p delivered from the main source buffer and 2x1080p delivered from the 4th source buffer, or
2x4K delivered from the main source buffer and 2x1080p delivered from the 4th source buffer.

**The device is a multi-sensor device with 4 physical sensors, which translates to each buffer being able to
deliver one video stream per physical sensor. Example: 1 x video stream in 2592x1944 resolution per sensor on
AXIS Q6010-E makes it a total of 4 video streams on the main source buffer.

***The 4th source buffer is allocated for quad-view only, so this means that the 4th source buffer cannot be
utilized further even if quad-view is not used.

*** These video source buffers are capable of providing two unique video streams per buffer instead of just a
single one.

Troubleshooting

You may refer to each device's release notes for all the supported resolutions. You will also notice the following
line in the release notes for devices with hardware limitations: "5.40.5:L.35026 Number of different configured
video streams are limited by hardware".

A typical first hand indication that the Axis device cannot provide additional unique video streams as the video
source buffers are already exceeded is the "503 Service Unavailable" error message in the web interface of the
Axis device.

Other applications, like AXIS Companion or AXIS Camera Station, would show the user a "Camera error". The
Server report and included log messages of Axis devices are an excellent tool to debug this kind of scenarios.

Below you can find a list of some common log messages that would appear in case the video source buffer is
saturated and the Axis device is not being able to deliver a requested unique video stream

Troubleshooting example 1: In this example, requesting a unique video stream has failed due to there simply not
being any video source buffer available to facilitate another unique 1024x768 video stream. The log messages
indicate which source buffer is already occupied and which is still available to use at the time when the new
unique video stream is requested.

<INFO>Jan 411:22:03 axis-00408cdcl1l2b7 /usr/bin/ambad[960]: Unable to find
available streamconfiguration for resolution 1024x768

<INFO>Jan 411:22:03 ax1is-00408cdcl2b7 /usr/bin/ambad[960]: buffer[0]: fixed
1920x1080, current 1920x1080

<INFO>Jan 411:22:03 ax1is-00408cdcl2b7 /usr/bin/ambad[960]: buffer[1l]: max
720x576, current 0x0

<INFO>Jan 411:22:03 ax1is-00408cdcl2b7 /usr/bin/ambad[960]: buffer[2]: max
1920x1080, current 1280x960

<INFO>Jan 411:22:03 ax1is-00408cdcl2b7 /usr/bin/ambad[960]: buffer[3]: max
1280x720, current 0x0

<INFO>Jan 4 11:22:03 axis-00408cdcl2b7 /usr/bin/ambad[960]: Failed to
allocate a source buffer
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Troubleshooting example 2: Like in the example above, requesting a unique video stream has failed due to there
not being any video source buffer available to facilitate another unique 800x600 video stream.

<INFO>Jan 411:22:03 axis-0040 /usr/bin/ambad[960]: Unable to find available
stream configuration for resolution 800x600

<INFO>Dec 3021:15:36 axis408 /usr/bin/ambad[1051]: buffer[0]: fixed
800x600, current 800x600

<INFO>Dec 30 21:15:36 axis408 /usr/bin/ambad[1051]: buffer[l]: max 720x576,
current 0x0

<INFO>Dec 30 21:15:36 axis408 /usr/bin/ambad[1051]: buffer[2]: max 800x600,
current 800x600

<INFO>Dec 30 21:15:36 axis408 /usr/bin/ambad[1051]: buffer[3]: max 800x600,
current 800x600

<INFO>Dec 3021:15:36 axis408 /usr/bin/ambad[1051]: Failed toallocate a
source buffer

Troubleshooting example 3: Axis devices with newer AXIS OS versions print their log message in a slightly
different manner, as seen in this example.

[ INFO ] /usr/bin/ambad[1035]: Failed toallocate a source buffer (1280x720,
channel 1) : Nomatchingbuffer available

[ INFO ] /usr/bin/ambad[1035]: stream[1]: encoding [ 1920x1080, 25/1 fps,
buffer id2, state active, channell ]

[ INFO ] /usr/bin/ambad[1035]: stream[2]: encoding [ 640x480, 25/1 fps, buffer
id 3, state active, channel 1 ]

[ INFO ] /usr/bin/ambad[1035]: stream[3]: encoding [ 320x240, 25/1 fps, buffer
id1l, state active, channel 1]

[ WARNING ] monolith: Failed toallocate 1280x720 H264 stream on channel 1:
Failed toallocate stream resources: Failed to add stream

[ ERR ] monolith[925]: Could not set cachingpipeline toplaying.

Recommendations
The following general recommendations can be given to reduce complexity, configuration time and to optimize
the video streaming setup of Axis devices:

® Make use of stream profiles to package streams and their configuration in a simple way to optimize
stream and configuration handling

® Action rules that upload MJPEG images or video clips should utilize user-configured stream profiles
e Use the same stream settings (=stream profile) for live view and recording if possible

® Have in mind that action rules allocate a video source buffer once the action rule is activated. This
means that even though the Axis device is supposed to send an image to an FTP server once a day, it will
result in the video source buffer being allocated for the entire day

e Have in mind that (Analytics) ACAPs such as AXIS Video Motion Detection or 3rd party ACAPs may
consume a low resolution buffer for detection, such as 320x240

e Have in mind that the "Adaptive Resolution/Streaming"” feature enabled per default when accessing the
Axis device's web interface will request a unique video stream tailored to the actual resolution size of
the physical display of the user. This might consume a video source buffer by itself

® Avoid having anonymous viewers enabled. Besides the aspect of cybersecurity, having anonymous
viewers enabled allows the uncontrolled access to an Axis device and may exceed the video source
buffer configurations

* Avoid questionable setups such as requesting two unique video streams in the same resolution,
framerate but with different compression, like 30 and 35. The difference in image quality is negligible
compared to the cost of consuming a video source buffer
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Video latency

The time from an actual event happens until it's displayed on the client's screen is called latency. The latency
includes processing of the image in the camera, transmission over the network, and decompression on the client.
More information about latency can be found here. In some circumstances, it is desired to keep this latency as
low as possible. To reduce the processing time on the camera, there are a few possibilities. Note that these
settings will affect all video streams.

® Choose a capture mode with higher frame rate. In high frame rate capture modes, the processing is
usually performed faster than in low frame rate capture modes.

e Enable LowLatencyMode (Settings > Plain config > Select group: ImageSource > ImageSource /10 /
Sensor > Low latency mode: on). In this mode, the amount of image processing is reduced to lower the
latency. The drawback is that the images will become noisier, especially in low light conditions and
around moving object. This will reduce the latency up to 30 - 200 milliseconds depending on camera
model and settings. Depending on the Axis device, this feature is available on AXIS OS 9.80.1 or higher.

Multicast video streaming

Streaming video using multicast allows different video clients located in the network to access a single video
stream which the Axis device distributes to a specific multicast address and port. One of the benefits of using
multicast as a transport method for video streaming is that the Axis device keeps its system and resource
consumption low by only sending a single or dual video stream to a specific address in the network. It is also an
efficient way of using the network infrastructure since many different video clients can retrieve the video
stream from the multicast address instead of each video client pulling a separate video stream from the Axis
device. The way multicast is served, distributed and received in the network can actually minimize the
bandwidth consumption of the network infrastructure and all its involved clients as such. Just imagine the
difference this can make in a system with more than 5.000 Axis devices in operation.

Axis devices support a variety of ways to stream video in a multicast scenario. In the following sections we will
go through multicast from a streaming perspective and not take into account the general mechanics of
multicast and how it is routed through the network, or the basics of the different forms of multicast.

Any-source multicast (ASM)

Independently of the desired transport method - i.e. multicast or unicast - the initial RTSP protocol
communication that is required to properly initialize the video client and Axis device is very similar, except that
the video client in multicast-mode specifies this instead of the unicast scenario.

We will go through the details of a typical RTSP build-up step-by-step below. For more details, see the actual
network traces in .

Step 1: video client

The video client initiates the RTSP DESCRIBE and signals to the Axis device to prepare video streaming with the
specified streaming parameters given in the RTSP URL and to share its corresponding Session Description
Protocol (SDP) file, which includes information about how to decode the video stream.

DESCRIBE rtsp://172.25.201.100:554/axis-media/media.amp?videocodec=h265&audio=
Osresolution=1920x1080&camera=1&compression=30&fps=30 RTSP/1.0

CSeq: 2

User-Agent: OmnicastRTSPClient/1.0

Accept: application/sdp

Authorization: Digest username="root", realm="AXIS ACCC8ED910B9", nonce=
"00000450Y2804646c4d9£7d3175fa496417b9%c4e7aa3%a2", uri="rtsp://172.25.201.100:554/axis~-
media/media.amp?videocodec=h265&audio=0&resolution=1920x1080&camera=1&compression=30&fps=
30", response="7a2e2dcad7618b36479%ec76e252bclc3"

Step 2: Axis device
The Axis device validates the request and shares the corresponding SDP file with the video client. Note that in

any-source multicast mode, no multicast-specific network parameters are shared. In source-specific multicast
mode (SSM), this is different.

RTSP/1.0 200 OK
CSeq: 2
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Content-Type: application/sdp

Content-Base: rtsp://172.25.201.100:554/axis-media/media.amp/
Server: GStreamer RTSP server

Date: Thu, 11 Feb 2021 06:51:12 GMT

Content-Length: 1063

v=0

0=-17136744296195211872 1 INIP4172.25.201.100

s=Session streamed with GStreamer

i=rtsp-server

£t=00

a=tool:GStreamer

a=type:broadcast

a=range:npt=now-
a=control:rtsp://172.25.201.100:554/axis-media/media.amp?videocodec=h265&audio=
O&resolution=1920x1080&camera=1l&compression=30&fps=30

m=video 0 RTP/AVP 96

c=INIP40.0.0.0

b=AS:50000

a=rtpmap:96 H265/90000

a=framerate:30

a=fmtp:96 sprop-vps=QAEMAL//AUAAAAMAGAAAAWAARAWCCEJAK; sprop-sps=
QgEBAUAAAAMAgGAAAAWAAAWCCOAPAGBEHY55ChbkSg8quTgoKC8IAAAAMAGAAAAWKE ; sprop-pps=RAHANzwEbJA=
a=ts-refclk:local

a=mediaclk:sender

a=recvonly
a=control:rtsp://172.25.201.100:554/axis-media/media.amp/stream=0?videocodec=h265&adui=
O&resolution=1920x1080&camera=1l&compression=30&fps=30

a:

trans-
form:1.000000,0.000000,0.000000;0.000000,1.000000,0.000000;0.000000,0.000000,1.000000

Step 3: video client

The video client then goes ahead and defines the appropriate transport method as multicast, the multicast IP
address, streaming ports and the TTL. This is the important step in the RTSP build-up where the video client
actually can specify the desired transport method. Note that in order for the Axis device to accept video client-
specific multicast network parameters, the VAPIX parameter RTSP Allow Client Transport Settings in

Plain Config > Network has to be enabled. If this parameter is not set, the Axis device might ignore these
parameters and offer their own configuration set in Plain Config > Network > RO.

SETUP rtsp://172.25.201.100:554/axis-media/media.amp/stream=0?videocodec=h265&audio=
O&resolution=1920x1080&camera=1&compression=30&fps=30 RTSP/1.0

CSeq: 3

User-Agent: OmnicastRTSPClient/1.0

Transport: RTP/AVP;multicast;destination=224.16.17.51;port=47806-47807;ttl=64
Authorization: Digest username="root", realm="AXIS ACCC8ED910B9", nonce=
"00000450Y2804646c4d9£7d3175fa496417b9%c4e7aal3%a2", uri="rtsp://172.25.201.100:554/axis~
media/media.amp/stream=0?videocodec=h265&audio=0&resolution=1920x1080&camera=
l&compression=30&fps=30", response="48cf0£f723aca20£6530e79%9ecb966ecOa"

Step 4: Axis device
The Axis device in return validates the request and if successful, it answers with the exact same network
parameters back to the video client to prepare the upcoming session.

RTSP/1.0 200 OK

CSeq: 3

Transport: RTP/AVP;multicast;destination=224.16.17.51;tt1=64;port=47806-47807 ;mode="PLAY"
Server: GStreamer RTSP server

Session: £2imQtCHhuoH2FbW; timeout=60

Date: Thu, 11 Feb 2021 06:51:12 GMT

Step 5: video client
The video client then finally signals to the Axis device via RTSP PLAY to start video streaming as agreed based on
the network and video streaming parameters that have been handshaked previously.

PLAY rtsp://172.25.201.100:554/axis-media/media.amp?videocodec=h265&audio=0&resolution=
1920x1080&camera=1&compression=30&fps=30 RTSP/1.0

CSeq: 4

Session: £2imQtCHhuoH2FbW

User—-Agent: OmnicastRTSPClient/1.0

Range: npt=0.000-
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Authorization: Digest username="root", realm="AXIS ACCC8ED910B9", nonce=
"00000450Y2804646c4d9f7d3175fa496417b9%c4e7aal3%9a2", uri="rtsp://172.25.201.100:554/axis-
media/media.amp?videocodec=h265&audio=0&resolution=1920x1080&camera=1&compression=30&fps=
30", response="d015b378a8a1000c964d6c48d1883d1f"

Step 6: Axis device

The Axis device acknowledges the request by sending an RTSP OK and provides the video client with information
about how the video stream will be momentarily available at the defined multicast network parameters. In order
to signal the start of the video stream to the video client, the Axis device specifies the sequence number of the
first RTP package and the initial RTP timestamp so that the client expects and processes the correct start of the
video stream.

RTSP/1.0200 OK

CSeq: 4

RTP-Info: url=rtsp://172.25.201.100:554/axis-media/media.amp/stream=0?videocodec=
h265&audio=0&resolution=1920x1080&camera=1&compression=30&fps=30;seq=24067;rtptime=
417717697

Range: npt=now-

Server: GStreamer RTSP server

Session: £2imQtCHhuoH2FbW; timeout=60

Date: Thu, 11 Feb 2021 06:51:12 GMT

Optional client transport setting handling

In case the video client would not specify all the necessary network transport parameters accordingly, the
Axis device will fallback and offer the default multicast parameter set in Plain Config > Network > RO as
illustrated in the following example. We can observe here that the video client's request for video streaming
specifies multicast as transport method and the port to be used for multicast streaming, but misses to specify
the multicast IP address. The Axis device treats this as a non-complete request and offers instead its
configuration set in RO, which the video client either can agree on or simply close the connection. Another
reason why the Axis device would disregard the video client's desired settings is when the VAPIX parameter
RTSP Allow Client Transport Settings in Plain Config > Network is unchecked.

Step 3: video client

SETUP rtsp://172.25.201.100:554/axis-media/media.amp/stream=0 RTSP/1.0
CSeqg: 5

Authorization: Digest username="root", realm="AXIS ACCC8EDS910B9", nonce=
"0003628fY51859629beb31964cb09d13947338e39266e77", uri="rtsp://
172.25.201.100:554/axis-media/media.amp/", response=
"78be3d448c752bdal36df4b82bafdecto”

User-Agent: LibVLC/3.0.11 (LIVE555 Streaming Media v2016.11.28)
Transport: RTP/AVP;multicast;port=55810-55811

Step 4: Axis device

RTSP/1.0 200 OK

CSeq: 5

Transport: RTP/AVP;multicast;destination=224.225.226.227;ttl=5;port=
50000-50001;mode="PLAY"

Server: GStreamer RTSP server

Session: xvIhEhZ3W5QpueEZ; timeout=60

Date: Thu, 11 Feb 2021 06:28:05 GMT

Source-specific multicast (SSM)

While in any-source multicast (ASM) the multicast network parameters are handshaked after sharing the
Session Description Protocol (SDP) file during the initial RTSP build-up, this is not the case in the source-specific
multicast mode. In SSM, the multicast network parameters are pre-configured in the Axis device and shared
with the requesting video client when the SDP file is shared. The benefit of this is that the requesting video
client can join a multicast group and only filter for the multicast traffic the video client is interested in. This can
be done by applying a source-specific filter when joining the multicast group.
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A typical scenario where SSM would be beneficial is when multiple Axis devices would stream video to the same
multicast address but would use different ports. A video client connecting via any-source multicast would
receive the multicast traffic from all streaming devices, while a video client requesting source-specific multicast
would be able to filter out unwanted traffic. On top of that, SSM allows for reliable planning of multicast
routing/path-forwarding since it is known how multicast is switched and routed through the network.

Source-specific multicast requires pre-configuration on the Axis device to configure the desired multicast
network parameters. You can find information on how to configure an Axis device for source-specific multicast
in the VAPIX Library but is also illustrated below. There is no specific setting to enable or disable source-specific
multicast as such, but the source-specific multicast network parameters that need to be defined in advance can
be configured from Plain Config > Network for each individual video source. Below is a typical example
configuration:

RO

Step 1: video client
Compared to the any-source multicast mode, SSM mode requires a different streaming URL for signaling to the
Axis device that source-specific multicast is wanted.

DESCRIBE rtsp://172.25.201.100:554/axis-media/ssm/media.amp?camera=1 RTSP/1.0

CSeq: 4

Authorization: Digest username="root", realm="AXIS ACCC8ED910BO", nonce=
"000006c7Y356087¢c783187c3a95bel0ca315f5fal0cd57dde", uri="rtsp://172.25.201.100:554/axis-
media/ssm/media.amp?camera=1", response="3226806a8c988f0d473df291e8c7ffb8"

User-Agent: LibVLC/3.0.11 (LIVE555 Streaming Media v2016.11.28)

Accept: application/sdp

Step 2: Axis device

The SDP file that is shared between the Axis device and the requesting video client includes the source-specific
multicast network parameters which the video client has to learn in order to join the multicast group
accordingly and filter for the correct traffic.

RTSP/1.0200 OK

CSeq: 4

Content-Type: application/sdp

Content-Base: rtsp://172.25.201.100:554/axis-media/ssm/media.amp/
Server: GStreamer RTSP server

Date: Thu, 11 Feb 2021 07:01:42 GMT

Content-Length: 749

v=0

0=-9871677480407248934 1 INIP4172.25.201.100
s=Session streamed with GStreamer
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i=rtsp-server

c=IN IP4 225.226.227.228/5

t=00

a=tool:GStreamer

a=type:broadcast

a=range:npt=now-
a=control:rtsp://172.25.201.100:554/axis-media/ssm/media.amp?camera=1
a=source-filter: incl IN IP4 225.226.227.228172.25.201.100
m=video 60000 RTP/AVP 96

b=AS:50000

a=rtpmap:96 H264/90000

a=fmtp:96 packetization-mode=1;profile-level-id=640029; sprop-parameter-sets=
Z2QAKa0AxSAeAIn5ZuAgIDSDxIio, a048sA==

a=ts-refclk:local

a=mediaclk:sender

a=recvonly
a=control:rtsp://172.25.201.100:554/axis-media/ssm/media.amp/stream=0?camera=1
a=framerate:30.000000

a:

trans-
form:1.000000,0.000000,0.000000;0.000000,1.000000,0.000000;0.000000,0.000000,1.000000

Step 3: video client
Since the video client knows the multicast network parameters that will be used in advance, the client can
include them in the RTSP SETUP request.

SETUP rtsp://172.25.201.100:554/axis-media/ssm/media.amp/stream=0?camera=1 RTSP/1.0
CSeq: 5

Authorization: Digest username="root", realm="AXIS ACCC8ED910B9", nonce=
"000006c7Y356087¢c783187c3a95bel0cal315f5falcd57dde", uri="rtsp://172.25.201.100:554/axis-
media/ssm/media.amp/", response="89%91cf3338144d096723df0b10864cab"

User-Agent: LibVLC/3.0.11 (LIVE555 Streaming Media v2016.11.28)

Transport: RTP/AVP;multicast;port=60000-60001

Step 4: Axis device
The Axis device validates and responds with the correct multicast network parameter according to the pre-
configuration done in RO.

RTSP/1.0 200 OK

CSeq: 5

Transport: RTP/AVP;multicast;destination=225.226.227.228;ttl=5;port=60000-60001 ;mode=
"PLAY"

Server: GStreamer RTSP server

Session: 06yirCIN7xQCtW8q; timeout=60

Date: Thu, 11 Feb 2021 07:01:42 GMT

Step 5: video client
The requesting video client then signals to the Axis device to start video streaming to the agreed streaming and
network parameters.

PLAY rtsp://172.25.201.100:554/axis-media/ssm/media.amp?camera=1 RTSP/1.0

CSeq: 6

Authorization: Digest username="root", realm="AXIS ACCC8ED910B9", nonce=
"000006c7Y356087¢c783187c3a95bel0ca315f5fa0cd57dde", uri="rtsp://172.25.201.100:554/axis-
media/ssm/media.amp/", response="c19526013f73f3db72cd4fca98eclc4O"

User-Agent: LibVLC/3.0.11 (LIVE555 Streaming Media v2016.11.28)

Session: 06yirCIN7xQCtW8q

Range: npt=0.000-

Step 6: Axis device

The Axis device acknowledges the request by sending an RTSP OK and provides the video client with info on how
the video stream will be momentarily available at the defined multicast network parameters. In order to signal
the start of the video stream to the video client, the Axis device specifies the sequence number of the first RTP
package and the initial rtp timestamp so that the client expects and processes the correct start of the video
stream.

RTSP/1.0 200 OK

CSeqg: ©

RTP-Info: url=rtsp://172.25.201.100:554/axis-media/ssm/media.amp/stream=0?camera=1; seq=
21707 ;rtptime=3563678630

Range: npt=now-
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Server: GStreamer RTSP server
Session: 06yirCIN7xQCtW8qg; timeout=60
Date: Thu, 11 Feb 2021 07:01:42 GMT

Always multicast

Always multicast is not a network multicast mode but a specific adaption to video clients that are not capable
of performing a proper RTSP and/or multicast setup in either of the ways described previously (i.e. via ASM or
SSM). In always multicast mode, the Axis device is statically configured to stream video to a specific multicast
address and port, and also to start streaming to it directly, regardless if there are video clients in the network
that are actually requesting video from that particular Axis device or not. On top of that, RTSP is not used to
connect, instead the requesting video client will make a HTTP call to retrieve the Session Description Protocol
(SDP) file in order to understand and make the connection to the multicast address and port where the video
stream is connected. Always multicast can be configured in Axis devices in Plain Config > Network for each
individual video source.

Example 1: The device will only stream video to the multicast address 224.225.226.227 and video port 50000. If
video port 0 would be entered here, the Axis device would select the next possible port which has been defined
in the RTP > End Port and Start Port configuration.

RO
Always multicast sudio

Always multicast profile

videocodec=h284

Example 2: The device will stream video to the multicast address 224.225.226.227 to port 50000, and audio to
multicast address 239.216.121.37 to port 51000. Observe that it is also possible to adjust the video streaming
parameters in the always multicast profile. If other streaming parameters should be used, e.g. a framerate of 15
frames per second and compression of 15, then the field can be adjusted in the following way: videocodec=
h264¢&fps=15&compression=15. Otherwise the current configured default stream settings will be used.
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Once the above settings are saved, the Axis device will start streaming to the configured multicast address and
port immediately regardless if there are clients requesting the video stream or not. The client can access this
multicast stream via the SDP file, which determines the video stream settings so that the video client learns how
to play the video. The SDP file can be accessed using http.//ip-address/axis-cgi/alwaysmulti.sdp?camera=1
where camera=1 is mapped to RO. An example of such an SDP file can be found via alwaysmulti.sdp. Below is a
network trace example illustrating the procedure.

Step 1: video client

The video client has requested the SDP file from the Axis device. Observe that no streaming parameters or
multicast network parameters are mentioned by the client, hence this configuration must be performed on the
Axis device prior to making the request as described in the previous examples.

GET /axis-cgi/alwaysmulti.sdp?camera=1 HTTP/1.1
Host: 172.25.201.100

Accept: */*

Accept-Language: en_US

Authorization: Basic cm9vdDpwYXNz

User-Agent: VLC/3.0.11 LibVLC/3.0.11

Range: bytes=0-

Step 2: Axis device

The Axis device looks up the current configuration in RO and then initializes and sends the SDP file to the
requesting video client. This is done in order to pass on the required information so that the video client can
access the already ongoing multicast stream at the pre-configured multicast address and port. No further
unicast communication is exchanged at this point, the video client will switch over to the specified multicast
network parameters in order to access the stream.

HTTP/1.1 200 OK

Date: Thu, 11 Feb 2021 06:14:25 GMT

Server: Apache/2.4.46 (Unix) OpenSSL/1.1.1g
Cache-Control: no-cache, no-store, max-age=0
Pragma: no-cache

Expires: Thu, 01 Dec 1994 16:00:00 GMT
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Transfer-Encoding: chunked

Content-Type: application/sdp

v=0

0=-1188340656180883 1 INIP4172.25.201.100
s=Session streamed with GStreamer
i=rtsp-server
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£t=00

a=tool:GStreamer

a=type:broadcast

a=control:*

a=range:npt=now-

m=video 50000 RTP/AVP 96
c=IN IP4 224.225.226.227/5

b=AS:50000

a=rtpmap: 96 H264/90000

a=fmtp:96 packetization-mode=1;profile-level-id=640029; sprop-parameter-sets=

Z2QAKaO0AxSAeAIn5ZuAgIDSDxIio, a048sA==
a=control:stream=0
a=ts-refclk:local
a=mediaclk:sender
a=framerate:30.000000

a=
trans-

form:1.000000,0.000000,0.000000;0.000000,1.000000,0.000000;0.000000,0.000000,1.000000

Multicast in detail

Example
network trace

Multicast
address

Multicast port

Video client

Video client IP
address

Axis device IP
address

FFMPEG_Any._
Source_
Multicast.

pcapng

224.225.226.2-
27

50000

FFMPEG

172.25.201.50

172.25.201.100

VLC_Any-
Source_
Multicast.

pcapng

224.225.226.2-
27

50000

VLC*

172.25.201.50

172.25.201.100

Genetec_Any_
Source_
Multicast.

pcapng

224.16.17.51

47806

Genetec

172.25.201.51

172.25.201.100

Source_
Multicast.

pcapng

Milestone_Any_

224.16.17.51

47806

Milestone

172.25.201.52

172.25.201.100

VLC_Source_
Specific_
Multicast.
pcapng

225.226.227.2-
28

60000

VLC

172.25.201.50

172.25.201.100

FFMPEG_
Always_
Multicast_
Direct_SDP_
File_Play.
pcapng

224.225.226.2-
27

50000

FFMPEG™

172.25.201.50

172.25.201.100
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VLC_Always_ 224.225.226.2- | 50000 VLC* 172.25.201.50 172.25.201.100
Multicast_ 27
Direct_SDP_
File_Play.
pcapng

VLC_Always_ 224.225.226.2- | 50000 VLC™* 172.25.201.50 172.25.201.100
Multicast_ 27
HTTP_SDP_Play.

pcapng

*In VLC, you may need to enable "Force multicast RTP via RTSP" in the RTP/RTSP/SDP demuxer settings under Advanced Preferences.

*In order for FFMPEG and VLC to access and retrieve the SDP file via HTTP-authentication, the HTTP-basic authentication has to be configured in
Plain Config > Network > Authentication policy.

**These examples illustrate how a video client is capable of connecting to the multicast stream just by using the file SDP alone without making any
further connection to the Axis device. Assuming that no configuration change is made on the Axis device, the user is only required to download the
SDP file once and then one could use the SDP to start playing the video. VLC and FFMPEG are exmaples of clients that are capable of doing so.

Multicast network overview

A typical multicast scenario consists of three parts: the source, the multicast network infrastructure, and the
receivers.

The Axis device is the source which sends out the streams to the multicast address. The multicast address is
agreed between the clients and the device during the negotiation. The network infrastructure must be
configured by network professionals. A multicast routing protocol (like PIM) needs to be running between the
routers, and the IGMP protocol needs to be running between the last-hop router and the receiving clients.
Additionally, IGMP snooping needs to be enabled on the layer 2 switches to avoid multicast traffic being
flooded.

Multicast Video Data

~N

#
Axis device Multicast . / I
traffic Layer 3 switch Layer 3 switch Layer 2 switch
T e EEEE ==
' IGMP Snooping Client 2
Multicast Routing Protocols enabled - -

(PIM-DM, PIM-SM etc..) — I
IGMP L

Multicast in a switched network

A network where traffic is served within a certain VLAN and IP address network is called a switched network
since no layer-3 IP routing is needed. Let's start with the basic setup and assume that the network switches
have not been configured properly for handling multicast traffic. What you would see is similar to the
illustration below, a switched network consisting of a handful of switches with client computers and Axis
devices. From all of the clients, only Client 2 is interested and requests a multicast video stream from the Axis
device. Since the network switches are not configured properly at this point, the multicast traffic, which is only
supposed to flow from the Axis device over the traversing switches to Client 2, will be flooded to all switches
and clients in the network, regardless if they are interested in receiving the traffic or not.
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Layer 2 switch Layer 2 switches
Client 1
Multicast Multicast
traffic traffic = |- —
Mot interested but
- E=H : B - flooded with
multicast traffic
Multicast Client 2

Multicast traffic

Multicast traffic

traffic | .
= = Interested in
| rmulticast traffic

Client 3 . .
Axis device
T Multicast
Mot interested but waffic Axis device
B — flooded with delivering
multicast traffic ' multicast traffic

Let's look at the same network when properly configured with IGMP (Internet Group Management Protocol)
enabled. IGMP is a protocol that helps the network infrastructure learn and understand who is delivering
multicast traffic to which destination in order to avoid multicast flooding to non-interested clients. To configure
the network to avoid multicast flooding, it is enough to configure the main switch - i.e. Layer 2 switch - for
IGMP in the following example configuration:

Global configuration

ip igmp snooping querier address 172.25.201.10
ip igmp snooping querier query-interval 15

ip igmp snooping querier

By doing this, the Layer 2 switch will be sending out IGMP queries to the connected network devices in order to
find out which ones are interested in receiving and sending multicast packages.

Layer 2 switch Layer 2 switches
Client 1
IGMP IGMP
query query |—|-_ =
(-3 I (=) = =
- =H 2/ . 2
IGMP Querier
IGMP
query
IGMP Client 2

query

D T || -
query = = Interested in

multicast traffic

Client 3
O Axis device
B B IGMP
query
B B Axis device
delivering
T ' multicast traffic

The network devices will respond with "join" messages in order to signal their participation in multicast-related
traffic.
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Layer 2 switch Layer 2 switches
Client 1

]

—
IGMP Querier
IGMP
CT) Jein
'fn';'r‘f Client 2
- = = |_ Interested in
| multicast traffic
Clie: Axis devi
nt 3
[[— IGMP
join
- - Axis device
delivering
T multicast traffic

The network switches will listen and learn from this traffic in order to properly switch network packages to their
appropriate destinations. In the illustration below, only Client 2 is requesting video from the Axis device via

multicast.

Layer 2 switch Layer 2 switches

Client 1
— —T
IGMP Querier
IGMP
CT> Jjoin
Multicast Client 2
traffic
- = = |_ Interested in
| rmulticast traffic
Client 3 Axis devi
[[— Multicast
traffic
- - Axis device
delivering
T multicast traffic

With the correct configuration in place, the network switches are now capable of switching packages as well
across switches. In the illustration below, we have switched the clients, so that Client 1 requests a multicast
video stream from the same Axis device that previously served Client 2. The result will be proper switched
network traffic across the network to the correct destination.
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Layer 2 switch Layer 2 switches
Client 1
Multicast IGMP Multicast IGMP
traffic Join traffic join I~ |'
T - = = = Interested in
= multicast traffic
IGMP
jain
Multicast Client 2
traffic ﬁ
= = = =
Client 3 . .
Axis device
[[— IGMP Multicast
jain traffic
- - Axis device
delivering
multicast traffic

H
.

Multicast in a routed network

Multicast in a routed network does not differ essentially from a switched scenario in regards to how multicast
traffic is handled. A network where clients exchange network traffic across different VLANs and IP networks is
called a routed network since layer-3 IP routing techniques are needed to deliver the network traffic across.
Let's re-use the same network topology as we did in the switched network scenario. The only - but important -
difference is that Client 1 is placed in a different VLAN and IP address network compared to Client 2 and 3 as
well as the Axis device. We assume that we have already performed the same IGMP configuration as mentioned
earlier. For reference, see below:

Global configuration

ip igmp snooping querier address 172.25.201.10
ip igmp snooping querier query-interval 15

ip igmp snooping querier

Layer 3 switch er 2 switches
VLAN Trunk Lay (D IP-multicast is not forwarded Client 1

IGMP from VLAN 201 to VLAN 202

- e - - - - -—-—-—-—-——-—-—-—-—-=-=-- receiving multicast
172.25.200.12 (VLAN 200) traffic

IGMP Querier
172.25.200.10 (VLAN 200)

query — |_
T Interested but not

172.25.202.250 (VLAN 202)

IGMP Multicast IGMP Client 2
query traffic join

- =
172.25200.11 (VLAN 200)

Interested in
multicast traffic

]

IGMP
query
172.25.201.200 (VLAN 201)

= = IGMP Multicast
join traffic X X
Axis device

delivering
multicast traffic

= = Mot interested in
multicast traffic

.
¢

172,25.201.150 (VLAN 201) 172.25.201.100 (VLAN 201}

As you can see, Client 2 is already requesting video from the Axis device using multicast and since we have
applied the correct IGMP configuration to the Layer 3 switch, this setup works flawlessly. But Client 1 from the
other IP network also wants to receive a video via multicast, which is not working since multicast is not routed
across different IP networks by design. So in order to allow multicast traffic to be routed across layer-3
networks we have to enable IP-multicast routing and use a protocol such as Protocol Independent Multicast
(PIM). The most basic and simple use case would be to make use of the passive mode of PIM, as illustrated
below in the suggested configuration:
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Global configuration
ip multicast-routing

Configuration VLAN 201

interface Vlan201

description LAN1 clients

ip address 172.25.201.10 255.255.255.0
ip pim passive

[

Configuration VLAN 202

interface Vlan202

description LAN2 clients

ip address 172.25.202.10 255.255.255.0
ip pim passive

[

With this configuration applied, multicast is properly routed across different networks. From the Axis device
located in VLAN 201 to Client 1 that is located in VLAN 202.

Layer 3 switch VLAN Trunk Layer 2 switches

IGMP Multicast IGMP IGMP Multicast IGMP

query  traffic Join query traffic join = |' I

Interested in
multicast traffic

172.25.200.12 (VLAN 200)

IGMP Querier/
PIM-RP point
172.25.200.10 (VLAN 200)

IGMP

IGMP
query

IGMP Multicast IGMP i
Multicast 1GMP query traffic join Client 2

traffic  join f_ =
= = = =
VLAN 172.25.200.11 (VLAN 200)

trunk _— _L

172.25.201.200 (VLAN 201)

Interested in
multicast traffic

Client 3 - dovice
= = Multicast IGMP
traffic join X X
= = Mot interested in Axis device
multicast traffic | delivering
. ' multicast traffic
172,25.201.150 (VLAN 201) 172.25.201.100 (VLAN 201}

Video streaming rotation

In this section we will take a closer look at the VAPIX and ONVIF image rotation configuration when it comes to
video streaming, which is handled differently depending on AXIS OS version.

AXIS 0S 8.50 and higher

After support for ONVIF Profile T was added, the handling of image rotation in Axis devices has been completely
separated between VAPIX and ONVIF. This means that both protocols have dedicated parameters for image
rotation configuration, and that the image rotation parameter for one protocol does not affect the other and
vice-versa. For VAPIX this is configured via the image rotation parameter Image.l0.Appearance.Rotation, either
in the image settings in the web interface, or directly via VAPIX HTTP request. For ONVIF it's configured in the
ONVIF media stream profiles in the web interface, or directly via the script editor for legacy devices in the
configuration file: fete/wsfonvif/media/media.conf.

Exception: The above is not true for Axis devices with support for ImageSource.l0.SourceRotation=yes. On
these devices, the image rotation parameter is set globally via VAPIX and ONVIF will adapt to it accordingly.

AXIS 0S 8.40 and lower

Configuring the image rotation parameter Image.l0.Appearance.Rotation via the image settings in the web
interface or directly via VAPIX HTTP request will affect both VAPIX and ONVIF video streams. ONVIF video
streams will adapt to the same image rotation configured via VAPIX, unless specified otherwise in the ONVIF
stream profile settings.
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Example configurations

VAPIX configuration of image rotation from the device web interface:

Image  Sweam Oveday FTZ Audio Prvacy mask Viewarea Apps  System

Appearance Sharpness Orientation
Saturation o L] R . . . .
. wol 5 Focus Rotate EEWCM 0° | 90" | 180" | 270
Zoom
Contrast Show AF area Autofocus
O ————— 00| 50 Wide  s— Tele
Brightness Near Far
0 — 00| 5
( E R NN NN
ONVIF configuration of image rotation from the device web interface:
AXIS MAGESL Hetvodk Camera
OMNVIF
ONVIF usitrs CHVAF media profiles
+ profile_1 h264 -

Profila ioken: profe_1_R264

Pemi Pl rmames

Widiaa duirce s
Salact a configuraiion

userd L

Lenrsfrra

Sowoe lnken: G

Ok niation
Rolahe Fraae

[ w

ONVIF configuration of the image rotation via script editor:
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File: St we'vovil med'media conf Length: 10549 byies [Select new file]
Save s | ot ool e dis madizooond Mode: 0L00DE4 Comvert CRLF to LF

Sirew Tibe

(WS . OWVIT, Hedis . VidecSouroe]

KanGrvapa=3d

Ny LT AR . v SRS ST S . L)
& e
ot o HE L6 g

EourceToken={

==l

]

EsurceToken={
A=l
Hidth=-1

Eeight=-:

Rocacian=l

Streaming timestamps

In this section you can read about different ways to receive timestamp information when streaming video and
downloading single images from Axis devices. This metadata information can be used for processing in business
applications, e.g. when receiving metadata about how many persons in a store went through a certain area. It
can also be used in other use cases where time-synchronisation towards 3rd party video clients is needed

H.264/MJPEG and RTP timestamps

The following network trace can be used for testing what is described below.

RTP timestamps can be found in the payload of RTP packages and function as a monotonic timestamp that can
be used to identify a specific frame of the video stream. Based on the clock rate that is computed during the
video stream build-up, the RTP timestamp is expected to increase incrementally from one frame to another.

The clock rate depends on the image frequency of the video stream. In this example, the video stream consists of
30 frames per second, which means the computed clock rate will be 3000. This in turn means that the
monotonic RTP timestamp will increase by 3000 upon every new I-Frame or P-Frame as you can see in the
following two screenshots.
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Ml Network Trace RTCP_RTP_SEI Timestarnps.peapng - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am1® BB Re=>=F 8 R i

W Apoly a display fiter _<Ctrl-/> -]+

Mo, Time UTC Tme Package Delta  Source MAC Source Port

3 0.000485  19:08:46.286453 _ 0.000034 Micro-st_e2 172.25.2601.50

5 0.011529  19:08:45.297794  0.009513 AxisComn_9c 172.25.201.100

11 0.061652  19:08:45.347617 _ 0.044791 Micro-St_e2: 172.25.201.50

20 2.134164  19:03:45.420120 0.008576 AxisCom Oc 172.25.201.100
22 2.137603
23 2.137633
24 2.137643

25 2.137650

19:08:45.423568  0.009269 Micro-St_e2
0.000030 Micro-St_e2:.
0.000010 Micro-st_e2

©.000007 Micro-St_e2:

172.25.201.50
172.25.201.50
172.25.201.50
19:08:48. 423615 17.25.201.50

37 7.1RA215  19:0R:4%_47218h  0_A4RS4M AxisComm Or: 175.55. 781108,

Destination MAC

55423 AxisComn_Sc

554 Micro-St_e2

:6b:e7 172.25.201.100

62990 AxisComn_Sc
62991 AxisComm_Sc:|
62990 AxisComn_Sc
62091 AxisComn_oc:

554 Micro-st 22:.

Destination

175.95.581_50

Destination Port  Protocol

Length  Type

Info

55423 > 554 [ACK] Seq=1 Ack=1 Win=2102272 Len=e

554 > 55423 [ACK] Seq=1 Ack=158 Win-36272 Len-0

55423 > 554 [ACK] Se:

257 Ack=1519 Win=35643 Len=0

554 > 55423 [ACK] Se

Unknown RTP version 3
62991 > 50001 Len=4
Unknown RTP version 3
62001 > 50001 Len=4

554 > 55473 TACK] Se

~ Session Description Protos

= i
Session Description Protoml Version ()
> owner/Creator, session 76045 1 TH P4 172.25.201.160
Sorein [ (Hp i S o G
Session Tnformation (i): risp-server
> Time Description, active time (t): @ 0
> Session Attribute (a): tool:GStreamer
5 Session Attribute (a)
5 Session Ateribute (a)
> Session Attribute (a): /1 i i i i
> Media Description, name and address (m): video @ RTR/AVP 96
* Comection Inforation (9 I 174 0.0.0:0
J : B node-1;profile-level Fepropara=ter
> Hed)a Attribute ts-refcll
> Media Attribute (a): medisclk
) et et G waitconser - C ockrate 3000 (90000 / 30)
hedia Attribute re:vonly
> ribute 4, i =h264
3 S N O PR
> Media Attribute (a): x-sensor-transformi-1 ; 4 1.000000
v
T T F T e
© 7 Media Attriute (o) (scp.media_attr), 2bytes || Packets: 19155 - Dsplayed: 1155 (100.0%) || Profie: Default
M Network_Trace_RTCP_RTP_SEI_Timestamps. pcapng - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4m 2@ REse=s=fFeEEaaan
[Orrrn
Package Delta  Source MAC Source Port  Destination MAC Destination Destination Port  Protocol Length Type Info f TCP Window Size. ~
Micro-St_e2:48:b5 172.25.201.56 996 H264 144; PT=DynamicRTP-Type-96, SSRC=xBE69128, Seq=21874,fTime FU-A
Micro-St_e2:48:b5 172.25.201.50¢ 62990 H264 « PT=DynamicRTP-Type-96, SSRC=0xB1EGI128, Seq-21875,[|Tine=4244011526 FU-A
b5 172.25.201. 50 62090 K268 . PTeDynamicRTP-Type-96, SSRC-GXBLESS12S, Seqm21876,|Tine~t224011526 FU-A
o5 172.25. 20150 62090 K268 Type-6, SSRC-exB1E69125, Seqm21877,|Tine-4244011526 FU-A I-Frame
b5 172.25.261.56 62990 H264 Type-96, SSRC=xBEGO128, Seq=21878,JTime=4244011526 FU-A
bS 172.25.261.50 62990 H264 -Type-96, 5eq=21879, Tl
o5 172.25.201. 50 62090 K264 Type-se,
o5 172.25.201 50 62090 K268 Type-s6, ) end
o5 172.25.201. 50 62090 K258 Type-6, SSRC-exB1E69125, Seqm21852,|Tine-g2ad018526 FuU-A start:non-1ov-siice I P-Frame 1
5 172.25.201.56 62990 H264 -Type-96, SSRC=0xBE69128, Seq=21883,0Time=4244614526, Mark FU-A
5 172.25.201.50 42990 H264 Type-96, SSRC=GXBIEGO128, Seq-21884, | Tine-TSRIETIE0E FU-A Startinon-TDR-Slice "
v e D ey e e e P-Frame 2
5 172.25.201.560 62990 H264 Type-96, SSRC-DXBIEG9128, Seq-21886,||Time-4244020525 FU-A Start:non-IDR-Slice P-Frame 3
5 172.25.201.56 62990 H264 -Type-96, SSRC=8xBIE69128, Seq=21887,0Time=4244020525, Mark FU-A End
5 172.25.201.56 62990 H264 . -Type-96, SSRC=0xBE69128, Seq=21888,Time=4244623525 FU-A Startinon-IDR-Slice
5 172,25 201 50 62090 K258 Type-6, SSRC-exB1E69125, Seqm21859,|Tine4244023525, Mark FU-A End
5 172,25 201 50 62090 K268 Type-96, SSRC-GxB1EG9125, Seqm21896,|Tineo4244026525 FUA Start:non-IDR-Slice
bs 172.25.201.50 62990 H264 -Type-96, SSRC=8xBE69128, Seq=2189:
62990 H264 -Type-96, SSRC=xBE69128, Seq=21892, :non-IDR-Slice
62090 K268 Type-6, SSRC-exB1E69125, Seq-21893, end
62090 K268 Type-6, SSRC-exB1E69125, Seqm21894, non-ToR-Slice
62090 K268 Type-s6, seq2195, 4
62990 H264 Type-96, :non-IDR-Slice
62990 H264 . -Type-96, d
62090 K264 Type-s6, 5 non-ToR-Slice
62090 K268 Type-6, SSRC-exB1E69125, Seqm218%5, end
62990 H264 PT=DynamicRTP-Type-96, SSRC=@xB1E69128, Seq=21908, :non-IDR-Slice
62990 1260 ~Type-36, SSRC-0xB1EC9125, Seq-21901,
. = 62090 K258 PT-DynamicRTP-Type-96, SSRC-exB1E69125, Seq-21902,
o:08:49.037000 0060000 AxisComn Sci6bie7  172.25.201.160 50600 Micro-St e2:45:b5 172.25.201.50 62090 K268 . PTeDynamicRTP-Type-96, SSRC-GXBLES128, Seq=21963, e v
< >

> Frame 8589: 1154 bytes on wire (9232 bits), 1154 bytes captured (9232 bits) on interfac

> Ethernet 1T, Src: AxisComm 9c:6b:e7 (acice:Be:Oc:6b:e?), Dst: Micro-St e2:48:b5 (30:9c:: Thenian: bs)
> Internet Protocol Version 4, Src: 172.25.201.108, Dst: 172.25.201.50

> User Datagram Protocol, Src Port: 50000, Dst Port: 623990

> Real-Time Transport Protocol

. it: No bit errors or other syntax vielations
.10,

al_ref_idc (NRD): 2
ype: Fragmentation unit A (FU-A) (28)
v R Heaﬂer
+ .vas = Start bit: Not the first packet of FU-A picture
oo o nd bit: the last packet of FU-A picture

orbidden bit: 0
Nal_unit_type: Coded slice of a non-I0R picture (1)

- {DCFSSBAC

3, id o

The monotonic time is increasing by the defined clockrate
(3000) upon every new I-Frame and P-Frame

[
O 7 red

ime Transport Protocol: Protocol

| Padkets: 19155 - Displayed: 13096 (8.7%)

1
|| Profie: Defauit

When the video stream starts, the Axis device will let the external video client know about the initial RTP
timestamp of the first frame (I-Frame), as you can see below. This allows the receiving video client to identify e.
g. missing frames and can be used for RTP timestamp drift measurement while the video stream is ongoing.
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Ml Network Trace RTCP_TP_SEI Timestamps.peapng = %
Fle Edt View Go Capture Analyze Statistis Telephony Wireless Tools Help
Am5@ TRERe=F 85 eaaaHd
W [Apoly o display fter <)+
Package Delta _ Source MAC Source SourcePort Destination MAC Destnaton DeststonPort  Protocol  Length Type Tnfo Tme s ~
24 2.137643 172.25.201.50 62990 AxisConn_Sc:6bie7 172.25.201.100 s0000 RTP 46 Unknown RTP version 3
2.137650 172.25.261.50 62951 AxisComn_Sc:6b:e7 172.25.201.108 62551 - 50001 Len-4
=z mip 5 RTP-Type-06, SSRC-0XB1EG9128,
30 2.428593 172.25.201.50 62990 H264  PT-DynamicRTP-Type-96, SSRC-OxB1EG9128,
31 2.428733 172.25.201.50 62990 H64 PT=DynamLcRTP-Type-96, SSRC=GXB1EGS128,
32 2.428843 172.25.201.50 62990 264 = P-Type-96, SSRC
33 2.428951 172.25.201.50 62990 264 —DynamicRTP-Type-96, SSRC
34 2.429059 172.25.261.50 62550 H264 . 1 cRTP-Type-85, SSRC
35 2.429172 172.25.201.50 6299 H264  PT=t Dynaml(RTP Type-96, SSRC=0xB1£69128,
36 2.429267 172.25.201.50 62990 264 P-Type-96, SSRC
37 2.a2005 172.25.201.50 62990 264 —DynamicRTP-Type-96, SSRC
38 2.420528 172.25.201.50 62990 264 . P-Type-96, SSRC
39 2.420644 172.25.201.50 62990 H264 . PT-Dynaml(RTP Type-96, SSRC=(B1E69128,
40 2.429769 172.25.201.50 62990 264 P-Type-96, SSRC
41 2.429860 172.25.201.50 62990 264 —DynamicRTP-Type-96, SSRC
42 2.a30008 172.25.201.50 62990 264 . LCRTP-Type-95, SSRC
43 2.a30121 172.25.261.50 62580 H264 . PToDynamicRTP-Type-36, SSRC-0xB1£69128,
44 2.430262 172.25.201.50 6299 H264 - e S, S,
45 2.430377 X 172.25.201.50 62990 264 B ~Type-96, SSRC
462.430498  19:08:48.716463  0.000121 AxisComn_9c:ebze 172.25.201.50 62990 264 . PT:Dynsmi:RTP Type-96, SSRC-0x31£69128, .

Frame 28: 321 bytes on wire (2568 bits), 321 bytes captured (258 bits) on interface ~62F2110024CA}, 1d 0
> Ethernet II, Src: AxisComm 9c:6bie7 (ac:cc:Be:9c:6b: ficro-St_e2:48:b5 (30:9¢:23:02:45:b5)
Internet Protocol Version 4, Src: 172.25.201.100, Dst: 172.25f261.50
> Transmission Control Protocol, Src Port: 554, Dst Port: 267
~ Real Time Streaming Protoco]
> Response: RTSP/1.0 200 OK\r\n
CSeq: o\r\n
i=-nedia/nedia. amp, 2ui [ so11526] -
Session: MomIJSFHNEVNFSAE; timeout=60
Date: Thu, 15 Nov 2021 19:05:45 GMT\r\n
\rin
~
© 7 Textitem (text), 115bytes (] Packets: 19155 - Dplayed: 19155 (100.0%) [ profie: Default

An |-Frame and/or P-Frame can consist of several RTP packages. As you can see, all packages that belong to the
same |-Frame have the same unique timestamp, while each of the following P-Frames have their own
timestamp corresponding to the clock rate. So for each unique I-Frame or P-Frame, the RTP timestamp increases
incrementally.

M Network_Trace_RICP_RTP_SEl Timestamps.peapng
Fle Edt View Go Copture Ansyze Statiss Telephony Wireless Tooks Help

ABZO BB Re=2F 35 e e

W]apply & dspay fiter . <Ctl/>

No. Time. UTC Time Package Delta  Source MAC Source Source Port  Destination MAC Destination Destination Port  Protocol Length Type Info

| 24 2.137643 5423608 0.000010 Micro-St e 172.25.201.50 62990 AxisComn Sc:bie7 172.25.201.100 S0000 RTP 46 Unknown RTP version 3
; 25 2.137650 5.423615 172.25.201.50 52991 AxisComn_Sc:6b:e7 172.25.201.100 se001 RTCP 46 62991 - 50001 Len-4

27 2.186215 17.25.201.108 554 Micro-St_e2:48:b5 172.25.201.50 55423 TCP. 50 554 > 55423 [ACK] Se:

29 2.420153 172.25.261.100 50090 Micro-St_e2:48:b5 172.25.201-50 62990 Koot
172.25.201.100 50000 Micro-St_e2:48:b5 172.25.201.50 62990 Has4 [FTDynanicR P Type 56, SSRCOXBIECSIZE, Tines4244611526 FU-A StartiIoR-SIice
172.25.201.100 50000 Micro-St_e2:48:b5 172.25.201.50 62990 H254 | PT=0ynanicRTP-Type-95, SSRC-oxB1E69128, Time—4244611526 FU-A
172.25.201.100 62990 K264 | PT=Dynami cRTP-Type-96, SSRC=0xB1£69123, Tine=4244011526 FU-A
172.25. 201108 6299 Ho64 —Dynam cRTP-Type-96, SSAC 106 ru-a - Start
172.25.261.100 62990 Has —oynamicRTP-Type-96, SSRC i 1526 FU-A
172.25. 201 100 62990 rass oy mam RIP-Type-36, SSRC ; msra of an
36 2.420267 n 08:48.715232 172.25.201.100 62900 H254 | i cRTP-Type-96, SSRC: S 2, Ti 526 FU-A
37 2.429405 5.715370 172.25.201.100 62990 H264 anynamum» Type-96, SSRC=8xB1E69123, Time=4244011526 FU-A I-Frame
38 2.42952¢ 172.25.201.100 62990 Has ] Ype-96, SSRC 40 T3 1526 FU-A
39 2.429644 172.25.261 100 62990 Koo Jpr-oynanscrre-Type-s6. ssrc-oxsressrzs, Tine-4244611526 FU-A
20 2.429769 172.25.201.100 62990 H254 | PT=0ynamicRTP-Type-95, sSRC-oxB1E69128, Time=4244611526 FU-A
41 2.429860 172.25.201 100 62090 K264 {rreomanicire rype-se, ssicomessizs, . Tine=244011526 FU-A
42 2.430008 172.25. 261100 e2:as. 62990 Hac P-Type-06, SSRC s,
5 24012 172.25.261.100 50060 Micro-St_e2:48:b5 172.25.201.50 62990 H2es 6, SSRc-oxsiEssizs, .
< >
Frome Sa: 1642 bytes on vire (1155 bits). 1 byses coptured (153 bits) on Inerface \vicer_{ocrssonc “er ST

Ethernet 1T, Src: AxisComm 9c:6b:e7 (ac 7). Micro-st_e2:48;
Internet Protocol Version 5, Sres 172.25.261 105, Ds! e
User Datagram Protocol, Src Port: 50800, Dst Port: 62390
Real-Time Transport Protoco
H.264
~ FU identifier
5 . = F bit: No bit errors or other syntax violations
11, ..., = Nal_ref_idc (WRD): 3
...1 1100 = Type: Fragmentation unit A (FU-A) (28)
~ FU Header
1.

:b5 (30:9c:23:€2:48:b5)

Cvwvvw

Start bit: the first packet of FU-A picture
End bit: Not the last packet of FU-A picture
. Forbidden bit: 0
...0 0101 = Nal_unit_type: Coded slice of an IOR picture (5)
~ H264 NAL Unit Payload
1. . = first_mb_in_slice: @
. = slice_type: I (I slm) (@)
. = pic_parameter_set_ic
~ [Not decoded yei]
 [Expert Info (Warning/Undecoded): [Not decoded yet]]
[[Not decoded yet]]
[Severity level: Warning]
[Group: Undecoded]
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Ml Network Trace RTCP_RTP_SEI Timestarnps.peapng = X
File Edt View Go Capture Anahze Statistics Telephony Wircless Tooks Help
Am e nRB ses=TsEEaaan
W] Acoly a display fiter . <Ctrl-/> -]+
. Tme Package Delta  Source MAC Source Port  Destination MAC Destnaton DestnatonPort  Protocol  Length Type_Info Tmesn A
252 2.458613 .000119 AxisComn_S: 172.25.201.100 50000 Micro-St_e2:45:b5 172.25.201.50 90 1264 Y PT=DynamLcRTP Type 96, SSRC=D Tine-424011526 —
283 2.455733 .000126 AxisComn_O: 172.25.201.100 50000 Micro-St_e2:48:b5 172.25.201.50 62090 H264 —Dynami cRTP-Type-95, SSAC , T 1526 FU-A
284 2.458852 6.666119 AxisCom_9: 172.25.201.160 56660 Micro-St_e2:48: 62990 1264 PT=Dynami cRTP-Type-96, SSRC=OXB1E69125, Tine=4244011526 FU-A
285 2458085 : 172.25.201.100 50000 Micro-St_e2 6299 1264 —~Dynami cRTP-Type-95, SSAC s 1, T 1526 FU-A
286 2459059 172.25.201.100 50000 Micro-St_e2 62990 1264 = P-Type-96, SSRC 1 126 ra - End of
257 2.459208 172.25.201.100 50000 Micro-St_e2 62990 1264 ~ P-Type-96, SSRC 1 1526 FU-A
288 2.450328 172.25.201.100 50008 Micro-St_e2 5299 1264 -~ P-Type-95, SSRC i 1 A |_Frame
289 2.459447 172.25.201.100 50000 Micro-St_e2 6299 1254 =t P-Type-26, SSRC i 1526 FU-A
290 2.459566 172.25.201.100 50000 Micro-St_e2 62990 1264 = P-Type-96, SSRC 1 1526 FU-A
291 2.459685 172.25.201.100 50000 Micro-St_e2 62990 1264 —Dynami cRTP-Type-96, SSAC 1526 FU-A
292 2.459805 172.25.201.100 50000 Micro-St_e2 62090 H264 —Dynami cRTP-Type 95, SSAC , T 1526 FU-A
293 2.459970 172.25.201.160 56666 Micro-St_e2 62990 1264 PT=Dynami cRTP-Type-96, SSRC=OXB1E69125, , Tine=4244011526 FU-A
294 2.450075 172.25.201.100 50000 Micro-St_e2 62990 1264 —Dynami cRTP-Type-95, SSRC , Til 1526 FU-A
295 2.450075 172.25.201.100 50000 Micro-St_e2 62990 1264 [BTLbynanickTp Type 96, SSACIONBIEES128, Tine4344511556, Hark FU-A End
296 2.450208 172.25.201.100 50000 Micro-St_e2 62990 1264 -~ PT=DynamLcRTP Type 96, SSRC=GxB1E69125, Tine-4244014526 FU-A Startinon IDR-Slice
297 2.460208 172.25.201.100 50608 Micro-St_e2 62990 K254 . PT=DynamicRTP-Type-96, SSRC=EXB1E69125,
295 2.477453 172.25.201.50 55423 AxisComn_Sc 554 TP 55423 > 554 [ACK] Se t o
299 2.454814 172.25.201.100 50000 Micro-St_e2 62990 1264 . PT=DynamicRTP-Type-96, 1 7526 FU-A Start: lice
300 2.454814 172.25.201.100 50000 Micro-St_e2 62990 1264 . PT=DynamicRTP-Type-96, 1 7526, Mark FU-A End
301 2.517565 172.25.201.100 50000 Micro-St_e2 62090 H264 - PT=Dynami.cRTP-Type 95, SSRC: 56, T Start: lice
362 2.517565 172.25.201.160 56666 Micro-St_e2 62990 1264 - PT=DynamicRTP-Type-96, SSRC=EXB1E69125, Tine=4244020525, Mark FU-A End
303 2.550710 172.25.201.100 50000 Micro-St_e2 6299 1264 - PT=DynamicRTP-Type-96, SSRC: s 1 Start: lice
304 2.550710 172.25.201.100 50000 Micro-St_e2 62990 1264 - PT=DynamicRTP-Type 95, SSRC: 1 , Mark FU-A End
305 2.584065 172.25.201.100 50000 Micro-St_e2 62990 1264 - PT=DynamicRTP-Type-95, SSRC: 90, T - start: lice
306 2.554065 172.25.201.100 50808 Micro-St_e2 62990 K254 - PT=DynamicRTP-Type-96, SSRC=EXB1E69125, , Tine=4244626525, Mark FU-A End
307 2.617817 172.25.201.100 50000 Micro-St e2 6299 1264 - PT=DynamicRTP-Type 96, SSRC: FU-A Start: lice
308 2.617417 172.25.201.100 50000 Micro-St_e2 62990 1264 - pT=t P-Type-96, SSRC 1 , Mark FU-A End
309 2.650733 172.25.201.100 50000 Micro-St_e2 62990 1264 . PT=DynamicRTP-Type-95, SSRC: 1 FU-A Start: lice
310 2.650733 172.25.201.100 50000 Micro-St_e2 62090 H264 . PT=Dynami.cRTP-Type 95, SSRC: = 5 Mark FU-A End
311 2.684164 172.25.201.160 56666 Micro-St_e2 6299 1264 - PT=DynamicRTP-Type-96, SSRC=EXB1E69125, Tine=4244035524 FU-A Start:non-IDR-Slice
312 2.684164 172.25.201.100 50000 Micro-St_e2 62990 1264 —~Dynami cRTP-Type-95, SSRC i , Mark FU-A End
313 2.717355 172.25.201.100 50000 Micro-St_e2 62990 1264 - PT=DynamicRTP-Type 95, SSRC: 1 FU-A Start: lice
314 2.717355 172.25.201.100 50000 Micro-St_e2 62990 1264 - PT=DynamicRTP-Type-95, SSRC: 1 , Mark FU-A End
315 2.750879 172.25.201.100 50808 Micro-St_e2 62990 K254 - PT=DynamicRTP-Type 96, SSRC=EXB1E69125, Tine=4244041523 FU-A Start:non-IDR-Slice
316 2.750879 172.25.201.100 50000 Micro-St e2 6299 1264 . PT=DynamicRTP-Type 96, SSRC: s 1
317 2.751035  19:08:49.037000 172.25.201.100 50000 Micro-St_e2:43:b5 172.25.201.50 62990 1264 —~Dynami cRTP-Type-96, SSAC Seq-21902, T FU-A
315 2.751035 9.037000 172.25.201.100 50000 Micro-St_e2:48:b5 172.25.201.50 62990 1264 - pT=t P-Type-95, SSRC Seq=2103, T , Mark FU-A End
319 2.784077 9.070042 172.25.201.100 50000 Micro-St e2:48:b5 172.25.201.50 52090 1264 . PT=Dvnami cRTP-Tvoe 95 SSRC: Sea=21904. Til FU-A Start: lice &
2 >
Frame 295: 157 bytes on wire (1256 bits), 157 bytes captured (1256 bits) on interface \Device\NPF_{DCF5SBAC-890D-4A95-233C-62F211002ACA}, id @ ~
Ethernet 11, Src: AxisComm 9c:6b:e7 (ac:icc:Be:dc:Gbie?), Dst: Micro-St_e2:48:b5 (30:9¢:23:e2:48:b5)
Internet Protocol Version 4, Src: 172.25.201.100, Dst: 172.25.201.50
User Datagram Protocol, Src Port: 50000, Dst Port: 62090
Real-Time Transport Protocol
~ H.264
~ FU identifier
5 . = F bit: No bit errors or other syntax vielations
1. ... = Nal_ref_idc (WRD): 3
...1 1100 = Type: Fragmentation unit A (FU-A) (28)
~ FU Header
o = Start bit: Not the first packet of FU-A picture
= End bit: the last packet of FU-A picture i
[ ]
@ 7 Textitem (text), 1byte || Padkets: 19155 - Displayed: 19155 (100.0%) || Profile: Default
M Network_Trace_RTCP_RTP_SEI_Timestamps. pcapng - X
Fle Edt View Go Capture Analze Statistics Telephony Wireless Tools Help
Ami® BRQes=g 8= @QQH
[ tcp.stream eq 0 BEI -]+
rcTime PadageDelta  Source MAC SourcePort  Destnation MAC Destnation Destinationfort  Protocol  Length Type Info Time since previous £ TCP Window Size ~
9:08:48.745203  0.090120 AxisComm O 172.25.201.100 50800 Micro-St_e2:48:b5 172.25.201.50 52990 H254 1442 Fra.. PT=DynamicRTP-Type-96, SSRC-0XBIEG9128, Tine=4244011526 FU-A
9:08:48.745412  ©.000119 AxisConm 9 172.25.201.100 62990 1264 PT=DynamicRTP-Type-26, SSRC-GxBIEG2128, Tine=4244011526 FU-A
©.060119 AxisConm 5 172.25.201.100 52990 1254 - PT=DynamicRTP-Type-96, SSRC-0xBIEG9123, Tine=4244011526 FU-A
©.060119 AxisConm O 172.25.201.100 52990 1254 - PT=DynamicRTP-Type-96, SSRC-0xBIEE9123, Tine=4244011526 FU-A I-Frame
©.060120 AxisConm Sc:6b:e? 172.25.201.100 62090 H254 - PT=DynamicRTP-Type-96, SSAC-OxBIEGO123, Tine=4244011526 FU-A
©.680165 AxisComn_9: 172.25.261.100 62990 1264 . PT=DynamicRTP-Type-95, SSRC=0XBIE69123, Tine=3244011526 FU-A
©.000105 AxisConm_O: 172.25.201.100 52990 1254 - PT=DynamicRTP-Type-96, SSRC-0xBIEE9123, Tine=3242011526 FU-A
68000 AxisConm_9c: 6t 172.25.201.100 52990 1254 - PT=DynamicRTP-Type-96, SSRC-0xBIEE9123, Tine-3244011526, Mark FU-A End
0000130 AxisComn 5 172.25.201.100 62090 H2s . PT-DynemdcRTP-Type-96, SSRC-oxIEGS12S, Tinenggasaraszs Fu-a starcinon-on-stice | P-Frame 1
©.680000 AxisComn_9c 172.25.201.100 62990 K254 - PT=DynamicRTP-Type-96, SSAC=BxBIE69123, Tine=4243014525, Mark FU-A End
©.624206 AxisConm 5 172.25.201.100 52990 1254 - PT=DynamicRTP-Type-96, SSRC-0xBIEE9123, Tine-3243617538 FU-A Start:non-IDR-Slice »
S et TemInD ol FaDne e T, ST T i P-Frame 2
9:05:45.503530  ©.033151 AxisConm_9c:6b:e7 172.25.201.100 50000 Micro-St_e2:48:b5 172.25.201.50 62990 1254 - PT=DynamicRTP-Type-96, SSRC-0xBIEE9123, Tine-3242620525 FU-A Start:non-IDR-Slice
172.25.201.100 50000 Micro-St_e2:45! 62099 H254 DynamicRTP-Type-96, SSRC-GxBIEE9128, Tine=4244020525, Mark FU-A End
172.25.201.100 50000 Micro-St_e2:48:b5 62990 1264 DynamicRTP-Type-96, SSRC-0XBIE69123, Tine=4242023525 FU-A Start:non-IDR-Slice
172.25.201.100 50000 Micro-St_e2:45! 52990 1254 DynamicRTP-Type-96, SSRC=0xBIEE9123, Tine=4244023525, Mark FU-A End
172.25.201.100 50000 Micro-St_e2 52990 1254 - PT=DynamicRTP-Type-96, SSRC-0xBIEE9123, Tine-4242026525 FU-A Start:non-IDR-Slice
172.25.201.100 50000 Micro-St_e2:45:b5 52990 1254 - PT=DynamicRTP-Type-96, SSRC-0xBIEE9123, Tine=4244026525, Mark FU-A End
172.25.201.100 50800 Micro-St_e: 62990 K254 - PT=DynamicRTP-Type-96, SSAC=BxBIE69123, Tine=4244029525 FU-A Start:non-IDR-Slice
172.25.201.100 50000 Micro-St_e2:45! 52990 1254 1 SSRC-0xB1£69125, Tine=4244029525, Mark FU-A End
172.25.201.100 50000 Micro-St_e2:45! 52990 1254 SSRC-0xB1£69125, Tine=4244032524 FU-A Start:non-IDR-Slice
172.25.201.100 50000 Micro-St_e2:45! 62990 1254 - PT=DynamicRTP-Type-96, SSRC-0xBIEE9123, Tine=4244032524, Mark FU-A End
172.25.201.100 50000 Micro-St_e2:48:b5 62099 H254 DynamicRTP-Type-96, SSRC-GxBIEE9128, Tine=4244035524 FU-A Start:non-IDR-Slice
172.25.201.100 50000 Micro-St_e2:48:b5 62990 1264 DynamicRTP-Type-96, SSRC-0XBIE69123, Tine=4244035524, Mark FU-A En
172.25.201.100 50000 Micro-St_e2 52990 1254 DynamicRTP-Type-96, SSRC=0xBIEE9123, , Tine=4244038524 FU-A Startinon-IDR-Slice
172.25.201.100 50000 Micro-St_e2:45:b5 52990 1254 - PT=DynamicRTP-Type-96, SSRC-0xBIEE9123, Tine=4244033524, Mark FU-A End
172.25.201.100 50000 Micro-St_e2:45! 52990 1254 DynamicRTP-Type-96, SSRC-0xBIEE9123, Tine=4244041523 FU-A Start:non-IDR-Slice
172.25.201.100 50000 Micro-St_e2:48:b5 62990 1254 DynamicRTP-Type-95, SSRC-0XBIE69123, Tine=4244041523 FU-A
:08:49.037000 172.25.201.100 50000 Micro-St_e2:48:b5 172.25.201.50 52990 1254 DynamicRTP-Type-96, SSRC=2xBIEE912, Tine=4244041523 FU-A
5:05:49.037000 172.25.201.100 50000 Micro-St_e2:48:b5 172.25.201.50 52990 1254 . PT=DynamicRTP-Type-96, SSRC-0xBIEE9123, Tine=4244041523, Mark FU-A End v
7

Frame 8589: 1154 bytes on wire (9232 bits), 1154 bytes captured (9232 bits) on interface

i -_{DCFSSBAC
Ethernet 1T, Src: AxisComm 9c:6b:e7 (ac:cc:Be:Oc:bbie?), Dst: Micro-St_eD:48:b5 (30:0c:23:e2:48:b5)

Internet Protocol Version 4, Src: 172.25.201.109, Dst: 172.25.261.50

User Datagram Protocol, Src Port: 50000, Dst Port: 62390

Real -Time Transport Protocol

F bit: No bit errors or other syntax violations
Nal_ref_idc (NRI): 2
Type: Fragmentation unit A (FU-A) (28)

...1 1100
¥ FU Header
.

.. = Start bit: Not the first packet of FU-A picture
. = End bit: the last packet of FU-A picture

3, id e

© 7 RealTime Transport Protocol: Protocol

RTCP NTP timestamps

Packets: 19155 - Displayed: 13096 (99.7%)

The following network trace can be used for testing what is described below.

Profle: Default

If RTCP communication takes place between an Axis device and a video client, so called RTCP sender and
receiver reports are exchanged. These reports include important information about the clock-sync within an
ongoing RTSP/RTP stream. The Axis device, being the sender of the video, sends the RTCP sender report where
the current RTP stream time and the current NTP timestamp in UTC are included.
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M Network Tace FTCP_RTP_S6L_Trmestamps.peapng

- x
Fle Edt View Go Copture Anahe Sattis Telephony Wireless Toos Help
Am2@® RERe==F 85 @ Q& H
(W = )4
No. Time UTC Time: Package Delta  Source MAC Source Source Port  Destination MAC Destination Destination Port  Protocol Length Type Info Time sin
966 4.759974 ©.000000 Micro-St_e2:48:bS 172.25.201.50 172.25.201.100 56001 RTCP 94 Receiver Report Source description
1000 5.239011 ©.479037 AxisComm_9c:! 172.25.201.100 50001 Micro-St_e2:48:b5 172.25.201.50 62991 RTCP 122 Sender Report Source description
2611 9.964693 4.725082 Micro-St_e2. 172.25.201.50 172.25.201.100 50001 RTCP 94 Receiver Report Source description
2666 10.766037 0.795944 AxisComm_9c 172.25.201.100 172.25.201.50 62991 RTCP 122 Sender Report Source description
4288 15.662264 4.902227 AxisComm_9c:! 172.25.201.100 50081 Micro-St_e2:48:b5 172.25.201.50 62991 RTCP 122 Sender Report Source description ol
4319 16.185323 ©.443059 Micro-St_e2:48:bS 172.25.201.50 172.25.201.100 56001 RTCP 94 Receiver Report Source description
5630 20.268271 4.162948 AxisComm_9c 172.25.201.100 172.25.261.50 62991 RTCP 122 Sender Report Source description
5963 21.379869 1.111598 Micro-5t_e2: 172.25.201.50 172.25.201.100 56001 RTCP 94 Receiver Report Source description
3.850236 AxisComm_9c 172.25.201.100 172.25.261.50 62991 RTCP 122 Sender Report Source description
2 2 22,100 50901 RICP. 24 Becedver Repert Source descriptic
62991 RTCP 122 Sender Report  Source descri n
10552 35.794149 3.664320 7 172.25.201.100 62991 RTCP 122 Sender Report Source description
< >
e e . —eor .
“ Real-tine Transport Control Protocol (Sender Report)
[Stream sctup by RTSP (Frame 21)]
cception report court: © d f th AR
Packet type: Sender Report (200) Sender Report of the Axis device
Length: 6 (28 bytes)
ey
[Stream sctup by RTSP (Frame 21)]
1859 version (2)
Packet types Source description (202)
Length: 12 (52 bytes)
“ Chunk 1, SSRC/CSRC oxB1ESS128
Tdentifier: oxble6o12s (2984677672)
v SDES items
Type: CNAME (user and domain) (1)
Length: 28
Text: user3905890748@host-e576a2fb
Type: TOOL (name/version of source app) (6)
Length: 9
Type: END (@)
[RTCP frame length check: OK - 80 bytes]
[
© ?  Realtime Transport Control Protocol (rtcp), 28 bytes Packets: 19155 - Displayed: 27 (0. 1%) Profie: Def

The receiving video client on the other hand exchanges the so called RTCP receiver report with the Axis device to
reply to the information previously sent, and to allow for mutual time-synchronisation checks and compensation

for time drift between the Axis device and the video client itself. RTCP sender and receiver reports are

exchanged every couple of seconds of an ongoing video stream.

M Network_Trace_RTCP_RTP_SE|_Timestamps. pcapng

x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Amde Ress=FaElEHaaa
(Wrem BED -+
No. Time. Package Delta  Source MAC Source Source Port  Destination MAC Destination Destination Port  Protocol Length Type Info Time sin fao
966 4.759974 0.000008 Micro-St_e2:48:b5 172.25.201.50 172.25.201.100 50001 RTCP 94 Receiver Report Source description
060 5239011 ©.479037 AxisCom Scisbie7  172.25.201.100 172.25.201.50 62991 R1CP 122 Sender Report Source description
2611 3.964093 4.725082 Micro-St_e2idsibs  172.25.201.50 172.25.201. 100 1 Rice 94 Receiver Report Source description
2666 10760037 0.795944 AxisCom_cisbie7  172.25.201.100 172.25.201.50 62991 R1CP 122 Sender Report Source description —
4288 15.662264 4.902227 AxisComm_Oc:6bze7 172.25.201.100 172.25.201.50 62091 RTCP 122 Sender Report  Source description
4319 16.10532: 0.443059 Micro-St_e2:48:b5 172.25.201.50 172.25.201.100 50001 RTCP 94 Receiver Report Source description
5630 20.268271 4.162948 AxisCom_cisbie7  172.25.201.100 172.25.201.50 62991 R1CP 122 Sender Report Source description
5963 21379869 1.111598 Micro-St_e2idssbs  172.25.201.50 172.25.201. 100 so0e1 R1CP 94 Receiver Report Source description
7257 25.230165 3.856236 AxisComm &7 172.25.201.160 172.25.261.58 62991 RTCP. 122 Sender Report Source description
7927 27.519313 2.289208 Micro-St_e2:48:b5 172.25.201.50 172.25.201.100 1 RTCP 94 Receiver Report Source description
. e 2 120 220 e A 2 e
9272 32.129829 3444252 ticro-st_ezs 172.25. 20150 52991 AxisComn_oci6b:e7 172.25.201.100 o001 RICP 54 Receiver Report Source 1
B DeLacs B PeCONN JeToeT prreran - T e T e 1. MacT REPOT T ar P M
< >
Frame 7927: 94 bytes on wire (752 bits), 94 bytes captured (752 bits) on interface \Device\NPF_{DCFifBAC-80DD-4AOB-933C-62F211002ACA}, id @

Ethernet II, Srci Micro-St_e2:48:bS (30:9¢:23:e2:48:b5), Dst: AxisComm 9ci6bie7 (acicciBeioc
Internet Protocol Version 4, Src: 172.25.201.50, Dst: 172.25.201.160
User Datagram Protocol, Src Port: 62991, Dst Port: 50801

 Real-time Transport Contrel Protocol (Receiver Report)

1e.. . Version: RFC 1889 Version (2)
False

...0 0001 = Reception report count: 1
Packet type: Receiver Report (201)
Length: 7 (32 bytes)

Sender SSRC: @xfafadeac (4176666284)

~ Source 1

Tdentifier: oxb1e69128 (2984677672)
SSRC_contents

Receiver report of the video client

Extended highest sequence number received: 9503/
Interarrival jitter: 34
Last SR timestamp: 592937976 (6x235783f8)
Delay since last SR timestamp: 150049
oI Protocol (%0
RFC 1889 Version (2)
. . Padding: False
...0 0001 = Source count: 1
Packet type: Source description (202)
Length: 4 (20 bytes)
~ Chunk 1, SSRC/CSRC BXFBF2DEAC
Tdentifier: exfofadeac (4176666284)
v SDES items
Type: CNAME (user and domain) (1)
Length: 9
Text: R2D2-HPVC
Type: END (0)
[RTCP frame length check: OK - 52 bytes]

© 7 Real-tme Transport Control Protocol: Protocol

|| Packets: 19155 - Displayed: 27 (0.1%)

SEI timestamps

The following network trace can be used for testing what is described below.

]
[ e oot

The so called SEI frame is available when this VAPIX parameter is enabled: Image.l0.MPEG.UserDataEnabled=

yes. Here Image.l0 corresponds to the default video source, and if multiple video sources are available, the

parameter needs to be enabled for each video source.
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SEl frames are sent from the Axis device right before every I-Frame and include useful timestamp information.
As described in the VAPIX library, SEl frames include timestamp information in Linux Epoch time down to 1/
100ms accuracy in HEX format.

M Network_Trace_RTCP_RTP_SE|_Timestamps.pcapng - X
Ele Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AE7e RE enszsfiEEaaad
5 s J+
. UTC Tme Source SourcePort  Destination MAC Destination DestiationPort  Profocol  Length Type Info Tim ~
| 7954 27.914968  19:09:14.200933 172.25.201.100 50000 Micro-St_e2:48:b5 172.25.201.50 62990 H264 1442 Fra.. PT=DynamicRTP-Type-96, SSRC=OXB1EG9128, Seq=29528, Time=4246386295 FU-A Start:non-IDR-Slice

2:48:b5 172.25.201.50 62990 1264 TP-Type-96, SSRC=OXBIES9125, Seq=29529,

172.25.201.100
172.25.201.100 50000 M:
172.25.201.100 50000
172.25.201.108 50000
172,25,201.100

7955 27.914968  19:09:14.200933
7956 27.948234

Type-96, SSRC=OXBIE69128, Seq=29530,
e-96, SSRC=0XBE69128, Seq=20531,

2:48:b5 172.25.201.50 62990 H254
2:48:b5 172.25.201.50 62990 H254
48:b5 172.25.201.50 52000 H254

: 52990 H264.

7957 27.948234
7958 27.981349

S 172.25.201.50 52550 1263
48:b5 172.25.201.50 62990 H254
48:b5 172.25.201.50 62990 H264

796T 28020215
7962 25.020219 246315294 FU-A
7963 25.020377

- {DCFS5BAC 62F2110024CA}, id 0

Frame 7960: 104 bytes on wi interface
1b5 (30:9¢:23:62:48:55)

Ethernet 1T, Src: AxisComm

Internet Protocol Version

agram Protocol, Src Por
ransport Protocol

0000 ac cc e 9c 6b e7 @5 60 45 00 [JEMNH -  k E
90 52 €0 d3 20 00 40 11 6e 5 ac 19 c9 64 ac 19 2§ n---d
€932 €3 50 6 @c @0 46 4c Se B0 60 73 Se fd 19 2-P---F Na-'sh

Timestamp since EPOCH, GMT Thursday, November 18, 2021 7:09:14 PM

Axis Timestamp Start Identifier
Timestamp in 1/100 seconds -> 180ms

Frame (104bytes)  Unescaped RSP Data (43 bytes)
Profie: Default

© 7 Real-Time Transport Protocol (1tp), 62 bytes Packets: 19155 * Displayed: 19155 (100.0%)

For debugging purposes we recommend using the following online converters:

®  https://www.epochconverter.com/hex

®  https:;//www.rapidtables.com/convert/number/hex-to-decimal.html

Image timestamps

A single image can be downloaded from the Axis device using the following VAPIX request: http://ip-address/
axis-cgi/jpg/image.cgi. The received JPEG image from the Axis device provides valuable timestamp information
from either the JPEG header itself or from the EXIF header data, depending on the AXIS OS version of the Axis

device.

AXIS 0S 8.40 and higher
From AXIS OS 8.40, the EXIF header data can be used to obtain timestamp information as you can see in the

screenshot below. For debugging purposes, a simple windows application such as JPEGSnoop or EXIF in Linux OS
can be used to obtain the information provided from the EXIF header. Go to the following source for more
information about JPEG and EXIF timestamp header information: Exif 2 specification.
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https://www.loc.gov/preservation/digital/formats/fdd/fdd000146.shtml

AXIS OS Knowledge base

&

File Edit Option:

en T Help

DSH| =882

JPEGsnoop 1.7.3 by Calvin Hass
D+ / /waad. impul seadventure . com/ photo/

Filename:
Filesize:

[781845] Bytes

Starc Offsec: 0x00000000

4% Marker: SOL (xFFDS) *++
OFFSET: 0x00000000

4% Marker: APPO (XFFED) 4%
OFFSET: 0x00000002

Length = 1¢
Tdentifier = [JFIF]

version = [L.1

density = 1x L (aspect ratio)

Chumbnail = 0x 0

4% Marker: APPL (xFFEL) ***
OFFSET: 0x00000014

Length =422

Identifier [Exi;

Identifier TIFF = 0x[49492A00 08000000]
Endian = Intel (Litele)

TAG Mark ¥002R = 0x002R

EXIF 1FD0 § Absolute 0x00000026
Dir Length = 00009

[Make ] = st
[Model 1= "Plads-ren
[¥Resolution 1=72/1
[¥Resolution 1=72/1
[ResolutionUnit 1= Inch

L
IlDa:ehm ]

=
[Exiforsser 1= @ oxoosa
Offset to Next IFD = 0x00000000

EXIF SubIFD @ Absolute 000000038
Dir Length = 0X000E

[TimeZoneOf fset. 1=1

Slensio
[Datelime0riginal,

[SubSecTineOriginal

SubSecTineDigitized ~ 4437
[ColorSpace ] = sRcB

[Exi EImageideh ] = ox[o0000000] 7 ©
[ExifInagefeight 1 = 0x[00000000] / 0
[Exposureliode 1 = Buto exposure

4% Marker: COM (Comment) (KFFFE) A+
OFFSET: 0x000001BC
Comment length = 5
Comment=...

44K Marker: DOT (xFEDB) *4%

\Users\psadnin\Desktop\JPEGsnoop Test Inages\CVE_Master_JPEG_Image.3fif]

Date & Time in YYYY:MM:DD HH:MM:SS:MS

Done

AXIS 0S 6.50 and lower

Since the EXIF header data is not available in older AXIS OS versions, the plain JPEG comment header can be
used to receive timestamp information. An application such as the HxD editor can be used to obtain the
timestamp information in HEX-format, which in turn can be converted to human readable time format using a
Linux EPOCH time converter, e.g. https.//www.epochconverter.com/hex. For the 1/100 seconds information, a
simple Hex to decimal converter can be used, e.g. https;//www.rapidtables.com/convert/number/hex-to-decimal.

html.

150 HD - [C\Users\psadimin\ Download:\JPEG_Example_Timestamp A5 05 6.30jpg]
) Fle Edit Seach View Analysis Tools Window Help

Hv | B W @i 16 ]| Windows (NSl Mlhe [

8] PEG_Example_Timestamp_AXI_05_630pg

offset (n)
00000000
00000010
00000020
00000030
00000040
09000050
09000060
00000070
00000080
00000080
00000080
00000080
000000C0
09000000
000000E0
000000F0
00000100
00000110
00000120
00000130
00000140
09000150
00000160
00000170
00000180
00000150
00000140
00000180
000001C0
09000100
000001E0
000001F0
00000200
00000210
00000220
00000230
00000240
00000250
00000260
00000270
00000280
00000290
00000280
00000280
00000200
000002D0
000002E0
000002F0
00000300
00000310
00000320
00000330
00000340
09000350
00000360

05 06 07 08 09 OA 0B OC 0D OE OF Decoded text

&' () *38788:

nijstuvweyz,
+on

‘H
6.8 E93-
>3W.ZxEd>piA .0
m..p

Offset(h): 0

FC
HIJSTUVWYZcdefg
t

1/100 seconds (= 87 = ~870ms)

Linux EPOCH timestamp (= 2021-11-19 08:25:42)
Timestamp Start ID Marker

Overwrite

These sample images can be used for testing:

71

Special editors

MEIF

Data inspector

14 4 b ¥l

Intl6 goto: -9385

Ulnt16 goto: 55551

Int24 goto: -9%85
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AnsiChar / chard_t
WideChar / charl6.t
UTF-8 code point

¥
o
Invalid code unit

iy
Double (float64) 4,12977009611532E30

oLenve nvelid

ALEnME Invelid

DOS date 2088-07-31

DOS time Invalid

DOS time & date Invalid

time_t (32 bit) Invalid

time_t (64 bit) Invalid

6up (EOFFDBFF-1000-464A-£046-0001|
Disssembly (x65-16) Invalid

Disssembly (x65-32) Invelid

Disassembly (x86-64) Invalid

Byte rder

@it endion Osig endian

.| O Showintegers in hecadecimal base
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https://www.rapidtables.com/convert/number/hex-to-decimal.html
https://www.rapidtables.com/convert/number/hex-to-decimal.html
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Metadata via RTSP

Generally speaking, metadata in Axis devices consists of three different types: event, PTZ and analytics
metadata. The metadata is encapsulated in an RTP/TCP stream that can be requested from the Axis device. Let's
take a closer look at the different types of available metadata.

Event and PTZ metadata

Starting from AXIS OS 5.40, Axis devices have been capable of sending event and PTZ metadata to a receiving
3rd party application, such as a video management system. The event and PTZ metadata is sent only when the
state of the Axis device changes, meaning that no constant stream is being sent. Some common examples of
event metadata are the manual trigger, virtual inputs, and storage related triggers. For mechanical PTZ cameras,
the metadata includes positioning data as well as information on when a PTZ preset is reached or when the Axis
device is moving.

Analytics metadata

Analytics-related metadata is available from AXIS OS 9.50 and later. Unlike the event and PTZ metadata stream
described above, analytics metadata is streamed constantly from the Axis device to receiving clients, even if
nothing happens in the scene. Typical examples of analytics metadata are motion or object detection coming
from Axis analytics applications (ACAPs), such as AXIS Video Motion Detection. In AXIS OS 10.10 device
software, AXIS Object Analytics changes from using the Axis Object Analytics engine to AXIS Analytics Scene
Description. For more information on this, click here. You can also find out more about AXIS Object Analytics
here.

A sample network trace that illustrates how metadata information is transferred can be downloaded here. By
using Wireshark it's possible to search and find specific metadata events within the RTP/TCP stream, as
illustrated in the screenshot below.
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In the following sections you can read more about how to get started and perform further testing.

Receiving metadata via RTSP

Metadata information can be received from an Axis device by opening an RTSP stream that uses the TCP
transport protocol. The self-developed AXIS Metadata Monitor can be used as a simple test tool to request
metadata from an Axis device. You can download AXIS Metadata Monitor here and install it on a computer in
order to connect to an Axis device in your network. Below is a sample list of RTSP requests for receiving
metadata events from the Axis device.

RTSP request Description
rtsp://ip-address/axis-media/media.amp?event= Event metadata excluding video stream
on&tvideo=0

rtsp://ip-address/axis-media/media.amp?event= Event and video analytics metadata excluding video
on&tanalytics=polygoné&tvideo=0 stream
rtsp://ip-address/axis-media/media.amp?event= Event, video analytics and PTZ metadata excluding
on&tanalytics=polygoné&tptz=all&video=0 video stream
rtsp://ip-address/axis-media/media.amp?event=on Event metadata including video stream
rtsp://ip-address/axis-media/media.amp?event= Event metadata including video and audio stream
on&tvideo=1&audio=1

rtsp://ip-address/axis-media/media.amp?event= Event metadata excluding video but including audio
on&tvideo=0¢taudio=1 stream
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RTSP request

Description

rtsp://ip-address/axis-media/media.amp?event=
onétvideo=0¢teventtopic=axis:
CameraApplicationPlatform/VMD/Camera1ProfileANY

Event metadata excluding video and filtering only for
AXIS Video Motion Detection (VMD) alarms

rtsp://ip-address/axis-media/media.amp?event=
oné&tvideo=0¢&eventtopic=onvif:Device/axis:10/
VirtualPort

Event metadata excluding video and filtering only for
the manual trigger event

Additional parameters such as camera=2 to camera=9 can be added to the above requests to e.g. receive
metadata events from a different video channel. This is useful when the Axis device supports more than one
video source or if different view areas are configured. In the example below we use AXIS Metadata Monitor to
connect to an Axis device by using one of the RTSP requests above together with the IP address of the Axis

device and its access credentials.

E AXIS Metadata Monitor

File Edit View Capture Help

Address: | risp:/172.25.201.100/ axis-media/media.ampfevent=on&ptz=all&video=0

Filter: Apply Clear | Autoscroll

Seq# Timestamp (UTC) Category Event Topic Tree

121 12:07:08.282 Event Device/10\Virtual Input

122 12:07.07 426 Evert Device /Hardware Failure/PowerSupplyFailure/P TZPowerFailure

123 12:07:13.773 Event PTZController/CortrolQueue

124 08:50:11.363 Event VideoSource/Live StreamAccessed

125 12:07:12.015 Event VideoSource/DayNight Vision

126 12:07:08.041 Evert Device /10 VirtualInput

127 12:07-08.290 Event Device/10AfitualInput

128 12:07:07.428 Event PTZController/P TZReady

129 12:07-07 815 Event Device /Hardware Failure/PowerSupplyFailure./P TZPowerFailure
12:.07:58.406 Device/Status./SystemReady

12:07:07.849 Evert Device/10. VirtualInput
133 10:25:21.899 Evert Device/Status./ Temperature/Below
134 12:07:13.551 Event PTZController/P TZReady
135 12:07:10.361 Evert MediaClip/Playing
136 12:07:08.431 Event Device /10 Virtual Input
137 12:07:07.74 Evert Device/Hardware Failure/PowerSupplyFailure./P TZPowerFailure
138 12:07:10.233 Event Device/MQTT,/Client Status

Info

[INIT] port = 40; active = 0;

[INIT] Token = 1; Failed = 0;

[INIT] PTZConfiguration Token = 1; gueue_owner = ;
[INIT] accessed = 1;

[INIT] Video SourceConfiguration Token = 1; day = 1;
[INIT] port = 17; active = 0;

[INIT] port = 52; active = [;

[INIT] channel = 6; ready = 0;

[INIT] Token = 6 Failed = 0:

[INIT] ready = 1;

» - 12:07:08.067 _ Device/I0AVitualinput [INIT] port = 29; active = 0;

[INIT] port = &; active =0;

[INIT] sensor_level = 0;

[INIT] channel = 1; ready = 1;
[INIT] AudioCutput = 0; Playing = 0;
[INIT] port = 64; active = 0;

[INIT] Token = 8; Failed = 0;

[INIT] active = 0; connected = 0;

-«<tt:MetadataStream=
—<tt:Event>
-<wsnt:NotificationMessage=

=wsnt:Topic Dialect="http:/ fdocs.oasis-open.org/wsn/t-1/TopicExpression/Simple"=tns1:Device/tnsaxis:I0/ VirtualInput</wsnt: Topic:>

—-<wsnt:ProducerReference=

<wsaS5:Address=uri:/ /7c34806f-fcbe-4566-9f85-ca5478121fac/ProducerReference</wsa5:Address>

</wsnt:ProducerReference=
—«<wsnt:Message>

-<tt:Message UtcTime="2022-01-28T12:07:08.0674827" "PropertyOperation="Initialized">

—<tt:Source>
<tt:Simpleltem Name="port"Value="29"/>
</tt:Source>
<tt:Key/=
—<tt:Data>
<tt:Simpleltem Name="active"Value="0"/>
</tt:Data=
</tt:Message=>
</wsnt:Message=
</wsnt:NotificationMessage >
<ftt:Event>
</tt:MetadataStream=

As you can see, the Axis device is responding to the RTSP request with all its currently available metadata
information and states. A simple way of testing incoming metadata events is to toggle the manual triggers in

the web interface.
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Bl 215 Metadata Monitor
File Edit View Capture Help
Address: tspi//172.25.201.1 ampleven
Filter: Apply Clear | Autoscrol
Seq#  Tmestamp (UTC) Categary _Event Topic Tree i
125 120712015 Event \ideo Source/Dayightision [NIT] Video SourceCorfigurationToken = T day = 1
126 1207.08.041 Event Device /10 Vitualinput [NTlpot = 17; active = 0
127 120708290 Event Device/10/Vitualinput [NT]port = 52: active = {; & AP35 Events x B v - o x
128 120707428 Event PTZControler/PTZReady TNIT] channel = 6 ready = 0:
129 120707815 Event Device/Hardware Failure/PowerSupply Faiure/PTZPowerFaiure [INIT] Token = 6: Faied = 0; €« C A Notsecure | 172.25.201.100/acafindexhtmi#settings/system/t.. & & ® H
130 1207:58.406 Event Device /Status/ SystemReady [NIT]ready
5 AXISa AXIS P1375 200
132 1207.07.849 Event Device/10/Vitualinput INIT]port - 6: sctive =0 i
133 102521899 Event Device /Status/ Temperature /Below [NIT]sensor_level =
En 120713551 Event PTZCortroler/PTZReady [N channel = 1: ready = 1 [ESTDCTT S (SRS
135 1207:10.361 Event MedaClp/Pl INIT] AudioOutpst = 0; Plying = 0
& sp/riang IHIES oo g Rules Schedules Recipients Manual triggers
136 1207.08431 Event Device/10/Vitualinput INT]port = 64;active = 0
17 1207:07.724 Event o TZPowerFalure INIT] Token = & Faied = 0;
Manual triggers
138 120710233 Event Device /MQTT/ClentStatus [NIT]actve = 0; cornected = 0
129 102609.87 Event Device /10 ArtualPort port = 1:state = 1 View area 1
140 1026:12.066 Event Device/10 VitualPort port = 1; state =0, Activefinacive (OO
141 1026:13.041 Event Device/10 VitualPort View area 2
142 10:26:13.750 Event Device /10 AfrtualPort Activelinactive (On/OF)
- <tt:MetadataStreams
<t -
—awsnt:NotificationMessage >
opic Dizlect="http:/ /docs. pen.org/wsn/t-1/TopicExpr /Simple’ >tns1:Device/tnsaxis:I0/VirtualInput </wsnt: Topic> Image Stream  Overay PTZ Audio  Privacymask Viewarea Apps | System v
roducerReference>
dressuri/ ] -fch " y O
</wsnt:ProducerReference> 2
- Swsni: Message= & e = o=
—<tt:Message UtcTime="2022-01-28T12:07:08.067482Z'PropertyOperation="Tnitialized"> AR e el i A sk
—<tt:Sources
<tt:Simpleltem Name="port'Value="20"/> i — Q )
X N
</tt:Source> = & o = )
<ttiKey/>
e tDare TcPP 036 Securty Storage matT
<tt:Simpleltem Name="active"Value="0"/>
</tt:Data> H
th:Messages

</wsnt:Message>
<fwsnt:NotificationMessage >
</ttEvents
</tt:Metadatastream:

Another option would be to use one of the pre-installed Axis analytics applications (ACAPs), such as AXIS Video
Motion Detection, to trigger a test alarm or motion in front of the Axis device in order to get motion detection/
analytics based metadata events.

B 215 Metadata Monitor
File Edit View Capture Help

Address: [rtspi//172.25.201.1 ampleven

Filter: Apply Clear | Autoscroll
Seq¥  Timestamp (UTC) Catogory  Evert Topic Tree fo
142 120707.738 Event Device /Hardare Faitre/PowerSuppiyFaiure/FTZPowerFaiure INIT] Token = Faed = 0
143 1207:40.233 Evert Device/MATT Cliert tatus [NIT] active = 0; connected = 0;
144 112555627 Event CameraAppicationPlatiom./VMDintemal_data svgframe = covg><dese></desc>e/avg>:
145 11:2557.061 Event CamerahopicationPlatfom/ VD) Camera Prafie] actve =1 @ AXIS Video Motion Detection 4 X + poo= B
146 11:2557.061 Evert CameraAppicationPlatform/VMD) Camera ProfieANY active =1
a7 12557.061 Evert RuleEngine/VMD3/vmd3_video_1 emd =0, acive =1 < C A Notsecure | 172.25.201.100/local/vmd/index htmi# B x »@ :
148 11:2557.061 Evert VideoSource/MotionAlam Source = 0; Sate = 1; AXISa T Ty rew 7| [
149 11:2557.061 Event RuleEngine, MotionRegionDetector/Motion Video'Source = 0; RuleName = Profe 1; State = 1 sennanTeaTiens
150 11:2557.061 Event CamerahppicationPlatfom/ VD xtemal_data svaframe = csvg smins="Ttp " version="1
151 11:2557.261 Evert CamerafppicationPltform/VMD irtemal_deta svgframe = <avg xmins="Fitp:/wnw.w3 org/2000/sg’ version="1
152 112557461 Event CameraAppicationPlatfom/VMDxtemal_data svgframe = <svg mins="itp://www.w3 0rg/2000/svg” version="1
153 112557661 Evert CameraAppcationPlatform/\VMD xirtemal_deta svgframe = <avg smins="itp://www.w3 org/2000/sug version="1..;
154 112557361 Event CameraAppicationPlatiom./VMDintemal_data svgframe = coug mins="Titp:/www.w3 org/2000/sug” version="
155 11:25:58.061 Event CamerahopicationPlatfom/ VMDtemal_data svgframe = <svg amins="itp: " version="1..;
186 11:2558.261 Evert CameraAppicationPltfom/\VMD irtemal_data svgframe = <aug smins="itp:/www.w3 org/2000/sug” version="1
157 11:25:58.461 Event CameraAppicationPlatiom/VMD xintemal_data svgframe = csvg mins="Titp://www.3 0rg/2000/svg” version="1
158 112558661 Evert CameraAppcationPlatform/\/MD irtemal_deta svgframe = <avg xmins="Fitp://wnw.w3 org/2000/svg’ version="1
159 11:25:58.861 Event CamerahppicationPlatfom/ VMD/xtemal_data svgframe = csvg mins="Titp://www.w3 0rg/2000/svg’ version="1
160 12559061 Event CamerahopcationPlafom/VMD/temal_data svgframe = <svg anins="htp: " version="1..;
161 11:2559.261 Evert CameraAppicationPltfom/\VMD irtemal_data svgframe = <aug smins="itp:/www.w3 org/2000/sug” version="1
162 11:2559.462 Event CamerahppicationPlatiom/ VMD)xtemal_data svgframe = <svg mins="Titp://www.w3 org/2000/svg’ verson="1
163 112559662 Evert CameraAppicationPltform/VMD irtemal_deta svgframe = <avg xmins="Fitp://ww.w3 org/2000/svg version="1 Froiel) % 1k Trigger an alarm for the currently selected profie. I
164 11:2559.862 Event CamerahppicationPlatfom/ VMD/xtemal_data svgframe = csvg mins="Titp://www.w3 0rg/2000/svg’ version="1
165 11:26:00.062 Evert CameraApplicationPlatiorm,/VMD/Camera 1Profile 1 active =0; Profile properties Include area
166 11:26:00.082 Event CameraAppicationPlatfom./VMD/Camera PrafleANY active =0 & ® =B
167 11:26:00.082 Event RuleEngine/VMD3/vmd3_video_1 areaid = 0; active = 0 H
168 11:26:00.082 Evert VideoSource/MotionAlam Source = 0; Siate = 0 =
169 11:26:00.062 Event RuleEngine/ MotionRegionDetector/Motion Video Source = 0; RuleName = Profle 1; Sate =0 o

- <tt:MetadataStream>
—<tt:Event>
- <wsnt:NotificationMessage >

<wsnt: Topic Dialect="http:/ /docs.

.org/wsn/t-1/TopicExpr /Simple"

~<wsnt:ProducerReference>
S:Address suri:/ [ -fch s

</wsnt:ProducerReference>

—<wsnt:Message>

- <tt:Message UtcTime="2022-01-28T12:07:10.3613452 PropertyOperation="nitialized">

—<tt:Source>
d Name="

alue="0"/>

</tt:Source>

P

Examples of metadata events

nt:Topic>

78121fac/ProducerReference</wsas:Address>

Further down you will find a (non-complete) table of common metadata and device events available in Axis
devices. The type and amount of events that are available depend on the hardware/software capabilities of the
Axis device, some of which are:

e Mechanical and/or digital PTZ
e Mechanical and/or digital /O

e Audio in and audio out capabilities
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e Axis analytics applications (ACAPs) such as AXIS Video Motion Detection, AXIS Object Analytics etc.

® 3rd party applications

Metadata/event category

Topic

Possible states

PTZ PTZController/PTZPresets/Channel1 | on_preset=0/1

PTZ PTZController/Move/Channel1 is_moving=0/1

PTZ PTZController/PTZReady ready=0/1

PTZ PTZController/ControlQueue queue_owner=userx

I/O Device/l0/Virtuallnput actve=0/1

1/0 Device/lIO/Port state=0/1

1/O Device/Trigger/Digitallnput state=0/1

Temperature Device/Status/Temperature/Above | sensorlevel=0/1

Temperature Device/Status/Temperature/Below | sensorlevel=0/1

Temperature Device/Status/Temperature/Inside | sensorlevel=0/1

Temperature Device/Status/Temperature/Above_ | sensorlevel=0/1
and_Below

Temperature Device/Heater/Status running=0/1

System Device/Status/SystemReady ready=0/1

Hardware Device/Sensor/PIR state=0/1

Audio Device/RingPowerLimitExceeded limit_exceeded=0/1

Hardware Device/Network/Lost lost=0/1

Hardware Device/Network/BlockedIP address = x.X.X.X

Hardware Device/Casing/Open open=0/1

Storage Storage/Disruption disruption=0/1

Storage Storage/Recording recording=0/1

Hardware Device/HardwareFailure/ disruption=0/1
StorageFailure

Hardware Device/HardwareFailure/FanFailure | failure=0/1

Hardware LightControl/LightStatusChanged/ | state=off/on
Status

Video VideoSource/LiveStreamAccessed day=0/1

Video VideoSource/DayNightVision accessed=0/1

Video VideoSource/ABR abr_error=0/1

Audio AudioSource/TriggerLevel triggered=0/1

Audio AudioControl/DigitalSignalStatus | signal_status=signal/no signal

Video VideoEncoder/Connections connected=0/1
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Metadata/event category Topic Possible states

Video VideoSource/Connections connected=0/1

Analytics VideoAnalytics/Tampering active=0/1

Analytics VideoAnalytics/MotionDetection motion=0/1

Analytics CameraApplicationPlatform/VMD | active=0/1

Analytics CameraApplicationPlatform/ active=0/1
MotionGuard

Analytics CameraApplicationPlatform/ active=0/1
LoiteringGuard

Analytics CameraApplicationPlatform/ active=0/1
FenceGuard

Axis analytics metadata configuration

From AXIS OS 10.11 and onwards, it's possible to choose dedicated analytics producers within the Axis device or
to have multiple analytics metadata producers enabled simultaneously. In the backend, the Axis device can
either be configured to produce analytics metadata by using the "Axis video motion tracker", which is the
commonly known producer used since AXIS 0S 9.50, or by using the newer "Axis object analytics" producer. The
"Axis object analytics" producer offers some valuable extensions and more information with regards to analytics
data, such as more detailed object classification (human faces, license plate numbers, etc.) that are useful in
forensic search scenarios.

AXIS a AXIS P1375 Network Camera
COMMUNICATIONS

s

N Metadata producers

~ Producer = Channel 1

Axis video motion tracker D
||||||. o Shape
@ Analytics Scene Description v

o Classification

*

= Human, Human face, License plate, Vehicle
© Shape
o Vehicle information

Y

Metadata via WebSocket

From AXIS 0S 10.11 and onwards it's possible to subscribe to the metadata stream using the (secure)
WebSocket protocol. For more general information about Axis metadata streaming, see .
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In the below example we're using the WebSocket King extension for the Google Chrome browser, however there
are many other clients available supporting WebSocket communication.

Step 1: Login to your Axis device using the browser the extension has been installed to.
Step 2: In the WebSocket King extension, connect to:

e HTTP: ws://IP/vapix/ws-data-stream?sources=events

e HTTPS: wss://IP/vapix/ws-data-stream?sources=events

Note that if you're using HTTPS in step 1, you will need to use the same for the connection in the WebSocket
King extension.

Y= x
" \g Client | chrome-extension://cbcbkhdmedgianpaifchdaddpnmgnknn/index.html e % »0a
a @ comeerons ([ + O wessockesng
Untited Prject 4 B wssi7225.20m250Nspiws-dats-streamisources=events =3 -
uNTiTLED

Step 3: Send the following request to receive all events:

{

"apiVersion": "1.0",
"method": "events:configure",
"params": {
"eventFilterList": [

{

"topicFilter":""

}

]
}
}
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v - 8 x

© % » 02

Untted roect -

SAVED PAVLOADS +

NO SAVED PAYLOADS
e or st the S A

It's also possible to subscribe to a specific topicFilter, for example: "topicFilter":"tns1:Device/tnsaxis:I0/

Virtuallnput". Go to for more topic examples. Furthermore it's possible to subscribe to a specific port. Below you
can see an example of virtual input port 47.

{

"apiVersion": "1.0",

"method": "events:configure",

"params": {

"eventFilterList": [

{
"topicFilter":"tnsl:Device/tnsaxis:I0/VirtualInput",

"contentFilter":"boolean (//Simpleltem[@Name=\"port\" and @Value=\"47\"]1)"
}

]
}
}

Step 4: Events will start streaming based on the set filter.
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Untited Project

SAVED PAYLOADS

NO SAVED PAYLOADS

orue e s o comecton

2 @ wsrmsans

UNTITLED 1

vapixiis-data-stream?ss

outeuT

axis: 10/VirtualInput”,

Step 5: Below is an example of toggling the manual trigger on the Axis device, which is reflected in the

metadata stream.

& ASPISBLEN

¢« >cC A

x4

AXISa

v v Rules  Recipients
B vewies

& sysiem ~

£ events |

172:25.201.250/camerafindex himi#/sys

AXIS P1448-LE Network Camera

Schedules  Manual riggers

]
% 02
e o1
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Network protocols

Commonly used network ports

In this section you can read about commonly used network ports used by an Axis device for different services

over the network.

Enabled by default

Protocol

Port

Transport

Comments

802.1X

N/A™

EAP

IEEE 802.1X network
authentication

Bonjour

5353

uDP

Used by 3rd party
applications to discover
the Axis device via mDNS
discovery protocol
(Bonjour)

CDP

N/A®

CDP

Used by network
infrastructure to identify
the Axis device or to
provide PoE negotation
capabilities.

HTTP

80

TCP

General HTTP traffic such
as web interface access,
VAPIX and ONVIF API
interface or Edge-to-
edge communication.

HTTPS

443

TCP

General HTTPS traffic
such as web interface
access, VAPIX and ONVIF
APl interface or Edge-to-
edge communication.

LLDP

N/A®

LLDP

Used by network
infrastructure to identify
the Axis device or to
provide PoE negotation
capabilities.

RTP

Ephemeral port range*

uDbP

Used by the Axis device
for video/audio streaming

RTSP

554

uDbP

Used by the Axis device
for video/audio streaming

UPnP

49152

TCP

Used by 3rd party
applications to discover
the Axis device via UPnP
discovery protocol
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Protocol

Port

Transport

Comments

SSDP

1900

uDbP

Used by 3rd party
applications to discover
the Axis device via SSDP
(UPnP)

WS-Discovery

3702

UDP

Used by 3rd party
applications to discover
the Axis device via WS-
Discovery protocol
(ONVIF)

Configuration dependent

Protocol

Port

Transport

Comments

ICMP/PING

N/A®

ICMP

General OSI layer 3
communication

FTP

21

TCP

FTP access to Axis device

SSH

22

TCP

SSH access to Axis device

Telnet

23

TCP

Telnet access to Axis
device

DNS

53

UDP

Used by the Axis device
to resolve IP address to
hostnames

NTP

123

UDP

Used by the Axis device
to synchronize time

NTS

4460

TCP

Used by the Axis device
to synchronize time.
From AXIS 0S 11.1

SNMP

161

UDP/TCP

Used by the Axis device
to send SNMP
communication

SNMP (Traps)

162

UDP/TCP

Used by the Axis device
to send SNMP
communication

Syslog

514

UDP

Used by the Axis device
to send log messages to a
remote syslog

Syslog

601

TCP

Used by the Axis device
to send log messages to a
remote syslog

Syslog

6514

TCP

Used by the Axis device
to send log messages to a
remote syslog via SSL/TLS

MQTT

1883

TCP

Used by the Axis device
to send device events to
a MQTT broker

MQTT

8883

TCP

Used by the Axis device
to send device events to
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a MQTT broker via
websockets

RTSPS 322 UDP Used by the Axis device
for encrypted video
streaming (RTSPS/SRTP)

SMB 445 TCP Used by the Axis device
for edge recording to a
remote network storage

03C 3128 TCP Used by the Axis device
for 03C-related cloud
communication

SOCKS 1080 TCP Used by the Axis device
for SOCKS-proxy network
communication

SFTP 22 TCP Used by the Axis device
to send data via SFTP in
an event rule

Action rule: email Ephemeral port range* TCP Used by the Axis device
to send images/videos via
mail notification in an

event rule
Action rule: TCP Ephemeral port range” TCP Used by the Axis device
notification to send notifications via

TCP in an event rule

Action rule: image/video | Ephemeral port range* TCP Used by the Axis device

upload to send images/videos via
HTTP(S) in an event rule

SIP 5060 UDP/TCP Used by the Axis device
to send SIP
communication

SIP 5061 UDP/TCP Used by the Axis device
to send SIP

communication via TLS

*Allocated automatically within a predefined range of port numbers according to RFC 6056. More information
can be found here.

**There is no TCP or UDP port number associated with this network traffic as these are associated with the
transport layer above.

**|EEE 802.1X is only enabled by default on Axis Device ID capable devices.

To find out which Axis product that support Axis Device ID, please go to Axis product selector and select Axis
device ID under Cybersecurity.

NTP and NTS (Network Time Sync)

Network Time Protocol (NTP)

Network Time Protocol is used to synchronize computer clocks on the Internet or in local networks. Version 4
(NTPv4) is the current version and is described by RFC 5904. It's fully compatible with NTPv3 and all previous
versions and is designed to support the IPv6 protocol and dynamic server discovery. NTP is utilizing UDP as a
transport protocol via port 123, which means that package delivery cannot be guaranteed.
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Axis devices use two implementations as their current platform, depending on the AXIS OS version.

AXIS 0S Implementation
<11.0 OpenNTPD
>11.0 Chrony

Chrony is a newer implementation of the Network Time Protocol compared with OpenNTPD. It can perform well
in challenging situations where the network is congested or the network connection is intermittent. Chrony can
synchronize the system faster and quickly adapt to sudden clock rate changes. Additionally, Chrony supports
Network Time Security (NTS) (RFC 8915) so that the time the device gets comes from a trusted source. You can
find more information about Chrony here.

NTP uses a hierarchical structure where several NTP servers operating on different levels and accuracy
(=stratum) are synced against each other to provide accurate time syncs to network devices. To do so, an NTP
server in the network that provides time to local network devices should always sync to one or more NTP servers
higher up in the hierarchy to avoid time-fluctuation and increased time accuracy. However, it's possible to
operate an NTP server locally in a network in a standalone mode if no other NTP servers are available. More
information about how the NTP protocol works can be obtained from public sources such as Wikipedia.

Network Time Security (NTS)

Axis devices with AXIS OS 11.1 or higher support Network Time Security. NTS allows the devices to get time
from a trusted source. NTS is a mechanism for using Transport Layer Security (TLS) and Authenticated Encryption
with Associated Data (AEAD) to provide cryptographic security for the client-server mode of the NTP.

NTS consists of 2 protocols:

1. NTS Key Exchange (KE): Exchange the necessary keys between the NTP client and server via Transport
Layer Security (TLS). Once key exchanges are done, the TLS channel will be closed. The NTP client also
knows which NTP server to query.

2. NTP Authentication: The NTP client queries the time to the NTP server. Both parties authenticate NTP
time synchronization packets using the results of the TLS handshake.

More public information about NTS can be found here.

Sync process

OpenNTPD

The following sections illustrate the steps taken during a complete NTP synchronization while using OpenNTPD.
This network trace can be used as a reference for below steps and shows a complete NTP synchronization from
the first phase until the Axis device is in full NTP sync with the configured NTP server.

®  Phase 1: It starts with the initial time query. The very first time-sync from an Axis device to an NTP
server is a "universal sync" which means that any time provided by the NTP server will be taken by the
Axis device as system time. Phase 1 is usually initiated when configuring the Axis device to sync against
an NTP server (enable NTP), when the Axis device is restarted or when an upgrade is initiated that also
results in a restart of the Axis device.

®  Phase 2: After phase 1 follows a consolidation phase, where a number of time-sync requests from the
Axis device against the NTP server are performed in between a 6 s — 60 s interval + 10 % randomization
apart in order to align further with the NTP server to assure a close time-sync. The number of time-syncs
vary depending on accuracy and trust according to the NTP protocol, but 5-15 time-syncs are usually
needed.
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NTP sync

NTP servers: 172.25.201.104
Synced. Mo

Due for next sync: G sec

Time offset: -

Refresh information

NTP sync
NTP servers: 172.25.201 104
synced: Mo
Due for next sync: 33 zecC
Time offset: -

Refresh information

®  Phase 3: Phase 3 is considered the usual operation mode. The query interval will stabilize after phase 2
between 30 - 1500 s + 10 % randomization apart. In case the time difference increases during normal
operation mode, the device will shorten the interval to sync more often in order to compensate for this.
And if the time drift is very small, the intervals between two syncs will be larger. Note that the sync
state is changing to "Yes", which indicates that the Axis device is in good time-sync with the configured
NTP server.

NTP sync
NTP servers: 172.25.201.104

Synced: Yes

Due for next sync: 32 sec

Time offset: 0.0:02 m=

Refresh information
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NTP sync

MTP servers: 172.25.201.104
synced: Yes

Due for next sync: 1326 sec

Time offset: 0.026 ms

Refresh information

Chrony
The following sections illustrate the steps taken during a complete NTP synchronization while using Chrony.

® Phase 1: Phase 1 starts with the initial time query. Chronyd will begin with a burst of 4-8 requests to
make the clock's first update sooner. Once it gets the reply from the NTP server, it calculates the time
difference between the current system time against the timestamp from the NTP server. In our
implementation, we set the Chrony to step the system clock if the adjustment is larger than 0.1 seconds,
but only in the first clock update since chrony was started. If the time difference is less than 0.1s, the
Chrony will enter slew mode. The max rate that Chrony allowed to slew the time is set to 83333.333ppm
(1/12s). Once the time is synchronized, you will see "yes" on the webpage.

Time sync status

Time servers  172.25.201.104
Synchronized Yes
MNext sync: 59 sec

Time offset:  0.001 ms

® Phase 2: Phase 2 is considered the usual operation mode. Once the time is synchronized, the general
query polling interval to the NTP server is set to 64 seconds.Most of the Axis devices have a built-in
real-time clock (RTC). The system will copy the clock from the RTC on the boot. To maintain the accuracy
of the RTC, we enabled chronyd to copy the system time to the RTC every 11 minutes. Please be aware
that chronyd will not track RTC drift.One of the main activities of the chronyd program is to work out
the rate at which the system clock gains or loses time relative to real time. Whenever chronyd computes
a new value of the gain or loss rate, it will record the value at /var/lib/chrony/drift. This can also help
stabilize the initial synchronization on the next start.

NTS Sync process

To configure NTS, go to System > Date and time, and select Automatic date and time (manual NTS KE servers).
You can either input the IP address of the NTP KE servers or the hostname (make sure the DNS server is properly
configured). Here is an example of successful time sync via NTS:
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synchronization

Automatic date and time (manual NTS KE servers) @
O Automatic date and time (NTP servers using DHCP)
O Automatic date and time (manual NTP servers)

O Custom date and time
Manual NTS KE servers

sth1.nts.netnod.se

sth2.nts.netnod.se

Time zone

Europe/Stockholm -

Time sync status

Time servers sthl.nts.netnod.se, sthZ.nts.netnod.se
Synchronized Yes

Mext sync: 60 sec

Time offset: 0,262 ms

The behaviors of the time sync process are almost identical to those we mentioned in the above Chrony sync
process. Here we mainly focus on the key exchange and secure part.

®  Phase 1The Chrony client starts communicating with the KE server by establishing a TLS channel. That
follows the key exchange. In the key exchange process, the client receives secret keys and cookies to be
used later. The cookies contain secret keys only understood by the NTP server. The KE server also notifies
the client which NTP server to query. Once the exchange is done, the TLS channel will be terminated.

®  Phase 2The Chrony client directly contacts the NTP server. It encrypts the query by the key it gets from
phase 1. In that query, a cookie is also included. Once the server receives the query, it knows how to
read the query. The server will respond to the client with a signed query. The client validates the
signature in the incoming packet and then sets the time knowing it was sent from the correct server.

Common log messages

The following common log messages from Axis devices can be seen during NTP/NTS time-sync operations as well
as during certain error conditions, e.g. if the NTP/NTS server is not operating correctly or cannot be reached. The
log messages and their explanations provide a great detail of information on how the NTP/NTS protocol is
working in practice. Plus, it's good to get an understanding of the log messages when troubleshooting NTP/NTS
protocol related issues.
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Situation

Clock

NTP log message

Explanation

Sync

NTPd Linux system clock

ntpd[21696]: reply from
192.168.255.29: offset
-0.879648 delay
0.000313, next query 32s

This is a common log
message indicating the
offset, delay and when
the next time-sync is
going to be performed.

e Thedelayinan
NTP server
describes the
round-trip delay
or latency of a
timing message
passed from
client to server
and back again.
The delay is
important so that
network delays
can be calculated
and accounted
for by the NTPd
process of the
Axis device.

® The offset in ms
indicates the
actual time
difference
between the
NTPd process of
the Axis device
and the NTP
server time it's
syncing to.

* The next query is
the time it takes
for the Axis
device's NTPd
process to sync
again to the NTP
Server. When the
"clock is in sync
state" (more
information
below), the query
interval is set to
larger sync-
intervals instead
of shorter sync-
intervalls that
can be seen
during the initial
time-sync.

® The jitter
associated with a
timing reference
indicates the
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magnitude of
variance, or
dispersion, of the
signal. Different
timing references
have different
amounts of jitter.
The more
accurate a timing
reference, the
lower the jitter
value.

No reply NTPd Linux system clock | ntpd[21696]: no reply The Axis device's NTPd
from 192.168.255.29 process could not reach
received in time, next the NTP server on the
query 30s network layer 2 and/or 3.

No reply NTPd Linux system clock | ntpd[21696]: no reply The Axis device's NTPd

from 192.168.255.29
received in time,
retransmit query 32s

process could not reach
the NTP server on the
network layer 2 and/or 3.

Negative delay

NTPd Linux system clock

ntpd[21696]: reply from
192.168.255.29: negative
delay -0.000471s, next
query 3213s

A state where the Axis
device's NTPd process
considers the NTP server
in an erroneous state.
Most likely the time has
drifted significantly
between the two network
interfaces of the Axis
device and the NTP server
under a very short period
of time and the "delay"
can no longer be
calculated correctly. No
sync will take place for a
longer period of time.

NTP server denies sync

NTPd Linux system clock

ntpd[21696]: reply from
192.168.255.29: not
synced (alarm), next
query 3196s

The log message
indicates that the NTP
server itself denies to
synchronize the NTPd
process of the Axis device
because it considers itself
not synchronized to its
(lower stratum) NTP
server. It's a message
that is sent from the NTP
server. No sync will take
place for a longer period
of time.

System clock synced

NTPd Linux system clock

ntpd[21696]: clock is
now synced

The log message means
that the NTPd process of
the Axis device considers
itself synced to the NTP
server. This will cause the
time-sync interval to be
set to larger sync
intervals since less syncs
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are needed. Directly after
the sync state is reached,
the RTC clock of the Axis
device can be updated by
the NTPd process.

System clock unsynced

NTPd Linux system clock

ntpd[21696]: clock is
now unsynced

The log message means
that the NTPd process of
the Axis device is not
considering itself in sync
with the NTP server. This
state should not last
long. When in this state,
no RTC clock updates can
be performed. If the logs
indicate that the camera
is in an unsynced state
for many hours or days, it
means that the NTP
server is drifting faster
than the Axis device's
NTPd process can
account and compensate
for.

NTP server reachable

NTPd Linux system clock

ntpd[21696]: peer
172.27.0.41 now valid

The log message
indicates that the NTPd
process of the Axis device
could successfully verify
the NTP server(s)
integrity it's supposed to
sync to.

NTPd drift file

NTPd Linux system clock

1323.2313

This value is in ppm
(=microseconds) and
indicates the amount of
drift of the Linux system
time that needs to be
considered and
compensated for by the
Axis device's NTPd
process. Note that this
has nothing to do with
the time drift that can
occur on the RTC clock.
Can be obtained via /var/

lib/openntpd/db/ntpd.
drift.
RTC clock is set RTC clock ntpd[21696]: set local The log message
clock to Tue May 29 indicates that the NTPd
08:34:21 CEST 2018 process of the Axis device
(offset 0.000168s) is updating the RTC clock
for the first time after it
considered itself in good
NTP sync towards the
NTP server.
RTC clock is updated RTC clock ntpd[21696]: adjusting When the NTPd process

local clock. The current

of the Axis device is in
"Clock is now in sync"
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time diff is now
-76.421369s

state, the RTC clock
receives updates. The
"current time diff"
represents the time
difference between NTPd
Linux system clock and
RTC clock.

Sync Chronyd Linux system chronyd[19610]: chronyd | The log message
clock version 4.2 starting indicates that the
(+CMDMON +NTP chronyd process of the
+REFCLOCK +RTC Axis device is up and
+PRIVDROP -SCFILTER running. This log can be
-SIGND +ASYNCDNS seen when you set the
+NTS -SECHASH +1PV6 devices to sync the time
+DEBUG) with NTP server.
Sync Chronyd Linux system chronyd[19610]: Selected | The log message means
clock source 194.58.207.79 that the chronyd process
(sth1.nts.netnod.se) of the Axis device
chronyd[18836]: Selected | successfully verifies the
source 172.20.45.119 NTP server and selects
the NTP server as the
time source.
Sync Chronyd Linux system chronyd[17156]: System | This log can be seen

clock

clock wrong by
250.930199 seconds
chronyd[17156]: System
clock was stepped by
250.930199 seconds
scheduled[900]: Time
was manipulated!

when the chronyd
process of the Axis device
gets the time from the
NTP server and adjust its
time to the correct one.

Chronyd drift file

Chronyd Linux system
clock

chronyd[19610]:
Frequency 1.637 +/-
13.841 ppm read from
[var/lib/chrony/drift

The log message can be
seen when chronyd
process just started.
When chronyd computes
a new value of the rate
at which the system
clock gains or loses time
relative to real time, it
records it here [var/lib/
chrony/drift.

This allows chronyd to
begin compensating the
system clock at that rate
whenever it is restarted.
The first is the rate at
which the system clock
gains or loses time,
expressed in parts per
million, with gains
positive. The second is an
estimate of the error
bound around the first
value in which the true
rate actually lies.
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System clock unsynced

Chronyd Linux system
clock

chronyd[2235]: Can't
synchronise: no
selectable sources

This log can be seen
when the chronyd
process of the Axis device
gets a new update from
the NTP server. However,
the time varies too much
and therefore the Axis
device decide not to trust
it. In the device's
webpage, you will see the
"Synchronized" status
becomes No.

System clock unsynced

Chronyd Linux system
clock

time-service: No request
received, starting
termination process
systemd[1]: systemd-
timedated.service:
Deactivated successfully.
systemd[1]: time.service:
Deactivated successfully.

This log will show when
the chronyd process of
the Axis device doesn't
get a reply from the NTP
server.

NTS

Chronyd Linux system
clock

Source 194.58.207.69
changed to
194.58.207.79 (sth1.nts.
netnod.se)

This log will show when
the chronyd process of
the Axis device is
redirecting itself from a
KE server to an NTP
server.

NTS Key Exchange

Chronyd Linux system
clock

chronyd[7694]: TLS
handshake with
194.58.207.69:4460
(sth1.nts.netnod.se) failed
: Error in the certificate
verification. The
certificate is NOT trusted.
The certificate issuer is
unknown.

This log will show when
using NTS. The system
doesn't trust the KE
Server. Please ensure the
KE server's CA certificate
is uploaded into the Axis
device.

NTS Key Exchange

Chronyd Linux system
clock

chronyd[29971]: NTS-KE
session with
194.58.207.10:4460
(194.58.207.10) timed
out

This log indicates that
the chronyd process of
the Axis device cannot
establish an NTS-KE
session with the servers.
Please check the
configuration and
network settings to see if
anything is blocked.
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NTS Key Exchange

Chronyd Linux system
clock

ntpconfd: No NTS servers
available!

This log indicates that
the NTS server is not set
correctly in the device
webpage.

Stop NTP

Chronyd Linux system
clock

systemd[1]: Stopping NTP
client/server... systemd
[1]: Started Time & Date
Service. chronyd[12200]:

This log will be shown
when you switch to
manual date and time
instead of NTP.

chronyd exiting systemd
[1]: chronyd.service:
Deactivated successfully.
systemd[1]: Stopped NTP
client/server.

Multiple time servers

With AXIS 0S 9.40.1 or higher it's possible to configure a secondary NTP server in the web interface as well as
up to five NTP servers via the VAPIX Time API. The device tries to synchronize with all servers that are
configured. With the VAPIX Time APl it's possible to configure up to 5 NTP server URLs. Additionally, one NTP
server URL can resolve to many addresses, but only one "valid" server per URL is used for synchronization. So if
you configure...

pool.ntp.axis.com AND 0.ntp.com where pool.ntp.axis.com resolves as three addresses [146.76.54.5,
146.76.54.56, 146.76.54.5] and 0.ntp.com resolves to 45.32.76.99

..the actual NTP servers that will be used are ONE valid and reachable address of the first URL and ONE valid
and reachable address of the second URL:

(146.76.54.5 OR 146.76.54.56 OR 146.76.54.5) AND 45.32.76.99
The NTP algorithm determines which NTP server to use from the first pool.

With AXIS OS 11.0 or higher, when setting multiple NTP sources, Chrony tries to select the most accurate and
stable sources for the synchronization of the system clock. This also applies when setting multiple NTS servers.

External time servers

Axis public NTP server
Axis public NTP server is ntp.axis.com, to which cameras connected to the internet can sync its time.

Meinberg NTP server

Meinberg has its own standalone NTP server software that can be installed on Microsoft Windows OS with the
possibility to sync against other NTP servers. It also has a standalone operation mode, ideal and simple for
standalone environments without network connection to the outside.

Netnod NTS server
Netnod's NTP service, funded by the PTS, is available for free to anyone. Netnod currently provides the following
NTS servers.

® nts.nethod.se
e sthi.nts.netnod.se
e sth2.nts.netnod.se

Windows NTP server
By following these steps, it's possible to configure your local Windows system as an NTP server.

Note that Windows by default will have a lower NTP time accuracy as well as larger sync intervals, which may
not be optimal for good time accuracy.

For Chrony, a common issue with Windows NTP servers is that they report a very large root dispersion (e.g., three
seconds or more), which causes chronyd to ignore the server for being too inaccurate.
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It's recommended to configure the Windows NTP server with more strict and accurate time accuracy and sync
intervals. See the following guides for more information on this:

e Windows high accuracy time
e Windows high accuracy time configuration guide

If you use Windows as the NTP server for an offline installation, the Windows NTP server may use the local
CMOS clock time. By default, it will report a root dispersion of 10 seconds. See the following guides for more
information on how to change this value:

LocalClockDispersion Entry

Windows Time service tools and settings

Troubleshooting

Peer clock stratum unspecified or invalid (0)

Implementation Explanation

OpenNTPD The Axis device will not accept timestamps if the
local NTP server is not synced with high layer NTP
servers (Higher NTP hierarchy) as no reliable
timestamps are provided.

Chrony The chronyd process of the Axis device will only
synchronize with an NTP server at Stratum 15 or
above.

What time is the Axis device sending?

While debugging NTP-related network issues, it can be observed that the Axis device is transmitting a random
64-bit time to the NTP server in order to mitigate the risk of cybersecurity attacks. This does not have any
impact on the performance or quality of the NTP time sync itself since the NTP server will still respond with a
valid time stamp which the Axis device will apply to its time.

Maximum time difference

Implementation Explanation

OpenNTPD Time differences between the Axis device and the NTP
server that are larger than 2.145 s (35.75 min [ 0.5 h)
will result in there being no more time syncs. The
reason is that the Axis device will assume that the
time coming from the NTP server has changed too
drastically and therefore considers the NTP server
unreliable. It's recommended to check if the NTP
server is functioning correctly and to reconfigure the
Axis device to sync with the NTP server again to
initiate a new time sync procedure.

Counteract clock drifting
If the system clock has a significant drift, the Axis device's clock will never achieve a close enough offset to the
NTP server. However, the system clock should not drift at a rate of that magnitude.
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Implementation Explanation

OpenNTPD The NTP client can adjust the system clock to 500
ppm (part per million) at most. It can counteract a
clock drift of 1.8 seconds per hour.

Chrony The Chrony client can adjust the system clock to
83333.333 ppm (part per million) at most. In theory,
it can, counteract a clock drift of 300 seconds per
hour.

Q.0S (Quality of Service)

QoS provides the means to guarantee a certain level of a specified resource to selected traffic on a network.
Quality can be defined as e.g. a maintained level of bandwidth, low latency, no packet losses, etc. The main
benefits of a QoS aware network can be summarized as:

® The ability to prioritize traffic and thus allow critical flows to be served before flows with lesser priority

®  Greater reliability in the network, thanks to the control of the amount of bandwidth an application may
use, and thus control over bandwidth races between applications

To use QoS in a network with Axis video products the following requirements need to be met:

e All network switches and routers must include support for QoS. This is important to achieve end-to-end
QoS functionality

® The Axis video products used must be QoS enabled

Imagine that the network in Figure 1 is an ordinary (non-QoS aware) network. In this example, PC1 is watching
two surveillance video streams from cameras Cam1 and Cam2, with each camera streaming at 2.5 Mbps.
Suddenly, PC2 starts a file transfer from PC3. In this scenario the file transfer will try to use the full 10 Mbps
capacity between the routers R1 and R2, whilst the video streams will try to maintain their total of 5 Mbps. We
can no longer guarantee the amount of bandwidth given to the surveillance system and the video frame rate
will probably be reduced. At worst, the FTP traffic will consume all the available bandwidth.

PC1
100 Mbit —® Router 10—e Router 2 —o 100 Mbit
' Smtch 1 Switch 2
Camera 1
m 10 Mbit
100 Mbit .
® —
Camera 2 PC 2

Figure 1

Now, suppose the network in Figure 2 is QoS-aware and uses the DiffServ model (see below). The router R1 has
been configured to devote up to 5 Mbps of the available 10 Mbps for streaming video. FTP traffic is allowed to
use 2 Mbps, and HTTP and all other traffic can use a maximum of 3 Mbps. Using this division, video streams will
always have the necessary bandwidth available. File transfers are considered less important and get less
bandwidth, but there will still be bandwidth available for web browsing and other traffic. Note that these
maximums only apply when there is congestion on the network. If there is unused bandwidth available, this can
be used by any type of traffic. By using QoS we allow the network applications to co-exist on the same network,
without consuming each other's bandwidth.
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PC1
100 Mbit —® Router 10— Router 20— 100 Mbit
v Smtch 1 Switch 2
Camera 1
10 Mbit
100 Mot m _
' PC 2
Camera 2

Figure 2

Further reading

For further reading and more detailed documentation about the Quality of Service standard, see the following
links:

®  RFC 2475 — An Architecture for Differentiated Services

®  RFC 2597 — Assured Forwarding PHB Group

®  RFC 2598 — An Expedited Forwarding PHB

e RFC 3168 — The Addition of Explicit Congestion Notification (ECN) to IP

o RFC 1633 — Integrated Services in the Internet Architecture: an Overview

QoS models

There are several different ways (models) of implementing QoS. Axis products use the DiffServ model, for greater
scalability and flexibility. See below for more information.

The IntServ model

The IntServ model, or Integrated Services model uses a protocol called RSVP (Reservation Setup Protocol), which
is used to reserve a certain traffic quality in the network. Prior to use, each application in an IntServ QoS
network reserves its own resources and the router either grants or denies the request. When a reservation
request is received, the routers need to find a path that can support the IntServ request and also the route that
offers the best services. The major problem with this model is scalability. As the network increases in size, the
connections database will grow to enormous proportions and it will be both difficult and ineffective to keep
track of all reservations. Another drawback is the model's inflexibility — the maximum amount of the resource in
question that each type of traffic will ever receive is the maximum specified in the model, even if there are
other unused resources available.

The DiffServ model
The Differentiated Services (DiffServ) model was introduced in 1998. It is based on two major components:

®  Packet marking
®  Router queuing disciplines

The applications in a DiffServ network mark their traffic so the router knows which service to apply to the
packet. The marking is done in the IP header, by setting a field called the DSCP (Differentiated Services
Codepoint). This is a 6-bit field that provides 64 different class IDs. Each DSCP value represents a QoS class, also
known as a behavior aggregate. Thus, different applications can mark their own traffic with the same DSCP
value. The intelligence of a DiffServ network is setup in the routers, where a particular DSCP value is mapped to
a particular routing behavior. This behavior is referred to as a Per-Hop Behavior (PHB) and is implemented in the
router using different queuing disciplines.

The DiffServ model abandons the concept of states as used in IntServ, and routers operate in a connectionless
mode. This adds scalability to the system, since each router works independently, unaware of the network size
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and complexity. This model is also more flexible, as the classes of service are not strictly defined. Resources over
and above the value specified as the maximum when resources are limited can be freely exploited whenever
available. The main benefit of using this model in Axis products is that the products mark their own traffic,
instead of letting the boundary nodes of the DiffServ domain do so. The conditioning algorithms in the boundary
node cannot, for example, distinguish video over HTTP from audio over HTTP - they will only see HTTP, and
probably provide a much lower level of service than actually required. To allow a node outside the DS domain to
classify its own traffic:

® The boundary router must be correctly configured
® The camera must be set up as a trusted node

Per-Hop Behaviors (PHBs) define the router's forwarding treatment for a certain class of traffic. Classes of traffic
are also known as Behavior Aggregates (BA). Members of the BA are marked with the same DSCP value. There
are four recommended PHBs defined, each mapped to one or more DSCP value.

The Default PHB: The default PHB provides the traditional best-effort service. It is represented by DSCP value
000000 (NOTE: 6-bits set to 0) and it must be available at any DiffServ router. This is the forwarding treatment
applied to all non-DiffServ aware applications.

The Class-Selector PHB: To preserve backward compatibility with the old TOS field definition, the class-selector
PHB defines a DSCP value of the form xxx000. The three bits represent the IP Precedence defined by a Type of
Service aware network. The Class-Selector PHB ensures that DiffServ compliant nodes can coexist with IP
Precedence-based nodes.

Expedited Forwarding: The Expedited Forwarding (EF) PHB provides a low loss, low latency, low jitter and
guaranteed bandwidth service and can be considered the top priority behavior. Applications such as VolP require
this kind of robust service. The recommended DSCP value for EF is 101110.

Assured Forwarding: With Assured Forwarding (AF) traffic can be divided into four different classes. Each class is
usually assigned a specific amount of bandwidth.

Within each class it is possible to specify three different drop precedence values. This value denotes the order in
which packets will be dropped when there is congestion. A packet with a higher drop precedence will be
dropped first. This gives us an AF matrix, and hence AF is often denoted AFxy, where x is the class number and y
is the drop precedence. The table below shows the DSCP values recommended for the AF PHB. This gives us an
AF matrix, and hence AF is often denoted AFxy, where x is the class number and y is the drop precedence.
Table1.1 shows the DSCP values recommended for the AF PHB.

Drop precedence Class 1 Class 2 Class 3 Class 4

Low dP (1) 001010 010010 011010 100010

Medium dP (2) 001100 010100 011100 100100

High dP (3) 001110 010110 011110 100110
Table 1

DiffServ domain

A DiffServ domain (DS-domain) is a network that has been set up according to a particular DiffServ
specification, and which has a set of DSCP values mapped to certain PHBs. As each router in a DiffServ domain
forwards traffic based on DSCP value mapping, we can only guarantee that we get the correct forwarding
treatment within our own DS-domain. As soon as a packet leaves the domain we can no longer guarantee how
other routers will map our DSCP values. The same goes for incoming traffic - we must reclassify incoming traffic
to match our rules. This means we must mark the traffic with a DSCP value valid in our domain. This is usually
done by looking at the packet header and setting a new DSCP value based on the source address, port numbers,
etc. The marking process is called traffic conditioning and is done at the boundary nodes of the DS domain.

VLAN 802.1P model

IEEE 802.1P defines a QoS model at OSI Layer 2 (L2, Data Link). This is called CoS, Class of Service, and adds an
extra 3-bit field (called user-priority) to the VLAN MAC header. This splits traffic into 8 different classes. Priority
is set up in the switches, which then use different queuing disciplines to forward the packets correctly. Although
the 802.1P CoS works well, it lacks scalability and cannot provide end-to-end guarantees. We cannot assume
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the L2 protocol to be constant on a larger network or on the Internet. Therefore, most of today's high-end
switches implement mapping from L3 (IP DSCP) QoS to L2 CoS.

Routers

The DiffServ implementation in routers

Routers handle the forwarding of network traffic from one network to another. All packets entering from one
network (see Figure 3) are queued before being processed, to determine which network they should be
forwarded to. The DiffServ implementation in routers is a way of providing forwarding treatment based on the
DSCP of an incoming packet. This is done by using queuing disciplines and prioritizing of packets. Note that
router configuration is brand dependent and is not covered by this document.

) BR[| e N [ [ w—

Network A queue 0 forwarding queue 1 Network B

~—

Router
Figure 3

Queue disciplines

To be able to provide the mechanism desired by DiffServ the routers implement different ways of handling its
queues. These different techniques are known as queuing disciplines and are algorithms designed to provide
different service guarantees.To exemplify the use of different queuing disciplines we will briefly explain FIFO
queues and priority queues.

FIFO is the simplest queuing discipline and is usually the default setting in network routers. FIFO describes the
simple First-In-First-Out behavior of the queue. The below image shows a FIFO queue where packets enter from
the left and exit to the right. The first packet entering will be the first packet sent out on the port. Other packets
will be placed at the end of the queue and must wait their turn. This discipline is too basic to provide any QoS
service.

FIFO queue

ey BN D60 (2] [3][ 2] 1] o

Figure 4

Priority queuing

Priority queuing is a relatively simple way of implementing differentiated service classes in a router. Instead of
using one FIFO queue only, several are used, and each is assigned a different priority. A classifier determines
which queue to put the incoming packet in, and the scheduler puts the packets out onto the network. The
classifier parses the header of incoming packets and decides which priority queue to put the packetin. In a
DiffServ network this decision is based on the DSCP value of the incoming packet. The scheduler ensures that
the high priority queue gets served first, the medium priority queue next, and so on. This discipline allows the
traffic to be prioritized.
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AXIS 0S

Axis has opted to use the DiffServ model, to provide greater scalability and flexibility. This is implemented by:

e Marking network traffic
e  C(lassifying network applications in QoS classes
®  Providing a user interface

AXIS OS QoS classes
AXIS OS uses four QoS classes. The members of a class all mark their traffic with the same DSCP value and thus
receive the same forwarding treatment from routers:

® Live video - This class consists of applications that stream Motion JPEG video streams over HTTP, and
MPEG-4 video streams over RTP, RTP/RTSP and RTP/RTSP/HTTP.

e Live audio - This class consists of applications that generate audio flows, and is only present in products
that supportaudio.

e Event/Alarm - This class consists of applications that generate event and alarm traffic. The class handles
FTP, HTTP, SMTP and TCP events.

® Management - This class consists of applications that generate management traffic. The class can
handle FTP, HTTP, HTTPS and SNMP management traffic.

AXIS OS QoS configuration

The image below shows an example of a screenshot of the HTTP user interface for QoS in Axis devices using
AXIS 0S 6.5X and lower. It shows the different QoS classes supported by the product and lets the user specify
the DSCP (DiffServ Codepoint) value for each class. The default DSCP value is 0, which is the same as the default
PHB and which can be interpreted as QoS disabled.
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Figure 6

In Axis devices running AXIS OS 7.10 and higher the Plain Config in Settings > System > Plain Config >

Network is used to perform QoS related configuration.
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Performance improvements
The graph below illustrates a possible scenario in which performance is maintained/improved on a QoS enabled

network.

® \Video is first streamed over a quiet, non-QoS network, where the frame rate can be assumed to be
approximately 30 frames per second. This is illustrated by line A.

® Network congestion is then simulated by, e.g., adding a non-responsive UDP stream. The frame rate
drops sharply, to a practically unusable level, as shown by line B.

® Video is then streamed over a DiffServ-enabled network, with the same congestion also added here. The
video traffic is unaffected by the congestion and the frame rate is maintained, as shown by line C.
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TCP ECN

ECN is an acronym for Explicit Congestion Notification and is an improvement of the congestion control inTC
P. The basic idea is for TCP to report that congestion is about to occur, before the queue actually overflows. The
router does this by marking a field in the IP header called CE (Congestion Experienced). When the sender
receives this signal the flow is slowed down. The traditional method of indicating congestion is for routers to
drop packets that lead to the re-transmission of packets.

The ECN model will only be used when both communication end-points support it. This is achieved by
negotiating at TCP connection initialization time. By introducing ECN support re-transmission over the network
is minimized, which leads to higher throughput and less delay. TCP ECN is enabled by default in Axis video
products and can be disabled in Plain Config > Network > TCP ECN.

IPvé

IPv6 (Internet Protocol version 6) was initially designed by the IETF to replace the current IP version 4 (IPv4). The
most likely scenario now is that IPv4 will remain even after IPv6 enters the arena. One of the main reasons for
the introduction of IPv6 is the growing shortage of IPv4 addresses. Additionally, IPv6 also adds improvements in
areas such as routing and network auto-configuration. Some general information about IPv6 addresses and
configuration is provided in the following sections, and the complete IPv6 specifications can be found in the RFC
2460 specifications.

IPv6 addresses

The IPv6 address is written in hexadecimal form, and consists of eight double-bytes separated by colons. To
make the address representation as short as possible, a number of consecutive zeros may be abbreviated to a
double colon, which is allowed once in any single IPv6 address. Instead of using a subnet mask as in IPv4, IPv6
simply uses a network prefix length. The prefix length is appended to the address.

Example: fe80::250:daff:fe4d:7592/64

The prefix length specifies how many bits of the address will be considered part of the prefix. In the example
above, the first 64 bits specify the network address, while the final 64 bits specify the host address. IPv6
addresses can be assigned in different ways:

® Alink-local IPv6 address is automatically configured.
e A DHCPv6 server can be used to assign IPv6 addresses.
®  Router advertisements can be used to assign auto-configured addresses.

Auto-configured link-local address
A device that supports IPv6 will get an auto-configured link-local address that starts with fe80. The remainder
of the address is usually built on a so-called EUI64 address. The EUI64 address is constructed by taking the
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Ethernet MAC address of the network interface, and filling it with two specific bytes (fffe) in the middle, to get a
64-bit address (see the example address in the previous section.)

Auto-configuration using router advertisements

In an IPv6 network, network devices may be auto-configured by listening to advertisements sent by routers in
the network. These advertisements will then define how the network devices should be configured in order to be
able to be routable. A routable IPv6 address can be derived by using the information in the router
advertisements. This auto-configured address is derived using the EUI64 address, together with the address of
the router and the network prefix. The router advertisements may instruct the network device to use DHCPv6,
and if so, at which level.

DHCPv6 configuration
Just as an IPv4 network may use a DHCP server to assign IP configuration, an IPv6 network may use a DHCPv6
server. DHCPv6 can be used at different levels:

® |n stateless mode the DHCPv6 server will designate the network servers to use, e.g., DNS servers and NTP
servers, but it will not assign IPv6 addresses for network devices. This must be done using some other
method.

® |In stateful mode, the DHCPv6 server will also assign IPv6 addresses to the network devices, as well as
assigning the network servers as in stateless mode.

Accessing IPv6 devices

Most programs accept host names and will automatically look up the IPv6 address. This is the preferred way of
passing addresses to programs. If the name maps to an IPv4 address, IPv4 will be used. If the name maps to an
IPv6 address, IPv6 will be used. If there are both IPv4 and IPv6 mappings, the operating system will decide which
to try first. To pass IPv6 literal addresses to a program, there are a few points to consider. When passing an URL,
brackets must be used. To pass IPv6 literal addresses to a program, there are a few points to consider. When
passing an URL, brackets must be used. For example:

Example Comment
http://[2001:5¢0:84d9:2:240:8cff:fe6b:3cb9] Accessing an Axis device using http
http://[2001:5¢0:84d9:2:240:8cff:fe6b:3cb9]:8080 Accessing an Axis device using http and custom
httpport
https://[2001:5¢0:84d9:2:240:8cff:fe6b:3cb9)] Accessing an Axis device using https
http:/[root:pass@[2001:5¢0:84d9:2:240:8cff: Accessing an Axis device using http and pre-entered
fe6b:3cb9] access credentials
http://[fe80::2:240:8¢ff:fe6b:3cb9%eth0] Accessing an Axis device using the link-local address.

Note that the network interface is specified after the
IPv6 address. This is because the link-local prefix
fe80::/10 has multi-path routes, i.e., one route per
interface. The routing system has no way of knowing
which interface the device you are trying to contact
is located on.

Most programs (e.g., FTP, Telnet, etc) will accept the IPv6 address in its literal form such as ftp
2001:5¢0:84d9:2:240:8cff:fe6b:3cb9 or ftp fe80::2:240:8¢ff:fe6b:3cb9%4. Some programs may take the
interface identifier in a non-standard way. An example of this is the ping6 tool usually distributed with linux. It
expects to be run like this ping6 -l eth1 fe80::2:240:8cff:fe6b:3cb9. On Windows you can see the identifier of
each adapter by running ‘ipconfig’ and finding the IPv6 link-local address of that interface. It may look
something like this:
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Windows IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : testnetwork.com

IP Address: 192.168.2.22
Subnet Mask: 255.255.255.0
IP Address: feB0::204:75ff-fec2:3a790%04

Default Gateway: 192.168.2.1
fe80::213:20fF:fe11:d2ee%4

Running ping6 on Windows:
ping6 feB0::2:240:8cfT:fe6b:3cb9%4

Common IPv6 addresses and ranges

IPv6 address Explanation

0:0:0:0:0:0:0:0 Equals IPv4 0.0.0.0 and is the source address of a host
before it receives an IP address from DHCP

0:0:0:0:0:0:0:1 Equals ::1 and is the equivalent of IPv4 127.0.0.1

0:0:0:0:0:0:192.168.100.1 This is how an IPv4 address would be written in a
dual-stack mixed |Pv4-1Pv6 environment

2000:::/3 The global unicast address range

FC00::/7 The unique local unicast range

FE80::/10 The link-local unicast range

FF0O::/8 The multicast range

3FFF:FFFF::/32 Reserved for examples and documentation

2001:0DB8::/32 Reserved for examples and documentation

2002::/16 Used for IPv6 to IPv4 tunneling and used as a

transition system which allows IPv6 packets to be
transported over an IPv4 network without the need to
configure an explicit tunnel.

IPv6: AXIS OS configuration

Web interface

The IP configuration of the Axis video product is usually made from the TCP/IP settings (see section 2.1) pages in
the embedded web interface. In addition to this, you can list the parameters directly in the Plain Config page.
From here you can customize the IPv6 configuration, by changing parameters that are not available from the
TCP/IP settings page. On the TCP/IP settings page, it is possible to enable or disable the use of IPv4 and/or IPv6.
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The user is prohibited from disabling both IPv4 and IPv6, since this will render the Axis device inaccessible. It is
however, still possible to disable both IPv4 and IPv6 from the Plain Config page. If this happens, the Axis device
will override the configuration and start IPv4 according to the IPv4 configuration.

Use of IPv4 is enabled by default. When IPv4 is disabled no IPv4 configuration will be made on the device. The
device will then only be accessible via IPv6. Note that when IPv4 is disabled, a link-local IPv4 address will not be
assigned, even if the use of a link-local IPv4 address is enabled on the Advanced TCP/IP Settings page.

Use of IPv6 is disabled by default. When IPv6 is enabled, the Axis device will assign a link-local IPv6 address. By
default, the device will also listen to router advertisements and assign IPv6 addresses accordingly. It is possible
to change the IPv6 configuration behavior using the plain configuration interface found in the Advanced System
Options menu. For further descriptions of the advanced IPv6 settings.

Plain Config

The IPv6 configuration is by default set to accept router advertisements and to use DHCPv6 according to the
router advertisements. In different environments it may be necessary to change the IPv6 configuration. To do
this, go to the Plain Config page and select the Network parameter group. By altering the parameters in the

Network.IPv6 parameter group, the behavior of the IPv6 configuration is changed. The group consists of five
parameters:

Parameter Comment

Network.IPv6.Enabled This parameter is used to enable or disable IPv6
network configuration.

Network.IPv6.AcceptRA The Accept router advertisements parameter is used
to enable or disable the said functionality. If this
parameter is set to yes, the Axis device will listen to
router advertisements on the network and perform
IPv6 configuration according to it.
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Network.IPv6.DHCPv6 This parameter is used to configure either of the four
DHCPv6 client settings
e auto - The use of DHCPv6 is determined by
the router advertisements

e stateless - DHCPvG is used to set DNS servers
and NTP servers etc, but not to set IPv6
addresses

e stateful - DHCPv6 is used to set IPv6
addresses as well as DNS servers, etc.

e  off - DHCPv6 is disabled

Network.IPv6.IPAddress The IP Address parameter is used to manually set an
IPv6 address. This address will be used in parallel with
other IPv6 addresses that may be set by DHCPv6 or by
router advertisements. If a specific prefix length is
requested the prefix length is defined last in the
address, like this: 2001:5c0:84d9:2::1:3b/128. If no
prefix length is defined, the default length 64 will be
used.

Network.IPv6.DefaultRouter The Default router parameter is used to manually set
an IPv6 default router. This address will be set in
parallel with other IPv6 addresses that may be set by
DHCPv6 or by router advertisements.

Additional Information The IPv6 addresses currently in use are read from the
IP address parameter In the Network.<interface>.IPv6
group, where <interface> is the name of the interface
(e.g. ethO, eth1 etc..). This parameter lists all IPv6
addresses, separated by space characters.

IPvE

Acoept router advertisements

Default router

DHCFvE

auto v

|PvE Enabled

|F address

IEEE 802.1X

There are different levels of security for a network's infrastructure and the devices connected to it. The first level
is authentication and authorization. The user or device identifies itself to the network and the remote end by a
username and password, which are then verified before the device is allowed into the system. Added security
can be achieved by encrypting the data to prevent others from using or reading the data. Common methods are
HTTPS (also known as SSL/ TLS), VPN, and WEP or WPA in wireless networks. IEEE 802.1X is an authentication
and authorization technique. Axis network video products support IEEE 802.1X as a security feature. This section
presents the background of IEEE 802.1X, as well as its working principle. It also describes how IEEE 802.1X
should be used in Axis devices, and how the RADIUS (remote authentication dial-in user service) servers and
switches need to be configured. The intended audience of this document is technical personnel and system
integrators.
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IEEE 802.1X is an |EEE standard for port-based network access control (“port” means the physical connection to
the LAN infrastructure). It is part of the IEEE 802.1 group of networking protocols and provides an
authentication mechanism for devices to connect to a LAN, either establishing a connection or preventing the
connection if authentication fails. IEEE 802.1X prevents what is called "port hi-jacking”, that is, when an
unauthorized computer gets access to a network through a network jack inside or outside a building. IEEE
802.1X is useful in network video applications since their devices are often located in public spaces where a
network jack can pose a security risk. In modern enterprise networks, IEEE 802.1X is becoming a basic
requirement for anything that is connected to a network.

Working principle

There are three basic terms in [EEE 802.1X. The user or client that wants to be authenticated is called a
supplicant. The actual server doing the authentication, typically a RADIUS server, is called the authentication
server. And the device in between, such as a switch, is called the authenticator. The protocol used in |[EEE 802.1X
is EAPOL (Extensible authentication protocol encapsulation over LANs). There are several modes of operation,
but the most common case is described here:

e The authenticator sends an "EAP-Request/Identity" packet to the supplicant as soon as it detects that
the network link is active (this could be because the supplicant, for example a specific Axis device in a
network video system, is connected to the switch).

e The supplicant sends an "EAP-Response/ldentity" packet to the authenticator.

e The "EAP-Response/ldentity” packet is then passed on to the authentication (RADIUS) server by the
authenticator.

® The authentication server sends back a challenge to the authenticator, such as with a token password
system.

e The authenticator unpacks this from IP and repackages it into EAPOL and sends it to the supplicant.
Different authentication methods will vary this message and the total number of messages. EAP
supports client-only authentication and strong mutual authentication.

® The supplicant responds to the challenge by the authenticator.
® The authenticator passes the response to the challenge onto the authentication server.

® |f the supplicant provides proper identity, the authentication server responds with a success message to
the authenticator.

The success message is then passed onto the supplicant by the authenticator. The authenticator now allows
access of the supplicant to the LAN, possibly restricted based on attributes that came back from the
authentication server. For example, the authenticator might switch the supplicant to a particular virtual LAN or
install a set of firewall rules.
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It should be noted that setting up and configuring IEEE 802.1X is a fairly complex procedure, and it is important
that RADIUS servers, switches, and clients (such as Axis devices) are set up correctly.

IEEE 802.1X: AXIS OS configuration

Web interface

To gain access to a protected network, the Axis device must have a CA certificate, a client certificate, and a
client private key. These should be created by the servers and uploaded via a web interface. When the Axis
device is connected to the network switch, the device will present its certificate to the switch. If the certificate
is approved, the switch allows the device access on a preconfigured port. As pointed out previously, in order to
use port-based authentication, the network must be equipped with a RADIUS server and a network switch with
support for IEEE 802.1X. You may also need to contact your network administrator for information on
certificates, user IDs and passwords depending on the type of RADIUS server that is used.

The settings here enable the Axis device to access a network protected by IEEE 802.1X/EAPOL (Extensible
Authentication Protocol over LAN). There are many EAP methods available to gain access to a network. Before
AXIS 0S 11.6, the protocol used by Axis is EAP-TLS (EAP-Transport Layer Security) for wired and wireless IEEE
802.1X network authentication, as well as EAP-PEAP/MSCHAPv2 for wireless IEEE 802.1 network authentication.
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IEEE 802.1x
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Excerpt of the web interface of AXIS M1065-LW with wireless IEEE 802.1X settings (System tab > Wireless).

The client and the RADIUS server authenticate each other using digital certificates provided by a PKI (public key
infrastructure) signed by a certification authority. Note that to ensure successful certificate validation, time
synchronization should be performed on all clients and servers prior to configuration. Further configuration of
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Axis devices should be performed on a safe network to avoid MITM (man in the middle) attacks. Terms used in
the web interface are described as follows:

o (A certificate - The CA certificate is created by the certification authority for the purpose of validating
itself and the Axis device needs it to check the server's identity. Select the correct certificate that was
uploaded previously in the security tab under CA certificates. From AXIS OS 10.1 and onwards, selecting
no CA certificate (none) means the Axis device will skip doing any validation of the server's identity.

e C(lient certificate - The Axis device must also authenticate itself using a client certificate. Select the
correct certificate that was uploaded previously in the security tab under client certificates.

e EAPOL version - Select the EAPOL version (1 or 2) used in your network switch.

e EAP identity - Enter the user identity associated with your certificate. A maximum of 16 characters can
be used.

With AXIS 0S 11.6 and later, we added support for EAP-PEAP/MSCHAV2 for wired connection. With AXIS 0S
11.8 and later, customers can configure EAP-PEAP/MSCHAPv2 through the web interface.
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Feap version

pearvo () PEAPVI

Label
1 QO 2

%" Use |EEE 802.1x

Client certificate - This is not needed for this authentication mode.
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o CA certificate - Optional. The CA certificate is created by the certification authority for the purpose of
validating the server's identity by the Axis devices. No CA certificate (none) means the Axis device will
skip doing any validation of the server's identity.

® EAP identity - The username for MSCHAPv2 authentication.
e EAPOL version - Select version 2.

e Password - The password for MSCHAPv2 authentication.

®  Peap version - Select PEAPVO.

® Label - Select 1.

IEEE 802.1AE

With AXIS OS 11.8 and later, IEEE 802.1AE MACsec capabilities were added to AXIS 0S-based devices.

IEEE 802.1AE MACsec (Media Access Control Security) is a well-defined network protocol that cryptographically
secures point-to-point ethernet links on network layer 2 ensuring the confidentiality and integrity of data
transmissions between two hosts.

UPnP, DHCP, DNS, HTTP, SNMPv1/v2, FTP,

I
Layer 7 = Application NTP, RTP, RTSP, SMPT, MQTT, Syslog, SIP

HTTPS, SNMPv3, NTS, SSH, SRTP

Layer 6 — Presentation*® TLS/SSL

Layer 5 — Session* RTCP, SMB

Layer 4 — Transport* TCP/UDP

Layer 3 — Network* IP, ICMP, ARP, IGMP

Layer 2 — Data Link* CDP, LLDP 802.1X EAP-TLS, 802.1AE MACsec

Layer 1 — Physical*

* List of example network protocols used by Axis devices that are protected by IEEE 802.1AE MACsec. MACsec
adds protection to network protocols without native security capabilities and adds an additional layer of
protection as well to network protocols with built-in security.

Unlike protocols such as IPSec which operates at Layer 3 as an end-to-end technology, MACsec encrypts each
frame that leaves the Ethernet LAN and decrypts the frames as it enters the Ethernet LAN. In order to achieve
end-to-end network encryption using MACsec, all links/hops in between source and destination need to have
MACsec enabled to ensure traffic traversing across a network is MACsec protected.

Radius Server
(Not needed for PSK mode)

®
i

A single link/hop that does not support MACsec will therefore leave network traffic unencrypted from that link/
hop to the next.

MACSec supported MACSec supported ~ MACSec supported

MACSec encrypted
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. 4, . S

MACSec supported MACSec supported ~ NOT MACSec supported

MACSec encrypted
NOT MACSec encrypted

Not only does MACsec prevent unauthorized access to network data streams through strong encryption but also
prevents man-in-the-middle attack scenarios. Because MACsec operates at the low layer 2 of the network stack,
it adds an additional layer of security to network protocols that do not offer native encryption capabilities (ARP,

NTP, DHCP, LLDP, CDP...) as well as ones that do offer it alike (HTTPS, TLS). The illustration below outlines the

MACsec frame.

| Ethernet Header | Payload

Ethernet Header

N

\ GCM-AES
N\

Normal Ethernet Frame

Payload (Encrypted)

ICV

With MACsec

A Security Tag (SecTAG) containing MACsec parameters is inserted immediately after the source mac address in
the Ethernet Header. The Integrity Check Value(ICV) is calculated via an agreed algorithm by the sender and
attached to the frame. When the receiver receives the frame, it will use the same algorithm to calculate the ICV
again and compare it with the one attached to the packet. The integrity is confirmed if the two ICV values are
identical which means the packet is not tampered.

Terminologies

Acronym Terminology Description

CA secure Connectivity Association A security relationship, established
comprises a fully connected subset «
single Local Area Network (LAN) tha

CAK Connectivity Association Key This key is used to derive the actual
specified or derived via 802.1x auth

CKN Connectivity Association Key Name The name of the CAK.

MKA MACsec Key Agreement The protocol used to negotiate the k

SC Secure Chanel A security relationship used to provi
member of a Connectivity Associatic

SAK Secure Association Key It is derived from a CAK using a spec
SC.

The MACsec Key Agreement (MKA)

When implementing MACsec between two devices, the MACsec Key Agreement(MKA) protocol provides and
manages the session keys. The MKA protocol relies on the EAP framework to establish the communication. The
two devices establish a unique connectivity association. Within the CA, there are two secure channels, one for
inbound traffic, and the other one for outbound traffic. The two devices use the same cipher suite for data

encryption.
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MACSec Control Plane
MKA

MACSec Data Plane

Connectivity Association (CA)
MACsec Ciphers

To protect the confidentiality of the data traveling through the MACsec Secure Channel, the packets are
encrypted by the industrial standard GCM-AES-128 or GCM-AES-256 cipher suites. There are another two
cipher suites GCM-AES-XPN-128 and GCM-AES-XPN-256. XPN standards for Extended Packet Numbering, these
two ciphers are generally used on high-speed links.

In the current implementation, AXIS OS supports GCM-AES-128 cipher suite only. Additional cipher suites can
be added on demand.

MACsec modes

The IEEE 802.1AE MACsec standard describes two modes of operation, a manually configurable Pre-Shared Key
(PSK)/Static CAK mode and an automatic Master Session/Dynamic CAK mode using IEEE 802.1X EAP-TLS
sessions. The Pre-Shared Key mode is recommended to be used when the connecting network switch is not
capable of supporting auto-negotiation through IEEE 802.1X EAP TLS.

Since IEEE 802.1X EAP-TLS is enabled by default and through that, MACsec Master Session/Dynamic CAK mode
is also automatically enabled. When plugging in a factory defaulted Axis device, IEEE 802.1X network
authentication will be tried and when successful, MACsec Dynamic CAK mode will be tried as well. If the
connected switch does not support IEEE 802.1X EAP TLS and/or MACsec Dynamic CAK, then the Axis device will
simply connect anyway without further enforced security mechanisms.
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Pre-shared Keys (PSK), Static CAK mode

Switch

Camera

MACsec Key Agreement

MACSec encrypted

In pre-shared key(PSK) mode, also known as static CAK mode, the MACsec implementation is comprised of three
phases: PSK configuration, MKA key negotiation and MACsec data encryption and decryption.

This mode requires the user to configure the to-be-used pre-shared key on both devices, the Axis device and the
network switch. Every PSK consists of two fields: a connectivity association key name (CKN) and a connectivity
association key (CAK). The CKN and CAK must match on both ends of the ethernet link.

Once the pre-shared key is verified, the MKA protocol is enabled to maintain the MACsec session on the link.
One participant on the link will be elected as the key server and its primary responsibility is to generate,
distribute and refresh the Secure Association Key(SAK). The SAK is the actual key used for encrypting the data.
The MKA protocol limits the number of frames that can be protected with a single SAK. When the Packet
Numbers (PNs) in an SA are exhausted, the corresponding SAK will be refreshed.

Pre-shared Key

Manually specify CAK CKN

Derive

v

SAK

Axis device configuration
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To configure the MACsec PSK in AXIS OS devices, go to System > Security > IEEE 802.1ae MACsec > Mode,
select "Static CAK / Pre-Shared Key(PSK)" mode.

IEEE 802.1ae MACsec
® Secured

A A
Viode

Static CAK / Pre-Shared Key (PSK) v

Key agreement connectivity association key name

00112233445566771111111111111111

.
|l"l
Wl
I'_Ju
D
ll'l-

ment connectivity association key

The CAK must be either 16 bytes (32 hexadecimal characters) or 32 bytes (64 hexadecimal characters). The CKN
must be 1 to 32 bytes (2 to 64 and divisible by 2) hexadecimal characters.

At the time of writing this article, please also check the box to enable IEEE 802.1x before saving the
configuration. When MACsec is secured, the status of IEEE 802.1x will show "authorized". We are in the process
of optimize this as MACsec PSK mode doesn't work in conjunction with 802.1x.

Switch configuration

The below configuration example is outlined using the Aruba CX switch series.

1. Configure the MACsec policy

switch(config) # macsec policy axis_ms_policyswitch (config-macsec-policy) # cipher-suite gcm-
aes-128switch (config-macsec-policy) # replay-protection window-size 100switch (config-macsec-
policy) # exitswitch (config) #

2. Configure the MKA policy

switch (config) # mka policy axis_mka_policyswitch (config-mka-policy) # pre-shared-key ckn
00112233445566771111111111111111 cak plaintext 00112233445566771111111111111111switch
(config-mka-policy) # key-server-priority S5switch (config-mka-policy) # exitswitch (config) #

3. Apply the MAC on the switch port

switch(config) # interface 1/1/28switch (config-if) # apply macsec policy axis_ms_policyswitch
(config-if) # apply mka policy axis_ms_policyswitch(config-if) # exitswitch (config) #
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Master Session Key (802.1x,EAP-TLS), Dynamic CAK mode

Supplicant Authenticator Radius Server

802.1x Authentication

MACSec encrypted

When implementing MACsec in conjunction with EAP-TLS, the Authenticator or the access switch performs the
802.1x authentication against the devices first. Once authentication is successful, the Radius server sends the
master session key (MSK) to the switch and the device. The CAK and CKN will be derived from the MSK by both
parties.

Following that, the MKA protocol is enabled on both parties on the link to start the MACsec session. Same as
the PSK mode, one of the parties will be elected as the key server to manage the SAK keys. Once the SAK key is
exchanged between the parties, the MACsec encryption and decryption starts.
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Radius Server

Distribute

Y

MSK

Derive

> 1

CAK CKN

Derive

L

SAK

Axis device configuration

Since AXIS 0S 10.1 (September 2020), IEEE 802.1X is enabled in the factory default state using the IEEE
802.1AR-compliant Axis device ID certificate. The Axis device will automatically try to authenticate against an
IEEE 802.1X-enabled network. For manual IEEE 802.1X configuration, please refer to the AXIS OS Knowledge
base. To use 802.1x port-based authentication, the network must be equipped with a RADIUS server and a
network switch with support for IEEE 802.1X and IEEE 802.1AE MACsec. You may also need to contact your
network administrator for information on certificates and further configuration of the RADIUS server.

Once the 802.1x authentication is done, if the switch supports MACsec, the MACsec talk will happen
accordingly.

Freeradius Server configuration
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Once the Freeradius server is up and running, there is just one additional step needed to enable the usage of
MACsec through the Freeradius server side. The FreeRADIUS server in this case needs to send the EAP-KEY-
NAME attribute for the switch to derive the Session-ID used in creating the CKN and CAK for MKA.

To enable FreeRADIUS to send the EAP-Session-ID in Access-Accept frames, please uncomment the following
lines inside:

/etc/freeradius/sites-enabled/default for FreeRADIUS 2.x

or

/etc/freeradius/3.0/sites-enabled/default in case of FreeRADIUS 3.x

# MacSEC requires the use of EAP-Key-Name. However, we don't
want to send it for all EAP sessions. Therefore, the EAP
modules put required data into the EAP-Session-Id attribute.
This attribute is never put into a request or reply packet.

Uncomment the next few lines to copy the required data into
he EAP-Key-Name attribute
f (&reply:EAP-Session-Id) {
update reply {
EAP-Key-Name := &reply:EAP-Session-Id

#
#
#
#
#
#
1

}

* % H B N

}

In this document, we are using the Aruba CX switch series that requires a User-Role after the 802.1x
authentication to trigger the MACsec. The “Aruba-User-Role" is a vendor-specific-value sent from the
FreeRadius server to the Aruba switch based on the EAP-identity configured in the AXIS OS devices. To do that,
please add below to the file [etc/freeradius/3.0/users.
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FSLEVE LLEArLeEXL-rFassworag = ~“LesLing-
Service-Type = Framed-User,
Framed-Protocol = PPP,

Framed-IP-Address = 172.16.3.33,
Framed-IP-Netmask 255.255.255.0,
Framed-Routing = Broadcast-Listen,
Framed-Filter-Id = "std.ppp”,

Framed-MTU = 1580,

Framed-Compression = Van-Jacobsen-TCP-IP

H B % H " R B W

psadmin
Aruba-User-Role := "axiscamera"

Aruba ClearPass Policy Manager configuration

Please follow the instructions here to securely onboard the Axis devices into Aruba networks. The integration
guide outlines example configurations in great detail using IEEE 802.1AR and 802.AE MACsec for secure zero
trust network integration of Axis devices into Aruba networks. The "Aruba-user-Role" attribute must also be
dispatched from the ClearPass Policy Manager to the switch.

Aruba switch configuration

1. Configure the MACsec policy

switch (config) # macsec policy macsec-eapswitch (config-macsec-policy) # cipher-suite gcm-aes-
128switch (config-macsec-policy) # replay-protection window-size 100switch (config-macsec—
policy) # exitswitch (confiqg) #

2. Configure the port-access role

switch (config) # port-access role axiscameraswitch (config-pa-role) # associate macsec-policy
macsec-eapswitch (config-pa-role) # auth-mode client-mode

3. enable MACsec on the port

switch (config-if) # aaa authentication port-access dotlx authenticatorswitch (config-if-dotlx-
auth) # macsecswitch (config-if-dotlx-auth) # mka cak-length 16

The cak-length should be configured to 16 bytes for the dot1x authentication mode in our current
implementation.

Verify the MACsec status on the AXIS OS devices:
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|EEE 802.1x IEEE 802.1ae MACsec
®  Authorized ®  Secured
Authentication method Mode
EAP-TLS v Dynamic CAK / EAP-TLS v

Client certificate (@

Axis device |D RSA-2048 (802.1AR) v

CA certificates @

No CA certificate selected -

EAP Identity

axis-b8a44f0d8672

EAPOL Version
O Q: 3

s Use IEEE 802.1x

Save

Below is what the MACsec frames look like when doing a packet trace from the camera directly. Go to System >
Logs > Network trace.

] [ma\:sec

No. Time Source Destination Protocol Length Info
115862 2023-16-85 15:04:84,371476 AxisComm_d9:c8:5F IntelCor_6f:bc:6a MACSEC 1514 MACsec frame
115804 2023-10-85 15:04:84,371604 AxisComm_d9:c8:5F IntelCor_6&f:bc:6a MACSEC 1514 MACsec frame
115886 2823-18-85 15:04:84,37171@ AxisComm_d9:c8:5F IntelCor_6f:bc:ba MACSEC 1514 MACsec frame
115808 2023-10-85 15:04:84,371836 AxisComm_d9:c8:5F IntelCor_6f:bci6a MACSEC 1514 MACsec frame
115810 2023-18-85 15:084:84,371943 AxisComm_d9:c8:5F IntelCor_6&f:bc:Ba MACSEC 1514 MACsec frame
115812 2823-18-85 15:084:84,372239 AxisComm_d9:c8:5F IntelCor_6F:bc:6a MACSEC 1514 MACsec frame
115814 2023-10-85 15:04:04,372283 AxisComm_d3:c8:5F IntelCor_6f:bc:6a MACSEC 1514 MACsec frame
115816 2023-18-85 15:04:84,372323 AxisComm_d9:c8:5F IntelCor_6&f:bc:ba MACSEC 1514 MACsec frame
115818 2023-18-85 15:084:84,372456 AxisComm_d9:c8:5F IntelCor_6f:bc:ba MACSEC 1514 MACsec frame
115828 2823-18-85 15:04:84,372585 AxisComm_d9:c8:5F IntelCor_6F:bc:6a MACSEC 1514 MACsec frame
115822 2023-10-85 15:84:04,372695 AxisComm_d9:c8:5F IntelCor_6&f:bc:6a MACSEC 1514 MACsec frame
115874 7A73-1A-A5 15:Ad A4 3I7IR3IR Avi<Comm AG:rR:5F Trtelfar Af-hr:Aa MAFSFr 1514 MAfcar frama

>
~ Ethernet II, Src: AxisComm_d9:c8:5f (ac:cc:8e:d9:¢8:5fF), Dst: IntelCor_6f:bc:6a (bB:3c:dc:6f:bec:Ba)
» Destination: IntelCor_6f:bc:6a (b@:3c:dc:6F:bc:6a)
> Source: AxisComm_d2:c8:5F (ac:cc:8e:d9:c8:5F)
Type: 882.1AE (MACsec) (@xB88e5)
~ B@2.1AE Security tag
> @ele 11.. = TCI: @xeb, VER: @xeé, 5C, E, C
cee. ..08 = AN: BxE
Short length: 8
Packet number: 143677
System Identifier: AxisComm_d9:c8:5f (ac:cc:8e:d9:c8:5F)
Port Identifier: 1
ICV: 6F637465742d73747265616d0dead36F
~ Data (1492 bytes)
Data: 49f1b6b88b76e611131F8d@883199bbc3eedcTcaabdf258eFffB88bb30ab442a876b74097d1..
[Length: 1492]

Verify the MACsec status on the Aruba Switch:
switch# showmacsec statusMACsec Protocol Status Interface Port ID Policy Protection Status

State 1/1/271
macsec-eap IC, Conf, Offset 0 UpRetire 1/1/28 1 axis ms policy IC, Conf, Offset 0 Up Retire

SW23# showmka policyMKA Policy Details PolicyName: MKA Auth 1/1/27
b8ad4£f4645£4
Mode : EAP-TLS CKN : b0d80475242fbcd5c97ece50670e4dfe CAK (encrypted) : AQBapQh5tkM/

WWCQLE4jp0G/Iu6IfO+QutBMu8gFBKE. .. Key-server Priority : 0 Transmit Interval : 2 seconds

Policy Name: axis-mka policy

Mode : Pre-shared
key CKN : 00112233445566771111111111111111 CAK (encrypted) :
AQBapcO5rGnurIlzhrDB3JVwhblmJhcgQkiRWgiJtfK. .. Key-server Priority : 5 Transmit Interval : 2
seconds
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WS-Discovery (Web Services Dynamic Discovery Protocol)

The Web Services Dynamic Discovery protocol utilizes UDP Port 3702 and defines itself as a multicast discovery
protocol that is used to detect other devices and services on the network. ONVIF is relying on this protocol in
order to detect other capable devices, so Axis devices support WS-Discovery for initial on-boarding and
configuration. It's recommended to disable the WS-Discovery after usage since it is vulnerable to attacks as
described in this security advisory. See instructions below on how to disable WS-Discovery.

AXIS 0S > 9.70

Disable the service by disabling the parameter Enable WS-Discovery discoverable mode in

Settings > System > Plain config > WebService > DiscoveryMode > Enable WS-Discovery. For multiple device
configuration in AXIS Device Manager, the corresponding VAPIX parameter is called DiscoveryMode.
Discoverable.

AXIS 0S 5.70 — 9.60

e Enable SSH in Plain config > Network > SSH and connect to the Axis device via Putty

® Type the following commands, each followed by pressing ENTER
- systemctl mask wsdd

- systemctl mask wsd
- systemctl mask wsd.socket
- systemctl stop wsdd

e Disable SSH again from Plain Config and restart the device

AXIS 0S 5.60

® Enable SSH in Plain Config > Network > SSH and connect to the Axis device via Putty

® Type the following commands, each followed by pressing ENTER
- rm /etc/rc3.d/S92wsdd

- /etc/init.d/wsdd stop

e Disable SSH again from Plain Config and restart the device

AXIS OS < 5.50

e Enable Telnet and connect to the Axis device via command-line tool. Go to .

® Type the following commands, each followed by pressing ENTER
- rm /etc/rc3.d/S92wsdd

- /etc/init.d/wsdd stop

e Disable Telnet again and restart the device
Bonjour

Bonjour is Apple's implementation for zero-configuration networking. A method that helps the users to find
services on a local network. By using mDNS and DNS-SD protocols, Bonjour covers three major areas:

1. AddressingBonjour self-assigns a link-local address if no DHCP server is present in the network. For IPv4,
randomly selected from 169.254.0.0/16. For IPv6, the address is assigned from fe80::/10.

2. Hostname to IP address translationBonjour uses multicast DNS (mDNS) in the local network to resolve a
hostname.
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3. Service DiscoveryBonjour discovers the available services in the local network via DNS service records.

The mDNS protocol resolves the hostname to the IP address without relying on a conventional unicast-based

DNS server in a local network. The mDNS messages are sent through multicast (IPv4: 224.0.0.251 or IPv6: ff02::
fb) to UDP port 5353. The Axis device will select a domain name with the prefix “.local”, which only works with
mDNS within the local network. An example domain name is "AXIS P1375.local".

To discover a service and use that service in the network by a client, several DNS records are used in the process:

describes additional
information about the
service

Type Name Purpose Convention

A A Record Resolve a hostname to an
IPv4 address

AAAA AAAA Record Resolve a hostname to an
IPv6 address

SRV Service Record Maps the service instance | <Instance Name>.
to the hostname and port | <Service Type>.
number <Domain>

PTR Pointer Record Maps the service type to | <Service Type>.
the specific instance of <Domain>
that service

XT Text Record The text field normally Key=value

Axis Bonjour implementation

Prior to AXIS OS 11.4, AXIS OS products used Bonjour to announce their presence in the network. Starting from
AXIS OS 11.4, we added new service names — vapix-http and vapix-https — to simplify the discovery of Axis
devices and better comply with the RFC 6763 specification. In the table below, you can see some examples of
service names used on AXIS OS devices.

Service name Default instance name Transport Port T Remark
protocol | (default port
<11.4 >211.4 number)
axis-video AXIS <model> - mac/serial TCP http port macaddress | Camera and
number** If http (and audio products
: http re-
axis-bwsc TCP direct) is macaddress | Body Worn
disabled, it SCU
axis-nvr TCP will not be macaddress | Recorders
advertised.
http AXIS TCP 80
<model> -
_ AXIS
https mac/gerlfl <model>** TCP 443
rtsp numoer TCP 554 path, camera
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vapix-http* N/A TCP The HTTP or ® sn= Added from

vapix-https* HTTPS port of <serial | AXISOS 11.4.
the service. num-
By default 80 ber>

or 443. o txtver-

s=1

ep=
param,
apidisc,
de-
caf****

® tags=

HXXNX

*VAPIX is Axis own open API (Application Programming Interface) to our products, using standard protocols that
enable integration into a wide range of solutions on different platforms.

** Example: AXIS P1375 - B8A44F42B4C6

** Example: AXIS P1375. If you add a second device of the same model, the second one will be named AXIS
P1375 (2) and so on.

¥ param stands for param.cgi, apidisc stands for apidiscovery, and decaf stands for device configuration
framework. Decaf was added in AXIS OS 11.11 and is included in all subsequent versions.

% This field is used by services to indicate temporary roles.

AXISOS < 11.4

In the below example, an Axis P1375 camera is running on the AXIS OS version earlier than 11.4. We use AXIS IP
Utility to discover an Axis device. AXIS IP Utility sends a query message including PTR record. Querying a service
instance called "_axis-video._tcp.local".

| 8066 2822-12-3@ 11:84:39,846881 192.168.8.4 224.8.0.251 MDNS 82 Standard query @x@@@@ PTR _axis-video._tcp.local, "QM" question

Frame 8@66: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface \Device\NPF_{F98F2(B5-C9CD-4BBE-AEBE-D374F6472ADC}, id @
Ethernet IT, Src: HP_c6:al:f1 (84:69:93:c6:al:f1), Dst: IPvdmcast fb (81:8@8:5e:80:80:fh)
Internet Protocol Version 4, Src: 192.168.8.4, Dst: 224.6.8.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (query)
Transaction ID: @x8888
Flags: @x800@ Standard query
Questions: 1
Answer RRs: 8
Authority RRs: @
Additional RRs: @
¥ Queries
> _axis-video._tcp.local: type PTR, class IN, "QM" questicn

R

v

Once the Axis device receives the query message, it will respond with a mDNS query response containing the
PTR record and additional records.
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8072 2022-12-30 11:04:39,117633 192.163.8.3 224.9.0.251 MDNS. 268 Standard query response @x@eee@ PTR AXIS P1375 - BBA44F42BACE. axis-video._tcp.local TXT,

Frame 8872: 26@ bytes on wire (2880 bits), 260 bytes captured (2080 bits) on interface \Device\NPF_{F98F2CB5-CICD-4@0E-AESB-D374F6472ADC}, id @
Ethernet II, Src: AxisComm_42:b4:c6 (bB:ad4:4f:42:b4:c6), Dst: IPvdmcast fb (91:00:5e:00:00:fb)
Internet Protocol Version 4, Src: 192.168.8.3, Dst: 224.6.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (response)
Transaction ID: @x@@80
Flags: @x349@ Standard query response, No error
Questions: 8
Answer RRs: 1
Authority RRs: @
Additional RRs: &
~ Answers
~|_axis-video._tcp.local: type PTR, class IN, AXIS P1375 - BBA44F42B4C6._ axis-video._tcp.local | PTR
Wame: _axis-wideo. tcp.local
Type: PTR (domain name PoinTeR) (12)
300 0PE2 BOBD BBOL = Class: IN (Bx@22l)
... .... «... .... = Cache flush: False
Time to live: 458@ (1 hour, 15 minutes)
Data length: 28
Domain Name: AXIS P1375 - BBA44F42BAC6._axis-videc._tcp.local
¥ Additicnal records
~ [BXIS P1375 - B8AAAFA2BACE. axis-video. tcp.local: type TXT, class IN, cache flush | TXT
Name: AXIS P1375 - BBA44F42B4C6. axis-video._ tcp.local
Type: TXT (Text strings) (16)
600 BEEE BOBA @001l = Class: IN (Bx0001)
i « w... = Cache flush: True
Time to live: 4588 (1 hour, 15 minutes)
Data length: 24
TXT Length: 23
TXT: macaddress-gsaaarazsace  TXT contains information about the mac address
~ axis-b8asafazbac6.local: type A, class IN, cache flush, addr 192.168.8.3
Name: axis-b8a44f42b4c6.lecal
Type: A (Host Address) (1)
.08 0e00 BRPe 0Bl = Class: IN (@x@08l)
1ot wvve wuws 2u.. = Cache flush: True
Time to live: 128 (2 minutes)
Data length: 4

Address: 192.168.0.3 The IP address fo the device
» axis-bB8a44f42b4cé.local: type A, class IN, cache flush, addr 169.254.163.20
~ [AXIS P1375 - BBA44FA2BAC6. axis-video. tcp.local: type SRV, class IN, cache flush, priority @, weight 8, port 8@, target axis-b8ad4f42bace.local | SRV

Service: AXIS P1375 - BBA44F42B4C6

Protocol: _axis-video

Name: _tcp.local

Type: SRV (Server Selection) (33)

008 PEBR BER0 9801 = Class: IN (Bx@081)

l.et wvve wuws 2n.. = Cache flush: True

Time to live: 128 (2 minutes)

Data length: 8

Priority: @

Weight: @

Port: 88

Target: axis-b8a44f42bac6.local
> AXIS P1375 - BBA44FA42B4CE._axis-video._tcp.local: type NSEC, class IN, cache flush, next domain name AXIS P1375 - BBA44F42B4CE._axis-video._tcp.local
» axis-bBa44afa2b4ce.local: type NSEC, class IN, cache flush, next domain name axis-bBad4f42b4ce.local

“AXIS P1375 - B8A44F42B4C6" is the service instance name. "_axis-video._tcp" is the service type that
identifies what the service does and its transport protocol. In this example, the Axis device announces itself by
providing the "_axis-video" service through TCP. The TXT record contains the mac address information of the
Axis device.

AXISOS=211.4

Below is another example that the same Axis P1375 camera running on version 11.4. The camera announces the
service instance as "AXIS P1375._vapix-http(s)._tcp.local”. In the TXT records, additional information has been
included there.
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| mdns

Source Destination Protocol  Length Info

192.168.6.4 224.6.8.251 MDNS 37@ Standard gquery response @x@@88 SRV, cache Tlush @ & 554 axis-acccB8ed9c85f.local SRV,
192.168.0.4 224.8.8.251 MDNS 1489 Standard query response @x@@@@ TXT, cache flush PTR _http._tcp.local PTR AXIS P1375._
192.168.8.4 224.68.8.251 MDNS 37@ Standard query response 8x@888 SRV, cache Tlush 8 @ 554 axis-acccB8ed9c85f.local SRV,

v FXIS P13?5._Vapix—http._tcp.locall: type SRV, class IN, cache flush, pricrity @, weight @, port 8@, target axis-accc8ed9c85f.local
Service: AXIS P1375
Protocol: _wvapix-http
Name: _tcp.local
Type: SRV (Server Selection) (33)

.82 0020 @200 PROLl = Class: IN (@x@eal)
R T T T = Cache flush: True
Time to live: 128 (2 minutes)

Data length: 8

Priority: @

Weight: @

Port: 8@

Target: axis-acccBed9cd5f.local
VIA)(IS P13?5._vapix—https._tcp.locall type SRV, class IN, cache flush, pricrity @, widght @, port 443, target axis-accc8ed9cd5f.local

Service: AXIS P1375
Protocol: _vapix-https

Name: _tcp.local new service names announced by

Type: SRV (Server Selection) (33) the camera
.220 GoRe @e@@ 8801 = Class: IN (@x@eel)
A = Cache flush: True

Time to live: 12@ (2 minutes)
Data length: 8

Priority: @

Weight: @

Port: 443

Target: axis-accc8eddcd5f.local

] | mdns
Source Destination Protocol  Length  Info
192.1658.0.4 224.9.9.251 MDNS 37@ Standard query response @xe@e® SRV, cache flush @ @ 554 axis-ac
192.168.8.4 224.8.8.251 MDNS 1489 Standard query response @x@@@@ TXT, cache flush PTR _http._ tcp.

v AXIS P1375._vapix-http._tcp.local: type TXT, class IN, cache flush

Name: AXIS P1375._wapix-http._tcp.local

Type: TXT (Text strings) (18)

.BB0 Gp0e eEE0 BEEL = Class: IN (@xeael)

..o vves wvvs wo.. = Cache flush: True

Time to live: 45@@ (1 hour, 15 minutes)

Data length: 49
Length: 9
txtvers=1
Length: 15 Information included in
sn=ACCCBEDICB5F
Length: 16 the TXT record
ep=param,apidisc
Length: 5
tags=

EEEEEEE

The devices are still announcing all the previous service names at the same time for the time being. So the VMSs
and other clients should still be able to discover the Axis Devices, see below.
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[mdns

No. Time Source Destination Protocol  Length  Info
| 129 2e23-82-15 17:47:44,154001  192.165.9.4 224.0.0.251 MDNS 1489 Standard query response ©x@88@ TXT, cache flush PTR _http. tcp.local PTR AXIS P1375. http. tcp.local T

> Frame 129: 1489 bytes on wire (11912 bits), 1489 bytes captured (11912 bits) on interface \Dewvice\NPF_{F98F2CB5-C9CD-4BBE-AEB8-D374F6472ADC}, id @
> Ethernet II, Src: AxisComm _d9:c8:5f (ac:cc:8e:d9:c8:5f), Dst: IPvamcast_fb (81:00:5e:00:80:b)
> Internet Protocol Version 4, Src: 192.168.8.4, Dst: 224.8.8.251
> User Datagram Protocel, Src Port: 5353, Dst Port: 5353
v pMulticast Domain Name System (response)

> Transaction ID: @x800@

> Flags: @x8488 Standard query response, No error
Questions: @
Answer RRs: 4@
Authority RRs: @
Additional RRs: @
Answers
AXIS P1375._http. tep.local: type TXT, class IN, cache flush
_services. dns-sd._udp.local: type PTR, class IN, _http. tcp.local
_http._tcp.local: type PTR, class IN, AXIS P1375. http. tcp.local
AXIS P1375._https. tep.local: type TXT, class IN, cache flush
_services._dns-sd._udp.local: type PTR, class IN, _https._tcp.local
_https._tcp.local: type PTR, class IN, AXIS P1375._https._tcp.local
AXIS P1375 - ACCCBEDOCBSF. axis-video._tcp.local: type TXT, class IN, cache flush
_services._dns-sd._udp.local: type PTR, class IN, _axis-video._tcp.local
_axis-video._tcp.local: type PTR, class IN, AXIS P1375 - ACCCBEDSCSSF. _sxis-video._tcp.local
AXIS P1375 H.264 1._rtsp._tcp.local: type TXT, class IN, cache flush
_services._dns-sd._udp.local: type PTR, class IN, _rtsp._tcp.local
_rtsp._tep.local: type PTR, class IN, AXIS P1375 H.264 1._rtsp._tcp.local
AXIS P1375 H.264 2._rtsp._tcp.local: type TXT, class IN, cache flush
_rtsp._tep.local: type PTR, class IN, AXIS P1375 H.264 2._rtsp._tcp.local
AXIS P1375 H.264 3._rtsp._tcp.local: type TXT, class IN, cache flush
_rtsp._tcp.local: type PTR, class IN, AXIS P1375 H.264 3. rtsp. tcp.local
AXIS P1375 H.264 4. rtsp._tcp.local: type TXT, class IN, cache flush
_rtsp._tcp.local: type PTR, class IN, AXIS P1375 H.264 4. rtsp. tcp.local
AXIS P1375 H.264 5. rtsp._tcp.local: type TXT, class IN, cache flush
_rtsp._tcp.local: type PTR, class IN, AXIS P1375 H.264 5. rtsp. tcp.local
AXIS P1375 H.264 6. rtsp._tcp.local: type TXT, class IN, cache flush
_rtsp._tcp.local: type PTR, class IN, AXIS P1375 H.264 6. rtsp. tcp.local
AXIS P1375 H.264 7. rtsp._tcp.local: type TXT, class IN, cache flush
_rtsp._tcp.local: type PTR, class IN, AXIS P1375 H.264 7. rtsp. tcp.local
AXIS P1375 H.264 8. rtsp._tcp.local: type TXT, class IN, cache flush
_rtsp._tep.local: type PTR, class IN, AXIS P1375 H.264 8. rtsp. tcp.local
AXIS P1375. vapix-http. tep.local: type TXT, class IN, cache flush
_services. dns-sd._udp.local: type PTR, class IN, vapix-http. tep.local
_vapix-http._tcp.local: type PTR, class IN, AXIS P1375._vapix-http._tcp.local
AXIS P1375._vapix-https._tcp.local: type TXT, class IN, cache flush
_services._dns-sd._udp.local: type PTR, class IN, _vapix-https._tcp.local
_vapix-https._tcp.local: type PTR, class IN, AXIS P1375._vapix-https._tcp.local
AXIS P1375._http._tep.local: type SRV, class IN, cache flush, priority 8, weight @, port 88, target axis-accc8ed9casf.local
axis-acccsedscasf.local: type A, class IN, cache flush, addr 192.168.8.4

<

axis-accc8ed9casf.local: type A, class IN, cache flush, addr 169.254.72.129

AXIS P1375._https._tcp.local: type SRV, class IN, cache flush, priority @, weight @, port 443, target axis-accc8ed9c85f.local

AXIS P1375 - ACCCBEDICSSF._ axis-video._tcp.local: type SRV, class IN, cache flush, priority 8, weight @, port 88, target axis-acccSed9e85f.local
AXIS P1375 H.264 1._rtsp._tcp.local: type SRV, class IN, cache flush, priority @, weight @, port 554, target axis-acccBed9c85f.local

AXIS P1375 H.264 2._rtsp._tcp.local: type SRV, class IN, cache flush, priority @, weight @, port 554, target axis-accc8ed9c85f.local

AXIS P1375 H.264 3. rtsp._tcp.local: type SRV, class IN, cache flush, priority @, weight @, port 554, target axis-accc8ed9cg5f.local

The default instance name (in the webpage, we call "Bonjour name" or "Friendly name") can be changed when
needed:

AXIS OS version Web interface configuration path

<7.10 Setup > System Options > Network > Bonjou

>7.10 Settings > System > TCP/IP > Friendly name

>10.9 System > Network > Network discovery prot

After changing the friendly name, it will apply to all services.
SNMP (Simple Network Management Protocol)

This section describes how to use Axis Video SNMP MIB. It's assumed that you are familiar with the Simple
Network Management Protocol (SNMP) already.

SNMP/MIBs allow network management operators to use standard SNMP tools to monitor the status of Axis
products. The Axis Management Information Base (MIB) for video hardware enables monitoring of hardware-
related issues that may need administrative attention. This applies to devices with AXIS OS 5.60 and higher.
Note that new functionality may be added in later releases. For detailed information, read the MIB file.

Some products will not have all the hardware as specified below and there will only be one MIB defined for all
hardware. In case the agent requests the status of hardware that is not included in the product, the device will
return "noSuchObject". Which hardware is supported is handled at run time, meaning there is no need for
product specific configuration. All Axis devices support the Axis Video MIB from AXIS OS 5.60 and higher except
for AXIS Companion Line devices, however it's recommended to update to the latest version. These MIBs are
required to use Axis Video MIB:

e SNMPv2-TC
*  SNMPv2-SMI
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* SNMPv2-CONF
e AXIS-ROOT-MIB
e AXIS-VIDEO-MIB

Enable SNMP

To use this functionality, SNMP must be enabled in the cameras and encoders on the network. SNMP in Axis
devices can be enabled as below:

AXIS 0S 6.5X and lower
SNMP can be enabled from the web interface using Setup > System Options > Network > SNMP.

AXIS 0S 7.10 and higher
SNMP can be enabled from the web interface using Settings > System > SNMP.

To use SNMPv3, HTTPS has to be enabled. For information about how to enable HTTPS, see the user manual for
the device.

You can use AXIS Device Manager to enable SNMP on multiple devices. AXIS Device Manager is available for
download from www.axis.com.

SNMPv3 access

To enable SNMPv3 in Axis devices, a password must be set in the web interface for the default SNMP user
initial. Once SNMPv3 is enabled, the following default privacy and authentication modes are pre-configured:

AXIS 0S Privacy Authentication
>11.0 AES-128 SHA-256

> 10.7 AES-128 SHA-1

< 10.6 DES MD5

Note that it's currently not possible for the user to change the default privacy and authentication modes in an
easy way.

SNMP trap configuration

All Axis devices support the default SNMP MIB-II traps (Cold start, Warm start, Link up, Authentication failed).
In addition, Axis devices support a number of feature and product specific traps that are included in Axis Video
MIB (described in ). Depending on your SNMP version, different configurations are required/available for using
SNMP traps.

SNMPv1/v2c trap configuration
When SNMPv1 and SNMPv2c are used, all Axis Video MIB traps documented in will be enabled and sent when
SNMP traps are enabled. The default MIB-Il SNMP traps can be configured and enabled/disabled individually:

® Cold start - sent when SNMP has been started and the configuration and MIB have changed

*  Warm start - sent when SNMP has been started and the configuration has changed, but not the MIB
® Link up - sent when the network link changed from down to up

® Authentication failed - sent when snmp-authentication attempt failed

SNMPv3 trap configuration

For SNMPv3, both the default MIB-1l SNMP traps as well as the Axis Video MIB traps need to be configured and
enabled manually. This is done using the SNMP-TARGET-MIB and SNMP-NOTIFICATION-MIB modules, defined in
RFC 3413. So in order to configure the Axis device to send out SNMP traps, the following tables need to be
configured accordingly:

* snmpNotifyTable
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* snmpTargetAddrTable

® snmpTargetParamsTable

* snmpNotifyFilterProfileTable
* snmpNotifyFilterTable

Axis Video MIB

Axis Video MIB (Message Information Base) extends the way to monitor Axis devices over SNMP. The Video MIB
enables network administrators to monitor status information and a number of new notifications. To make use
of the Axis Video MIB, download the MIB files here and import them in your SNMP network monitoring
application. The Axis Video MIB is supported by Axis network devices from AXIS OS 5.60 and higher.

Axis Video MIB traps

There are only three kinds of traps that can be generated by a video product. These three kinds are defined in the
Axis Video MIB and they should cover all the future needs of traps and thus they are defined in general terms.
The trap types are described below:

e alarmNew — This trap is sent to warn about a status change. Additional parameters include a unique
trap ID (alarmID), a text string identifying the event (alarmName) and an additional string (alarmText)
that specifies more detailed information about the event, for instance the unique identifier of the
hardware or its status. This new state is valid until it is cleared by an alarmCleared trap. In general the
state can be obtained through an SNMP get command as well.

® alarmCleared — This trap is sent to indicate that some hardware has gone back to its normal state. The
alarmlID specifies the ID of a previous alarmNew trap that is cleared by this trap. Additional parameters
include the same alarmName and alarmText that was sent by the alarmNew trap.

e alarmSingle — This trap is sent to warn about a certain event. Additional parameters include a unique
trap ID (alarmID), a text string identifying the event (alarmName) and an additional string (alarmText)
that specifies more detailed information about the event, for instance the unique identifier of the
hardware or its status. The difference from the alarmNew trap is that this trap refers to a stateless
event. For this reason there is no alarmCleared and hence several traps indicating the same event might
follow each other. Since this is a stateless event it is impossible to get any related information through

SNMP get command.
Trap namefuse case | Trap type Alarm name Alarm cleared Supported
event® products

(Multiple) Power alarmNew powerSupplyAlert v AXIS Q7900 Rack

Supply Failure and AXIS Q7920
Video Encoder
Chassis

(Multiple) Fan alarmNew fanAlert v AXIS Q7900 Rack

Failure and AXIS Q7920
Video Encoder
Chassis

(High or Low) alarmNew temperatureAlert v All Axis devices

Temperature Limit

Reached Alert

(Multiple) Analog alarmNew videoSignalAlert v Axis video encoders,

Video Signal Lost with AXIS OS 5.60
— 6.50

(Multiple) Audio alarmNew audioSignalAlert v All Axis audio-

Input Signal Lost capable devices
with external audio
input
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Product Casing alarmNew openCasingAlert v All Axis devices

Opened Alert connected with
AXIS T93F door
switch [ intrusion
alarm

Mechanical PTZ alarmSingle PTZAlert v All Axis mechanical

Error Alert PTZ devices

Edge Storage Alert | alarmNew storageMediaAlert | v All Axis devices
featuring SD cards
and mounted
network share

Camera Tampering | alarmSingle tamperingAlert All Axis tampering-

Alert capable devices
(does not apply to
AXIS Image Health
Analytics)

General Trap alarmNew or Custom AlarmText All Axis devices

alarmSingle™

*The alarm cleared event is sent automatically. E.g. if the Axis device detects an issue with the storage devices, it will send out an alarm, and if the
issue resolved itself, it will send another alarm notifying that the issue is resolved.
**Depending on whether the event is stateless or stateful the trap is of type alarmNew or alarmSingle

Axis Video MIB OIDs

The status operations that are available in the AXIS SNMP MIB are listed below. All statuses are read-only
objects. If a set operation is requested on the OID it will return 17, notWritable (or 2,nosSuchName, for protocol
version 1). A status operation can have one or more OIDs depending on the product. As an example,

Temperature Sensor 2, .1.3.6.1.4.1.368.4.1.1.1.3.3 Temperature Sensor 3, and so on.

OID Name

oD

Possible OID States

Supported products

1.X

Get Power Supply Status | .1.3.6.1.4.1.368.4.1.1.1.3. | OK;Failure AXIS Q7900 Rack and
X AXIS Q7920 Video
Encoder Chassis
Get Fan Status .1.3.6.1.4.1.368.4.1.2.1.3.- | OK;Failure AXIS Q7900 Rack and

AXIS Q7920 Video
Encoder Chassis

Get Temperature Sensor
Value

.1.3.6.1.4.1.368.4.1.3.1.4.-
1.x

Temperature in degree
celsius

All Axis devices

Get Temperature Sensor
Status

.1.3.6.1.4.1.368.4.1.3.1.3.-
1.x

OK;Failure;
OutOfBoundary

All Axis devices

Get Video Signal Status

.1.3.6.1.4.1.368.4.1.4.1.2.
X

SignalOK;NoSignal

All Axis video encoders

Get Audio Signal Status

.1.3.6.1.4.1.368.4.1.5.1.2.
X

SignalOK;NoSignal

All Axis audio-capable
devices

Status

X

Get Casing Status .1.3.6.1.4.1.368.4.1.6.1.3. | Open;Closed All Axis devices
X connected with AXIS
T93F door switch |
intrusion alarm
Get Storage Disruption .1.3.6.1.4.1.368.4.1.8.1.3. | Yes;No All Axis devices
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Axis Video MIB Tree

—— axis(1.3.6.1.4.1.368)
—|—_producr5(!J

videoBased(1)
video(4)
—— videoObjects(1)
—|: powerSupplyTable(1)

— powerSupplyEntry(1) [powerSupplyType,powerSupplyld]

Enumeration powerSupplyType(1)
—— Unsigned32 powerSupplyld(2)
Enumeration powerSupplyStatus(3)

fanTable(2)
—E— fanEntry(1) [fanType fanid]

Enumeration fanType(1)

Unsigned32 fanld(2)

Enumeration fanStatus(3)

tempSensorTable(3)

— tempSensorEntry(1) [tempSensorType tempSensord]
Enumeration tempSensorType(1)

Unsigned32 tempSensorld(2)

Enumeration tempSensorStatus(3)

Integer32 tempSensorValue(4)

videoChannelTable(4)
videoChannelEntry(1) [videoChannelld]
Unsigned32 videoChannelld(1)
Enumeration videoSignalStatus(2)
audioChannelTable(s)
audioChannelEntry(1) [audioChannelid]
—Eli Unsigned32 sudioChannelld(1)
Enumeration audioSignalStatus(2)
casingTable(6)
casingEntry(1) [casingld]
Unsigned32 casingld(1)
DisplayString casinglame(2)
Enumeration casingStatus(3)

storageTable(8)
storageEntry(1) [storageld]
Unsigned32 storageld(1)
DisplayString storageMame(2)
Enumeration storageDisruptionDetected(3)

—— videoNotifications(2)

videoNotificationPrefix(0)
alarmNew(1) [alarmID,zlarmName,alarmText]
alarmCleared(2) [alarmID alarmName,alarmText]
alarmSingle(3) [alarmID,alarmMame alarmText]

Unsigned32 alarmiID(1)

—— DisplayString alarmName(2)

DisplayString alarmText(3)

L videoConformance(3)

videoGroups(1)
E videoObjectGroup(1)
videoNotification Group(2)
—|—_v|'d eoCompliances(2)
videoCompliance(1)

axishgents(16)
_L axisVideoCapabilities(1)

’_1

Import Axis Video MIB files using iReasoning MIB Browser

The screenshots below illustrates how to import files into the iReasoning MIB Browser.
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SNMP walk using iReasoning MIB Browser

The screenshots below illustrate how to do an SNMP walk on an Axis device. Note that SNMP needs to be

enabled.

SNMPv1/2
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136.16316.1.52.1.649897.115.101.8.13.6.1.21.4.35 nteger

13616316152 1649897115101 813.6121437 lnteger

13616316152 1649897 115101 8136121619 Integer

13616316152 1649897115101 8136121620 lateger

136163161521649897.115.101.813.6121.7.7 lntezer

13616316152 1649897115101 8136121311 Integer

13616316152 1649897 115101813 6121881 nteger

136163161521659597 10810895 10 nteger

136163161521659597 10810895 1.1 meger

136163161521659597108.10895.13 g

1361631615216695110.11110.101 95 10 lateger

13616316152 16695 110111 1101019511 lateger

13616316152 16695 110111110101 9512 lateger

136.16316.1.52.1.66.118.51.118.105.101.119.1.1 nteger

13616316152 16611851118 105101 119813612 1431 [y

[Name [ immct 13616316152 16611851118 105101 1198136121432 lateger

[om 136.1 13616316.1.52.1.66.118.51.118.105.101.119.8.1.3.6.1.2.1.433 Integer

[MIB 13616316152 1.66.118.51.118.108.101.119.8.1.36.12.1.434 Inteser

ISymax 13616316152 16611851118 105101 1198136121435 nteger

JAccess 13616316152 1686 11851116 105101 1198136121437 [y

[Status 13616316.152166.11851.118.105.101.1198.1.36.12.16.19 Integer

[DefVal 1361631652166 11851118 105.101.1198.1.3612.1620 Intzger

llndexes 13616316152166 11851118 105101 11951361217 [r—

[Desce 13616316152 16611851118 105101 198136121311 g
13616316152 16811851118 105101 195136121851 ez

EndOn

13616316152 16611851 1181051011198 13612 1681

Receiving SNMP traps using iReasoning MIB Browser

The screenshots below illustrate how to receive an SNMP trap from an Axis device. Note that SNMP traps need
to be enabled.
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LLDP (Link Layer Discovery Protocol)

All Axis devices with AXIS OS 7.10 and higher are utilizing LLDP (Link Layer Discovery Protocol) to neighbor-
announce their identity and capabilities information using the TLV-encoding scheme (Type-Length-Value) in the
network. When sending out LLDP announcements, it is possible to configure certain information such as system
description and name of the device. In order to configure specific LLDP settings, you can access the device via
SSH, SSH is disabled per default and can be enabled in Settings > System > Plain config > Network. Once SSH
access is established, type "lldpcli". See the following instructions for further commands that can be used in the

LLDPCLI.

In addition to neighbor announcements, LLDP can also be used for software-based PoE negotiation. IEEE 802.3at
(30 W PoE+) capable devices support software-based PoE negotiations, and IEEE 802.3af (15.4 W) capable
devices running AXIS 0S 9.20 and higher support the LLDP allocation of max-power towards the connected PoE-
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switch. When enabled, the Axis device will notify the PoE-switch about its max PoE consumption so that the
PoE-switch can perform a better PoE-management and allocate less PoE to the network port. LLDP allocation for
max-power can be enabled in Settings > System > Plain config > Network > LLDP POE > LLDP Send Max PoE.
Both methods utilize the LLDP Dot3 PoE-MDI TLV.

When LLDP allocation for max-power is enabled in the Axis device, and the network switch is configured
properly in regards to LLDP- and PoE-mode according to vendor documentation, the network switch should be
able to reserve the exact amount of max PoE wattage that the Axis device would need. The example below
illustrates the behavior of LLDP allocation for max-power being enabled and disabled in an Axis device.

Disabled
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Enabled

When LLDP allocation for max-power is disabled, the network switch will reserve the full amount of 15.4 W PoE
according to IEEE 802.3af with no savings gained. Compare this with having the LLDP allocation for max-power
enabled, which will result in the network switch reserving in total 11.3 W PoE instead, where 9.6 W results from
the needs of the Axis device and the additional 1.7 W is a margin for power loss due to cable length. This
improved PoE management results in saving 4.1 W PoE that can be used on a different network port on the
same network switch.

Media Endpoint Discovery (LLDP-MED)

LLDP-MED (Media Endpoint Device Extension) is an extension on top of the LLDP protocol stack that allows
devices to include more information (TLVs) during LLDP exchange with network neighbors. At the time of writing
(December 2020), Axis devices do not support LLDP-MED extensions and therefore do not support e.g. the LLDP-
MED POE-MDI TLV for PoE power negotiation.

Fabric Attach

Fabric Attach (FA) is a technology developed by Extreme Networks. It comes with an Autonomic Edge capability
which simplifies the addition of new devices to the network. Axis devices with AXIS 0OS 12.1 or later have the
Basic Fabric Attach client capability, which reduces the time and cost to deploy them in Extreme Networks with
"Zero-Touch". For a complete list of products supporting Fabric Attach, please refer to Products on active track
in AXIS OS Release notes.

Fabric Attach uses the Link Layer Discovery Protocol (LLDP) with custom organizational Type-Length-Values
(TLVs) to automate the onboarding process for network devices onto different networks or services. As a Basic
Fabric Attach client, Axis devices generate a Fabric Attach Element TLV which includes the following properties:

e  Fabric Attach Element type
o A System ID with the device's MAC Address
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The screenshot below provides a closer look at the LLDP packet structure for an Axis device.

» Ethernet II, Src: AxisCommunic_28:25:d1 (b8:a4:4F:28:25:d1), Dst: LLDP_Multicast (81:88:c2:808:88:8e)

v Link Layer Discovery Protocol

Chassis Subtype = MAC address, Id: b8:a4:4+:28:25:dl

Port Subtype = MAC address, Id: b8:ad4:4f:28:25:d1

Time To Live = 129 sec

System Name = axis-b8add4+2825d1

System Description = AXIS P3265-LV Dome Camera 12.1.31

Capabilities

Management Address

Port Description = eth@

Ieee B882.3 - Link Aggregation

Ieee 882.3 - MAC/PHY Configuration/Status

Iese 802.3 - Power Via MDI

Avaya Inc - Extreme Fabric Attach Element TLV
1111 111. .... .... = TLV Type: Organization Specific (127)
ees. ...8 20811 BB1@ = TLV Length: 5@
Organization Unique Code: ©8:84:8d (Avaya Inc)
Subtype: Extreme Fabric Attach Element TLV {11)
HMAC-SHA Digest: BABAAAAAEABARABG0AGEAGAARARAABARM!

Avvvvvvvvyvy

ee1e 11.. .... .... .... .... = Element Type: 11

..18 leege ... .... .... = State: 48
R . Bo0e pooe 2BBR = Mgmt VLAN: @
Besecyed: 8
I System ID: bB8:a4:4f:28:25:d1:00:00:00:00 I
End of LLDPDU

v

The following applies for all Axis devices:

e Fabric Attach Element Type is always set to 11 (IP camera).

e System ID contains your device's unique MAC address.

e [LDP is enabled by default.

e The FA Element TLV is included in every outgoing LLDP packet.

Extreme Networks has four FA client variants. Axis devices act as Basic FA clients with minimal implementation,
which allows you to bypass authentication for the FA Element TLV. As a result, the HMIAC-SHA digest value is
always zero.

Example setup
In this scenario, the customer has a dedicated network segment, VLAN 202.

Previously, to onboard a camera, the customer would connect it to a physical switch port and then manually
assign that port to VLAN 202. Fabric Attach simplifies the onboarding process.

1. By default, all ports on the Extreme Networks Fabric Engine switch are set for auto-sense.

2. The customer connects the Axis device to Port 2, which has Fabric Attach enabled. Once the device is
powered on, it starts sending LLDP packets.

3. Using the FA Element TLV, the switch identifies the device as an IP Camera and automatically moves
Port 2 to VLAN 202 with no manual intervention required.

140



AXIS OS Knowledge base

@ ® ®

HHEHEH

Cerelyyreva

LLDP packet ]

Fabric Attach Element Type:11
System ID: b8:a4:4f:28:25:d1

| auto-sense | |

To verify the Fabric Attach status on the Extreme Network switch:

SW24.14 # show fabric attach elementsFabric Attach Mode: Standalone Proxy Mgmt AutoSystem Id Port
Type VLAN Tag Provision —— b8-
a4-4£f-28-25-d1-00-00-00-00 2 IP Camera None Mix Disabled

SW24.15 # show fabric attach assignmentsFabric Attach Mode: Standalone ProxyPort VLAN VLAN Name
Type ISID/NSI Statu — 202 VLAN 0202
Static N/A Active2 202 VLAN 0202 ZTC N/A Active

The type ZTC stands for Zero Touch Client. The minimal configurations of Fabric Attach have been included
below for reference.

configure fabric attachuplink 24configure fabric attach zero-touch-client camera vlan VLAN
0202 nsi 12345configure fabric attach zero-touch-client camera enableconfigure vlan VLAN 0202
addnsi 12345

CDP (Cisco Discovery Protocol)

All Axis devices with AXIS 0S 8.50.1 and higher are utilizing the CDP (Cisco Discovery Protocol) protocol to
announce their identity and capabilities in the network. Compared to the LLDP protocol, no CDP traffic is sent
out from the Axis device by default unless the network switch initiates CDP communication first.

CDP is also used for power negotiation in IEEE 802.3at (30W PoE+) capable devices. By default, the Axis device
is capable of power negotiating IEEE 802.3at (30W PoE+) either using CDP or LLDP. Which one of these
protocols is used depends on the network switch configuration.

In a situation where both protocols are being enabled and used by the network switch, the Axis device will
respond to the protocol that arrives first (first come, first served). Note that Cisco 60W UPoE power negotiations
are not supported regardless if they are hardware- or software-based.

Syslog

Syslog is a standard for message logging in IT devices. It is increasingly required in IT business applications and
governance to facilitate, store, monitor and analyze audit logs from IT devices. The syslog standard is based on
RFC 3164 and the newer RFC 5424. Axis devices are compliant with both standards in order to allow for an easy
and simple integration towards 3rd party syslog servers such as Nagios, PRTG, Syslog-NG- or Rsyslog-based
syslog servers. The common term used for edge devices sending their log messages to a syslog server is referred
to as "remote logging” or “remote syslogging”. When it comes to syslog, there are two different types of devices
in a network working together:

® Edge device: An edge device with support for syslog generates log messages which are sent to a
centralized server. The edge device in itself, however, may have limited amount of system resources to
keep log messages long enough, or the messages may be overwritten or erased automatically upon
reboot. Axis devices are examples of edge devices.

® Syslog server: The syslog server is a centralized entity in the network that receives syslog messages from
edge devices and facilitates and stores them in a manner that allows for real-time analysis and/or
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auditing. Different types of syslog servers are available and range from simple servers that "just” store
incoming syslog messages up to fully-fledged enterprise-class syslog servers providing all means for
real-time analysis as well as auditing with notification backend.

In order to send log messages to the syslog server, the edge device and server need to communicate using the
same protocol/port. The edge device also needs to be configured so that it sends log messages with the desired
severity.

e Protocol/ports: The syslog standard is based on RFC 3164 and the newer RFC 5424. The default ports
that are used are UDP port 514 and TCP port 601 as well as encrypted transport via SSL/TLS port 6514.
With AXIS OS 11.6 and later, we introduced our own proprietary format called “Axis" format that is
mainly for our internal use. It's the same format that we currently using in our server report logs. Please
be noted that Axis may change this format without prior notice.

® Log message severity: Log messages are categorized in severities based on importance, from low to
high. In newer AXIS OS versions, it is possible to define from which severity level the Axis device will
send log messages to a remote syslog sever. See log message severities for Axis devices below:DEBUG -
INFO - NOTICE - WARNING - ERROR - CRITICAL - ALERT - EMERGENCY

Examples of log messages from an Axis device
RFC 3164

<8>Aug 2316:32:18.000 axis-b8a44£f18d105 remote-syslogd: remote-syslogd-
test: This is Emergency message

<9>Aug 2316:32:18.000 axis-b8ad44f18d105 remote-syslogd: remote-syslogd-
test: This is Alert message

<10>Aug 2316:32:18.000 axis-b8ad44f18d105 remote-syslogd: remote-syslogd-
test: This is Critical message

<11>Aug2316:32:18.000 axis-b8ad44f18d105 remote-syslogd: remote-syslogd-
test: This is Error message

<12>Aug 2316:32:18.000 axis-b8a44f18d105 remote-syslogd: remote-syslogd-
test: This is Warning message

RFC 5424

<8>12023-08-23T16:34:23.000+02:00 axis-b8ad44£f42b8b0 remote-syslogd - - -
remote-syslogd-test: This is Emergency message
<9>12023-08-23T16:34:23.000+02:00 axis-b8ad44f42b8b0 remote-syslogd - - -
remote-syslogd-test: This is Alert message
<10>12023-08-23T16:34:23.000+02:00 axis-b8a44£f42b8b0 remote-syslogd - - -
remote-syslogd-test: This is Critical message
<11>12023-08-23T16:34:23.000+02:00 axis-b8ad44f42b8b0 remote-syslogd - - -
remote-syslogd-test: This is Error message
<12>12023-08-23T16:34:23.000+02:00 axis-b8ad44f42b8b0 remote-syslogd - - -
remote-syslogd-test: This is Warning message

Axis format

2023-08-23T16:30:14.998+02:00 axis-b8a44f4645f4 [ EMERG ] remote-syslogd
[209665] : remote-syslogd-test: This is Emergency message
2023-08-23T16:30:14.998+02:00 axis-b8ad44f4645f4 [ ALERT ] remote-syslogd
[209665] : remote-syslogd-test: This is Alert message
2023-08-23T16:30:14.998+02:00 axis-bB8ad44f4645f4 [ CRIT ] remote-syslogd
[209665] : remote-syslogd-test: This is Critical message
2023-08-23T16:30:14.998+02:00 axis-b8ad44f4645f4 [ ERR ] remote-syslogd
[209665] : remote-syslogd-test: This is Error message
2023-08-23T16:30:14.998+02:00 axis-b8ad44f4645f4 [ WARNING ] remote-syslogd
[209665] : remote-syslogd-test: This is Warning message
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Syslog in Axis devices

Axis devices have been compliant with the syslog standard since its implementation in the 2000s. As such, Axis
devices have throughout the years been supporting syslog in various ways in order to adapt, always using the
newest implementation:

Implementation SYSKLOGD RSYSLOG SYSLOG-NG MK | SYSLOG-NG MK Il
Supported versions | < 5.55 5.60 - 6.50 7.10 - 10.0 10.1 2
Script editor v v v

configuration

Web interface v
configuration

VAPIX API v
configuration

SD card or network | v/ v

share storage*

Transport protocol | UDP TCP/UDP TCP/UDP TCP/UDP/TLS
Primary & v

secondary remote
syslog server™

Send log messages v
test button™

Log severity v
configuration™**

* Optional support for saving syslog messages to the local SD card or network share.

** Possibility to configure a primary and secondary remote syslog server. When both are configured, the Axis
device will send its log messages simultaneously to both servers. Observe that this is not a failover-
configuration.

*** Possibility to send test messages to the remote syslog server in order to verify correct configuration.

¥ Possibility to configure the Axis device to send log messages with a specific severity and higher only.

The coming sections will show example configurations that can be accomplished illustrated with the different
syslog implementations that Axis devices have supported throughout the years.

Syslog configuration in AXIS OS 10.1
Web interface

Devices with AXIS OS version 10.1 and higher have a graphical user interface for syslog configuration. This can
be found via the web interface of the device, under Settings > System > TCP/IP.
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Remote syslog via UDP: Remote syslog via TCP:

Remote syslog Remote syslog

Use remote syslog m Use remate syslog c_)

Server ~ Server
Haost Haost

192 168.0.100 192.168.0.100
Format Format
() rRFC3164 () RFC5424 () RFC 3164 (8) RFC 5424
Protocol Pratocol
[uoP v | TP
Port Port

514 ] 01

Saverity Severity

Warning or higher (4) b Alert or higher (1)

X | %

+ ] +
CA certificates hd

CA certificates

e S
Test

Remote syslog via TCP/TLS*:
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Remote syslog
Use remote syslog a_)

Server

Host
192 168.0.100
Forrmat

) RFC3164  (®) RFC 5424

Protocal

TLS

Port
G514

Severty

Alert or higher (1)

X

+

CA certificates

Cybertrust Global Root

-

Test

viX

Remote syslog via TCP/TLS (primary + secondary)**:

Remote syslog
Usa remote syslog m

Server s

Host
192 168.0.100
Format

() RFC3164 (@) RFC 5424

Protocol
TLS v
Part
G514
Severity

Alert or higher (1) v

X

Server ~

Hist
192.168.0.101
Format

() RFC3164 (®) RFC 5424

Protocol

TLS v
Paort
G514
Severity

Waming or higher (4) v

X

CA certificates A

Cybertrust Global Root v | X

DigiCert Assured ID Root CA v | X

* For the TLS mode you need to specify a CA certificate that will be used by the Axis device to verify the remote
syslog server. This CA certificate is generated and provided during the configuration of the 3rd party remote

syslog server.
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**When a primary and secondary syslog server is configured, the Axis device will always send its log messages
simultaneously to both servers independently regardless if the primary, secondary, or both servers are available.

See the sample illustrations below of an Axis device streaming its syslog messages to either a primary server
only, or a primary/secondary server in parallel.

Primary
remote syslog server

Primary

remote syslog server

Axis device ‘ I

Network switch

Axis device
Network switch

SR

RFC 3164/5424 ]
| Unicast
og messages

UDP/TCP/TLS

(]

- EHE
RFC 3164/5424 )
' log messages Unicast ?econdary
g messag UDP/TCP/TLS remote syslog server

VAPIX interface (VAPIX API)

Devices with AXIS OS version 10.1 and higher also support the Remote Syslog APl VAPIX interface that allows

for mass-configuration of Axis devices e.g. using AXIS Device Manager. For more information, go to the VAPIX
library.

AXIS Device Manager

With the introduction of the new Remote Syslog API, it's also possible to configure remote syslog settings for
multiple Axis devices simultaneously.
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G Device Manager % | L3 Configuration Logs B Hotheys +

4

Manage devices

ERETS 20LROO0F RS

devices, 1 selected

MAC address  Status Address Hostname Model Firmmware DHCP HTTFS Server
17225200163
Configure dovicss 0= B
‘Which settings do you want to apphy?
Parameters Action Rules Additional Settings
Use canfiguration from
= D
Name Value ]
Configuration File

O eor 4 An intages

Select f Deselect all

Syslog configuration in AXIS 0S 7.10 - 10.0

Script editor

In order to configure remote syslog server, the script editor needs to be enabled. This can be done via the web
interface of the Axis device, under Settings > System > Plain config > System > Enable the script editor
(editegi).

To configure syslog, open the following link in the browser, replace the IP adress placeholder ("ip_of_cam") with
the real IP address of the Axis device: http://ip_of_cam/admin-bin/editcgi.cgi?file=/etc/syslog-ng.d/remote.conf

Add IP address, transport method and port as you see in the below example configuration. Click Save file once
done and restart the device.
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File: /etc/syslog-ng.d/remote.conf Length: 144 bytes [Select new file]
Save as: |/etc/syslog-ng.d/remote.conf Mode: 0100644 Convert CRLF to LF:
Save file

destination d_remote-syslog { network("192.168.8.188" transport("udp")
port(514)); };

log { source(s_system); destination(d_remote-syslog); }:

Save file

Note
Make sure that no code line is out commented by a hash symbol ("#") like in the example configuration
above.

Syslog configuration in AXIS OS 5.60 - 6.50

In order to configure syslog, open the following link in the browser and replace the IP address placeholder (i.e.

"ip-address") with the real IP address of the Axis device: http//ip-address/admin-bin/editcgi.cgi?file=/etc/
rsyslog.d/40-remote_log.conf

Remote syslog server

Add *.* @ip-address at the bottom of the configuration file and specify the real IP address of the remote
syslog server instead. Click Save file once done and restart the device.
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File: fetc/rsyslog.d40-remote_log.conf Length: 1391 bytes [ Sglect pew file]
Save a3 |lelerayshon dai-remote_log conl Muode: | 0100544 Comvert CRLF to LF: B
Sava lile

L e L e S o R e e PP PP
# Remote logging configuraticon
AR IR INEE NN NN ErErESTErEESTEFESESTETESEEEE

a
L 111 IMPORTANT: 1
L] 11! This file will be replaced on firmsare upgrade ||
& 11! add your additions to a new fils and place it 11!
# I dn Fete/ravalog, df (A}
L]

template(name="sysklogd” type="string” string="<XPRIX:XTIMESTAMPX Xsyslogtagh¥megh ™)

e TEMPLATES
# There are several templates available to specify output farmat:

&

* BEYELRG FormyrdPormet

L] A& new high-precision forwarding format very similar to the traditional
L] one, but with high-precision timestamps and timezone information.

& Recommended to be used when sendinmg messages to rsyslog 3.12.5 or above.
&

# REYELOG TraditionalPorwardformat

" The tragiticnal forwarding format with low-precision timestamps.

] Mast useful If you send messages to othar svs 's or PEYs

& below versien 3.12.5.

L]

# sysklogd

] sysklofd does not suppart RFC 3164 format. As such, you will exparience
#  duplicate hestnames 1Ff revalog &8 the sender and gyvaklogd iy the recedver,
L] Specify sysklogd as your template if you rum inta this problenm.

L4

& AxisFormat

L] The default format wsed in loecal log Files on Axis devices

L]

&% EXAMPLE

#  To send messages from all fecilities and all geversties in

L] RSYSLO04_ForwardFormat via UDP to a server with ip 192.168.8.1 on port
Ld

=

# See the following link for more information about configuration opticns:
# http://wew.rsyslog. com/doc/wB-stable/configuration/modules/onfud. htnl

.t EA9.168.8.104

Save lle

SD card
Start by mounting an SD card in the Axis device. Then add * . * /var/spool/storage/SD DISK/
logs.txt at the bottom of the configuration file. Click Save file once done and restart the device.
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File: ‘etc/rsyslog.d/d40-remote_log conf Length: 1891 bytes [Select pew file]
Save as: |felereyslog.did-ramole_log.conl Mode: 0100644 Convert CRLF to LF:
Sarve fike

Remcte logging configuration

11l TMPORTANT: 1
11l Thiz file will be replaced on firmware upgrade |!!
111 Add your additions to a new file and place it |11
1 in fetc/rsyslog.d/ [}

L

templatename="sysklogd” Type="string” string="<XPRIN>NTIMESTAMFE Rpyslogfaghimsgsy ")

## TEMPLATES

# There are several templates available to specify output format:

F

REYSLOA ForwardFormat
A naw high-pracision forwarding format very similar to the traditional
ene, but with high-precisicn timestamps and timezone information.
Recomended to be used whan sanding messages to E_f._l‘-__s._]‘g_g 2.12.5 or above.

The traditicnal *;;;;Fd_i_ni_:hrnﬂ. with low-precisicn timestamps.
Mast useful if you send messages to other syslogd's or rsyslogd
below wersion 5.12.5.

Specify sysklogd as your tenplate if you run into this problem.

AxisFornat
The default fornat used in local log files on Axis devices

NN W E N W W EHENENEN.

it EXAMFLE
Ta spend messages from all Fecilitdes amd all geveretiss in
RSYSLOG ForwardFormat via UDP to a server with ip 192.188.8.1 on part
55555, use the follewing lime:
.* action{types"onfud® templates"RSYSLOG ForwardFormat” Targets"1592Z.168.8.1% Porte"55555" Protocols"udp®)

- nwow

#® Spe the following link for more information about configuration options:

* hULR: /o, PRy LeE, om doc S yB- stable/confipuration /modules Senfwd, himl
=% fvarfsposl/storage /SD_DISKSlogs . Sxt

Save file

Network share

Start by mounting a network share on the Axis device. Add *.* /var/spool/storage/
NetworkShare/logs.txt at the bottom of the configuration file. Click Save file once done and restart
the device.

150



AXIS OS Knowledge base

File: feterayslog did0-remote_log conf Length: 1891 bytes [Salect new file]

Save as: | lebereyslogdidi-ramote_log.cont Mode: | 100644 Convert CRLF to LF: B
Savwer ik

. B

# Remcte logging configuration

§m=zszszzzsszs==zsszsmszsszsssssssIEESSESISESSISSEISSSSESSESSIISIZSIEISSSSIZEES

*

L] 11l IMPORTANT: [N

= 111 This file will ke replaced on firmeare upgrade |10

L] 11l add your additions to a new file and place it !!!

= 111 in fetefreyalog.df 1

*

tanplate{name="sysklogd” type="string” string="(WPRIN:XTIMESTAMPX Xsyslogtaghimsg®i ")

#F TEMPLATES

# There are several templates available to specify output format:

*

# ASYSLOG Forwardformat
A new high-precision formarding format very similar to the traditional
one, but with high-precision timestamps and timezone information,

Recommended to be used when sending messages to rsyslog 5.12.% or above.

REYELOE TraditicnalFforwardformat
The traditional forwerding format with low-precision timestamps.
Host useful if you send messages to other syslogd's or rsyslogd
below versian 3.12.5.

sysklogd
sysklogd dees not suppert RFC 3164 format, A5 such, you will experience
duplicate hostnames if rsyslog is the sender and sysklogd is the receiver.
Specify gysklogd as your template 1f yeu run dnte this probles,

fxiaFarmat

Tha default format used in local log files om Axis devices

W R R W WM R W R KR HE W

i EXAMPLE
= Te send messages from all facdlities and all gevereties dn

L] RSYSLOG ForwardFormat via UOP to a server with ip 192.168.9.1 on port
L] 55555, use the following line:
® *.* action(type="omfud” template="RS¥SLOG_ForwardFormat” Target="192.165.8.1% Port="55555" Protocol="udp®)

# Sea the following link for more information about configuration options:
# http://www.rsyslog. com/doc/vB-stable/configuration/modules,/ onfud . himl

* fwar/spool/storage/MetworkShare/logs txt

Sav fike

Syslog configuration in AXIS OS 5.55 and below

In order to configure syslog, open the following link in the browser, replace the IP address placeholder (i.e. "ip-
address") with the real IP address of the Axis device: http://ip-address/admin-bin/editcgi.cgi?file=/etc/syslog.
conf.

Remote syslog server
Start by adding * . * @ip-address at the bottom of the configuration file and specify the real IP address of
the remote syslog server instead. Click Save file once done and restart the Axis device.
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File: jete/syslog.conf Length: 795 bytes [Select new file]
Save as: Jelcisysiogeonl

Muosde: | 0100644
Sava file

Coavert CRLF to LF:

# 4n autogenerated default fetc/syslog.conf.
=

vinfop®. lwarning;mail. nene; authpeiv. nong ;kern . nang

*.erriauthprly. nens
* arr;mail.none; authpriv. nons

authpriv, warning: kers . swarning; authpriy. grit
authpriv_warning;authpriv. lcrit

| fvarilag/ info_log_pipe
|fvarilogdinfo_nld pipe

| fvarilagiwarning_log_pipe
|/var/log/warning_mld pips

|fvarilagigrit_log_pipe
|/varilogicrit mld pipe

| fvar s logd authpriy_warn_log_pipe
|fvar/log/warning_mld pipe

SD card

|fvarilegigrit_nld pipe
Funrd leg hern_lags
. sauthpriv. nong; kern. nong Jdgw/console
*.debug; authpriv.none fdev/console
% E152.158.8.188
Save file

Start by mounting an SD card in the Axis device. Then add * . * /var/spool/storage/SD DISK/
logs.txt at the bottom of the configuration file. Click Save file once done and restart the Axis device.
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File: ‘etc/syslog.conf Length: 795 bytes [Select new file]

Save as: | fetcfaysiog.conl Mode: | 0100644 Convert CRLF to LF: @
Save file
# An gutoRenerated default /etc/syslon.cond.
*_info;* . Iwarning; authpriv_none;kern.nons | fwar i logdinfo_log_pipe
*.info;*. lwarning;nail.none; authpriv.none; kern. none | Fuar i logd info_nld_pipe
*.swarning; authpriv.nons; kern . nana | fwar/ logiwarning_log_pipe
* swarning;mail.none; authpriv. none;kern.none | fwar i logfuarning_nld pipe
" arr;authpriy, neng | fwar/logierit log_pipe
*_err;mail none;authpriv. nons |_.'u':r',:' log/crit mld pipe

| Fward logs guthpriy_warn_log_pipe
| fwar/logfuarning_nld_pipe
|_.-p'lr'.: lnpauthgr:w crit log pipe

#thoarn. debug fwarflog/kern logs
#* debug;suthpriv.nene;kern.none fdevfeansale
= ﬂ!ﬂu',BUTHEI‘i'I' nensg fdey feonsale

% Svar/spool/storage/SD_DISK/logs.txt

Savm file

Network share

Start by mounting a network share on the Axis device. Then add *.* /var/spool/storage/
NetworkShare/logs.txt at the bottom of the configuration file. Click Save file once done and restart
the Axis device.
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File: ‘et -.!.':.k’:-_ll_.l.'nn]'|.|.-||._gr|:: 795 |1:-. Tes ['.:m|-=|.1 new r'.l-:]
Save m | leleisyslog conl

-info; ", lwarning; authariy. none;kecn,nene
-info;*. lwarning;mail.none;authpriv.nona; karn. nong

& i
=
=
e
2
5
]
=1
£
%
i
=
it
o
(%
.
o
[=
E
(el
“
-
a

=
~
&
o
£+
=
=4

-=warning; nail.none; AUthpriv. nane;kern,nans
.err;authpriv.none

=warning; authpriv. lerit
riv. lcrit

About syslog server support

Mode: 0100644

Bave file
fvardlegfinfo_log_pipe
Jvardlogfinfo_mld pipe

fvardlogfwarning_log_plpe
fvard logfwarning_mld_pipe

fvarflogferit log pipe

fvarflogfauthpriv_warn_log_pipe
fvarilogfwarning_nld pipe
Jvarflogfauthpriv_crit log pipe
fvarflogierit_mld_pipe

fdev/consale
fdey/consale

Save file

Cowvert CRLF to LF:

Axis devices are compliant with the syslog standard that is based on RFC 3164 and the newer RFC 5424, so the
transmission of syslogs to a server should work out-of-the-box when configured correctly. Axis devices are

tested reqularly with different syslog servers such as syslog-ng, rsyslog as well as PRTG Paessler, Nagios, QNAP
and Synology.

Below is a sample image of an Axis device sending log messages to a Nagios syslog server.
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Contact
Contact Axis Technical Services for further assistance and additional requests: https.//www.axis.com/support

MQTT

MQTT is a machine-to-machine (M2M)/Internet of things (loT) connectivity protocol. It was designed as an
extremely lightweight publish/subscribe messaging transport and is useful for connections with remote
locations where a small code footprint is required and/or network bandwidth is at a premium.

MQTT is quickly becoming the standard communication protocol for implementing loT solutions due to its
lightweight and bandwidth-efficient characteristics. You can read more about benefits and usecases in the
whitepaper Device integration with MQTT or keep on reading to learn more about configuring MQTT, starting
with the most important components.

Client

Any publisher or subscriber that connects to a centralized server/broker over a network is a client. Both
publishers and subscribers are called clients since they connect to a centralized service. Clients can be persistent
or transient. Persistent clients maintain a session with the server/ broker while transient clients are not tracked
by the server/ broker. Clients often connect to the server/ broker through libraries and SDKs.

Server/broker

The server/broker is the software that receives all the messages from the publishing clients and sends them to
the subscribing clients. It holds the connection to persistent clients. Since the server/broker can become a
bottleneck or result in a single point of failure, it is often clustered for scalability and reliability. It is up to the
implementor to decide how to create a scalable server/broker infrastructure. Some of the commercial
implementations of MQTT brokers include HiveMQ, Xively, AWS loT and Loop.

Topic

A topic in MQTT is an endpoint information that a client (publisher) can share, and another client (subscriber)
can connect to. Topics are simple, hierarchical strings, encoded in UTF-8, delimited by a forward slash. For
example, "building1/room1/temperature" and "building1/room1/humidity" are valid topic names.

Connection

MQTT can be utilized by clients based on TCP/IP. The standard port exposed by servers/brokers is 1883, which is
not a secure port. Servers/brokers that support TLS/SSL typically use port 8883. For secure communication, the
clients and the server/broker rely on digital certificates.
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Functionality overview

Axis devices with AXIS OS version 9.80 and above support the MQTT protocol to allow customers and the market
to deepen the integration of their business and system applications. In the table you can see the functionality
that is currently supported as well as upcoming functionality.

Functionality AXIS OS version
Generic MQTT event publishing AXIS 0S 9.80.1
Custom MQTT event publishing AXIS 0S 10.4.0
Custom MQTT event subscription AXIS 0S 10.6.
Added to web interface in AXIS 0S 10.7
MQTT web interface support AXIS 0S 10.1
MQTT over TCP AXIS 0S 9.80.1
MQTT over SSL AXIS 0S 9.80.1
MQTT over WebSocket AXIS 0S 9.80.1
MQTT over WebSocket (SSL) AXIS 0S 9.80.1
MQTT VAPIX API AXIS 0S 9.80.1
MQTT ALPN support AXIS 0S 10.9.0
(Application-Layer Protocol Negotiation)
MQTT Overlay Support AXISOS 11.4

In the following sections you can read more about configuring a device via the web interface.

Server

These examples show you how to configure an Axis device to connect to an MQTT server/broker in the web
interface. To connect, the user must specify the server'sfbroker's IP address or hostname, the transport protocol
and port, as well as credentials (i.e. username and password). The MQTT server/broker connection configurations
can be found under Settings > System > MQTT in the web interface.

156


https://www.axis.com/vapix-library/#/

AXIS OS Knowledge base

Example configuration: MQTT over TCP

MaTT

Client

Connect u_)l

Status: Connected

Server

Protocol
MQTT over TCP

Port

Lisgrname
magtt_1

Password

Policies
Last will testament

Connect message

Save

Example configuration

MQTT

Client

Status: Conneclted

Server

Hosgt

2.25.201.102
Protocol
MQTT over S5L
Port

Usarname

Certificates

Chent cartificale

Defauk (zelf-signed)

Ca cenificate

- MQTT over SSL*

Baltimore CyberTruat Root A

‘Validate server carbrficate

Paolicies

Last will testament

Connect message

*For the MQTT over SSL connection to be successful the CA and client certificate must be available under Settings > System > Security so that they

can be selected in the MQTT configuration.

Policies

The connection policies help the user define general MQTT connection behavior of the Axis device towards the
MQTT server/broker it connects to. Below you will find a more detailed description of the individual settings of

the policies.

157




AXIS OS Knowledge base

MaTT
Client
covect (D)
Status: Connected
Server L
Policlas f\
anlt id
X15-M1
Keep a t |
Tirmedaut
Reconnect automabcally
Clean session
Last will testament w
Connect message hd

e Client id: nice/nick name that is used by the Axis device to identify itself towards the MQTT server/
broker.

® Keep alive interval: defines the maximum time in seconds that can pass without communication
between the Axis device and the MQTT server/broker. The Axis device will send a keep alive message
within the defined interval to ensure connection. Note that this will affect the last will testament
settings.

® Timeout: defines the maximum time in seconds for a connection to complete successfully. If the
connection attempt exceeds the defined value, the connection will not be accomplished.

e Reconnect automatically: when enabled, the Axis device will try to reconnect to the MQTT server/broker
upon unintentional connection loss.

® Clean session: controls the client state persistency on the broker side and defines how a connecting
client should be treated upon connection. When enabled, no state is kept on the broker. When disabled,
the MQTT broker will keep the subscriptions alive and queue QoS 1/2 messages for delivery after a
reconnect. This field has no impact on publishing only clients.

MQTT QoS settings

Each distinct message - i.e. the connect message, the last will testament message and the individual event
filtering/topics - allows for dedicated QoS settings to be configured. Below the general QoS behavior and the
level of service upon message delivery is described.

Level O is the lowest service level and provides no guarantee of message delivery.
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Frame 972: 317 bytes on wire (2536 bits), 317 bytes captured (2536 bits)
Ethernet II, Src: AxisComm_d9:cB:5f {(ac:cc:8e:d9:cB8:5F), Dst: VMware_B5:93:68 (BO:8C:29:85:93:68)
Internet Protocol Version 4, Src: 172.25%.281.15%6, Dst: 172.25.2081.182
Transmission Control Protocol, Src Port: 49936, Dst Port: 1883, Seq: 18828, Ack: 545, Len: 251
~ MQ Telemetry Transport Protocol, Publish Message
Header Flags: ©8x38, Message Type: Publish Message, QoS Level: At most once delivery (Fire and Forget)
Msg Len: 248
Topic Length: 74
Topic: ACCCBED9QCESF/fevent/tns:onvif/Device/tns:axis/I0/VirtualPort/$source/port/1
Message: Th2274696d657374616d70223220313530373330230353330,..

Level 1 guarantees message delivery at least once to the broker with the possibility of receiving the same
message multiple times before acknowledgement.
Frame 581: 319 bytes on wire (2552 bits), 319 bytes captured (2552 bits)
Ethernet II, Src: AxisComm_d9:cB:5F (ac:cc:8e:d9:c8:5F), Dst: VMware_B85:93:68 (B9:8c:29:85:93:68)
Internet Protocol Version 4, Src: 172.25.201.156, Dst: 172.25.281.182
Transmission Control Protecel, Src Port: 49936, Dst Port: 1BB3, Seq: 1, Ack: 1, Len: 253
- MQ Telemetry Transport Protocol, Publish Message
Header Flags: ©@x32, Message Type: Publish Message, QoS Level: At least once delivery (Ackmowledged deliver)
Msg Len: 258
Topic Length: 74
Topic: ACCCEBED2CBSF/ewvent/tns:onvif/Device/tns:axis/I0/VirtualPort/Esource/port/1
Mescage Identifier: 66
Message: 7b2374696d657374616d70223a2031353937333830353234...

Level 2 is the highest service level providing a four-way handshake to ensure that each message is delivered
exactly once to the broker.
Frame 633: 319 bytes on wire (2552 bits), 319 bytes captured (2552 bits)
Ethernet II, Src: AxisComm_d9:c8:5f (ac:cc:Be:d9:cB:5f), Dst: WMware B5:93:68 (£8:8c¢:29:85:93:68)
Internet Protocol Version 4, Src: 172.25.201.156, Dst: 172.25.281.182
Transmission Control Protocel, Src Port: 49936, Dst Port: 1883, Seq: 587, Ack: 9, Len: 253
= MQ Telemetry Transport Protocol, Publish Message
Header Flags: ©x34, Message Type: Publish Message, QoS5 Level: Exactly once delivery (Assured Delivery)
Msg Len: 258
Topic Length: 74
Topic: ACCCBEDSCESF/event/tns:onvif/Device/tns:axis/I0/VirtualPort/$source/port/1
Message Identifier: 68
Message: 7b2274696d657374616d7@223a2831353937333038353235..

Axis topic expressions

To determine which topics are supported by an Axis device, you can use the following API calls in VAPIX or
ONVIF. Although it's possible to run these commands within the SSH console from the camera, we recommend
using a tool like CURL or POSTMAN instead. This approach doesn't require enabling SSH access to the device.

If you prefer to use SSH, go to Plain config > Network > SSH and log in directly to the AXIS device.

For more information about Postman and CURL, see .

VAPIX interface
Make a GetEventinstances request to VAPIX web services as in the example below, but replace the username,
password and IP address with the actual configured settings:

curl —noproxy "*" —user <username>:<password> -digest —-request POST
'http://<device-address>/vapix/services' \

-header 'Content-Type: application/soap+xml;
action=http://www.axis.com/vapix/ws/eventl/GetEventInstances; Charset=UTF-8"' \
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-data-raw '<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://www.w3.0rg/2003/05/socap-envelope"
xmlns:SOAP-ENC="http://www.w3.0rg/2003/05/soap-encoding"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema">

<SOAP-ENV:Body>

<m:GetEventInstances xmlns:m="http://www.axis.com/vapix/ws/eventl"/>

</SOAP-ENV:Body>

</SOAP-ENV:Envelope>'

ONVIF interface
Make a GetEventProperties request to ONVIF event services as in the example below, but replace the username,
password and IP address with the actual configured settings:

curl —noproxy "*" —user <username>:<password> -digest —request POST
'http://<device-address>/onvif/services"' \

-header 'Content-Type: application/xml"' \

—data-raw '<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://www.w3.0rg/2003/05/soap-envelope"
xmlns:wsa="http://www.w3.0rg/2005/08/addressing"
xmlns:tet="http://www.onvif.org/verl0/events/wsdl">
<SOAP-ENV:Header>

<wsa:Action>
http://www.onvif.org/verl0O/events/wsdl/EventPortType/GetEventPropertiesRequest
</wsa:Action>

</SOAP-ENV:Header>

<SOAP-ENV:Body>

<tet:GetEventProperties>

</tet:GetEventProperties>

</SOAP-ENV:Body>

</SOAP-ENV:Envlope>"'

Output examples

onvif:Device/axis:Status/SystemReady
onvif:Device/axis:I0//.
onvif:RuleEngine/MotionRegionDetector/Motion
axis:CameralApplicationPlatform/VMD/CameralProfileANY

Last will testament

The last will testament settings define the behavior of the Axis device towards the MQTT server/broker after
ungraceful disconnection, i.e. without the Axis device sending out a disconnect message. This could happen due
to bad network connection, power disconnect, etc.

When the last will testament is enabled, the MQTT server/broker will announce the defined message in case the
Axis device disconnects ungracefully. Below you will find a more detailed description of the individual settings
of the last will testament and an example of a customized last will testament message.
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MaTT
Client
Connect E/I
Stalus: Disconnacled
Server e
Policies L
Last will testament ~
Nd MESSay s G_‘JI
Lise fault
s
Message
s
QoS
[ v
Connect message W

e Use default: use predefined default settings.

® Topic: a customized topic that will be used by the MQTT broker for disconnection announcements, i.e. to
announce to subscribed MQTT clients that the Axis device has disconnected ungracefully.

® Message: a customized message to be used by the MQTT broker for disconnection announcements. See
below example.

® Keep: also known as retain. Defines if the broker should retain the last will testament message in the
broker's cache so that new subscribers will receive the message directly after subscribing.

® QoS: defines the level of service upon message delivery. Go to for more information.

In the example below we have configured a customized last will testament (LWT) announcing the message "Axis
device LWT message" in case the device disconnects ungracefully.
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MaTT @ MOTT Explorer
Application  Edit  View

Client = MAQTT Explorer 0

Connect @I ) ¥ 172.25.201.102
Status: Connecied > $5YS (48 topics, 1719 messages)
¥ ACCCHEDSCB5F

» event (59 topics, 59 messages)
Last_Will_Testament = Axis device LWT message

Server '

Policies L%

Last will testamant s

Sand messages m

Use default

Topic

ACCCBEDSCESF/Last_Will_Testament
Meassaga

Axis device LWT message
Keep

QoS
0 v

Connect message )

Sand messages

Connect message
The connect message can be used to let the Axis device announce its connection state to the MQTT broker and

other subscribed MQTT clients. Below you will find a more detailed description of the individual settings of the
connect message.
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MQTT
Client
Connect m
Status: Connecled
Sarver e
Policies W
Last will testament i
Connect message P
Send messages T
Use default
Top:
Messange
Keep

Save

®  Use default: use predefined default settings.
® Topic: a customized topic to be used for announcements upon connection to an MQTT broker.
® Message: a customized message to be used for announcements upon connection to an MQTT broker.

® Keep: also known as retain. Defines if the broker should retain the connection announcement message
in the brokers cache so that new subscribers will get this message directly after subscribing.

® QoS: defines the level of service upon message delivery. Go to for more information

Configuration example with a default connect message
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MQTT

Client

Connect m

Status: Connected

Server
Policies
Last will testament

Connect message

send messages ()
Use defaull m

Save

& MaTT Explorer
Application  Edit  View

MQTT Explorer

¥ 172.25.201.102
» $8Y8 (48 topics, 309 messages)
¥ ACCCBEDSCBS5F
connection_status = connactad
» event (62 topics, 62 messages)

Configuration example with a customized connect message
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MQTT '@ MQTT Explorer
Application Edit  View

Client _
= MQTT Explorer
Connect G_J
e ¥ 172.25.201.102
Slalus. Connecied > $5YS (48 topics, 1062 messages
¥ ACCCBED9ICB5F
Device_Connection = AXIS device is connected now.
Saerver w » event (59 topics, 59 messages)
Policies v
Last will testament '
Connect message ~

Sand messages m'

Use default

Topic

ACCCBEDSCESF Device_Connactior
Message

AX|5 device is connactad now
Keep

QoS

0 L4

Save

Generic MQTT event publishing

After connecting to an MQTT broker, the user must specify event and event filtering related configurations,
which can be found under Settings > System > Events > MQTT events.

The below MQTT configuration shows a typical setup where the Axis device will be configured to send specific
events to the MQTT broker, in this example by using manual trigger and virtual input.

Note

If a specific option is missing in the list of conditions, you may need to enable the functionality and then
reboot the device for the condition to appear.

Example: If "Shock detected" is missing, go to Settings > System > Detectors and enable shock detection,
and then reboot the device. Performing this step will add "Shock detected" to the list of conditions.

The examples in this section are illustrated using an Eclipse Mosquitto broker and an MQTT client such as MQTT
Explorer, which has a graphical user interface.
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MQTT events
Publish
Use defaull condition prafix
Custom condition prefix

Include condifion name
Include condifion namespaces

Include senal number in payload

Event filter list ~
Manual trigger ~
Condition

Marnual trigger b
CinS
o v
Heeap
Mone b
X
Virtual input ~
Condition
Wirlual input b
QoS
o v
Heep
Mone b
+

Note that if no event is added, the Axis device will not send any events to the MQTT broker. Furthermore, it's
only possible to select virtual input as an event topic. The virtual input trigger usually consists of 32-64 virtual
inputs, and if virtual input is selected as an event topic, all available virtual inputs are considered.

Keep: also known as retain. Defines if the broker should retain the last state of this message in the
brokers cache so that new MQTT subscribers will get the actual state of the event directly after
subscription. This setting affects stateful and stateless events of an Axis device. Go to the Event and
action services section in the VAPIX library for information about if particular events are stateful or
stateless.

- None: all events are sent as non-retained, regardless if they are stateful or stateless events.

- Property: only stateful events are sent as non-retained, regardless if they are stateful or
stateless events.
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- All: all stateful and stateless events are sent as retained messages.
® QoS: defines the level of service upon message delivery. For more information, see .

To exemplify we have configured the manual trigger as an event to be published to the MQTT broker. The
manual trigger is a stateful event, meaning that the manual trigger at all times is in either one of two states; 0
or 1. In the two configurations below we compare two possible scenarios.

1. We do not want the broker to keep the last known event state of the manual trigger to be available for
newly subscribed MQTT clients.

2.  We do want the broker to keep the last known event state of the manual trigger to be available for
newly subscribed MQTT clients.

Scenario 1 Scenario 2
Device events MQTT events Device events MQTT events
Publish Publish
Lse dafault condition prefix Use default comditicn prefix
a aO
Custom condition prefi Custom condition prefix
Include condibion name Include condibion name
Include condition namespaces Include condition namespaces
Includa sanal number in payload Include senal number in payload
Event filter list ~ Event filter list A
Manual trigger S Manual trigger ~
Condition Condition
Manual trigger v Manwal trigger v
Topic! anvif: Device/axis 1ONVirtualPort Topic: onvif:Devicesaxis: IO/\irtualPort
(oS QoS
0 v 0 v
Retain Retain
Mome v Proparty v
+ +

Let's assume that the manual trigger was triggered, and that we have been connected to a broker in order to
subscribe to it. As you can see below, we would see the actual MQTT message because we were connected and
subscribed to the broker at the same time the manual trigger triggered.
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&3 MaTT Exploser
Application  Edr Wiew

= MOQTT Explorer a,

¥ 1T2.25.301.102
¥ ACCCBEDS10BS
¥ Evant
¥ tnasanwil
¥ Device
¥ nsaxis
vio
¥ VirmalPort
¥ Ssource

¥ port
A = Tmeslame’: 1604554 TEZD0T. Nanic™: "orwil: Devica'axis KVinualPort™, "serial™: "ACCCEEDI10ES". "messans™ {"sourcs™ oo™ =17k "key™ (. "data”: [slale™ TH}

In case we would not have been connected to the broker with our MQTT client and would have connected at a
later point in time, we would still see the last state of the manual trigger event if we had configured the event

as "Retain=Property", as can be seen below:

&) MOTT Esplonar
Apelication EdE Wik

=  MQTT Explorer Q

¥ 172.25.201.103
¥ ACCCHEDS10E%
¥ #vent
¥ tnazanuil
¥ Device
T lmsianis
viQ
¥ VirtualPort
¥ Szource

W port
1 = (imastamp®. 1604556703007, “opic”; "amdlDevicadants KitualPort”, "serial”; "ACCCREDSINES", "mecsann”: Meowroe™ {port”: *17). kay™ {1 "data”: Mstate™ 070

If we had configured the manual trigger event as "Retain=0ff", we would not see the last message of the
manual trigger and would only receive newly triggered events after we had been connected to the broker in

question. Reasonably, no events would be listed:

D) MOTT Explarer
Application  Edit  Wew

— MQTT Explorer

172.25.201.102

After successful configuration we can see that the Axis device is publishing events for the manual trigger
(=VirtualPort) and the 64 virtual inputs.
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1S MOTT Exploser
Apphcation  Edit  View

MQTT Explorer Q

¥ 172.25.201.102
> 55Y'5 (46 lopics
¥ ACCCEEDACESF
¥ event
¥ tns:onvil
¥ Device
¥ tns:axis

* VirlualPort (11
* Virtualinput (54 1o

By expanding the tree structure further, we can see the status of each individual virtual input, identified by the

port argument.
B MATTT Epikcer
Application  Edit  View

MQTT Explorer Q

¥ 172.25.201.102
E53YS (45 g, 2095
¥ ACCCBED®CESF
¥ awant
¥ tnsonvil
¥ Device
¥ tnsranis
via
¥ VirtualPart
¥ Szouwrce

1 = {Mlimestamg®: 15871218507 11, "opic™: "omil:Device'axis: IONiMualPorl®, "senal®; "ACCCEEDACESF™, "messapea”: {"sourca®: {Mport™ "17), "key™ (], “data”: {"stale™ “17}]}
¥ Virtuallinpuwt
¥ Ssource
¥ port
34 = [limestarmp™ 1587058736018, “opic™
mestarnp™ 1587058736085, “opic

“orvil: Device/axis: IDNinualinpul”, “sanar: "TACCCSEDICESF, "massags’: {Tsourca’: {"poit: "347], ey {
teill: Devicedaxis: lONinualinpul®, "sanal: "ACCCSEDICESF, "massaga”: {Msourca’: {"poil™: "617. "kay"
1 = {timastamg”: 1597058735052, © “onvit Devicalasis: 10Viriualingut, "serial”: "ACCCBEDDCASF", "message”™: [Msource™ [port™ 117, “kay™
38 = {Tlimesiamp™: 15970557 26020 - "orvil: Devicedaxis:)OWinualinpul®, "serial: "ACCCSEDBCASF, "message”: {"sourca”™ {Tpor™: "357. Tkey™: {}, "data™ {"active™
45 = (Mimestamp” 1507058736024, “opic™: "orvd: Davicedaxis 1ONInualinpal”, “sanal: "ACCCSECHCESE, "messaga”. {"sourca’: {"por™: “467). "kay™: {}, "data™ {"active™ "
15 = (limestamp™. 1507058735054, opic™ "orvi:Devicedaxis IOV irualinpul’, "senal: "ACCCSEDDCESF, "message”: {"sourca”: {"port™: "157]. “key™: {J, “data™: {"actve™ "0
S 1SATORATARGAL orvil: Davicedaxis: \OWinualinput®, “sanal; "ACCCEEDSCRSFT, "messaga”; {"sourca”; {"par™; "3, “kay": {}, “data”; {"actwe™ °
1500587 025, Mopic™ "ol Davicadaxis IOV irualinput”, “sanal: "ACCCSEDSCESF, "messaga’: {"soursa”: {"por™: "S07). “kay™: {J, “data™: {"actve™ 0"}
3T = Mimastamp® 1607068736003, “opic™: “orvi: Davicedaxis IO itualinput®, “saral: "ACCCREDICRSF, "*massaga”; ("sourca®; {"part™: "277), “kay": {}, “data™; {"active™ “0°}}}
4 = [timastamg®; 1597 0STIEND, "topic™; “onvif-Devicalaxis: 10 rualinput®, “seral®; "ACCCREDSCASF®, "message”™: {"sowrca™: (Tport™; 4%}, “key™: {J, “data”: {"actwe™: "07}}}

“timestamp®; 15970587 36088, “lopic™; "ormvil: Devicedaxis:)OWidualinpul®, “samal: "ACCCBEDSCRSF™, "massage”: {"sourca”: {"par™: "627], "kay": {}, "data™; {"active™
“timastamp®; 1507068736021 = “oril: Davicedaxis IOMVidualinput®, “sanal; "ACCCREDOCRSF”, "massaga”: {"sourca”; {"par™; 147
nestarmp™: 1507088735054, ™ rvil: Deviee/axis: IONfirtualinpul®, "saral: "ACCCSEDACESF, "message”: "sourca”: {"por’™: "167
51 = (Mimestamp®: 15870587 36028 il Device'axis: IONirualinput®, “saral: "ACCCSEDSCASF, "massaga”: {"sourca®; {"port™; "517)
2B = {Mlimeslarmp™: 1597058736004, “opic teil: Devicesaxis: \ONinualinpul®, "sanal: "ACCCEEDICESF, "massaga: {Msourca’: {"pail™: "287].
5 = [Mimastamg®: 1587058735919, "tapic™: "anvil-Devicalaxis-|0ASriuallmput®, "serial®: "ACCCBEDOCASF", "message™: |

- 0

saurce™ {Tport™: "5, "key": {}, "daka®: {"active™: "07}

Include condition name
Enable Include condition name to include the entire event topic name tree instead of just the raw event itself.

Enabled
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Device events MQTT events @ MQTT Explorer
Application Edit  View

Publish = MQTT Explorer Q

Use default condibon prefix

O ¥ 172.25.201.102

(48 topics, 3751 messages)
Custom condition prefix > $SYS (48 topics, 3751 messages

¥ ACCCBEDSCBSF
¥ event
Include conditon name \ 'tI‘IS:OI‘IWIf
¥ Device
Include condition namespaces ¥ tns:axis
vio
Include senal number in payload » VirtualPort ( 1 topic, 1 messaga)

» Virtuallnput (64 topics, 64 messages)

Event filter list ~
Manual trigger o4
Virtual input W

+

Disabled

@MQTI Explorer
Application  Edit  View

Device events MQTT events

Publish
Use dafaull condition prafix ¥ {72.25.201.102
m > $5YS (48 topics, 5441 messages)
¥ ACCCSEDICE5F
Custom condition prefix event = {"limestamp": 1587135482122, "topic™: "onvif:Device/axis:10/Vi

Includa condition name
Include condition namespaces

Include seral number in payload

Event filter list ~
Manual trigger W
Virtual input w

+
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Include condition namespaces

Enable Include condition namespaces if the ONVIF topic namespaces should be included.

Enabled

Device events MQTT events

Publish

Usa default condition prefo

aO

Custom condition prefix

Include condition name
Include condition namespaces

Include serial numbar in payload

Event filter list

Manual trigger

Virtual input

+

& MQTT Explorer
Application  Edit  View

MQTT Explorer Q

¥ 172.25.201.102
> $8YS (48 topics, 2086 messages)
¥ ACCCBEDACSB5F
¥ event
¥ tns:onvif
¥ Device
¥ tns:axis
vio
- VirtualPort (1 topic, 1 message)
» Virtuallnput (64 topics, 64 messages)

Disabled
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Device events MQTT events

Publish

Use default condition prefix

Custom condition prefix

Include condition name
Include condifion namespaces

Include serial number in payload

Event filter list

Manual trigger

Virtual input

@ MQTT Explorer

Application Edit View

= MQTT Explorer Q

¥ 172.25.201.102
» $SYS (48 topics, 3429 messages)
¥ ACCCBED9CB5F
¥ event
¥ Device
vio
» VirtualPort (1 topic, 1 message)
» Virtuallnput (64 topics, 64 messages)

Include serial number in payload

Enable Include serial number in payload to include the serial number of the Axis device in the MQTT payload
message. This could be used as additional information to identify the sending device.

Enabled
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_ & T Beploser
Device events MQTT events scplnaion ER_ View
MQTT Ex
: ¥ {T225.201 102
Publish »35YS (45 1623 reve
¥ ACCCHEDHCESE
¥ avani
Lisa dafault condition prafix * triacomel
¥ Davice
o
* Virtuallmgut (549 op 124 massage
Custom condition prefix ¥ VirtualPort
¥ Ssource

1 = [limastamp®: 1537135483774, "topic”: "ol Davicalaxs KhWirualPor”, “serial®. "ACCCHEDSCASF”
Include condition name
Include condition namespaces

Include serial number in payload

Event filter list ~
Manual trigger b4
Virtual input W

+

Disabled
) @ MOTT Explorer
Device events MQTT events Aplication Edit View
MQTT Explorer Q
Publish ¥ 172,25.201.902

+58YS5 (42 s, 17
¥ ACCCBEDOCESF
¥ event
- ¥ tnsonvil
a© v Device
¥ tns:axis

Custom condition prafix vio
» Virtuallnput (54 lapics, 158 me:

Use default condition prefix

¥ VirtualPart
¥ Ssource
W port
Include condition nanme 1 = (timastamp™ 1587135483774, “topic™; "onvif Deviea'axis- ID0WirualPart”, *message”

Include condition namespaces

Include serial number in payload

Event filter list ~
Manual trigger w
Virtual input w

+
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Custom MQTT event publishing

In addition to the generic MQTT events that come with predefined topics and payloads, the Publish MQTT action
rule can be triggered by any of the available device events and send a message with a custom topic and payload.

In the below example the Axis device is publishing a message to the topic "P1375/ManualTrigger/Custom/
Topics/" carrying the payload "Manual Trigger is activated". The topic can include up to 1024 characters and the
payload's limit is set to 8192 characters.

R . ) MOTT Explorer
s
Device events MQTT events ekt B Ww

Rules Schedules Recipients Manual triggers =  MQTT Explorer Q S

¥ ATL25.201.102
¥ P1375

¥ ManualTrigger
: ¥ Custom
MQTT_Publish ~ ¥ Topics
Manual trigger | Publish MQTT ‘= Manual Trigger i activated
Use this rule
Name
MQTT_Publist

Wait between actions (max 23:59:58)

00:00:00

Condition Manual trigger

_I_

Action -

Publzh MOTT v
Topec

P 375ManualTrigger/CustomTopics
Payload

WManual Trigger is activated

Qas
0 v
Retainad
[ .
+

This video illustrates how the action rule is set up:

To watch this video, go to the web version of this document.
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Custom MQTT event subscription

Custom MQTT event subscription is available from AXIS OS 10.7 and onwards and makes it possible for the Axis
device to subscribe to a topic when connecting to the MQTT broker. Once subscribed, the Axis device will listen
to new incoming messages and will be able to act on it, e.g. by configuration of an action rule in the built-in
event system.

See how it's configured in this video:

To watch this video, go to the web version of this document.

MQTT subscription data as overlays

With AXIS 0S 11.4 and subsequent versions, you can overlay MQTT subscription data onto the video stream. In
this section, we guide you through the process of implementing this feature.

First, make sure the device can successfully publish MQTT messages to the broker. In the screenshot below, we
have a door monitor that can publish the door status among other information to the broker.

¥ shellies
¥ R2D2-Sensor-1
online = false
announce = {"id":"R2D2-Sensor-1","model""SHDW-2","mac":"485519D6F3F7","ip":"172.25.201.138","new_fw"false,"fw_ver""20210414-113641/v1.10.2-rc5-6-gb89901a35-release-1.10"}
¥ sensor
state = close
tilt = -1
vibration = 0
temperature = 23.70
lux = 104
illumination = twilight
battery = 94
error = 0
act_reasons = ["sensor’]
announce = {"id":"R2D2-Sensor-1","model":"SHDW-2","mac":"4855190D6F3F7","ip":"172.25.201.138" "new_fw"false,"fw_ver""20210414-113641/v1.10.2-rc5-6-gb895901a35-release-1.10"}

In the Axis device web interface, go to System > MQTT > MQTT client and fill in the necessary information for

the MQTT broker based on your setup. Once finished, you should be able to see the MQTT connection status has
changed to Connected.
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MQTT client

Connect

Status: Connected

Broker ~
Host Client 1D
172.25.201.102 client_B8A44F28254E
Protocol [J clean session
MQTT over TCP v l
HTTP proxy
Port
1883
HTTPS proxy
Username
psadmin
Password Keep alive interval Timeout
60 = 60

& Reconnect automatically
Device topic prefix

axis/BEBA44F28254E

Connect message v

Last Will and Testament message v

Save

After that, you can create MQTT overlays in the Axis device. Go to System > MQTT > MQTT overlays and click
Add overlay modifier.

There are two types of modifiers:

o  #XMP: The payload tag. The overlay modifier with #XMP form contains the entire payload of a
published MQTT message.

e  #XMD: The data tag. The overlay modifier with #XMD form contains the JSON value of a key in the
payload of a published MQTT message.

Let's take a second look at the door monitor. In the published message, there's a section called "announce”:

¥ shellies
P R2D2-Sensor-1 (11 topics, 21 messages)
‘announce = {"id""R2D2-Sensor-1"."model""SHDW-2","mac":"485519D6F 3F 7", "ip""172.25.201.138". "new_fiw"false."fw_ver':"20210414-113641/v1.10.2-rc5-6-gb83901a35-release-1.10"}

Enter shelliesfannounce in the Topic filter. Click Save to subscribe to this topic and use it as an overlay.
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Add overlay modifier

Topic filter

shellies/announce

Data field

Cancel Save
This will generate a modifier called #XMPO.
4+ Add overlay modifier Go to Overlays
Topic filter Data field Maodifier
shellies/announce #XMPO

On the same page, click Overlays. On the Overlays page, you can see the entire payload of the message as an
overlay in the live view.

AXISa AXIS P3265-LVE Dome Camera - 9mm 205 00 :

Querlays
.

T Xm0
Block | 30

#XMPO

modifiers  [& @
'

You can also choose to only overlay a specific part of the message, such as the IP address of the door monitor.
That's what the #XMD modifier is used for.

Go to System > MQTT > MQTT overlays and click Add overlay modifier. Enter shellies/announce in the Topic
filter and ip in the Data field. Finally, click Save.
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Add overlay modifier

Topic filter

shellies/announce

Data field

i

Cancel Save
You should now see a new overlay modifier in the list:
4+ Add overlay modifier Go to Overlays
Tapic filter Data field Maodifier
shellies/announce #XMPO
shellies/announce ip £XMP1, #£XMD1

On the same page, click Overlays. On the Overlays page, create a new text overlay with #XMD1 in the string. For
example, The IP address of the door monitor is: #XMD1. In the overlay, #XMD1 will be replaced by the door
monitor's IP address.

AXISa AXIS P3265-LVE Dome Camera - Smm 208500 :

Overlays

{"id":"R2D2-Sensor-1","model":"SHDW-2","mac":" 485519 D6F3F7","ip":" 172.25.201.138","new_fw"false, "fw_ver":"20210414-113641/v1.10.2-rc5-6-gb85901a35-release-1.10") + Text

T #meo o
Black | 30
The IP address of the Door monitor is: ...

T e | 60

[rhe 1P address of the Door monitor is: #XMD1

Mhe 1P address ofithiefDoor monitoris: 172.25. 201138

i modifiers  [3 ©
\ :

In some scenarios, subscribed messages include a lot of information in JSON format. Objects might also be
nested within other objects, as in the example below.
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{

"topic": "axis:CameraApplicationPlatform/ObjectAnalytics/Device1Scenario2",
"timestamp": 1710240482163,
"message": {

"source": {},

"key": {},

"data": {

"bike": "0",

"human": "0",

"bus": "0",

"total": "0",

"otherVehicle": "0",
"scenario": "Scenario 2",

"car": "0",
"truck": "0"
}

}

}

To overlay the number of humans, for instance, you would enter message.data.human in the overlay modifier
Data field.

With AXIS OS 11.8 and later, the MQTT graph overlay feature has been added to ARTPEC- 8 products as well
(except the fisheye and panoramic cameras). The steps to create the MQTT overlays are the same aside from the
final step to add the overlays in the video stream. Instead of overlaying the MQTT data in text format, it's
displayed in graphs.

In the following example, we'll use the MQTT graph overlay to display the room temperature and the battery
level, drawn from the door monitor data below:

¥ shellies
¥ R2D2-Sensor-1

online = false

announce = {"id":"R202-Sensor-1","model":"SHDW-2","mac™:"485519D6F3F 7","ip":"172.25.201.138","new_fw"false,"fw_ver""20210414-113641/v1.10.2-rc5-6-gb89901a35-release-1.10"}

¥ sensor
state = close
tilt = -1
vibration = 0
temperature = 23.00
lux = 104
illumination = twilight
battery = 94
error = 0
act_reasons = ['sensor’]

Go to System > MQTT > MQTT overlays and click Add overlay modifier . Create one for the door monitor's room
temperature and another for the door monitor's battery level.
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Add overlay modifier

Topic filter

shellies/R2D2-5ensor-1/sensor/temperature

Data field

Cancel Save
Add overlay modifier
Topic filter
shellies/R2D2-5ensor-1/sensor/battery
Data field
Cancel Save

Once created, both overlay modifiers should be visible on the list.
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4+ Add overlay modifier Go to Overlays
Tapic filter Data field Modifier
shellies/R2D2-5ensor-1/sensor/temperature #XMPO
shellies/R2D2-5ensor-1/sensor/battery #XMP1

On the same page, click Overlays. On the Overlays page, create a new Widget: Linegraph overlay.

Overlays

+ Text -

Text

Image

Streaming indicator
Widget: Linegraph

Widget: Meter

Select ##XMPO as the overlay modifier.
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AXISa AXIS P3265-LVE Dome Camera - 9mm G5 00 :

Title RoomTemperature

2 el - o

"R@@ r.ﬂ/T-em'perratu iie

=

Visible on all channels

Update interval 1 R

Transparency

)
=
o)

@
&)

2ackground transparency

Points

X axis

Label

Time window 10 R

Time unit Auto

Create another graph overlay for the battery level of the door monitor. This time, use Widget: Meter instead.
Select #XMP1 as the overlay modifier.

AXISa AXIS P3265-LVE Dome Camera - 9mm 0B 006 :

Overlays
,

100— I

m RoomTemperature

080x588

m BatterLeve|
392x840

Title BatterLevel

m— [0

Visible on all channels

@elsilis

Update interval 1 R

Transparency

Background transparency

Eclipse Mosquitto

In this section you can read about the configuration steps required to connect an Axis device to an Eclipse
Mosquitto MQTT broker in order to publish topics.

Important
The below steps illustrate basic integration and use-cases within a test lab environment. Axis strongly
recommends following the provider's guidelines for an integration that maximizes the handling of
certificates, tokens, user-credentials and overall cybersecurity in a production environment.

Step 1: Eclipse Mosquitto configuration
For a common Mosquitto MQTT broker configuration based on Linux Ubuntu 18.04, see this guide. The steps
below cover the configuration in TCP and SSL/TLS mode only.
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psadmin@app02: -

Help

ﬁ Place your local configuration in Jetc/mosquitto/conf.dy
# A full description of the configuration file is at
# fusr/share/doc/mosquitto/examples/mosquitto.conf.example

pid_file /var/run/mosquitto.pid

persistence true

persistence location /var/lib/mosgquitto/
log_dest file /var/log/mosquitto/mosquitto.log
log_type all

include dir setc/mosquitto/cont.d

allow anonymous false

#MOTT Server (Login Credentials Required)
listener 1883

#MOTT Server (S5L/TLS Encryption w/o certificate)
#listener 8883

#protocol mgtt

#require certificate false

#MOTT Server (55L/TLS Encryption)

listener 8884

cafile fetc/mosquitto/ca certificates/R2ZDZMQTTRootCA.crt
certfile Jetc/mosquitto/certs/R2D2ZMOTTClient.crt

keyfile fetc/mosgquittos/certs/R2D2ZMOTTCLient. key

#Microsoft Azure Connections
#listener 9155
#protocol websockets

#Microsoft AZure Connections (SSL/TLS Encryption)
#listener 9156

#protocol websockets

#cafile fetc/mosquittosca certificates/R2DZMOTTRootCA.crt
#certfile Jetc/mosquitto/certs/R2D2ZMOTTClient.crt
#keyfile Jetc/mosquitto/certs/RZDZMOTTCLient. key

Step 2: Axis device configuration

Server configuration
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MQTT over TCP
MaTT

Client

Connect m

Status. Connecled

Server )
Host

|1|‘?j‘b 201102 |
Protocol

[MQTT over TCP v |
Port

| 1883

LUsarmame

X |
Passwond

Policies ~
Last will testament ~
Connect message w

MQTT over SSL

MaTT

Client

connect ([ )

Status: Connected

Sarver

Host
17225201 102

Protocol

MOCTT over S5L
Validate server certificate

Part
BEB4

Ulsermame

mgtt_1

Passward

P

Policies

Last will testament

Connect message

Policies configuration
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MaTT
Client
Connect u_ )
Slalus: Connected
Server A
Policies ~
el id
AX]E
Keap alive nterval
[1; Mt
Reconnect au icall
Clean o
Last will testament b
Connect message L

Save

Microsoft Azure (SAS token)

In this section you can read about the configuration steps required to connect an Axis device to an MQTT broker
in order to publish topics. For further reading, go to https;//docs.microsoft.com/en-us/azure/iot-hub/quickstart-
send-telemetry-cli and https.//docs.microsoft.com/en-us/azure/iot-hub/iot-hub-mgqtt-support.

Important
The below steps illustrate basic integration and use-cases within a test lab environment. Axis strongly
recommends following the provider's guidelines for an integration that maximizes the handling of
certificates, tokens, user-credentials and overall cybersecurity in a production environment.

Step 1: Create an loT device
In order to get started, an loT device must be created in Microsoft Azure. Follow the steps below in order to
proceed.
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B Locs

BB Export template

Explioners
| ] Quiery gxplorer

B 16T devices
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Micrasoft Amere B Saarch resources, services, and docs (541

Home
@ R2D2-loT-Hub | loT devices #
o T Hub
f= Mew () Refresh

% Overhew =
@ adhity log Wiew, create, delete, and update desices in your 10T Hub
%o, access contral QAM) Field Operalies Vihue
& Tags 4+ = v || - ”
4:!:;! Daagnose and solve problems 4 Mddanew aue

Evunts
Sattings

Shared access pobows

DEWRCE I STATUS LAST STATUS UFDATE [UTC) BUTHEHTICATION TYPE CLCAD TO DEVICE MESSRGE COUNT

Identity

& Pricing and scale AT Enbled - Sex °

* MEDwOTng

-

A Cerificates
Bustt-in endlpaints
Failover
Praperties

B Lok

ER Expart template
Explarers

B qQuary explorer

W 15T devices

After creating a device, obtain the hostname of your Microsoft Azure entity. This can be looked up in the hub
overview.

C e el e _

Home >

o R2D2-loT-Hub %
S et

2 Search (Ctrl+/) « — Move | [i] Delete () Refresh
& Overview = Resource group (change) : R2D2 Hostname R2D2-l0T-Hub.azure-devices.net
& Activity log Status Active Pricing and scale tier  : 1 - Standard

. Access control (1AM) Current location North Europe Number of IoT Hub units : 1

° Subscription (change)  : Pay-As-You-Go Device streams (preview)  httpsy/db-002 northeurope-001 strearms azure-devices net
rags
€a99bb18-6b15-481d-ac8a-3511ac491e34 Device streams documentation

2 Diagnose and solve problems
Click here to add tags
Events

Step 2: Generate SAS token

The SAS token can be generated using the Cloud Shell console in Microsoft Azure. In the following example, the
password is generated and valid for 3600 seconds. This SAS token is used later on to connect the Axis device to
the Microsoft Azure MQTT broker.

Cloud Shell command: az iot hub generate-sas-token -d AXISMQTT -n R2D2-loT-Hub -du 3600
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Step 3: Axis device configuration

With the information provided in Step 1 and Step 2 we can now connect the Axis device to the Microsoft Azure
MQTT broker.

Note that the custom condition prefix, disabling the condition name and the custom basepath is mandatory for
the Axis device to publish messages.
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MaTT Device events MQTT events
Client Publish
Connect m Use defaull condiion prefod
Status: Connected
Custom condifion prefix
devices/AXISKMOTT/messages/events
Server A =
Include condiion name
Host Include condition namespaces
R2D2-loT-Hub azure-devices nat
Include senal number in payload
Protacal
MQTT over WebSocket Secure hd
Event filter list ~
alidate server cedificate
Port
Manual trigger ~
Basepath
- Condition
Siothubiwebsocket
Manual trigger v
Usamame
QoS
R202-loT-Hub azure-devices net/AXISMOTT/ Papi-versior
0 L 4
Password
Kaep
MNone v
Policies ~
Client id Virtual input ~
AXISMATT Condition
Keep alive miterval Virtual input v
oo Q08
Timeoul 0 v
1] Keep
Reconnact autlomatically Mone b
Clean sessian X
Last will testament W +
Connect message »
Save

Step 4: Listen to MQTT events
Now we're ready to test our setup. Use the following command in Cloud Shell to listen to incoming MQTT events
from the Axis device. The simplest way of testing is to use manual trigger in the Axis device.

Cloud Shell Command: az iot hub monitor-events —hub-name R2D2-IoT-Hub
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Home

fi} R2D2-loT-Hub | IoT devices »
IoT Hub

oevice D status LASTSTATUS UPDATE (UTC)  AUTHENTICATION TYPE CLOUD TO DEVICE MESSAGE COUNT

AxIsMarT Enabled - Sas

Explorers
B Query explorer

10T devices

Automatic Device Management

£ 10T Edge
& 1T device configuration
Messaging
File upload -
Bash vio?2 @ LN 0D

Requesting a Cloud Shell.Succeeded.
Connecting terminal. ..

andre@Azure:~$ az iot hub generate-sas-token -d AXISMQTT -n R2D2-ToT-Hub --du 3668
": "SharedAccessSignature sr=R2D2-ToT-Hub.azure-devices.net%2Fdevices%2FAXTSMQTT&s 1g=CR5t76e0w9d9%2FAFAD%2FWA384PUZ33CKt JO7reMBrpSoQk3D&se=1597151275"

andre@Azure:~$ az iot hub monitor-events --hub-name R2D2-IoT-Hub

Starting event monitor, use ctrl-c to stop...

SMQTT™,
"timestamp\": 1597147326867, \"topic\": \"onvif:Device/axis:I0/VirtualPort\", \"serial\": \"ACCCBEDIC85F\", \"message\": {\"source\": {\"port\": \"1\"}, \"key\": {}, \"data\": {\"state\": \"e\"}}}"

Microsoft Azure (certificate authentication)

In this section you can read about the configuration steps required to connect an Axis device to an MQTT broker
in order to publish topics. For further reading, go to https;//docs.microsoft.com/en-us/azure/iot-hub/quickstart-
send-telemetry-cli and https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-mqtt-support.

Important
The below steps illustrate basic integration and use-cases within a test lab environment. Axis strongly
recommends following the provider's guidelines for an integration that maximizes the handling of
certificates, tokens, user-credentials and overall cybersecurity in a production environment.

Step 1: Certificate authority configuration

In order to configure certificate-based authentication in Microsoft Azure, a trusted root certificate is required,
which is used to sign and verify clients and their certificates in return. The below process describes how to add a
root certificate in Azure and how to apply the proof-of-possession method in order to prove to Azure that this
root certificate should be verified and trusted.

Let's create a root certificate of our choice by running the following commands:
openssl genrsa —des3 —out R2D2AzureRootCA.key 2048

openssl req —new -x509 -days 36500 ~key R2D2AzureRootCA.key —out
R2D2AzureRootCA.pem
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<« c O ons 4 /resour viders/Mic
Home
A R2D2-1oT-Hub | Certificates =
oT Hub

< Add (D Refresh

Pl

VErview
& Activity log QP oo this tool to upload and manage your certificates.

A2 Access control (I

& Tags Name Status Expiry Su
/2 Diagnose and solve problems No results

Events
Settings

Shared access policies
Identity
Pricing and scale

&> Networking

A Certificates

Bash v 0O ?

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

andre@zure:~$ openssl genrsa -des3 -out R2D2AzureRootCA.key 2848
Generating RSA private key, 2048 bit long modulus

e is 65537 (8x10901)

Enter pass phrase for R2D2AzureRoctCA.key:

Verifying - Enter pass phrase for R2D2AzureRootCA.ke:

andre@izure:~$ openssl req -new -x509 -days 36500 -key R2D2AzureRootCA.key -out R2D2AzureRootCA.pem
Enter pass phrase for R2D2AzureRoctCA.k

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:SE

State or Province Name (full name) [Some-State]:Skane

Locality Name (eg, city) []:Lund

Organization Name (eg, company) [Internet Widgits Pty Ltd]:AXIS Communications AB
Organizational Unit Name (eg, section) []:R2D2 Test Lab

Common Mame (e.g. server FQDM or YOUR name) []:R2D2 Test Lab

Email Address []:

andre@fzure:~§

Download the certificate that was created in the PowerShell and upload the certificate in the certificate store as
seen below.
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8fd-ae8a-3

Home

M R2D2-loT-Hub | Certificates =

oT Hub

« add () Refresh

Activity log

- Q@ == to upload and manage your certificates.
g Access control
@ Tags Name Status
2 Diagnose and solve problems No results
Events
Settings

Shared access policies

Identity

A Certificates
Built-in endpoints
Failover

5= Properties

B Locks

Explorers

Bash vio ?

Requesting a Cloud Shell.|
Connecting terminal. ..

O

andreghzure:~$ []
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Add Certificate

ing & Clowd Shell.Succeeded.
ting terminal...

andreglzere -4 ||

As you might have noticed, the status of the new root certificate is "Unverified”, meaning that we need to prove
to Azure that the uploading user is in real possession of the certificate and its authority. Therefore, Azure
requires us to sign a new certificate from the root certificate that was uploaded, which includes the below
verification code in the CN/Subject of the new certificate.
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= & O # portalazure.com,#
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Certificate Details x
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Settings
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With the help of the below commands, a new certificate is created. Observe that the verification code must be
used in the CN/Subject of the new certificate. Note that a challenge password during the certificate creation is
not needed.

openssl genrsa —out R2D2AzureRootCAProof.key 2048

openssl req —new —out R2D2AzureRootCAProof.csr —~key R2D2AzureRootCAProof.key
openssl x509 -req -in R2D2AzureRootCAProof.csr —CA R2D2AzureRootCA.pem —~CAkey
R2D2AzureRootCA.key —CAcreateserial —out R2D2AzureRootCAProof.pem -days
36500
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After the certificate has been successfully created, download it in order to upload it into the certification store
to confirm the proof-of-possession. Upon successful verification, the certificate status should change to
"Verified".

195



Certificate Details

&

L

]
&

Microsolt Azure

196



AXIS OS Knowledge base

Step 2: Create an loT device
In order to send MQTT messages from an Axis device to Microsoft Azure using certificate-based authentication,
a new loT device needs to be created with the appropriate authentication method.

NS OS50 Events ¥ A A2D2-oT-Hub - Micosoft Azure 3 +
“ c O B portal e com BT aG 365 onmicrasalLosmresourcs subsonplions eaTa b 1 8-5015-400d - 3eBa- 351 1 acd a3 v ceb roups A 202/ providenMicroscil Devices latHuba R2|
e s
Home » R202-laT-Hul

0} R2D2-loT-Hub | loT devices =

& Tam: -
¢* Diagnose and schve problems Visw, craste, delete, snd update dewces in your kol Hub.
Events ~ N
Fruscd Diparater Vb
Sattings =%
Shared acoess policies T d&idd 3 rew dase

derdity
Sk io gy i

' Fricing and scale

& Metworking

PR EPNGE 1D STATUS LAST STATUS UFDWTE (7] MUTHERTICATION TFFE CLOUD 7O DENCE MESSAGE COUNT
Bult=in andpoirts

v Falover Ho devioes Tound

:I Froparties

B8 Locks

Explosers

B Query ssplorer

B 10T devices

& AN CES Frents. ® A Crestendeice - Micosof dgur M e
= - § portalacurecomy'®@aw=365 onmecrosoft. comyresource/ subscriptionsfea 3301850 15-48fd - aefia- 351 1 acd ¥ edd resourceG rowps 202 providers Microsoft DenceslotHubsR202 -ka”

o R202-loT-Hub

0 Create a device
15

o Find Certified for Azure loT deswces in the Devioe Caizlog

Device ID >

ACCCRESHCEDA

Authentication type
Gymmetnc ey 0500 alt-Gigned EIEIRRTCED
Connect this device to a0 16T hub

L cnetie JRERE

Fammnt dervice

Mo panent device

&1 & parent Gewoe

The Axis device must authenticate using a new client certificate that needs to be generated and signed from the
root certificate that we uploaded in step 1. The below commands or similar are needed to do so:

openssl genrsa —out R2D2AzureACCC8EG68CBOA.key 2048
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openssl req —new —out R2D2AzureACCC8EG68CBOA.csr —key R2D2AzureACCC8E68CBOA.
key

openssl x509 ~req -in R2D2AzureACCC8E68CBOA.csr —CAR2D2AzureRootCA.pem
—-CAkey R2D2AzureRootCA.key -CAcreateserial —out R2D2AzureACCC8E68CRBOA.pem
—-days 36500

Observe that the device ID must match the CN/Subject of the client certificate exactly, or the authentication
will fail. Note that a challenge password during certificate creation is not needed.

a AXIS Q1659 Events X /A R2D2-loT-Hub - M|

& C {Y & portalazure.com/#G

R2D2-loT-Hub
{a} R2D2-1oT-Hub | loT devices =
ol Hub

Ctrl+ « F New () Refresh

Settings

Shared access policies

Identity Field

Pricing and scale
§> Networking

Built-in endpaints

Failover

DEVICE ID STATUS LAST STATUS UPDATE (UTC) AUTHENTICATION TYPE CLOUD TO DEVICE MESSAGE COUNT

5 Properties

Enabled - CertificateAuthos 0

B Locks
explorers
B query explorer

10T devices

Bash v ®O 7 o OB
Requesting a Cloud Shell.Succeeded.
Connecting terminal...

andre@Azure:~$ openssl genrsa -out R2D2AzureACCCBEGSCBOA.key 2048
Generating RSA private key, 2048 bit long modulus

.
e is 65537 (@x16001)

andre@fzure:~$ openssl req -new -out R2D2AzureACCCBE6BCBOA.csr -key R2D2AzureACCCBEGBCHEA.key
You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) [AU]:SE

State or Province Name (full name) [Some-State]:Skane

Locality Name (eg, city) []:Lund

Organization Name (eg, company) [Internet Widgits Pty Ltd]:AXIS Communications AB
Organizational Unit Name (eg, section) []:R2D2 Test Lab

Common Name (e.g. server FQDN or YOUR name) []:ACCCSE6SCBEA

Email Address []:

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name [1:

andre@zure:~$ openssl x509 -req -in R2D2AzureACCCBEGBCBOA.csr -CA R2D2AzureRootCA.pem -CAkey R2D2AzureRootCA.key -CAcreateserial -out R2D2AzureACCCBEGBCBOA.pem -days 36500
Signature ok

subje SE/ST=Skane/L=Lund/0=AXIS Communications AB/OU=R2D2 Test Lab/CN=ACCCBEGSCBOA

Getting CA Private Key

Enter pass phrase for R2D2AzureRootCA.key:

andre@izure:~$ [|
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€« C @ & portalazure.com,

@} R2D2-loT-Hub | loT devices »

oT Hub

Settings

Shared access policies

Identity Fisld

Pricing and scale

&> Networking

Certificates

Built-in endpoints

Failover

DEVICE ID STATUS LAST STATUS UPDATE (UTC) AUTHENTICATION TYFE CLOUD TO DEVICE MESSAGE COUNT

th

= properties

Locks Enabled cateAuthority 0

[ns}

Explorers
B Query explorer

IoT devices

Bash vio 2 @Rk 0D
Requesting a Cloud Shell.s

Connecting terminal... Upload

andre@fzure:~$ openss] genfielUEEH CCBEGSCBAA.key 2848

Generating RSA private key|

- . s ageﬂe shi

U

e is 65537 (@x10001)

andre@hzure:~$ openssl req -new -out R2D2AzureACCCBEGBCBOA.csr -key R2D2AzureACCCBEGBCBOA.key

You are about to be asked to enter information that will be incorporated

into your certificate request

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank. a file

E d in your file sha

Name (2 letter code) [AU]:SE
Province Name (full name) [Some-State]:Skane

Locality Name (eg, city) [1:Lund

Organization Name (eg, company) [Internet Widgits Pty Ltd]:AXIS Communications AB

Organizational Unit ame (cg, section) [1:R203 Test Lab
Common Name (e.g. server FQDN or YOUR name) []:ACCCBEGBCBOA

Email Address []:

Please enter the following 'extra’ attributes

+to be sent with your certificate request

A challenge password []:

An optional company name []:

andreffzure:~$ openssl x509 q -in R2D2AzureACCCBE68CBOA.csr -CA R2D2AzureRootCA.pem -CAkey R2D2AzureRootCA.key -CAcreateserial -out R2D2AzureACCCBE68CBOA.pem -days 36500
signature ok

subjer SE/ST=Skane/L=Lund/0=AXTS Communications AB/OU=R2D2 Test Lab/CN=ACCCBEGBCBAA

Getting CA Private Key

Enter pass phrase for R2D2AzureRootCA.k

andreghzure:~3 |

Step 3: Axis device configuration

In the last step, the previously created client certificate needs to be uploaded onto the Axis device, and be
selected in the MQTT broker configuration. The rest of the configuration is well documented in the Microsoft
Azure guidelines.
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Protocol
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Port

2883
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Use password

Password

Certificates e

Client cenificate
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Baltimore CyberTrust Root v
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Puolicies £
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i) L4
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Step 4: Listen to MQTT events

Now we're ready to test our setup. Use the following command in the Cloud Shell to listen to incoming MQTT
events from the Axis device. The simplest way of testing is to use the manual trigger in the Axis device.

Cloud Shell command: az iot hub monitor-events —hub-name R2D2-IoT-Hub

Go to and see the example in Step 4 for more information.
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Amazon Web Services (AWS)

In this section you can read about the configuration steps required to connect an Axis device to an Amazon Web
Services (AWS) MQTT broker in order to publish topics. For further reading, go to https://docs.aws.amazon.com/
iot/latest/developerguide/mqtt.html#mqtt-sdk.

Important
The below steps illustrate basic integration and use-cases within a test lab environment. Axis strongly
recommends following the provider's guidelines for an integration that maximizes the handling of
certificates, tokens, user-credentials and overall cybersecurity in a production environment.

Step 1: Create a thing policy

Before we start creating a thing device in AWS, we want to configure the thing policy first. The thing policy is
basically access and connection rights given to a device upon creation. The below example illustrates a policy
that lets the Axis device connect and publish messages.

W -
a. WS Services ~  Resource Groups -

AWS loT x .
Create a policy
Maonitor
Activity
Create a policy to define a set of authorized actions. ¥ou can authorize actions on one or more resources {things, topics, topic filters). To leam
* Onboard mare about 10T policies ga to the AWS loT Policies decumentation page,
Name
¥ Manage
Things axismgitdevice
Types
Thing groups
Add statements
Billing growps
Palicy statements define the types of actions that can be performed by a resource. Advanced mode
Jobs
T ls
unnets Action
® Gresngrass lotConmect
¥ Secure
Resource ARN
Certificates
arn:awslobeu-central-1:14823193 1467 client/${lot:Connection Thing ThingMame}
Policies
Cas Effect
Fole Aliases
B Allow Deny —
Authorizers
» Defend .
Action
* Act iot:Publish
Test
Resource ARN
arnawsioteu-central-1:14823193 1467 tapic ™
Software
Sattings Effect
Leamn Allow  Deny

Remove
Documentation [3

Add statement

Step 2: Create loT device (thing)

After creating the thing policy, it is time to create the actual device. AWS loT Core is providing access via
certificate-based authority rather than credential-based authentication. So, a certificate and a private key are
generated during the process of creating a thing as well.
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4

AWS loT X AW laT Things Create things
Monibor
Actiity Creating AWS loT things
Onboard
Manage An 15T thing is 3 representation and record of your physical device in the cloud, Amy physical
Thin device needs a thing record In order to work with AWS 10T,
g5
Types
Thing groups Register a single AWS loT thing
Billing groups Create a thing in your registry
Jobs
Tunnals
Greengrass Bulk register many AWS loT things
Create things in your registry for a large number of devices already using AWS loT, or register m
Secure devices so they are ready to connect to AWS laT,
Certificates
Policies
Chs
Rola Aliases i
Cangel Create a single thing
Authorizers
Defend
Act
Test
Sofvware
Settings

Leam

Documentation [
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AWS loT X AWS loT Things. Create things Add your device to the thing registry
Momnitor ATHING
Activity . . .
Add your device to the thing registr
* Onboard
¥ Manage
Things This step creates an entry in the thing registry and a thing shadow for your device.
Types Name
Thing groups axismagttdeviee
Billing groups
Jobs
Tunnels Apply a type to this thing
Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
» Greengrass commaon set of attributes, which describe the identity and capabilities of your device, and a description.
w Secure Thing Type
Certificates axismqrtgroup " Create 3 type
Policies
Chsg
Rols Aliagss Add this thing to a group
Autherizers Adding your thing to a group allows you to manage devices remately using jobs.
Thing Group
» Defend
» Act Groups / Create group Change
Test
Set searchable thing attributes (optional)
Software Enter a value for one or mone of these attributes so that you can search for your things in the registry,
Settings This thing type does nat have searchable attributes
Leam

8] ati A
camentaticn B Set non-searchable thing attributes (optional)

You can use thing attributes to describe the identity and capabilities of youwr device.
Attribute key Value

Clear

Show thing shadow -

foneet feck “
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M AWS kT - Things - Create thin 3

<« o ® © & hupsyfeu-central-1.console.aws amazoncomyicyhomelregion=eu-central- 1#/create/cenificate
aws Services -~ Resource Groups -
AWS loT * AWSIGT > Things » Createthings > Add your device to the thing registry > Add certificate
Monitor CREATE A THING
Activity e .
Add a certificate for your thing
» Onboard
w Manage
Things A gartificate is used to authenticate your device's connection to AWS laT,
Types
Thing groups One-click certificate creation (recommended)
Billing graups This will generate a certificate, public key, and private key using AWS 1oT's certificate Create certificate
authority.
Jobs
Tunnels
» Greengrass Create with CSR
Upload your own certificate signing request {C5K) based an a privata key you own.
¥ Secure

Certificates

Folicies Use my certificate
Chs Register yowr O certificate and use your own certificates for ane or many devices,
Riolz Aliases
Authorizers Skip certificate and create thing
» Defend You will need to add a certificate to your thing Later before your device can connect to AWS Create thing without certificate
loT.
* Act
Test
Software
Zettings
Leann

Documentation [

Observe that the certificate and private key must be uploaded to the Axis device. If the Axis device should
validate the AWS MQTT broker as well, the Amazon Root CA must be uploaded on the Axis device too.
Furthermore, make sure that the certificates are activated by toggling the button as illustrated in the
screenshot.
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AWS loT x

Maonitor
Activity Certificate created!

L

Onboard

¥ Manage

Things Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
i (! h

Types aftar you close this page.

Thing groups

. In order ta connect a device, you need to download the following:

Billing growps
A certificate for thi

Jobs sreriieane for e 0dE53019e0,cert.pem Download
thing

Tunnals
A public key 0d& 5301 9ed.public key Download

» Gresngrass

A private key 0de5301%e0. private.key Download

4

Secure

Certificates
You also need to download a root CA for AWS loT:
A rogt CA for AWS loT Download

Paolicies

CAs

Fole Alizses m

Authorizers

Diefend

» Act

Eandd Done Attach a policy
Test

Software
Settings
Learr
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Here we attached the policy that we created in Step 1 to the thing device we are creating. After doing this, the
thing is ready and it is time to configure the Axis device.

« c @ O & hig | aves armazan com,ol

AWS loT x AWS 10T > Things » Createthings > Add your device to the thing registry > Add certificate > Add authorization to certificate
Monitor _ ~
CREATE & THING
Auctivity . .
Add a policy for your thing
» Onboard
¥ Manage
Thinas Select a policy to attach to this certificate:
!
Typas
Thing groups
Billing groups . . )
) o M axismattdevice View
Jobs
Tuninels
b Greengrass
1 policy selected Register Thing
¥ Secure

Palicies

Chs

Rale

Authorizers

Step 3: Axis device configuration
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With the information provided in step 1 and step 2 we can now connect the Axis device to the AWS MQTT
broker.

Note that AWS loT Core enforces a hard limit on the length of the topic expression so we simply started with
only including the condition name to keep the topic short.

MQaTT Device events MQTT events
Client Publish
Connect m Use default condition prefix
Status: Connected m
Custom condition prefix
Server ~
Include condition name
Huost - . S
Include condition namespaces
alvZnhbupgtso-ats ol au-central-1 amazonaws. com
Include senal number in payload
Protocol
MOTT ower SSL b
Validate server cerlificale Event filter list o
Port
BEB3
Manual trigger s
Usamarmea
Condition
. . v
Passwaord Manual tngger
oS
0 v
Keep
Certificates A
MNanga v
Chent cerbficale X
046530190 v
CA certiicate
Virtual input -~
v
Caondition
Vabdate server cerbficate .
Virtual input b
Palicies ~ QoS
0 v
Client id
Keep
axismgtidevice
MNana v
Keap alive mtenda
P X
Timesout
60 +
Reconmnact autormatically
M rican caccinn

Step 4: Listen to MQTT events
Now we are ready to test our setup. With the help of Amazon CloudWatch we can verify if the Axis device can
send MQTT messages to the AWS cloud successfully.
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First, make sure you have logging enabled. This will then result in the AWS cloud logging connection attempts.

File  Edit History

B AWE loT - Setfings
« C U & hi t |e.aws.amazon.com " tr tt

Services

Resource Groups

AWS loT x AWS IoT Settings

Monitar

Logging now supports JSOM logs and fine-grained control. Upgrade
Activity By upgrading, logging has four levels of log verbosity and roles can be specific at the account-level.
* Onboard .
Settings
» Manage
EMABLED

P Greengrass Custom endpoint

Secure This is your custom endpoint that allows you to connect to AWS leT. Each of your Things has a REST AP| available at this endpoint

This is alse an impertant property to insert when using an MOTT client or the AWS loT Device SDE,

» Defend
Your endpaint is provisioned and ready to use. You can now start to publish and subseribe to topics.

b Act Endpoint

Test alvuZnhBupgéao-ats.iok

Software
Settings EMABLED
- Logs

Learn

You can enable AWS 10T to log helpful infermation to ClowdWatch Logs. As messages from your devices pass through the message

Documentation [
N broker and the rules engine, AWS loT logs process events which can be helpful in troubleshooting,

Role
R2D2

Level of verbosity
Debug

By using the Amazon CloudWatch service, the AWSloTlogs log group will reveal connection attempts and
whether or not MQTT actions such as publishing or subscribing were successful.

© @ hpsjeu-cents amazon.com/cloud

rmme =

Services ~  Resource Groups ~ %

CloudWatch Cloudwatch CloudWatch Logs Log groups AwsSlotLogs 1€5075e0-cc25-4918-9009-fbeé: 14670 Switch to the or ce.
Dashboards
«
Aarms
Log events (¢} Actions ¥
Q Clear 1m  3om 1h 12 Cusom B | @
Biing
> Timestamy Message
Logs D 3
I Log groups There are older events toload. Load more
nsonts FRP e —— P p— (100] EVEIToRQF Cliont Comect WESSAGEConnect Statuss SUKcEss
Metics > emnss s, emenion [ — fa— tawo) statun suceess
Events [ 2020031 osi29:5.966 (e ot s
. > emoss s, smenion RS —— sencron tawo) nessar
oo [ 20200021 0629152997 o (o) s sceess
SoncaLans : - e : o o
Servce Map > aor0-se-auronizsisa.senezion 2020-08-21 06120:53.967 . o) . suceess
Traces > 2020-08-21 06:29:53.967 TRACEID: Ca251bba-d2FF-6606-5abd-27234d148545 PRINCIPAL [wFo) MESSAGE: TpAddress: 85.235.16.11 SourcePort: 49614
cont Insights ) > [mFo) success.
. (ueo) nessa: 1padre
. (o) sccess
Synthetcs @ B {ueo)
Canares [ —— PO ——— (o) nessaces Tpaddrss: 85,235,151 sourcepot
Canttbutor Wnsights FR RN —— 20200821 062015378 T B .
[ —— (o) [ P —
S (o)
> {ueo)
> [nFo) MESSAGE: IpAddress: §5.235.16.11 SourcePort: 49¢

(w50

No newer events a this moment. Auto retry paused. Resume

tawro)

copy
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IBM Watson

In this section you can read about the configuration steps required to connect an Axis device to an IBM Watson
MQTT broker in order to publish topics. For further reading, go to https://developer.ibm.com/articles/iot-mqtt-
why-good-for-iot/.

Important
The below steps illustrate basic integration and use-cases within a test lab environment. Axis strongly
recommends following the provider's guidelines for an integration that maximizes the handling of
certificates, tokens, user-credentials and overall cybersecurity in a production environment.

Step 1: Create loT device
Follow the steps below to create an loT device.

vevie sinaator @ 1 9

O oevice statue Device Type Class 1D Date Added Descriptive Location Added By Device Class Firmware Version Hardware Version Manufacturer

A Add Device

Identity

[ Devicern Status Device Type Class 10 Date Added Descriptive Location Added By Device Class
B>

You don't have any devices.
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e UM W o1 Pl x o+

< c &

1BM Watson IoT Platform

Sowse  Acion DevieTypes  Toraces
x

Add Device

B Tdentity Davice Information
Add Metadata @

Browse Devices

T table shows asummary o al dvics ha have been adc T canbefitered,arganize.and earched o usin difront

rfera To gt trtedyou an ad covces by using he Add Devio battn, o by sing APL

Q seachiby Dovico 10 Devissimiaior @ M ¥

[ Devicern Status Device Type Class 1D Date Added Descriptive Location Added By Device Class Firmware Version Hardware Version Manufacturer
9B
You don't have any devices.
B B

Interfaces

Browse  Action  Device Typ:

0:a2cyhi

A Add Device

@ o

Identity Device Information Security
There are 1o aptions far selecting  devica authenticarion token.
8 Auto-generated authentication token Self-provided authentication token
) (default)
Provide your o authenicaton oken for his device, he
Allow the sorvice o generate an authentication token foryou ok must be between & and 36 characters and contan a mix

Tokens are 18 characters and contain a mix of alphumeric
haracters and symbols. The lokenis teturned (o you at the snd
of the device registration process.

Suthentieston Token

Makeanoce
okens cannot he recovered. Tokens are enc:
bing stored,

ers. number,
can includa hyphens, underscores, and periods. o nat Use.

and symbols, which

repeated cliauacters, dictionay words, user s, or other

predefined sequences.

Authentication token are encrypled before we st ther.

O

Summary

Browse Action  DeviceTypes  Interfaces

& Add Device

C e
© Device Type.
=

Security Token
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& < Back
# .
Device Drilldown - P1375
A
Device Credentials
& You refistared yourdevicetothe organizaron, Add these credentals 0 he devic to connect o theplatform. AHer the detice is Connected. you can navigat o view conncion and event deai
s

ace this token, you will need o re-register the device to generate a new authentication token.

Connection Information

Basic connection informatian about this device
Device ID P1375

Device Type Aaxis

Date Added 14aug 2020 07:55
Added By r2d2@axis.com
Connection Status Disconnected

Step 2: Axis device configuration
With the information and settings provided by the loT device creation in Step 1, we can now connect the Axis
device to the IBM MQTT broker. Again, below is a typical example.

Note that the custom condition prefix in the MQTT events and the disabling of the condition name are
mandatory for the Axis device to publish messages.
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MQTT Device events MQTT events
Client Publish
Connect a_) Use default condition prefix

Slatus: Connaclad
Custom condition prefix

iot-2evifevent-id-1fmibjson
Server T

Include condition name

Host Inciude condition namespaces

42eyh) messaging. inlamatofthings. ibmaloud. com
Include senal number in payload

Protocal

MOQTT over 3SL hd
Event filter list ~
Validate server cartificate
Port
Manual trigger ~
Usarmiame
Condition
use-token-auth
Manual tnigger b
Password
QoS
0 v
Keap
Policies P MNona v
Client id x
d-42cyh AXIS P1375
Keep alive interval Virtual input A
=1V}
Condition
Timeout Virtual input -
Gl
QoS
Reaconnact automatically 0 -
Clean session Keep
None hd
Last will testament w X
Connect message o +

Save

Step 3: Listen to MQTT events

IBM Watson Cloud does not possess a built-in MQTT client for subscribing to events in the cloud. We therefore
use MQTT Explorer. In order for MQTT Explorer to connect to the IBM MQTT broker, it is necessary to first
generate APl keys to allow access. This is described in the following images.
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e UM Wt o1 Pl x o+

< c & A

Browse API Keys &

This table shows a summary of the APT keys that hava hiean added fo the organizatian. Tt can be itered.

B

ongnized, and seiarch on using dilfrent crieris To get sar e, you can add AP] keys b clicking Gensrats A Key,
or by using the APL For more information ahout adding API keys, see APL key conn

g
O ke & Description. & Rele & Expires & o ¥
Qe
20
There are no AP Keys
Generate APT Key

o W o o1 Mo x| 4 6 x
5 C oaa netofthings ibmeloud.c o

1BM Watson IoT Platform

Brow

T8M Cloud Apps

x
=2 Generate APLKey ©——O

Information Permissions.
k

Descripion

APLKey Expires

& =]

Browse API Keys pothe 300 desrpton tosearch for

This bl shows a summary of the APTkeys tht have been added for the rganization, Tt an be itered,

organized. and search on using iferent critera. To et starte. you can add APT keys by clicing Ganerate APT Key

orby using the APL For more nformation about ading AP keys, 506 APLkey comecion

O ke Description & Role & Expires & & v

20,
There are no APT Keys
Ganorsts AP Kcy

o W o X | o x
«sc o ]

1BM Watson IoT Platform

Browse  TBM Cloud Apps

o x
£ Generate APLKey O——®

Information  Permissions
A

The application will have access for the following role:

Role
. Standard Appicar;

n - W

For more information about roles, see User, application, and gateway roles

(o

Browse API Keys o

This table shows a summary of the APT keys that have becn
arganized. and search an using diferent crite

added for the orgarization. It can be fitored
“To get started, you can acd APT ks by clcking Generate APT Key,
o by using the AL For more information atiout ading AP keys, ses APL ey conection,

O ke Description & Rote & Expires & & ¥

T=0

There are no API Keys

Generate API Key
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TBM Cloud Apps

The API key has been added.

1fyou misplace this taken, you will need to re-register the APL key to

gonorate.
Generated Details API Key Information

Deserption MOTTExglarcr

O ok Deserten " ¥
With the newly generated APl keys we can connect to the IBM MQTT broker. See example settings below.
Connecti :
g onnectons i MQTT Connection

IBM TINatscn Clnuq Io‘!’ ., ] .
IBM Watson Cloud loT Validate certificate Encryption (tls)

test. mosquitto.org
maqtt:/f - 42cyhj. messaging.internetofthings.ibmcloud.com 8883
a-42cyhj-BowsTvouts _+m357 _NNzFH_(Ipw! ®

DELETE |§ L3 ADVANCED Bsave

The below subscription topic is mandatory to configure, otherwise no events will be seen. The MQTT client ID
must consist of your IBM cloud entity followed by a customizable string (e.g. "mqtt") that a user can define.
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Connecti i
+ onnections MQTT Connection

IBM Watson Cloud loT
LA easaging.intam: Subscription + ADD
test. mosquitto.org

B iot-2itype/+id/+evti+fmt+

a:42cyhj:mqtt B CERTIFICATES MBACK

Upon successful connection, events should be sent from the Axis device. The simplest way of testing this is to
use the manual trigger in the Axis device.

@ MOTT Explarer
Application  Edit  View

= MQTT Explorer Q arch (1]
¥ d2cyhj.messaging.internetofthings.ibmcloud.com

¥ iot-2
¥ type
¥ AXIS
¥id

¥ P1375
¥evi
¥ event-id-1
¥ fmit

Google Cloud Platform (GCP)

In this section you can read about the configuration steps required to connect an Axis device to a Google Cloud
Platform (GCP) MQTT broker in order to publish topics. For further reading, go to https;//cloud.google.com/iot/
docs/how-tos/gateways/mqtt-bridge and https.//cloud.google.com/iot/docs/how-tos/mqtt-bridge.

Important
The below steps illustrate basic integration and use-cases within a test lab environment. Axis strongly
recommends following the provider's guidelines for an integration that maximizes the handling of
certificates, tokens, user-credentials and overall cybersecurity in a production environment.

Step 1: Pub/Sub configuration
In the first step, we will use Google's Pub/Sub hub. Pub/Sub is used to create topics so that a device can publish
its MQTT events to GCP. In addition, one can also subscribe directly to the topics.
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& Home —HZD2 loT SANDBON-C X 4

€« = C ¢ @& consolecloudgooglecom/home/dashboard?project=r2d2-iot-sandbox

= Google Cloud Platform S+ RZD2 loT SANDBOX

# Home »
@ loT Core

i Pub/Sub »
FPRODUCTE A

W Marketplace

B Biling

RFI  APls & Services ¥
T+ Support 3
B 1AM & Admin »
#®  Getting started

& Security >
o Anthos ¥

& Topics - Pub/Sub- 202 lT54 % | 4

« -+ C © & consolecoudgoogle.com/cloudpubsub/topic/istfproject=r2d2-iot-sandboxfmodal =create_topic

Create a topic

A topic forwards messages from publishers to subscribers.

Tapic I0 *
device_events

Topic name: projecis/r2d2-o-sandboxfopics/device_evenis

Encryption
[ use a customer-menaged encryption key (CMEK)
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@
&

i = PubyGuly = B2D2 TS = +

(- a '} @ <onsole cloud googhke.com/deud paibsuln TopTE1T pRoject = 1202 - ot - sancboxBicloudshaell - Tabse

ud Platform
Pub/Sub Topics [ CREATE TOFIC  DELETE
Topics = Flter fab
D Tope Ib Encrypticn Tagie rars
Sebscriptons
(] dervice_Fwirts Goagle-menaged projecisrdz-iol-sandbontopicardevice_events I
Srapshots
Lite Topics
L Subscriptions

Subscriptions — PubySub - R20D k4 -+

C O @ console doud.google.com/cloudpubsub/subscription/list?project=r2d2-iot-sandbox

Google Cloud Platform & R2D2 loT SANDBOX -

Ly s —
«*s Pub/Sub Subscriptions CREATE SUBSCRIFTION [ DELETE

-

B Topics = Filter table

— O Subscription ID P+ Delivery type Topic name

] Subscriptions

Mo subscriptions 1o display

B  Snapshots

B Lite Topics

= Lite Subscriptions
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& Create subscription - Pub/Sub - % -+

« 0O @ consolecloud.google.com/cloud pubsub/subscription/create?project=r2d2-iot-sandbox

Google Cloud Platform  £» R2D2 loT SANDBEOX

«*5 Pub/Sub < Create subscription

-

A Topics A subscription directs messages on & topic to subscribers. Messages can be pushed to

— subscribers immediately, or subscribers can pull messages as needed.

-—] Subscriptions
Subscription 1D

B  Ssnapshots device_gvents [7]
Subscription name: projects/r2d2-iot-sandbox/ subscriptions, device_svents

B Lite Topics
Select a Cloud Pub/Sub topic *

— Lite Subscriptions projects/r2d2-iot-sandbox/topics/device_events -

Delivery type

If Pull, subseribers must request delivery, If Push, Pub/Sub delivers messages as soon
as they are published.

® Pul
() Push
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& device_svents - PubySub - 20 X 4

“« C 0O & console cloud googhe.com/cloudpubsuby/subseription/detail/device_events?preject=r2d2-iot-sandbeox

Google Cloud Platform  * R2D2 1oT SANDBOX

;E; Pub/Sub &  device_events & EDiT @ VIEW MESSAGES [ CREATE SNARPSHOT (D REPLAY MESSAGES

B Topics
Subscription details

£ Subsoiptions
maipﬁﬂﬂ name projpects/rad2 -ot-sandbo/ Ssubscriptions/dence_svents u

B  Snapshots .

Topic name projects/r2d7-iot-sandboxtoplossdevice_events 1

B Lite Topics

= Lile Subscriptions

Unacked message count
\ 535

Delivery type pull
Subseription expiry a Subbscriplion axpires in 31 days if there iz no aclivily,
Acknowledgerment deadline @ 10 Seconds
Subscription filter § -
Message retention duration 7 Days
Retain acknowledged messages No
Message ordering @ Disabled
Dead lettering @ Disabled
Retry policy & Retry immediately
Labels -

Step 2: GCP MQTT bridge configuration
In this step of the configuration we add a registry point so we can add devices that later on can publish topics.
We will use the loT Core tab for the configuration.
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& Home -RZD2 IoT SANDBON-C X 4

€« - C O & consolecloudgoogle.com/home/dashboard fproject=r2d2-iot-sandbox

Google Cloud Platform 8 R2D2 loT SANDBOX

# Home »
10T Core

i Pub/Sub »
FRODUCTE A

“'._Lﬁ_" Marketplace

B Billing

AFI  APis & Services ¥
+  Support 3
B 1AM & Admin »
#*  Getting started

& Security >
s Anthos ¥

& Registries = IoT Core=RZD2 1aT ®X ==

= - C 0O & consolecoudgeoglecom/iot/registries?project=r2d2-iot-sandbox

= (oogle Cloud Platform  §* R202 1oT SANDBOX

ﬂ loT Core Reqgistries EJ CREATE REGISTRY

= Filler registries

[0 Regstyid 4 Region
Mo registries to display
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& Create a registry = loT Core - RZ2. X +

< C 0 @ console.cloud.google.com/iot/registries/new?project=r2d2-iot-sandbox

= Google Cloud Platform 3= R2D2 loT SANDBOX

ﬂ? loT Core & Create aregistry

Define how devices in this registry will send data to Cloud IoT Core. After you create your
registry, you can start adding devices to it. Learn more

Registry properties

Registry ID
axis_device_registery

Permanent identifier for your registry. 3-255 characters, Start with a letter. You can also
include numbers and the following characters: + . % - _ ~

Reglon
europe-westl -

Determines where data is stored for devices in this registry. Choice is permanent

Cloud Pub/Sub topics

Cloud loT Core routes device messages to Cloud Pub/Sub for aggregation. You can route
messages to different topics and subfolders in Cloud Pub/Sub based on the type of data
in the messages. Learn more

Select a Cloud Pub/Sub topic
projects/r2d2-iot-sandbox/topics/device_events -

Device telemetry events will be published to this topic by default.

4+ ADD ADDITIONAL TOPIC

' SHOW ADVANCED OPTIONS

CREATE CANCEL

221



AXIS OS Knowledge base

& Create a registry - loT Core = R? X +

« C © & consolecloudgoogle.com/iot/registries/new?project=r2d2-iot-sandbox

Google Cloud Platform % R2D2 loT SANDBOX

m 10T Core & Create a registry

A § S T I A L L f e R S

Device telemetry events will be published to this topic by default

<+ ADD ADDITIONAL TOPIC

Device state topic (optional)

Device state data will be published to your selected topic on a best-effort basis, as well
as to the default MQTT state topic (if your devices use MQTT protocol). Learmn more

Select a Cloud Pub/Sub topic
projects/r2d2-iot-sandbox/topics/device_events -

Protocols

Select the protocols that your devices will use to connect to Cloud loT Core. Learn more

® marT
[] HrTPe

Cloud Logging
Set the default logging for all devices in this registry. You can apply a different setting or
debug at the device level. Learn more

(O Disabled
No device data stored

O Error

Caplures device emrors, such as failed connection attempis and failed publishes. Does not
include authemication errors.

QO Info

MQTT only. Captures device errors (except authentication errors) and includes all lifecycle
events, such as device connections and disconnections

® Debug

Captures all device activity in a highly verbose log statement. Recommended for device
troubleshooting

CA certificate (optional)

Input method
® Enter manually
Q upload

Certificate value

You can add more certificates after you've created this registry.

# HIDE ADVANCED OPTIONS

CREATE CANCEL
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& Reqistry details - |oT Core = R X +

< C O i conscle.cloud google comyiotAocations/europe-west 1 /fregistries/ans_device registery/ovenviewprogect=r2dz-iot-sandbox

Google Cloud Platform 8= R2D2 loT SANI

ﬂ loT Core Registry details # EMT REGISTRY W DELETE REGISTRY
B Registry details ) .
Registry ID: axis_device_registery +
3 Devices Region eUrope-west
. Protocol MaTT
B Gateways -
Cloud LW Debug View logs
G Monitoning

@ Debuglogging is enabled for the entire registry.

Cloud Pub/Sub topics

A registry can have 1 or more topics for publishing device telemetry and state events

Add or edil 1oplcs

Pub/Sub topics

Topic name Topic type ‘ Subfoldar
projects/rad-lot-sandboxTopic s/ device_events Default telemetry

- Device stale -

CA certificates

A registry can have up 1o 10 CA cerlificates for device authentication. Leam more

ADD CERTIFICATE

D Certificate value

Mo certificates added to the registry

# CA CERTIFICATES

Step 3: GCP device configuration
After creating the registry point, we can now bind devices to it. The devices will then be able to publish topics.
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& Devices - loT Core - R202 loT & X +

“

B

0 @ console.cloud google.com/iotlocations/europe-west1/registries/axis_device_registery/devicesTproject=r2d2-iot-sandbox

Google Cloud Platform &= Rz SANDBOX *
loT Core Devices CREATE A DEVICE § DELETE
ety detals Registry 1D: axis_device_registery
Devices europe-west1
Galeways Devices are things that connect to the Internet directly or through a gateway. Learn more
Monitoring T Enter exact device ID
O oeviceln

Mo devices to display in this regisiry

Cleud 1oT Core documentation
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& Creale a device - loT Core - RIT X +

€« cC O @ console cloud.google.com/iot/locations/europe-west 1/registries/axis_device_registery/devices/newTpraject=r2d2-iot-sandbox

Google Cloud Platform 8= RZD2 loT SANDBOX ~

@ loT Core ¢« Create a device
B Registry details Device ID
ACCCAEGBCHOA
ﬂ Devices Enter a permanant ID thal starts with a lowsrcase laller, Must and in a lefter or numbser
You can also includ orening charact -
B Galeways
@@ Menitoring Device metadata (optional)

You can set custom metadata, such as manufacturer, location, etc. for the device, These
can be used to query devices in this registry. Learn more

<4 ADD ATTRIBUTE

% COMMUNICATION, CLOUD LOGGING, AUTHENTICATION

oo

225



AXIS OS Knowledge base

& C O i@ consolecloud google com/iotlocations/eurcpe-west1/fregistries/axis device registery/devices/new?project=r2d2-iot-sandbox

Google Cloud Platform 3% R2D2 loT SANDEOX

@ 10T core & Create a device
B registry details
Device metadata (optional)
@  Devices N
‘You can get custom metadata, such as manufacturer, location, etc. for the device. These
B Cateways can be used to query devices in this registry. Learn more

=+ ADD ATTRIBUTE
& Monitoring

Device communication

If blocked, all communications from the device will be repected by Google Cloud.
Elocking a device may be useful If it's defective or not configured

® alow
O Block

Cloud Logging

Choose a bog setting for this device. Will override the regisiry default for this device only.

Leam mons

O Use registry default setting
() Disabled

OEIr-ur. o
apluras device armors, such as failed tion attempls and failed publishes. Doas 1

he autherttication ermors

O info

@& Debug
Captures all gewce actraty in a highly verbose log statement. Recommended for device

Authentication (optional)

Specily the public key that will be used to authenticate this device. You can leave the key
empty, but deviees will not ke able to connect 1o Goagle Cloud without a key, Learn more
Input method

® Enter manually

) upload

Pulblic key format
RS256 -

Public key expiry date (optional)
] Expires onc

In order to authenticate a device in GCP, a JWT token needs to be used as password for each device, and GCP
also needs to bind the public key to decrypt the traffic and authenticate the device correctly.

About the JWT token
The JWT token is generated at a later stage using the public and private key.

About the device public key
In order to create a device in GCP, a public key is needed to authenticate and decrypt traffic from the device. For
a test environment, public and private keypairs can be generated in the GCP console directly.

openssl genpkey —algorithm RSA -out rsa private.pem -pkeyopt rsa keygen
bits:2048
openssl rsa -in rsa private.pem -pubout -out rsa public.pem
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Read out the public and private key from the GCP console editor. Use the public key directly to create the device.
The public key and the private key is also used later on to sign the JWT token.

& Crzale a devacs 1 - = +

© c O @ console cloud.google.com/iot stons/ewr west i i ¢ te VicH " et yrd
= Google Cloud Platform 3+ R2D2 10T SANDBOX

454 loT Core & Create a device

Choose & log setting lor this device. Will override the registry defaull for this device only
:=] Registry detaila

O Devices (O} Use registry default setting
.
_ )} Disabled
&  Gateways = e de i
O E
fl  Monitoring nt STRN | |
1
) Infa

Authentication (optional)

Specify the public key that will be used to authenticate this device. You can leave the key
empity, but devices will not be able to connect 1o Google Cloud without a key. Learn m
Input method

(®) Enter manually
O upload

Publa Im,- formad
R5256 L4

Public key expiry date (optional
:‘ Experes on

A DOMMUNICATION, CLOUD LOGGING, AUTHENTICATION

- Terminal 2d2-iot-sandbox) ¥ 4 -

(e2dZ -1ot-sandbax)

(e2d2 - 1ot - sandbox ) I
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@ Croate a dovies —loT Coro—A20 X |

« C €0 & consolecdoudgoogle.com;iot/locations/europe-westl/registries/axis_device_registery/devices/new?project=r2d2-iot-sandbox&cloudsh

™ o7 core & Create a device
B egitry deai E:l;::‘s::?q setting for this device. Will overide the registry defaull for this device only.
B Devices QO use registry detault setting
W oateways o 'fiffﬁ data stored
@ Manitoring O oror

and failed p:

Captures ¢
nciude

Q o
MOTT onky. Captures device emors (except authentication erors) and inchudes all lifecycle
evenls, such as device connections and disconnections.

® Debug

entication emors.

= all device activity in a highly verbosa log statement. Recomm:
ubleshooting

ded for device

Authentication (optional)
Specify the public key that will be used to authenticate this device. You can leave the key
empty, but devices will not be able to connect to Google Cloud without a key. Leam more
Input method
(@ Enter manually
QO upload

Public key format

RSZ56 -

Public key value
—BEGIN PUBLIC KEY— =
gHCAQEASODQCQ#LT1VWWM2VE

e

a/eug! -

U7+CVSUUGWONECL DREMMHIZ TmvelpbiraEljeq

Pulskic key eapiry date (optional)
[0 Expires on:

Date cer

A COMMUNICATION, CLOUD LOGGING, AUTHENTICATION

REATE CANCEL

a GLOUD &
Editor

File Edit Selection View Go Help

(Built with Eclipse Theia)

@ EXPLORLR: ANOREBT G & ~ 4 ma_publicpem %

< README-cloudshe tet | --~-BEGIN PUBLIC KEY-----

# rsa_private.pem MIIBI] gKC e
L ] sivag

# rsa_public.pem

W BN e
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& 10T Core - R202 loT SANDBCH - X +

« cC O

@ console.cloud.google.com/iat/locations/europe-west 1/registries/axis_device_registery/devices/details/ACCCBEGBCBOA/overview Tpro

Google Cloud Platform & R2D2 loT SANDBOX +

';n‘? loT Core

B Registry details
[4]

Devices
B caleways
@& Monitoring

Step 4: JWT token claim

&« Device details

# EDIT DEVICE £ UPDATE CONFIG A& SEMD COMMAND

Device ID: ACCCBEGBCBOA

Device ID Registry Stackdriver Logging:  Communication

ZB2145909520550893 axis_device_registery Debug View logs Allowied

DETAILS CONFIGURATION AND STATE AUTHENTICATION

Latest activity

Heartbeat (MOQTT only) -
Telemetry event received

Device state event received

Canfig sent =
Config ACK (MQTT only)

Ermos

Device metadata

You can add or edit meladata in device setlings. Edil device

Google Cloud Platform uses JWT token-based authentication. To exemplify, we have used an online tool to
generate the JWT token. Note that this is not recommended in a production environment.

The JWT token itself needs the aud (audience), iat (issued-at) and exp (expiration) fields to be available in the
JWT token. The iat and exp fields are defined as unix timestamps. These can be used e.g. using this tool. The aud
field is defined by the project ID in Google Cloud Platform. When you are done with aud, iat and exp, paste the
public and private keypair into the JWT claim in order to export the JWT token as a password for the Axis device.

Important: Google Cloud Platform will reject any authentication attempts with a JWT token that has a longer

duration than 24 hours in total.

Thanks for using Unix TimeStamp.com
Please tell your friends!

The Current Unix Timestamp

1601874565 seconds since Jan 01 1670 (uTC)

This epoch translates to:

10/05/2020 @ 5:09am (UTC)
2020-10-05T0S5;09:25+00:00 in 10 220

Mon, 05 Oct 2020 05:09:25 +0000 in
Monday, 05-0ct-20 05:09:25 UTC
2020-10-05TO5:09:25+00:00 i i =

E=3 Timestamp Converter

1601894370

I equivalent to:

10/05/2020 @ 10:3%am (UTC)
2020-10-05T10:39:30400:00 1 15 5501
Mon, 05 Oct 2020 10:39:30 +0000
Monday, 05-0ct-20 10:39:30 UTC |
2020-10-05T10:39:30400:00 1,72 3337

¢ 822, 1036 1123 2827

Make Another Conversion:

Enter a Date & Time:
-ooc @ o |@ oo 0 (24hminsec)
Enter 8 Timestamp:

1601854370
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230



AXIS OS Knowledge base

Debugger
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A 1
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Step 5: Axis device configuration

Below is the actual Axis device configuration for MQTT. Observe the settings required for a successful
connection. The username is ignored/not respected in GCP. The client ID uses the following naming convention
format, and the parts marked in bold are individual to your configuration illustrated previously:

projects/r2d2-iot-sandbox/locations/europe-west1/registries/axis_device_registery/devices/ACCC8E68CBOA

The password is the JWT token that has been generated previously. The custom condition prefix for event

publication uses the following convention and depends on your previously made configuration:

[devices/ACCC8E68CBOA/events
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MQTT Device events MQTT events

Client Publish

- Use delaull condition prefix
connect @)

S1at Conmnectad
e i Custom condition prefi

devices/ ACCCEEBBCB0A events
~
Server Include condition name
Include: condition namespaces
Host

magit. googleapis. com Include serial number in payload
L QoOgieapls. Cod

Protocol
MOTT over 551 v Event filter list ~

Validale server certificals

Por Manual trigger w

Usemarma

ignorad

Policies ”~

Cliant id
projects/r2d2-ict-sandboxfocations/europe-west 1 registne
Keep alive intersal
45
Timeout
45
Reconnect automatically

Clean session

Last will testament w

Connect message w

Save

Step 6: listen to MQTT events
Google Cloud Platform has its own tools to listen to incoming MQTT events from devices either using the Pub/
Sub hub or the GCP console directly by using the command below. Again, the part marked in bold is depending
on your previous configuration.

gcloud pubsub subscriptions pull device_events
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G ke s # ot

Subsscriplion detaily

Contact
Contact Axis Technical Services for further assistance and additional requests: https;//www.axis.com/support

OAuth 2.0 OpenID Connect

Using the OAuth 2.0 OpenlD Connect protocol, AXIS OS devices running version 11.6 or later can be integrated
into an IT infrastructure with centralized ldentity and Access Management (IAM). This allows federated
identities to be used for authenticating to the Axis device, eliminating the need for local user management
entirely.

OpenlD Connect is a standardized authentication and authorization protocol built on top of OAuth 2.0. It
enables the use of identities from various ldentity Providers or Active Directory Federation Services (ADFS)
solutions, such as Microsoft Active Directory, Microsoft Azure AD, Curity ldentity Server, and others.

To view a complete list of OpenID Connect certified solutions, go to the official Open/D Connect page.
Depending on the feature set of the ldentity Provider, the following security mechanisms could be used to allow
for further enhanced secure identity-based authentication towards the Axis device:

e Multi-Factor Authentication (MFA)
® Password Complexity Enforcement
e  Password Rotation

® Time-limited authentication

e Centralized identity (user/service account) management

To watch this video, go to the web version of this document.

In this video, an operator logs into an Axis device using their corporate credentials, including a Multi-Factor Authentication.
Benefits
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® Increased security by avoiding local device user account information leakage.

® Axis devices integrate seamlessly into IT-infrastructure supported secure ldentity and Access
Management (IAM).

e HTTP(S) web-interface access and tunneled video streaming is supported.
® T enforced IAM security policies, traceability, and security audit logging.

Limitations

The following limitations/considerations need to be taken into account when the Axis device is operated in
OAuth 2.0 mode:

e The Video or Device Management System that is connecting to the Axis device also needs to support
OAuth 2.0 to interact with the Axis device. Contact your third-party Video and Device Management
System vendor for further information.

® Video Streaming through RTSP-server authentication is not supported.

e AXIS Device Management solutions (ADM5, ADMX) as well as AXIS Companion and AXIS Camera Station
are currently not supported.

Legacy setup with HTTP(S) Basic/Digest only

Video Management System

L est
rpis) Basic! Diges
W

HTTP(S) Basic / Digest Device Management
Application

HTTp(s
) Basic ; .
ic/ DtgeSt (Wep.;
Axis Device -mte"face)

Security Guard
System Integrator
IT-Team

Hybrid setup with HTTP(S) Basic/Digest and OAuth 2.0 Authorization Code Flow
1 HTTP(S) Basic / Digest
HTTP(S) Basic / Diges

Axis Device ‘

Identity Provider

Video Management System

Device Management
Application

OAy,
h 2.0
Authorizahb"
Cogq, e
Floy,

Security Guard
System Integrator
IT-Team

Fully adapted setup with OAuth 2.0 Client Credential Grant and OAuth 2.0 Authorization Code Flow
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Video Management System
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1 OAuth 2.0 Client Credentials Grant Q Device Management
Application
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Axis Device Identity Provider

Security Guard
System Integrator
IT-Team

Authorization Code Flow (human to machine)

The Authorization Code Flow is an OAuth 2.0 process meant for human to machine communication where an

actual user logs into the Axis device typically using a username and password or via federated login through an
identity provider.

In this flow, available with AXIS OS 11.7 and later, the user is redirected to the identity provider to authenticate
and give consent. Once approved, the application receives an authorization code, which it exchanges for an
access token. This token allows the application to access the Axis device on behalf of the logged-in user. Unlike
machine-to-machine flows, the Axis device can associate the request with a specific user identity, enabling
user-specific access control and auditing.

User Browser Identity Provider Axis Device

Iy

o Try to login on an Axis Device
e Authorization Code Request to /authorize

Redirect to login/authorization prompt e
Authorization Code o
Validate
Authorization Code
+ Application
Credentials
ID Token and Access Token e

o Authenticate and Consent

e Authorization Code for Application Credentials

e Request APl with Access Token
Response @

Axis device configuration

Note

This section only covers the OAuth 2.0 OpenID Connect parameters. To enable OAuth 2.0 OpenID Connect

Authorization Code Flow, you need to configure a virtual host. See for more information how to configure a
virtual host.
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nnnnnnnnnnnnnn

Time and location

Network

Security

Accounts

Events

MOTT

Storage

Stream profiles

ONVIF

Analytics metadata

Datectors

Accessories

Logs

Plain config

==

AXIS P1375 Network Camera

Virtual hosts

4+ | Add virtual host

Server name

OpenlD Configuration

Client ID

205 00

Port Type

Outgoing Proxy

Admin claim

Provider URL

Operator claim

Require Claim

Wiewer claim

Remote User

Scopes

Client secret

While the above example shows the configuration using the built-in web interface, it is also possible to use the
available OpenID Connect Setup VAPIX API to configure the required OpenID Connect parameters on an Axis
device. Using AXIS Device Manager, the required settings can be pushed to multiple devices at once.

Parameter Value
Client ID The client ID (or application ID) issued by the Iden
Admin claim See for more information.

Operator claim

See for more information.

Viewer claim

See for more information.

Scopes

Optional list of additional OpenID Connect (OIDC)

Outgoing proxy

If applicable, specify the outgoing proxy here.

Provider URL

Metadata URL from the Identity Provider (typicall

Require claim

A specific piece of user information (a claim) that

Remote user

This value is used by the Axis web interface to dis

Client secret

The client secret corresponding to the application

Example login

1. Browse to https://<hostname>/ of the Axis device, for example https://pl1375.axis.

con.

2. The device should now redirect to the configured redirect URL of the Identity Provider. This example
shows the redirect page of a Azure application.
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B Microsoft BE Microsoft

Axis Secure Token Service
Sign in Taking you to your

organization's sign-in page
@axis.com 9 g pag

Cantaccessyouraccount? ‘a0 s sewss

Sign in with your organizational account

Davis.com

Q Sign-in options

3. After providing the user identity to the identity provider, you are redirected back to the Axis device
interface.

AXISa AXIS P1375 Network Camera @5 0R

@
e Change

Y Autoions area

Client Credentials Grant (machine to machine)

The earlier scenario describes a human-to-machine situation, where an actual user logs into the Axis device,
typically using credentials or federated authentication through an identity provider. In contrast, the Client
Credentials Flow or Client Credentials Grant in OAuth 2.0 is used in machine-to-machine authentication and
authorization.

In this flow, available with AXIS OS 12.4 and later, there is no end-user involved. Instead, a service or
application (such as a Video or Device Management System) authenticates directly with the identity provider
using its own credentials to obtain an access token. This token can then be used to access the Axis device. The

Axis device has no visibility into any specific user identity, since the request is made on behalf of the service
account, not a person.
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Application Identity Provider Axis Device

{

Authenticate with Application Credentials

o Validate Application Credentials
Access Token e

o Request APl with Access Token
Response o

Axis device configuration

Note
This section only covers the OAuth 2.0 OpenID Connect parameters. To enable OAuth 2.0 OpenID Connect
Authorization Code Flow, you need to configure a virtual host. See for more information how to configure a
virtual host.

) 7| ~ )
AXISa AXIS P1465-LE Bullet Camera - 29mm @@ A& 0@
Virtual hosts
Status
1 Video + Add virtual host
[ Analytics
Server name Port Type
Il Audio
[*] Recordings
Client Credentials Grant Configuration
aa] Apps
Admin claim Access token *
System
Time and lacation Operator claim Require Claim
Metwork
Viewer claim
Security
Accounts
Events
MarT

While the above example shows the configuration using the built-in web interface, it is also possible to use the
available OpenlID Connect Setup VAPIX APl to configure the required OpenlID Connect parameters on an Axis
device. Using AXIS Device Manager, the required settings can be pushed to multiple devices at once.
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Parameter Value

Admin claim See for more information.

Operator claim See for more information.

Viewer claim See for more information.

Verification URL The verification URL or token endpoint is a UR
Require claim A specific piece of user information (a claim) t

Example login

We'll use Postman in this example to demonstrate how the OAuth 2.0 OpenID Connect Client Credentials Grant

works.

1.

2
3
4.
5

Pick the request you'd like to authorize (for example, a GET or POST to a protected API).

Go to the Authorization tab > type: OAuth 2.0 > Click Get New Access Token.

Fill in the token details as provided by your identity provider.

Click Get Token > Postman will send a request to the token URL and get an access_token back.

Click Use Token. This attaches the token to your request's Authorization: Bearer <token> header.

Configure New Token

ma

User roles

Axis devices know 3 different roles when using the OAuth 2.0 OpenID Connect Authorization Code Flow:

Administrator (with PTZ rights)
Operator (with PTZ rights)
Viewer (without PTZ rights)

To illustrate a setup with different user roles, the following security groups have been created in an Active
Directory, each containing different users.
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Active Directory group name Group members

Axis-Lund-admin User1
Axis-Lund-operator User2
Axis-Lund-viewer User3

Depending on the identity provider, a custom claim may need to be configured so the above Active Directory
Group information is part of the information in the ID token that is provided by the Identity Provider. For this
example, the claim name "groups” has been configured on the identity provider to include the Active Directory
Group membership. When a user belongs to a group, the group name will be included in the user's profile.

To link Active Directory groups to the Axis user roles, the following values should now be used in the Axis device
parameter configuration.

Parameter Value

Admin claim groups:Axis-Lund-admin
Operator claim groups:Axis-Lund-operator
Viewer claim groups:Axis-Lund-viewer

This will result with the following user roles being assigned to the earlier created user.

User1 Administrator with PTZ rights
User2 Operator with PTZ rights
User3 Viewer without PTZ rights

Curity Identity Server

In this section you can read about the configuration steps required to connect an Axis device to a Curity Identity
Server. Please see the Curity website for further reading about the Curity Identity Server.

Important

The below steps illustrate basic integration and use-cases within a test lab environment. Axis strongly
recommends following the provider's guidelines for an integration that maximizes the handling of
certificates, tokens, user-credentials and overall cybersecurity in a production environment.

Curity Identity Server setup

1. Following the getting started guide described on the Curity website should supply you with a basic
setup to integrate an Axis device into Curity ldentity Server. Please note you should configure trusted
certificates. Please refer to the Curity ldentify Server documentation on how this is done.

2. Navigate to Token Service > Client and create a new client. Enter a client id and document it.

3. Add a new capability, choose Code Flow and Introspection.
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Capabilities

Select All

JWT Assertion

Allowrs the client 10 use JWT
aEsertions as grant

Code Flow
Adlows code flow

Introspection

Allpwes the chient 1o wse token
introspection

Hypermedia
Authentication API

Allovwrs the clent to use the
hypammedia authantication AR

Assisted Token
The assisted-token capability

dillaves the cliedit b aise & helper
endpaint to rze simplified Cauth

flaws,

Device Authorization

Allows the client to use the
device flaw

Resource Owner
Password Flow

Allows ROPT grant-type

Backchannel
Authentication

Allows the client to perfarm
backcharmel authantication

4. Define a redirect URI. This should be device unique.

Client Application Details

Redirect URls

ADDED VALUES {1}

hitps.fp1375.r2d2 labfoide/oauthZoallback

O

O

O

O

[

L

@

O

Cliemt Credentials

Al for the Client Credentials
Grant

O

Implicit Flow
Allows implicit flow

Token Exchange

Allpws the chient 10 use exchange
tokens for other tokens

m ¥ Cauthtools ~

The whitelist of Redirect URLS allowed for the chient. If eode or Implicit flow is used, this will have a required minimum of 1 ilems

5. Define a client secret and document it.
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Client Authentication |;|

Authentication Method

Secrel e |

Secret

vasnens & () Generate |

A password used by the client

Make sure to copy this value. You cannot get it later | i

6. Define a user authentication method. During the getting started steps a default username-password
page was created which we use in this example.

User Authentication *
Ol Filter authenticators.. Select All |  select Authenticator Types - |
“{II,.}' username- E
y  Password

7. Add a scope and enter email, openid and profile.
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@ Edit Axis m | o AP | B Ofuth.tools | | ? Infa | J

{c:%} General Security g User Authentication Tokens Application

Owverview
Axis
r Copubibties | 2 -]
L e
— T \
ey Cods Flow T
S — | Add Scopes | + Mew |
— kil Scope ID Action
amad I\
| openid | i |
prodile | H | H
Chent Authemication User Avthentication 1 AL T
A subset of the scopes defined in the profile that this chent

_ is allawned to request o all if a subset are nat defined here

e 3 Seovet h_ USETAME-PASTNONS L,
:] :] | ——— E—)

8. The overview now should look like this:
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€ Edit Axis L o NN T [ 2 e

{%} General Security rgﬂ User Authentication 0 Tokens D Application

Overview

r Copatitties 2

Code Florw

—®
)
]
)

Infraspechon

[ Client Authenticatian [ User Authentication 1 [ Authorization i [ Tokens

£ Gerret ! UsETamE-parTRond i Senps [ 3 | Arcess Tokes
O Tkt

User info

9. In the Security tab, under Origins and Validation, please add the hostname of your device.
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€ Edit Axis [ @) apt | [ 4 omuth.toe ? infe

':,,Fle} General Security FQEI Lzer Authentication 0 Takens [] Application

Origins and Validation

Allowed Origing

hitps/p1375r2da. lab

The aptional list of URls of URHpattems thal i allowed 1o embed the rendered pa sicde an iframe, be & vusted Souice of be ussd foe CORS

@) validate Port on Loopback Interfaces

Wihather tha port should be validated when a client Is configured to redirect

to the lcopback imerface. Defaults to true for backwards compatibiiy

Future versians may dafault to false

¢l mnd this o

of kncal redirects, This ap n can not De S

when the profile en

validation policies. This setting is deprecated in favour of

walidatian-palicies

10. Under Changes in the menu, select to Commit your changes.

{ "} Recent Wark - J; Changes 2 admin

Commit
@ Edit Axis validate
Cancel
{:‘3}?} General Security ,."QEI User Authenticatic Pending Changes D 5l
History

Upload

. Downlkoad
Overview

&

Axis

Axis device parameters

Parameter Value

Admin claim Value of the issuer property from the ProviderMetadataURL.
Example: “iss:https://curity_server/oauth/v2/oauth-anonymous”
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Operator claim Value of the issuer property from the ProviderMetadataURL.
Example: "iss:https://curity_server/oauth/v2[oauth-anonymous"
Viewer claim Value of the issuer property from the ProviderMetadataURL.
Example: “iss:https://curity_server/oauth/v2/oauth-anonymous"”
Client ID The client ID obtained during step 2.
Client secret The client secret obtained during step 10
Outgoing Proxy Not used in this example but if required for your setup, specify here the

outgoing proxy.

Provider URL https://curity_server/oauth/v2/oauth-anonymous/.well-known/openid-
configuration

Remote User This is the value used by the web interface to display the logged-in user.
Possible values can be found in the ProviderMetadataURL > claims_supported.
Example: "sub”

Require Claim Value of the issuer property from the ProviderMetadataURL.
Example: “iss:https://curity_server.com”

Scopes Optional list of additional OIDC scopes.

Google Cloud Platform

In this section you can read about the configuration steps required to connect an Axis device to the Google
Cloud Platform using OpenID Connect. For further reading, please review the Google Identity documentation.

Important

The below steps illustrate basic integration and use-cases within a test lab environment. Axis strongly
recommends following the provider's guidelines for an integration that maximizes the handling of
certificates, tokens, user-credentials and overall cybersecurity in a production environment.

Google Cloud Platform setup

1. Setup a project in the Google API Console.
2. Click on Select project and select New project.

Select a project [3 nEWPROJECT

[ Q, Search projects and folders

RECENT STARRED

3. Enter a Project name and click on Create.
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&) MNew Froject = Google Cloud con X +

&« = (@ @ consolecloud.google.com/projectereate?previousPage=%2Fapis%2Fc
= Google Cloud

New Project

You have 11 projects remalning in your quota. Request an Increase or
delete projects. Leam more [

MANAGE QUOTAS 2

Project name *
[ Axis Openid connect (7]

S

Project |0 axis-openid-connect. it cannot be changed later. EDIT

¢ Lecation *
l B No organization BROWSE

Parent arganization or falder

CREATE CANCEL

4. To setup OAuth 2.0, go to OAuth consent screen page and select user type.

5.

AFL APls & Services — Axes Openld cc X -+

« > @ oonsale.cloud.google.comyapis/credentials/consentfauthuser=18project=axis-openid-connect

= Google Cloud 2 Axis Openld connect
API APIs & Services OAuth consent screen
% Enabled APis & services Chaase how you want to configure and reqister your app, including your
target users. You can only associate one app with your project.
i Library
o+  Credantials User Type

) Internal @

% Odwth consent screen

. Only available to users within your organization. You will not need to
So  Pageusageagreements submit your app for verification. Learm more about user type 3

) External &

Ayailable to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verity your app. Learn more about user iype (4

CREATE

Let us know what you think about our OAuth EXpETIENCE

Enter the required details.
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RPI Edit app registration - APls 8 S« X =]

« = C # console.cloud google.com/apis/credentials/consent/ediznewApplnternalUser=rfalse?authuser= 1 8project=ais-openid-connect

- -

= GoogleCloud | % Axis Openld connect » I
API APIs & Services Edit app registration
i+ Enabled APIs & services @ OAuthconsentscreen — €} Scopes — @) Testusers — @) Summary
& Library
e Credentials App information
i OAuth consant screen This shows in the consent screen, and helps end users know who you are and contact
you
T Pape usage agreements
App nama * — N
[ OpeniD Connect ]

The riarme of the app asking for consent

i -J

For users to contact you with quesiions about their consent

App logo

This is your logo. It helps people recognize your app and is displayed on the Qauth
consent SCreen.

After you uploed 2 logo, you will need to submit your app for verification unless the app
is configured for internal use only or has a publishing status of ‘Testing”. Learn more [

Logo file to upload BROWSE

Upload an image, not larger than 1B on the consent screen that will help users recognize
your app. Allowed image formats are JPG, PNG, and BMP. Logos should be squane and
120px by 120ps for the best results.

6. Add the scopes: userinfo.email, userinfo.profile and openid.
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AFI Edit app registration = APls & Se X ==

&« - C @ consolecloud.googhe.com/apis/credentials/consent/editnewApplntemallser=falsefauthuser=18lproject=aas-openid-connect

— Go:;-gle Cloud | &= Axis Openld connect ]

API APIs & Services Edit app registration
% Enabled APIs & services & osuth consent screen — @) Scopes — @) Testusers — @) Summary
i Ulbsary

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Gocgle Account, Learn more [2

O Credentials

Oawth comsent screen

L

|
3

Page usage agreements ADD OR REMOVE SCOPES

Your non-sensitive scopes

AR T Scope User-facing description
See your primary Google Account 11
Jauthiuserinfo ernail address
.emall
13 See your personal info, incheding 11
Jauthfuserinfo any personal info you've made
profile publicly available
openid Associate you with your personal L ]

info on Google

& Your sensitive scopes

Sensitive scopes are scopes that request access to private user data.

APl P Scope User-facing description

Mo rows to display

& Your restricted scopes

Restricted scopes are scopes that request access 1o highly sensitive user data.

APL Scope User-facing description

No rows to display

SAVE AND CONTINUE CANCEL

7. Add authenticated users to the application.
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WL Edit app registration - APlz & Sc X +

- = - consolecloud.google.com/apis/credentials/consent/editnewApplntemallUser=false?authuser=18project=axis-openid-connect

= Google Cloud ¥+ Axis Openid connect w ]
API APIs & Services Edit app registration
¢ Enabled APIs & services & Onuthconsentscreen — @ Scopes — @) Testusers — ) Summary
W Library
O Credentials Te,s* users
¥  OAuthconsent screen While publishing status is set to “Testing", only test users are able to access
the app. Allowed user cap prior to app verification is 100, and is counted over

So  Pageusage agreements the entire lifetime of the app. Learn more @

+ ADD USERS

= Filler Enter property nama or value [7]

User information
w
w

SAVE AND CONTINUE CANCEL

8. To obtain OAuth 2.0 credentials, go to the Credentials page.
9. Select Create credentials > OAuth client ID.

APT Cradartisle - &4Pls & Services - © X +

(‘ 4 C ] consele.cloud.google.com/apis/credentialsPauthuser=18project =axis -openid-connect

= Go gle Cloud %+ Auxds Openid connect «
API APIs & Services Credentials + CREATECREDENTIALS | DELETE  «~ RESTORE DELETED CREDENTIALS
AP key
4+ Enabled APIs & services Create credenlials 1o 86 jdentifies your project using a simple API key to check quota end access
M Libeary DAuth client ID
APl Keys Requests user consent so your app can access the user's data
or  Credentials -
0O Neme Service account ndate b
5 QAuthconssnt screen Hio AP kiske 55 2014 Enables server-to-server, app-level authentication using robet accounts
T Pageussge agreements Help me choose

OAuth 2.0 Client | asks a few fuastions to help you decide which type of credential to use

[0 Name Creation date 4

Mo OAuth clients to display

Service Accounts

O emal

Mo sarvice accounts 1o display

10. Select application type Web application, fill in a client name and configure authorized redirect URIs.
Note that this the FQDN should end with “/oidc/oauth2callback”.
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W Create QRuth client ID=APIs & © X +

« = C B consolecloud google.com/apis/credentials/cauthclient? previousPage=5%2Fapisi2 Faredentials%3Fproject B3 Das-cpenid-conned % 26authi

= Google Cloud & axis Openld connect «

API APIs & Services 4 Create OAuth client ID

- "
o Enabled APIs & services A client ID is used to identify & single 3pp 1o Googhe's DAUTh servers. |f your 3pp funs on

multiple platforms, each will need As own client ID. See Setting uo OAuth 2.015 for mare

b Library informnation. Leam more [ about OAuth client types.
o+  Credentials i Application type *
Web application -
4 Quuth consent screen b
- Name*
- P1375

Sa  Pageusage agreements

The name of your QAuth 2.0 client. This nams [ only used to Ioentify the Ciient in the
cansale and wil nod be shown 1o end users

The domains of the URls you add below will be automatically sdded to
your QAuth consent screen as authorized domains (3.

Authorized JavaScript origins @

For use with requesis from a Drowsar

+ a0 UR

Authorized redirect URIs @

For use with réquests from 3 web saner

- URES1*
https/P1375 axds.comyolderoautheallback

=+ ADD URI

Hote: It may take 5 minutes 1o a few hours for settings to take effect

&

11. Document the Client ID and Client secret for further usage.

OAuth client created

The client ID and secret can zlways be accessad from Credentials in APIs &

Services
Qauth access is restricted to the test users [ listed on your
OAuth consent screen
Client ID 65
n8z7n26j3bnd1c7mofTkmiilegvicZpm.ap
ps.googleusercontent.com |
Client secret KOvasudieSdxkiyr_h_5c-
4 a|
Creation date May 30, 2023 at 10:49:29 AM GMT+2
Status & Enabled

¥ DOWNLOAD JSON

Axis device parameters
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Parameter

Value

Admin claim

https://accounts.google.com

Operator claim

https://accounts.google.com

Viewer claim

https://accounts.google.com

Client ID

The client ID obtained during step 8.

Client secret

The client secret obtained during step 8.

Outgoing Proxy

Not used in this example but if required for your setup, specify here the
outgoing proxy.

Provider URL

https:/[accounts.google.com/.well-known/openid-configuration

Remote User

This is the value used by the web interface to display the logged in user.
Possible values can be found in the ProviderMetadataURL > claims_supported.
Example: “sub”

Require Claim

Value of the issuer property from the ProviderMetadataURL.
Example: “iss:https:/[accounts.google.com”

Scopes

Optional list of additional OIDC scopes.

Microsoft Identity Platform (Azure)

In this section you can read about the configuration steps required to connect an Axis device to the Microsoft
Identity Platform using OpenID Connect. For further reading, please review the Microsoft Identity Platform

documentation.

Important

The below steps illustrate basic integration and use-cases within a test lab environment. Axis strongly
recommends following the provider's guidelines for an integration that maximizes the handling of
certificates, tokens, user-credentials and overall cybersecurity in a production environment.

Microsoft Identity Platform setup

1. Setup an application in the Microsoft Azure Active Directory console.

2. Go to the App registrations page and select New registration.
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https://learn.microsoft.com/en-us/azure/active-directory/develop/v2-protocols-oidc
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A Ads Communications AB - Micrc X 4=

& = (C @ portalazure.com/#view/Microsoft_AAD_IAM/ActiveDirectoryMenuBlade/~ /RegisteredApps

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home » Axis Communications AB

: Axis Communications AB | App registrations =
Azure Active Directory

New registration @ Endpoints \//" Troubleshooting () Refresh & Download B Praview features P;J Got feedback?

@ Overview

B preview features
o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph, We will continue to provide tech
# Diagnose and solve problems

it All applications Owned applications Deleted applications
& Users
£ start typing a display name or application (client) ID to filter these r... +‘T{' Add filters

& Groups
8F Extemal Identities 1 applications found
. Roles and administrators Display name T
3 Administrative units '

& Delegated zdmin partners
8 Enterprise applications

O Devices

£ App registrations
&) 1dentity Governance
' Application proxy

B
B Custom security attributes
(Preview)

.
M Licenses

P Cross-tenant synchronization

T RN

3. Fillin a display name and configure an authorized redirect URI. Note that this the FQDN should end with
“/oidc/oauth2callback”. Document the Application (client) ID.

A P1375 - Microsoft Azure X +
L ol Cc & portalazure.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~ /Overview/appld/2ee8217b-e3be-41fa-9965-6d0524a63b52 /isMSAApp~ /false
—= Microsoft Azure £ Search resources, services, and docs (G+/)

Home » Axis Communications AB | App registrations >

W PI1375 2

| 2 search « Delete & endpoints Preview features
I overview @ Gota second? We would love your feedback on Microsoft identity platfarm (previously Azure AD for developer). =
& Quickstart
# Integration assistant A Essentials
Manage Display name 1 P1375 Client credentials : Add a certificate or secret
Application (client) ID : 2ee8217b-e3be-41f2-9965-6d0524363b52 Redirect URIs : 1 web, 0 spa, 0 public client
B Branding & properties
Object ID : cBb3b705-18b2-4673-9220-34d770b%edc6 Application 1D URI : Add 2n Application 1D URI
3) Authentication
Directory (tenant) ID : 78703d3c-bo07-432f-b066-38f7af9ca3af Managed application in I, : P1375

Certificates & secrets ' L L
Supported account types : My organization only

Il Token co nfiguration

-8 AP| permissions o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will contin

@ Expose an AP
s Get Started  Documentation
i App roles —_—

4. To obtain a client secret, go to the Certificates & secrets page and select New client secret.

5. Fill in a description and expiry date and click Add. Document the Client secret.
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M P1375 - Microsoft Azure

<« &

Microsoft Azure £ Search resources, services, and docs (G+/)

x o+

Home > Axis Communications AB | App registrations » P1375

P1375 | Certificates & secrets =

‘ £ Search

£ Got feedback?

B overview

& Quickstart

# Integration assistant

Manage

B2 sranding & properties

D Authentication
Certificates & secrets

/i Token configuration

S APl permissions

@ Expose an AP

o

App roles

]

Owners

. Roles and administrators

Pe

H Manifest

@ Gota second to give us some feedback? —>

@ portalazure.com/#view/Microsoft_AAD_RegisteredApps/ApplicationMenuBlade/~ /Credentials/appld/2ee8217b-e3be-41fa-9965-6d0524a63b52/isMSAApp-~ /false

Credentials enable confidential applications to identify themselves to the suthentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

0 Application registration certificates, sacrets and federated credentials can be found in the tabs below.

Certificates (0) Client secrets (1)

Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New client secret
Description Expires

secret

Vvalue @

11/26/2023

MsGiwk...

Secret ID

6. Go to the Overview page and select Endpoints and document the shown endpoints.

A Endpoints - Microsoft Azure x4

< c

@ portal.azure.com/#view/Microsoft AAD |

pps/Applic Blade/~/O

ppld/2eeB217b-e3be-41fa-9965-6d0524363b52/isMSAApp~/false

a3zf-geeObcfiércd D [

SESHIG o e A oo

Home > Axis Communications AB | App registrations >

= P1375 =

P Search | «
B overview

& Quickstart

# Integration assistant

Manage
B sranding & properties
D Authentication

Certificates & secrets
il Token configuration
® APl permissions

@ Expose an AP

App roles
& Owners
2

s Roles and administrators

H Manifest

Support + Troubleshooting
&2 Troubleshooting

& New support request

W Delete | & endpoints Preview features
@ Got s seconci? We would love your feedback on Microsaft identity platform (previous

 Essentials

Display name 1 P1375

Application (client) ID i 2ee8217b-e3be-41{2-9965-6d0524263b52

Object ID : c6b3b705-19b2-4673-9229-344770b9edcs
Cirectory (tenant) ID : 78703d3c-b307-432b066-88f7afdcadaf
Supported account types : My organization only

@ Staring Jurs 30th, 2020 we wil no longer add any new features to Azure Active b

Get Started  Documentation

The Microsoft identity

Axis device parameters

Endpoints

‘OAuth 2.0 authorization endpoint (v2)

[ httpse/z /78703d3 .0/autherize
OAuth 2.0 token endpoint (v2)

https://1 i m/72703d3c-b -y  0ftoken 0
Oauth 2.0 authorization endpoint (v1)

https://i i i 8703d3c-b907-432-b066- thorize 0
OAuth 2.0 token endpoint (v1)

mic i 3703d3c-b907-4327-b065- 887 |

OpenlD Connect metadata document
[ 8703d3¢-b907-432Fb1 0/ well-& P o]
Microsoft Graph API endpoint
| https://graph.microsoft.com {11}
Federation metadata document
[ httpsi/togin microsoftanline.com/78703d3c-b907-43 sl D)
WS-Federation sign-on endpoint
| https://login microsoftenline.com/78703d3c-b907-432-b066-8817afGcalaf wsfed D
SAML-P sign-on endpoint

s in.mi I 8703d 4 L
SAML-P sign-out endpoint
[ https://togin microsoftonline.com/78703d3¢-b907-432i-b066-E87afdcasaf/samiz B

Parameter

Value

Admin claim

Value of the issuer proy
Example: “iss:https://lo
v2.0"

Operator claim

Value of the issuer proy
Example: “iss:https://lo
v2.0"

Viewer claim

Value of the issuer proy
Example: "iss:https://lo
v2.0"

Client ID

The client ID obtained «
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Client secret

The client secret obtair

Outgoing Proxy

Not used in this examp

Provider URL

OpenlD Connect metad

Remote User

This is the value used b
Possible values can be 1
“Sub"

Require Claim

Value of the issuer proy
Example: “iss: https://Ic
v2.0"

Scopes

Optional list of additior

Microsoft Windows AD FS

In this section you can read about the configuration steps required to connect an Axis device to Microsoft
Windows Active Directory Federation Service (AD FS) using OpenlD Connect. For further reading, please review

the Windows AD FS documentation.

Important

The below steps illustrate basic integration and use-cases within a test lab environment. Axis strongly

recommends following the provider's guidelines for an integration that maximizes the handling of
certificates, tokens, user-credentials and overall cybersecurity in a production environment.

Windows AD FS setup

1. Install the Windows AD FS role as described here.

> N

Application template.

Configure the Windows AD FS role as described here.
Verify that Windows AD FS is working correctly be following the steps described here

From the Windows AD FS management console, add a new application group. Use the Server
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% Add Application Group Wizard o
Welcome
Steps MName:
& Vetoome: Fads ADFS
@ Server application
Description:

@ Configure Application

Credertials
@ Summary
i Comples Template:

Client-5erver applications
E Mative application accessing a web AP
% Server application accessing a web AP
tg Web browser accessing a web application

Standalone applications

| More information... ;

< Previous Mesdt = | Cancel

5. Enter a Name, Client Identifier and Redirect URI. Document the Client Identifier. Note that the redirect
URI is the FQDN of the Axis device and it should end with "/oidc/oauth2callback”. Click Next.
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% Add Application Group Wizard x

Server application

R0k MName:
® Weicome |Pads ADFS - Server application |
@ Server application
Client |dentifier:

@ Corfigure Application

Credentials |aﬁﬂaﬁed-db3’4d15-b431-aabﬁea4ﬁee‘fﬂ |
W Sy Redirect URI:
@ Complete |E:<am|:ule:hﬁps:x".a"Cu:untu:usu.c:u:um | Add

s/ FADN /pide/oauthZeallback

Description:

i_ < Previous i Ment = L Canc:ei I

6. Select Generate a shared secret. Document the shared secret. Click Next.
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% Add Application Group Wizard x
Configure Application Credentials

Steps Select credentials used by the application to authenticate itself with AD FS when requesting access tokens.

Wel
R [] Begister a key used to sign JSOMN Web Tokens for authentication

@ Server application -

@ Configure Application

Credentials
[] Windows Integrated Authertication
@ Summany
Select the AD Account:
@ Complete
B@mple: CONTOSO \expenseve Select.,

Generate a shared secret
Secret:
| DJ-HVhL-eqUr08cGys_33-waOEqYMfxB1imfySG | [ Copyto clipboard |

0 Copy and save the secret. You will not be able to view the secret after the application group is
created. “ou can reset the secret later f required.

| <-Erevinus Mext = || Canecsl

7. Complete the rest of the wizard.
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Summary

Steps

@ Welcome

Credentialz

Summany

[ 3]

@ Complete

‘@ Add Application Group Wizard

@ Server application

@ Configure Application

Review the following settings and click "Next'to create the application.

Application Group
Name: feis ADFS
Server application
Mame: fds ADFS - Server application
Identifier: 6% becf-db¥-4d15b431-aabbeadbect
Redirect URIs:
https.//FQDN/vidc/oauthZcallback

lUse client secret: True

< Previous MNext > Cancel

Axis device parameters

Parameter

Value

Admin claim

Value of the issuer property from the ProviderMetadataURL. Example: "iss:https://
ADFS_server/adfs/"

Operator claim

Value of the issuer property from the ProviderMetadataURL. Example: “iss:https://
ADFS_server/adfs/"

Viewer claim Value of the issuer property from the ProviderMetadataURL. Example: “iss:https://
ADFS_server/adfs/"
Client ID The client ID obtained during step 5.

Client secret

The client secret obtained during step 6.

Outgoing Proxy

Not used in this example but if required for your setup, specify here the outgoing
Proxy.

Provider URL

https://ADFS_server/adfs/.well-known/openid-configuration

Remote User

This is the value used by the web interface to display the logged in user. Possible
values can be found in the ProviderMetadataURL > claims_supported. Example: "sub"
or "unique_name".
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Require Claim Value of the issuer property from the ProviderMetadataURL. Example: “iss:https://
ADFS_server/adfs/"

Scopes Optional list of additional OIDC scopes.

SFTP (SSH File Transfer Protocol)

Axis devices are capable of sending images and videos using the SFTP (SSH File Transfer Protocol) protocol to a
remote server. SFTP is using the secure and encrypted SSH protocol to transfer data via FTP. This is not to be
mistaken with FTPS (FTP over SSL), which is another secure method of transferring data securely, however not
supported by Axis devices.

3rd party SFTP server

Depending on the environment and selected 3rd party SFTP server, the configuration may differ. In this tutorial
we are going to have a look at the commonly used OpenSSH server for Linux operating systems.

Important
The below steps illustrate basic integration and use cases within a test lab environment. Axis strongly
recommends following the provider's guidelines for an integration that maximizes the handling of
certificates, tokens, user-credentials and overall cybersecurity in a production environment.

OpenSSH server configuration

The SFTP implementation of Axis devices is based on the open-source software component Curl. Out of the
many authentication methods that Curl supports, Axis devices currently only support the so called CURLSSH_
AUTH_PASSWORD. Therefore you need to make sure that the SFTP server being used supports this method as
well.

This guide can be used as a reference to install OpenSSH, which then allows for the Axis device to transfer data
using SFTP. Once the OpenSSH server is installed, it should be possible to test that the connections work, e.g. by
using Putty (SSH client). Enter the server IP address as well as the login credentials from your Linux operating
system to connect.
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https://curl.se/libcurl/c/CURLOPT_SSH_AUTH_TYPES.html
https://devconnected.com/how-to-install-and-enable-ssh-server-on-ubuntu-20-04/
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

2 PuTTY Configuration ? >

Category:
=] Sgssinn Basic options for your PuT TY session
Ter L.Dglging Specify the destination you want to connect to
= Termina )
Host Mame (or IP address) Port
- Keyboard
- Bel |172.25.201.102) | |22
- Features Connection type:
=1 Window { JRaw () Telnet () Rlogin @ 55H () Seqal
- Appearance
:;.pp . Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
+ Colours Default Settings Load
—|- Connection =
- Diata Save
- Promy
. Telnet Delete
- Rlagin
+- 55H
""" Serial C_Ipse window on ext: _
[ JAways (_JMever  (® Only on clean exit
About Help Qpen Cancel
psadmin@appl2: ~ — O ot
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SFTP uses public key authentication in order to allow for secure data transfer, which is why it's recommended to
create dedicated key pairs for this purpose. In AXIS OS, SSH-2 with RSA, DSA, ECDSA and ED25519 host keys are
supported. AXIS OS 11.1 or higher includes a new OpenSSH version which removes depreciated authentication
methods of using RSA keys. We recommend using the SFTP server's ECDSA or ED25519 host keys instead. By
using the following commands, private/public host key pairs can be created in the OpenSSH server. The private
key is exclusively used by the OpenSSH server while the public key will be used by the Axis device in form of a
hashed MD5 or SHA-256 key that is generated from the public key.

Command Description

sudo ssh-keygen -t dsa Creates a private/public DSA host key pair
sudo ssh-keygen -t rsa Creates a private/public RSA host key pair
sudo ssh-keygen -t ed25519 Creates a private/public ed25519 host key pair
sudo ssh-keygen -t ecdsa Creates a private/public ecdsa host key pair

psadmin@app02: /etc/ssh

File Edit View Search Terminal Help

: $ sudo ssh-keygen -t rsa
Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id rsa): Test Key
Enter passphrase (empty for no passphrase):
Enter same passphrase again:
Your identification has been saved in Test Key.
Your public key has been saved in Test Key.pub.
The key fingerprint is:
SHA256: gUYVTq8MVXMaT/TPolS+/5M3iPt+tGDciHPIp@HVUUA root@appo2
The key's randomart image is:
+---[RSA 2048]----+
= =04 .

|
|
|
|
|
|
| % + +
|
|
+

: $
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psadmin@app02: /etc/ssh

File Edit View Search Terminal Help
:/fetc/ssh$ 1s -1
total 596
-rw-r--r-- 1 root root 553122 Feb 10 2818 moduli
-rw-r--r-- 1 root root 1580 Feb 1@ 2018 ssh_config
-rw-r--r-- 1 root root 3264 Mar 4 2019 sshd config
-rw------- 1 root root 672 Sep 3 2019 ssh host dsa key
-rw-r--r-- 1 root root 600 Sep 3 2019 ssh _host dsa key.pub
-rw------- 1 root root 227 Aug 6 2019 ssh _host ecdsa key
-rw-r--r-- 1 root root 172 Aug 6 2019 ssh host ecdsa key.pub
-MW======= 1 root root 399 Aug 6 2019 ssh host ed25519 key
-rw-r--r-- 1 root root 92 Aug 6 2019 ssh host ed25519 key.pub
-rwW------- 1 root root 1679 Aug 6 2819 ssh host rsa key
-rw-r--r-- 1 root root 392 Aug 6 2019 ssh host rsa key.pub
-rw-r--r-- 1 root root 338 Aug 6 2019 ssh_import id
“rW------- 1 root root 1766 Jan 14 09:02 Test Key
-rw-r--r-- 1 root root 392 Jan 14 09:02 Test Key.pub
:/etc/sshs I

Following the creation of the private/public key pair, we can use the following commands to generate the MD5
and/or SHA-256 hash keys that need to be used in the SFTP recipient configuration in the Axis device (see ).
Note that it's possible to create both an MD5 and/or SHA-256 hash key from either of the generated public host
keys above. In the below example, we generate an MD5 or a SHA-256 hash key from the different public host
keys.

Command Example output Description
sudo ssh-keygen - -E md5 -f ssh_ | b800c8958b8679a7bd66- Generates an MD5 hash from RSA
host_rsa_key.pub ¢13669051466 public key

sudo ssh-keygen -| -E sha256 -f
ssh_host_rsa_key.pub

gUYVTg8MVXMaf/TPoJS+/5M9iPt
+tGDciHPIpOHVUUA

Generates a SHA-256 hash from
RSA public key

sudo ssh-keygen -| -E sha256 -f
ssh_host_ecdsa_key

xSUNCp2sUMOfvUEJFDq7PWtRoB-
Qej/t5NgwS7NMLI2K

Generates a SHA-256 hash from
ECDSA public key

sudo ssh-keygen -| -E sha256 -f
ssh_host_ed25519_key

21NFP8emqsMLejiG3Nx-
c02D641ZhdMiseDmpXiSaTj0

Generates a SHA-256 hash from
ED25519 public key

psadmin@app02: Jetc/ssh

File Edit View Search Terminal

fetec/

ssh$ sudo ssh-keygen -1

Help

-E md5 -T Test Key.pub

2048 MD5:b8:00:c8:95:8b:86:79:a7:bd:66:Cc1:36:69:05:14:66 root@app@2 (RSA)

:fetc/

ssh$ sudo ssh-keygen

-1 -E sha256 -T Test Key.pub

2048 SHA256:gUYVTqBMVXMaf/TPoJ5+/5MIiPt+tGDciHPIp@HVUUA root@app®2 (RSA)

/sshs |

s et

While the Axis device supports both MD5 and SHA-256 hash keys, it's recommended to use SHA-256 due to

stronger security over MD5.

Axis device configuration

When creating a new SFTP recipient, please make sure to enter the right MD5 or SHA256 fingerprint of the host
key that is used by your SFTP server. Based on the public/private key we created previously and the MD5 or SHA-
256 hash keys we generated from the public host key (see ), the SFTP recipient in the Axis device would look as
below:
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Add recipient

Mame

S5FTP Server Te-stl

Type

SFTP -

Host

172.25.201.102

Paort

22

Folder

IJzermame

psadmin

Paszword

55H haost public key type

@® wos
() sHazss
S5H host public key (32 byte Hex)

b200cE358bB6TPaThbdE6c] 3662051466

D IUse temporary file name

265



AXIS OS Knowledge base

Add recipient

Mame

SFTP Server Test

Type

SFTP -

Host

172.25.201.102

Fort

22

[5)

lder

IJzernzme

psadmin

Password

55H hast public key type

() mos
(®) shazss
S5H hast public key (Baset4)

UV TQEMYKIMaf/TRa)S+/SM3iPt+:GDCHPIpOHvULA|

D Use temporary file name

After the SFTP recipient has been created, action rules for image and/or video clip transfer can be created.
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Add rule

Action

Send images through SFTP

Recipient

[ SFTP Server

Create folder

Filename

image¥y-%m-%d_%H-%M-%5-%1 s jpe

Maximum sequence number (0 = =]

L1

Camers

View Area 1

Stream profile

None

Custom image frequency

Prebuffer

a3 zeconds
Pastbuffer

00:05 hAM:ES

Maximum images (0= =)

1

Cancel
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Add rule

Action

Send video dlip through SFTF - l

Recipient

l SFTP Server - l

Create folder

Filename

video%y-%om-9ed_%H-%M-95-%f_#s.mkv

Camera

Wiew Area 1 - l

Stream profile

Nane - l

Prebuffer

03 seconds

IPv4 compliant mode

Important

Please ensure that the recommended upgrade path is followed prior to upgrading to AXIS OS 12, as deviating
from this path may result in the loss of IP settings.

Since long ago, the default IP address of Axis devices has been 192.168.0.90 in case of no DHCP server being
available on the network. The link-local address (169.254.0.0/16) has also always been on by default. In other
words, the camera's interface has a routable address and an IPv4 link-local address configured simultaneously.
However, this is not recommended by the RFC document.

Secondly, If an Axis device is configured with a static IPv4 address, it will use it regardless of whether anyone on
the same network segment uses it. However, this will cause service interruptions for the other devices.
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I& Ax1s 1P Utility O

File View Tools Help

nd :'l: 5 Type to filter X
Name IP Address Serial Number

AXIS P1375 - B8A44F42B2B0 192.168.0.90 BSA44F42BEBO

AXIS P1375 - B8A44F42B4CE 192.168.0.90 B3A44F42BACH

AXIS Q3527-LVE - ACCCBEBO5ES3 192.168.0.90 ACCCS8EBO5ES3

192.168.0.90/24
169.254.217.205/16

192.168.0.90/24
169.254.72.129/16

O

NO DHCP server

192.168.0.90/24
169.254.38.19/16

For the aforementioned reasons, we decided to make changes to IPv4 addressing:

® To be completely RFC IPv4 compliant
®  Disable link-local address when it is not used

e  Better user experience for our customers, when multiple factory-defaulted Axis devices, are placed on
the same network simultaneously

e Address conflict detection and resolution
With AXIS OS 11.7 and later, we add:

1. A new "Auto Link-local mode" will be triggered if there is an address conflict on the static address or, a
valid DHCP offer is unavailable on the network.

2. Address conflict detection for a static address. If conflict is detected, the Axis devices will not take any
IP addresses used by other devices. It will fall back to the link-local address (in auto link-local mode).

What do these changes mean to you?

1. If you have a DHCPv4 server in your network, the factory-defaulted Axis devices will take the offer from
the DHCP server. The Axis device will only have one IPv4 address configured and the link-local address
will not be available.
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192.168.10.10/24

192.168.10.11/24

= 2

DHCP server
192.168.10.0

255.255.255.0

192.168.10.12/24

-

2. Ifyou don't have a DHCPv4 server in your network, a factory default Axis device will no longer use
192.168.0.90/24 as the default IP address. Instead, a link-local address(169.254.0.0./16) will be

configured.

169.254.217.205/16
169.254.72.129/16 x
NO DHCP server

169.254.38.19/16

T

3. If you manually configured static IP addresses for multiple Axis devices. However, one IP address has
been misconfigured on more than one unit. Only the first unit will use that specific IP address when you
connect those devices to your network. The second and later units will fall back to the link-local address.
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Static IP:
192.168.10.200/2

i |
Static IP:
192.168.10.201/24
1 0

Fallback: 169.254.72.129/16

4. If an Axis device is running with a static IP address, another device with the same IP address is later
connected to the network. In line with RFC recommendations, the Axis device will defend the current IP
address and keep the IP address under any circumstances.

Static IP:
192.168.10.200/24

Static IP: 192.168.10.201/24
Defending the IP address and not giving up

Static IP:
192.168.10.201/24

By default, the camera will fall back to the link-local address when no DHCP server is not available in your
network. To make the transition smoother, we have added a setting ( System > Network > IPv4) allowing
customers to select fallback to the static IP address or link-local address when the DHCPv4 offer is unavailable.

®  ON. When DHCP fails to obtain a lease, the static address is configured.
e  OFF. When DHCP fails to obtain a lease, the link-local address is configured.
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ON: Fallback to static IP address
192.168.0.90/24

i

NO DHCP server

OFF: Fallback to link-local address
169.254.38.19/16

How to find those devices if the Axis devices fall back to the link-local address?

Find the network interface card on your computer connecting to the same LAN where the Axis devices sit. The
network interface card of the PC should also have a link-local address configured. To configure a link-local
address, follow the steps of one of the following three options.

e  OPTION 1: Automatically assign link-local address when the DHCP server is not available

1. Right-click the network interface, select Properties, select Internet Protocol Version 4 (TCP/
IPv4), then click on Properties.
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[E] Ethernet Properties

Metworking  Authentication  Sharing

Connect using:
I? Intel(R) Ethemet Connection (14) 1213-V

Ethernet

[ Configure. ..

This connection uses the following tems:

T Npcap Packet Driver (NPCAP)
8005 Packet Scheduler

ﬂ?ﬂi‘idge Driver

Il Intemet Protocol Version 4 (TCP/1Pw4)
O 4 Microsoft Network Adapter Multiplexor Protocol
2 Microsoft LLDP Protocol Driver

4 Intemet Protocol Version & (TCP/1PvE)

Install... Lininstall Properties
Description

Transmission Contral Protocol /intemiet Protocal. The default
wide area netwark protocol that provides communication
across diverse interconnected netwarks.

QK Cancel

2. Select Obtain an -IP address automatically and click OK.
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General  Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

) Obtain an IP address automatically
() Use the following IP address:

) Obtain DNS server address automatically

() Use the following DNS server addresses:

[51]
]

5]
m
1]
m

tangs upon exit

Advanced...

Ok Cancel

The Windows PC will automatically assign a link-local address to the network interface card.

Ethernet adapter Ethernet:

4.

Autoconfiguration IPv4 Address.
Subnet Mask .
Default Gateway .

Now the IP Utility can discover devices that fall back to link-local address.
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& P utility - O X
C a
MName IP address Serial number
AXIS Q3527-LVE 169.254.65.163 ACCCBEBOSES3
Serial number ACCCSEBOSESS MNetwork connection 169.254.178.84
IPvd IPvE
IPv4 (link-local) 169.254.65.163 IPv6 (link-local)
£83 IP settings Device web [7]
(] XIS P1375 169.254.1.223 BRAJAF4A2BBAE
(] AXIsP1375 169.254.168.20 BaA44F42B4CH

Showing 3 of 3 devices

OPTION 2: Manually assign a link-local address when the DHCP server is not available

1. Right-click the network interface, select Properties, select Internet Protocol Version 4 (TCP/
IPv4), then click on Properties.
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U Ethemnet Properties >

Metworking  Authentication  Sharing

Connect using:
I? Intel(R) Ethemet Connection (14) 1213-V

[ Configure. ..

This connection uses the following tems:

T Npcap Packet Driver (NPCAP)
8005 Packet Scheduler

ﬂ?EIridge Driver

Il Intemet Protocol Version 4 (TCP/1Pw4)
O 4 Microsoft Network Adapter Multiplexor Protocol
2 Microsoft LLDP Protocol Driver

4 Intemet Protocol Version & (TCP/1PvE)

Install... Lininstall Properties
Description

Transmission Contral Protocol /intemiet Protocal. The default
wide area netwark protocol that provides communication
across diverse interconnected netwarks.

QK Cancel

2. Manually assign a link-local address. You can use any unused IP address within the 169.254.0.0/
16 range, with the exception of 169.254.0.0 and 169.254.255.255.
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Internet Protocol Version 4 (TCP/IPvd) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
0 Use the following IP address:

IP address: 189,254, 0 ., 90
Subnet mask: 255,255, 0 . O
Default gateway:

Obtain DMNS server address automatically

0 Use the following DMS server addresses:

Preferred DMS server: | . : : |

Alternate DMNS server: | . : : |

[ validate settings upon exit Advancad. ..

QK Cancel

3. Now the IP Utility can discover devices that fall back to link-local address.
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IP Utility - O X

Mame IP address Serial number

AXIS Q3527-IVE  169.254.65.163  ACCCBEBOSES3

Serial number  ACCCEEBOSEES MNetwork connection 169,254,090
IPvd IPwvi
IPv4 (link-local) 169.254.65.163 IPv6 (link-local)
£ IP settings Device web [
(] ax1sP1375 169.254.168.20 BEAAAFAZBACH
(] AXIsP1375 169.254.1.223 BEAAAFAZESAR

Showing 3 of 3 devices

e OPTION 3: Add link-local address to the network interface card when a routable address is
configured

1. Right-click the network interface, select Properties, select Internet Protocol Version 4 (TCP/
IPv4), then click on Properties.
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[E] Ethernet Properties

Metworking  Authentication  Sharing

Connect using:
I? Intel(R) Ethemet Connection (14) 1213-V

[ Configure. ..

This connection uses the following tems:

T Npcap Packet Driver (NPCAP)
8005 Packet Scheduler

ﬂ?EIridge Driver

Il Intemet Protocol Version 4 (TCP/1Pw4)
O 4 Microsoft Network Adapter Multiplexor Protocol
2 Microsoft LLDP Protocol Driver

4 Intemet Protocol Version & (TCP/1PvE)

Install... Lininstall Properties
Description

Transmission Contral Protocol /intemiet Protocal. The default
wide area netwark protocol that provides communication
across diverse interconnected netwarks.

QK Cancel

2. The network interface card already has an IP address 192.168.0.120/24 configured. Click
Advanced to add an additional link-local address.
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Intemnet Protocel Version 4 (TCP/IPvd) Properties b
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
0 Use the following IP address:

IF address: 192 . 168 . 0 . 120
Subnet mask: 255,255 .255. 0
Default gateway:

Obtain DMS server address automatically

) Use the following DNS server addresses:

Preferred DMS server: | : : : |

Alternate DMS server: | : : : |

[ validate settings upon exit

Advanced...
K Cancel
3. Click Add under IP addresses to add the link-local address. You can use any unused IP address

within the 169.254.0.0/16 range, with the exception of 169.254.0.0 and 169.254.255.255.
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IP Settings DNS WINS

IF addresses

IP address Subnet mask
192,168.0,120 255,255,255.0
169, 254.0.90 255.255.0.0
Add... Edit... Remaove
Default gateways:
Gateway Metric
Add... F

Automatic metric

QK Cancel

4., The Network Interface card should now have two IP addresses configured.

Ethernet adapter Ethernet:

Subnet M
IPv4 Add

5. Now the IP Utility can discover devices that fall back to link-local address.
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IP Litlity

Mame IP address

AXIS Q3527-LVE 169.254.65.163
Serial number  ACCCEEBOSEES
IPvd

IPv4 (link-local) 169.254.65.163

63 |P settings

(] Axisp1375 169.254.168.20

(] AXISP1375 169.254,1.223

Showing 3 of 3 devices

Serial number

ACCCEEBOSER3

MNetwork connection 169,254,090
IPwvi
IPw (link-local)

BSA44F42BACE

ESAALFAZBEAR

When will this new IPv4 compliant mode enabled by default and how to test it?

With AXIS OS 11.7 and later, the new IPv4 compliant mode has been implemented but it is disabled in the
factory defaulted state. The current plan is to make it enabled by default in AXIS OS 12.0, which will be released

in September 2024.

To try the IPv4 compliant mode, it can be enabled by changing the following parameters:

Step 1

Go to system—Network, uncheck "Fallback to static IP address if DHCP isn't available" and save.
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[ ] Fallback to static IP address if DHCP isn't available

Save

Step 2

Go to System—Plain config—Network—Network/ZeroConf, check "Fallback” and save.

Network / ZeroConf

+* Enabled

v Fallback

03C (one-click cloud connection)

03C (one-click cloud connection) is a protocol that allows an Axis device to connect via secure connection to a
cloud video management system, such as Genetec Stratocast. In order to connect an Axis device, the so called
OAK (owner authentication key) is needed. See instructions for how to look up the OAK below.

With each Axis device, you receive a piece of paper with the OAK printed on it. As mentioned, you need the OAK
to verify ownership when you register the device with an 03C-based service. Keep this document in a safe place
- it's a certificate that should not be discarded or disclosed to third parties. If you have lost your OAK, you can
retrieve it by logging in to the device as an admin user. Follow one of the paths below, depending on the AXIS
0S version of your device.
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Note

This requires that the device runs AXIS 0S 5.51.7, 6.50.5.2, 8.40.4, 9.80.2, 10.0.0 or higher. Please upgrade if
your device is running a lower version. Axis cannot assist in retrieving the OAK for you. For the external
retrieval, an outgoing HTTPS (TCP port 443) connection to "oakcgi.o3c.axis.com" needs to be available.

AXIS 0S 5.51 & LTS 216 (AXIS 0S 6.50)
Go to Setup > Options > Support > System Overview.

» Basic Setup
» Video
» Live View Config

r PTZ

System Overview
Firmware version:

1p address [

Connected clients: 0 Video ([View log)
Recently used bandwidth: 0.05 Mbit/s
Security

Serlal numl:ler:_
ok I
Date & Time 2022-01-24
Uptime: 242 days, 23:36

Time mode: NTP

07:55:31

» Detectors Defined users: 2 Anonymous access: Disabled HTTPS: No IP address fllter: Off
Optional Network Services
’ nppllcatlons Service Enabled Protocol Server port
FTP Yes TCP 21
+ Events
RTSP Yes TCP 554
b Recurdings Bonjour Yes uop 5353
HTTPS Mo TCP 443
Languages SNMP Mo upp 161
UPnp™ Yes uopP 1900
v S\,rsten'! Options TCP 49152 (auta)
» Security _ ARP/Ping IP address setting fes - -
Date & Time
Link-local address Yes - -
» Metwork —I
» Storage MAT traversa No = =
+ Ports & Devices SOCKS 1o - -
Maintenance AXIS Internét Dynamic DNS Mo - -
» Support IP address filter Mo - -
Support Overview Event Settings
SYStem Overview Rules defined: 3 Rules enabled: 1
rLogs & Reports . :
» Advanced mage Settings
Res. Comp. Rot. Color Overlay Source
About Camera 4CIF 30 1] Yes None PAL

LTS 2018 (AXIS OS 8.40) & LTS 2020 (AXIS OS 9.80)
Go to System > AVHS and click on Get key.
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AVHS

Allow AVHS

| One-click

Proxy settings
Host Port

| || 3128

Login

Password

Authentication method

| Basic

1sk | Apps  System

—n r, ®
L -
Date and time Orientation Users
P o
) =0
AVHS Security Storage

AXIS 0S 10.0 or higher
Go to System > 03C and click on Get key.

Owner authentication key (OAK)

Make sure the device is connected to the internet
without a firewall or proxy.

£ = A 4

ONVIF SNMP Maintenance Plain cc

Events Detectors
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One-click cloud connect

Allow O3C Owner authentication key (OAK)
| One-click v|
Procy setings
Host Fort
3128 .
| | | | without a firewall or proxy.
Login
Password
Authentication method
| Basic v|
ivacy mask Viewarea Apps @ System
it r1 ®
L1 - ﬂ W
Date and time Crientation Users OMNVIF SHNMP
o ® \
03c Security Storage I'Q ports MQTT

AXIS OS 10.9 or higher

Make sure the device is connected to the internet

Events

Accessories

Plain 1

Go to System > Network and click on Get key. Note that this applies to devices with support for the new web

interface introduced in AXIS OS 10.9. For products that don't support the new web interface yet, follow the

above instructions for AXIS OS 10.0.

% Apps
#t System ~

k¥ Date and time

@ Security

= Users

= Network I

Owner authentication key (OAK)

ChikAD
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Browser support

AXIS 0S 7.10 and higher

Video products with AXIS OS 7.10 or higher include the new web interface, which comes with an overall
improved and simplified graphical user interface and focuses on camera installation, configuration, and
troubleshooting. The web interface is tested and optimized for chromium browsers. It is platform-independent
and works with Windows® (versions 7 and up) as well as Linux® and macQS®. If you use other browsers, you
could experience limitations in functionality and support. You can find more information about the latest AXIS
OS version of your Axis product here.

You can use the device with the following browsers:

Chrome™ Edge™ Firefox® Safari®
Windows® v v * *
mac0S® v v * *
Linux® v v * *
Other operating * * * *
systems

v : Recommended

*: Supported with limitations
To find out more about how to use the device, see the user manual available at axis.com.

Known limitations
e No support for H.264 video streaming in Apple mobile (i0S) devices.

e Audio: No support for sending audio to the camera through the browser (i.e. through a computer
microphone).

® \/ideo: Some browser plugins are known to cause problems with live streaming. Try uninstalling plugins
if the video does not play as it should.

® Video: H.265 video streaming is currently not supported in any browser.

® Firefox: You might experience issues streaming live video with audio enabled. Refresh the stream if it
freezes.

e Safari (macOS): You might experience issues with H.264 streaming. Refresh the stream if it freezes.
e AV1 support is limited to certain products.

e Depending on your macOS or iOS version, you might encounter additional login prompts when using the
web interface on AXIS OS versions earlier than 10.12.

®  Onsome Linux systems, you might experience flickering when you use MJPEG. To resolve this, turn off
hardware acceleration in your browser.

AXIS OS 6.5X or lower

Video products with AXIS OS 6.5X or lower are tested and optimized for the latest version of Internet Explorer®,
Windows, and AXIS Media Control (AMC). Although you can use other browsers, versions and operating systems,
you might experience limitations in functionality and support. You can find more information about the latest
AXIS OS version of your Axis product here.

Highlights
® Recommended browser: Internet Explorer* with AXIS Media Control
® Recommended for Windows operating system

Known limitations
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®  QuickTime player introduces a 3-second video delay when streaming

® Java applet-based clients only support one-way audio, and the audio quality, as well as the frame rate,
might be reduced

®  When using video products with AXIS OS 5.50 or lower and |E10, compatibility mode is recommended

Video streaming
AXIS Media Control and Internet Explorer* is required for video streaming H.264 over HTTP/RTSP/RTP. MJPEG
video streaming is supported by Chrome, Firefox and Safari.

* Read more about Internet Explorer limitations in .
Internet Explorer mode in Edge

Internet Explorer was previously used to view H.264 using AXIS Media Control and to configure the legacy
embedded Video Motion Detection. Since Internet Explorer is outdated and unsupported, Microsoft Edge can be
used for this purpose instead if set to Internet Explorer mode. Simply follow the steps below.

Note

If using Windows 11 and the error message "Internet Explorer can't be found. you need to re-install or re-
enable Internet Explorer" appears, first follow the steps in this guide.

® (o to Settings > Default browser.
® Set Allow sites to be reloaded in Internet Explorer mode to "Allow".

®  C(Click "Add" next to Internet Explorer mode pages and enter the IP address of the Axis device.

DO | 3 Settings X | @ Detectors/Motion Detection -4 X | -+ - a X
< G @ Edge | edgey/settings/defaultBrowse Y5
Settings Default browser

Make Microsoft Edge your default browser Make default

Internet Explorer compatibility

[ Start, home, and new tabs
Incompatible sites only (Recommended) v

@ Share, copy and paste

@@ Cookie

| 8 Defauit browser

d site permissions

Downloads

@& K«

Family safety

=

t Languages

Printers add

]

O System

&) Reset settings

[ Phone and other devices O httpy/17227.67.75/ 02/04/2022 W

R Accessibility

@ About Microsoft Edge

When done, Edge will work the same way as Internet Explorer for that particular device.
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O | 3 settings X | @ Liveview - AXIS M1004-W Netw X | - - a at

o 2 @G ® -

Leammore X

&« | i) € | A Notsecure | 172.27.67.75/view/viewer_indexshtml?id=2471

You're in Internet Explorer mode. Most pages work better in Microsoft Edge. m Show in toolbar

AXIS M1004-W Network Camera

Live View | Setup | Help

Plaging .26 vsng TP over TSP ove ETTE

000

O | & setings X | @ Detectors/Motion Detection - £ x| S e

< (&) € | A Notsecure | 172.27.67.75/operator/motionDetection.shtmiZnbr=0&id=2479 iry: Notsyncing (@) -+
You're in Internet Explorer mode. Most pages work better in Microsoft Edge. m Show in toolbar leammare X

AXiSa., AXIS M1004-W Network Camera eI
» Basic Setup Motion Detection O
—
+ Video

» Live View Config

< Included (" Configure Excluded
Windows

~ Detectors

Camera Tampering

Motion Detection

» Applications

» Events

» Recordings

Languages
» System Options

About

@ View All Windows

€ View Selected Window

Configuration tips

How to use HTTP POST notifications in action rules

How to publish an MQTT message with an event rule action

How to add MQTT subscriptions

How to set SD card wear level

Automatic rollback verification

How to add polygon privacy masks

How to set privacy mask properties
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How to perform a rollback

How to display live view stream statistics

Password security confirmation check

How to enable SD card encryption

How to enable Opus audio codecs

Web user interface versions

When discussing various features and problems, it can sometimes be important to clarify which version of the
web user interface is used. Axis devices have had several different user interfaces throughout the years.

Axis released the first network camera, AXIS Neteye 200, in 1996. The web interface in may seem quite
rudimentary by today's standards but was very much on par with everything else on the world wide web back
then. (It can be noted that NCSA Mosaic, one of the first widely available and popular web browsers was
released only three years prior, so Axis was in the game very early on.)

AXIS 200:
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= FINY M e P ol - I S
Bl Edi ¥ew Lo Commuicso Help
4l " Boabmatks A Locston [ 17 162 204 ndss iml

AXIS5a

ECHHUHICATISHE

Welcome to the AXIS 200

IWIMIWIWIMIMI
Lger's nan !

General information

Trese pages reside within your A5 200, For the most recent infarmation, Wsk
fxs Communicatons®. (voe: ks markes win 0wl farne pou 10 Axs web sie, an
CRRGF BneE SVe UNAROnSLEYEn § U goRT REs MISTmel seaess )

Sour purrent software wersion is 1,384k (Sep 17, 1998)
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Only a couple of years later, Axis released their first encoders, or "video servers" as they were called back then;
Axis 2400/2401. The web interface in these products had graphical representations of what was connected. It
was also possible to control Pan-Tilt-Zoom on connected cameras directly from this web interface.

AXIS 2400:
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AXIS 2400 Vides
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In 1999, Axis released the first Linux based network camera, AXIS 2100. And with that, once again a brand new

s Ve 4 T
web interface. Unlike the gray interface in AXIS 2400/2410 that was intended for the conservative surveillance
market, this interface targeted the younger web generation and thus was brighter and shinier.

AXIS 2100:

293



AXIS OS Knowledge base

Fia [ Yeew Ppeodtes [Jook  pEeip iﬂtﬂ-l g A TR 28 S0
ew - QANA AR IS

Live web imaging unleashed.

-

[T
B EES
(TR 1] .
FERERE e
LA L L L LN

[ ¥

L J

@.

L. 1K

Sty 3000 Mo Camaei 2050 .‘Ils.-.
et

] W Irbemet

The two separate web interfaces for encoders and cameras lived side by side for a few years, but by 2003, the
time had come to introduce a web interface that worked for both cameras and encoders. This interface version
lived on all the way until 2016 (in different iterations) and has become what we sometime refer to as “Classic".
We will continue to refer to it as "AXIS OS web version A (Classic)".

AXIS OS web version A (Classic)
The first version of AXIS OS web version A (Classic) was introduced in AXIS OS 4.0, but is now only supported in
LTS 2016 (6.50). With the introduction of AXIS OS 7.10, this version was no longer the default interface, but it

was still available via the URL http://camera-ip/index.shtml up until AXIS 0S 9.20, after which it was completely
removed.
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AXISa AXIS P1353 Network Camera Live View | Setup | Help
Stream profile Snapshot
®
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AXISa AXIS P1353 Network Camera Live View | Setup | Help

AERmEEI AT RN

» Basic Setup Video Stream Settings (2

- - Image Audio H.264 MIPEG
- Video & Audio

Video Stream Image Appearance
Stream Profiles Resolution: plxels
ONVIF Media Profiles Compression: [0..100)
Camera Settings
Overlay Image [ mirror image
Privacy Mask Rotate Imagea: degreas
Focus Video Stream
Audio Settings Maximum frame rate:
Audio Clips @ Unlimited
» Live View Config O Limited to [1..30] fps per viewer
Overlay Settings
3
Detactors [ inciude overlay Image at the coordinates: X D [0..] ¥ D [0..]
» Applications [J Include date (] tnclude time

D Include text: | |

Text overlay size:
* Recordings Text color: Text background color:
Place text/date/time at of image

+» Events

Languages
+ System Options

About Preview
View Image stream while configuring. Video format: |MJFEG V| | Open...

Save | Reset |

While AXIS OS web version A (Classic ) lasted for 13 years, the rest of the world wide web moved on. In 2017, it
was finally time to introduce AXIS OS web version B.

AXIS OS web version B
AXIS OS web version B had a more modern look than the previous version, and also supported a much wider

range of browsers (including native support for H.264 streaming). Here, focus was on the video stream, and a
key feature was the possibility to actually see the video while fine tuning image settings.
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AXIS‘ AXIS M3058-PLVE Fixed Dome Network Camera - O o
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Image Stream Overlay PTZ Privacymask Apps = System v
Appearance Sharpness White balance
§ — 100 | 50
Saturation
Light environment | Automatic v

o 00| 50 Wide dynamic range
Ci =

ontrast WDR (,‘
0 e— 100 | 50

X Local conftrast
Brightness o 100 50
0 — 100 [ 50

[ N N ]

This interface was officially introduced with Axis OS 7.10, but a preview version could be seen already in AXIS
0S 6.50 via the URL http://camera-ip/index.html. LTS 2018 (8.40) and LTS 2020 (9.80) both use this interface.
Note that it is only intended to be used with video products.

Axis product portfolio has been growing over time and now includes many more product types than just video
products. Since AXIS OS web version B only supported video products, it soon became important to create a user
interface that would work for all types of products. So, in 2020, AXIS OS web version C was introduced.

AXIS OS web version C

AXIS S3008 Recorder was the first product to officially get AXIS OS web version C, which was introduced with
AXIS 0S 10.0.0.
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AXISa

EOMMUMICATIONS

[

Status

& Recordings
# Apps

% System

H Date and time
@' Network

3 Power over Ethernet
@ Security

Users

Storage

o)
El Logs
€, SSH server

9, Maintenance

AXIS S3008 Recorder

Onboard storage

Hard drive 1 (3.4 TB)

Free: 100%

Status: Mounted
File system: extd
Encrypted: No
Temperature: 45°C (113 °F)

Overall health test:  Passed

Write protect (6]

Tools
@ Check O Repair
O Format O Encrypt

Jecrypt Change

Use tool

o5 0B

Most video products had to wait some time before officially getting AXIS OS web version C, but it could be
reached through http://camera-ip/preview/index.html already in 10.0 on a selected number of products

(ARTPEC-7).

AXIS

CoMMUNICATIONS
oE Status

M Video A
= Installation

(&) Image

@9 Stream |
5 Overlays

B View areas

[ Privacy masks

@ PTZ

Audio v

@ Recordings
% Apps
i System v

A, Maintenance

=

AXIS P1448-LE Network Camera

298

@K oB

Expand all W

General -~
Resolution

3840x2160 (16:9) v
Frame rate

0 [0..25] (0 = =} fps
Compression

—_— 30

H.264 encoding v
Orientation v
Audio v

(11



VAPIX

VAPIX® Network Video APl is a set of Application Programming Interfaces (API) for configuration and
management of Axis network video products. For more information, visit the VAPIX Library.

You can use tools like Postman or cURL to interact with the VAPIX API. cURL offers a command-line alternative
for sending API requests and retrieving data, while Postman provides a user-friendly interface for sending HTTP
requests and viewing responses, making it ideal for testing and exploring the VAPIX API. Both tools enable you
to experiment with API calls, troubleshoot issues, and develop custom integrations.

For examples on how to use cURL, see the VAPIX Library. To learn more about VAPIX and Postman, click here.
New APIs for configuring AXIS OS devices

AXIS has released new APIs for AXIS OS configuration. These APIs were introduced in AXIS OS 11.11, and more
device configuration APIs will be added on an ongoing basis. See AXIS OS demonstration video here.

Available APIs can be seen on the device itself by typing: http://IP-adress/config/discover

"apis™: {
"best-snapshot™: {
wl™: {
"doc": "/config/discover/apis/best-snapshot/vl/doc.md",
"doc_html"™: "/config/web-ui/cu-doc.html?md-doc-loc=/config/discover/apis/best-snapshot/v1/doc.md",
"model"™: "/config/discover/apis/best-snapshot/v1l/model.json™,
"rest_api": "/config/rest/best-snapshot/vibeta”,
"rest_openapi”: "/config/discover/apis/best-snapshot/v1/openapi.json”,
"rest_ui": "/config/web-ui/swagger-ui/?url=/config/discover/apis/best-snapshot/vl/openapi.json™,
"state": "beta",
"version": "1.8.0-beta.1"

: "feconfig/discover/apis/cert/vl/doc.md",
"doc_html": "/config/web-ui/cu-doc.html?md-doc-loc=/config/discover/apis/cert/vl/doc.md",
"model”: "/config/discover/apis/cert/vl/model.json”,
"rest_api”: "/config/rest/cert/vlbeta",
"rest_openapi": "/config/discover/apis/cert/vl/openapi.json”,

"rest_ui": "/config/web-ui/swagger-ui/?url=/config/discover/apis/cert/vl/openapi.json”,
"state": "beta",
"version": "1.0.8-beta.1"

}
},
"firewall™: {
wl™: {
"doc": "fconfig/discover/apis/firewall/v1/doc.md",
"doc_html": "/config/web-ui/cu-doc.html?md-doc-loc=/config/discover/apis/firewall/vl/doc.md",
"model": "/fconfig/discover/apis/firewall/v1/model.json",
"rest_api”: "/config/rest/firewall/vlalpha”,
"rest_openapi": "/config/discover/apis/firewall/v1/openapi.json”,
"rest_ui": "/config/web-ui/swagger-ui/?url=/config/discover/apis/firewall/vl/openapi.json™,
"state": "alpha",
"version": "1.8.0-alpha.2"

"doc "fconfig/discover/apis/log/vl/doc.md",
"doc_html"' "/config/web-ui/cu-doc.html?md-doc-loc=/config/discover/apis/log/vl/doc.md",
"model” : conflg/d1scover/apls/log/vl/model json",

The API documentatlon in the VAPIX I|brary W|II be delayed, but it can be found on the device itself. To see API
documentation on the device write: http://IP-adress /config/web-ui/cu-doc.html?md-
doc-loc=/config/discover/apis/best-snapshot/vl/doc.md
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Best Snapshot Configuration (Version 1.0.0-beta.1)

Overview

Short Description: Configuration API for Best Snapshot feature

ID: best-snapshot
Version: 1.0.0-beta.1
State: Beta

WARNING: This API is in BETA stage. The APl is provided for testing purposes and is subject to
backward-incompatible changes, including modifications to functionality, behavior, and availability.
Please don't use in production environment.

Structure

best-snapshot.vl (Root Entity) (Get, Set)
I— enabled (Property) (Get, Set)
I— margin (Property) (Get, Set)

Objects

best-snapshot.v1 (Entity)

¥ Details

¢ Description: Configuration root object

a Natificatian: falea | Namvacstads falea

Now you get the responses from the device:

It is also possible to test the APIs through the Swagger GUI. To do this, go to the Swagger URL for the selected
APl, e.q. /config/web-ui/swagger-ui/?url=/config/discover/apis/best-snapshot/
vl/openapi.json
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’ iconfig/discover/apis/best-snapshot/v1/openapi.json m

best-snapshot &= @2

Configuration API for Best Snapshot feature

Servers

Iconfig/rest v

best-snapshot.vibeta ~

GE /best-snapshot/vibeta A

Use this operation to get the value of 'best-snapshot.v1'

Name Description

This options sets the traceparent used for tracing request

information

Responses

Code Nesarintinn Links

Click on Try it out button and fill in the values. Then click on the Execute button.
Now you get the responses from the device:
Responses

Curl

curl -X 'PATCH' \
*http://172.25.155.86/config/rest/best-snapshot/vlbeta?strict=true’ \
-H 'accept: application/json' \
-H ‘Content-Type: application/json’ \
-d {

Request URL

http://172.25.155.86/config/rest/best-snapshot/vlbeta?strict=true

Server response
Code Details
200

Response body

Response headers

connection: Keep-Alive
content-length: 25

Now you can copy the code and place it to your application.
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Edge storage support
SD card support

The following are supported filesystems and encryptions for SD cards.

e Supported filesystems: ext4 (recommended), vFAT

e Supported filesystem size:
- Up to 2 TB for devices with SDXC slot support and AXIS OS 5.60 and higher

- Up to 64 GB for devices with SDXC slot support and AXIS OS prior to 5.60
® Supported speed classes: class 10 or higher

®  Supported encryptions:
- AES-CBC 128-bit for all devices with AXIS 0S 5.80.1 and higher

- AES-CBC 256-bit for all devices with AXIS 0S 8.40.1 and higher
- AES-XTS-Plain64 (AES-XTS-512 256-bit) for newer devices with AXIS 0S 8.30.1

Network share support

The following are supported storage network protocols and authentication modes for external storage media.
®  Supported protocols:
- CIFS/SMB 1.0 + NTLM authentication mode for devices with AXIS OS 5.90 and lower

- CIFS/SMB 1.0, 2.0, 2.1, 3.0 and 3.02 + NTLM authentication mode for devices with AXIS OS 6.10
and higher

- CIFS/SMB 3.1.1 + NTLM authentication mode with AXIS OS 10.12 or higher and Linux Kernel
4.17 or higher.

e Supported filesystem size: 8 ZB with AXIS OS 5.70 and higher, and 2 TB with AXIS OS 5.65 and lower
Basics
Video retention

AXIS OS 6.40 and higher
There are two types of disk clean-up operations for deleting old recordings; one is user-controllable, and one is
performed automatically by the Axis device.

The first operation removes recordings older than a certain time in days. This can be configured by the user in
the storage configuration in the web interface. For instance, when the user selects one week (i.e. 7 days), the
clean-up operation will remove all recordings older than 7 days. It's important to note that this operation runs
once per hour (i.e. every 60 minutes).

302



AXIS OS Knowledge base

AXIS P3248-LVE Network Camera

Storage

Network storage

] ~
== Server (100.0 GB)|

Host: 172.25.200.51
Share: network_share
Free: 93.9 GB

Status: Okay

Write-protect

Keep recordings up to

7 days b

Tools

Erase all AR

Safely remove the storage s

The second operation is an automatic clean-up that is always enabled and cannot be disabled by the user. This
operation runs every second and checks that the network share or SD card has enough space for recording. The
clean-up level is defined as an amount of free space. For locally attached storage, like SD cards, the clean-up
level is defined as 5% of the total size of the SD card unless those 5% are less than 750 MB. When that is the
case, 750 MB will be the clean-up level. For network shares, the clean-up level is fixed when max 750 MB
remains. So for a 64 GB SD card, the clean-up level is 3.2 GB, while for an 8 TB NAS the clean-up level is 750
MB.

If there is less free space on the disk than what's defined in the clean-up level, the automatic clean-up
operation will detect this and remove the oldest recordings (actually blocks) based on the needed space. Note
that at least 1 GB will be removed in order to bring the free space size above the clean-up level. For instance, if
the free space is 50 MB below the clean-up level, the operation will remove at least 1 GB, thus making 950 MB
free above clean-up level.

If the disk is full, i.e. if the clean-up operation was not successful in removing the data on time, another level of
75 MB free space is defined. This is called the full level. If the full level is reached, the disk is declared full and
the recordings should stop. At the same time, the clean-up operation continues until the free space is above the
clean-up level. Once there is space above the clean-up level, recording will start again.

AXIS 0OS 5.50 - AXIS 6.30

In addition to the configuration that can be performed in AXIS 0S 5.40 and lower, the clean-up of old
recordings will start when there is less than 750 MB of storage space available. This is an additional algorithm
that has been implemented to prevent exceeding the network share or SD card storage space.

AXIS 0S 5.40 and lower

In AXIS OS 5.40 and lower, there are two user-controlled clean-up parameters that defines when the Axis device
should be performing a clean-up of the storage. The first parameter is used to configure number of days until
recordings should be overwritten, and the second parameter is a clean-up policy in percentage. Old recordings
are deleted if either one or both of the conditions in these parameters are met.

It's recommended to set the clean-up policy to 80 for AXIS OS 5.20 and 90 for AXIS OS 5.40. As an example, a
clean-up value of 90 corresponds to 72% usable storage, and the Axis device would then have 72 GB writable
recording space when connected to a 100 GB network share. The clean-up level can be configured from

Plain Config > Storage.
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Storage v || Seledt group
Storage
Mount dir
Storage 50
Auto repar:
Cleanup level: %0 [0.59)
Cleanup max age: 7 [0 T000]
Cleanup policy active: | FIFD +
Device node: [devmmchiknpl
Dhsk 1D :
Extra mount options:

File systemn viat
Friendly name:

Locked: O

Mount on boot

Required file system: | nona v

Storage 51:

Auto repair:

C'ka.nup level: ] [|:| ';’9‘]
Cleanup max age: 7 [0 700e]
Cleanup policy active: | FIFD »

Deevice node: HetworkShare;
Dhskc 1D Nt i
Extra mount options:

File system: [= -0
Friendly name:

Locked: O

Mount on boot:

Bequired file system: | none
Save page changes: Seve | Reset

Recording file split duration

For performance reasons and optimal read/write cycles to the edge storage medium, video is recorded in chunks
of five minutes. This is defined in DefaultSplitDuration = "300", where "300" refers to 300 seconds, which in
turn corresponds to five minutes. Note that it's not recommended to change the value since this could affect the
memory buffers. It could also affect performance since a split duration that is too short could cause a high
amount of files. If the value is changed, make sure it's tested accordingly. In AXIS Companion, it's possible to
download a part of the video merged into one file in asf format, which is the recommended way to solve this
issue. From AXIS OS 5.60 and onwards, the video export feature has been improved so that it's possible to export
a recording from several 5 minute segments into one recording.

ONVIF and VAPIX recordings

ONVIF and VAPIX recordings are completely separated. For example, recordings that are created via VAPIX
through the web interface or VAPIX API are not visible or usable for ONVIF clients. In return, ONVIF recordings
are not visible or usable for the user and are not showing in the recording section of the web interface. ONVIF
clients have to create recordings through the ONVIF API separately to make use of recordings.

Metadata events

It's possible to listen to storage-related metadata events via the RTSP stream. Essentially there are two events
available, both indicating a storage connection failure either for an SD card or a network share. These two
events are called:

e Device/HardwareFailure/StorageFailure
e Storage/Disruption

If for example the network share is disconnected due to the NAS no longer being available in the network, both
events would be active.
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Edge storage folder structure

When performing an edge recording on an Axis device, the below folder structure is being used*. This folder
structure can not be modified.

Example recording path: *\axis~ACCC8E9C6BE7\20211214\11\20211214_110037_AAF2_ACCC8E9C6BE7

\20211214_11

Network share SD card Example Format Contains

v axis- axis-Z77777777777 | The Axis device
ACCC8E9C6BE7 serial number

v v 20211214 YYYYMMDD Date™

v v 1 HH Hours**

v v 20211214_ YYYYMMDD_ Date and time™, a
110037_AAF2_ HHMMSS_XXXX_ random identifier,
ACCC8E9C6BE7 177777777777 the Axis device

serial number
v v 20211214_11 YYYYMMDD_HH Date and hours*

*The "Send video" and "Send images" event options may use a different folder structure based on the configured

recipient.

**The date and time reference is in the Axis device's local time and refers to the date and time when the

recording was created.

Password encrypted export of edge recordings

From AXIS 0S 10.10, Axis devices support password encrypted export of edge recordings (SD card, network
share). This means it is possible to export a recording that is password encrypted, adding the possibility to
securely share sensitive video data without the need to manually encrypting exported recordings.
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@ Recordings 1 e
Mar 21 | 11:20:01 AM - 11:20:10 AM
- Completed (H.264) "
View Area 1 | Network storage
10 seconds
Recording 1D: 220321_112001_3969 ACCCBEDOCBSF
< >
Disk Dz MNetworkShare
Event: continuous
Type: Continuous
Status: Campleted
Source: View Area 1
Video encoding: H.264
Video type: videofx-h264
Frame rate (FP5): 20
Resolution (pixels): 1920x1080
Audio: Mo
Set export range
From
2022-03-21 11:20:01 AM =
To
2022-03-21 11:20:10 AM =
Filename
Encrypt

Estimated file size: 397.00 kB

@ Recordings | 1 =W
Mar 21 | 11:20:01 AM - 11:20:10 AM
> Completed (H.264) A
View Area 1 | Network storage
10 seconds
Recording ID: 220321_112001_3969_ACCCSEDOCASF
< >
Disk ID: NetworkShare
Event: contnuous
Type: Continuous
Status: Completed
Source: Wiew Area 1
Video encoding: H.264
Video type: video/x-h264
Frame rate (FP5): 20
Resolution (pixels): 1920x1080
Audio: No
Set export range
From
2022-03-21 11:20:01 AM =
To
2022-03-21 11:20:10 AM -
Filename
Encrypt .
Password
L L L LAl ] @
Repeat password
L L L LAl @

Estimared file size: 397.00 kB

Password encrypted recordings

e Supported file format: .

zip

e Supported password length: maximum 128 bytes (128 characters). In the legacy web interface the
maximum is 64 characters.

e Supported encryption: AES-256. Note that some operating systems do not have native support for this
encryption. In those cases open-source tools such as 7-zip can be used to open password encrypted

recordings.

Export file name
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The file name of reqular recording exports may contain sensitive information such as the date and time or the
camera name. When doing a password encrypted export of a recording, leave the file name field empty and the
file name of both the downloaded *.zip file and content names will get anonymized.

Example of a regular recording export 20220321_112001_3969_ACCC8ED9C85F.zip
Example of a password encrypted export FBHY6A.zip
SD card

Disabling the SD card

The SD card and its slot can be disabled completely. This is done from
Plain Config > Storage > Storage.S0.Disabled. When the SD card slot is disabled, the Axis device will not
recognize any SD card inserted.

Storage
Mount dir
S0
Auto repa
] [0..99
Clez max 3ge
7 0..7000
Cleanup policy active
FIFO b
Devics nods
svimmeblkipl
Diske D

SD card health monitoring

From AXIS OS 6.20, Axis devices support health statistics for AXIS Surveillance Cards. This means it's possible to
get an estimated wear out level for the SD card being used, which can help determine when to replace it.

Note
Only available for AXIS Surveillance Cards, not for similar cards from the same manufacturer.
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Onboard storage

Format new cards to extd

ﬂ SD card (59.4 GB) e

Free: 100%
Status: Okay
File system: vfat
Encrypted: Mo
Wear: 2%

Write-protect
Keep recordings up to

7 days v
Tools

Format (erase all} v | 9
Trigger when wear reaches

90 [0..200] %

Safely remove the storage | A

From AXIS OS 10.3, it's possible to create an event based on the wear level of the SD card so that you can get
notifications when a certain wear level is reached. More information is available in this video:

To watch this video, go to the web version of this document.

Decrypting Axis SD cards

We will now take a look at how an encrypted SD card operated in an Axis device can be decrypted or re-used
again.

Note
The original passphrase (password) that was used to encrypt the SD card must be known in order to proceed
with any of the guidelines below.

Axis device
An SD card that was encrypted and previously used in an Axis device can be inserted and used in another Axis
device again. This could e.g. happen when an Axis device gets replaced during an RMA process.

Windows
To decrypt an SD card on a Windows computer, an open-source disk encryption tool like LibreCrypt can be used.

If the SD card is formatted to VFAT, follow the screenshot guide below. If EXT4 is used, you need to install a
third-party driver like Ext2Fsd first in order for the Windows computer to recognize the filesystem on the card.
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Manage This PC
B corvuter view  DrveTools
< - 4 H, Thispc v o
# Quick access v Folders(f)
[ Desktop 3D Objects Desktop . Documents Downloads J\ Music
¥ Downloads ‘&
Sl Documents Pictures Videos
. - B
£ This PC

 Devices and drives (2)
B 20 Objects

[ Desktop

Local Disk (€
e

USE Drive (D)

~

§ Documents

& Dewnloads

b Music

&=] Pictures

B videos

‘% Local Disk (C)

= USB Drive (D)
= USB Drive (D)

¥ Network

items 1 itemn selected

@ LibreCrypt

File View Tools Help

— X
Hen. Dpen fie, Open partion. Taaale portable made diivers Opians..
Diive Container

0 drive mounted.

This software is based on Free0TFE and/or FresO TFE4PDA, the fres disk enciyption system for PCs and PDAs, availsble ot ¢4 HREF="http:/ /i FresOTFE oig/" ww FreeDTFE ora¢/hs
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L]
File Tools Help

e, Open il Open patttion. Togale portable mode divers Dptians..
Diive Cortainer

Starting drivers in portable mode...

Starting: FreeD TFE HashSHA. sys.

0 drive mounted.

This software is based on Free0TFE and/or FresO TFE4PDA, the fres disk enciyption system for PCs and PDAs, availsble ot ¢4 HREF="http:/ /i FresOTFE oig/" ww FreeDTFE ora¢/hs

@

File View Tools Help

Hew. Dpenfile Open partiion. Toggle portable mode divers Dptions.
Diive Cortainer
L]
Please select from the following disks/partiions:
Disk #0 Disk 1 Disk H2
[ Show CDADVD drives [ Enive disk.
Cancel

0 drive mounted.

This software is based on FreeDTFE and/or Fres0 TFE4PDA, the fre disk encryption system for PCs and PDAs, available at <4 HREF="http:/wiw FreeDTFE ora/"> www, Free0 TFE. oracst>
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Dpen file | Open partition. |

Taaale portable made diivers Opians..
Diive Container

Key Phrase For LUKS Container
Encryption

Ker @ Userentered

O Read from keyfile:

Keyfile contains ASCI password

LF

ase IV cypher on hash length [where sppicable]

Mount options File options

Diive: Use defauit v Sigelmit

2] [btes v

Mowntas:  |Removabledisk  ~

indicates no sizelmit |

[ Mournt readonly
Mount for all users

Cancel

0 drive mounted.

This software is based on Free0TFE and/or FresO TFE4PDA, the fres disk enciyption system for PCs and PDAs, availsble ot ¢4 HREF="http:/ /i FresOTFE oig/" ww FreeDTFE ora¢/hs

L]
File
Dpenfile Open partiion. Lock al Toggle portable mode divers Dptions.
Diive Cortainer
-y DevicetHarddisk2Partiont
Information b

0 Your container has been opened as drive: F:

1 drive mounted.

This software is based on FreeDTFE and/or Fres0 TFE4PDA, the fre disk encryption system for PCs and PDAs, available at <4 HREF="http:/wiw FreeDTFE ora/"> www, Free0 TFE. oracst>
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Deskis !
[ Desktop [ g 116 GB free of 113 GB

% Documents
& Dewnloads
B Music
&=] Pictures
B videos
‘% Local Disk (C)
= USB Drive (D)
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Linux
In Linux operating systems, the SD card can be decrypted directly using the command line and the following
commands:

sudo cryptsetup open /dev/sdfl gqqq Enter passphrase for /dev/sdfl: mkdir /tmp/qg ~ sudo mount
/dev/mapper/qqq /tmp/qq sudo su cd /tmp/gg root@mycomputer:/tmp/qgg# 1s 20160929 index.db lost
+found root@mycomputer:/tmp/qq# exit sudo umount /tmp/qqg sudo cryptsetup close gqq

Formatting Axis SD cards

Formatting the SD card will only rewrite the parts of the SD card necessary to create the filesystem. This could
be a couple of hundred MBs on a 64 GB SD card. Any of the old data, such as older recordings, will not be
accessible via the new filesystem. However, a major part of the SD card data will be unmodified after formatting
and may thus be accessible on a low level (i.e., it may be possible to extract the data if the card is inserted in a
computer).

There are various methods to erase sensitive data on SD cards and they usually require writing the entire card
with different patterns multiple times. Axis products do not have support for erasing data in such a way.

Network share

SMB/CIFS handshake

Here we'll take a closer look at the differences and negotiations in the SMB/CIFS protocol. The network traces in
the table illustrate the process of negotiating a specific SMB version between an Axis device and a NAS and the
corresponding session setup in order to mount a network share successfully. After the negotiating process is

completed, we can observe some reqular SMB protocol communication about listing, deleting and writing files
to the network share.
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Example network SMB version SMB dialect NAS IP address Axis device IP
trace address
Axis_SMB_ 1.0 NT LM 0.12 172.25.200.50 172.25.201.100
Handshake_SMB_
1.0.pcapng
Axis_SMB_ 2.0 SMB 2.02 (0x0202) | 172.25.200.50 172.25.201.100
Handshake_SMB_
2.0.pcapng
Axis_SMB_ 2.1 SMB 2.1 (0x0210) 172.25.200.50 172.25.201.100
Handshake_SMB_
2.1.pcapng
Axis_SMB_ 3.0 SMB 3.0 (0x0300) 172.25.200.50 172.25.201.100
Handshake_SMB_
3.0.pcapng
Axis_SMB_ 3.02 SMB 3.0.2 (0x0302) | 172.25.200.50 172.25.201.100
Handshake_SMB_
3.02.pcapng
Axis_SMB_ Auto-negotiated N/A 172.25.200.50 172.25.201.100
Handshake_SMB_
Auto.pcapng
About CIFS/SMB support
SMB support in Axis devices
AXIS OS version 12.00 and higher 8.30-11.90 6.10 — 8.20 5.90 and lower
Enabled SMB 2.1, 3.0,3.02, | SMB2.1,3.0,3.02, |SMB 1.0 SMB 1.0
3.1.1 3.1.1
Supported SMB 2.1, 3.0,3.02, | SMB 1.0,2.0 2.1, SMB 1.0, 2.0 2.1, SMB 1.0
3.1.1 3.0, 3.02, 3.1.1 3.0, 3.02, 3.11
Auto-negotiation | Yes Yes N/A N/A

AXIS 0S 8.30 and higher

In Axis devices with AXIS 0S 8.30 to 11.9, the insecure versions SMB 1.0 and SMB 2.0 are disabled per default in
order to increase the overall minimum cybersecurity level of the device. Devices with AXIS OS 12 and higher
only support secure versions of the SMB protocol.

It's possible for the device to auto-negotiate its SMB version with the NAS or edge storage device starting with
SMB 2.1, or with higher SMB versions such as SMB 3.0, SMB 3.02 and SMB 3.1.1.

AXIS 0S 8.20 and lower
In Axis devices with AXIS 0S 8.20.1 and lower, SMB 1.0 is enabled per default while all other supported SMB
versions (SMB 2.0, 2.1, 3.0, 3.02) need to be set in Plain config as described below.

Setting SMB version in Plain config

If SMB 1.0 or SMB 2.0 is required due to compatibility issues, we recommend setting the extra mount options
parameter in Settings > System > Plain config > Storage to a specific version, e.g. vers=1.0 or vers=2.0 for a
network share. Note that there are two storage groups per mounted network share (normally Storage S1 and
Storage S2), and both need to have the correct version set in extra mount options. If the setup also includes a
network share recipient, then this recipient would be included in the S3 or S4 storage group and would also
need modification. See the following example of how the configuration should look like when the NAS storage
only supports SMB 1.0:
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https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_1.0.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_1.0.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_1.0.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_2.0.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_2.0.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_2.0.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_2.1.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_2.1.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_2.1.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_3.0.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_3.0.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_3.0.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_3.02.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_3.02.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_3.02.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_Auto.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_Auto.zip
https://www.axis.com/files/software/Axis_SMB_Handshake_SMB_Auto.zip

http://ip-address/axis-cgi/admin/param.cgi?action=update&troot.Storage.S1.ExtraMountOptions=vers=1.0
http://ip-address/axis-cgi/admin/param.cgi?action=update€troot.Storage.S2.ExtraMountOptions=vers=1.0

Extra mount options

Below you will find three configuration examples describing how the device is handling the extra mount
options parameter. As you can see, the device will only consider the latter of the two SMB versions entered.
Preferably only a single SMB version should be entered.

e vers=1.0: device tries to connect via SMB 1.0

® vers=1.0,vers=2.0: device tries to connect via SMB 2.0

® vers=1.0,vers=2.0,sec=ntIm: device tries to connect via 2.0 SMB with NTLM only

® seal,sec=ntImsspi: Highest security, password hashing encapsulated in Raw NTLMSSP message, force
packet signing and encryption

Automatic reconnection

In case the NAS is disconnected from the network, the Axis device will try to automatically remount a network
share. A prerequisite for trying to remount a network share is that the NAS is online/available on the network, e.
g. via PING. The first attempt to remount the network share will be executed after 2 seconds, and every failed
attempt will double the time between new intervals:

e  First try: executed after 2 seconds
e Second try: executed after 4 seconds
e  Third try: executed after 8 seconds

This will continue until the last try, which will be executed after 600 seconds (10 minutes).
Network share in Plain Config

In the storage section in Plain Config, the complete storage configuration can be obtained from an Axis device.
The storage section is splitted into SO-S2 storage groups, where SO corresponds to the SD card configuration,
and S1 and S2 are the network share configuration equivalents.

When mounting a network share on the Axis device, two storage groups - S1 and S2 - are created. S1 is the
physical network share and its disk, while S2 is the network share recipient that e.g. could be used in the event
system of the Axis device.

Cloud storage

Here's how to set up recording to cloud platforms like AWS S3 and Azure Blob Storage:
Note
Available in AXIS OS 11.11 and later.

1. Set up your S3 or Azure server and create a bucket for the recordings. Then, create a destination on your
device by providing the required parameters:

- id (the ID of the destination, which isn't part of the S3 or Azure parameters)
- accessKeyld

- bucket

- secretAccessKey

- sessionToken (optional)

url (the URL to the S3 or Azure server)

Here's an example of what the data might look like:

{"id": "my s3 dest", "s3": {"accessKeyId": "miniocadmin", "bucket": "test-bucket",
"secretAccessKey": "minioadmin"”, "sessionToken": "session token", "url": "http://
172.27.140.1:9000"}}
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2. Create a recording group using the new recording group API. You'll need to provide the destination ID as
a required parameter. You can do this by sending a request to: http://<target ip>/config/
rest/recording-group/v2/recordingGroups

3. Startarecording using the same group.

If you need help finding the APIs, you can use the discover feature: http://<camera IP>/config/
discover.

You can also use the Swagger Ul pages for the APIs to set up your destination and group quickly. You can find
these athttp://<camera IP>/config/web-ui/swagger-ui/?url=/config/discover/
apis/remote-object-storage/vl/openapi.jsonandhttp://<camera IP>/config/

web-uil/swagger-ui/?url=/config/discover/apis/recording-group/v2/openapi.
json.

Best practices

Below you'll find some guidelines for setting up edge recording on your Axis device.

e Use H.264 to reduce bandwidth and avoid MJPEG streams.

e Use only one recording at a time when recording to an SD card to avoid shortening the SD card's
lifespan and minimizing its wear level.

* When configuring your recordings, add at least 30 seconds of post-buffer recording to each event
triggered recording in order to avoid many small recording segments

® Configure the Axis device properly with the correct date & time prior to starting a recording. Date &
time can either be configured manually or automatically via the NTP server.

e Check with the NAS-vendor if the amount of (video) data can be processed by the NAS in order to avoid
performance issues.

e  Keep the bitrate of the video stream below 10 Mbit/s when recording to the SD card in order to avoid
missing frames/recordings.

e On Axis devices with a legacy version, set the clean-up level (i.e. the limit when older recordings are
erased) to max 80% on AXIS 0S 5.20 and 90% on AXIS 0OS 5.40.

Timelapse recordings

There are several ways to configure timelapse recordings in Axis products. Below you will find more information
and examples of different configuration setups.

Note

A workaround previously described as saving images to the SD card using FTP and the IP address of the
device itself is not supported by Axis. The configuration in question has been made unavailable in later AXIS
OS versions. It's recommended to use one of the following alternatives instead.

Recording to SD card using third-party ACAP solutions
Axis recommends third-party solutions such as Timelapse Server and Timelapse video developed by Pandos
Development (https://pandosme.github.io/). Some of the features these solutions offer include:

e Timelapse recordings to SD card or network share

®  Ability to download the AVI-video directly from the ACAP with user-selectable frame rate and playback
rate

e Several different timelapse recordings supported simultaneously
e Alert notification in case a timelapse recording has issues

Note
Depending on your Axis device and architecture, the Timelapse Me ACAP comes in three different application
filetypes (mips, armv7hf or aarch64). Use the following VAPIX request http://ip-address/axis-cgi/param.cqi?
action=listétgroup=Properties.System.Architecture to find out which architecture is supported by your Axis
device, and select the correct application filetype and upload it to your Axis device.
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AXIS OS Knowledge base

Recording to remote host using FTP server
Use FTP properly as it is a standard network protocol to transfer files from one host to another over the internet.
Upload to a remote host, e.g., another computer or server on the network with a static path.

Example configuration in web interface in AXIS OS 6.53 and lower

Recipient Setup

Name:
Type:

Recurrences

Recurrences List

Network addrass: 192.168.1.150

Upload path: timelapse

Port number:

Login Credentials

User name:
Password:

Advanced Settings

[ use passive mode
[] use temporary mode
Test

Test the connection to the specified FTP server Test

oK Cancel

Name Recurrence pattern

Every 10 Minutes

Every 10 minutes

@ Events/Recurrence Setup-.. — m} X

© & 1p-f34-1labnetrnd.axis. *** | 58

Recurrence Setup 0
Name:

| Recurrence pattarn:

1 Repsat svary

OK Cancel

Action Rule Setup 0
General
Enable le
Name:
‘Condition
Trigger: [ start eandition only
Every 10 Minutes
b New Schedule
additional conditions
Add.. Modify.. | | Remove

ning the rule (mas 23:59:59)

Actions
Type

Stream profile: PEG New Stream Profile
Image frequency: frame(s) per

Duration on

Limit:

Recipient:

=Craate foldar

oK Cancsl

Example configuration in web interface in AXIS 0S 9.30 and higher
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Rules Schedules Recipients Manual triggers Rules Schedules Recipients Manual triggers Rules S5chedules Recipients Manual triggers
New recipient ggeerdrl‘;“?aw v ® Timelapse -
Pulse | Send images through FTP
Name Office H
ice Hours v )
B ¥ Use this rule
FTR Server Schedule | Daity =
Type Hame
FTP v Weekdays v Timelapse
"
Host Schedule | Weekly ‘Wait between actions {max 23:59:58)
192.168.1.150 00:00:00
Weekends hd
Fort Schedule | Weekly
2 e
Condition ~
Folder .
Every 10 Minutes ~ Pulse v
timelapse Pulse | Every 10 minutes
Username MName
MyUser Every 10 Minutes Puls=
Ewvery 10 minutes
Password Repeat every
snssne 10 Minutes ¥ +
Use temporary file names
Use passive FTP [} Action A
Send images through FTP v
Test Recipient
FTF Server

Cancel m There's no stream profile for images. To send images,

create an MJPEG profile

Custom image frequency I)
Image frequency

1 frames per | Second ¥

Prebuffer [seconds)

01

Postbuffer {mm:ss)

00:00
Maximum images (0 = =)

!

Create folder

Filename
imagedy-%m-%d_%H-3%M-35-3%f_#: jpg
Maximum sequence number {0 = =)

o

Recording to remote host using network share

Example configuration in web interface in AXIS 0S 6.53 and lower
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Recipient Setup

Mame: Network Share
Type: Netork share

Recurrences

Recurrences List

Network address:  [192.168.1.150
Share: timelapse
Upload path: [

Login Credentials

User nama:

Password:
Test

Test the connection to the specified network share

OK Cancal

Test

Name Recurrence pattern

Every 10 Minutes

Every 10 minutes

@ Events/Recurrence Setup-.. — m} X

4
Il

© & 1ip-34-1.labnet.rnd.axis. *** H

Recurrence Setup 0
Name:

| Recurrence pattern:

minutes(s’

- Repeat every

OK Cancel

Action Rule Setup

General

Enable rule

Nam=:

Condition

Trigger Time. [} d
Every 10 Minutes

Schedule: Alvways (o Schedule] New Schedule

Additional conditions.

only

Add... Modify... Remove

Wait at least [00:00:00 before re-running the rule (max 23:39:39)

Actions

Tvpe!
Stream profile: New Straam Profils
Imags fraquancy: frama(z) par [zacond(z) ]
ouration re-trigger time 1| second(s)
[ While the rule is active
[ Post-triggertime 5 | sacand(s)
Limit Send only the first images
Recipient: i
sCreatefoldes [ ]

*Base file name:
® Add date/time suffix
@) 2] e s s (e o)
O Add sequence number suffix up to 10 and then start over
O Overvrite/Use own file format.

=5ee help for more i

ok Cancel

Example configuration in web interface in AXIS 0S 9.30 and higher
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Rules Schedules Recipients Manual triggers

New recipient

Name

|Netwurk Share |

Type

| Network storage A |

Host

|19215811E-I] |

Rules Schedules Recipients Manual triggers

After Hours
Schedule | Daity

Office Hours
Schedule | Daity

Weekdays
Schedule | Weekly

Weekends
Share Schedule | Weekly
| timelapse |
Folder Every 10 Minutes
| | Fulse | Every 10 minutes
Username Name
| MyUser | | Every 10 Minutes
Password Repesat every
|“““ | | 10 | Minutes ¥
Test

Rules Schedules Recipients Manual triggers

® Timelapse
Pulze | Send images through FTP

Use this rule

Name

| Timelapse

Wait between actions (max 23:58:58)

Condition -
Fulse A

Fulse

Every 10 minutes

Action ~
Send images to network share v

Recipient

Network Share

There's no stream profile for images. To zend images,
create an MJPES profile

Custom image frequency m

Image frequency

| 1 |frames per| Second v|

Prebuffer (seconds)

Postbuffer {mm:ss)

Maximum images {0 = =}

[ |
Create folder

Filename

| imagethy-%m-96d_%H-36M-%S-%f_%s jpg |

Maximum sequence number (0 ==}

[o |

Cancel Save

Recording to remote host using mail

Example configuration in web interface in AXIS 0S 6.53 and lower
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Recipient Setup

Narme:
Typa:

-
Email Server Settings

Provider:

User authentication

User id: lsender@example.com

Password:

Advanced settings
From email:
Port:

Select zuthentication to use:

@® smTP

O ror

Server:

SMTP server:

Encryption: TLS

[ validate sarvar certificats
Test

Test the connection to the specified email address Test

oK Cancel

Recurrences

Recurrences List

Name Recurrence pattern

Every 10 Minutes

Every 10 minutes

@ Events/Recurrence Setup-.. — m} X

[ONN"1 [fp-f34-1.labnet.rnd.axis. *** :?

Recurrence Setup 0
Name:

| Recurrence pattern:

minutes(s’

- Repeat every [L

OK Cancel

Action Rule Setup

General
Enable rule
Nemes
Condition
Triggar: [Er—— u]
Every 10 Minutes
Schedule: Alvays (o Schedule: Hew Schedule

Additional conditions

enly

Add... Modify... Remove

Wit st lesst [00:00:00 before re-running the rule (max 23:59:59)

Actions

Type:
———— e Stresrm Profile
Image fraquency: frame(s) per
Duration Pre-trigger time. second(s)
[ while the rule is active
[J post-trigger time 5 | second(s)
Limit Send only the first [ images
Recipient: New Recipient
Subject:

Additianal information
Images per mails
=8ase fila name:
® Add date/time suffix
O Add sequence number suffix (no maximum value)
O Add sequence number suffix up to 10
O Overvrite/Use own file format.
=See help for more information

=nd than start over

oK GCancel

Example configuration in web interface in AXIS 0S 9.30 and higher
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Rules Schedules Recipients Manual trigger

New recipient

Name

| Mail Server |

Type
| Email v|

Send email to

| receiver@example.com |

Send email from

| sender@example.com |

Username

|sander@example.cum |

Password

Email server (SMTP}

| smtp.example.com |

Encryption

[ s v

E| Validate server cerlificate

POF authentication

Test

Cancel Save

Rules Schedules Recipients Manual triggers

After Hours N
Schedule | Daity
Office Hours v
Schedule | Daity
Weekdays v

Schedule | Weekly

Weekends ~
Schedule | Weekly

Every 10 Minutes A
Pulse | Every 10 minutes

Name

| Ewvery 10 Minutes

Rules Schedules Recipients Manual triggers

® Timelapse
Pulse | Send images through FTP

BB Us= this rule

Nams

|Timelapse

Wait between actions {max 23.53:.55)

Condition -~
Fulze bl
Pulse

Every 10 minutes

Action ~
Send images to email v

Recipiant

Mail Server

Thers's no stream profile for imeges. T send images,
create an MJPES profilz

Custom image frequency I)

Image frequency

1 frames per| Second ¥

Prebuffer {seconds)

Postbuf fer (mm:ss)

Maximum images (0 = =)

Bend up to this many images per email

Filenamse

| imags - _TeH-TeM-5%5-%F 22 jpg |

Maxdimum seguence number (0 = =}

0 |
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Troubleshooting & maintenance

Export-import device configuration

AXIS 0S 12.4 introduced the export-import device configuration feature on AXIS 0S-based devices.

The export-import feature significantly streamlines the process of configuring multiple devices, saving time and
effort. By initially logging in to a single device and performing necessary configurations, users can subsequently
export the settings to a JSON file. This file can then be modified to create a standardized configuration
template, which can be seamlessly imported via the web interface to configure the rest of the devices.

This new feature provides great benefits for various use cases, including:

®  Multi-device configuration: When deploying multiple devices, export-import configurations saves time
and ensures consistency across all devices.

* Configuration template creation: Exporting configurations allows administrators to create standardized
templates for the same device types or combine common settings for different devices under one
template.

e  Backup: Configuration backups provide a record of changes made to devices or after each AXIS 0S
upgrade.

® Device replacement after RMA: When replacing a faulty device, restoring the previous configuration
ensures minimal disruption to operations and maintains existing settings.

* Troubleshooting: Restoring a previous configuration can help troubleshoot issues by reverting to a
known working state.

This new feature is still in the beta stage in AXIS OS 12.4 and is not activated by default. To use it, go to System
> Plain config > Feature flags and enable Decaf export import.

Feature flags

A These are experimental features not ready for use in production. No support is provided for issues at this stage.

Name Description Enabled
Add analytics metadata producer for selected =
Selected metadata rtsp producer & P i :'
metadata. —
Selected metadata events Send selected metadata as events. 'C )
Selected metadata Enable selected metadata configuration AP 'C. )

Enable O5R recording to edge storage devices

Object st ding to ed
ject storage recording to edge cuch as SD cards.

Metadata fusion experimental classes Enable experimental classes in metadata fusion 'C. )
Decaf export import Expose export/import functionality in DeCAF [ ]
Mdnssd legacy disable Disable mDNS legacy services 'C. )

Next, go to Maintenance > Device settings. Refresh the page if it doesn't appear.
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Device settings
Export the devices settings into a file or import a file and apply
settings.

Export Import

The Export feature lets users download the current device configurations to a JSON file with a single click of a
button. This file can be modified with a text editor, allowing users to add new configuration values, remove
existing ones, or alter existing settings as needed. The Import feature enables the efficient deployment of
customized settings by parsing the JSON configuration file, thus simplifying the implementation of desired
configurations and enhancing overall system administration.

Below are the APIs supported in this feature based on the AXIS OS versions:

AXIS OS version APIs

12.4 param.cgi

New Time APl under Device configuration

When exporting the configuration, all readable parameters associated with the aforementioned APIs are
exported. It is not possible to selectively choose which parameters to export. Instead, modifications to the
configuration file must be made manually through direct editing. Upon importing the configuration file, the
device performs verification before applying the file. Any parameters incompatible with the device are
automatically ignored and excluded from the import process, ensuring a seamless and error-free configuration
update. Also, some APIs may require a set of valid parameters in order to apply a proper configuration. The
legacy param.cgi parameters don't have this control functionality.

This new feature is based on the device configuration framework. In the future, all newly introduced APIs will be
implemented under the same framework and will have export-import functionality. In the current
implementation, the Events and ACAP configurations are not included.

How to upgrade

Axis offers product AXIS OS management according to the active track or the long-term support (LTS) tracks.
Regardless of the track chosen, it's recommended to upgrade regularly in order to get the latest security
updates. Upgraded can be done by using AXIS Device Manager, AXIS Camera Station, AXIS Companion or HTTP.

Note
e  AXIS A1001 in cluster mode: If using AXIS A1001 in cluster mode, make sure to upgrade all controllers.
Either all at a time using AXIS Device Manager or straight after each other using the web interface or
FTP. The entire cluster should always be on the same version.

e Mandatory upgrade path (10.9): The following Axis devices require an upgrade via the latest available
LTS 2018 (8.40) prior to upgrading to AXIS OS 10.9 or later: AXIS D2050-VE, AXIS FA54, AXIS M3057-
PLVE, AXIS M3058-PLVE, AXIS P1367/-E, AXIS P1368-E, AXIS P1445-LE, AXIS P1445-LE-3, AXIS P1447-
LE, AXIS P1448-LE, AXIS P3227-LV/-LVE, AXIS P3228-LV/-LVE, AXIS P3807-PVE, AXIS Q1645/-LE, AXIS
Q1647/-LE, AXIS Q1659, AXIS Q3515-LV/-LVE, AXIS Q3517-LV/-LVE/-SLVE, D101-A XF P3807, ExCam XF
P1367, ExCam XF Q1645 and F101-A XF P1367.

e Axis Edge Vault (10.11): From AXIS 0S 10.11 and onwards, Axis Edge Vault will be upgraded
automatically during an upgrade of the Axis device. The upgrade functionality introduces a non-
backward compatible change to the behavior of Axis Edge Vault. The upgrade process is not reversible:
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once Axis Edge Vault has been upgraded, it cannot be downgraded. Installing an older release of AXIS 0S
on a device where Axis Edge Vault has been upgraded is highly discouraged. Core functionality such as
HTTPS, 802.1x, and applications that are configured through the certificate management system will not
work correctly. It is recommended to first upgrade through AXIS OS 10.10 and then to newer AXIS 0S
versions. This way, if the upgrade process fails or a rollback is triggered, the device will still be left with
an AXIS OS system that is compatible with an upgraded Axis Edge Vault.

AXIS Device Manager or AXIS Camera Station

1.

8.
9.
Note

Go to the Device Manager Tab in Axis Device Manager or Configuration Tab > Devices - Management
in AXIS Camera Station.

Select all devices that should be upgraded.

Right click and select Upgrade Firmware, which will open a dialog with a list of device models and the
current firmware version installed in each device.

In the Upgrade Firmware dialog there are two options:
- Check for Updates which requires internet access.

- Browse to locate the file e.g. on hard drive or memory stick.

Check for updates:
- Select Check for Updates to download a list of all versions available for all device models.

Browse:

- Select browse to locate the files and import them. It is possible to select and import several files
at the same time.

Each device model will show a dropdown containing all available versions for a model, sorted by "Long
Term Support” (LTS) and "Active” software tracks.

Select the version to install for each device model.

Click OK to start upgrading the devices.

By default, upgrade is done for all the selected devices at the same time. The upgrade order can be changed
in Configuration > Connected services > Firmware upgrade settings. Once an update has been started, the
devices will be unavailable until the installation and restart of the devices has completed successfully.

For more information, see the help in AXIS Device Manager/AXIS Camera Station.

HTTP

Upgrade instructions when using the old web interface

1.
2.

w

N o o &

©

10.

Download the upgrade file to a directory that is accessible from your local computer.
Open the product's start page (e.g. http://192.168.0.90) in a web browser.

Click the Setup link and log in as "root" (or any other user with administrator privileges). You must be
logged in as an administrator to upgrade the unit.

Click System Options in the menu to the left.
Click Maintenance.
Click the Browse button in the Upgrade Server section.

Select the upgrade file you downloaded (and maybe decompressed) from our site. This file is typically
named after the product and AXIS OS version.

Click the Open button.
Click the Upgrade button in the Upgrade Server section.

Wait for the flash load to complete, which may take 1-10 minutes. The upgrade procedure occurs in four
steps:
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11.

- Step 1: Shut down. Running applications are shut down and active connections are terminated.

- Step 2: Uploading. The old version will be erased and the new will be saved. During this step, the
power LED will blink green/amber. After a while the progress of the upgrade will be displayed in
the web browser.

- Step 3: Reboot. The system restarts automatically.

- Step 4: Reconfiguration. The new versions settings are configured to match the previous
settings. The color of the status LED will be amber during this step.

After the upgrade has completed, the unit will automatically initiate the system, during which the status
LED blinks amber. When initiation is complete and the system is ready for use, the status LED will be
green.

Upgrade instructions when using the new web interface

N o o bk~ w D

©

10.

11.

FTP

Note

Download the upgrade file to a directory that is accessible from your local computer.
Open the product's start page (e.g. http://192.168.0.90) in a web browser.
Log in as "root" (or any other user with administrator privileges).

Click Settings to the right.

Click System-tab.

Click Maintenance.

Select the upgrade file you downloaded (and maybe decompressed) from our site. This file is typically
named after the product and AXIS OS version.

Click the Open button.
Click the Upgrade button in the Upgrade Server section.

Wait for the flash load to complete, which may take 1-10 minutes. The upgrade procedure occurs in four
steps:

- Step 1: Shut down. Running applications are shut down and active connections are terminated.
- Step 2: Uploading. The old version will be erased and the new will be saved. During this step, the

power LED will blink green/amber. After a while the progress of the upgrade will be displayed in
the web browser.

- Step 3: Reboot. The system restarts automatically.

- Step 4: Reconfiguration. The new versions settings are configured to match the previous
settings. The color of the status LED will be amber during this step.

After the upgrade has completed, the unit will automatically initiate the system, during which the status
LED blinks amber. When initiation is complete and the system is ready for use, the status LED will be
green.

Only applicable for AXIS OS versions 11.0 and below. With AXIS OS 11.1 and later, the FTP options has
been removed to increase overall minimum cybersecurity level. For more information, visit .

With AXIS 0S 7.30.1 - 11.0, the FTP server is disabled by default. In order to use the instructions below it
first needs to be enabled via the web interface:
Settings > System > Plain config > Network > NetworkFTP

This section is not applicable for AXIS Companion Line cameras.

You must be at the command prompt and in the directory that contains the upgrade file.
Example: C:\Axis\Product\Firmware
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2. From the command prompt, open an FTP connection to the unit you wish to upgrade. (Do not use a
Windows based FTP program to do this, use command line FTP programs only.)

Log in as “root". You must be logged in as the root user to upgrade the unit.
Change to binary transfer mode by typing "bin" and press enter.

Type "hash" and press enter. This will allow you to see how the upgrade progresses.

S

Type the command "put XXX.bin flash" where XXX.bin is the name of the upgrade file you downloaded
(and maybe decompressed) from our site. This file is typically named after the product and AXIS 0S
version.

7. Wait for the flash load to complete, which may take 1-10 minutes. The upgrade procedure occurs in four
steps:
- Step 1: Shut down. Running applications are shut down and active connections are terminated.

- Step 2: Uploading. The old version will be erased and the new will be saved. During this step, the
power LED will blink green/amber. After a while, the progress of the upgrade will be displayed in
the command prompt.

- Step 3: Reboot. The FTP session terminates and the system starts automatically.

- Step 4: Reconfiguration. The new versions settings are configured to match the previous
settings. The color of the status LED will be amber during this step.

8. After the upgrade has completed, the unit will automatically initiate the system, during which the status
LED blinks amber. When initiation is complete and the system is ready for use, the color of the status
LED will be green.

How to downgrade

Downgrading an Axis product might be necessary in order to establish compatibility with the third party systems
which do not support higher AXIS OS versions. The downgrade is performed in the same way as an upgrade.
Instructions are available in .

If you have a device that has received a new hardware id (HWID), check the section to see the minimum
compatible AXIS OS active and LTS versions for the product.

Note
Downgrading to a lower version could cause implications on a system's health and stability. It is only
recommended to downgrade an Axis product using the standard upgrade process if performed in
combination with a factory default of the product. The factory default can be performed simultaneously
during the downgrade, or manually by the user afterwards.
As of AXIS OS version 10.1, a factory default is mandatory when downgrading.

How to rollback

When upgrading an Axis product, a restore point of the previous state of the product and its entire
configuration is made before the upgrade. This restore point is available to go back to after the upgrade has
been performed in case of an unexpected issue. This feature is called Rollback.

The rollback feature can be found in the Axis product's web interface under Settings > System > Maintenance.
A video clip with instructions can also be found in . The feature was introduced in AXIS OS version 7.40, which
means that the Axis product must have been upgraded to 7.40 or later in order to be able to perform a rollback.

It is recommended to use the rollback function to re-establish system functionality and to contact Axis
Technical Support for further instructions and troubleshooting techniques. No restore point is available when
the product is in a factory defaulted state.

Factory default and restore
When troubleshooting or preparing your device for redeployment, you may need to reset it to a previous state.

Axis devices offer two options: Factory default and Restore. While both options reset the device, they differ in
the extent of the reset and the settings that are preserved.
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Factory default resets the device to its original state, removing all custom configurations, including network
settings and user accounts. The device will return to its out-of-the-box condition. You can perform a factory
default from the Maintenance page in the web interface or by using the hardware button on the device. For
instructions on using the hardware button, see the user manual for your specific product.

Restore is similar to factory default, but keeps some network settings intact. You can perform a restore from the
Maintenance page in the web interface. The settings kept after a restore varies slightly between products, but
typically the device will retain the following settings:

Boot protocol (DHCP or static)
Static IP address

Default router

Subnet mask

Broadcast IP address

I[EEE 802.1X settings

03C settings

DNS server IP address

System time

Important

After performing a factory default or restore, you won't be able to roll back to previous settings. Additionally,
all installed ACAP applications and certificates not originally included with the device will be deleted.

Basic troubleshooting

AXIS OS supports a variety of troubleshooting tools and commands that can be used to identify, analyze and
solve issues experienced by a user. The list below contains some tools and methods. Support and instructions
can also be provided by Axis Technical Services.

Purpose / Action HTTP(S) URL command Additional information

Download server report https://172.25.201.191/axis-cgi/ Downloads a server report from
serverreport.cgizmode=zip_with_ | the Axis device.
image

Download crash report https://172.25.201.191/axis-cgi/ Downloads a crash report from the
debug/debug.tgz Axis device. This may take several

minutes to complete.

Download network trace https://172.25.201.191/axis-cgi/ Downloads a network trace from
debug/debug.tgz?cmd= the Axis device. This can also be
pcapdumpétduration= done via the web interface in
30¢&tinterface=eth0 newer AXIS OS versions in Settings

> System > Maintenance. When
the direct URL is used;
® a3 custom time in seconds
can be specified in the
duration= parameter.

e the interface that should
be captured can be
specified in the interface=
parameter. Without the
interface parameter, all
interfaces are included.
When specifying multiple
interfaces, use the follwing
format: "&interface=ethQ,
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https://www.axis.com/support

AXIS OS Knowledge base

eth1.1,eth1.2". The
interface parameter is
available from AXIS 0S
10.10 and onwards.

Ping test IP address

https://172.25.201.191/axis-cgi/
pingtest.cgi?ip=172.25.201.10

The ping test is always issued from
a source device, in this case the
Axis device at 172.25.201.191
followed by the parameter that
determines the target IP address or
hostname.

Ping test hostname

https://172.25.201.191/axis-cgi/
pingtest.cgi?ip=computer.lab.net

The ping test is always issued from
a source device, in this case the
Axis device at 172.25.201.191
followed by the parameter that
determines the target IP address or
hostname.

Port open test

https://172.25.201.191/axis-cgi/
teptest.cgi?address=
172.25.201.102&port=80

The port test is always issued from
a source device, in this case the
Axis device at 172.25.201.191
followed by the parameter that
determines the target IP address
and port that should be checked
for availability.

Collect core dump

http://172.25.201.191/axis-cgi/
debug/debug.tgz?listen

Starts listening to available core
dumps on the Axis device. It's
recommended to use Google
Chrome or Mozilla Firefox. Note
that the web browser might time
out, in this case the command has
to be sent again.

Collect core dump wget -T0 -0
core

"http://root:
mypassword@172.25.201.191/
axis-cgi/debug/debug.tgz?listen"

Starts listening to available core
dumps on the Axis device from the
WGET console that is installed as
an application on a computer in
the same network.

Open the Windows command
prompt in administrator mode and
change the directory with the cd
command to where wget is
installed, e.g. C:\Program Files
(x86)\GnuWin32\bin. To go to this
file location you would type e.g.
"cd C:\Program Files (x86)
\GnuWin32\bin" and then execute
the HTTP(S) URL command as seen,
for instance wget -T0 -0 core
"http:/[root:
mypassword@172.25.201.191/
axis-cgi/debug/debug.tgz?listen”

Telnet access

Note

The below documentation should only be used according to the instructions given by Axis Technical Services
in maintenance and troubleshooting situations.
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http://gnuwin32.sourceforge.net/packages/wget.htm

Telnet is supported by Axis devices with version 5.50 and lower. Follow the instructions below in order to use
Telnet on the device:

1. Access http://ip-address/admin-bin/editcgi.cgi?file=/etc/inittab

2. Remove the hash from the below line in the configuration file: #tnet:35:0nce: /usr/sbin/
telnetd

3. After removing the hash, the line should look like this: tnet:35:0once: /usr/sbin/telnetd

4. Save the file and restart the Axis device
SSH access

Note

The below documentation should only be used according to the instructions given by Axis Technical Services
in maintenance and troubleshooting situations.

Accessing the Axis device using SSH for maintenance purposes only is recommended due to the connection
being encrypted and sensitive information being transferred securely. SSH access can be achieved using the
plain Linux command console or Microsoft Windows power shell. Note that administrator privileges may be
required for this and/or firewall and security settings of the computer need to be adjusted in order to allow SSH
connections.

SSH in AXIS OS 5.50 - 5.55

Follow the instructions below in order to use SSH on devices with AXIS OS 5.51 and lower:

—_

Access the SSH file by using this link: http://ip-address/admin-bin/editcgi.cgi?file=/etc/conf.d/ssh
2. Enable SSH by setting SSHD ENABLED="yes"
3. Save the SSH file.
4. Restart the Axis device.

SSH in AXIS 0S 5.60 - 11.4

Follow the instructions below in order to use SSH on devices with AXIS OS 5.60 and AXIS OS 11.4:
1. Enable SSH from Plain Config > Network > SSH.

2. Save the settings. The Axis device is now reachable via SSH, no restart is needed.
Alternatively SSH can be enabled/disabled using the direct VAPIX API calls:

®  https://ip-address/axis-cgi/param.cgi?action=update&tNetwork.SSH.Enabled=Yes

®  https://ip-address/axis-cgi/param.cgi?action=update&tNetwork.SSH.Enabled=No
SSH in AXIS OS 11.5 and higher

To increase the overall system security of AXIS OS, the system-wide root privileges are changed to prevent
information leakage and compromised integrity. With AXIS OS 11.5, VAPIX users and SSH users are handled
separately. Please see additional information about these change here.

For clarification:

o "VAPIX user" is the user used to for example log into the web interface of the Axis device.

®  "SSH user" is the user used to log into the Axis device through SSH.

AXIS 0S Additional information
Factory defaulted AXIS OS 11.4 or earlier The initial password set during first boot for the root user is vali
VAPIX access.
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http://ip-address/admin-bin/editcgi.cgi?file=/etc/inittab
http://ip-address/admin-bin/editcgi.cgi?file=/etc/conf.d/ssh
https://ip-address/axis-cgi/param.cgi?action=update&Network.SSH.Enabled=Yes
https://ip-address/axis-cgi/param.cgi?action=update&Network.SSH.Enabled=No
https://www.axis.com/developer-community/news/axis-os-root-acap-signing

Upgrading from AXIS 11.4. or earlier to AXIS OS 11.5.

Upgrading to AXIS OS 11.5 will migrate all existing users to bec
SSH user. If the VAPIX user password is changed, a separate SSk
password.

Factory defaulted AXIS OS 11.5.

The initial password set during first boot for the root user is vali
password is changed, a separate SSH user password change is re

Above changes do not change the (default) state of the SSH service. The SSH service is still disabled by default
and is separated from SSH user creation. It is possible to enable SSH without creating SSH users and vice versa.

It is possible to create/use the same username for VAPIX users and SSH users. User created SSH users do not
have root privileges. Existing SSH users (AXIS OS 11.5 or higher) on the Axis device, can be found in the web-
interface using Settings > System > Users > SSH users.

Users

+  Add user

Role

BA Administrator

Anonymous users

Allow anonymous viewing

55H users

+ Add SSH user

Username

andre

peter

Command overview

Username

root

Comment

The following main commands are available and supported when logged in via SSH to the Axis device. Make
sure you are using the commands according to the instructions given by Axis Technical Services.

Action / Purpose

Windows OS command line

Linux OS command line

Connect & login

ssh root@ 192.168.0.90

ssh root@ 192.168.0.90

Disconnect & logout exit

exit

Restart reboot

reboot

Download crash report

ssh root@192.168.0.90 [usr/sbin/
dbox debugar.cgi -d > debug.tgz

ssh root@ 192.168.0.90 [usr/sbin/
dbox debugar.cgi -d > debug.tgz

Upload AXIS 0S*

scp C:\Users\psadmin\Downloads
\P1375_9_80_2_4.bin
root@172.25.201.191:/var/tmp
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Action / Purpose

Windows OS command line

Linux OS command line

Update AXIS 0OS

2_4.bin

upgrade -f [var[tmp/P1375_9_80_

cat P1375_9_80_2_4.bin | ssh
root@172.25.201.191 upgrade

Update AXIS OS & perform a
factory default

upgrade -d -f /var/tmp/P1375_9_
80_2_4.bin

cat P1375_9_80_2_4.bin | ssh
root@172.25.201.191 upgrade -d

Perform a factory restore and keep

fwmgr factorydefault soft

fwmgr factorydefault soft

IP settings

Perform a factory default

fwmgr factorydefault hard fwmgr factorydefault hard

*Uploading AXIS OS to the Axis device is only needed when the user is trying to update the device using the
Windows OS command line. This step is not needed when using the Linux OS command line.

The commands below are illustrated using the Windows OS command lines from the table.

Connect & login

B OpenSSH SSH dlient

C: \WINDOWS\ sy
root@l72.

sh root@l72.2
25,291,191'5 pa,;uard.

root@axis-accc8edo1eb9:~#

Disconnect & logout

B Administrator: Command Prompt
: \WINDOWS\sys 32>ssh root@l72.25.201.191
rootigl72.25.2081.191 s password:
daxis-acccB8ed916b9:~# exit
nnection to 172.25.261.191 closed.

AWINDOWS\system32>

Download Crash Report

B Administrator: Command Prompt

sh root@l72.25.2
s password:
Input/output error
oute/flush: Bad file descriptor
rte/flush: Bad file riptor
/. Bad file descriptor
utput error
e/flush: Bad file descriptor
/route/flush: Bad file descriptor
fcompact_memory: Bad file descripter

281.191 /usr/sbin/dbox debugar.cgi -d > debug.tgz

q- tr'1t'gn=“':

|: - ."-..In"']:r"q DCH."q-_.I

stem32>
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Restart

B OpenSSH SSH dlient

\WINDOWS\system32>ssh root@@l72.25.2€1.191
r*r:mt"" 72.25.201.191's password:
rooti@axis-accc8ed918b9:~# reboot

root@axis-acccBed918b9 : ~3

AXIS OS update

B Administrator: Command Prompt - 0

\Users\psadmin\Downloads\P1375

INDOWS\system32>ssh root@l72.25.201.191
root@l72.25.201.191"'s password:
root@axis- 8ed918b%9:~# upgrade -f /var/tmp/P1375 S 88 2 4.bin
Input data i1s comp d with gzip.
Current release: 9.80.2.4
Image release: 9.8@.2.¢
Image build: 42
Image HWIDs: 795:7C2
Firmware partition usage: 465 MiB (3844 block ytal, 6 MiB (2449 blocks) free, 4 bad blocks.
New firmware will use 158 MiB (1313 block i e rtition.
volume kernel-new with id 5 and size 2 "q r1:|.B (23 blocks).
volume dtb-new with id 17 and size 63 KiB (1 bloc
volume secmon-new with id 29 and size : { .
lume rootfs-new with id 11 and 55.1 MiB (456 blocks).
signed for camera group 'axis-release-artpec-7°'
Signature verification of image successful.
SHA256 of image: 2931581d76063af95869752el7.
¢ing if bootloader upgrade is needed on
Bootloader upgrade was not needed.
tem upgrade completed successfully.
s-accc8ed91@b9:~# Connection teo 172.25.201.191 closed by remote host
Connection to 172.25.201.191 closed.

AXIS OS update & factory default

B Administrator: Command Prompt - 0

18e% GBMB 19.2MB/s - H-E
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B Administrator: Command Prompt

/tmp/P1375_9_88_2_4.bin

Image HWIDs: 795:7C2
DELeting volume ‘kernel-old’ (4).
Deleting volume 'rootfs-old' (1@).
Deleting volume 'dtb-old' (16).
Deleting volume 'rwfs-old' (2@).
Deleting volume mon-old’
Firmware partition usage: 465 MiB (3844 b ( ree, 4 bad bl«
New firmeare will use 158 MiB (1313 bl
Creating volume kernel-new with id 4 and
Creating volume dtb-new with id 16 and si

g volume secmon-new with id 28 and s
Creating volume rootfs-new with id 18 and s
Image is signed for camera group ‘axis-relea

Signature verification of image successful.
SHA256 of image: 2931581d76863af95869
Checking if bootloader upgrade is needed on /
Bootloader upgrade was not needed

em upgrade completed

72.25.201.191 close

FTP access

Note
®  Only applicable for AXIS OS versions 11.0 and below. With AXIS OS 11.1 and later, the FTP options has
been removed to increase overall minimum cybersecurity level. For more information, visit

* The below documentation should only be used according to the instructions given by Axis Technical
Services in maintenance and troubleshooting situations.

Accessing the Axis device using FTP for maintenance purposes only is not recommended due to the connection
being unencrypted and sensitive information being transferred in plain text readable. Therefore, SSH access is
recommended. FTP access can be achieved using the plain Linux command console or Microsoft Windows power
shell. Note that administrator privileges may be required for this and/or firewall and security settings of the
computer need to be adjusted in order to allow FTP connections. FTP can be enabled in the Axis device via

Plain config > Network > FTP. Alternatively FTP can be enabled/disabled using the direct VAPIX API calls:

e https://ip-address/axis-cgi/param.cgi?action=update&tNetwork.FTP.Enabled=Yes
e https://ip-address/axis-cgi/param.cgi?action=update&Network.FTP.Enabled=No

Command overview
The following main commands are available and supported when logged in via FTP to the Axis device. Make sure
you are using the commands according to the instructions given by Axis Technical Services.

Action [ Purpose Windows OS command line
Connect & login ftp 192.168.0.90
Disconnect &t logout bye

Restart quote site reboot

Download crash report* get debug.tgz
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Update AXIS OS* put P1375_9_80_2_4.bin flash

Update AXIS OS & factory default* put P1375_9_80_2_4.bin flash_all

*The hash command followed by the bin command can be used to enable verbose logging prior to executing the
selected commands.

Connect & login

B Administrator: Command Prompt - ftp 172.25.201.191

Microsoft Windows [Version 18.8.17763.1697]
(c) 2018 Microsoft Corporation. All rights reserved.

\WINDOWS\system32>ftp 172.25.2081.191
Lcnnertud to 172.25.281.191.
228 AXIS P1375 Network Camera 9.80.2.4 (2
3 Bad sequence of commands.
er (172.25.201.191:(none)): root
3321 User name okay, need password.
sword :
238 User logged in, proceed.
tp>

Disconnect & logout

B Administrator: Command Prompt

C: \WINDOWS\system32>ftp 172.25.201.191

onnected to 172.25.201.191.

228 AXIS P1375 Network Camera 9.80.2.4 (2828) ready

: \WINDOWS\system32>

Download Crash Report
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B8 Administrator: Command Prompt - fip 172.25.201.191

Microsoft Windows [Version 18.8.17763.1697
(c) 2018 Microsoft Corporation. All rights

2.25.201.19

228 HlIJ P1375 Network Camera 9.86.2.4 (2620) ready.

503 Bad sequence of commands.

H—Fr (172.25.21.191: (none) ): root
r name okay, need password.
d:

230 User logged in, proceed.

tp> get debug.tgz

288 Command okay.

158 Opening data connection.

226 Transfer complete.

25459061 bytes received in

Restart

B Administrator: Command Prompt - ftp 172.25.201.191
Microsoft HindQWE [Version 10.90.17763.1697]
(c) 2818 Microsoft Corporation. All rights re

ystem32»>ftp 172.
EtEd to 172.25.281.191.

> P137S Hwtwnrk Camera 9.88.2.4 (2828)

ﬁ:.“E 281. lql.hn@nef

d:

r logged in, proceed.
quote site reboot
Command ockay.

AXIS 0S update
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B8 Command Prompt - ftp 172.25.201.191

 \WINDOWS\ system3
Connected to 172

228 AXIS P1375 Networ ; 3.80.2.4 (2020) rea
583 Bad sequence of comman

238 User logged in, proceed.
ftp> put C:\Users\psadmin\Downloads\P1375_9_8e_2_4.bin flash
288 Command okay.
158-Shutting down proc s.
158 Opening data connection.
214-Virtual target cution.
Input data is compressed with
Current release: 9.88.2.4
Image release:
Image build: 42
Image HWIDs: 795:7(C
Firmware partition usage: 465 MiB (3 3 ; 4 bad blocks.
Mew firmware will use 158 MiB (1313 blocks)
Creating volume kernel-new with id 5 and
Creating volume dtb-new with id 17 and siz
Creating volume secmon-new with id 29 and si
Creating volume rootfs-new with 1id 11 and s
Image is signed for camera group 'axis-rele
Signature verification of image successful.
SHA256 of image: 2931581d76863af95869752e172
ng if bootloader upgrade is needed on |
not needed.
stem upgrade completed succ
~tual target exit.
221 Goodbye.
Connection closed by remote host.
ftp>

AXIS OS update & factory default
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B8 Command Prompt - ftp 172.25.201.191

ftp 172.25.201.191
Cunnnrtnd to 172 91.191.
AXIS P1375 Network Camera 9.80.2.4 (2020) ready.
quence of commands.
201.191:(none)):
r name okay, need password.
Pa;;uowd
230 User logged in,
ftp> put C:\ \psadminiDownloa 7 8 2 4.bin flash_all
282 Command o
S@-Shutting dow -
158 Opening data connection.
214-Virtual target execution.
Input data is compressed with gzip.
Current release: 9.80
Image release: 9.88
Image build: 42
Image HWIDs: 795:7C2
volume ‘kernel-old’
tfs-o

‘dtb-old’
Vv "rwf d’
Deleting volume 'secmon-old i i
Firmware partition usage: 465 MiB (3844 blocks) total, 296 MiB (2449 blocks) free, 4 bad blocks.

et |
New firmware will use 158 MiB (1313 bloc of firmware partition.
Creating volume kernel-new with id 4 and size 2.75 MiB (23 blocks).
Creating volume dtb-new with id 16 aﬂd size )
Creating volume secmon-new with id 2
Creating volume rootfs-new with id
Image is signed for camera group
.1gndtur ification of image suct
2931581d76063a95869 el72c83
if bootloader upgrade is needed on /
r upgrade was not needed.
SY'S tnm upgrade completed successfully.

/irtual target exit.

Connection closed by remote host
ftp>

Network traffic shaping

Axis devices can transmit video using the Transmission Control Protocol (TCP) or the User Datagram Protocol
(UDP). TCP has a control mechanism, so in the event a packet is being lost or corrupt, it will be resent. The UDP
protocol doesn't have a mechanism to ensure that all transmitted packets have been received. So, if a packet is
discarded or corrupt, its retransmission is not requested. UDP is commonly used in multicast networks. The
discarded packets associated with a video stream will result in unsatisfactory video performance as the
associated pixels will not be displayed within the end users' video. Packet drops are caused by different things, e.
g. the incorrect specification of the network infrastructure, a network that had alterations over time (more
traffic added), or a network that becomes congested at peak times. Network switches with insufficient
processing power and memory capabilities will cause packet drops when faced with unexpected or inconsistent
peaks of incoming data.

Axis devices will by default transmit their data as fast as possible and due to the nature of H.264 video, we
encounter peaks or bursts of network traffic that is sent out by the Axis device into the network. The bursts or
peaks of data are associated with the I-frames contained within the video stream, where the whole video frame
is updated. In between the I-frames are the P-frames, which are much smaller in data size. This can cause issues
when there is insufficient capacity on the network hardware and when using the UDP method of transmission.
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- - ——~ Total data output

- Advanced traffic
e shaping disabled

- Advanced traffic
- shaping enabled

Network data throughput
\

Time

Network bottlenecks and throughput

Even though the network infrastructure through its switches and routers gets increased capabilities and become
more powerful in dealing with network spikes and bursts, and even though it's trying to overcome the temporal
bottleneck by buffering the incoming data, this might eventually still fail depending on the setup.

Below are a couple of possible scenarios where traffic shaping is a recommended technique for avoiding
network related issues. The use cases illustrate how to plan and manage network related traffic by
understanding possible bottleneck positions within the network. This is done by simply computing the uplink
speed of the network infrastructure and potential incoming data from e.g. Axis devices or other network
equipment that coexists and contributes to data traffic in the network.

@ %o _ 1Gbit/s

. 20 cameras x 100 Mbit/s = 2 Gbit/s max

But it's not only the uplink speed that is important. In some use cases the network equipment is simply not
performant enough to cope with the amount of network traffic or spikes that might be generated. It's also
possible that the accumulative number of devices connected to the same network switch eventually will
overwhelm it and cause it to drop network packets. Proactive planning of the expected network traffic and use
case is key in avoiding potential issues.

=% 100 Mbit/s Q . 5 Mbit/s
® >

Basic traffic shaping

There are several techniques for controlling the data output from an Axis device. The first step is to always use a
suitable compression level to optimize the device's output. H.264 compression is the industry standard method
of compression due to its efficiency, but a suitable compression level must still be applied (this reduces the
amount of data whilst maintaining picture quality). Axis Zipstream is an even more efficient compression
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algorithm, which increases the compression further whilst still maintaining picture quality when compared to
H.264. H.264 and Zipstream algorithms are based on the movement or non-movement within a scene, and as
such it's quite difficult to predict the actual output of the camera. Maximum bitrate (MBR), variable bitrate
(VBR) as well as average bitrate (ABR) are techniques to limit the output of a camera, and can be used to
contain the transmitted data within a certain average perimeter. However this doesn't restrict the actual peaks
or bursts. Learn more about the different bit rate controls in the white paper Bitrate control for IP video.

A completely different example of applying basic traffic shaping is the simple decision between having two
video streams per Axis device, one each for live view and recording versus using the same streaming and
network parameters for reusing a single video stream for both live view and recording. Using only one video
stream instead of two is reducing the amount of network throughput generated by the Axis device by 50%. This
may even be enough to avoid network-related bottlenecks in an aggregated scenario of, let's say, having many
Axis devices being connected to a fully utilized 48-port network PoE switch.

Advanced traffic shaping

In case basic traffic shaping mechanics are not suitable, more advanced techniques can be applied on the
network layer of the Axis device. To control peaks or bursts of data being transmitted from an Axis device, the
bandwidth limit parameter in Plain Config > Bandwidth can be used. The bandwidth parameter was introduced
in AXIS OS 6.20 and makes use of the hierarchical token bucket (HTB) and token bucket filter (TBF). TBF controls
the transmitted output by controlling the data by the use of a token. When a token is available - data can be
sent. The bandwidth limit is not the capped data rate but what HTB/TBF uses to organize the data outputin a
controlled manner.

Packets

00000 Tokens

® Packets are transmitted when
o tokens are available.

TBF is a queuing method that acts as a timing mechanism which effectively spreads peaks of data over a longer
period. More information about HTB and TBF can be found via the following links:

e http://luxik.cdi.cz/~devik/qos/htb/manual/userg.htm
e http:;//www.lartc.org/howto/lartc.qdisc.classless.htmI#AEN690

Configuration in AXIS OS

The bandwidth parameter can be found in Plain Config > Bandwidth. When limiting the traffic you need to set
a bandwidth limit value that matches your total bandwidth needs from your Axis device. It's recommended to
gather statistics from the network switch that the Axis device is connected to in order to learn the usual
bandwidth usage. As an example, an Axis device under operation is a multisensor device with four image sensors
and a combined quad view that sends out two streams each per channel for recording and live view. These 10
parallel video streams generate an average network bandwidth consumption of 70-80 Mbit/s. To include some
margin, the bandwidth parameter should be configured to 100mbit or 125mbit.

Important
The Axis device will drop packets if the bandwidth parameter is configured unreasonably, i.e. lower or very
close to the actual network bandwidth consumption. Applying good margin above the actual network
bandwidth consumption is always recommended. The bandwidth limit is not the capped data rate but what
HTB/TBF uses to organize the data output in a controlled manner.

Example 1: Default configuration, 0 means no traffic shaping is applied.
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Plain config

To see the effect of your changes, you might have Bandwidth
to refresh the webpage or restart the camera.
Limnit
a
API
Audio
=N

AudioSource
Bandwridth »

Example 2: Traffic shaping is enabled, and the maximum output is capped at 100 mbit/s.

Plain config

To see the effect of yvour changes, you might have Bandwidth
to refresh the webpage or restart the camera.
Limit
100mbit
AP
Audio
cver . I

AudioSource
Bandwidth 3

Example 3: Traffic shaping is enabled, and the maximum output is capped at 10000 kbit/s (=10 mbit/s).

Plain config

To see the effect of your changes, you might have Bandwidth
to refresh the webpage or restart the camera.
Linnit
10000kbit

AP
Audio — _—
AudioSource
Bandwridth 3
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Filters and macros

This is a list of common basic operators as well as network and video streaming related filters that are useful
when troubleshooting network traffic between an Axis device, the network infrastructure and third party video

management systems and other applications.

Basic operators Description

== Equal

I= Not equal

> Greater than

< Less than

> Greater than or equal to
< Less than or equal to
et And

! Not

Il Or

Network display filter Description

ip.addr > 224.0.0.0

Filter for network traffic with IP-Multicast addresses

ip.addr == 172.25.201.0/24

Filter for network traffic with IP-address sub net

ip.addr == 10.0.0.1

Filter for network traffic with IP-address 10.0.0.1

ip.addr ==10.0.0.1 &¢&t ip.addr ==10.0.0.2

Filter for network traffic with IP-address 10.0.0.1 and
10.0.0.2

ipv6.addr == 2019:db8:abcd:a:3cf5:6¢7e:f780:1085

Filter for network traffic with IPv6 address 2019:db8:
abced:a:3cf5:6¢7e:f780:1085

! (ip.addr == 172.25.154.7)

Filter for network traffic excluding this specific IP-
address

ip.dst == 10.0.0.1 Filter for network traffic with a specific IP-address
10.0.0.1 as destination
ip.src == 10.0.0.1 Filter for network traffic with a specific IP-address as

source

eth.dst == 00:00:cd:37:00:c0

Filter for network traffic with a specific destination
MAC address

eth.src == ac:cc:8e:c2:22:7b

Filter for network traffic with a specific source MAC
address

icmp

Filter for ICMP traffic (ping)

l'icmp.resp_in and icmp.type==8

Filter for ICMP traffic (ping) that did not respond/
failed

dns

Filter for DNS traffic
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ntp Filter for NTP traffic
igmp Filter for IGMP traffic
eap || eapol Filter for 802.1x traffic
snmp Filter for SNMP traffic
http Filter for HTTP traffic

http.request

Filter for HTTP GET requests

http.request.full_uri contains "onvif"

Filter for HTTP Get Requests containing ONVIF related
information

http.request.full_uri contains "action=update"

Filter for HTTP Get Requests where a VAPIX param.cgi
parameter is changed

http.time > 2

Filter for HTTP responses that were sent longer than 2
seconds after the request.

I(arp or icmp or dns)

Exclude network traffic related to ARP, ICMP and
DNS protocol

udp contains 33:27:58

Sets a filter for the HEX values of 0x33 0x27 0x58 at
any offset

tcp contains traffic

Filter for TCP packets that contain the word 'traffic’
in their payload

tep.flags.reset ==

Filter for TCP resets

tep.analysis.retransmission

Filter for TCP retransmissions

tcp.analysis.out_of_order

Filter for multiple paths between source and
destination

tep.analysis.window_full

Filter for TCP Window Buffer Full Condition

tcp.analysis.zero_window

Filter for TCP Window Buffer Full Condition

frame.time_delta > 0.04

Filter for network traffic that are send with 40ms or
more latency compared to the previous packet

tep.port == 80

Filter for network traffic with TCP port 80

udp.port == 64000

Filter for network traffic with UDP port 64000

udp.srcport==50000

Filter for network traffic with UDP source port 50000

udp.dstport==50001

Filter for network traffic with UDP destination port
50001

smb2 || smb

Filter for SMB network protocol traffic

p.dsfield.dscp == Ox0b

Filter for Quality of Service DSCP values, a Hex
converter is needed to convert the 0x00 values

macc.opcode == pause

Filter for Ethernet Pause-Frames

Video streaming display filter

Description

rtsp.request

Filter for RTSP requests such as Options, Get
Parameter, Play, Setup etc..
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rtsp contains "backchannel" Filter for RTSP streams using ONVIF backchannel

rtsp contains "onvif" Filter for RTSP streams using the onvif protocol

rtsp || h264 Filter for RTSP and H.264 decoded RTP streams
rtp.ssrc == 0x76747D52 Filter for RTP streams with specific source ID

rtp contains "Virtuallnput" Filter for RTP streams containing specific keywords to

identify metadata such as the Virtual Input

(ip.src==10.25.195.92 &t udp.sreport==50000 Etet Filter for RTP stream with a number of specific details
ip.dst==10.25.185.75 &€t udp.dstport==31018 &ttt
rtp.ssre==0x9c37fd6)

h264.nal_unit_type == Filter for P-Frames only

h264.nal_unit_type == Filter for I-Frames only

h264.start.bit == 1 &€& h264.slice_type == Filter for I-Frame start packages only

h264.start.bit == 1 &&t h264.slice_type == 0 Filter for P-Frame start packages only

h264.nal_unit_hdr == 6 Filter for SEI Frames (UserData needs to be enabled in
the Axis device)

h264.nal_unit_hdr == Filter for SPS Frames

h264.nal_unit_hdr == 8 Filter for PPS Frames

rtp.ext eq 1 Filter for SRTP (RTSPS) streams

rtp.ext.rfc5285.id eq 14 Filter for SRTP (RTSPS) streams

Coloring and column preferences

In Wireshark, you can set coloring rules and select and organize columns to get a better overview of the network
traffic. In the following screenshots you will see how this can be configured.

With coloring rules it's possible to highlight certain types of network traffic - e.g. RTSP/RTP - in a certain color,
which makes it easier to identify for the user. Configuring coloring rules works in the same way as setting
display filters in Wireshark, and you can actually use the same filters.
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4 ® 2 |¥ Main Toolbar IQ Qe
(Alpyd ¥ Filter Toolbor [ ]+
¥ Status Bar e MAC Source Source Port Destination MAC Destnation DestnationPort  Protocol  Length Type Info Time i ~
Full Screen Fi1
. 172.25.2601.50 58195 AxisComn_oc 172.25.201.160 58195 > 554 [ACK] Ack=1 Win=1024000 Len=0
' Packet Details 172.25. 201100 554 Micro-St_e2: 172.25.201.50 554 > 58195 [ACK] Ack=155 Win=36272 Len=0
V. Packet Bytes
Packet Diagram
172.25.201.108 554 Micro-St_e2: 172.25.201.50 554 > 58195 [ACK] @ Ack-523 Win-31360 Len-0
Time Display Format »
Name Resolution ,
6b:e7 172.25.201.100 554 Micro-St_e2:43:b5 172.25.201.50 554 - 58195 [ACK]
Zoom >
Expand Sublrees Shift+Right
Collapse Subtrees ShiftLeft
172.25.201.100 172.25.201.50 554 5 58195 [ACK] Seq=1788 Ack=1678 Win=34560 Len=p
Expand All Ctri+Right
Collapse Al Ctrivtett 172.25.201.100 172.25.201.50 - PT=DynamicRTP-Type 96, SSRC=OXFBEOFC29, 2610, Tine-1036399961 SET
Conm_oc:6bze7 172.25.201.100 50000 Micro-St_e2:43:b5 172.25.201.50 31186 1268 83 NAL.. PT=DynamicRTP-Type-96, SSRC=OxFBEGFC29, Seq=32011, Time=1036399961 SPS
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7 DI Show Packet in New Window N: Not-ECT)
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Tao  ReloadasFileFormat/Capture  CurlsShifteF
> Flag B Reload CtrleR
Fraguent 0Ffset: 0
Tine to Lives 64
Protocol: UDP (17)
Header Checksum: oxc717 [validation disabled]
[Meader checksum status: Unverified]
Source Address: 172.25.261.100
Destination Address: 172.25.201.50
> User Datagram Protocol, Src Port: 50000, Dst Port: 31186
> Real-Time Transport Protocol
> H.268
Frame (60bytes)  Unescaped RSP Daa (3bytes)
© ot Length (pen), 2bytes || Packes: 14390 - Dislayed: 14390 (100.0%) [| Profie: Defautt
= x

o 17225201100 RS
File Edit View Go e
£@ ImRB]
ool a display fter _<Clrl/>
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i

Ml Wireshark - Coloring Rules Defout

08:25:08.591361 Name Filter

] ONVIF http requesturi contains “onvif’
08:25:08.591850 o

0.053028  08:25:08.943900

0.592311  08:25:09.483153

0.643022 :25:09.533894
0.922449 e 36399961
- }; = 136399961
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e 36399961 FU-A Start:TDR-Slice o
< smb | nbss || nbn || nbipx | ipxsap | netbios i >
> Frame 20: 60 bytes on wire (43 bits), 60| p [ cprpcrt i I}
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%
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> Differentiated Services Field: exeo (of 4 1P tep
Total Length: 44 i uop udp
Identification: oxB8df (35039) @
> Flags: 0x48, Don't fragment

Fragment Offset: @

Tine to Live: 64

Protocol: UDP (17)

Header Checksum: @xc717 [validation di

[Header checksum status: Unverified]

Source Address: 172.25.201.100

Destination Address: 172.25.201.50
> User Datagram Protocol, Src Port: 50000,
> Real-Time Transport Protocol
> H.2s4

< >
[p—
BINL et airesharklcobrfters
e e = e =

Frame (60bytes) | Unescaped RSP Data (3bytes)
O 7 TotalLength (pen), 2bytes ||| Packets: 14390 - Displayed: 14390 (100.0%) || Profle: Default
Ml Decode RTP_UDP Tesfic peapng - X
Fle Edt View Go Copture Analyze Statitics Telephony Wireless Tools Help
amce impB Rev=FeEEaaan
W[ Apoly a display fiter __<Ctrl-/> -]+
Yo, Time UTCTime Package Delta _ Source MAC Source Port_ Destnation MAC Destiaton DestratonPort  protocol _ Lengih Type Info ~

68:25:08.891351 __0.000673 Micro-t_e2:48:b5 172.25.201.50 58195 AxisConm_Oc:6b:e7 172.25.201.108 554 TCP 58195 > 554 [ACK] Seq-1 Ack=1 Win-1024000 Len-p

08:25:08.591880 _0.000259 AxisComm 3c:6b:e7 172.25.201.100 554 Micro-St_e2:43:b5 172.25.201.50 55195 TCP 554 > 58195 [ACK] Seq-1 Ack=155 Win=30272 Len=b
053028 0:25:05.943960 0.949356 AxisCom_9c:6b:e7 172.25.201.100 554 Micro-St_e2:48:b5 172.25.201.50 58105 TCP 554 » 58195 [ACK]

0.592311  08:25:09.453183  ©.000524 AxisComm 9c:6bie7 172.25.201.100 554 Micro-St_e2:48:b5 172.25.201.50 58195 TCP. 554 > 58195 [ACK] 223 Ack=924 Win:
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Seq
Seq=3:

Columns can be selected and organized to make the network traffic analysis more logical and the information
more easily accessible, e.g. when following traffic from two network devices in the network.
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©08:25:08.891381  ©.000073 Micro-St_e2:48:b5 172.25.201.50 58195 AxisComm_9c:6bie7 172.25.201.108 554 TCP 58195 - 554 [ACK] Seq=L Ack=1 Win-1024000 Len=0

03:25:08.591880___0.000259 AxisComm 3c:6b:e7 172.25.201.100 554 Micro-St_e2:43:b5 172.25.201.50 55195 TCP 554 > 58195 [ACK] Seq-1 Ack=155 Win=30272 Len=b
©.053028  08:25:05.943900 0.049356 AxisComn_9c:6b:e7 172.25.201.100 554 Hicro-St_e2: 172.25.201.50 55195 TCP 554 > 58195 [ACK] Se

©0.592311  08:25:09.483183  0.000524 AxisComm_9c:6b:e7 172.25.261.100 172.25.261.50 58195 TCP. 554 » 58195 [ACK] Seq=1223 Ack=924 Win=32448 Len=g

0.643022 9.043285 AxisComn_9c:6bie7 172.25.261.100 i X 172.25.261.50 58195 TCP. 554 » 58195 [ACK] Seq=1700 Ack=1678 Win-3456@ Len=-8

0.922449 i 172.25.201.100 i ¥ 172.25.201.50 31186 H264 164 NAL.. PT=DynamicRTP-Type-96, SSRC-OXFBEQFC29, Seq-32010, Time-1036399961 SET
0.923108  08:25:09.513980 i 172.25.201.100 172.25.201.50 31186 H264 83 NAL.. PT=DynamicRTP-Type-96, SSRC-GXFBEQFC29, Seq=32011, Time=1036399961 SPS
200.923409  ©08:25:09.814281  ©.000301 AxisComm Oc:6bie7 172.25.201.100 172.25.201.50 31186 H264 60 NAL.. PT-DynamicRTP-Type-96, SSRC-BXFEEOFC20, Seq-32012, Time-1036399961 PPS

Decode RTP/UDP traffic

In order to analyze H.264 network related traffic successfully, it's essential that you configure Wireshark to
decocde video streaming related traffic. With this in place, more useful display filters can be used too. The
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following screenshots illustrate the correct configuration (i.e. H.264 dynamic payload types set to

decode RTP network traffic transported via UDP since H.264 needs to be in place for that.

This network trace can be used for testing the steps below.

Al 172.25201.100_RTSP_RTP_UDPpcapng = X
File Edt View Go Cpture Anahze Statistics Telephony Wircless Tools Help
41 copy b l = Qe
(W[ ® FindPacket.. cuieF [ ]+
o, Find Next CukeN fa  SourceMAC Source Port_ Destinaton MAC Destraton DestratonPort_ Profocol _ Length Type Info ~
Find Previous ctileB
Mark/Unmark Packet =Y 0673 Micro-St_e2:48:b5 172.25.201.50 58195 AxisComm_Oc:6b:e7 172.25.201.108 554 TCP 58195 » 554 [ACK] Seq-1 Ack-1 Win-1024000 Len-0
Mark All Displayed Clile Shifts M
Unmar Al Displayet Cutoniey 8259 AxisComn 9cisbie7 172.25.201.100 554 Micro-St_e2:43:b5 172.25.201.50 55195 TCP 554 > 58195 [ACK] Seq-l Ack=155 Win=30272 Len=b
Next Mark Ctls ShiftsN
Previous Mark CtleshiftsB  |9356 AxisComm c:6b:a7 172.25.201.100 554 Micro-St_e2: 58105 TCP 554 + 58195 [ACK] Seq
Ignore/Unignore Packet =)
Ignore All Displayed CtriShift-D 0524 AxisComm 3c:6b:e7 172.25.201.100 554 Hicro-St_e2: 55195 TCP 554 > 58195 [ACK] Seq
Unignore All Displayed CtrlcAlt+D
Set/Unset Time Reference  Ctrl+T
! thee Ml imehesmes | SO B coczbhzey 172.25.201.100 :b5 172.25.201.50 55195 TCP 554 > 58195 [ACK] 5eq-1700 Ack-1678 Win=34560 Len-0
Next Time Reference Ctrl- AN
Previous TmeReference  CtrleAlteB [4805 AxisComm 9c:6b:e7 172.25.201.100 31186 K264 PT=DynamicRTP-Type-06, SSRC=OXFSEOFC20, Seq=32010, Time=1035399961 SEI
31186 1264 PT-DynamicRTP-Type-96, SSRC=XFAEOFC29, Seq=32011, Time=1036399961 SPS
Time shit Ctleshifts T 31186 1268 i ype-96, 9, Seq=32012, Ti
172.25.201.100 31186 1268 1482 Fra.. PT=DynamicRTP-Type-96, SSRC=0XFSEOFC29, Seq=32013, Time=1036399961 FU-A Start:IDR-Slice 5
" Packet Comment. CtileAltC = e e e e o e e e O R
Delete All Packet Comments
SR [tes captured (450 bits) on interface ~62F: A}, 1d 0
> Bl Configuration Profies ChleShifteA  e:oc:6b: Micro-St_e2:48:b5 (30:9c:23:02:45:b5)
N Cuilshaip ] 100, Dst: 172.25.201.50
... 6101 = Header Length: 20 bytes (5)
> Differentiated Services Field: @x0 (DSCP: CS0, ECN: Not-ECT)
Total Length: 44
Tdentification: 0xB3df (35039)
> Flags: xa0, Don't fraguent
Fragnent Offset: 0
Tire to Live: 64
Protocol: UDP (17)
Header Checksum: 0xc717 [validation disabled]
[Header checksum status: Unverified]
Source Address: 172.25.201.100
Destination Address: 172.25.201.50
> User Datagram Protocol, Src Port: 50000, Dst Port: 31136
> Real-Time Transport Protocol
> H.268
Frame (s0bytes) | Unescaped RSP Data (3 bytes)
© 7 ToulLength (pier), 2bytes || Packets: 14390 * Displayed: 14390 (100.0%) || Profle: Default
M Decode RTP_UDP_Traffic. pcapng - X
File Edt View Go Capture Anabze Statistics Telephony Wireless Tools Help
Ams® TRBRes=R 85 @ @ @ If
(W] 2eply a isplay fiter . <curi-> <]+
o, Tme UTC Tme PadageDelta  Source MAC Source Port Destinaton MAC Destraton DestnatonPort Profocol  Length Type Info Time sin=—= A

0.000509  08:25:08.891331  0.000073 Micro-St_e2:43:b5. 172.25.201.50 58195 AxisComm 9c

0.001005  08:25:03.591330  0.000259 AxisComm 9c:6bie7 172.25.201.100 554 Micro-St_e2

©0.053025  08:25:08.943900  0.049356 AxisComm 9c:6bie7 172.25.201.100 554 Micro-St_e2:48:b5 172.25.201.50

0.532311  68:25:09.483183 __0.006524 AxisComm Oc:6b:e7 172.25.261.160 554 Hicro-5t_e2:

554 TCP

58195 TCP.

58195 TCP.

58195 TCP.

58195 - 554 [ACK] Seq=L Ack=1 Win-1024000 Len=0

554 > 58195 [ACK] Seq=L Ack=155 Win=36272 Len=p

554 > 58195 [ACK] Seq=230 Ack=523 Win=31360 Len=0

554 » 53195 [ACK] Seq

M Wireshork - Preferences

X

~ Appearance
e it 4560 Len=b
Fontana Col | Dsplay hicden protocal ems
! ©.922449  08:25:09.513321  0.004585 AxisComm 9c:6bie? yout ey e e e e e SSRC-DXFGEQFC29, Seq-32010, Time-103639996L SEI
| 0.923108 0.000659 AxisComm_Sc:6bie7 172.25. e SSRC-OXFBEQFC29, Time-1036399961 SPS
| 0.923409 ©.000361 AxisComn_9c:6bie? 172.25. G SSRC=0XFBEQFC29, Time-1035399961 PPS
H 6.935661 ©0.012192 AxisComm Oc:6b:e7 172.25.. Filter Buttons ] Enable stricter conversation tracking heristics SSRC-BXFBEBFC2D, , Time-1036399961 FU-A Start:IDR-Slice o
% iaAiiEin 7 i EERAS i EiE Name Resolutior b i i i %
~ [Protocols
> Frame 15: 439 bytes on wire (3512 bits), 439 bytes captured (3512 bits) on inte T
> Ethernet II, Src: Micro-St_e2:48:b5 (30:9c:23:e2:48:b5), Dst: AxisComn Oc:6b:e? 2dparityfec
> Internet Protocol Version 4, Src: 172.25.201.5, Dst: 172.25.261.100 T
> Transmission Control Protocol, Src Port: 58195, DSt Port: 554, Seq: 1283, Ack: G
> Real Time Streaming Protocol T
80211 Raclol
Acbis OML
Az
ACDR
Acap
AN
ACR122
Actrace
DB
< >
(B o2 | ]
I =
© 7 Decode_RTP_UDP_Trafficpcapng || Packets: 14390 - Displayed: 14390 (100.0%) || Profie: Default
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Ml Decode KTP_UDP Taficpeapng

Fle Edit View Go Copture Anohze Statisis Telephony Wireless Tools Help
amie mRBrRes=FsEEaaan

Wrony o dspiay fter__<cri>

o Tine UrCTme Padage Delta _ Souce VAC SourcePort  Destiaton MAC Destrstion Destratonport _ Protocol

08:25:08.891381

08:25:05.391550

8 0.953028  ©8:25:08.943900

0.000073 Micro-st_e2:48:b5

0.000259 AxisConm_Sc:6b:e7.

6.049356 AxisComm_9c:6b:e7

172.25.261.50

172.25.201.100

172.25.201.100

58195 AxisCom_oc 554 TCP

554 Micro-St_e2: 58195 TCP.

554 Micro-st_e2: 58195 TCP

Length Type Info

58105 > 554 [ACK] Seq=1 Ack=1 Win=1824008 Len=0

554 - 58195 [ACK] Seq=1 Ack=155 Win=30272 Len=0.

554 » 58195 [ACK] Se

0.592311  68:25:09.483183___0.000524 AxisComm 9c:6b:e7 172.25.201.100 554 Hicro-St_c2:45:b5 172.25.201.50 55195 TCP 554 - 58195 [ACK] Se
M Wireshark . Preferences X
0.643022 fhaet
H254danicpayoad tpes
©.922449  08:25:09.513321 SSRC-DXFBEOFC29,
0.923108 SSRC-0XFBEOFC29,
SSRC-oxFaERFC29,
SSRC-0xFaERFC29, i
> Frame 15: 439 bytes on wire (3512 bits), 439 bytes captured (3512 bits) on inte =T
5 Ethernet TI, Src: Micro-St e2:48:bS (30:9c:23:e2:48:b5), Dst: AxisComm 9c:6b:e7 &=
> Internet Protocol Version 4, Src: 172.25.201.56, Dst: 172.15.201.100 —
> Transmission Control Protocol, Src Port: 58195, Dst Port: 554, Seq: 1293, Ack: )
> Real Time Streaming Protocol oD
H223
H223 (Bitswi
H2250
H45
H263p
H264
H265
H501
H248
HARTIP ¥
9 >
[Exoenn] =] (e

© 7 Decode RTP_UDP_Traffic.pcapng || Packets: 14390 - Displayed: 14390 (100.0%) Il mme-ueﬁI
Decode RTP/TCP traffic

In order to analyze H.264 network related traffic successfully, it's essential that you configure Wireshark to
decocde video streaming related traffic. With this in place, more useful display filters can be used too. The
following screenshots illustrate the correct configuration (RTP over RTSP encapsulated) to decode RT(S)P
network traffic transported via TCP since H.264 needs to be in place for that.

This network trace can be used for testing the steps below.

M Decode RTP_UDP Traffic.pcapng - X
digeinnan] wmha | EL

(Tacply 2 display Ater_<crij> | DisplayFilter Macros. [ i

No. Time urcTr  Display Filter Expression. Source Source Port  Destination MAC Protocol

Destination Destination Port Info

Length  Type

Time sinjs A

Apply 25 Column Ctrl+Shift+ |

Apply as Fiter 172.25.201.50 55195 AxisConn_Sc 554 TCP 58195 - 554 [ACK] Seq-1 Ack-1 Win-1024000 Len-0

Prepare as Filter

W Ry 172.25.201.100 554 Micro-St_e2 58195 TCP. 554 > 58195 [ACK] Seq=1 Ack=155 Win=36272 Len=p

Enabled Protocols..  CrlsShift+E

Slates0zs] Decode As. Ctrl+Shift+ U

Reload Lua Plugins Ctrls Shift L

0.592311
scP

Follow.

Show Packet Bytes CtrlsShift« 0

6.543822  08:25  Expert Information 7

©.922449  08:25:09.513321  ©.0@4305 AxisComm 9c:6bie7

19 0.923108  ©05:25:09.813980  ©.080659 AxisComm 9c:6bie?
20 0.923409  08:25:09.814281  ©.080301 AxisComm Oc:6bie7

0.935601  68:25:09.826473  6.612192 AxisComm _9c:6b:e7

i E—

172.25.201.100

172.25.261.100

172.25.261.100

172.25.201.100
172.25.201.100
172.25.201.160
172.25.201.100

554 Micro-St_e2:48:b5 172.25.201.50 58195 TCP.

554 Micro-st_e2: 55195 TCP

554 Hicro-St_e2:48:b5 172.35.261.50 55195 TCP

50000 Micro-St_e2:48:b5 172.25.201.50 31186 H264

554 > 58195 [ACK] Se.

554 - 58195 [ACK] Se

554 » 58195 [ACK] Seq=1700 Ack=1678 Win=3456 Len=0

PT=DynamicRTP-Type-26,
PT=DynamicRTP-Type-26,
PT=DynamicRTP-Type-96,
PT=DynamicRTP-Type-96,

SSRC=0XFBEGFC29, Seq=32010,

SSRC=BxFBEFC20, Seq=:
SSRC=BXFBEFC29, Seq:

2013,

Time=1036399961 SEI
Time=1036399961 SPS.
Time=1036399961 PPS

Time=1036399961 FU-A Start:IDR-Slice

Internet Protocol Version 4, Src: 172.25.201.58, Dst: 172.25.201.100

Real Time Streaming Protocol

Frame 15: 439 bytes on wire (3512 bits), 439 bytes captured (3512 bits) on interface \Device\NPF_{DCFSSBAC-B9DD-4A9B-933C-62F211062ACA}, id 0
Ethernet IT, Src: Micro-St_e2:48:bS (30:9c:23:e2:48:b5), Dst: AxisComm_9c:Gb:e7 (ac:cc:ge:9c:6b:e7)

Transmission Control Protocol, Src Port: 58195, Dst Port: 554, Seq: 1293, Ack: 1768, Len: 385

© 7 Decode RTP_UDP Traffic.pcapng

347

||| Packets: 14390 - Displayed: 14330 (100.0%)


https://www.axis.com/files/software/Decode_RTP_TCP_Traffic.zip

AXIS OS Knowledge base

TREBIRe2EF &S Qaanr
W] Aol a dsplay fiter . <Ctr-/>

UTCTime Package Delta  Source MAC Source Port  Destination MAC Destination

DestinationPort  Protocol  Length Type Info

30.009509  08:25:08.891381 0.090073 Micro-st_e2:48:b5 172.25.201.50 58195 AxisComm_9c:6b:e7 172.25.201. 100

554 TCP 58105 > 554 [ACK] Seq=1 Ack-1 Win-1024000 Len-0

5 0.001008  ©05:25:05.391850  ©.000259 AxisComm_9c:

M Wireshark. Enabled Protocols

5 0.0953828  08:25:08.943900 ©.049356 AxisComm Oc:6b| Search: |

] [Everywhere | in 2y prtocal

Protocol

Description
RTAC Serial
WEbRTC Datachannel Protocol

Ricfg

ITS message - RICMEM

Real-time Transport Control Protocol
RICP over TURN

11 0.592311  ©8:25:09.433183  ©.000524 AxisComm_9c:6l

16 0.643022  ©08:25:09.533894  ©.043285 AxisComm_9c:6l

RICP over UDP
15 0.922a49 T TCP Transport Protocol
19 0.923108 R TCP Loyer
20 0923309 Real Time Location System
! Real-Time Media Access Control A Start:TR-Slice -
. Routing Table Maintenance Protocol o
Real Time Messaging Protacol
> Frame 15: 439 bytes on wire (3512 bits), 439 bytes captured (35 RIMPT over TCP
> Ethernet II, Src: Micro-St_e2:43:bS (30:9c:23:e2:48:b5), Dst: A Linux rtnetlink (route netlink) protocol
5 Internet Protocol Version 4, Src: 172.25.201.56, Dst: 172.25.20 Real-Time Transport Protocol
> Transmission Control Protocol, Src Port: 58195, Dst Port: 554, RIP over CLASSICSTUN
> Real Time Streaming Protocol RIP over RTSP
RIP over TURN
RIP over UDP
RIP compression (RFC2506)
RFC 2833 RTP Event
Real-Time Transport Protocol ED137 Extensions
RFC 4695/6295 RTP-MIDI
Sippy RTPproxy Protocol
Real-Time Publish-Subs cribe Wire Protocol i
© P Decode RIP_UDP Traffcpoapg || Packets: 14390 - Dplayed: 14390 (100.0%) || Profie: befmit

Network bandwidth analysis

Analyzing the amount of network bandwidth between network devices can be used to identify network
bottlenecks and overuse of the existing network infrastructure. Another aspect of this analysis is to identify
network peaks (i.e. moments where exceptionally large amounts of network traffic is sent), which is a common
behavior due to the low-size P-Frames and larger [-Frames in H.264 video streaming.

The following screenshots illustrate how to identify the amount of network traffic sent from one network device

to another. This information can then be cross-referenced against other measuring tools, such as Windows Task
Manager.

M Network_Bandwickth_ Analysis.peapng

- x
Fle Edt View Go Capture Analyze | Statitics | Telephony Wireless Tools Help
4 f R &= Capture File Properties  Ctrl+ AltsShift+C
(Ml cdmy e ois | Resolved Addresses
No. brotacolb sy ce Source Port  Destination MAC Destination Destination Port  Protocol Length Type Info ‘Time sinf o
Conversations .25.201.189 Vihiare 34:0c:82  172.25.201.61 TPua 1514 Fraguented IP protocol (proto-UDP 17, off-, ID-9863) [Reassembled in #2] —
. FA 25.201.189 2 172.25.201.61 49592 UDP 263 3702 > 49592 Len=1701 —
i) .25.201.189 172.25.201.61 Ipua 1514 Fragnented IP protocol (proto=UDP 17, off=5, ID-986b) [Reassembled in #4] —
4 0.223378 acketlengte .25.281.189 172.25.201.61 49592 UDP 263 3702 > 49592 Len=1701
5 0.684999 1/0 Graphs 25,201,189 172.25.201.55 64197 UDP. S05 49846 » 64197 Len=463
6 0.726574 AR » L.25.201.189 224.0.0.251 5353 MDNS 262 Standard query response Gx000 PTR AXIS QS0L0-E - ACCCBEFEA3SF._axis-video. _tcp.local TXT..
7 0.726575 25,201,189 224.0.0.251 5353 MDNS. 262 Standard query response ex000 PTR AXLS QSBL0-E - ACCCBEFEA3SF._axis-video. tcp.local TXT..
DHCP (BOOTP) Statistics
: 58672 TCP 66 80> 58072 [SYN, ACK] Seq=d Ack: 29200 Len=0 MS5=1460 SACK_PERN=1 =64
ONC-RPC Programs. q CF
50 TCP 54 58072 > 80 [AC
20West »
125318879 1 Ance 189 S8072 TCP. 6 50~ 58072 [ACK] Seq-1 Ack-235 Win-30272 Len-8 o
13 5.321492 1 BACnet » 25201189 .201.55 58072 TCP. 284 80 » 58672 [PSH, ACK] Seq=1 Ack=235 Win=30272 Len=230 [TCP segment of a reassembled PDU] 0.
145334208 11 i .25.201.55 ~201.189 80 TCP 6 58073 » 80 [SYN] Seq=d Win=64240 Len= MSS=1460 WS=256 SACK_PERN=1 o,
1553455 25,201,189 “201.55 s8073 TCP. 6 50 58073 [SYN, ACK] Seq= Ack=1 Win=29200 Len-0 MSS-1460 SACK PERM-1 WS=64 o
16 5.334642 1 DNS .25.201.55 .201.189 80 TCP 54 58673 - 80 [ACK] Seq=1 Ack=1 Win-2102272 Len=p o.
17 5.335%6 1 Flow Graph 25.201.55 _201.189 80 TcP 358 58073 > 8 [PSH, ACK] Seq=1 Ack=1 Win=2102272 Len=304 [TCP segment of a reassembled PDU] o
185335615 1 i 25,201,189 ~201.55 58073 TCP 6 80 58073 [ACK] Seq=l Ack=305 Win-38272 Len-d o
19533171 1 .25.201.55 201,189 80 TCP 78 58073 » 80 [PSH, 305 Ack-1 Win-2102272 Len=732 [TCP segnent of a reassembled PDU] @,
20 5.336398 1 HIEEEES .25.201.189 .201.55 58673 TCP 60 86 » 58673 [ACK] o.
25361809 1z T » Las.ze1ss _201.189 80 Tc 54 872 > 80 [ACK] o) |,
. = - iy 2 o 2 SR bl e 5
> Frame 1: 1514 bytes on wire (1211 Sametime on interface \Device\NPF_{300CFAG9-C30D-4511-A904-684AF9635208}, id 0
> Ethernet II, Src: AxisComm_fe:43:! TP Stream Graphs » |2 (v0:0c:20:38:0c:82)
> Internet Protocol Version 4, Src: o
> Data (143@ bytes)
5 >
IPvd Statistics »
IPv6 Statistics »
I =
© 7 Network Bandwidth_Analysis.pcapng || Packets: 130568 - Displayed: 130568 (100.0%) || Profie: Default
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= %
AE5@®
W Apoly a display fiter
o, Time Package Delta  Source MAC Source SourcePort Destination MAC Destrstion DestrationPort_ Frotocal _ Length Type Info Tmesn |~
78122 41.989510 0.000117 AxisCom_f 172.25.201.189 ¥ 172.25.201.55 S8076 TCP 1516 50+ 58076 [ACK] Seq-17758907 Ack-235 Win-30272 Len-1460 [TCP segment of a reassembled pOU] 0.
78123 41.989536 172.25.201.55 isCom_fes43:5F 172.25.201.189 50 TcP S6 58076 - 50 [ACK] Seq-235 Ac 262656 Len-o o
78124 41.989813 172.25.201.189 172.25.201.55 58676 TCP 1514 80 » 58676 [ACK] Seq=17768367 Ack=235 Win=38272 Len=1460 [TCP segment of a reassembled POU] .
78125 41.989915 0.000102 AxisC: En-1460 [TCP segment of a reassenbled poU]  ©.
78126 41.989940 0.000025 VMware| M Wireshark .1/0 Graphs - Network_Bandwidth_Analysis.pcapng a X | o
78127 41.990053 0.000113 AxisC: En-1460 [1CP segment of a reassenbled pOU] 0.
78128 41.906001 .000038 VMware. Wireshark 1/0 Graphs: Network_Bandwidth_Analysis.pcapng Len=0 .
78129 41.998163 0000078 AxisC I P72 Len=852 [TCP segment of a reassemble. o
78130 41.990341 0.000172 AxisC: b72 Len-g0 [TCP segment of 3 reassemble. o
78131 41990476 0.000129 Axisc En-1460 [TCP segment of a reassenbled poU] 0.
78132 41.990510 ©.000040 Vihcare, . " Len-o o
78133 21906775 0000265 Axisc 17.5Mbit/s network traffic 460 [TCP segment of a reassenbled poU] o,
78134 41.998879 ©.000104 AxisC 2107 |- En=1460 [TCP segment of a reassembled PDU]  @.
78135 41990912 ©.000033 Whcare, Len-o o
78136 41.991164 0.000252 AxisC: En-1460 [TCP segment of a reassenbled pOU] 0.
78137 41.991281 0000117 AxisC L 460 [TCP segment of a reassembled POU]  ©.
78138 41.991372 1 0.000091 Vihcare, - Len-o o
78139 41.991535  18:54:43.915124  ©.000163 AxisC L7507 1 En-1460 [TCP segment of a reassembled POU]  ©.
76140 41.991633  18:54:43.915222  ©.000098 AxisC: En-1460 [TCP segment of a reassenbled po]  ©.
78101 0.000049 Wihcare,
78142 0000150 AxisCof B72 Len=617 [TCP segment of a reassemble. o
< i i | o T 5
> Frane 79142 71 byees on wive (5388 bies), @ byees &
5 Ethernet I, Src: AxisComm fe:43:5f (ac:cc:Se:fe:43:5F) &
> Internet Protocol Version 4, Src: 172.25.201.189, Dst
> Transmission Control Protocol, Src Port: 8, Dst Ports Las07
107 |-
75106 -
@ 50 E]
Time ()
o packers el (15
Enabled Graph Name Display Filter Color Style ¥ Axis. Y Field SMA Period
All packets [ | Line Bits None
- Mause @ drags O zoms I Interval I ] Time of cay [togscae Reset |
[(savens. | [ capy | [Copyfiom Cose || Hep
0 =
© 7 Network Bandnidth_Analysis.pcapng || Packets: 130565 - Dispiayed: 13055 (100.0%) || Profie: Default
- x

ERBRes=FIEEQaaaH

AW 3E
W Apely 2 display fiter .. <Ciri/>
o, Tme PadogeDelta  Soure MAC Source SourcePort  Destnation MAC Destnation DestnationPort  Protocol  Length Type Info Tmesn |~
62501 35.153329 1430 172.25.201.189 - 0e:52:42  172.25.201.55 58075 TCP 1518 80 » 58078 [ACK] Seq-22823340 Ack-235 Win=36272 Len-1460 [TCP segment of a reassembled POU]  ©.
62502 35.153455 172.25.201.189 80 Vihiare_o: 2 172.25.201.55 55075 TCP 1518 80 » 58078 [ACK] Seq-22824800 Ack-235 Win=36272 Len-1460 [TCP segment of a reassembled PDU]  ©.
62503 35.153492 172.25.201.55 58078 AxisComn_fe:43:5F 172.25.201.189 80 Tcp 4 58078 > 80 [ACK] Seq-235 Ack=22826260 Win=2102272 Len=0 o.
62504 35.153571 - 4 En-1460 [TCP segment of a reassembled POU] O,
62505 35.153690 ©.000119 AxisC — n=1460 [TCP segment of a reassembled PODU]  ©.
62506 35.153725 ©.000035 Vhhaare Len=o o.
62507 35.153834 ©.000109 AxisC e e e T e e [TCP segment of a reassembled PDU] O
62508 35.153940 ©.000105 AxisC [TCP segment of a reassembled PDU] .
62509 35.153073 ©.000033 Vhhiare o.
62510 35.154051 ©.000678 AxisC [TCP segment of a reassembled POU] .
62511 35.154165 ©.000117 AxisC [TCP segment of a reassembled PDU] O
62512 35.154202 ©.000033 Vhhaare o.
62513 35.154295 .000094 AxisC [TCP segment of a reassembled PDU] 0.
62514 35.154434 ©.000138 AxisC 800000 [TCP segment of a reassembled PDU] °.
62515 35.154470 ©.000036 Vihaare ~ ) i 3 o.
ppsoscrpines 700Mbit/ms peaks in traffic [1CP sepmet of o resssenbled 700] 0]
62517 35.154655 .000104 AxisC [TCP segment of a reassembled PDU] .
62518 6.000032 Whsare o.
62519 ©.660676 AxisC [TCP segment of a reassembled POU] 0.
62520 .000145 AxisC 500000 [TCP segment of a reassembled PDU] O
62521 ©.000035 Vhhaare. = |
! - paoe = = o 5
3
> Frame 62521: 54 bytes on wire (432 bits), 54 bytes capt] =
> Ethernet II, Src: Viware Se:52:d2 (00:0c:29:9e:52:d2), | &
> Internet Protocol Version 4, Src: 172.25.201.55, Dst: 1 I
> Transmission Control Protocol, Src Port: 58978, Dst Por
200000
0 L
1 5 7 s ) 55 1
Time (5)
o pckets n el (155753
Enabled GraphNeme  DisplayFitr  Color Style ¥ A ¥ Field SMA Period
All packets [ | Line Bits None.
SR E Mouse @) drags () zooms Ilnt&vva\ I [ Time of day [Jogscale Reset |
[(savers. |[ cow | [Copyfiom Cose |[ hep |
I =
© 7 Network_Bandwidth_Analysis.pcapng ||| Packets: 130568 - Dispiayed: 130568 (100.0%) ||| profie: Default
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Ethernet "

: 224 Kbps

12,7 Mbps

Useful information can also be found in the capture statistics of the network trace file.

M Network_Bandwidth_Analysis.pcapng -
Fle Edt View Go Copture Anslyze | Satitics | Teephony Wireless Tools Help

Aamz@ B & & < CopturcFileProperties  Cirl+Alt+Shit-C
Resolved Addresses
o, Tme UTCTime Protocol Hierarchy < Source Port  Destinaton MAC Destraton DestratonPort  Profocol  Length Type Info
62501 35153329 18:54:37.0769  Conversations 25201189 50 Viware_9e:52:d2  172.25.201.55 5807 TCP 1518 80 » 53078 [ACK] Seq-22823340 Ack=235 Win=30272 Len-1460 [TCP segment of a reassembled POU]  ©.
62562 35153458 18:54:37.0778 Engpoinss 25.201.189 50 Viware 9e:52:d2  172.25.201.55 58078 TCP 1518 80 > 53078 [ACK] Seq-22824800 Ack-235 Win=30272 Len-1a60 [TCP segment of a reassembled POU]  ©.
62503 35053492 1mssaszevie TN 25.201.55 58075 AxisComm_fe:43:5F 172.25.201.159 50 TcP 54 58075 » 80 [ACK] Seq=235 Ack=22326260 Win=2102272 Len=0 o.
62564 35153571  18:54:37.8771 i .25.201.189 80 VMuare_9e:52:d2  172.25.201.55 58078 TCP 1514 80 » 58878 [ACK] Seq=22826260 Ack=235 Win=30272 Len=1460 [TCP segment of a reassembled PDU] .
62505 35.153690  18:54:37.0772 /O Graphs .25.201.189 80 Viware 9e:52id2  172.25.201.55 58078 TCP 1524 80 > 58078 [ACK] Seq-22627720 Ack=235 Win=30272 Len=1460 [TCP segment of a reassembled POU]  ©.
62506 35.153725  18:58:37.0773 Service ResponseTime » 12520155 58075 AxisComm_fe:43:5F 172.25.201.159 50 Tcp ss 58075 + 80 [ACK] Win=2102272 Len=0 o.
62507 35.153834  18:54:37.0774 25.201.189 80 Viware_9e:52:d2  172.25.201.55 58078 TCP 1514 80 » 58075 [ACK] Win=30272 Len-1460 [TCP segment of a reassembled POU]  ©.
62508 35.153940  18:54:37.0775  DHCP (BOOTP) Statistics 25.201.189 80 Viare 9e:52:d2  172.25.201.55 5807 TCP 1514 80 > 53075 [ACK] Seq-22830640 Ack-235 Win=30272 Len-1460 [TCP segment of a reassembled POU]  ©.
62509 35153973 18:58:37.0775  ONCRDC Programs .25.201.55 58078 AxisComn_fe:43:5 172.25.201.189 80 TCP 54 58078 > 80 [ACK] Seq=235 Ack=22832100 Win=2102272 Len=p o.
62510 35.154051  18:54:37.0776 , |25-200.38 50 Viare 9e:52:d2  172.25.201.55 58078 TCP 1514 80 » 58075 [ACK] [TCP segment of a reassembled POU]  o.
62511 35.154168  1a:54:37.0777 Wt 25.201.189 50 Viware 9e:52:d2  172.25.201.55 58078 TCP 1518 80 » 58075 [ACK] [TCP segment of a reassembled POU] 0.~
62512 35.154202  18:54:37.0777  ANCP 25.201.55 58075 AxisComm_fe:43:5F 172.25.201.159 s0 Tc 54 58075 > 50 [ACK] o.
62513 35.154296  18:54:37.0775  BACnet » l.25.201.189 50 Viware_9e:52:d2  172.25.201.55 5807 TCP 1518 80 » 53078 [ACK] Seq-22835020 Ack-235 Win=30272 Len-1460 [TCP segment of a reassembled POU]  ©.
62514 35150430 18540780 .25.201.189 50 Viware 9e:52:d2  172.25.201.55 5807 TCP 1510 80 » 58078 [ACK] Seq=22836480 Ack=235 Win=30272 Len=1460 [TCP segment of a reassembled POU]  ©.
62515 35.154470  18:54:37.0750 25.201.55 58075 AxisComm_fe:43:5F 172.25.201.159 s0 Tcp 54 58075 > 50 [ACK] 2337940 Win=2102272 Len=0 o.
62516 35.154551  1a:54:37.0781  DNS 25.201.189 50 Viware_9e:52:d2  172.25.201.55 58078 TCP 1514 80 » 53078 [ACK] Seq-22837940 Ack-235 Win=30272 Len-1460 [TCP segment of a reassembled POU]  ©.
62517 35.154655  18:54:37.0752  Flow Graph 25.201.189 50 Viware 9e:52:d2  172.25.201.55 5807 TCP 1514 80 > 53075 [ACK] Seq-22839400 Ack=235 Win=30272 Len-1460 [TCP segment of a reassembled POU]  ©.
62518 35.154687  18:54:37.0782 aprp 25.201.55 58075 AxisComm_fe:43:5F 172.25.201.18% 50 TcP 54 58078 » 80 [ACK] Seq=235 Ack=22840860 Win=2102272 Len=0 o.
62519 35.154763  18:54:37.6783 .25.201.189 50 Viware_9e:52:d2  172.25.201.55 5807 TCP 1510 80 » 58078 [ACK] Seq=22840860 Ack=235 Win=30272 Len=1460 [TCP segment of a reassembled POU]  ©.
62520 35.154908  13:54:37.0784  HPFEEDS 25.201.189 50 Viare 9e:52:d2  172.25.201.55 58078 TCP 1514 80 > 53078 [ACK] Seq-22842320 [TCP segment of a reassembled PDU]  o.
62521 35.154943 7.0785  HTTP » 2520155 58075 AxisComn_fe 172.25.201.159 50 Tcp 54 58075 > 80 [ACK] Win=2102272 Len=0 & |,
! e - I s pass = = - - = I
Frame 62521: 54 bytes on wire (43  Sametime nterface \Device\NPF_{300CFAD9-C30D-4511-A904-GBAAR9635208}, id 0
Ethernet II, Src: Viware Se:52:d2  TCP Stream Graphs > Isf (acicciBerfeiaaist)
Internet Protocol Version 4, Src:  Upp Multicast Streams
Transmission Control Protocol, Sri : 22843780, Len: ©
5 >
1P Statisics »
1P Statisics »
© 7 Network Bandwidth Analysi.pcapng Packets: 130568 * Displayed: 130568 (100.0%) Profie: Default
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Am e RErRes=FsEEaaan
(WTapply a display fiter_<crl-/> = -]+
o, Time UTc Time srce A Destnation DestratinPort  Protocdl  Length Type Info Teve s ~
62501 35153329 15:54:37.076915 172.25.201.189 ei52:d2  172.25.201.55 58075 TCP 1518 80 > 58078 [ACK] Seq-22823340 Ack=235 Win-30272 Len-1460 [TCP segment of a reassembled PDU]  ©.
62502 35153455 15:54:37.077047 172.25.201.189 o5 58075 TCP 1518 50 » 58078 [ACK] Seq-22824800 Ack=235 Win-30272 Len=1460 [TCP segment of a reassembled PDU]  ©.
62503 35.153492  1:54:37.077051 000034 WMhiare Ga:S2:c 1 1 2072 AuisCom fe:43:sf 1 91 150 20 1C 4 2078 » 3 [ACK] Seq=235 Ack=DIRIEDER Win=2102DT) Len=0 °
62504 35.153571  18:54:37.077169 | 4 Wireshark - Capture File Properties - Network_Bandwidth_Analysis.pcapng — O X [1460 [TCP segment of a reassembled POU]  ©.
62505 35.15369  15:54:37.077279 1450 [TCP segnent of a reassembled PDU] 0.
62506 35.153725  15:54:37.077314| Detais =0 °
62507 35153834 18:54:37.077423| [ 1450 [TCP segment of a reassembled POU] .
62508 35.153940  18:54:37.677529 1460 [TCP segment of a reassembled POU] .
62509 35.153973  13:56:37.077562| | Name: CBanduidth_nal - °
62510 35154051 15:54:37.077640| | Length 13645 1450 [TCP segment of a reassembled POU] 0.
62511 35154168  18:54:37.077757| | Hash (SHA2Se) d haco [TCP segment of enbled POU] o
62512 35.154202 18:54:37.877791 Has: (RIPEMD160): EZQZ:?;SE:(SEZE‘;“[‘WSEK:EM:ESI]EZES:ND In=0 o
62514 3515443 18:54:37.078023| | UL Ethernet 1460 [TCP segment of enbled POU] O
62515 35.150470  15:54:37.078059 o °
62516 35154551 13:54:37.075140 | Time 1460 [TCP segnent of a reassembled PDU] 0.
62517 35.154655 18:54:37.078244 e T 11460 [TCP segment of a reassembled PDU] .
rstpa . '
62516 35.154687  1eis4:37.078276| | o b n-o 0.
62519 35.150763  18:54:37.078352 | e 1450 [TCP segment of T
62520 35154908 15:54:37.078497 1450 [TCP segment of «d U] o
62521 35.154943  18:54:37.078532| | Capture in=o = |
< Hardware: Intel(R) Xeon(R) CPU E5645 @ 2.40GHz (with SSE4.2) b
0s: 64-bit Windows 10, build 18363
i ST o Appiication: Dumpcap (Wireshark) 2.6.5 (v2.6.5-0-gf7663653)
Interfaces
Oropped padeets piure fiter Link tupe Packet s Imit
DevcePE_(300CFA0S-C0D-4511- 000%) ost 172.25.201.189 Ethernet 65535 bytes
ASD4-6B4AF 9635208}
[Statitics
Measurement Captured Displayed Marked
o 130565 130585 (100.0%) =
65753 65753 -
19845 19845 -
paetsize, B 1014 -
132363297 132363297 (100.0%) o
Average bytes/s 201 2011k -
Average bits/s 16M 16M -
Capture file comments.
Refresh save Comments Copy To Cipboard | | Hep
[ £
© 7 Network Bandnidth_Analysi.pcapng Packets: 130568 " Displayed: 130568 (100.0%) Profile: Default

Limit network captures

During troubleshooting it's sometimes required to take Wireshark captures over a longer period of time since it's
uncertain when a problem appears. As this typically requires a lot of disk space, it's recommended to limit the
Wireshark capture. This can be done by using the options below and dumpcap, which is part of Wireshark. The
default installation path for dumpcap is: C:\Program Files\Wireshark\

Command line option Description

-D Find interface number.

- The interface number the capture should be done on.

-q Quiet mode, eliminates displaying packet count.

-b filesize:n The file size to create in KB per capture file.

-b duration:n The amount of time in seconds to run per capture file.

-b files:n The maximum number of files to create. Once the
maximum number of files have been saved, the oldest
file is deleted and a new empty file is created in its
place.

-f The capture filter. For more information, see this
page.

-w <path>.pcap The location to write the output files. The path
specified must exist.

When using the "-b files:n" option the contents of the specified traces folder would contain files with a
sequence number and timestamp as follows: mytrace_00001_20220626164602.pcap . . . mytrace_00024_
20220627154602.pcap.
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Variable Description

mytrace Name of the trace.

00001 File sequence number.

2022 Year.

0626 Month/day.

164202 Hour/min/sec in 24 h format. The time indicates when
the file capture was "started".

Example use cases:

Example

Output

dumpcap -i 3 -q -b duration:3600 -b files:10 -w c:
\traces\mytrace.pcap

10 capture files x 1 hour long.

dumpcap -i 3 -q -b duration:3600 -b files:10 -f "host
192.168.0.90" -w c:\traces\mytrace.pcap

10 capture files x 1 hour long + a capture filter to
only capture traffic for the IP "192.168.0.90".

dumpcap -i 3 -q -b filesize:200000 -b files:10 -w c:
\traces\mytrace.pcap

10 capture files x 200 MB.

Server report

The server report includes actual, and to some extent historical, information about health-monitoring, general
system and configuration information, as well as valuable log files. Information that will help Axis Technical
Support to analyze your device. Always include a server report when contacting AXIS Support.

uuuuuuuuuuuuuu

keporls and logs
& System A

E¥ Date and time Reports

AXIS P3715-PLVE Network Camera

o5 oR

Logs

A list of system events.

View the system log

A list of access requests.

View the access log

= Netwaork A report about the system, logs, and settings.

@ Ssecurity
Dc

= Users

(3 Events A detailed crash and device server report. Some of
the information can be sensitive, but helpful when

& marT troubleshooting. Downloading takes a while.
Download the crash report

& Storage

g Stream profiles

= ONVIF

Network trace

m

Metadata

@ Detectors
the device or the network.

B Logs I

Trace time

The server report can be downloaded as a .zip file.

The network trace file helps you troubleshoot when there are problems with
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AXIS OS version Web interface download instructions

<7.10 Setup > System Options > Support > Logs & Reports > Download Server Report
>7.10 Settings > System > Maintenance > Download Server Report

> 109 System > Logs > Download the device server report

AXIS Server Report Viewer

AXIS Server Report Viewer is a web based, graphical user interface that makes it possible to upload and visualize
the data of the server report. The tool is developed by Axis and greatly enhances the speed and efficiency of
analyzing the data in the server report.

You can access AXIS Server Report Viewer after logging in to www.axis.com with your MyAxis account.

4_x_| & Upload feport | About SRV Feedback Logged in as. -

[

AXIS P3715-PLVE Network Camera

Axis_SR_20220723_170003_B8A44F03F3B1 zip

AXIS P3T15.PLVE, Saturday Jul 23 16:59:58 2022 (UTC+02:00) & Download original B Open unformatted <" Expand all sections # Collapse all sactions + "D Recent reports

B Product Overview

Product Status Feature Status
Product:  AXIS P3715-PLVE Network Camera B BeadaF03Fiet Rl e 03C EEEE Continuous Recording
Firmware: 10.11.65C7 EEZE] ~ SSH Server ) AFTP Server
Load 042, 052,049@ X A HTIPS (Digest) @ EEZ) A 1P Address Filter
Memory: 380 MB available / 492 MB total | Disabied WEENIEI] EZZ)  ~ IEEE 802.1x

. EE20 * Audio B2 A Zipstream (Lo
Flmrvare Statm =23 A Dynamic GOP EE=] A Dynamic FPS
installed Firmare 101165 EEE2  User Data EEEE) A~ Always Multicast
Rollback Firmware | Hone I5] B - ke B3 ~ Bonjowr
Product Lifetime Statistics EE=Z) - SRTP IEE) ~ Brute Force Delay Protection
Current Uptime: 12 days 4 h 15 mins @ Boot-up counter: B9 - Replay Attack Protaction
Total Uptime: 596 days @ Restart counter 130

Watch the introduction video to learn more about AXIS Server Report Viewer.

To watch this video, go to the web version of this document.

AXIS VAPIX® Test Tool

The purpose of this tool is to aid in the troubleshooting of the Axis VAPIX® library requests when used in
conjunction with the device event system as described in the Get started with rules for events section of the
Axis documentation.

You can download the tool here: AXIS VAPIX® Test Tool.
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Aociz VAPIX® Test Tool

Device IP:  NEEREEEIR Change IP

hittps:#/192 1680 90/ axis-cqgi/time coi

HTTPS B Validate Cerificate
If signed
JSOM input parameters Les. Response
{
"apiVersion™: "1.0",
"context”: "Client defined request |D",
"method”: "getDate TimeInfo™

or version and
license information.

Information

® GET

O POST

AXISA

COHHUNICATIONS
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Hardware changes

When Axis makes hardware changes, to an existing model, that is not backwards compatible, the device gets a
new Hardware ID. This is necessary as new components may require changes in how AXIS OS interacts with the
hardware. All Axis device models have a Hardware ID that is used to identify that specific hardware
configuration. An older device of a certain model may have one Hardware ID while a newer device of the same
model may have another, new Hardware ID. Axis strives to avoid changing Hardware IDs for existing models as
far as possible. Historically Hardware ID changes has been rare, but in recent years, due to the global component
shortage situation, parts of the Axis portfolio already on the market has gotten new Hardware ID's.

All AXIS OS versions have a reference to the hardware ID that it supports. When a device gets a new Hardware
ID, it is released on the latest Active as well as the latest versions of the available LTS tracks for that model. This
means that if you have a device of a certain model, and buy a newer one that has had a hardware ID change, it
will not be possible to downgrade the new model to an older AXIS OS version that does not support the new
hardware ID. The same device with the previous Hardware ID supports all AXIS OS versions released since that
Hardware ID was introduced.

To be transparent with changes that has been made we are listing all the products that has been affected by
hardware ID changes. In the table below you can find which version you at least must use to not have issues
when downgrading.

As always we recommend to use the latest supported version on the track you are using to have the latest
patches and security updates. Read more about the AXIS OS tracks in AXIS OS Portal and follow the updates in
each track in AXIS OS Release Notes.

Note
The minimum active is not recommended if there is a higher version LTS available, since they no longer are
supported and replaced by the newer LTS.

The minimum LTS 6.50 or 8.40 is not recommended if there is a higher version of LTS available as this is no
longer maintained.

Product Track Version Release date
AXIS A8105-E LTS 2016 1.58.2.2 2017-04-21
AXIS A8207-VE MKk II Active (legacy) 11.0.89 2022-09-21
Product Track Version Release date
AXIS C1310-E Active (legacy) 10.12.66.1 2022-07-08
Active (legacy) 10.10.73.3 2022-05-25
Product Track Version Release date
AXIS Companion 360 Active (legacy) 8.40.1 2018-09-19
Active (legacy) 7.15.2.2 2017-10-30
AXIS Companion Cube L/ | LTS 2020 9.80.1.2 2020-05-20
LW
LTS 2018 8.40.1 2018-09-19
Active (legacy) 7.40.1 2017-11-30
Cv)gs Companion Dome V/ | LTS 2020 9.80.1 2020-05-04
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LTS 2018 8.40.1 2018-09-19
Active (legacy) 7.40.1 2017-11-30
AXIS Companion LTS 2020 9.80.1 2020-05-04
Recorder 8CH/4CH
Active (legacy) 1.11.1.3 2017-11-10
Product Track Version Release date
AXIS M1045-LW LTS 2020 9.80.1 2020-05-04
LTS 2018 8.40.1 2018-09-19
Active (legacy) 7.40.1 2017-11-30
AXIS M1065-L/-LW LTS 2020 9.80.1.2 2020-05-20
LTS 2018 8.40.1 2018-09-19
Active (legacy) 7.40.1 2017-11-30
AXIS M1124/-E LTS 2020 9.80.1 2020-05-04
AXIS M1125/-E
LTS 2018 8.40.1 2018-09-19
Active (legacy) 8.15.1 2018-03-18
LTS 2016 6.50.1.2 2017-06-14
AXIS M1134 LTS 2022 10.12.104 2022-09-05
AXIS M1135/-E
AXIS M1137/-E
Active (legacy) 10.3.0.1 2021-01-11
LTS 2020 9.80.3.1 2021-03-03
AXIS M2026-LE Mk Il LTS 2020 9.80.1 2020-05-04
LTS 2018 8.40.1 2018-09-19
Active (legacy) 7.30.1.1 2017-10-16
AXIS M3044-V/[-WV LTS 2020 9.80.1 2020-05-04
AXIS M3045-V/-WV
LTS 2018 8.40.1 2018-09-19
Active (legacy) 7.40.1 2017-11-30
AXIS M3046-V LTS 2020 9.80.1 2020-05-04
LTS 2018 8.40.1 2018-09-19
Active (legacy) 6.15.7.2 2017-10-18
AXIS M3047-P LTS 2018 8.40.1 2018-09-19
AXIS M3048-P
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Active (legacy) 7.15.2.2 2017-10-30
AXIS M3067-P LTS 2022 10.12.104 2022-09-05
AXIS M3068-P

Active (legacy) 10.11.87 2022-06-16

LTS 2020 9.80.3.13 2022-07-22
AXIS M3088-V Active 12.1.60 2024-11-13

LTS 2024 11.11.127 2024-12-06
AXIS M3106-L/-LVE Mk Il | LTS 2020 9.80.1 2020-05-04

LTS 2018 8.40.1 2018-09-19

Active (legacy) 7.30.1.1 2017-10-20
AXIS M3115-LVE LTS 2022 10.12.104 2022-09-05
AXIS M3116-LVE

Active (legacy) 10.11.85 2022-06-14

LTS 2020 9.80.3.13 2022-07-22
AXIS M3128-LVE Active 12.1.60 2024-11-13

LTS 2024 11.11.128 2024-12-18
AXIS M4216-V/-LV Active (legacy) 11.0.89 2022-09-21

Active (legacy) 10.12.73 2022-07-13
AXIS M4218-V Active 12.1.60 2024-11-13
AXIS M4218-LV

LTS 2024 11.11.127 2024-12-06
AXIS M5074 Active 12.3.56 2025-02-24
AXIS M5075

LTS 2024 11.11.135 2025-02-10
AXIS M5075-G Active 12.3.64 2025-03-05

LTS 2024 11.11.135 2025-02-10
Product Track Version Release date
AXIS P1375 Active (legacy) 11.0.89 2022-09-21

Active (legacy) 10.12.65 2022-07-01

LTS 2020 9.80.28 2023-04-21
AXIS P1375-E Active (legacy) 11.2.53 2022-12-22

LTS 2022 10.12.135 2022-12-09
AXIS P1377 Active (legacy) 11.0.89 2022-09-21
ExCam XF P1377
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F101-A XF P1377
AXIS P1378
Active (legacy) 10.12.65 2022-07-01
LTS 2020 9.80.3.13 2022-07-22
AXIS P1377-LE Active (legacy) 11.2.53 2022-12-22
AXIS P1378-LE
LTS 2022 10.12.135 2022-12-09
LTS 2020 9.80.28 2023-04-21
AXIS P1385 Active 12.0.91 2024-09-30
AXIS P1385-B
AXIS P1385-BE
AXIS P1385-E
LTS 2024 11.11.124 2024-11-25
AXIS P1387 Active 12.2.61 2025-01-22
AXIS P1387-B
AXIS P1387-BE
AXIS P1387-LE
LTS 2024 11.11.124 2024-11-25
AXIS P1388 Active 12.2.61 2025-01-22
AXIS P1388-B
AXIS P1388-BE
AXIS P1388-LE
LTS 2024 11.11.124 2024-11-25
AXIS P1447-LE LTS 2022 10.12.104 2022-09-05
AXIS P1448-LE
Active (legacy) 10.3.0.1 2021-01-11
LTS 2020 9.80.3.1 2021-03-03
AXIS P1455-LE LTS 2022 10.12.104 2022-09-05
Active (legacy) 10.8.3 2021-11-30
AXIS P1465-LE Active 12.1.60 2024-11-13
AXIS P1465-LE-3
LTS 2024 11.11.124 2024-11-25
AXIS P3224-LV/-V Mk I LTS 2020 9.80.1 2020-05-04

358




AXIS OS Knowledge base

AXIS P3225-LV/-LVE/-V/-
VE Mk I
LTS 2018 8.40.1 2018-09-19
Active (legacy) 7.40.1.1 2018-01-31
AXIS P3245/-LV/-LVE/- LTS 2022 10.12.104 2022-09-05
V/-VE
Active (legacy) 10.11.85 2022-06-14
LTS 2020 9.80.3.13 2022-07-22
AXIS P3245-LVE 22mm LTS 2022 10.12.104 2022-09-05
Active (legacy) 10.4.3 2021-03-10
AXIS P3247-LV/-LVE LTS 2022 10.12.104 2022-09-06
Active (legacy) 10.11.89 2022-06-20
LTS 2020 9.80.3.13 2022-07-22
AXIS P3248-LV/-LVE LTS 2022 10.12.104 2022-09-06
Active (legacy) 10.11.89 2022-06-2
LTS 2020 9.80.3.13 2022-07-22
AXIS P3267-LV/-LVE Active (legacy) 11.0.89 2022-09-21
AXIS P3268-LV/-LVE
Active (legacy) 10.12.55 2022-06-16
AXIS P3727-PLE LTS 2022 10.12.104 2022-09-05
Active (legacy) 10.7.8 2021-10-29
AXIS P3738-PLE Active 12.1.60 2024-11-13
AXIS P3925-LRE Active (legacy) 11.0.89 2022-09-21
LTS 2022 10.12.104 2022-09-05
LTS 2020 9.80.3.14 2022-09-07
AXIS P3925-R Active (legacy) 11.0.93 2022-09-30
LTS 2022 10.12.104 2022-09-05
LTS 2020 9.80.3.14 2022-09-07
AXIS P3935-LR Active (legacy) 11.0.95 2022-10-04
LTS 2022 10.12.104 2022-09-05
LTS 2020 9.80.3.14 2022-09-07
AXIS P4708-PLVE Active 12.1.60 2024-11-13
Product Track Version Release date
AXIS Q1615/-LE Mk 111 Active (legacy) 11.0.89 2022-09-21
Active (legacy) 10.12.65 2022-07-01
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AXIS Q1715 Active (legacy) 11.0.89 2022-09-21
Active (legacy) 10.12.55 2022-06-16
AXIS Q1798-LE Active (legacy) 11.0.89 2022-09-21
Active (legacy) 10.12.65 2022-07-01
LTS 2020 9.80.3.13 2022-07-22
AXIS Q1805-LE Active 12.0.91 2024-09-30
LTS 2024 11.11.124 2024-11-25
AXIS Q1806-LE Active 12.2.61 2025-01-22
LTS 2024 11.11.141 2025-03-17
AXIS Q3538/-LVE/-SLVE LTS 2022 10.12.104 2022-09-05
Active (legacy) 10.9.6 2022-02-09
AXIS Q3819-PVE LTS 2022 10.12.104 2022-09-05
Active (legacy) 10.11.85 2022-06-14
AXIS Q6010-E Active (legacy) 11.0.89 2022-09-21
Active (legacy) 10.12.73 2022-07-13
LTS 2020 9.80.10 2022-11-18
AXIS Q6074/-E LTS 2022 10.12.104 2022-09-05
AXIS Q6075/-E/-SE
Active (legacy) 10.11.87 2022-06-16
LTS 2020 9.80.3.13 2022-07-22
AXIS Q6100-E Active (legacy) 11.0.89 2022-09-21
Active (legacy) 10.12.73 2022-07-13
AXIS Q6215-LE Active (legacy) 11.2.53 2022-12-22
LTS 2022 10.12.130 2022-11-25
LTS 2020 9.80.10 2022-11-18
AXIS Q6315-LE LTS 2022 10.12.104 2022-09-05
Active (legacy) 10.9.1 2022-12-22
AXIS Q9216-SLV LTS 2022 10.12.104 2022-09-05
Active (legacy) 10.11.55 2022-04-21
LTS 2020 9.80.3.11 2022-05-06
Product Track Version Release date
AXIS S3016 Active (legacy) 11.10.65 2024-03-11
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Overlay image support

Overlay images are part of a device specific feature set since the images that can be used depend on the device's
image sensor size, resolution and other parameters. In general, the following needs to be considered when
uploading an overlay image to an Axis device:

e Supported files:
- 24-bit BMP file support in AXIS 0S 9.80 LTS and lower.

- 24-bit BMP, jpeg, png & svg+xml file support from AXIS OS 10.7 and onwards™.

e The height and width of the overlay image cannot exceed the resolution of the Axis device. For example,
if the resolution of the Axis device is set to 1280x720, the overlay image cannot be larger than that.

®  Max 256 colors supported. It's recommended to use 250 colors to spare the remaining colors for
transparency and configuration purposes.

e Depending on AXIS OS version, some Axis devices support a maximum number of pixels (width by
height) that is capped either to 109920 (older versions) or 64000 pixels (newer versions). Width and
height needs to be dividable by 32.

® The maximum resolution for the overlay image is 1920x1080 pixels for ARTPEC-based devices. For
Ambarella-based devices, see the table below.
*Also supported by AXIS P1375/-E, AXIS P1377/-LE, AXIS P1378/-LE, AXIS P5654-E, AXIS P5655-E, AXIS M1134, AXIS M1135/-E, AXIS M1137/-E,
AXIS M3064-V, AXIS M3065-V, AXIS M3066-V, AXIS M3115-LVE, AXIS P3245-V/-VE/-LV/-LVE, AXIS P3247-LV/-LVE, AXIS P3248-LV/-LVE, AXIS

P3715-PLVE, AXIS P3717-PLE, AXIS P3719-PLE, AXIS P3925-R/-LRE, AXIS P3935-LR, AXIS Q6074/-E, AXIS Q6075/-E/-S/-SE and AXIS Q6078-E in
AXIS 0S 9.80 LTS

Maximum resolution for overlay images

System-on-chip Max width (pixels) Max height (pixels) Max number of pixels
Ambarella S2L 1920 1080 64000
Ambarella S3L 1920 1080 64000
Ambarella S5L 1920 1080 92160
Ambarella S5 1920 1080 92160
Ambarella CV25 1920 1080 138240
Ambarella S6Lm 1504 1080 138240

Image overlay transparency support

BMP 8-bit + 24-bit Yes, through assigning one color for the transparency.
Other bit depths are not supported.

JPEG Not supported

PNG Native support”

SVG+XML Native support™

* Support for transparency through the image format. This means you can import the image which already contains the transparent information.

Set image size in GIMP
The screenshot below illustrates how to set the correct image size of an image in GIMP.
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2021.08_06_10_47_56] (imported)-3.0 (RGB. a ", GIMP built-in sRGB, 1 layer) 19201080 - GIMP

Quality

Tnter

Set max colors in GIMP
The screenshots below illustrate how to set max color in an image using GIMP. Note that the amount of colors
has to be set in Image > Mode > Indexed. When done, switch back to Image > Mode > RGB.

Note: If transparency is to be used, make sure to use the pipette tool to check which color the transparent part
has after max colors have been set.

+, GIMP built-in sRGB, 1 layer) 13201080 - GIMP.
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Export 24-bit bmp file in GIMP
The screenshots below illustrate how to export an image as a 24-bit bitmap image.
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Send mail

AXIS OS devices support sending mail to various mail services through the built-in event system. While you can
customize the settings, some public mail server choices are pre-configured. When using public mail services
such as Gmail, Yahoo etc. you are limited to the requirements of their services. From May 30, 2022, Google (and
thus the Gmail mailing service) will no longer support the use of third-party apps or devices which ask you to
sign in to your Google account using only your username and password. This means that AXIS OS devices will
not be able to send mail using a Gmail address as sender without using a Google App Password. Using a Gmail
address as a receiver will still work after this date without additional configuration. Further more, Microsoft will
no longer support Basic authentication from Dec 30, 2022. This means Hotmail, Outlook etc will stop to work if
using basic authentication. Microsoft don't have their own solution for this.

(C) 2022 Axis Communications AB. AXIS COMMUNICATIONS, AXIS, ARTPEC and VAPIX are registered
trademarks of Axis AB in various jurisdictions. All other trademarks are the property of their respective
owners.
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https://support.google.com/accounts/answer/6010255?hl=en
https://support.google.com/mail/answer/185833
https://learn.microsoft.com/en-us/exchange/clients-and-mobile-in-exchange-online/deprecation-of-basic-authentication-exchange-online




