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EXO|M HTTPSE AESte{™ HTTPS QAAZME MX[SHoF L ABTME Hdst HX|st2{H System >
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L ZE 443 £ 1024-65535 HQ| o] ZEE FKTLICE R2XE 2AQUSH AL 1-1023 H L{9o
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a MAC FA QA L|CHWS-Discovery: | EQII0A Xt AMZ 5{25t2{H 0] M2 ZIL|CHLLDP and
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One-Click Cloud Connection

One-click cloud connection(03C)1F O3C AMH|AE= L QXA L} AA|ZH S S35 H
HMAE HMBELICE XM LI axis.com/end-to-end-solutions/hosted-servicesS
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= 47 FEUCt Mol HES S£E F 2477t O|LfOf O3C MH|A0 HXE SSo{0ofF 2L
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« No(ofL|8): O3C MH|AE H|gdztgtL|C}.
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AMELCH HOto| Ho, d=stX| U2 AHEXL O|F H IHAQIEE MHE METLLC
o CO|HAE: O] HEH2 T4 HERIE Soff L=3tE WAYEE MESH7| W20 o A™SL Tt
o AE: O M2 AESIH X El= BRO M) X7t o5 HHE MEtg =~ QJELCHL ME
2= CIO|HIAE B, 7|2 2 =M2 HFTLoh
Owner authentication key(£-§ Xt 215 7|)(OAK): Get key(Z| 7} 27|)E 2250 2QX 2F 7|€ 7tH
SLICH O|A2 HX|7t WatHo|L ZEAIQIOl QU A= Z202t 7oL Ct
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SNMP(Simple Network Management Protocol)& O|23sl0] HEQI XS 4oz g = UASL|C
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SNMP: A% SNMP HI™EZ MEighL|Ct
« vl 89 v2c
-~ Read community(¢7] HELIE]): X5/ BE SNMP AH0f Chef 947 ME Ao
A HRLE O|FE 8L 7|22 3L
- Write community(27] HJLIE[): X|JL|= ZE SNMP ZiH|0f| CHsi ]
O] fl= #HRUE| O|E2 YHTLIIHY”Z| 8 AH XNl 7|2¢2 2
- Activate traps(E& =Z/d3s}):
A

431): EME NS 235 H HAUA R A= EYS AESHY
S0t O|HIE L= ME| HZO CHot HAIX|E 22| AAHO| ELCH 2 QI I o] A0
M SNMP vl 2 v2co| CHEE ES Y = ASLICH SNMP v32 B S AHLE SNMPE
IH EVO| AH522 JHZL|CE SNMP v3E AlR23I= AL, SNMP v3 2| ofZ2|#
O|ME ol EMS 48 = AUSLICH
- Trap address(E3 FA): 22| MO IP TA £ SAE 0|22 QEAAIL
- Trap community(E3 F{JLE|): X7t 22| A|AH E- HAXE 29 If AL

(
HARLIEIS QEBLICH
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- Cold start(EE EE): EX|7} Al
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- Warm start(® AEIE): SNMP MM S HAEAY [ E QAKX S 2 WHL|C}.
- Link up(3d3 ¥): 37} CtROAM Yo2 HAE 2 EY HAIXIE 2L CH
- Authentication failed(Q1Z AlT}|): Q1= A|Z7} AI|SIH EH HA|X|E ELHL|C}
H| 2
SNMP vl Gl v2c EY¥E 7{H T E Axis H|C|Q MIB EZH0| SASIEL|CH XA LRSS
AXIS OS Portal> SNMPE ZtZ&lM Q.
e v3: SNMP v3= ¢4zl 3 EHOt A5 E XEoteE ECH et™oE B ™ UL|CH SNMP v3E AtE5t2{H
DARIETE HTTPSE Soff ML/ B2 HTTPSE d3sts A0l E5LICH O|EA otH L= 3ty
X| 22 SNMP vl % v2c ERO|| CHSH SQIEX| 22 THALAtS 22 HX|E = USLICH SNMP
V3E AtESt= 42 SNMP v3 zt2| ofE2|AH 0|2 Sl ERS -8 5= USFL|CH
- “jnitial” H™e| AL C: “initial"0|2}= 0|29 A &0 C{St SNMP MAQEZS QladsiL|
Ct. HTTPSE 2 d3}stX| Y0 AJAEE MEY = JUX|0F HESHK| USLICH SNMP
v3 IjAQEE SF HEE d™e = QI HTTPS7t 283tEl AR08 dH™st= A0l E5L
Cf HAQEE HFSHH IjALIE HETJL O Ol BA|ILX| RELICH AQYEE CHA| A
ol X E ST 7|2 dHe2 MHEYsloF gLt
ot
oI N

Client/server certificates(ZcC}0|HE/AMH 21 A)
Z20|AE/MH QIEM= FX|Ql IDE ASSHH XN MP
22 = JASLICH XM MY ASME XNotE ESE M35t
TRl AtEE = JASLCH

ASME HEAILS XS 2AFsts o ALEELUCLL O X F 7HX RY2 ASME XY HCL
H

=R

« CA 915N
CA AISME AL83I0] mof ASME ASYLILE. O S0f, X|7} IEEE 8021X2 HS gl U
EdIo AZ2E F2 205 M2l IDE AT UL X o= o3 72 CA ASM7F A
2R = USLC
ANYes 842 Chant 25U
- 95M HAl: PEM, .CER 9 PFX
« H|Y 7| HAl: PKCS#1 3 PKCS#12

t
HXE S B Al 7|2¢ez MEFSHH 2R AS M7 AHE YD AFE 2XE CA AN
7} CHAl A X|E L Ct.

Add certificate(Q21S M F7}): IS ME FII5t8d™H Z 2L}

\V4 . _ o x
. More(Ef 87)) © : EAMSIL Mefst 27} WEE mAIFLICH
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* Secure keystore(2 ot 7| XFa): | F|E QHTSIA XTSI H Secure element(HQt R4) £

£ Trusted Platform Module 2.0 MEHSIL|Ct. MEHE HOF 7| XA CHSH XHMEH LHES &
= =

« Key type(7] fd): QAZME E352{H EEO SE0AM 7|2 L=zt Yn2[EO|L Ot

£ g=s g[S ML

oo 2= oF0s CHS0| ZghE LCE

+ Certificate information(QZS A HH): HX| = Q=AM &MHE EL|LC}

+ Delete certificate(2IS M AHA|): QIS ME AKHSIAA 2.

« Create certificate signing request(21S A MH X M) CIX|E ID 2IZSMME AMHSY| Qo) S
g 7|80 EY 25N MB 2™ MdgL o)

Secure keystore(29Qt 7| MZ&A) @ :

« Secure element(H9t @ A)(CC EAL6+): HOF 7| XZE A0 HOt QAE AI23S}2{H MEASHL|C}.

o TPM(Trusted Platform Module) 2.0(CC EAL4+, FIPS 140-2 Level 2): 29t 7| XZ&A0 TPM 2.0
2 A8t & MENgL|C}

TECER-ER TR

IEEE 802.1xIEEE 802.1x= @M 9 DM HEQI AKA|o HOt ASS HIAst= ZE 7|8 HEYA 22| X
of MO|Z 93 IFEE = QI L[C} IEEE 802.1x= EAP(ZHE O1= m2 £ 2)g 7|80 2 L|CHIEEE 802.1XE &
DEE HEI0 HMASHHH HESRT EXIt HHHSE S| 0oF 2L LCL 2F2 15 MHOM =

|
SHE|H, YEt™M o 2 RADIUS A H(O: FreeRADIUS 2! Microsoft Intern

D

—
>
—

uthentication Ser

<

e .
802.1AE MACseclEEE 802.1AE MACsec2 O|C|0| WM A =2 Z2EZES Qo H|FZAH Holy 7|2 9
FZd2 Ho|gt= EEEQ| MAC(O|C|Of HNA HEE) BoF HEQYL|ICLASAMCA QF A gl0] F-d5HH A
H SN R84 AAZL H2tMete| 1 X FZ2E HEKIo A ROl Xt 21FS AL CHLRASA
£ M8 If Axis 73 Al 7]7] & Q1F MH = EAP-TLS(EHHE 715 Q15 Z2EE - & AT EQHE A&
S5tof CIX|E QBME KM ZE QFBLICLEX|ZL ABME S8 EZEE HEKXI0 dNAS = Jx
£ St MYE S2H0|MUE ASME FX|0 HX|6iof gt L|CtAuthentication method(QlZ ). ¢l
=0 A L= EAP S8 S MEiSHL|C.Client Certificate(Z20|HE QIS A): IEEE 802.1xE A2 =2}
O|HE QIZME MEGHUAR. Q2T MH = AZME ALESIY Z2I0|HEQ| IDE = QIetL|CICA 25
M: CA 2IZME MEHSIO 215 AH Q| IDE =QITtL|CH QBME MESHX| ol XK= A= HE
230 A0l XA 2AFZ AL L|CHEAP identity(EAP ID). S 20| E QIS At AHEE ALEX} ID
Z Q12431 AlA| 2 EAPOL version(EAPOL B{X): HE Q[T AQX|0|M AFRE|= EAPOL H{AES MEHSHL|
C+IEEE 802.1x(IEEE 802.1x A}E): IEEE 802.1x T2 EZ S Al25t{H MEHSHL|CL QIS o 2 IEEE 802.1x
PEAP-MSCHAPV2E At83tE= Z20TH o33t MHZ 0|8% = A&UCt

© HAYE: ST ALK} IDO] IAEE olaStL|T)

+ Peap version(Peap H{H): 4 EQ3I AQKX[0|M ALEE|= Peap H{HS MEATHL|LC}

« Label(2|0] 2): S:2I0|HE EAP A=3tE ALESI2{H 12 MEHSIL, 20| E PEAP A=}

£ M8%t2{H 28 MEiTL|CE Peap H{T 12 MBSt 22 UESRII AX|7L AHESHE 2

O|£2 MEigL|C.
IEEE 802.1ae MACsec(®dX CAK/AIE 3§ 7))E QAT LYz AESt= ZR0T oj2fst 485 0|8
s 4 QI L|Ct.
=2 T Mg

© 7l YA T B 7| 0|8 HZ A 0|S(CKN)2 AWLICL 2 ~ GARQE 23 Jh5) 16
ZI0{0F BHLICH CKNS SiZ #efofM ~502 Taejof ohoi, X 20| MACsecs Z4jztet
751 23| 9% BO|A UX|BHOF S ch

- 7l UK @17 B 7| AF BE J|(CANS YUBTLICL 32K EL 64%t| 16T140{0F B
C}. CAKE OIZ TROIN 502 TABHOF 510, A S0| MACsecs A ststaim @0 &
% ZolA JAIefor sfLict

Blocking(XHEt ). 2XHe CHOl 22 KEtsta{B AHMAQ. 2R fY BHS AM HE S¢f 20l
YE EL USS 7|2 FEULCLAT 712k PAE (Y 3HS AES ATHE)S Y BILIChAE
Z: 220] A%es] WMo S8EE £ o5 An 245 AHWLULL HolX SEM FA +F 2
SolM SBEE AW £2 4F¥E F ABUC

st
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k=3
X of

{

FALE AR5
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L
o
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S
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O
Ch. 7|= AlZt Mgt

dds
L|C}.

F

[

F

o
(<]
|

o 7} X
L|c}.

I

(=
=

k

-
=

S

2l

2 7l 280 ASLCH
oI & of2fo| EAIZH,

ol M ZXlof cf
—!‘O

2

FL|C}.Active rules(£ £/d39}):
Hste ™

F

Efel E= CHA

3

A
o

=
=

LEALE AL XL

A

.I

=
IE

o
-

g =9

A= 9
of olelE HEoteH

2

ey

A

Time in second
3002 ML

« Allow(s|£):
Protocol(

+ Deny(H%):
« Address(F2):

| E{H 0|

| M-
AF2 X} ®o| MTE AXIS OS

Activate(2t/d 3}):
Default Policy(7|
Pending rules(&

H| D
Confirm rules(

(o)
Add rule

L|c}.

ol 3t
[y =}
ME

I = JAEL|CL AxisZb AXIS
2l
b2l Hof

= AXIS OS
N

=13
-
=
=
=
o

SM
ol
—

i S Q=A==
S

X|She B ALK Ho| MBE AXIS
ER

H =

o=

N

R

IT

o
I_A_om,T__A_ooM
S o1l 5

K _M_SA_.

-

205 < &

<l

CHE A8E =7 Yol

—

[

2| Xt

t

[

AT} 100742

L|c}.

k

L|c}.
gl

L|Ct.New password(AM IfA L E):

I

.
o
=

M2

OH
24

A=A 7EE 28
16

& L|Ct.Repeat password(Tj

0
[Le

Jtetei ™ 28

F

q

o

ot
x

A elg
) &

Edl

L|c}.

A
oo
o=
System(A| 2
H¥g MZT & Y HO| YLk

A Ol
T M-

|

o
Iaast
—

=
* Viewer(£0{):

L|c}.
Delete certifica

F

=
E S MAHE

+ Operator(2FX}): C}

.

A ST = 1~64K}
« Administrator(&2|X}): ZE A

Add account(#|d
CHAl @ 2 38}4 Al 2 Privileges(

| 51 O

L|C}.
AHZE 32~126)0 THA Q| =0

+

Ct.Account(A|H):

-
o

(

=
A8
AH

=

=

=

M




[ ]
*  dgo %= HFo= Ch80| ZetE L ChUpdate account(ﬁl’é!}.‘HIOIE) AY 5462 =Y
Ct.Delete account(71IJH MH): A™S AFELLCH root AEE AXE = iSLHLCH

o
n
-

ot

H_|

SSH A%

+

o= T =& .
¢ Restrict root access(root HMA H[SH): root UNATE QT 7|5 HMTts
« Enable SSH(SSH &/43}): SSH MH|AE At2Sa{H ZL|C}
Account(7-'ll’“) —l—-rr°+ 71I’H “0[2€ QU2{BHL|CI New password(AH jARE): AEO T 2
STk BXh 2, PEE, 2% 7S & ol 450 ASCl £ 4tz
Q&L L}, Repeat password(uﬂ HE d

Add SSH account(SSH A F71): M SSH AHEE F7tst{H ZElstL|Ct

[ ]
[

A YSHAS MW TS ANBUCHSM).
x

dES =g M g8 %= Hwofs tt30| ZehE LIl Update
SSH account(SSH A AGIO|E): AHE =48& HEISHL|C} Delete SSH account(SSH A Atx|): AHH
2 AHBLLCH root AE2 AT = gl&LICH

MM SAE

+

Ol SBLICLEASE 0] T sAE
2 Abgote{® MeStLIChAE 0|&: Aol 022 ASLICL =Xt 0-9, 2AF A-Z U 60| Z()3F A8
g 95 g¥e MeEUCL J|E CHO|HAE,

LCh=ZE: M7t HZE ZES UYL CLType(RE): ALE
[
L]
L]

2EID 0N MEASILICE =
« Update(YLH|O|E). 74 SAEE AHO|ETL|CH
o AMN|: 7FA SAEZ APHSHL|CH

g3k MH 7t B2 Y3 RS L

H| &

|||I0}

OpenID T/

S8 A
OpenlDE Atg%l0] 2190

RS s i EP“_/FI o= 4% OpenlDE FE5t0f 2a0Qlg U} AFE%H CIO|HAE
E7|_ xjﬁ EOEAOE‘D_:IAQ«

Client ID(Z2}0|H E ID): OpenID AL X} O|§2 U= TtL|CHOutgoing Proxy('d TEA|): ZEA MHE

A85te{H OpenlD HAZ 'r|6|' ZEA FAE YHTLCLADmIin claim(B2| Xt 2H): #2|X} deto| g2
Q&L CtProvider URL(A| 3 X} URL): API HIEZQIE Q158 23t ¥ 2AE USIL|CE https:/linsert
URL]/.WeII-known/openid-configuration ¥ Al0|0{OF EtOperator clalm(-.'_-OI} QA) AX d&to| I oUH
ot L|Ct.Require claim(28 = Q) E20| AO0{Of s= O0|EE Y =TtL|Ct Viewer cIa m(2EX 2H): aE
X dgto| gf2 LA L|Ct.Remote user(HZ ALEX}): 1A MRNE AESHE 22 LETLCH Ol &K
o A °|E1ﬂ1|0|*01| ST AFRAE ii)\IOP'— o 8 '—IEFSCOPeS(‘.':.*-?-I) EE‘-OI UL E = U MEH
H.:.*-‘.’—Iohll_l Ct.Client secret(E2t0|HE H|L): OpenlD IjA YL A= Save(XE): OpenID e MEtsieH 2&l
ot L|Ct.Enable OpenID(OpenID £/43}): X A4S =1 I1|—'—7Ef URLOJA &X| 91=E o868 ZL|C}
MQTT

MQTT(Message Queuing Telemetry Transport)= AlS QIE{Ll(oS {3t EFE AR Z2ESQL|C) Cta
SH=El IoT E32 Q8] YA A 22 I E 27 ( small code footprint)uf _’Eli HEQ3A (jgd=Zo0=2 24
A E AAGY| oIOH Chsh POl M AFEEILICEH Axis XA AZEQI0{o] MQTT Z2t0|QIEE Eof X
oA M= OojE X O|MEE & 22| AZEQO0{(VMS)Z} Ot AlﬁEéloil .7_”.53P7ﬂ sote = JAELLCL
7“*le MQTT EEPOIQEE *E”SE,”—IEh MQTT 842 EEFOI"*EEf B27{ete F AHEE 7|Hez oL
Cf. SE0|HE= HAIXIE LT BZ 5= UGLICH BE27H &= Z20|UE 7Ho| HAX] 2t 8 S EHEst
L|CHAXIS OS Portalo| X MQTTO|| CHS| XtM|[S| ZotE == %'ﬁ'—l Ef-

ALPN
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ALPN2 220[QIE U AH| 7F GIZO| HEHO|T EZO|M OfZ2l7o|d Z2E22 NEyE & ¥ ot
TLS/SSL BPRQILICE Ol HTTP9} 22 2 ZEe 20| A8HS SU% ZES S¢f MQTT =diS
gystets O ASELICHL Z0) D2t MQTT SNS 98 Mg mEJ ¥of X 28 2= ALY
CFJ2{3h Zeol NS APNS AIBSIH Hets{o|n 585 BE ZE0AH MQTTE ofZ2/7
oM Z2EE2 ABEXE AP AYULH

MQTT Z22}0|HE

Connect(¥ &d): MQTT Z2I0|HEE
CLEEHSAE: MQTT MH{Q A
S22 MESLCLEE: ZTE WIS E
« 18832 TCPE &3t MQTT2
. 883832 SSLE E3t MQTT2| 7|
- 802 ¥l 438 §St M
+ 4432 @ 23 B E St
ALPN protocol(ALPN T2 E &) M
SSLE &3t MQTT 8 @ &7 Hots
ME{Off BN ASH| 2IsH ALY ALEX
Ct.Client ID(Z2}0|HE ID): 220 A
MB|2 ™S EL|CLClean session(221 M| M):
AZA S| Al AEH METL ALY E LICLHTTP p
HTTP ZEA|E AIESIX| §fog{d HEE H|¢
7} 255HFO|E QI URLQLICt. HTTPS ZEA[E A
interval(ZtZ [ X|): S2t0|AET} 71 TCP/IP A|

N
IS
Ak
s

7 |Cl.Status(&EH): MQTT S2t0[AE2| x| YEfS HEA|ITL
E 0|2 T IP FAE UG A|2.Protocol(ZREE): AR Z2E
ol
=]

szholLct.
|22 L Ct.
| 7|2 Zf YLt
BE27{ S=X7t MSs ALPN Z2ZEE 0|52 8Tt o
MQTTOj| 2t & -8l L|C}.Username(At-& X} O] E): 0
|CHIfAQIE: AFEX 0|29 TfAL 2
20| E ID= SE0|HETL MHO| HAS
4 o™ Aol &2 Mot Ct MEHSHH
P ZEA|): %|C§ Z0|7} 255HI0|E Q1 URLYL|CH
& LICHHTTPS proxy(HTTPS ZEA|): Z|Cf ZO]
fog{H ZCEE HE & & USLICHKeep al
7t 7ICtE 22 Q0] MHE 4 old A8 = Qe
AEE ZX" &= ASLICLTimeout(A|ZF X)) AZAO| AZE|= A|ZF ZHZ(EX)QYLIC A
g HFAL MQTT Z2t0|HE ®o| o1Z2 MAIX| B LWT HAIX[Q] F=Hof CHgt 7| =2Zta MQTT L&

or
—-—OH-" - g
aju
mjo

uIC —

hall 4
I

52m%
ot
s

O
i
0

rer
N
or &

[m
Z

I
F_Q_lj_

~—

1l
X

=
]
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O

olomnZ
als
0%2

bt
g

\I—r—
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1

AsS =2 CHA| AZAGOF St=X| R E X[FEEL|CLHAIX] HAAZ0l dHE I HAIXE ELX O
£ X|HgL|Ct.Send message(HA|X] &) HAIXE B2 AR MM 2 .Use default(Z| 23t At
) Xtdol 7|2 HAIXIE LHSIHEH DNAUA L Topic(FH): 7|2 HAIXIC] F=HE 2 =L CtPayload(H
O|2E): 7|2 OjAIX|el {8 & &HetL|LCtRetain(FX|): O] Topic(FH|)0|A Z2l0|HE HEFE FX|5}
ChQosS: Izl SE0f L3t QoS HETS HAGTLCHoIX| 2 g

=
Rl
A
o
I
mjuo
re
=
=
d
o2

== o (=1 T == E _—
7t LIE0| Of= A[™OAM HEYHo2 AZO| BOX|EH(HRO| BOFY| HEL & UAF) B2HIt .t
£ SCHO|AE0 HAXE IS = ASLCE O] LWT HAX= Lt HAXQF LD HAHO|0 S
ot HAHUES Sof 2t S ELICl.Send message(HAX| HE): HAX|E EU2{E AL 2F5IAM Q.Use
default(7] 2 2t ALE): Atilo] 7|2 HIAIXI S &SI H DHUA|IL Topic(FH): 7|2 HAXS F=HE A
L|Ct.Payload(H[O|2E): 7| = MA|X|Q] &S Y= L|CtRetain(FX]): O| Topic(FH)OIA SEHO|HE &
EfE wAIote{® MEietLICI.QoS: Al S50 Chet QoS ASS HATLICE

712 FH HFA AF8: MQTT client(MQTT FE[0|HE) R0 A HX| =X ZFAt0 gol&l 7|2 FH HF
ME Aot E MEISILICEER O|F =g MQTT F=HOM =S 2F5ts FHE Zeiste{H MEishY
ChEH Hg2mol2 Zg: MQTT FH|0f ONVIF =X U JAHOIAE Zetsie{H MEiSILICLUH He =

gt MQTT HO|ZE0f ZX|Q Y HZE Zatstz{™ METL|LC}. Add condition(Z=Z F71): =HE
FototeE 2= gL ChRetain(RX]): O] MQTT HA|X|7} Bg2 MEE=X] ZofgL

+ None(8!3): ZE MA|IX7} HIRX SEjZ HESSL|CH

* Property(£4): HEi FH 7ts AKX 2 22E g2 2L CHL

* Al(RE): HE =8 7t5 Sl 4E1E =HY 5 g HAXE 25 E2E JE= 2P
QoS: MQTT ZHof Lol @dteE RS MEHRLICE

MQTT 15
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CIXE Y2 AtES
8 sl oe 24X

=
=
CIXE 2382 M83t &

o QAEImo] A
+ Add subscription(?= 37b): Al MQTT #=3 715t @ 22 8 LT} Subscription filter(7 % I

E) TE5H= MQIT THE Y254 A|2.Use device topic prefix(BX| &5 HEAL ALE):. 7= ZH

£ MQTT FHo| §FAZ =7t IEf Subscription type(?5 R¥):
+ Stateless(E} -’-‘-’51 £715): MQTT HAXIS QEf X S7bs HAX|=Z Hetoted @ d=L|ch
« Stateful(ME} F=H 7I5): QTT A X & T7oz HSIS M MENSHL|CH HO|2E = AEY

2 MEELICH

QoS: MQTT F1=0f CHsl JSte &S HEieL|Ct

oy 4 A 2|

I/0 ZE

g2 AO[E Tetd = A= 2/F X PR MM, =0 2= § H

r

2150 S! LEDQ} Z2 Q|8 ZXE AT = USL|CE VAPIX® Application
Programming Interface f£= @ QIEL|O|AE o AAE KA E st = ASLT
iz i =) HAlS _:D oy o =)
EEO|E: ZE 0|52 HRH HAEE HE T L|CtDirection( k) 2 ZEV ¥ ZEQS

HALICE X SE7F Y
40| #BO{X[ALt 1V DC O] ¢2]

Hu
N
=
o
tn
-

2 2 g LICE A0 22 EH 9|27) Y X2 SOt LICt. Of Hf
Bt £9 92 29 E2|AHo A 80| 2 /K= SotZ Lt

23 4Ygs gX5tn E
2| HE O'EE OFE=|':'4 71*'AI9 Q20| »iE | A=A HRSt=E A 2oE +22t7F A8 S H
ZYER (X, &2|7Lt I:FE*EIM._ ) X = AL FES HAISHHE 27 /O RZof F7} 5t

=9 ojEoL alx| 2B} Dot

23
HaM 9 21
HIM
« View the device server report(&X] M EDA E7|): EHY HOA HE MEO st HEE
SUCH A 2= ANHE522 MY EAM0| Zat gLL
« Download the device server report(ZX] MH B|ZE CI22E): SAX| MA[ZF 27| O|O|X|9] &
WAHE OFLIZ UTF-8 S| XA Afe] al=E 9AE melo] metel zp ool ¥yt xgl
A1HI*01I zo|g W o MH HaM zip HAS ZASIUA L.
« Download the crash report(% HIAAM CF2EE): A AEfO| CHet XtMSE HETE Q= Or7t0|
BE OREEYLULL 55 EXM0= XM CH1 YEF My E0M0| U= FYEIF 2ot
E'Ll'if Ol EXMOl= HESA =Xt Z2 ozt 27t AS = ASHLL EIME S
Hote o ¥ 2 ¥E 288 & ASUL
21
« View the system log(A|2 &l BI1): BX AR, 0 5 S35 HA|IXQF Z2 A|AH 0]

21
HIEO it S2& EAISHHE S L
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=

QIE{H O] £

+ View the access log(¥UMA 21 H7|): ZZE Z90 I|AQJEE A3 22 £ MIfTH K|
WMHA AE 2F HAISHZEH SE oL C
HELa F=H
S8 Atgt
HERZ & mMAoj= ASAM E= IAQER 22 HLs WE7F ZatE = JA&U T
HES3 =3 o2 EYT 252 7IES0 EME idste Ol =82 £ &= JASLILCtH Trace time(F
H AZH: = xﬂ 7|2HE = B)2 MElStT Download(CH2 2 E)E SIS L)
27 Al2" 22
Syslog= MAIX| 249 EEYL|CH SyS|0901|A1L HAIXIE MHSE AZEQOf, AIXIE XN&ESt= AIAH,
HAIXIE 20 A —E—’%WFE AZDEQINE 222 = USGLICH Z DAIXEE O HAXE d-85ts 2ZEY)
o R82 LIEIH= AlE ZEYL ttAIEI *:!7—.* #-’.E-OI SHEHE L O
Server(MH): M MHE FII5I2{H SESHUALZTAE: MHQ TAE 0|F £ IP FAE AT
L|Ct.Format(Z5): At syslog MA|X| ZCHS MEASFL|CH
o Axis
. RFC 3164
« RFC 5424
Protocol(ZE R EE). Al2Y ZZEZE MEH:
« UDP(7|E2 MH™ ZE: 514)
o« TCP(7|E *E‘”é‘,' T E: 601)
« TLS(Z7|2 47 EE: 6514)
HEE: [IE ZTEE AMEFI{H ZE B % HESHL|ClSeverity(MZE): E2|HE If MESS HAIXIE ME
2HLICHCA certificate set(CA QAF A M) T HEE =RAStAL ABME =7t
Inl
X 2|
Restart(X{ A &): TX|E THA|&FgHL|CF OIE Sif| M™o| 92 FX| RSLICE M3 F0l ofZ2(7 0| 0| Xt
SO &2 TjA|ZHE L|ClRestore(5T): f//%’ *E”S% S& B Al 7|20 2 EEE[dAL. LSO EX|et
MZ CHAl LSt AP X E|X] 2 E': WS CHA| K|St O|MIE U Z2|M-Z CrA| BHSO{OF BL|LCt.
38 Al-ol-
S8 2 NEEEs Y 482 O30 25U 0
. HE Z2EZ(DHCP E£& 1H)
« D™ IP FA
« 7|2 2t2H
. Medy ota3
e 8021X MAH
« O3C MH
« DNS MH IP =4
Factory default(Z& &3} Al 7|23): £25 HHE2 & £ Al 7|24 2 EEEMAL. O3 20 EX|
of HMAE = JAZE P FAE HHFS|OF Lict
Hl D
BE Axis HX| AZEQO = I:|7<IE* MR ZXo HATE 2ZEQoTt X2 = JSLLCH oOH
A St Axis X[ MuEH QI XA AO|H HOt =FF 0= =Y = USLCH KA WE2
axis.comO| A EH X "Axis Edge Vault"E ZE XS A| 2.
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ol E{ T 0] A

L

AXIS OS upgrade(AXIS OS Y IHO[E): Al AXIS OS H{FOZ I O|ESL|CH A 22| A0 s SHAE 7]
s HI1 =3 A M5 MER 7|50 ZeEL|C g4 Z[4 AXIS OS EE|=E At8%t= 40| E&5Y
Ct. X4 Z2|=E CIRELESEH axvis.com/support2 0|52 L Ct.
gdagoleg I S M 7HA &M BO0|AM MEIE = ASLCH

« Standard upgrade(EZ Y 0|E): A AXIS OS HEM o= 80| =gtL|LCt.

+ Factory default(3 % &35} Al 7| 2Z): YAGO|EStD RE MYE BE £ A| 7|23/2=2 L&

ElMAIR. O SMS MEISIEH OB O|E Z 0| O|F AXIS OS HHEC 2 k=3 = Q&L Ct
IE PO QO20|EE =QISHM AR, = QISHX|

« Autorollback(X}5 StH): MX =l A|ZF Ljo] €0
ofom X7} O|F AXIS OS MO =2 g|=ofztL] .
AXIS OS rollback(AXIS OS E4). O|F0| M| AXIS OS H{FO 2 g =gL|c}
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SH BE

gMH BE

ArO[H| KO
AtO|H| Eotof CHSH HMEYE MEE axiscomO| HAIE ST ME2 HOIHAIEE EXRSIYUAIL.

AXIS OSO| AFO|B| HOHO| CHEH XFM|SH LIRS AXIS OS HoF 2+ 710/ E2 EESHAAIQ.

Signed OS

MYHE OSE= AZEQ 0

Axis Edge Vault

Axis Edge Vault= Axis %2 ESsl= SEQ 0] 7|8 AtO|H EOF ZaHZg mZstL|ct. & ID ¥ 2
282 B&stn B WNAREH FQ% HEE ES6tE 7|52 MSELICHL O EHELS Uzzt A
Eg 2E(EQ 94 3 TPM) 8 SoC EOHTEE Sl Secure Boot)o| ZH&{st 7|Ht Q|0 =g, Of X &

X 2otof cist ME X|Alo] AgEo USLICH

Axis device ID

HRol EME =Y 5= A= A2 TX IDY it MEIE F=St= O AN ALLICH AL THOIN
Axis Edge Vault7t MX| =l HX|0= SHO|A Z2H[XJE DRS00 IEEE 802.1ARS E58t= Axis &X| ID QI
SMN7F HEELICH Ol KXo EHE Y= AN Z2 A2 SLCL TX| IDE Axis RE AEME
MEE ASME Ot 7] A0 HMStD FLHO2 NMEELLCHL AS3HE 2O A 228 3 2ot &
X AMEZ sl Do IT o=zl HX| IDE EHEEE 5+ JUS LTt

Axis 2 X|9| AtO|H EOt 7|50 CHsl XtM|s| LOtE{™ axis.com/learning/white-papers2 O|F3SF0 A}O|
H =2ots dA5HY

>
[0

22


https://help.axis.com/axis-os-hardening-guide
https://www.axis.com/learning/white-papers

A

AL

HE e

- N

1 yEga HYH
2 FHA 9

3 2o o
4 Mg HIEH

5 2o H9e
6
7
8
9

zo H4E
2/6 e
HX FHAEH
o5 Ak

10 Ao HE
LED FE A
LED g HA
2 Ef =AM Yo &s Al S0 AL ®HAELCH
Al AZEE A S E-E 528 A AX JAs UL
7t A Y2 0|E HIHSHH 2[A ZEYLCH

23




AL

HE9 =4 100Mbit/s HEZ0] SZE Z2 M USUCL HEAD Y A
2L o
Ty 10Mbit/s IEYA0 AZE 32 HX USLCL HEAD HY Al A
YLict.
AN UK o | MEHA AZ0| gFUCH
%
oE =4 ¥4 M5 FYu
Fg J0f Ya0lE Fols sM/FYMoR B
20| =4 2ol gaatl
AM AR o | L 0|7t BB BE AL
K=}

R | g
1]
m
e

1. COMO| NOJj 2807t g-d3tE L o

HE
Hof uE

Mol MESl =& Lt Z5LLCf

=
oA
mjo
ok
0z
i
Ot
>
N

t

x

2
|0
Hu
=

x

¥l

ot
-
nl

U

2t
Pl
Ot
=
>
to

W
HEI e

PoE+(Power over Ethernet Plus)& X|&l5l= RJ45 O|Hul U4 H

UL: PoE(Power over Ethernet)0f Ethernet IEEE 802.3af/802.3at Type 1 Class 3 EE= PoE+(Power over Ethernet

Plus) IEEE 802.3at Type 2 Class 4 M2 X3t QM E{ (44 ~ 57V DC, 154W/30W XN2)2 MAS Z2dof &L
Ct. PoE(Power over Ethernet)= AXIS T8133 Midspan 30 W 1-portE& Ar&360] ULO| ol EHItL| &L L.

Hel oM 29|
O Xl PoE £ DC 8oz HMAS IZUHS & UASULCH XA HER X 2 HXRSHHAL
o FXof Mol IZE|7| MO PoEQt DCIt & HZAE AL, M@ SZ0| PoEE ALSRL|CH
« PoEQ} DCIt RE GIAE|O] o Tix| PoEO| HMRAO| S5 JUELICH PoE7} BI|H ZEX|
= TJA|ESHX| %D DC2E MYUS ZIZBHL|CH
« PoEQt DC7F B & AZAE|0f L4, XY PoEO| MO0 S5 &E 1 UELICE DC7t ZF7|H HX|7t
AlZtE|D PoEZ MYS %—;LE.H-I Ct.
+ A& 30| DCE 0| 8%t HX|E A& ¥ PoEE HZHSIH HY ZZ0| DCE ALE-tLCt
« A& 30| PoEE 0|83l FAE Alsst = DCE HZstH ™M@ SZ0| PoEE A8t Ch

2| Qt EAISI=2 OSDP I Wiegand Z2EZS £ C X|st= 1749 8T EHO|Y 2£=2QL|Ct
Z|Cy 2712 OSDP 2|H(HE| E&) £

o Z&L|Ct. 12V DC 7|& 500mAL
£0l HEEYO AHEE 2= 2[HE 4

17§9| Wiegand 2|4 E
S o] XIZEO A&

g
il
_|
fac)

24




17§°] OSDP 2|H{g82 =2 FTAE

Bleeleleleeie

123 456 78

s | H| 1 At

DC X X|(GND) 1 0V DC

DC =8(+12V) 2 2G| MRS SagH |12V DC Z|tf 500mA
C}.

A 3 gto| =

B go|s

2712| OSDP B2 2 JLME(HEl EE)

s | H AL

DC F X|(GND) 1 0V DC

DC E3(+12V) 2 T 2lgo MEE 3= | 12V DC, Z|Cf 500mAZt
LI C}. T 2lHof chslf dg

A 3 gto| =

B 4 2ol =

Ta A

- H=V|0f HAEEHO odf 0| S5k= 9 HF A0l Z0[& X0 200m(656L E) Y L|Ct.

Axis 2|0 CHeiM Tt HS A5 LICt

. FEZa7} 2ol HAS ZISK| B AL, A0S @ AT =,
g 210].= |CH 1000m(3280.8ft)

g EQI2E M0 17)0

| 2|
YL Axis 2|Ef0f T M2t HE X AS LI

17§2] Wiegand 2|H{22 ZME

Ho[Eof tHet HA Aol

AWG24, 1202 QT|EA X

Ils o H Apok
DC % X|(GND) 1 0V DC

DC =& (+12V) 2 atﬁoﬂ FMele =3 |12V DC, %/Cf 500mA
DO 3

D1 4

LED 1 5 WA LED

LED 2 6 =AM LED

25




AP

0
=

@) @)
A Aa
> > <
o OO
o 30
== =2l
() () R
2 e

] v
o o Ul
sl | 5= miof
®IFU| 5,50
R Z 0 oy
a_amv.%:g a___mq_.._a_ﬂa___
U |+ ol T

: m._u_u\/ ._ﬂu_.._.u_urlr.
Ao o | AR gy
oIS 5 K OF R 56 3
— O == -
._.m—_._lg._LOIﬂ ._.__H=._O_u7oHo“_“__|._o“=
R | = olwuonns
O OIZ07 | O Ruoo<oU| &
™~ [}
E] K
it £

%|C§ 150m(500L] E)QL|Ct.

—
[

4 Aol &0

-

=
(=}
o

t

s HEI|0 AEEZ 0 o)

« AEEZ7} 2|H0

A

=8

2 2l golg

4

0

Zele

HOlE 27 AFHAWG22)0] &

|Cf 150m(500ft) & L| C}.

o T

7{0

OF =
ST

of cHet A4 Ao

0| 4
EOo 2LH

YL|Ct.

M-
I

T

L

2 179 4

o

mr
ol

Il

|

u

X[(CIX|

F

K0
o

gL Ct.

| E2|7EL|Ct.
ME

fa

0| BLIEL EOL X
AF23t2{ T EOL 3 X|

e

1234

&=

©

B

Abg

ov DC

0 ~ A|Cf 30V DC

H 1

i

1, 3

7ls

DC HX|

il
ol

Z|CH 200m(656ft) ! L| Ct.

Zojs

e 3% 84 AHols

Kir

AWG 247t &

s

T8 A
CtE 702 27 At
Yo Y

g Y OolE flst 1

| -
e C

A
m

=13
=

o AHE

=
[

t

.
[¢)

BEol~E M

ol
—

3

Jod

1234

o
00
<|3
o
)
Al o

o

=4

.

3

pal
o/
Nl O

26



ov DC

27

G
O o o
o oW =
> Tl pal c
M/n—% ._._._.__.ﬂ |_4_/I _._.___._._ o
&l > S
Tl Kq S o
ST =) o< T
..ML...AQ * - _._.T_ m
== oo | T 5 @ 5 80
T - J | T 4 = = =
¥ J = Pl o =
B 0| F <z o = o3
m ot | Y Ko = <
do T G0 0 ATk o lBlglE 2 xlw e
.A._A_.H_Am_ |EIL_._._._ MI.__M_”_._N.D |EIL_._._._ & < W S| o o2 E_Eq mH P
— = - = (=3 I &
ST 080l S Hl 580 S @ |N|B| B T © <
A S R RUA S S T’T A o 1 T 3 >
Bl = am oy q_ﬂwmo_?ru_ﬂ s < 1 e = s
_A_ Exhl _9_ ERh = N Iy
R Qaurugo — " xmoexemml_t S = X Ky o Al
m.wxo F8I< 2 of op FKO MEAWQU_._» S EA_ ujo r M
NoosmmhT| | Forsmwmh¥T T o | o 5o = I &
NTIoRE CH|W| 0TIoRE & U of RE g 05 —
ROTFI X ROKIH R | Ho | ROTTI X RORIUA K 7T m &= > Rm R0 ot O Il
SR &) L T ] |
> 5|3 e ol B @ bEE | -
N ; L3 ) TFY T K o
0| & ) oz o NOK
Wy |9 < T wﬂ NS
C =N g [ | ey
U T |>8|S i[S uoY om0 Dbk
5 9 |A|4|8 of ] otMow
] = oF sl oI ¥ olgm
— T - (o) - ., -
] RO - HZE ol N
1] P D 3
ok o J qumr W T og=
~ o | < T Z - ° <o _ 2AS o
- 3 M T T BR -
%l O < <~ o 3z T
A <) Do H_ & —o5
Kr =z 70 ug -0 ol mKEF
R O = Wlgm X =
¥ rir F o wm A =
TN ur gy = = &l
3 - [u) Iq./l £ o A EE_._”_
= = T SR O mE
R0 mo - X = 5 & &l R
Kom K0 w ko ! ") I
or ~u = b | ™|
Ly e o 3 XKOEINOAN f@y g
R 2 > ko K TR0 OSIR Ol M, o
o = S S 9 \wmlZly g m W omE T Jo
9 e =3 2 mgld | ¥ RuEmRE o .
al Al & o H M3 Tos M TS < ~

DC &X|

AL



0 ~ Z|C{f 30V DC

28

70
B
o)
<
¥
30 3
T -
X5 :
e :
o Ul @
ole
- S SHE
T ROW S = <]z
muaeﬂ_.___zjlc_% ] < W o
sl 2 =
2 BoTmERe 5 &
S5 TR » o
Sl gy < M0 W o =
Ruop Ao I = 3 z
B8 BN o1 = & i
B amarR N e -
5K oO.__u_ o] T B ) o % i
K e~ o _|_(
H. Eml.mAl._o m.__.ﬂur._nxoLlDl m < 0. ul 5 H T
AR iy 7| —/ NE %,
OF =70 = ol ~<[1 - = e
oz Ve Cmmorat| (=] () 25 bl g
B MOmV_._Ilv _.//.\..IL._._.O o K ) g — 11 1
pdr SRk ()7 3> R b
o Eou_uo S Il h 5 i
o1k oy 28 s 5z =
s R - o T L
o o_.m_._ui e R P S) ﬁ x a5
rRo TS B T=] I R Ao o
aro Fp SR T W __/ R e e
I_ e . - —y
x_.Ew_._.lo_:_._._ E A_uq_/_.__._ < To ﬁw o ol ] Elm_._._._
0 A <
aSaEmlSEs \ -] = |Sne
muxo™ = (@) = iy = : Sl
T N R s Y NN 5 >
———— ) — j I—ID
T T o WIoFpE S ~ 0] 9| 7 ol
™~ R e LI i
R Su ki o
R K~ e [l
N =S B
VWLUOQ Ho& - =
QAN ~ ol
— 1
NNy WK !
N
g I Y
®og o o
> o O T
of oF 5 No|®

AL




AL

Is g HlD Apok
DC AX| 1 0V DC
& 2 CIXE 943 - 2ot

St o o1of ¥zst | 0 ~ ECf 30V DC
I HZM3sie{H 25 HEf(HZ
)2 sLCh

DC MY 2LHE 2% HOlg EFYLICHL 4 =3 THO| <I00W=Z Hote| AL B4 = ©RIF <5A=Z H$
| = SELV(Safety Extra Low Voltage) &%= LPS(XIctel MA)E AIESIMAIL.

12
’ls H H Apok
DC EXI(GND) 1 0V DC
DC YH 2 PoE(Power over Ethernet) | 12V DC, %*|C{ 36W
OJARE Al FX[Of HRAS
Saots O A& E L L
oo 2 ™Al F
TE ZR02 ALY £
A& L T
UL B8 ZO0F0f ek UL 603 SM T2 Sa FXlof HEst 42 DC A0l S5E L

=
HE ALE%t2{™ of2fol CHo|oj o et EOL X[AHE EX|SHUAIR.

XMt Z+e 47kQ I 22kQ0|0{OF BtL|Ch.

oo @ ———

4.7kQ

/0 @
Xl= A

et k2 s9oljof sl Ztsst k2 1kQ, 2.2kQ, 4.7kQ 5! 10kQO|0{OF BtL|LCt.

29



GND @
R
R
/0 @ }
H| o
E

ALE S XtH AO|2E AHEdts AO| FSLICH XHES 0V DCO| HASHYAL.

30



oA

Yolf e

S

- N

58 Atz
S5 B Al 7|22 MEFS FoShA ALEBlOF SLICE S ZFSF Al 7|24C = HYSH IP
FAE HRst BE HY0| 3 £t Al 7|24z MEFELC

HES 3% £ Al 7|2 4Hoz MAEAHESIHE 122 +HUBIUAIL

5 X & #E| ~ZEQI0 EFE AMESIY IP FAE EESD, WAES HF5HL, B0 AAM
ASHL |:|-
2 .

Axis= g8 E = LTS(Z7] X|R) E=H0f M2t X 2ZTEQ0 2|E NSYLICH 28 EAH0 RACt= A
2 BE XY HF 7SO ANEHo2 HMAGE= o0j0[H, LTS EM2 F2 HI +Fa 2ot Y 0
Eo 8= F& F7IH 22z g 2¥ SUES MU

EM 7150 HMAStH L SEALE Axis AE E A= AL- HEFS AEStE 82 &g E=9 AXIS OSE M
got= A0l gL XM &y EMO O3 XN|EHoz HASE X = EtAL Y S AL8dts 82 LTS E=
= M83l= A0 EFLICH. LTSE MBotH HE0| S2% 7|58 HE Meds =YL 7| S0 I
= FA @1 AOIH 2ot /A HE 5 UASLICEH Axis HX| 2ZEQ O TEO| Ot XtAS LHE2

S| AXIS OS B{F 2ol

AXIS OSE GA HX|9| 7|55 ZEELIL). EME o2 M A AXIS OS HTE S =I5t A%dtE A0
TSHO M HEN EF EHE hEsts +8 A0 ZRE O AS = ASLICH

YA AXIS OS H{TE S =olsteld Ctgs e LICh
L #X o & 2AHHO[A > Status(YEf)Z O] STLICt.

2. Device info(ZX] HE)O M AXIS OS HEE =90l

= L=

31


https://www.axis.com/support/device-software

ba!

3

0

of A2

AXIS OS ¢ago|lE

— "
59 Atgt
+ Axis Communications ABO|A] O|& HZSIX|= QX|THAL AXIS OSOIAM 7|52 AIE2E £ U= B2 &

XN AZEQOE O Oo|EY M AN F+MET JolEl B™0| X

A
- YI0IE Z2N2A FO| A7 WO HEE0 A=K el

—

A
]
I
o

H| T
2 Ezlio] XA AXIS OS o2 HAE YA O|EStH HEO| AHE 7ts3t 2[4l 7|52 AL
Ch Y 0|E3str| ™o et A E2[A0iCt H3kls 2= EQQ A 0|E XS BRSGIYAL.
E[AAXIS OS HHE L 2l2|= HEE &M axvis.com/support/device-softwareZ 0| St Al L.
H| 2
ALEAL OE, A4 S8 A 7|Ef GO Q| HIO|HH|O|AZF AXIS OS 20| 0|20 HGHO|EE R
xF

70 EO| HE AME A 22t O E 2 B 4208 = JFULCL A0qE AlZH2 HO/H &
of et ety o

1. axis.com/support/device-softwareO| Al 222 N &L= AXIS OS IS AFEEHY CHR2Z L3O}
2. ZX|of| ZE|XtE 2QlTHL|C}.

Maintenance > AXIS OS upgrade(§X|E = > AXIS OS Hy0|E)Z 0|535}0 Upgrade(H 1t
OlE)E gL Lt

w

P O0|E7} AEEH MNFO0| MHS22 KAIZE L

4. MOl MAIREH @ 2t HHAE X PHAIL.

ZlIed 22X, ©M A oiEd T

= 80| of7|0 gl ER0UE axiscomfsupporto M O Xz MME =Qlsl B4AL.

AXIS OS 13 ojlE 22X
AXIS OS gagolE A gaefol=of MIfstH FX|7t O HES CA| 2EESHLCH 74 LAl Yol
i | 2 HRE AXIS OS mo| ==& AYL|CH ZX[o siYSt= AXIS OS ot
O|2S &oIstn CHA| A|E3FAAIL.
AXIS OS gy olE & I 0lE T EX 7} LMSHH Maintenance(|] X| 2.5) I 0| X|0f A O[T M
=H| XE HHSZ EHSIHAIR
IP =4 Hd 22X
X7t CHE MEUo X siEst= IP AL BX| AMAO AFRBE AFEHL IP FAV CHE A
AELICH BUlo| A= dR0= 1P FAE d™S = IELICH HER/ZR XA 2
O|510] IP TAE HIOAMAIQ
IP =A7F CHE FAO HEIAOAM Axis X E Z2|gtL|Ct Ping 3d2 AL CHE /DOS &
M AHE ZYLUCH Ol M ping H HXQ IP FA ).
o CI21} 20| <1Pp FA>9| 3|4l: bytes=32; time=10...9 A2, O]
= IP A7t 0|0 HEQAQS CHE EX|OM AHE & & = AS2 oo
LICE WEXZ Z2[Xtof|AH A IP FAE BHOF X E CHA| HX[SHU A L.
o« LCI21} Z0| Request timed outO|2fE= HA|X|E gt AR O|& Axis
X0 IP FAE ALY = AUSES QO0jLCHL ZE AOIE HiME =
QIst HXE

o M

ChAl 2 XSt AI 2.
.l

S Yo AMEUIo] L2 DHCP ME{O|M CHO|LHY =8 27517 MO Axis EX|Q 1 IP F=A7F AE
gX|et S5t 7t HASLICE Ol S 7|2 D IP FAIF OFE IXME ALEEE 32 ¥
P =2 X M0 2X7F 2ERE + ASS 0L

32


https://www.axis.com/support/device-software
https://www.axis.com/support/device-software
https://www.axis.com/support

gQ
[o

BRE =

2ao% # HTTPS7 E43tE AL 2018 AEE [ 8H2 T2 EZ(HTTP E< HTTPS)O|
AMEE=X| &QotHAR. B2ffK 9 F4 HEO http EEhttpsE 22
YEOF & == AELIChroot A7 IALJEE ZHot dR00= TXNE ¥
Bt Al 712222 MAHESHOF LT E HESYAIR

IP =47t DHCPO|| 2| DHCPMB{O|A 253t IP o= SHOIH HYE 5= UASL|CH P FA7 HYE

A= ZAL0|= AXIS IP Utility tE= AXIS Device ManagerE AM23L0] [ EI0|A EX|
E S LICH Y REOIL) 22 HS L= DNS O|§S O|&83%t0] XS Aldg
LICHO| SO 71 &l Bd)E8Qst 2 AP IP FLE 322 2 = AsY
CF. X[ &of CHot XpMSH LHE2 axis.com/supportZ O|&5H0] =I5t a A,

IEEE 802.1XE At83t= QZ0| N2 XS5 H Axis B/ HW U A|Z+0| NTP MH{Q 57|3}&|0fof

SO 2Bt OI= @ ghL|C} System > Date and time(A|AR! > 2R U A|ZHCoZ 0|STiL|LC}

=

2

RO ZHE ANAY

+ AR QoM HMAY 5 Ol

e AXIS Companion: 20|, 7|2 ZA|7t 2%t &1

NEST

QFOA X o HMABtHH Windows®& CHE O Z 2|7 0|M T 3tLHE A83t= 20| S5 CH
2 | =
I

N

PN
(=]

« AXIS Camera Station 5: 302 22 LJIDO|H, SARED A|AH LjC
o AXIS Camera Station Pro: 90 22 HWIImOo|H, SAFE2 A|AHO ASHeL|CF

ol ez axis.com/ymsZ O| St A| 2.

Eajm2 orx
1 Zk=E(of ¢
XhEhEl L o

HEIM X|

st %
220 mel AH/EEH= MQTT S4l0| Eost EF ZEE XNIoHK| %S =
T Q&LICE Ogj= HTTP/HTTPS Ezf= g S|
MQTTE At82 = UFULCH
« MH/EEFHON FTE2 EZE 44302 XHEE=
WS/WSS(WebSocket/WebSocket Secure) T2 EZ20| X &=
A2 0|5 A AN AR, WS/WSSTt XLl =X|QF = ZE Gl Hj
O|ATHAE AMEEXE MH/EHZH S ZA0H SQSHMAIL.
« MH/EZ7H0|A ALPNO| X| L= 42 4430 Z0| Jf =l =
MQTT Al S AT &= QSL|CH ALPNO| X2 =X[QF O{H ALPN =
EEEZ Y ZEE METX = MH/EZFH SSXO|H 2QISHA A

FIt E20| EQSIH axis.com/support2 0| S A L.

33


https://www.axis.com/support
https://www.axis.com/vms
https://www.axis.com/support

ALER 2B A

© Axis Communications AB, 2022 - 2024

ERAH

25 H3.

Ver. M73
10g 2024
710181041




