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AXIS A1601 Network Door Controller

BTN
BT
2ot
ALt

AHE XL BN A H O£ 7| |
Security > Users(*a’g > FILHEEY 714 >
AHEXL O| S0t THAREE M SSH0| CHE AMEX

o]

Setup > Additional Controller Configuratlo > System Options >
Heob > A8XhHoIM e = AS UL 2Halxt=
ALEA ZE0|= Aol

= H
+ Administrators(2#2|Xh= 2= A0 R HM AT = ASLICH B2|XHE CHE AHEAE F7H
T8 A HAL = A&

P

[ R L
Encrypted & unencrypted(¥ =22} & Y= 3E|X| U2 ALR)E MESIH A MHIL I AQEE oot
Ch A X s 3T S0t Al 7|2 EE 22 HEEE X9 42 0|A0| 7|2 SMYLIC

HTTP/RTSP Password Settings(HTTP/RTSP T 29| E A7)0 M 5{ L HAYE RAS MEIS LT ADE X
HotX| o= HI| 220|HAEIF UAL HY Ol E & 12 0|E5t0] 7|E SE0|AET A=t E X|JSHK| B O] 7|5
2 M85t H CHA| 202510 7|58 F88liof 5t 42 Y2 2te|X| (2 HAYEE 5 &3HOF gLC

ONVIF

ONVIFE IP 7|8t S2|X Hot M EQl 20 4228 EE fldh #&2tE AHHO|AE MIstn HTS= 74
abs o mE Lok

AEXHE M4 5HH ONVIF 410 Xfg 22 g3t E LT S| 22 ONVIF 410 AHEXF 0|1 IHAQYE
E M8 L XA LHE2 Wwwom//fOfg EZBAAIL.

> Additional Controller Configuration > System Options > Security > IP Address
FIHHUEED T8 > A2 4 > Hob s |p F£4 EH) I 0[X| 0| M EdaterL|Ct. gwEFEI

Filter(27d > F7 -

B LIOIE] |p 34 0f Axis M 20| L3t AT} 8|2 AL} ‘| J—l ChoiP 4 HEZ S 2d2stsH S50

M Allow(5]8) = Deny(HF)E MEISI D Apply(H8)E S2/L|Ch

Zt2|Xt= Z|Of 256702 IP T TS FF0| =t 5= AGLCH BHY =0 o Ip FLE X = UASLCH
HTTPS

HTTPS(HyperText Transfer Protocol over Secure Socket Layer EE= HTTP over SSL)= @ stEl 22t A2 N S5t=
2 2 E2QL|Ck AFRARe 2210|O1E 7| HTTPSE AFS310] 22 AX[of of to AR 2ol == UH

5
LICh. HTTPSOI M K231 2ot &2 oj 2ol S0 Hetsitra 232 Lot
E|RZF 220 I HTTPSE R T0L=5F Axis MEE 78T = USLICH
HTTPSS A5 A K| HTTPS QIS A S SAISHOF LT, ASMES S5t £he|dt2]H Setup > Additional
Controller Configuration > System Options >; Security > ificates(2d > FI7| HEEDZ 74 > A28 M
> HOb > QMR O|SELTH IS H0/7 27822 HEGHIAL]
Axis M Z0| M HTTPSE &4 3}ste] B

1. Setup > Additional Controller Configuration > System Options > Security > HTTPS(&E > F7| #
B3 M > A|AH M > HO > HTTPS)E 0| 5L L},

2. XK= AAFSM ZSE0 A HTTPS A EME MEHSEL|CE
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B

3. Ciphers(¥Z)E S22/t SSLO| A8 Y Aot YE|ES MEHTHLICHMER AL
4. 02| At X 1 & 2| HTTPS Connection Policy(HTTPS HZ HM)E MM tL|Ct,
5 MEE 24582 ™ Save(ME)E St Ch

Hote ZEEZS S Sl Axis MEO0| HMASI2HH HTTPS ZEEEE nttps://E YHSI A HTTP ZEE
h YLt

ions > NFet)\iv ork > lTCrP/IP > Advanced(A A% 4 > HESLI > TCP/IP > 11 F) I 0| X|0f| A
HTTPS ZEZ B AT 4 Q& L|C

IEEE 802.1XE &4 A # M L EQT FX[Q Hot 1SS MEdt= ZE 7|

= N
st EEQL|Ct IEEE 802.1X= EAP(Extensible Authentication Protocol)& 7| &2 2 BHL|LCt.

IEEE 802 1XE EZ k| HEQI0| AN ASHE ™ EX| 7} °|XE|010F E L|Ct. CH7H RADIUS ME{ Q! 915 ME O A
o158 4+338t0 FreeRADIUS & Microsoft QIE{ Sl 915 MH|A S0| Y& LTt
Axis 81 Al Axis M| & Sl 915 MB = EAP-TIS(E& 7t5 A5 Z2EE - & A E 29HE AHE5I0 O|X| € 2
ME XX Ao = AHBHLCE CA(Certification AUthOFIt V)0l ISME Il I—| Ct. CHE g 50| 2oLt

- OFZ ANHE 21FE CA QBN

« Axis ME2 25 CA MY SE0|UE ASA

=
1 HX|5t2{™ Setup > Additional Controller Configuration > System Options > Security >
g s> F7 2 1 > M2"E S8 > Hot > AFM)= O| S LICH. IEA 0jX] 27 &=

(]
Im

IEEE 802.1X=E

= HEJIO MZO0| AHM25HES 5{ 8ot H

—_

HEER 1M > A|AH M > HOt> |EEE 802.1X) 2 O| S ¢tL|C},

AC(Network Admission Control)&

. Setup > Additional Controller Configuration > System Options > Security > IEEE 802.1X(&d > 7}

2. HX|= 2B M SE0|A CA Certificate(CA 215 M) X Client Certificate(2I0|HE QS A)E MEHTIL|C}

3. Settings(2%)0| M EAPOL H{ TS MBSt D Z2t0|HE AS Mt HZAE EAP IDE HSELICH

4. IEEE 802.1X &-d3t =ol2t2 MEISt D Save(H &) E 2l gtLICh

ozt
fd

2150| M2 2S5t ™ Axis M E2| 2% X A|ZHO| NTP MH{ 2t 7|2t =[O OF SFL|Ct & RS ERSHYAL,

IS A

ASMe= HEYI0M HX|E 2S5t O AL E LICE LB OfZ2|AH 0| H0]= L= otEl & ZMHTTPS), IEEE
802.1XE E% UEQA B, oY S2 St A AKX 7t ZEELICH Axis ME0& F 7tX| 8829
ASME MEF = JUELICH

MH/220|HE QS M - Axis HES S5t Server/Chent(kIH-l 2a10|HE) QIS A = CA(Certificate
Authority) Ol | XpH| M HSEHLE 2alist £ JQELICH XM MY S ME Mote E5E X35t cA 23 0
SME D7| IR A £+ A&

F
2 1l
HE2S 3 St Al 7| 242 MEESHH MY X E CAASME HMelet BE QS M7t ALM & LICH
c MES 3T B Al 7| 222 THEFSHH AMEJAE 2 E ALY HX|E CA QS M7t CHA] X F LT
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1. Setup > Additional Controller Configuration > System Options > Security > Certificates(& 7 > F
JZHHEEY 78 > A2" S > HOb > A3 M)2 O[S LICH
2. Create self-signed certificate(XIH| MEE ASM UE7)E S2/st1 Y= YL E HSTLICH
CA M ASME MYstD MK Wy
1. MH MY ASME YILLICH &d5S FxoHHAIR.
2. Setup > Additional Controller Configuration > System Options > Security > Certificates(& 7 > F

7t HEEY 7/ > AlA™” M > HOE > AFM)E 0| 5L L}
3. Create certificate signing request(ZSA ME 28 WHE7)E S 2ot Q¥ E L E M3 LT
4. PEM 49| 2785 SAtot /5tE CAZ E-LICH

5. AHE 2IZ A7t Bt2t | H Install certificate(Q S A HX)E S5l AFAE HZE=THL| L

[

Additional Controller Configuration > System Options > Security > Certificates(2% > F

e
PHEE 74 > N2 84 > Hot > A5 A)2 0[St

2. Install certificate(21Z A HA)E 2 E5l1 AZME Y2 ETL|CL

HEY3

712 Tcp/1iPp A
Axis M Z2 IP H{ T 4(1Pv4)2t IP BT 6(IPv6) S K| {tLICH
Axis ME2 L2t 22 HRHoZ Ip FAE M2 = USF L LCH
« &X IP F24 - Obtain IP address via DHCP(DHCPE &8l IP F2& 7IX 27()7t
Ct. &, Axis X & 0| DHCP(Dynamic Host Configuration Protocol)E &5
L= dFE L
DHCPE At8%tH HEYA X7t 1P FA &Y

o
= =
T2 &8 AE3}2{ ™ Use the following IP address(CHS |
7

. Static IP address(Z ™ IP F&) - 1 IP PEA A
8)2 MEStn Ip Fa, MEH OrAF 8l 7|2 2t HE XL Tt O3 Cha Save(ME)E S YLICHL
X IP FA UG AHESI7{Lt, DHCPZt O] E(ZAE 0|5)2 2 Axis M B0 UM AT 5= U Z S FE DNS A
£ YHOIEY =+ A= FR0|2 DHCPE Y 3tsioF LTt
DHCPZ} gHd3te| 1 M Z 0| B AT 5= ole A2 AXIS IP UtilityS HESt] A A S Axis HE2| HEQIE A3t
AL HES Y Bt Al 7|2 2822 MYt 2 ChA| EX[SHHAIR. ST St Al 7|24 22 HEYstes &Y
of Tt Rt Mot LHE2 Z/0/X 35858 HESHIAIR

AVHS(AXIS Video Hosting System)

AVHS MH|AQF BHH AVHSE ALESHH Oj= RO|ME HEEZ &2 L 20 &l 0 QHHSHH HN AT = ASL
Ct. 2Z AVHS AH|A S FXHE & 7| 213 XHAISH 82 www.axis.com/hosting=S B ESHUA| 2.
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B

One-click enabled(2 22 &43}) - HZ2| MO HES3X F&= %Eﬂxf/_% ¥ Bojx] 5 FE) AHHUOR
AVHS MH| 20 AZetLCt SEE| T Always(24)7t %@ﬁﬁlg Axis ®|Z 0| A& AVHS A1HIASZr AAEO A&
LICH HES =32 W 24A12t 2H0l| X F O OEEI X o™ MEZ1F AVHS MH| A9 HZAO| F0{ T LI

242 X&EHO 2 AL CL SEE[TH A
0] A A2 ZXE AHESH7|7t =2 H

SHAL 27t I ol WS A

o

MHE[A SSXAC| 5 o 80 W2k AVHS X| 0] 28 & LT

AXIS Internet Dynamic DNS A{H| A

AXIS Internet Dynamic DNS MH| A= HE0| 2 ALY = JEE SAE O|FS S SLICH AT
2S wwwaxiscamnetrS HESHIAIQ.

AXIS Internet Dynamic DNS A H| A 0] Axis Xﬂ%% %% }29 ™ Setup > Additional Controller Configuration >
System Options > Network > TCP/IP > Basic(2d > 7} 9'| EED 714 > A2”H 4 s> 1 E-?-JE[ > TCP/IP
> 7| 2)2 2 0| Z2L|C}. Services(MHIA)0| A AXIS Internet Dynamic DNS A{H| A Settings(2d) HES
215t q QIE{Lllof M| ABHOF 8. AXIS Internet Dynamic DNS AH| A0 #X| SE & =0 0|52 X
A AL °‘ T AS LI

rinmju

P

O L

AXIS Internet Dynamic DNS MH|AE 0| &35t ™ IPv47} ERgtL|Ct
a3 TCP/IP A

DNS 7

DNS(Domain Name Service)= 2AE O|E2 IP TAZ HEt
Configuration > System Options > Network > TCP/IP > A
M > HEI > TCP/IP > 1 F)0AM T4 E LICE

SFL|CH DNS 272 Setup > Additional Controller
dvanced(2% > F7} HEEZ T > A2 S

DHCP A H0fl Af T S5= DNS 28 S AHE 32| % Obtain DNS server address via DHCP(DHCPE 2| DNS AHi
FLIHMLI)E HHD SAIAS.

TAEo O 2 H733t2{H Use the following DNS server address(CHE DNS MH F4& AL8)E &S LIS 2

X

2510 Axis M| Z0| AR E|= SAE 0|2

o &
[
83 Blil SAE OjBL 4 HrelE =H 0
E 0ol ol myserver.mycompany.com9| SAE 0|EY

7| 2/2Z DNS MH - 7|2 9 2 DNS MHO| IP A E YUBIMA|2. 2 DNS MH = ME Atsto|H 7|2
DNSE At & Qe B2 AFSE LL

NTP 7t

NTP(Network Time Protocol)= HE XA 0| U= X2 A|A A|ZtS 57|318t= O AFRE LT} NTP PSP siel Set
> Additional Controller Conflguratlon > System Options > Network > TCP/IP > Advanced(87% > *7}
E-l ?.A‘I > AIAE‘II 2&1 > L-"E_?__Ia > TCP/IP > _|:")0”A‘| __I_I.JHEI |_| |:|-

||||'|||'U

+50 2 MHSIE{H Use the foIIowmg NTP server address(Ct2 NTP A FA AF2)E MEHSI D NTP A HO| &
AE o|E |:|:l— P _7'<__)|\_% ol & o|-MA|2
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IPF2 O SAE O|FS ME0H0] Axis M B0 HMAT = ASLICH SAE 0|§2 28 DNS 0|52t 25U
Ct. @A E O|&2 Setup > Additional Controller Configuration > System Options > Network > TCP/IP >
Advanced(d7d > F7I ZHEEDZ 7/ > A|2™- 4 > HEQA > TCP/IP > 1) M T E LT

=
IPv40| M A3 Z QI DHCP MHOIM XN St T AE O|E2 AHE52{ H Obtain host name via IPv4 DHCP(IPv4
DHCPE 83 SAE 0|8 7IX27|)E MEigL|Ct

SAE Q22 =522 MHSI2{ ™ Use the host name(ZE2E 0|5 AI2)S MEiTHL|C}
Axis MZ2| IP =27t HZE O 22 DNS MHE S8 22 04| 0| E52{ M Enable dynamic DNS updates(&
X DNS OOl E /3 E METLICE XA LIE2 2210 =8 LS HXSIMUAIL.

A3 2Z IPv4 T2

Link-Local Address(¥3 22 F&4)= 7|2H02 ZY3tM 22 HEYIS U MIAHEQ A= CHE =
AEOA MEB0| HMASH?| QS AHES = U= FIHIP FTLAE Axis HIE0 2L CH 2 HE2 22 &
A IpF2 178 EE= DHCP ME IP FAE SAI0| 7HE = &L|CH

Setup > Additional Controller Configuration > System Options > Network > TCP/IP > Advanced(d%d > F7}
HESY 748 > A2" S48 > HESRA > TCP/IP > 1) 0fA 0] 7|52 HZ2date = AS L

HTTP
Setup > Additional Controller Configuration > System Options > Network > TCP/IP > Advanced(d%
Z

>
HEER 748 > A|l2H &4 > HESHI > TCP/IP > I 7)) M Axis HE0| AL&E|= HTTP ZEE HEY =
LICt 7|2 A™Ql 80 20 1024 ~ 65535 H29] O L EZIE AFET 4= EL|LC

o

HTTPS

Axis M| Z 0| A AF&3l= HTTP ZE £ Setup > Additional Controller Configuration > System Options > Network
> TCP/IP > Advanced(8%d > 7t ZIEER 74 > A|2™ M > HEYI > TCP/IP > )0 M HEL =)
LICE 7|2 M9l 443 2/0f 1024 ~ 65535 H2[2| O] ZERIE: AT = JASLILCE

HTTPSE & 5}5l2{™ Setup > Additional Controller Configuration > System Options > Security > HTTPS(&

B> FIHUEEY G > MLAH M > Heb > HTTPS)Z O[S LICL XM LHE2 HTTPS £ 0/ 4] 26 2=
=1 XI-x-é-rAlMg
= o1y .

IPv40]| CH$t NAT S1H(ZE DjH)

HERS 2tPEE ALESHEH A HEI(LAN)2| FX| 7} QIE Sl0f CHt Bt AZS SRY = ASLICH O|ZA
Ste{E AtE HERAOM "7, 5 QIHUC2 HEQS EcfjH s MEsIH ELCH HREE2 2RHE &
€ HEI(AHN M A2 HEAILAN)O| HM A8 = A2 SXOHEE MT A5 Y222 A

2 HEII(AN)S| EoHo] SHHE L.

Axis M| 0| SIEEHH(LAN)O| 1S [ NAT 2t E CHE Z(WAN)OIA O] XS5 AE S 4= QA o2 T NAT &
IS NESHAIR. NAT S3H7H H S FHE B NAT 2t RE{Q] o/ HTTP ZEOf T3t BE HTTP E24
Ol MEof d&ELlCt.

NAT & 1f= Setup > Additional Controller Configuration > System Options > Network > TCP/IP >
Advanced(&2d > F7I HEED 714 > A28 SM > HESIA > TCP/IP > D)0 A & E LT}

S

« NAT St7t 3512 H 2t HOA O] 7|5= X #oof gLt =3 2t E 7 UPnP®E X| 3K OF B LTt
« O7|M BtRE = NAT 212 F, | EQ{3 2t2F, 2B HO|EQ 0|, E2EHE Bt2FH, HR2EMHE S/ &

— !
KXot €2 HERD 228 TA = Loty 22 2T EL O E LHEF-L T

gdal/d|gdst - gyste A
0 AEZTLCEH XN Z0f|l UPnPZt ZH%

I

|[ESIA2| NAT 2t E0|M ZE OjE S 45+
Additional Controller Configuration > System
| M > 4 EQA > UPnP) & X).
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HZ E Y310 Save(X

FTP

Axis M ZOIM ML= FTP M= M HYO, AAEX O E2|AH0|H S HEEY += YL F B LICL Setup >
Additional Controller Configuration > System Options > Network > TCP/IP > Advanced(2%d > F7} HEEH
T > AMAH SM > HESA > TCP/IP > 2)0 M FTP MH E H| 2 A 3ts 4= Q& LTt

RTSP

Axis M Z0|M 2 E|= RTSP M= ¢4 SEI0|UET O|HME AEE S AZte = U 5{ 2L LIC) Setup >
Additional Controller Configuration > System Options > Network > TCP/IP > Advanced(&% > F7| HEEg]
T8 > AAH M > HERI > TCP/IP > 1F)0| A RTSP ZE Mz 5 HAE £ JSLICL 7|2 ZE £ 554 L|Ct.
=g

RTSP MH{ 7 H|2d3tx|M O|HE AEES AEY 5= &L CH
SOCKS
SOCKS= HIEHZ ZEA| Z2EZ YLICH SOCKS MHE AFE350] ol HO|LF ZEA| MH BHCHEHO| = HES
o RESEE Axis MBS TEE 5= USLICH Axis 0| 2ot & 22 HEI0| 0 L8, Y2E, L
2 224 HEYZ Fhol|l A= theholl: AEez MEoF 2 22 0] 7|50 8L Lt

Setup > Additional Controller Configuration > System Options > Network > S
> A2 &4 > HESYI > SOCKS) 0| A SOCKSE et LI Ch AtMet &2

QoS(Quality of Service)

QoS(Quality of Service)= HE IS ME=l EcjHof 2F =Fo| X|F &= 2[AAE EESLICEH QoS 214
HEIE HESI EefjEol 24 =& Hot, ofE2|AH oMo A5 Y= &S O30 I

E3 M2ldE 2oL

Setup > Additional Controller Configuration > System Options > Network > QoS(&27d > 7t HE&2 74 >
AH ZH > HEYA > QoS)M M QoS HES F T LICH Axis Ml &2 DSCP(Differentiated Services Codepoint)
US AL8SIY O|HIE/ /U2 EfTut 22| EEf LS HAlY = UASLICH

SNMP

SNMP(Simple Network Management P
H

t Protocol)E O| &3t Y ERA FX[E &4
HLIEl= X 2E0|H SNMPE Msts ol AHO|MYL|Ct HFLIE|l 0|

Axis M Z 0| SNMPE Zd3l5l 1 4438129 ™ Setup > Additional Controller Configuration > System Options
> Network > SNMP(E% > 7t HEEZ /4 > A|l2™ S > W ESLA > SNMP) HO[X| 2 O[St A[2.

ZQoh Hot =F0f et AF8 Y SNMPL| HTH S MENSHH Al 2.

= = AELCH SNMP #
& Hot= O AR E L

o
=
—
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& Ef i 22| A|A-Ol| AKX S HE5H7] 2 Axis M =0l ER0| A+ E L Lt
raps(ER &/4shE HEStD E HAXE 22 1P T2t HAIXE +=4E Trap community(E

HTTPSZt Ed 3| SNMP v11t SNMP v2cE H| =/ 518l of 3Lt

2%t O|HIE 3 2Ef Halof CHol 22| A0 HAIX
v1/v2(SNMP v1/v2& EjY)7} AL-E ELIC}. Enable traps(E3 &/432})
ot HAIX|E =21E Trap community(E HRFLIE)E 2SI AIL.

=
Ch2a 22 EYMS A8 5+ AU

Tju
gl
of>
ot
N
mjn Ho
jel4
>
x
[%,]
>
o
2
=
Q
[7,]
o
o
-
wn
2
<
)

an

. =ZLC HE]|
=2— T O
. g 5H
. 3 ¢
. QZ AL
SNMP v3= 255l 9l HOFTHAQEE X 3EHL|CH SNMP v3Qt 7| EE AFR3I2{H SNMP v3 &2| 0l S
g|A ol o] EagtL| Lt
SNMP v3E A28l H HTTPS7} 25t 0 OF B LTt HTTPS B0/ X 26 St 2 S &G A2, SNMP v3E &3t
St MXAHE MESID X7 AHEA IHAYEE HSSHHAL,
&
XI|WAYEE of HOF MYE = QYELCH THAYEES EATH 22 Axis M ES 3H £ A| 7| 2422
MA™sloF Bt LICt, && Fof A/ 72 FFOZ HEHEF LjojX 3552 BZSHAAIL
UPnP
Axis M| Z0ll= UPnP®0|| CHot X| Q0| Z&tE|0f LELICE UPnPE 7| 2H o2 23tE|n] Ol ZREEZS X| A=
2 M2t S2A0INEM MES XS 2 24X 2L L}

Setup > Additional Controller Configuration > System Options > Network > UPnP(2%d > 7t ZHE &2 4
> A|AH 4 > HESI > UPnP)O Al UPnPE HIZHd ot 4= A& LT

Bonjour
Axis M| & 0ll= BonjourOfl CHBt X| 20| ZBHE|Of Q& L|Ct Bonjours 7|22 g3t 0| ZR2EZ S X| St
= 23 MHet S20IAENM HES A2 2 HA[LCH

Setup > Additional Controller Configuration > System Options > Network > Bonjour(8% > 7} HEEZ T
s> A2 M > HESA > Bonjour) 0 Al BonjourE H|&-d3te &= ASLICH

ZE 9 &K

/O £E
QF X HES ?l3 Ex AHUEI 8 Jteot Y W =2 ZE 47 E MU
E HYHE 7 X FES fldl 74 7t 28 X 2 ZE 270 E MSELICH

el

Setup > Additional Controller Configuration > System Optio

ns > Ports & Devices > 1/O Ports(2™ > 7} 7
EEQ T > A2 M > ZE UK > 1O ZE)0|AM /0 ZE 2

n

S 1% = JA&LCH ZE E3kInput(YU =)
£ = Output(E8)) S ML ZEO| dHO| B O|FS X5t Normal states(8 & HEl)E Open
circuit(7H} 3| 2) £ = Grounded circuit(HX| g|2)2 2 LT 4= USL|CH
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EE AE|
System Options > Ports & Devices > Port Status(A|AH M > ZE 5! &K > ZE MEf) 1 0| X|of| = X E 2
3 W =3 ZEO| MEf7F BAIE L L
[e) A
X E
Axis M| Z2 Ctgst RX| 2= 7|52 S YLICH Setup > Additional Controller Configuration > System Options
> Maintenance(&’d > F7I HEEZ /g > A28 M > fX[EF)0(M 0|23t 7|52 AT = UASFLC
Z St ol= HxY

Axis M| Z0| RdtE 2 HSOHX| S B2 SHIEA CiAl A|%5t2{ H Restart(M A Z) S
I

MAIZSHE M 2OMe RE 50| X /F LT

FEo 4E82 3 £ Al 7|2 U2 2 LY Restore(F7)E S YL OHZ ¥ 2 A2 &
O,

PEAS HIEE R HHS TF T3} A| 72U R AT P Default(7| BZ)E ST O HEL =
O[5 A AHEHOF BLICE TIOf BES ALBSHO Axis IIES B8 26} Al 7| 2302 HUFY 25 ASLICE AHA
S UL ZH 54 4/ 7 SF 02 HEF HojF 352BE HasA

HAlol 0| =0f CHet R MS LHE2 BRO/E a0/ =0tE &8 H0/A 358 FE HESIUAIL.

X& i

Setup > Additional Controller Configuration > System Options > Support > Support Overview(d ™ > F7} 7
EEDY 78 > AM2d &4 > XY > X|# 7H2) H|O|X|of Zoj Mz2|of Chet et 7= X 2F0 2ast
AN YEIF Lot AL

Lok Zof A2 B ojA] 352 =S HEGYAIL.

AlAE

Axis M Zo| Bl % H7F0f et 742 S 2 2{ ¥ Setup > Additional Controller Configuration > System Options >
Support > System Overview(2%d > F7 HEEDZ 74 > A2 S8 > X[ > A 2" 7f Q)2 0| LCt 7]
Ol M Ol T, Ip T4, HESRS X EtEF, O|HE 83, 22 2 o530 22 §EE e &= AL
209 H0N

Setup > Additional Controller Configuration > System Options > Support > Logs & Reports(2d > F7} ZHE
S T > A2 S > XY > 23 8 BOM) HO[X[0 M= A|AB = 245t XS 3l Z5t= O R&% =2

A EAME QLT Axis K@ MH| 20 Hatet 22 Fojot o7 MH EAME HMSd FHAR.

M2R 23 - A28 O|HEC CHS §EE HSELICH
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ANA 2O - HIiS HEF AMA ANES 2F LIESLCH MO e 28 2F LHESES HM& 2

MH HaM HI| - T H0| HE SEfo ot S2E MSYU ML 2= S22 A 2AXM0
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HES$3
IPv4

Assign IPv4 automatically(IPv4 XI5 &2 EQI 2t I X0 IP FAE A2 2 YT E 5t2{H
MEdstL|CE CHE 29| WE IO CHsl A& IP(DHCP)S A& LI Ct

IP address(IP F
HERZ LHo
3 e XA
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Subnet mask(M 2 : ol
Ch. LAN 282l B = F4 & 2t HE SatetL
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Router(BH2E): CHE LIE9/3 X L EYT MIMEN AZE K|S AASHE O AHBEIE 7|2 2t2F
ClolEgionel P 48 ¢

IPv6

Assign IPv6 automatically(IPv6 XI5 & T): IPv6e2 710 HEQ A 2t E 7t X0 IP =4
Yot= 5 ot H dE Lt

i
>
ot
o
HU
met

SAE 0|22 AHEOE B LEYT 2RHT YN0 SAE 0SS P FAS AHEO2 HYEE o
2B Mei gL of

Search domains(= 0|l ZM): MztE|X| 2 SAE O|§3 AHE%t= 42 Add search domain(Z A T QI
F7h2 S5t ZX oM AHESHE SAE 0|52 ZAMT ZOjolS YastL|ct

HTTP % HTTPS

Allow access through(Q M2 5] &): AF2Xt7F HTTP, HTTPS == HTTP and HTTPS(HTTP % HTTPS) T2 E=
= CHE Soff X0 AASIEE S| &K MEdBL|CT

HTTPS= A2 Xte| H|O|X| @A U 2 Mb{of A BtstEl M| 0| X|0f L3 A SIS K| Jdt= TR2ESQL|CH A4S
SlEl ME D3l MO AlgMe B 2 =

ZHK|O| M HTTPSE AtR3t2{ M HTTPS
Security(AM 2 ® > HOHZ 0|5 L|C}.

ro
oM
x
i
i
>t
jels
k)

91
I
=l
ro

ME dgstn 2X|5t2{H system >

Xt
AL

HTTP port(HTTP ZE): Al2E HTTP ZEZ YT L|CH ZE 80 & 1024-65535 HQ| BE ZETJ} Y
gL 2e|Xt2 200t 42 1-1023 Helel ZEE e = JASLICH O el ZEE AHEF}

=2
o
W Z07F BAE UL
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HTTPS port(HTTPS ZE): AL&E HTTPS ZE S U SFL|CH ZLE 443 £ = 1024-65535 HRIO| ZE ZE
7b i ELCH #E|Xz2 2000 32 1-1023 Helel ZEE Yy =& ASFLICH Ol BRI ZEE
AHE3SHH B Al EL T

Certificate(2 SAM): ZX[0 HTTPSE Z-dstot2iEH ASAME MESIUA L.

A2 9l

o]

rr
ol

Bonjour®: WEI0|M Xts ZHMS 3183st2{H o] FH S GLCH
Bonjour name(Bonjour 0| &): LI EX 30| EA| 0|52 LY LICL 7|2 O|§2 &X| 0| &1 MAC FAYL|CH

Use UPnP®(UPnP® AtE): U ERI0AM Xts M S 585124 0| 8= FLICE

UPnP name(UPnP 0| ). LI EQ 30| BEAIY 0|E

One-Click Cloud Connection

One-click cloud connection(O3C)1t O3C MH|A= o= X0 ALt 2l0|E & =3t & H|C|20 &1 et 2
HUl HMAE HSSLICE O] AH| A0 CHat REA| Tt
o

= YERHAIR.

=
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S
S
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S
S
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Allow 03C(03C & &):

+ One-click(328): 7| = 28 YLILt AEUS Sl O3C AH| 20| HZSIAH YK XMool HES
27 FEUL Mol HES FE = 24A| 7t O|L{O| O3C AMH| 20 XS SFoof gLt 18
X OB X7t 03C MH|20M AZ SHHE LT SEEITH Always(S4)7F 2|0 FX[ 7t

L

03C MH| 20| HAZAEl X
. Alwa_)_(s('é’é"g): X712l

Al BUusS S5 ot AZS N EHo 2 AL HXE
SEotH 03C M0 AZE JEfZ RRIELICE X2 Hof HEO| ZX| = 8% 0l &4
= AL83tHA L.
« No(OfL 8): 03C MH|AE HZ-g2teL Tt
Proxy settings (Z5A| 2%¥): 2% 22 ZEA| 282 YHI0 HTTP MHof FZAgLICt
Host(2AE): I EA| MH | FAE AL

Port(EE). A A0 ALBEE EE W3

=
=
Login(21¢l) 5! Password(I{ 2 E): 22t d2 ZFA| MHO| LS AFEXAF O|F S D22

o

+ Basic(7|&): O] &2 HTTP

Ol THAYEE MH

« Digest(CtO|H| 2 E): O
Fet o

+ Auto(XIE): O] M2 ALBSIH X|YE= 2 |7

M =2 = Digest(CIO| M2 E) 28, Basic(7| &) H & =2 L

7 : o 7

| 7t 2ol Hold Q13 A A QL LS| K| &2 AFEX}
| {20 Digest(CIO|HAE) 2t H 2Tt QHM SLX| Q& L|CL.
ER3E 5l Y=ot IjAQEE S| W20 o o

0 Hu
r
roop =

IR

o 7 o Hd [=]
Owner authentication key (OAK)(2 8%t 215 7|(0AK)): 28Xt 215 7|5 7t 22{H Get key(?] 7tH 27])E
SESMA2. O] A2 HX|7F WatHOo|LF TEA|GO] QlE U0 AZE ZLR20 0 It L Lt

SNMP
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Ha

SNMP v1 & v2c E E.j"% 7{H T E Axis H|C|2 MIB E#O|
AXIS OS Porz‘a/> SNMPE L ZSHAN 2.

SNMP(Simple Network Management Protocol)E O|83t0 HEQT X E fFZASE A2|g = A& UL

SNMP: A% SNMP H{ ™2 MEiSHL|Ct

v1 and v2c(vl ¥ v2¢): N
- Read community(2{7] R LIE]): X[ E&= 2= SNMP ZiA|of Clis 17| M8 AP0l U= A
FLEl O|ES ::I HotLlch V|22 ubllc(-'-7H)°"—|':f

- Write community(2 7| 7'|-F|'-'-|E| X °JE| B2 -= SNMP ZH[0f| Cis &f7|/27] #oto| U&=
7L E| O] &2 YT LICHE | HE 4K H Q). 7|22 wrlte(‘*7|)°'l—| Ct

- Activate traps(EH &d3l). EFHENE = SEFOPF—# HAMAR, HX= EYE AEBSIY B
23 OlHE EEE AbE B ZHOf C EH_ H A XS 22| Al A" 2R CE ZX] QI E H o] A0
M SNMP v1 H v2cof Cist EMZ AT = ASLICH SNMP v32 2 WS HLE SNMPE
nH EMO| XFEQ THELICE SNMP v3E ALESt= 22 SNMP v3 2| ofE2[AH oM 2
S E™MZ *"7833* = ASLC

- Trap address( B EA) S| MHO P FA EE SAE 0|22 YESIMAIR

- Trap community(E® Z{FLIE[). ZX|7t 22| AL EY HAIXE 22 [ AtER

{7 LIEIE &Lt
- Traps(E EH)
- Cold start(2E HE&l): X
- Warm start(¥ -=|'-cl): SN
- Linkup(¥3 ¢). 237 f C

E
— =
oA YO HAE AL ER DAIXS 2Lt
- Authentication failed(2! )

D015 AlE 7} ALfse S BAIRS 2 eL|C

s

getE LI XM &2

v3: SNMP v3= =5t U EOot AT E XN &SSh= ECF oSt ™ QLT SNMP v3E ALE3te{H

A7t HTTPSE Sl MEE B2 HTTPSE & d3tst= A0 E5LICH 5t HBHO| 9l SHARXIZH

LS BHE|X] 22 SNMP v1 E‘é vec E-O HMASHE AS HX[SL|CH SNMP v3E ALE8t= 22

SNMP v3 HE| OfZ2|AH0|M2 Sl EHS Y = ASLICH

- Password for the account “initial” (‘X 7|" A™He| AL E): 0| 20| ‘initial' Q! Al 2| SNMP If

AQEE LHTELICH HTTPSE ZMSISHA| YN IHAJAEE MES = UK P BESHK| %
= SNMP v3 I AQE = S O MMSE 4= 0 HTTPS7F S slEl AL0|0 dYst= A
Ol Z& ULt WARAEE MYSIH INARIE TEVL O 0|4 EAIE|X| &LICH WAJEE O}
Al sl ZXNE sH 7|2 HE2 2 MEYolof Lt

Connected clients(ZZ & 22}0|HE

o=

Update(%.* HOlE) 222 A

R0 HZE 2= S2O0|YE AlEL .

2 7t &
=
Z OX|HEH S UL,

=

Hot
ASM
ASME HEKHANM ZRE LSSt ol MEELICE O] FX= F 7HA| R ASME XA LICH
+ Client/server certificates(2 2}0|HE/MH Q1 F M)
S20|AE/MH IS M= FX|2| IDE AFsHH AtM| M 5= A0 CAYS 7|2hoilM Zaed = U
SUCH A MY IS M= Mot R 5 MSotH CA 2a ASME 27| WK A8 5= AF UL
« CAQZAM
CA 2ISME ALESI0] IO ASME QASerL|Ch 0| S S0, YX|7t IEEE 802.1X2 B k= HESQS
of AZEl Z2 215 M2l IDE AT LICEH ZX0= o] 742l AP EX|El CA S M7t AS L L
RYsls HAe oen ZaLn

o
OIZ M Al PEM, .CER, .PFX
(o]
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YXE S St Al 7|22 MAESHH 2ZE AS M7 AR ELCH ALH ZX & CA S M7t

— Lo

Add certificate(21 S M F71): ASME F7I5teH S LICH

[ J
[
* d¥0 &= twol= ths0l ZYE L

+ Certificate information(21 S A HE). HX|E QSN 542 &L|C}

+ Delete certificate(2 S A 4H|): ASAE HASIUA L.
« Create certificate S|gn|ng request(ASM MY 28 ¥4d): CIXIE D ASME MESH| ISk 85
7l2o] 2 M ME oS MdetLct

IEEE 802.1x

IEEE 802.1x= 4 51 M HEQI FX[o| Bt 052 MIdts ZE 7|E L EQS S MO E <Ie IEEE &
= L|C}. IEEE 802.1x= EAP(Extensible Authentication Protocol)E 7| &2 2 gt L|C}.
o=z
QlE

IEEE 802.1XE EZ k& HEYIO0| HMASIHH HERT X7 XA
MHOIAN ="EH, YutX O 2 RADIUS AH{(0fl: FreeRADIUS X Microsoft

Z QZ L 0jof gLt 21F2 ¢

—

ol

OIZ A

CA QB A Qo] 1dstH M QABAM R84 AAZL HEYste| D XK= 4= HESQIo A glo| Xt

X B2 A=t

QIS ME AFRE I Axis T8 Al 7|7] & 215 MH{= EAP-TIS(EH 715 0I5 Z2EE - M& AHE HOhHE A
2310 CIX|E ABMZE ANHSZ 25T L| L},

QIU ASAMNE Bl Eohle HEYI0 HAAE = JCE St2{H AHE S20|HE ASTME H
Kloff M xX|sof ghuct.

Client Certlflcate( 20| HE Q1F M): IEEE 802.1xE AIEE S20|HE QT AME MESIHA|IR, 21T Mi{= ©
SME AEBI0 S2t0|HE9| IDE &olTtL|LC},

CA Certificate(CA Q1ZM): CA QSN E MEiSIO] Q15 AHO| IDE &QITL|CE ABSME MEUSIX| o™ FXK]|
DRk I:||E°_|ELO1| A L0l AHH ASE Al =FLICH

EAP identity(EAP ID): 22t0|E Q1Z5 M2t GIEtE AL XL IDE YHMA 2.

EAPOL version(EAPOL 7). L EQ/3 A X|0| A AHE /&= EAPOL {2 MEASHL|C}

Use IEEE 802.1x(IEEE 802.1x AF&): IEEE 802.1x TEE S S A3t M MEiSHL|C}
Prevent brute-force attacks(2AHE CHY 3 & qHX|)

Blocklng( A E): EXE QY 342 ATt YA BXE Y SHA2 A|Y e 2 S 21

ol ¥4y = %+§§+ 7|8 F5ghLo

Blocking period(XtTt 7| Zh): FXEH O 342 KHhe AlZH(E)S Y=etct

Blocking condltlons(*f'ﬂ =) O IPNES
A =Ft HX| =& ZF0|M 5 8= A1 =& 4

IP address filter(IP F£4& ZE)
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Use filter(BE| ALS): ZXIO) AN AT 4 Qs P TS TE Yot B MHAIL.

Policy(‘8H): £7 IP =20 CHS KM S

= AL

A
Addresses(F2): A0 Tt HMATH S EE|AHL HRE IPHSE LHTLICH CIDR Y45 A8

A8 Xt HO| Signed Firmware Q15 A
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AlL. Z[T] 1008 2| AHEALE F7

Repeat password(Ij A Q| E HH8). S US I|AQIEE CHA| Y HetL|Ct

Role(¥ &h):

E Y HAY = ASLLCH
« Operator(2YXh): CHS2 A
- RE System(AAR) A7,
- 9T
« Viewer(f0]): 882 BHEY = = ATHO| & LICH

o
rot
K
rin
nx
ox
=2
12
=
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>

=
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Abstof ot

o o =

rir

ol = of

| -
=
Update user(Al&Xt QO] E): AtEXIO| &8 2 HESL|CH

I'|_['
o
ojo
ie)
Hl

o
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-
anl

=
Delete user(At& Xt A H): AHEAHE AP gL CH

New password(M| T A E): AFEXtO| I AYES AL TAQE = 1~64XF 20| 0fOF
A FEE L8 7|2 5 24 s ASCl 2AHEZE 32~126) T THA LI E0] AFE S 5= USLICE

|.E>'I-

A
= T M

[e]]

S LI

« Administrator(22| X}): 2= HF0 25| BM AL BE[KtE THE ALEAIE F7H YH O

MQTT
MQTT(Message Queuing Telemetry Transport)i= A= 21E{Ul(IoT)S ?lot EF HA| Y T2 EZYLICH Cheote
loT S22 ol EAZIASD 22 FE FZHsmall code footprint) it XA HEQI Y=oz 7 XS ¢
25t 2ol CrEst AAO M AL E LICH Axis X Y012 MQTT S2t0|AE S S| ZX|0fA 44 E O o] H
U OMEE Fof el A|A=E(VMS)O| O A|AHIO| ZHESHA S e = ASLCH

717| 2 MQTT 2210|0EZ B LTt MQTT S4l2 SEI0|AERt B2 at= & AHE[S 7|
SUO0IAEE HAXE EWD s 5 AS L ER7= SL0[UE 2o HAIX] 2t E8S H

MQTT client(MQTT Z2I0|HE)
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Connect(¥Z): MQTT E2t0|HEE HHLI &L|LC
Status(&EH): MQTT 22I0|HE Q| A SEHE EAILILCE
Broker(E2#)

Host(E2AE). MQTT AMH QS| ZAE 0|& E£&= IP
Protocol(ZR2EE): A2 T 2EZS MEigL Lt
Port(ZE) ZE HS E ¢
18832 TCPE %t MQTTS| 7|24 YLt

88832 SSLE £ MQTTY| 7|22 LT}

802 ¢l &3S ot QTT°I Z|2 e

. 4432 9 A3 Hot2 E3 MQTTO| 7| 22tALIC}

Username(At2 X} 0| §): S2I0|HEO A MO M ASIT| 2] AHES AHEXL 0|2 L HTHLICH
Password(T{ A E): AtEXt O|E°| AYEE A HBHLLC

Client ID(22}0|1E ID): 22I0|AE IDE YHSIYAIR. S20|AE MEXt= S2H0|AET MB o HAS
o A2 F& Lo

Clean session(2 2 MM): A2 I AZ X Al2| SES MOILIC) HSHH AZ S AZ HMAl &
Bf SE27F A M E L

r
Z

M
e

Keep alive interval(Zt4 |®X|): 7t4 |
HE O Ol & At

AL
T
Timeout(A|ZhH Z1h): HZO| 22 E[= A[ZH ZHA(Z)YLICH 7|22k 60

A %*E HFAL MQTT S2H0|AE | HZ AIX] 8L LWT HA[X| 2] X0 CHEH 7] =2t a MQTT 2l ©
of AAl =AM AFEE LT

ot

Reconnect automatically(XIS2 2 MAHZ): HZ SiH = S20|AUE7} AtS2 2 CHA| HABHOF St=X| O

2E XEgoh

Connect message(H Al X| ¢ &)

AZo| dEE W HAIX|E ELAX| o2 E X|FELICL

Send message(H Al X| &) BIAIX|E L2 ALE AHEHSHM Q.

Use default(Z| 22t AFE): AtAlQ] 7|2 TIAIX| & LS HT NHA L.
Topic(FH): 7|2 HAIX|2] F=HE LT

Payload(H|O| 2 E): 7|2 B|A|X| o LHEE 2L T}

Retain(%Xl): O| Topic(FH)0lM SEI0|UE HEE FXIStAT MEASIYAIR.

QoS: I{Zl SEOf tist Qos AsS HE YL

Last Will and Testament message(OtX| 2} 21 M| A| X])

op x| gy -uc-’rod(LWT AtE3HH S2t0|HET B2 70 972452' W X2 Yo o) oS M3 = ASH
Ct. E2t0|HET} '-f301| O A™HOM HZ Mo 2 AZ0| HOXHTAO| BT 2L = AZ) B
E7J} CHE S0l E | HAIXE MEE = A&Y Ef. o| LWT DA X| = 8t HAIX|2F & Lot & A0|H
S L3 07 Ll%% %3H e gt

Send message(H A X| T &): HAX|E ELj2{ T ALE HESHM 8.
Use default(Z| 22} AH8): XpAIQ 7|2 MAIX|E FHSHEH NYA L.

Topic(FH): 7|2 HAIX|o] =HE Y=HeLICH
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Payload(HIO| 2 E): 7|2 TA|X|2| LHES YL CL.

Retain(fXl): O Topic(FH)0Al S2t0|AE SEE FAISHH T HESIYA| 2.

4SHL| O}

QoS: Izl S &0 Lot QoS AZS HEE

MQTT publication(MQTT Z3)

8: MQTT client(MQTT 22{0|HE) RO M K| =X ZFAt0] & 7= =X F

S A
Atgoted MEfstL ot
=2

g MQIT FHOM =AS @Yt FHE Zotad HEg

H HgAmolA Zg MQTT X0 ONVIF A Ul AH|

L

e Zg: MQIT HO|ZE0] FX[o 2 HS S =otdte

+ Add condition(ZZH F7h): =
Retain(X|): O™ MQTT M A|X| 7} &

« None(812): == AKX

+ Property(54). &Ef =X

o Al(REF): MEf =X J7h5 A HEHE =
E

QoS: MQTT Z3Hof CHa R|SHE S MEigHL

-+
—_

A SEj2 MEerLIC
|2F 2 2tE MEfZ & LT
HE HAXE 25 22 JEi =2 2L CH

MQTT subscriptions(MQTT +5)

+ Add subscription(Tt5 F7t): Al MQTT 52 F7tste{™ &g

Subscription filter(7tS 2 H): #5352 = MQTT XM & YEHSIHAL

Use device topic prefix(Z%] &5 HFA ALE): 7+= ZHE MQTT FH 0| HFALZ FItgL T
Subscription type(T75 $%8):

+ Stateless(&El =X E715): MQTT HA[X]|

« Stateful(MEl =X 7}5). MQTT HAIX|E

2 MEE L

QoS: MQTT - =0f CHslf Ast= 2fHS MEig

o Al A 2|
1/0 ports(l/0 ZE)

CCL X} X
- O d

CIXE =82 A8t 20| B LED & ) A
oj2 EE X QHWOIAE S5 AZE HAIS BT & ABL
Port(2£E)

Name(0| &) ZE 0|22 W &

. o =) - _ «< _ _
Direction(&&}): O ZEJI U8 ZEQS LIEFHA LI} £ £ ZEQZ LIEtHLLC ZEE 71
= AEe B Ot0|Z2 285ty L™ E=7to] HAE = ASLCH
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- View the device server report(

Reports(E 11 A)
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