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DNS(Domain Name Service)= SAE 0|52 IP A Z HSHSHL|C} Setup(d’d) > Additional
Controller Configuration(E7} HEE2 34) > m Options(A| A& &) > Network(H| E
2{3) > TCP/IP > Advanced(1&)0|A{ DNS A& L4 BtL|Ct.
™

DHCP M H 0| Al X|S5H= DNS 2785 A& St
S0l DNS MH F2& 7tH 27() S dEiStd Al 2.
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NTP 7

NTP(Network Time Protocol)= HEQ A0 QU= K| A|A A|ZEE £7|35}5= O AFR = L|CF
Setup(4’d) > Additional Controller Configuration(F7} Z1EE2{ 314d) > System Options(A|A
Bl ZM) > Network(4| EL|3) > TCP/IP > Advanced(11 )0 Al NTP ¥ H & F/deL|Ct

DHCP MH O M K| &5t= NTP A™H S A2 35}2{™ Obtain NTP server address via DHCP(DHCPS
S5l NTP M F2 719 27))S HEjsHAlL.

O 2 M s}2{H Use the following NTP server address(CH2 NTP At A AL2)E MEHS]
Tp A-||:|.|o| SAE Q|2 E=IP=AZ QBBIAIAQ.
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+01 Axis M| E0| BN AT = QJEL|CEL SAE 0|22 Y™ O
tup(*“‘*) > Additional Controller Configuration(F7} HE
&) > Network(L| E3) > TCP/IP > Advanced (11 2)0i| A{
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L|C}.
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ME O M X Edt= S AE O|FS A
S8l 22E 0| 7IH27])E dHe
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O} 221 DNS AH € SX02 0| =312 o
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Axis M| 29| IP &=
DNS updates(E
Al 2.

213 2H IPv4 T4

Link-Local Address(Z 3 2Z24 FA)= 7| 280 2 2dal|H{ 2 HEQ A9 s¢st JOIHEQ
Ae CHE ZAEN M HZ0 °”A1Iﬁ3P7 Qs A8 = = FIHIP FAE Axis 1I%01| st
Ch 2 XEL 22 YIAIPFAQ Y EEDHCP HZIP FAZS SA|0f 7HE 4= &L}

m 0
_\.1_

r

Im

1]

Setup(A7d) > Additional Controller Configuration(3 {1 1t/d) > System Options(A| A
Bl €M) > Network(4| E|3) > TCP/IP > Advanced( Z)0|A 0] 7| &2 H|&Z¥ate = US|
ch

HTTP

Setup(4’d) > Additional Controller Configuration(F7} Z1EE2{ 31/d) > System Options(A|A
Bl 2 M) > Network(H{| E¢|3) > TCP/IP > Advanced(L &) M Axis H|Z0| A= HTTP ZE

[= I —]

S HZ3 4 ABLICE 7|2 HH2I 80 20 1024 ~ 65535 #Plo| Of = EEAHE ALSE 4 UL
C}.

HTTPS

Axis |- Z0f| Al AF23S}= HTTP E E = Setup > Additional Controller Configuration > System
Options > Network > TCP/IP > Advanced(&d%d > FI7I HEE2| 714 > AI2H SM > Y EQA
> TCP/IP > T 2)0|| A B ZSH 2 QIAL|Ch 7|2 A% 0l 443 Q0] 1024 ~ 65535 H2|0| oj = ZE g}
E ALY S?A'Q LICF.

HTTPSE =44 3}35t2{ ™ Setup > Additional Controller Configuration > System Options >
Security > HTTPS(4% > 57} HHEE2| 24 > A|AT 41 > HOt > HTTPS)Z O[S BHLICh AA
ot LI &2 HTTPS, on page 272 *F SHMA| 2.

IPv40j Cigt NAT EXH(ZE 0fd)
HESZ EtRHE ALESHH AL HEAI(LAN)S| FX| 7t QIE U0 Cioh T
SLICH 0|27 3fei @ AP L EY T o)A ") ‘='", S AHUCZ HEQS EfY S HESHH gL

. 0y £.20] 2P B B8 HELIAIE M) AE HEILANO M 28t NEE S
stz = AP A E0] OB A L ESA(LAN)S] 9t0] SLiE LC
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Axis M| 0| 21 E2tH(LAN)O| A= I NAT 2t E CHE Z(WAN)O| M O X F= Atg 8 4= 7| o5
0 NAT EHE AF23HAA| Q. NAT E1p7F M A SIA| LA £ NAT 2+ 9| QL2 HTTP ZEof CH3st
2= HTTP E2f=0| M Fof &L

Setup(4’d) > Additional Controller Configuration(F7} Z1EE2{ 314d) > System Options(A|A
Bl S M) > Network(H| E<|3) > TCP/IP > Advanced(115)0| A| NAT S5 /gt L|C}.

H| 2
«  NAT SVt 255t ™ 2t EHO|M O] 7|52 K| AsHOF 2 L|Ch S 2t E7F UPNP®E X|
A Of g LT}

+ O{7| M B} E = NAT BH2E|, W E9/3 226, AlE[Y #0|E9 0], =
sHls 35 A 22 HEHI e d BN Ee s 22 2
Cr.

2 S}/H| 23} - A SEEE AL Axis K| ZE2 UPNPE AFE23H0] | E QA 2| NAT 2t E0|AM ZE Of
HE 78520 A =gL|CE M Z0f| UPnP7t 2 5t E|Of Q1O OF gfL|CH(Setup(’d) > Additional
Controller Configuration(F7t ZHEE2{ 114d) > System Options(A| A&l S M) > Network(L| E
£{3) > UPnP & X).

AT 2t2E]{ AL8 - NAT 2t2EH S =32 2 &5t H 0] 545 HE5I0 L0
=

= MEHS
2SSt AlR. 2t REHE X|ESHA| QT M| Z0| Ats2 2 H EQ{A 0 A NAT 2t
Bt EIFSILE O 2 AHE[H V2 2t H 7 MEE LT}

-

'}
o
m
10
%
Sl
B>
u =z

= Ol SME MEHSIAA|2.1024 ~ 65535
siolo| ZEE QIZeLch TE W7k H[of Y7L 7| M (0)0] USH NAT E1+2 24dste
S EE BTt AHSOR Mgt

«  NAT S1p7} HI 2 gotE| O QUO{ = CHA| HTTP L E S Aol AL 2gatel 4= A5 LICH NAT
chE7F UPnPS X| 2ISHA| G410 NAT 2t B0 ZE Z S +3522 P#d8ior 2 4%

0] 7| 50| F &g LILt.

0|0 AHE B EES £50 Y6} L 5B ALG TH5 3} (12 REJ AHSOR MeEE
L|ct.

|
FTP
Axis | E0|M A SO FTP M= 2R HY O, AHEAL OfE2[AHO|H 52 HEEL = UEF
X| gtL|Ct. Setup(2 ™) > Additional Controller Configuration(F7t ZHEE2{ 1£4d) > System
Options(A| A& S M) > Network({| E9{3) > TCP/IP > Advanced(21 &)0f| A FTP A{HHE H|=HY

sher & QLT

RTSP

Axis M| Z 0| M 2l k|= RTSP M= AZ S2[0[HETI O|HME AEES AXE = A 518 L
Ct. Setup > Additional Controller Configuration > System Options > Network > TCP/IP >
Advanced(dH > =7} HEER M > A|AH S8M > 4 EQ3 > TCP/IP > 1 2)0|AM RTSP ZE
Ho S HEY =+ A 7|2 ZE= 554 L
H| 2

RTSP MH{ 7} H|2dote|® O|HE AEES ALEY 4 Blg Lt

SOCKS

SOCKSE= HERZ A Z2EZ QLI SOCKS MBS AFESH0] Lot HO|LE ZEA| AH 2HTHHE
of e UWEHIY o= E Axis MES 18 =+ JASLICE Axis I S0| Yot 7 22 HES
30| A LE ARE, L& S5 2Z HEYT ol A= Ul dHN) = HEoF & 32
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Setup( 174) > Additional Controller Configuration(F7} ZHEE2{ 1£4d) > System Options(A| A
Bl 2 M) > Network(H| EL|3) > SOCKSO||A| SOCKSE LM BtL|CL AIM|et |82 2212l =228
KRS Q.

|}

QoS(MH|A EE

QoS(Quality of Service)&= L E 39| MEH = 2 =
QoS CIA HEQA&= U EYA EcfHol 24 &2 Edt, O E2|AH 0|0
2 Mojsto] HERR ME|H S ZatetL

Setup > Additional Controller Configuration > System Options > Network > QoS('HJH > =7}
HAEEE 44 > A|2"8 4 > HEHI > QoS)0f| A QoS 2785 gL Lt Axis X Z2 DSCP
(Differentiated Services Codepoint) gf& AH25}0] O tl E/O*% EgjTZin} 22| EgjEES iwag T

UAg Lt

SNMP

gu->
F|0;9

SNMP(Simple Network Management Protocol)

SL|CE SNMP HEL|E|= & X| O&0|H SNMP
== Adot= o AFEE L L

Axis M| 20| A SNMPE &M 3}stn L4451 2{™H Setup( ™) > Additional Controller

Configuration(F7} ZHEE2{ £44) > System Options(A| 28 M) > Network(H| EL{3T) >

SNMP 1| 0| X| 2 O| = &tL|C}.

Lagh Bor £F0| Of2h AE SNMPO BT S MESHIAIQ.
F23 0|4 U HE) Bisto| Cfef 22| AAHO| o
A

0|83t U ERD HX|E A2 22|
2ot 22| AH 0| YL T w7 L El O]

=
E
=
E —

MRS HE5E7| 2|0l Axis X Z0| ERO| AHE
E LICt Enable traps(E7H g/g3})) S MEISI D ERY HAX| S 2 IP T4 AKX S =141T Trap

1
community(E3 HELENES 22314 A| 2.

H| T

HTTPS7} 243} 5|8 SNMP v13F SNMP v2c 2 H| 2438 o SHL| T}
S0 Oo|HIE Sl A E| B30 CHH 2te| A|AEOf| HA|X|E HE5E7| 28 Axis M| 20| Traps for
SNMP v1/v2(SNMP v1/v2& E7l)7} AL EL|C}. Enable traps(EfH 243N E MEHSI D EH O A

K12 TP 29§ AL S 4 T8 Trap community(E 8 A% LI E) e 6 #5114/,

CHS It Ze EUS AFBY 4 UsLITH

. ZC AEIE

. 2 AEIE

-ER-

. oI5
SNMP v3+= ¢S5 Ol HOFI|AQEE X538 L|CH. SNMP v32} A EZHE AL 5t2{ ™ SNMP v3
2| of Z2|AH 0[H0| HagLCct.
SNMP v3E AtE235t2{™ HTTPS7t 2t 3} £| 0 OfF BL|Ct. HTTPS, on page 272 &SI A| 2. SNMP
v3E 2-dotole]{H AXLE MBSt 27| ALE X AR EE M SSH A L.

AQEE ot HEF Aot = USLCL I AQJAEES ZHS 3R Axis HES ST =0t Al
|22 MEFHOor UL 3 =7/t £F 2= A ZFEtLIL, on page 375 EEETN

= L|C}. UPnPE 7|2 Mo 2 243} O| T2 E
=ot= 23 MIA et EEPOIOEOH 1 MEE AMHs22 AL



Setup(4’d) > Additional Controller Configuration(F7} Z1EE2{ 31/d) > System Options(A|A
Bl S M) > Network(H{| E{|3) > UPnPO| A UPnPE H|gd3tet 4= Q& LICH

Bonjour

Axis M| Z0f|= BonJourOﬂ CHst X| & 0] E'O; |0 UESLICH Bonjoure 7| 28O 2 23R O =2
EZS XN &t= 28 XA ef S 20| A EOf A X1| 2 XAEs2 2 AX|gt k.

Setup(4’d) > Additional Controller Configuration(F7} Z1EE2{ 31/d) > System Options(A|A
H 24) > Network(4| E{|3) > Bonjour0j| A BonjourE H|&-dzter = JAEL|CE

EE YK
I/OXE

o5 K| AL 98l & HUETL 7Y Jhse 2 U 22 e 4)E MBI
9% B L ol BK| AL 2o T TSP U L 2 == HE MBHUCE

ions > Ports & Devices > I/0 Ports
[/OEZE))MI/OZEE 7L He =
FLICH ZEo| O] Z=otE 0|82 X H
= Grounded circuit(BF X| 3|2)2 2

Setup > Additional Controller Configuration > Syste
(M > $7t HEBR 14 > AAY SM > mE gl 3|
S L CH ZE diak(Input(Q &) &£ = Output(Z=))S MEH
Sl Normal states(H 4t AEPDE Open circuit(Zj & g| 2
:rLA-I'é'I- A OIAL_| |:|.‘

o= T Mg

3
otv o

T
=3

|'r|

) &

FEE AEf

System Options > Ports & Devices > Port Status(A| A8 SM > ZE 5l ZHX| > EZE AEl) Ij| 0| X|
of = XME ¥3 U £ ZEO| MEf7} EA|E LILCE

X 2

Axis X| & Of S ©

Conflguratl System Options(A| A&l & M) > Maintenance(§X| & 3=)0]|

CtQ |24 7|52 X3 L Lt Setup( ) > Additional Controller

n >
Mol 7|58 At8E = A&t
Axis M| 20| &5l= O 2 X So1X| g2 4 SHHEH CHA| A|2}5t2{ T Restart(Z{A|Z)E S 2L
C}. O] = Sl x| Ao Yere x| LS ULk

— = o LS

H| 2

MAIZSHHE M 20X 9] 2= b =0[ X| ¢ & LIC.
HEZ20 488 ST &5 Al 7|24 22 [ H°d5t2]{H Restore(F1)E S Y LL L5 282
[0: ko1 E=2 I:II-Xl O__[-¢|_| |:|.
o= = Is 4 .

. HE DTZEZ(DHCP & 1H)

. AFPZA

« 7|2 22

. MBuloA3

SNPNEN-'PAFS

. IEEE802.1X M
PFEAS HIES DS MYS B So}A| 7| 2702 XX 5B Default(7| 23S 2231
C}. O] B=2 Z0| ) M AL ofOF SHLICE M Of B{E S AR50} Axis HZS B S5 A| 7| 23{0 2

x

WAHY 45 UBLICL RPN NG 2 25 7/8F 4502 WHFBILILL on page 372 B x5t
AlR.

E2l0f @120 S0f Ch3t XLM 3 LHB-S ERJOIE 2120/ S8k &, on page 378 BESHIA
2.



X| & (Support)
X2 He

Setup(4’d) > Additional Controller Configuration(F7} Z1EE2{ 31/d) > System Options(A|A
Bl &) > Support(X| &) > Support Overview(X| & 7 &) I|O| X[ 0f =0 A 2|0f Chot HER} 7=
A2 QHo H st 12y FEt Lo gL

x| 8 Z, on page 37 EZESHAA| L.
AMAR IR

Axis M| Z2| MEf & AH™0| Lzt 7§ R E E 2{ ™ Setup > Additional Controller Configuration >
System Options > Support > System OverV|ew(&,;P§; > FIIHEED 19 > A|AH SM > I|H
> A| AR 71R)2 O[S of7|of M HYOf i, P 4, YEYT U Lot M, o|tHIE 23, %
D RI1HEN e HEE oY & BT

EOY ENN

Setup(4d’d) > Additional Controller Configuration(F7} ZAEE2{ 114d) > System Opt |ons(L|
HZM) > SUPport(xI 2l) > Logs & Reports(21 % 21 A) LO|X|Of A= A|[AHRS EMstD 2
M E sfddt= ol 8¢t 21 A EIME M- L|CH Axis X[ 2l AH| A0 HEle Z2 Aot 3
MH HEIME KNS %‘-QMQ

MAR 23 - A28 O|HI EO] CHot YEE MS L

b St Rl i Iﬂ% U M| A AIEE E—H:— LIS L CE MZ0 Cigt HES 25 LIS =5 A
HA Z1E THS +& Y& LICHOR 2

HHELMEH-E%*WHP*$WWHF”EEW%EHWQMMJEHEMHEEMWN
Soz magut

J

=

M BN CHREE - M| AH 200 BAE 0felo] UTF-8 HA| o2 m3tel zip 0pe S A4t
Ch N Z AAZEET|O] AHAFS ZEH5I2{ ™ Include snapshot from Live V|ew(*E'A|?_P H7|o| A
S EY) SMS MEISHL|CE X 2 AM0f HEte M= &4 zip IHY -2 Z3tslof gLt
NHx S5 - M ZQ| O/ Hf A B2 HAGLICE 2 EX|E S AL Axis X[ & A
20| A2t I F8e Lt

& -0|C|I0] AEZ0 dX UM A SO 2= SEIO|YUEE LIESL T}
BHOM-ClHE BRI 2otE OtFI0|EE W/ detLCL EOME M= R & B2 A8
C}.

i

S HNA 20 21 2| 2 Setup(4d’d) > Additional Controller Configuration(F7}
T4d) > System Options(A| 28 M) > Support(X| &) > Logs & Reports(21 5! EH11XA)
nfiguration(7/d)0| M A& LICE M| S0 Ot 2= HZE 2 LHESEE AMA 208 78

_"F_n

[ K A>VIm>= oooy r@ T8 pEC
QmHll|> Lun

USLICHHE, 310 B HHE MEH).

— A X

= T

3uy
A2 ES S STE ALBXAIF A AT Y EE AEA AFS L A8 S = ASLICH
= A/

X ALESHH 0| 7| K| f2 S2H0| 47|10 Axis X E1t| HX0| B0 & &= JASLICL
AE H 22 0| 7| 53 AHESHK| DY A| 2. Axis X| &l XM 0M= AFEXX|E AT EHER Qo
=M o X| &S MSSHK| =L Lt
AJEE HET|E E2{H Setup( "’5‘,') > Additional Controller Configuration(37} ﬁ%%ﬂ T
) > System Options(A| A& ZM) > Advanced(1g) > Scripting(A3 & E&)C 2 O|5¢tL|CH A&
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SYER ols) BHIHATIB HES BN £ Al 7|2 HOZ XUNYHD page 378 HESHUA
2.

XpA|BH |2 www.axis.com/developerE & Z5HAA| 2.

oY gz2e

':f ﬂfo' =1 O*E': 5121 ™ Setu (*"7"') > Additional Controller Configuration (37} 9.15;31 2A)
> System Options(A|AE! 1) > Advanced(11 &) > File Upload(I}Y Y2 E)2 0|5 b

L|C
HZEE AL http://<ip address>/local/<user>/<file name>Z E5| UM ASIH, O
7|M <user>= H=EFE THAO| CHOY MEREI AFE X} D E(22[ X ® L T
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AlZ|7F CHA| =2t o 2 HEE [77hX] 2528 SO MOl HES =21 UAE LT
FoL|Ch SE| LED EA|SO| 4o = "B 0 d 0| 2tZ E LICE M| F0| S8
o2 MEFEASLICEL HEHIM AEE 5= A= DHCP M7 gl= 82 7
192.168.0.90QLLC}.
X S 2| 2T EQYO =7 E AESHA IP FAE S, I A/YEES A7, HEof
Y M| AL T
ot @ QIEIO|AE SOl DI +E ST E5H Al 7|24z
dditional Controller Configuratio = >
| M) > Maintenance(&X|&2|) 2 0| =3t & Default(7| 23}

0>
SNQ M Qi
wE oo

r|roxmjo

e
kl
i)

r

n

=3
%
N
e
|m

fu
il
-4
0x

A& B 4 QI & LIC} Setup(MH)
System Options(A|
b Ct.

m >

o= HESZ EXI 7|55 2Fots 2T EQOJYL|CE OIS Me|oh= 42 A Bl = F |
Of & S& & otLt= oI Xl HYof HH S =olot= AYLICEH 2 HE 58 ZH E s 2ot= =78

ArtO] ZtE|0f US = USLICE
Axis HZ2| oAx HY O BT 0| 7§ m|O|X| 0 EA|E LICt
HAE g0 =5l= ¢
S8 Ak
o HOfRE AFEALS| Ag Y 0|E= Qs Yldt= 2= 2|0 Cis H| &S He Hal7t
UAZ Lt
o B LAY O|EEH AN FHE AL X X|H HAEHO| MY E[O{(M HYO0M 7|52 At
23t £ Q= A2) Axis Communications ABY| A 0| & E&SHX| = Q&L Ct
« O HYO HEES AX| B2 LIS MES 3T &5t Al 7|2 2E 22 576{0f 2L C}
=]l

. O 0|E Z2A
ME2 CHA| A2

iy

|27} SR E[D HZO| XS O2 ChA| ASHEILICE 9 I70|E 3 +502
P39 A a0I= T NI A T2t SR v|che FHAIL.

Mot

o ANEXALOE AHA S8 A 7[EL HIO|E 2| HIO|EH|0| AT HAof Y20 0|20 G O
ELA7| HZ20 MZ AIE Al 2t=2ot= 0 H & = 228 5+ USLICL 22 5= A2
O|O|Ef Fofl k2t =t LTt

« Axis HE= X HYO = P2 0| ESHH M ZFO0| AE 5= A= 2|4l 7|150| Y 0| EE L
Ch HY Ol S A 0|=5H| MO Sy A4 22 HE|A0M ALES = /U= EElA
2o Pa2|0|= XS HXZIAIL

www.axis.com/supporto 5| 222 XS Ek|= Z|4 Yo Tt Y S AFHO| CHREES L CL

3. Upgrade Server(Mt 120 E)0j| A Choose file(mtQ MEH)Z MEISI 0 HFE O A DHY
S Xk L}

= X d
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4. YO OlE T HES Y &St Al 7|2 2822 Xts 57521 H Default(7| 23}) 2ol
S ML
5 ¢adol=E =&t
6. MEZ Y120 S 310 ChAl AIRFsHE S0 5k 7h2t 7| CHEILICE 121 Ohg 8 =2t e Mol 7
AE T gL
7. HEO AN At
S4, 7hs A9 U 23 =K
Hello dazol= X
B0 920IS B0l 2120|=of ATHeIP 0 O|H BOIE CHAl ZERLITE B
At 910 THeI2 S0} m CHA| AIESUIAIS.

ARP/Ping= AtEdt  CHA| &X|5) E“AIQ IPFas MF0 MRAO| S5 = 27 O|Lfof &
% :

= 8% 5l{OfF g L|C}. Ping Z 0|7} 4082 MX*EIO-I UAeX| 2elgL ot 4¥2 axis
coml| M= E1|O|X|01| U AX| 710|EE FXIYA| 2.
MEO|CHE MEY  XMEO SiESt= P F=ALL ME HMA0| AEE HFHL|IP FATLCHE
O A= LICH MEUO A= B =1P FAE dES = YSLICL HES A 2t2|Xto
A 29310 P F 25 HoUAIS.
PEAJCIEHA  YEAS0M Ads EE E2ISCH Ping IHE LaziL
A A2 BYLICE  (Command/DOS O A pingdt K E9| IP T4 &)
e Reply from<IP address>: bytes=32; time=10...0|2}= &
BHS Y= 4% 0l s IP FATF 0|0 HEA Q| CHE T X[0f A
Af% =g -’F ASS 20| L|CH HEYT 22| XA A IP F=AE
2O M FS ChAl E2X|SHY A 2.

e Request timed out A|X|E $=4ISHH, off 2 IP
Ol M ArEe 4= QUCH= 2[O|YL|Ch 2 & # 0|2 H

= CHAl XS Al 2.

I.

M

St A EYo|Ct  DHCP A1H101|A1 CHO|LHE] =AE H7-st7| MO Axis MEQ| 1HIP F&
B Kt B5EstEs JIAIEEASLICE Ol Lt 7|2 D IP FATLCHE 7“?tIOHME At
2P Fa I= 42 ME A0 22X 7 LEMS = AS2 9|0l gL Cf
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AXIS A1601 Network Door Controller
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AXIS A1601 Network Door Controller
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AXIS A1601 Network Door Controller
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*++: Device settings(Ztx| M%) 1} Analytics(5A) Q{5 7+Hof| M kst Ct.
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@ Information(®H H):
«  About(®ME): AXISOS H{F 3 A& B
«  legal(8&): 77| & 2to|dlA0f Tt
 Feedback(m| E¥): AtEX S 7 Hot= O =20 &
. 2N Go|E: 7{QIR0| O Hat2 X HO|EE 29
« Device server report(ZX| A H 11 A{): &KX

@Administrator(-'.l_l-ax}):
O
. CH 2018 AFSAI) i3 HE.
i
. Al ooz masyo

. O.geunzeose g gmaun

%
« € Change account(ZI’d #7): #1X| Aol A 21012841 A AHO| 218 LIC

. El_)Log out(210}2): s A™HHA 202 EHL|C}.

Al
A2t &71=t SEY

YX|7ENTP MH{ et S7|2tE|0] A=X| O 7, Lhg S7|2b7HK| B2 A2t PTP JEil & NTP 7|2t
2E EAILIL

—

NTP settings(NTP A%d): NTP 482 210 O] EQL|CE NTP 82 HAY 5= = Time and
location(A| Zta} Z4A) I{|O|X| 2 O| S &L Ct.

X E=

AXIS OS H{F 2 A|2|Y HH S metst BK| He S BAFLIC

ade AXI SOS(AXISOS°"ZI.E{|O| ) AXo AZEQINE Y2 0| =TtL|C O 0| EE
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Device motion(&X| 2 M): ZHX|o] 2ZIQ0| Z4X|E [f A|AEIOAM LES EC|HSIEHH
E A =2

Casing open(#H|0| A €7|): £0f 7 i HH
7| &8l A A| 2. barebone =0 AEZE 20| Ci3H O] M ™S & L|LC}.
Qe BiL: @ HATJL X E I} A|A”IOA YES EC|AHSI{H HLICLOE S 27t &
INHIR S SAHLE BHS M7} ol &HE LT

A= =2

« Normal state(7| 2 &El): 73| 22| AL 9 2 225, Iz 29| 42 56% SalgL

Ct.
- el o 2y MEIE 2L EHESI D EOL MV E a5t B AL L
- HE M AZZ AFESl2{H Parallel first connection with a 22 KQ parallel
resistor and a 4.7 KQ serial resistor(22KQ H= X3t 8l 4.7KQ =& Xgto 2 HH
M AZ)S MEBLITH
- XH M A4S A2 5t2{ ™ Serial first connection(2 & M HZA)S MEHSID

or values(Mg Z}) EELIR SS0|AM M 4r2 MEHEL|C}
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+ Add(7}): 2|H & F=7t5t2H S =gl

Axis J EQT 2| AEE20f 2|0l 16712 ERE A 2|HE FIte = 20 2todl A7t
SFA| R LICE

- Name(0|&): 2|C| 0|22 ¢J2i3tL]ct

- 2o EEC2 22014 2|6S HYBc

- IP address(IP 4): 2| Q| IP =&
- Username (Al X} 0| &): 2| O At

- Port(ZE): ZEQ| 0|E& HA|SHL|LC}.
- Direction(t}s}): Q124 T E L= =2 TE QIS LIEfMHL|LCT

2 g ct.
Axis | EQ|3 QE{E (AXIS Camera StationOf| A {718 E Q)
- Name(0|8): 2| O| 55 YEHELICE
- 2|0 ESCH2 S 50|A 2|H S dEe LT
- IP address(IP F£4): 2|HO| IP TAE 2N l=stL|Ct
- Username(AI2X} 0| 8): 2|HO| AFEX} 0| ES ¢ H
~  Password(I{A$JE): 2|C Q| T|AY =2 el2stL|Ct,
- Ignore server certificate verification(AMH Q1S A 20l 2 A|): P15 S ZA|SI2{H &
AXIS License Plate Verifier(AXIS Camera StationOf| A] i 714 Z Q)
- Name(0|8): 2| 0| §& =L CH
- API-key(API 7|): API 7| & Q= tL|Ct.
- Generate(X ). API 7| & MM sta{d S2IgHL|CH
~  Copy API-key(API 7| ZAp: API 7| 2 QFFI o 20| K &tsl2{ B S 2810 2 ARSHL|CH
AXIS Barcode Reader(AXIS Camera StationOf| A] X 71 2 Q)
- Name(0|&): 2| O|ES YHE LIt
- API-key(API 7|): API 7| & Q& BtL|Ct.
- Generate(4/d): API 7| & 2 d3st2{™H Z=lgtL|C}
- Copy API-key(API 7| 5 A}l): API 7| £ COtF ot 20| A Z&Ste{™
Edit(HE): 2| S HEo 2 EditCHE) S S &ioto] dEjot 2|6 & HE LT

2

Delete(AlR|): 2|C{ 52 41=43 3 Delete(AtH)

L

ujn
mju
moT
ey
2
rx
il
ot

H =
- Password(Zf AR E): 2|2 I|AREES QL
- Ignore server certificate verification(AMH Q1S A 20l B A|): CIZ5 S ZA|SI2{H &
- I/0 ports and relays(I/O ZE 5! 2g|0]): /O ZE Yl 2I2|0| & g5t H AL

g

(o}
~ Normal state(Z| 2 Atef): 7jz|20| 29 87 2 22810, W20 He 7 g 2

L|C}.

M HIHA
AH30 Communication Hub& AFE3}0] £|CH 1671 2| ASSA ABLOY Aperio M 23 &KX E A
= AL CH BM HSEKE At T 2to[ AT Ha gLt
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AXIS A1601 Network Door Controller

=1}
AH30 Communication HubE E 2t Z0j| A X|s{of g L|Ct.

Connect communication hub(§4l {8 HZA). 2 M 25 d452{H S =L L}

dagol=

2|C] 0| E: 2[Ho| 2ATZEQN S P2 0| =512 H S ELICE X -/ElE 2[H7 22+ &
Ef M2 ol =g = ASLIC.

Upgrade converters(ZAHE| € 12)|0|E): ZAHEQ| AZEQ|NE ¥ 20| =5t2{H SE=letL|LCt.
XAzl = A E 7 2240 HEf Y W2t PO ol Eg = ASLICH
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Synchronization(S7|3}): 2 X| 9| R U A2t 57|13 M S MESHL|CL.

Automatic date and time (PTP)(X} 5 <&} U A|ZHPTP)): AL A2t T2 EZ(PTP)S A}

8ot0 57|2tetL o

Automatic date and time (manual NTS KE servers) (X} X

H)): DHCP A E{Of A=l O NTP 7| A7 MHQt &7|3fetL

- Manual NTS KE servers(s=& NTS KE A H): 5L} EE= 5 7H 9]
£ YHYL|CE F 742 NTP MH E AFE3t= 8% TX|=

|22 AlZtE S7|=totn =g ettt

-

=

- Trusted NTS KE CA certificates(2 2|2 &= Q= NTS KE CA Q1= A{): &2 NTS KE
A2t 7|20 AtEE MElE = U CARASME MEISALL MERSEX] QF2 ALY

2 g4t
- Max NTP poll time(X|CH NTP Z&! A|ZhH): ¢
Z W7HK] FX| 74 7| CHe{ OF St= Z|CHf Al
- Min NTP poll time(X|2 NTP £3 A|ZhH: &
Z W7HK] FX|7F 7| CH{ OF St= &4 Al
Automatic date and time (NTP server using DHC =
£ NTP AMH)): DHCP M H 0f HAZAE NTP MH 2t 57|=tgL|C}

- Fallback NTP servers(CHA| NTP A{H): 5L} tE= = JiO| CHA| MEHo|IP F=AE ¢
245 |C}.
=

- Max NTP poll time(%|CHf NTP Z& A|Z}H: QO|0|EEl A|7HS 7| Q8 NTP MHE
T M| X7 7| Che{OF Sh= Z[CH A|ZHS A EigL|Ct.

- Min NTP poll time(Z| A NTP Z&! A|ZH: HHO|E =l A|ZHS 27| QI8 NTP MHE
T M7 X7 7| Che{OF Sh= %[ A|ZHS M EiSHL|Ct

Automatic date and time (manual NTP server)(X}& Y& S A|ZHES NTP A{H)): MEH

St NTP MH 2t &7|2gtL|Ct.

- Manual NTP servers($=5 NTP AMH{): 6tL} EE= &= 74O NTP AH{ Q| IP A E Q&
ShL|CH & 7HS| NTP MH E AFEdt= 89 A= F MHO| 2
B A2 7125t gL )

- Max NTP poll time(Z|CH NTP 3 A|ZhH: 2 H|0|EXl A|ZHS & 7| 8| NTP MHE
=3 W7kX| ZX|7F 7|CH2{OF Sh= X[CH A|ZHS ME4SHL|C}
- Min NTP poll time(Z|2 NTP 3 A|ZhH: 2IH|0|E =l A|ZHS @ 7| I8l NTP MHE
=2 WX ZX|7F 7|CH2{OF Sh= X[ A[ZHS ME4SHL|C}
« Custom date and time(A2 X} Ho| X} 8l A|Zh): =350 2 YR} Gl A|ZHS A™SHL|C
Get from system(A|ARIO|M 71X 27])2 22510 AHFEH E= 2HY FX[0AM SR A
A7t HEZ o Xt 7t = L T
Time zone(A| ZHCH): A A|ZICHE MEHSHL|CE L& HOF A[ZH S HFE A|7HOf| SEF A|7HO| Xt&

oz zFEUHCt

H| 2

A2EME BE =5 20 S A" &

Time sync status(A|Zt 57|35} AFEQ

DHCP: DHCP A H{ O] A|ZHHZ A{EHSHL|C} O] S M-S MEASHE{ B RHX| 7} DHCP A B (v4 &

= Vvo)O| AAE|Of RUO{OF SFL|CE = HT S B 5 o

IANA A|ZICHE &M A8, DHCPv6 ECF DHCPV4E &M

- DHCPv4= POSIX A| ZHC{ Of Option 100(2 M 100)2 At 3F1 IANA A|ZHCHO|
Option 101(&4 101)Z A& gL Ct

- DHCPv6+= POSIX0]| Option 41(ZFM 41)& A3t IANAG| Option 42(&M 42)E
ArggtL k.

Manual(+5): SECHe 2204 AIZHHES MehgL|c

o
2
mr
A
e}
>
N
nx
bl
o
>
o
n

— o O |
INTP 7|3t &2 U PTP AES EAIELICH.
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Network time synchronized capture(| EQ| A A|Zt S 712t F4A]): o 21 CHe| Zt 27t S A0 O]
OIX|E XN = JA=F 523 0| 7|52 B LICH

YES3

HEH3I

IPv4

Assign IPv4 automatically(IPv4 X} &%) =5 714 Q0| W E

SHPES 508 2ISte S ot H IPv4 Xhs IP(DHCP)S M Bt LT FEEEIN EEERY)
= XI5 IP SIEHDHCP) AR 3= Z40| Z&LICH

=]
IP address(IP =4): & X|0| 1QTHIP FTAE QEHSIAA|
FCbE

= HSIMAIQ I IPFAE ZL FAILAQRSHER
22|l 9T Lo A9l SterE 4 oSLTh SES WX ® 18 P 545 Seop|
Aol B9 Bl xof A ol3te 20| &Lt

Subnet mask(MEUYl OfAF): M EY OIATE S LAN(L
FAE FOIPLICL LAN Q22| B & FAE 2IRHE 812

Router(2t2E): CIE Y EQA Sl HERI MAHE AZE XS HZES= O AL &= 7|=2
22 E{(H 0| EQ0))Q| IP =AZ Q|23

TL= d=

i:
n

Fallback to static IP address if DHCP isn't available(DHCPE Al2¢ = Q= AL 1™ IPFA
2 W) DHCPE A2 + g1 P 74 AIS02 SEE 5 gk 39 A=
e RN

H|Z

DHCPS AFSSH 4 Q11 BAI7 DY T4 IhHE AFSSHE 32, 1 FAL NHE B9lz 7
MEIL|C}.

IPv6

Assign IPv6 automatically(IPv6 Xt-& &) IPv6S 7410 HE QA 2t EH 7t & X[ IP A E Xt
S22 LSt & St MEfgL(CH

Il

SAE 0|

Assign hostname automatically(S A E 0|%%
EO[S2PFAE HEOR YL EE of2i0 A

MEASHL Ef
Hostname(2 A E 0| 8): HX[0f HMASt= CHE YYOR ArE0I{H SAE O|§ES 322
YUSSLICE M EOM SLAIA” 20 = SAE O|F2 AF8YLICE H &&= A= A~Z a~z,
0~9, -QiL|C
&% DNS H|0| E g/d3t IP FATF HAE WOt YA M =0 WY MH =35 XS 2
YOOI ESLES S{ & LTt

TTL: TTL(Time to Live)2 DNS 2| 2 EE
2LCh

18

HIO[E3OF ot7| MK F=OHA 7AI&l= 7|2ts 278
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DNS A H

Assign DNS automatically(DNA X}£ &H2H: DHCP A{b{7} Z4A T Q1 9 DNS Mt =AS EHK|
O AtsL =2 oA otefH MENSHL|CL i 222 HIE%EOH CHsl Ats DNS(DHCP)% Hye L
C}.

Search domains(= 0|2l *_'.*). MAste | | 2 SAE O|ES AFE5I= 42 Add search
domain(ZM EHQl F£7HS S5t XL AL St 2 AE 0|52 AMY =02l S YL
C}.

DNS servers(DNS A{H{): Add DNS server(DNS MH =7}
BHLICE O M= LIEQ0IM SAE O|2SIP T2

DHCPE H|2g5}5tH 2 AE O|F, DNS MH, NTP S A5 H|E 9|3 #4901 2|&3t= 7|50 &

HTTP % HTTPS

HTTPS= AFE XAt T O|X| 2% S & ME{ O M HistEl
YLICH Ao otel §2 neh2 ME o 42| e

XM HTTPSE ArE3%I2{™H HTTPS 21
System(A| AEll) > Security(&H9Q 0
Allow access through(2 M| A | &):
HTTPS) T2 EZ & CtE S8l &X|0f
H|
HTTPSE E3
ol L|Ct.

HTTP Port(HTTP ZE): AtS & HTTP ZES Q2{StL|CL A= &
°| BEXES *1R°“—|Ef SE|RI2 =

|O]X|0f CHet ==t H|&S
HTTPS QIS M-E AHE31H0] 2| ELIL.

rr s

EXt7F HTTP, HTTPS &= HTTP and HTTPS(HTTP &
}EE O-|-9-°|‘X| A—| EHoI-|_| |:|-

200
N
O}

ror
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n
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o
ﬁ
m
r|r
ox
o
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=
o
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i
=t
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ot
z
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o
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»

[l
ro
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ox
Ho
i
=
o
o
w0
ox
0
10
He [m
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i
oo
1
ot
1>
H
30
[> <

-
|

HTTPS Port(HTTPS ZE).
Hele R= ZEZ 5188
Cict of #¢jo] =2 AFRSIE Za st BAIE L

Certificate(Q1=A): & X|0f| HTTPSZE &t 43}t

O >
0l
ot
T
—
—
Y
wn

HEQAHM zZES

Bonjour®: L EQI A X5 HAES 5| 25t2{H MEISHL|C}

|
Bonjour name(Bonjour 0| 8): £/ 30| EA|% 0|28 /i3tL|Ct 7|2 0|22 &% 0|21}
MAC 7Q)\OI|__| |:|.

UPNP®: | E9{Z0) M AHE ZA2 583} 2{2 MederL|ct.
UPnP name(UPnP O|£): { EQ/30]| EA|E 0|22 Q243tL|Ck 7|2 0|22 & X| 0|2 1F MAC
=AQIL|C}

M H

WS- 7.:1*—." HEAINM A5 M-S oot H *JE—*.*E.”-IEF.
7-I

OI'

I LLDP 2! CDP7} 8|8 &|X| Qoo
AT oA erert £X12 o 2o421 ot o 25l
r

=
o = =
Neighbors(FtH EX|): 3ot HES A0 HAE FH X0 Ciet L E E{H S LT




One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AH| A= = QXK AL} ANAIZE S =351 FAHY| £ oF
Mo

Allow O3C(03C 5| &):

- HEE V= SUYLICE O3Co AZASIAH HX|O| XH|of HES +ELCh A LA o}
ot & Ef LEDZF Ze U M7HX| HES s RCH SALEL 2 +ELICH Always(24f) S 2t
ot AZ JENS FA|SHS H 24A|ZE O[L{Of| HX| S O3C ME| 20| SFLCL SEHA|
Eo B YKo 03C HZO| BAHELICE

«  Always(Zd): A7} QIE|US S8l O3C AH|A0] Cot AA S X|HHO 2 A =gtL|Cf
XS SEotH A2 SEI7F A2 L Mol HE0| £0] FX| f= d% 0l 58S ALESH
AN 2.

« No(0}L|82): O3C MH|A HZA S | &L C}.
Proxy settings (ZEA| %) L3t A TEA| MHS Qais10] TE2A| AH{0f S| T}

e
(o]
a
Hl
m
©
=
[>
=2
>
ol
m
rr
[> K
|m
E g
i
i
I
A
Of
>
>
ro

Login(219l) 5! Password (I}
EREETIES

Authentication method(21Z HitH):
« Basic(7|£): 0| &HH-2 HTTPO|| sl 7Hat = 2Hd 0| F ot oI F | A I L|Ct. Qs | K| @
A il | D

= A& A} O| S 1t If igest(CIO|H[ A E) &M E L OHH
SHA| B & LICH

+ Digest(CIO|H|AE): O| $&H2 & HIEQZE Sl 2ot WA ES HESH| WE
of o Q&L Ck

*  Auto(X}E): 0| S8 S A8 E X|RL|= HHof et TX|7F 1T WS MY = Us

LIt 249 ?|= Digest(CIO|H| A E) &, Basic(7]2) L& =X

o
S 7|(0AK): 27Xt 215 7| S 7t 22{H Getkey(7| 7tH 27])E S Y LICE 0| A2

T
£

—_—1
u
mx
oz
I
r

2FA 2l
X7t S2tHO|LE ZEA|QO] QB HZEE 20T 7S L

SNMP

SNMP(Simple Network Management Protocol)E O| 23510 HER A AKX E dHo 2 22|gd = R
SLCt.
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SNMP: A28 SNMP A S MEHSHL|C},

« vlandv2c(vl 8 v2c):
- Read community(2{ 7| #{L|E|):
sho] = ZRLE 02 @2
- Write community(227]| #
7| Moto| U= HRLE| O
(227[) & L(Ct.

~  Activate traps(E3 EM3}) E¥E 1S BHSE B HY
|

| = 2= SNMP 24| 0f CH3l 27| H& A
| 27+ public(Z271) 2 L|C}.

=
BLIE|): x| 2= BE SNMP 24K|0f ChoH 97| Ea m
S YBLICHE I B 24K Kl2l). 7|23t write

= O 1 — HA'—

g0t S0t O|lE = HE| HFO| TSt HA|X|S 2| A| S| 28 L[C 2
OB H|O| A 0f Af SNMP v1 Sl v2cOf Ciiot ERS 28e 4= QS L|CL SNMPv3e 2
HZASIHL SNMPE 11H ERO| XtE&2 2 THEL|CE SNMP v3E ALBSH= B9
SNMPv3 22| of SE|AH0| M S Sl ERE 282 = AS L

- Trap address(E& F4): 22| MH|IP FA E= TAE 0|52 YEHSIMAIR

- Trap community(E& | FL|E|): ¥X|7} 22| A|2B0| E- HA[XE 22 L A

8 HmLUEE YLt

- Traps(E#):

- Cold start(Z2E F8): YX[7} A2t E [ E® HAIX|E 2Lt

~ Linkup(Z3 &) 237 CHSOIN QO2 MAT HS E HIAIXZ 2L
C}.

~  Linkdown(ZA C}2): A7} YoM CHE o2 HAE HS EH DIAIX|2
YL

- Authentication failed(21Z AMil): Q1= A| =7} AMI|SIH E AKX E & 'H
L|C}.

H|l0

e V3:SNMPV3= ¢33 8l HOtUS E K ZSt= ECFOHNSE HA QA L|ICEH SNMP v3E At
St 227 HTTPSE S3l| TEE| B2 HTTPSE &doldt= A0| E&LICH o MTHO|
= GAAE DB K| gf2 SNMP vl 8l v2c ER0| HM| A5t= S AR gL LY.
SNMP v3E ALEdt= 42 SNMPv3 2| Of Z2(#| 0|82 o ERMES 28 &= UASLICL
- HUHE B3 SNMP HO|E{E 250t O AL S YD ot WAS MESHAAIR
- Password for the account “initial”’ (‘X 7|' A|™Ho| T AL E): O|= 0| 'initial' @l AHH

O| SNMP I|AQEE Q24StL|C} HTTPSE &AM 3}8HA| U INAQYEE Mast
% QUX|8 FESLX| QZLICE SNMP v3 Tj A9/ E = S HBH S 2 97 HTTPS
7t gAslel Z20ak Bl 20| SELIC A ES A IjAgE I
74O O HA|E|X| QL CH IIAYE S CHA| 278512 YA E 3T 7|2 273
OS2 T EHSHOf SLICEL A E = AR E FM S F46l0f LT A F, on
page 612(8) &SI A| 2.

HZAE 20| E

A4 L AR S20[AUE =5 BA|Z L L}

PHOIEYLICEL F50= 2 HE

View details(M| 5 At 7)) HZE SE0[GE S5 H0
O|IPFEA, ZR2EE, ZE, ME| U PID/ZZM AT EAIEL|CE

HL
ro

re
ol
x
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(Z2}0|H E/A{H QI
S

SCI0|AE/MH IS M= X2 IDE F = A2 CAQF 7|20 M
Yee T ASHOE AN MY ASM = Mot B2 HS5HH CALA ASME 27| H

T_LMlzl
MA| Mg 4= ASLICEH

- CAQUSAM

0

IS £0f, &X|7}IEEE 802.1X2 S &
F ZX0= of2f 7He| ARd EX|E

0

A E= 42ttt ga Ut

L O 1 E
. Q=AM HAl: PEM, .CER ! .PFX
« 7§01 7| HAl: PKCS#1 G PKCS#12
TR A

HXE SY SOt A 7|24 2 MEFotH 2= AS M7 AXE L AFE ZX[El CA IS M
7F CRAl & X[ E LI L.

_|_ Add certificate(QAS M F7I) : QASME F715t2{H SEISLICL A S 7to|E7F S E LT

+ More ™ : S| LE MeEHSt 27t WE 2 HA|SHL O}

« Secure keystore(HQF 7| H{FA): 7| Q1 7| S QM S} A X ZSt2{ M Trusted Execution
Environment (SoC TEE), Secure element(& Qt 2 2&) &= = Trusted Platform Module 2.0
2 MEBLCh MENS 20t 7| M0 TSt ARA|BH LI 8-S 22{ B help.axis.com/axis-
os#cryptographic-supportE & ZESIHMA| L.

. Keytype(7| 9): O15ME Bodi2p CECOIS 2204 7|2 Y53 A n2|S0[Lf Of

0z
Ofok
=2
1=
rir
=
ar
=2
rir
|
Ojo
o
Hl
oo
I
-
n

» Certificate information(QSAM ME): AX| =l 2IZ MOl &4 S FL|C}.
« Delete certificate( S A AHA)): 2l

y Q
+ Create certificate signing request(QSM MY @8 MM). C|X|E ID QIS M E AHEL7|
Qs S5 7|20 2 2ISM M 2F S ddgL L

Secure keystore(HQt 7| X &A):

« Trusted Execution Environment (SoC TEE): £t 7| M & A0 SoC TEEE AL-E235t2{H MEH
2 LIC.

« Secure element (CC EAL6+, FIPS 140-3 Level 3)(& 2t 2 4~(CC EAL6+, FIPS 140-3 Level
3)): 2Ot 7| MEAO EOt QAE ALRSIE{H MEISHL|C},

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 &j|®! 2): E Ot 7| K& A0 TPM 2.0
= AH85te{ T et L CL

HEHI E2 Ho X =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

Ef

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

Internet Authentication Server) 2! L| Ef.
IEEE 802.1AE MACsec

IEEE 802.1AE MACsece O|C|0f 2\ A
X o|&}= [EEEC| MAC(D|C|0f QA A 74

A GLol XtH| Q1SS Al=T L Tt

ISME ALES I Axis T+ A| K| Bl OIS AH= EAP-TLS(RHY 7t QI8 Z2EZ - TS A
5 HOhE AFESIA CIX|E ABMz ANHez Q5oL Tt

X7t QISME Sofl E2|= HE/IN HMAg + JA=F ot EH MBE SEH0[UE

S ZK[0f X[ OF LY.

o
Client Certificate(E2|0|H E @I

= MH = QIS ME AR3I0] 22f0|91E 0| IDE QI gtL|Ct

CA certificates(CA Q15 A): CA QIS M E MEHSIO] Q15 MH{ Q| IDE 2fQIgtL|C} IS M E MEHSE
K| o m Ax|s HAE HEYA0]| 2Helo| XA OS2 AT

EAP identity(EAP ID): S2}0| 1 E Q15 A9} G THEl ALR X} IDE YHBHAA|L.

EAPOL version(EAPOL HHH): 4 EQ A A QXM AFE &|= EAPOL M-S MEHSHL|C}

Use IEEE 802.1x(IEEE 802.1x A}2): IFEE 802.1x T2 E 22 AR5t T AMEHSHL|C}.

OlZ HftH O = IEEE 802.1x PEAP-MSCHAPV2E AF23= Z20( 2t 0|23t MM S 0| R

+ Password(Zj A E): ST AL X}LIDO| INAQEE Q24T C
- Peap version(Peap B{H): 1| £/ 3 A 9| X|0f A AR E| .= Peap B{T S MeEksiL|Ct

« Label(3|0|2): 22}0|Q1E EAP 2ASSIE ARSI H 12 ME4SI D, S210| QI E PEAP 243
otE AEote{H 28 MBI LICL Peap M 15 AHESHE B2 HIE ST £9|X|7F AHES

= g|0l&2 WL Ch

IEEE 802.1ae MACsec(® X CAK/AIH 28 7))2 Q15 HHHo 2 A= ZL0)0H 0|23
= 0|82 = Us UL

+ 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLICE CKNS 917 B20| M 250 2 2 A8|0f 3, 420 MACsecS
ot P9 AEZ oM LKXIBHOF 2L Tt

© 71X A B 7L AF o 7(CAKS BT 32X S = 64X19| 1681010
C}. CAKE Qi gh2iof M -5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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AXIS A1601 Network Door Controller
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Blocking period(X}ct 7|ZH: 2 Xt
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Blocking conditions(
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Ct.
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Firewall(8}$}H): Ut H S =M 5152{ ™ A L|C}
Default Policy(7| 2 dX): 20| M CHEX| U= HZ QHS WHO| O{E A XNe|2X| MEdTL
Ct.
« ACCEPT(5{8): &X|0f CHot = HZEZ S S{ESLICL O M2 7|2 Y& J}SLICEH
« DROP(HE): &X[0f izt 2= HZES ApEHetL T
72 Mo o2 E MEStE{H E™ T4, T2EEE U ZE A X0 CHet AZ S 5 ES5HHLt
KtEtsh= 22 e = &L
+ New rule(\| € F7I): E2 Mot ™ S =Lt

Rule type(£& §%):
« FILTER(EH): 0| FolE 7|Fnt LX|St= K| HZEZ & SHHLt XpEHSH2 ™ MEiSt

L|C}. e

- Policy (g4 ™): 2ot E0] L3l Accept(=E}) L= Drop(HF)S MEIRL(Ct

- IP range(IP 'HS|): 5{ &5t AL XtEte A HRIE XS =& MEATILICE Start(A|
XH 9l End(Z)0l| A IPv4/IPV6E AFE SHL| T}

—  IPaddress(IP =A): 52381 7Lt AFCFS} 2= ZAZ ©1243IL|C} IPv4/IPv6 L=

CIDR &AlS AMRBHLILH.
- Protocol(Z2 E&): 5{ S} Lt Kpthed
El

MebstL|ch T2 =28 MEsts 4

- MAC 38817 Lt ATkl RX| o] MAC o
- Portrange(ZE HQ|): 5| 25| AL} Kttet TE
Start(A| %) 2 End(E)0f =7FghL(Ct

- Port(ZE). 5| &5t AHLI A CHSte{= L E HS B Y L|CL ZE HS = 10 M
65535 AF0| 0fOF &FL|C}.

- Traffictype(E2|T 9¥): 58317 Lt XTHlal s 3T 9¥S MegLIC
~  UNICAST(RLIFHAE): T+ AR} EH S AIRLO|A| 2 L= EF QL

C}.

—  BROADCAST(HEEJ|AE): CHY BHAIXI7} HEQT0| BE X2 HLj=
E2HT{Q) LTt
~  MULTICAST(HE|FHAE): S}L} O| 42| LHAIX}7} BhLt O 42| 4= AR &
e Eahm QL ct.
« LIMIT(R|3H): S0 Fo| =l 7| =0} AX|sh= T2 HHS $248hg], IHE
7| 9fe) Mghs X eote{w Merg|ch
~ IPrange(IP H2|): 5| 2517 Lt XTI A B2 X|HELE 2 MEHBHL|TE Start(A]

rot

I Ea

A

= 20|

Zt) U End(Z) 0| A IPv4/IPv6 S At EFL|CE

- IP address(IP F4): 5| &5 ALt XtCtot = FAE AL} IPv4/IPv6 E =
CIDR HA S AL 2L Ct

- Protocol(Z2E&): 5| 85| 7Lt Attt U EQ2 T2 EZ(TCP UDP EE= & ChHE
MEHSHL|CL Z2E2S MEISIE AL, TE T X| M| OF &L Ct.

- MAC:3{88}7{L} XEHstat s X o MAC T2 5 2Bt

- Port range(Z E H9|): 5| &5t ALt Xjote L E HQE X|FSH T MEAGLICt

Start(A| %) 2 End(8)0] =7FgfL Ct

- Port(ZE): 5| &o| AL} XAt EHdtes ZE Ho & AHSLICh ZE Ho = 104
65535 A}O|Of OF ©+L|LC}.

- Unit(THl): 518 StALE At Bt 1A RS MERRLICE
- Period(7|Z}H): Amount(Zl =)t 2HAE A[ZH 7| 2HS MERSELICE
- Amount(Zl): 47 &l Period(7|Zh) LHOf| ZX|7t AL = U= Z|f H+E 47

o LI 2|0 242 65535 L LY.




- Burs(H{AE) HHE Period(7|7h SOt 3t B 4
ol o1 B4 C
Nyd L0 sigguc

- Traffic type(E2| = S&): 5| ALt KIEtS
- UNICAST(S.L|F|AE): THQl BFAI X}
C}.

- BROADCAST(HZEFHAE): B HAXIZHHEQ S B & HAZ2 Ef=
EafmiLict

~ MULTICAST(ZE|HAE): 5fL} 0| A0| S AIR}7} S}t O 4F0] S AIXFOY | &2
syt

Test rules(B| AE Z): Mo|st 22 E|AES{ T S 2/5tL|C}
« Test timein seconds(X EtQ| H|AE A|Z
* Rollback(Z%): = HAESH| Tl 0| HEHZ St

o
= =]
- Apply rules(8 M) HAE5}X %1 58 BA512 M 2L 0|HH sHe 22
oLA| 2L C

AF2 X} o] M HE AXIS OS QIS A

K| Of| AxisO| HIAE AT EQ 0| EE= J|Ef AFE XL HOo| AT EQ O E MX|SHE{H AR X} HO| A
| AXIS OS QIS A7t ZQBtLICE OIS N = AL EQO 7} TA| &R Xtet Axis B0 Ofs S0l
x F Al

Install(GX]): QIS M E HX|5t2{H S2tL|CH AT EQO|E MX[St7| Mo QB ME MX[sl{of

© JE &= Hwol= LhE0| ZehE L
o

« Delete certificate(Q!

of%
x
1z
R
o L
ol
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s
1z
>
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>
>
to

A

A AH
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A

+Add account(AH|8 F7h): M| A2 =715t ™ S2IgLICt Z|Cf 100742 AE S =7t =
&Lt

M-

Account(A|®): D93 A|H 0|22 etk

New password(M| 2| E): Ao A E S g et L| T T 29 == 1~64Xt HO| O OF Bt L
O 2R, 24 TEE, U5 7|3 £ olaf 758 ASCI 2XHA S 32~126)1 | A Q| E0f AL & &

QlAL|CH
Repeat password(Zf A Q| E HHR): S USH I AQEE CHA| Y BHL|Ct
Privileges(#oh):

« Administrator(22|X}): 2= MAHO| M S| H M| ATHL|CF
HOIE A MAY = A& l—I Ct.

 Operator(23X): Ct= 1|9|6+ DE A AMA 5= ASL T
- EE System(AIAE'“) M

E
«  Viewer(R0{): 2382 HEL = A= HEHO| iU T

|'I-J
u
Z'_

i
IJ

rm
é
ﬂJIO
)#
1634

| Mg 2 R0l Cho| g Lt

MQTT

MQTT(Message Queuing Telemetry Transport)= At= |E1 QoS ot EZ HA|IN ZE2EEE
YL|CE B2t El [oT S8 2 ol 2AEReH 22 AE 57 F(small code footprint) 1} Z[& 4| E
?3 EH@.%BE QA7 T2 HAZBL7| QB CHUSH AQIO| A AFR ElL|CF. Axis RHA| AZE Q09|
MQTT EEPOI"*E% %5H X 0|M BdE HoJH I O|MIEZ HIC| OjL|X|HE A= E Q0]

7|7|1E MQTT 220|AE 2 AFSIL|CL MQTT S412 S2t0|QELt B2 al= F AEE[S 7|
Hto 2 tL|CL 20| EE HAIXE EWL &S & ASLICL E2FH = SEH0|HE 7| HA|
A2t ES et

AXIS OS X|A] #0201 M MQTTO| ChaH XL 8] 2ot 4 eLict.

ALPN

ALPN-2 22}0|Q1E 2 i 7k 01 Z10| SHE 0| 3 EHA oA OfZ2|# 0] M =2
U7 B TLS/SSL ST QLICE O] HTTPS} 20| C}2 B2 = 50| A8 El= 59
MQTT 2§52 2a8ist O AFSELICE 20| T2t MQTT S8 M8 o= Jjufel mEvtglg

| g
S QIELICH 123t Z90| SjZ M2 ALPNS ALSSIA a0l 518 &l 52 ZE0|4
MQTTE 0jZa[7o/ T2 22 AFBEX|E Zaets ALY,

MQTT EZj0|AUE
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Connect(¥Z): MQTT 220|HEE H 7L}t BL|LCL
Status(&E): MQTT E2}0|AHEQ| XY MENE HA|S L L
2027
Host(SAE): MQTT M| TAE O|& L IP FTAE YHSIMA|L.
Protocol(Z2EZ): AI2E T2 EZ S AENSHL|CF
Port(ZE) ZE Ho E QAHBHL|CT
« 18832 MQTTover TCPO| 7|22 L|LC
« 88832 SSLE E3HMQTTe| 7|24 & L|Ct.
. 802 9l A E3HMQTTO| 7| £ZFQIL|C}
¢ 4432 9 A% HOLE E3 MQTTO| 7|2 L Ch

ALPN protocol(ALPN Z2 E&): MQTT E27] g— XL HSSHALPN Z2 EE 0|22 2istL|
Ct. Ol= SSL2 St MQTT & &l A2 Eoh3 S0t MQTTO|2F M 8 & L|C}.
Username(AL-&X} 0| §): S 2t0| A E 0| M M Of AN ASHY| QIS A S ALEAL 0|2 LBTtL

Ct.
Password(Tf AL E): AL X} O| 20| A QY EE Q& THL|CL

Client ID(22}0| Q1 E ID): 22}0| O E IDZ Ql2{8tL|C} 2210|091 E Al XH= 2 20| E 7} A H
Of IZTF M AMEHZ FAE LT

Clean session(Z 2l 1I+i)- A4 S A SN Alo| SEFS MOjtLICH MENSH A 3 A SiK|
Al AFE) X & 7F ARl L CF

HTTP proxy(HTTP T EA|): |C} Z10|7} 2551}0| £ 0l URLYLICH HTTP T2A|S AL S} @
HH HEE HY & = USLICH

HTTPS proxy(HTTPS &2 A|): £|C}j Z10|7} 255HF0| E QI URLYL|Ct HTTPS T2 A|2 AFRS}X| &
oM HEE H|® & 5+ UASLICH

Keep alive interval(ZtZ §X|): 22t0|AET} 71 TCP/IP A|Zt MISHE 7|CHE & 810] AHE O
Ol AHEE == Ql= AIEE AR 5= AS LT

Timeout(A|ZF H|2h): HZAO| 22 E|= AlZH ZFA(Z) YL T 7|24k 60

Xl FH H5AL MQTT client(MQTT S2t0|AE) RO 1A HA[X] B LWT HA|X|2] Z=H|0f CH
oF 7|2 200 MQTT el RO A Al =AM A+ E LIL.

Reconnect automatically(X} S22 T HZA): A4 siX| = 0| HETI AFS 2= CHA| HZAB| OF
Ste=Xl R E X dgL L.

HAIX| HA

AZo| A E W AKX E EEX| {2 E X|FLIC

Send message(H|A | X| HE): HA|X|E EL2{ T AL 7SN 2.

Use default(7| 22} AF8): At 7|2 HAIX|E YEHSIHH DHA|IL.
Topic(E®): 7|2 HA|X| Q| FHE = erL|Ct

Payload(H|0| 2 E): 7|2 HA|X|2] | &S L=HTtL|Ct.

Retain(f X|): O| Topic(FH|)0i| A %EPOI HENE FX|SteH MERSHL|CY.
QoS: I Z S EO Lt QoS A5S HAT L.

Ofx| 2 < HA|X]|

|IOI-
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H| A|X| H%): HA|X|S & LH2{ 01 Ap
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(£T): 7|2 B A|X|Q| =S Q2igt|ct
Payload(H[0| 2E): 7| 2 | A|X| 2| Lf& S Y& TtLICH
Retain(X]): 0| TOpiC(-’F-Iil)OHH %erm OlE AE|Z QX|8}2{ B MEtSHLC

QoS: I 7l S E0f gt QoS AlE FL|CF.

8
=
= -
S E¢) gt ElEL|C},
=3
o
=

2°EoHM 2.
1

[[OF

MQTT A|A|

7|2 FH| F5AL A8 MQTT client(MQTT Z2t0|HE) "0 A FX| =X BFAH0]| Zele 7| =
FH B FALE M-S0t E dER L CL

Include condition(ZZ4 Z=&hH: MQTT FH|O|A ZHE M HS= FTXHE Z&ote{H MEISHL|CH
o A

Include namespaces(U4| A A5 0] A EH): MQTT =X| 0| ONVIF K| Lj| & AL 0|
MEfSHL|C}.

Include serial number(¥ 2 S mshH: MQTT HO| 2 0f ZX|Q| U HS E kst MEH
Lk

+ Add condition(ZZ F7}): ZHE F7t5l2{H S 2oL L}
Retain(FX|): 0{ MQTT HA|X|7} 72 HEE =X FolgtL

«  None(813): 2= HAIX| 7} Bl 7 X| SEf 2 TSR LIC

+  Property(£4): At 25 Jh5 IA|X| 2 S AEf 2 & LI Ot

o AN(EF): JE =8 7ts A HEHE FHY 5 Qs HAIXE 25+ 22t e =2 YL CH
QoS: MQTT 2o Lo Jot= 2f ¢S MEtetLCt

0l

MQTT 75
+ Add subscription(8 5 F7}): Ml MQTT =52 F7tst2{™ S 2oL Ct
Subscription filter(71 = 2 E): 2 =5l2{ = MQTT X £ YHSIMA| L.
H| 2
= 2HE HY5ls 42 A& O EL YH|O|ESHOF & LIt
Use device topic prefix(% I| FH HEAIAIE): 15 ZHE MQTT X0 AR =71t Lt
Subscription type(1 5 §9
) §$E|'_t|e|:'f55(é>*EH =X %7}%): MQTT HAIX| & &El 5 E7t5 HAIX| 2 Hetste{ ™ e

« Stateful(¥Ef =X 7}5): MQTT HA|X| & =H = HEtsI2{H MEiSL|CL HO|ZE& &
Ef 2 AFEE LIC.

QoS: MQTT =0 sl RSt= 2f &S MEgtLCt.
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View the audit log(ZAl 21 E7]):
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TEDEESS

.
S8 A

HEQR =X Moz ASM L= HAQEQL 22 DD YEIL ZEE 5= UF UL
HERR =M M2 HEI ESS 7|50t M E &8st Hl =85 & + UASH L
Trace time(FX A|ZH): =8 7|ZHE E= )& 151 Download(CH2 2 E)E S 2 LICH

| 229 #F ULt SyslogO M= I31|)\|7<|§ ddots 2ZEL 0], Ij1|/\I7<|% X gt
A S HD B ZM5E AT ETJICH S w8+ Ao 4
S LIEHH = A|E REJF BA|R| D AMZHE £=F0|

T Serveruist) 4 AfeiE %5ko12iet BEoHAIS.
Host(BAE): A|B{O] SAE 0|2 L= P =AE Q248 L},

Format(Z): ALE ¢ syslog HA|X| ZEHS MERGHL|C

o Axis
« RFC3164
« RFC5424

Protocol(Z2EE) AIEY T2 EZ ME:

. UDPU|E MA ZLE:514)

- TCP(7|2 M% ZE:601)

- TLS(Z|& 4% ZE:6514)
Port(2E): CtE ZES AFE0IH{H ZE iz S HEYLIT
Severity(tlZtk): E2| A2 I HE& HAX|E U= LIC

Type(RQ): W&t = 21 rgs UEELIC,
Sk

=
Test server setup(MH 8™ HIAE). AHE
Ct.

CA certificate set(CA QIS A MH™H): sixfo| M™HE 2AQUSIAHLE QASME FT}eHL|CH

ob7| ol 2= ME O HAE HAX| S 2"
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X2

Restart(R§ A &}): ZKX|S FHAIZBELICE O] = 2 X 2750 S FXA fELIth &2 S oS

Ao|MOo| Xts 2 2 XY A|ZHE LI CE.

Restore(F§1): | F 22| A2 ST &I A| 7| 24U E E|S2|MA|L. LHEO
TS AP X E| X %2 2 E W2 CHA| E XS0 O|HIE T 2| A2 CHA|
S Akt

S 2 ML Yt A2 St & LCt

. MBU OAZ
« 8021XAH
« O3CAHH
« DNS AMHIP
Factory default(&
20| ZX|off UM 2

H| 0
BE Axis A 2T EQ0= C|X| 2 MBE|0f K[| HS e 2ZES

Nzt Jy

oL A| 7| 2ULE K[E2[HA|
Ct

o X
Ct. O A St Axis ZX| 2| HEMH Ol X[ ALO|H 2Ot =55 HZ =Y 5 ASLICE AbM|et

L2 axis.comO| A BH A "Axis Edge Vault"E EXRSIAA| L.

2.1

AXIS OS upgrade(AXIS OS ¢ 20| E): Aj AXISOS M o 2 20| =L C} A 2 E2|A0 =
e El 7l I =8 H 25| M2 7|50 =gt E LT °*o Z[ A AXIS OS SE2| =& A8t
= 70| E&LC}. 5|A_| EEIE|§§ Ct2 2 E3l2{ ™ axis.com/supportzZ 0|5 &fL|Ct.
P 0|EE I Tt M 7HX| S SO HEiSl == QS LT}
« Standard upgrade(;H-.—.-_— =|:lE1|0| E): AH AXIS OSHMo =z g o|EstL|C}.
+ Factory default(Z7% £3} Al 7|22 @1 120|=3l01 = MH S BH =3} A| 7| 2310
2 g2l A2, 0| SN2 Meis}nl 30| = =0f ofF AXIS OS HECZ E|ZE + ¢l
S L
« Automatic rollback(X}-5 StH): M™M= A|ZH LHO|| Y1 0| E8ID Y1 0|EE QIS4

A 2. 2tOISHX| gto ™ ZFX[7F 0| AXISOS H{H 2 2 | =0 L Cf
AXIS OS rollback(AXIS OS ZHH): 0| & 0f| A%| =l AXIS OS B{M O 2 g|=2/L|c}.
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