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+ About("E): LH°J|01 HE W oA Ho 5 Zatsh X §EE FL|CL
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HTTP port(HTTP ZE): AI2% HTTP ZEE Y TIL|CH L E 80 L& 1024-65535 Q2| R E L E I} &
SELCL H2|X2 22018 A4S 11023 H9lo| TEES Y2 +5 YSLIC, 0] Helo] BES AR
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HTTPS port(HTTPS ZE): At
7t 613=. L|Ct #E|Xt2 239
AHESHH Z 07 A E L L

Certificate(2 S M): A0 HTTPSE Zd3tot2 T AT M E HEISHUA L.

HEY3 ZM Z=ES

Bonjour®: WEQII0|M At5 AMS 5 8ste{H 0| M S HLCt

Bonjour name(Bonjour 0| &): W E{ 30| EA|E 0|52 &ETLICE 7|2 0|52 ¥X| 0| E1F MAC FAYL
UPnP®: L EQ{I0|M Ats AMS 5 8ste{H 0| M S AL

UPnP name(UPnP 0| 8): L E2(A 0] BEAIY 0|52 YTLICE 7|2 0|2 ¥X| 0|1 MAC =AY L|CH

WS-Discovery(WS-ZM): HEQIOA XI5 HM2 5{85t2{H 0| M2 HLICH

One-Click Cloud Connection

One-click cIoud connection(03C) J-f 03C At H|¢E o= XMLt 2to|E X =3} = HIC|20] &0 ot™3t
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Allow 03C(03C 5| 8):
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Proxy settings(ZEA| 47Hd): ZQtt 42 TEA Y2 Y50 ZEA| M0 AZTHL|CH
=

Host(SAE) TEA| MHo| TAE Q&HStL|C}
Port(EE): UM A0 A= ZE HSE QAHBAMAIQ,
Login(219l) X Password(I{ 29 E): ZR3t Z2 ZEA| MHO| Tiet AFEX 0|8 X HAYES 2HEY

o
Authentication method(2! S ).

MBHL| O},

. AutO(XPE). Ol SME AHBSIH K|l

M +=%|= Digest(CIO|HAE) 23 Basic(?|

Owner authentication key (OAK)(2R-X} 215 7 K
SESIHA|L. O] A2 &KX 7t et o| Lt

2l

{2 axis.com/end-to- eno’ so/ut/ons/hosted _services &2

+ Basic(7|2): 0| G &2 HTTPO| Lol /b =td O FO 215 HIA| 2L|CH Aotz X 2 AL A
O|E1t AJYEE MHZE HE5H7| 20| Digest(CIOIMIAE) & & H Ot HFSHX| 9b& L|CE,
. Dugest(EPOIIﬂ*E) Ol 2 S HERJIE Solf =otel HAJEE TESHY| 20 & o
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SNMP(Simple Network Management Protocol)& O| 2310 HET HXE |Zo=2 #e|g = JASL|Ct
SNMP: At&%E SNMP H{ M S MEfBhL| T
« v1 and v2c(vl ¥ v2¢): N
- Read community(2{7] R LIE]): X[ E&= 2= SNMP ZiA|of Clis 17| M8 AP0l U= A
FLEl O|ES ::I HotLlch V|22 ubllc(-'-7H)°"—|':f
- Write community(2 7| 7'|-F|'-'-|E| X °JE| B2 -= SNMP ZH[0f| Cis &f7|/27] #oto| U&=
7L E| O] &2 YT LICHE | g A Al 7|42 wrlte(‘*7|)°'L| C}.
- Activate traps(EH #4395} EMENE & SEPOFﬂ HAMA R, X = EMZ AIESIY &
23 OlHE EEE AbE B ZHOf C ':H_ H A XS 22| Al A" 2R CE ZX] QI E H o] A0
M SNMP v1 & vocOf Lot ERE 278d 2= ASLEE SNMP V322 BIZ5L7{LE SNMPE
1nH EHO| XFEQ THELICE SNMP v3E ALESt= 22 SNMP v3 2| ofE2[AH oM 2
S E™MZ *"7833* = UELILCE
- Trap address( H -’f- ) BE| MHO| P FA E= SAE 0|28 UHSIMAL. N
- Trap community(E® HRJLIE[). X7 22| A| AR E& AIXE EY I} AHES
{7 LIEIE &Lt
- Traps(EE")
- Cold start(BE £8). X7} A ZE [If EE HAIXE E”LICE
- Warm start(g2 £ &) SNMP 8 H S HAS [ EH EHMW% 2L
- Linkup(¥3 ¢). 237 %Ef—i—oﬂ)\‘l AOZ HAE Z2 EY HAIXE EHL|CH
- Authentication failed(215 A 1ff): 215 A|=7t MIjstH E Pr:'.‘ HAIXIE 2 HLCF
&0
SNMP v1 & v2c E E.j"% M = Axis HIC|2 MIB EZ 0| ZdatE LICE XtAot LH&2
AXIS OS Porz‘a/> SNMPE B XA 8.
+ v3: SNMP 3£ 222 3 HOt AB E X Sot= ECF Mot M YLICE SNMP v3E A5 H
LI HTTPSE S MSEEE HTTPSE &M 3t5t= A 0| S LICH =3 M5H0| gle SHALALTE
LS BHE|X] 22 SNMP v1 E‘é vec ERHO AN ADHE AS WX SLICE SNMP v3E ALEDtE 8%
SNMP v3 22| O E2[AH 0|2 Sl EYMS - = Y& LI
- Password for the account “initial”( X 7|" A2 AL E): 0| F 0] ‘initial' 2l HH 2| SNMP If
AQEE LHTELICH HTTPSE ZMSISHA| YN IHAJAEE MES = UK P BESHK| %
&Lt SNMP v3 I AQE = S O MMSE 4= 0 HTTPS7F S slEl AL0|0 dYst= A
Ol Z& ULt WARAEE MYSIH INARIE TEVL O 0|4 EAIE|X| &LICH WAJEE O}
Al MESIHH BXE 3H 7|2 B Ho = fd ™o gL,
Connected clients(HZ E Ec}0|HE
View details(M 5 At 27(). X0 ¢lZE Z=E Z20|QEE E2{H 223t}
HOot
oAE N
ASME HERINAM ZXE 2E5t= O AHEELICE O] A= F 7HX| 89 IEME K& L|C
« Client/server certificates(Z 20| A E/AH QA S M)
S20|HAE/MH QB M= EX| 9 IDE HABSHH At MY = oM CAQF 7|ZhojlM LT = R
SLICH XAl ME 2B M= Hotel ESE H35IH CA 23 ASAME 7| FNKX| A 5= &L L
« CAQZAM
CA RIEME ALE30] m[0] QIS ME ASSLCE O E S0, ZA|7| IEEE 802 1XE B2 k= HEYA
of ZE A2 2F M| IDE BB LICH EX|0o= 0f3] 71| AAN HX|El CA QB A7t A& LILCE
XA gA2 ChEat 25 Lo
« QIS M A4 PEM, CER, .PFX
- WOl 7| HAl: PKCS#T U PKCS#12
S8 At
YR E S St Al 7|22 MUEsHH B E QS A7k ALK E LICH AFE AX|El CA Q1B M7t Tt
Al X g L|C}
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2 SE0M ABSME ZHESIMUAIL.
Add certificate(QZM F7I): ASANE F7tst2{H St Ct

.

* M™go 8= owol= CHEo| & E L
+ Certificate information(Q M B &) HX|&l ASMO| £95 SLT
* Delete certificate(2 SM 4H|): QSMS HASHLUAIL N
« Create certificate signing re quest(?.'%kl ME 28 4d): OXIE D 2dEME MHSHY| sl &5

7|20 2 QBN ME @F S Mg ot
IEEE 802.1x

IEEE 802.1x= =4 8l M HESI FX|o| 22t 2SS HIdts ZE 7| L
Z=QIL|C}. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7| &2 &2 L Ef.
O

EEE 802.1X2 B2 &= HER A0 HMASHHEH HEYD FX| 7t XA H .
MHOIN =" E|H, 2B O 2 RADIUS A{H{(0: FreeRADIUS % Microsoft Q! 1LA' 1S Me) Lt
3

ol

—_

M

CA QIS M g0 7 d5tH MH QSM R HAZL HZ2EetE D A= AZE HERI o 24 80| &t

= HZE HEYIof 2tA S0 XAl ¢l A

EAP identity(EAP ID): 220|HE 2S5 A HEE ALEXL IDE YA A
EAPOL version(EAPOL H{H): L EQ3 AQ[X|0| A AtEE|= EAPOL
Use IEEE 802.1x(IEEE 802.1x Al2): IEEE 802.1x T2 EZS AtE3}3

CA Certificate(CA 1S A): CA QS ME MO Q1S MEQ| IDE =HARLICE ASME HESHA| oW F
o | = 5

OIS ME AT [If Axis 781 A] 7|7] & Q15 M= EAP-TIS(E N 75 95 Z2EE - S 725 E9hHE At
8510 CIX|E QABME KHHHZE 1FTHL T}
X7t ABME 86l EZE= HEYIO HMAT = AULE St2{H MYE S20|HE ABZME T
Ko o X[3sf{of 2tL|Ct.
Client Certificate(Z2I0|HE QIS A|): IEEE 802.1xE AI2E ZSE}0|YE QS ME MEISIMA|R. 215 MH = 9l
SME MBSt 22t0|HEQ| IDE & olghL LY.

I-X|

Prevent brute-force attacks(2XIE L 22 x|

Blocking(’ X S): FAE Y SAS AEHSE AYAR FAE UY SH2 MY HE S8l =21

ol §E EE A3l 7| FEYUCLL

=
Blocking period(XtTH 7| Zh): FAE Y S A2 Xt AlZh(=E)S L LI

Blocking conditions(XtEt Z2). S=0| AIXE7| MOl 518 5l= £ AT LI A+5 YHTLIC HO|
A =zt X =& D50 {85 = 20 =8 28 = AsHH

IP address filter(IP &4 EE)

13
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Use filter(BE| ALS): ZXIO) AN AT 4 Qs P TS TE Yot B MHAIL.

Policy(‘8H): £7 IP =20 CHS KM S

= AL

A
Addresses(F2): A0 Tt HMATH S EE|AHL HRE IPHSE LHTLICH CIDR Y45 A8

A8 Xt HO| Signed Firmware Q15 A

oA

PRI Off Axise| HIAE HRYO E= 7|Ef AEA X HY A E X SHH
N

o OoErEio
0 for mot >+

1§ M HYof &S
FLICH "elols 17
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=
Rl
ol
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I
N
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s
ival

AlL. Z[T] 1008 2| AHEALE F7

Repeat password(Ij A Q| E HH8). S US I|AQIEE CHA| Y HetL|Ct

Role(¥ &h):

E Y HAY = ASLLCH
« Operator(2YXh): CHS2 A
- RE System(AAR) A7,
- 9T
« Viewer(f0]): 882 BHEY = = ATHO| & LICH

o
rot
K
rin
nx
ox
=2
12
=
[>
g_l-
>

=

—

Abstof ot

o o =

rir

ol = of

| -
=
Update user(Al&Xt QO] E): AtEXIO| &8 2 HESL|CH

I'|_['
o
ojo
ie)
Hl

o

tn
I~
anl

=
Delete user(At& Xt A H): AHEAHE AP gL CH

New password(M| T A E): AFEXtO| I AYES AL TAQE = 1~64XF 20| 0fOF
A FEE L8 7|2 5 24 s ASCl 2AHEZE 32~126) T THA LI E0] AFE S 5= USLICE

|.E>'I-

A
= T M

[e]]

S LI

« Administrator(22| X}): 2= HF0 25| BM AL BE[KtE THE ALEAIE F7H YH O

MQTT
MQTT(Message Queuing Telemetry Transport)i= A= 21E{Ul(IoT)S ?lot EF HA| Y T2 EZYLICH Cheote
loT S22 ol EAZIASD 22 FE FZHsmall code footprint) it XA HEQI Y=oz 7 XS ¢
25t 2ol CrEst AAO M AL E LICH Axis X Y012 MQTT S2t0|AE S S| ZX|0fA 44 E O o] H
U OMEE Fof el A|A=E(VMS)O| O A|AHIO| ZHESHA S e = ASLCH

717| 2 MQTT 2210|0EZ B LTt MQTT S4l2 SEI0|AERt B2 at= & AHE[S 7|
SUO0IAEE HAXE EWD s 5 AS L ER7= SL0[UE 2o HAIX] 2t E8S H

ALPN
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A%| 91E{H 0] &

X
o
rx

ALPN2 S2}0|HE Bl MHf ZF HZO| SHENM| 0|3 THA 0| A 0 S 2 =

Y YLICH Of= HTTPRt 20| LHE Z2EZ0 ML= 52t ZES &3 MQTT
g4 220 et MQTT S HE2 2 Vi E ZETJL §ls : 24

MEWM et M HEE= EE ZEMM MQTTE HE2(AH0M Z2EZ2 MEHXE 280t AYLIC

MQTT client(MQTT Z2I0|HE

Connect(¥Z&): MQTT E2t0|HEE HHLI &L
Status(&EH): MQTT S2I0|HE Q| A} HEHE EAITL|LCE

Broker(E2#)

T
o
2
fot
|>
Im
<
e
_|
>
T
lo
fot
|>
[m
i=}
o
=
rir

=

=
. 18832 TCPE &% MQTTS| 7|2/ Y LICH
. 88832 SSLE E°7H MQTTS 7|27t L|LC}.

802 ¢l A3 E5 MQTTS 7|23 LILCtH,
o 4432 ¥ A3 HotZ % MQTTL| 7|24t LICH

ALPN protocol(ALPN Z2E &) MQTT E27 SZA7} M S ALPN Z2EZ 0|52 YLt ol= ssSLS
S MQTT X & A2 2ot S MQTTO| B M 8 &l LT},

o
Username(A&%t O] §): 22t0[AEO M ME{Of AN A7 8 AHE S ALE AL O 55 YEHSLICH

r
£

e

Password(I{ A9 E): AtEX} O|E°| IfAYEE L HTHLIL

Client ID(22}0|E ID): 22t0|AE IDE YHSIY AR S20|AE HEXt= S2H0|AET MHof HZA
o MH= HEELICH

Clean session(Z 2! M|4): 32 3 AZ S Al S22 Mo{L . MEiSHEH AZ 81 AZ SN Al &
B 7t &AM E L Ct

Keep alive interval(ZtZ §X|): 7tZ RX|E AL&SIH SEI0|QIE= 71 TCP/IP A|ZH Z0HE 7|CHE Z R 80| M
HE O o[& A8 X

A
T
Timeout(A|ZH Z1): HZO| 22 E[= AlZH ZHA(Z)YLICH 7| =28k 60

X 25 "MEAL MQTT S2H0|AE O AZ HA[X] 8L LWT HAIX| o] F=H 0f Cigh 7| =4t MQTT 2
O AA =AM AHEE LIEE.

Reconnect automatically(XtS 22 M AHZA): A4 X = S20|AUEZ} XS 22 CHA| H A OF SH=X| O
2E XEE ULt

Connect message(H| Al X| &)
HZ0| HEE W HAIXE ELAX| o2 E X|FeLICL

Send message(H Al X| ME&): DIAIX|E ELHH T ALE HESHAM 2.

Use default(Z| 22t AFE): Atdl2] 7|2 TIAIX| & YT NYA L.
Topic(FH): 7|2 HAIX|2] F=HE LT

Payload(H| 0|2 E): 7|2 H|A|X| o LHEES YL T}

Retain(X]): O| Topic(FH)0lM SEI0|UE HENE FXIStAT ME4SHYAIR.
QoS: IjZl S E0f Tt QoS AZE HASL LT

Last Will and Testament message(DtX| 2} A M| A|X])

_
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X lEjmol &

OFX| 2 R A(LWT)E A2 8tH SEI0|IEJ 2270 HAE [EH A s EH S Hag 5 A5
Ct. E2t0|HET} LIF O O{= A EHOIM B AN OZ IZ0| BOX|HH KO0 BOFI| HEU £ AS) &
E7{7} CtE SEt0|AE0f HAIX|E MEE &= AUSLICE O] LWT D1|A|XIE Lot M AKXt &L HAO|H
SUS HFAHLIES Sofl 2t Y E LT
Send message(HIAMX| H&): HAIXIE 2L ALE HYSIN L
Use default(7| 22} AF8): AtAQ| 7|2 HAIX| S Yt H DA,
Topic(FH|): 7|2 HAIX|| FHE =HTL| Lt
Payload(HIO|2E): 7|2 HA|X|o| LIES YHTL|Ct
Retain(X|): O| Topic(FH)0 A SEI0|HE HEHE FXISt2{H MEUSIMUA2L
QoS: I Z SE0| O3t Qos ASS HAEL| T}
MQTT publication(MQTT L&)
718 FH HEA ALE: MQTT client(MQTT 22t0|HE) oA T X| FH| HFALO Holgl 7|2 =X M F
AtE AtE5l2{H MEdstL|CH,
FH o|E =& MQTT FHOA =HS BYHSt= THE Zatote{H MEiStL|C
ZEH HAAmo|A ZE: MQTT =M 0| ONVIF =X H YA O|AE Zetsta{ ™ MENSHL|CH
UM M Eoh MQTT HO|ZE0| MK Y& HSE Zotsiai™ MEfSHL|CH
t add condition(Z7 271 TS Tols® 2L
Retain($X|): O{™ MQTT HIAIX|7t ER 2 MEE =X FolgtL|ct
« None(2): ZE HA|X| 7} H|SX| MEfZ M&stL|Ct
. Property(-'-*") AE =X Jts A X2 2 2HEl HE 2 =YL
o All(RF): AEf =X 7r ;4 HEHE F=HT £ QT HAIXE ZF E2E MEfZ2 2L}

QoS: MQTT A0 Cfof %ﬂ% o2

MQTT subscriptions(MQTT T+ 5)

ES *x

+ Add subscription(#5 F71): Ml MQTT #+ 52 F7t5t2{H
Subscription filter(? 5 2 E): 7 =5t2{= MQTT FHE LAt
Use device topic prefix(ZX] &5 HFAI A2): 715 ZHE MQT

Subscription type(Tt5 f3):

. Stateless(&Eil =X E7l5 ) MQTT Dﬂ)\le% s
« Stateful(AE{ = *"* 7ks): MQTT AR E Z=H2

2 AFRE L q
QoS: MQTT 7+=0f Lo JAdt= 2SS MEHSLICt

oH M| M 2
1/0 ports(l/O (£ E)
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X lEjmol &

T A

HEQD =Y IYS YEYA BEE 7|S310] BHES SO £

o
=
Trace time(FH A|Zh: =F 7|ZH(X E= &)2 MESH D Download(CH2 2 E)

HEYA =X O0iU0= QS A E= TjAQEQ} 22 DS HEIF ZSHE 4= Q& L|C}

Server(MH): Al MHE FItsta{H S 2StH AR

Host(SAE): AHO| SAE 0|2 Ei Ip FAS YT LT}

[= N |
Format(Z%): AFH2% syslog O A|X| ZBH 2 MEHBHL| L},
 RFC 3164
« RFC 5424
Protocol(ZE2EE): MNEY ZZEZE Y ZTEE MEHSHL|C}:

. UDP(7|2 H78 ZE: 514
o TCP( 7|E*E*3 ZE
o TLS( 7IE A ZE 6514)
Ez|AHE O
x
O

SyslogE HIAIX| 24 9| EEYL|CE Syslog®| A= HAIX|S Edots 2ZEQ 0, HAIX|SE XN Fot= A|LHE,
AXE 20 P 2Nt ATEQOS a2 5 AUZLICH 2 HAKEE 1 HAIX|IS Baste 2TEY
Of RES LIEtW = Ald 2271 BAE D Y24 =0 dFEH

AR E

Restart(X{ Al =):
S22 TAIZE LIC

Restore(S5 ). [f222 HEE 3T £ A| 7|2UCE IS |MA L. LHE0| ZX|t H
MR|EX| A DE WS CHA| MX|3tT O|HE G pTZ AFH HH S CHA| DS 0{0F T L|LC}
58 Atg

28 7 qioe YU MYe ot Z&L

« 7|2 2t*H

o Subnet mask(AlE 4l OFA )
. 802X EF

« O3C 2%

Factory default(%’g S Al 7182 ZENYS SH £ Al 7| RUYCE FEEMAIL. O
AL & QCE P FAE AETHOF YL
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A AE o]

MElJ|E B 28 9 2Hd| A2e 7|50] i%‘%‘-ﬁ“—ﬁ’iﬁ 2
Clct. 04 EE'E|5§ Ef%EE'OLPE:IE axis.com/support2 0|&gtL|C}.

OF

Yol =g U Ctg Ml 7HX] &4 SOIA HEig & ASLCH

1l

+ Standard upgrade(EZ YE|0|E): M| B0 HEH o= 20| =54

« Factory default(3 % =35} A| 7|5—7*) Qgo|Esn BE A2 2N =

Al2. 0] SMS MEiSIH H1 |0| 0] O] HY HHo=Z | = 5 ¢

+ Autorollback(XtS E): 2= AlZH LY CHZLE1|0|E 2

oH ”xl7f O|d H J|01 HMO 2 £ FO0tZfLCE.
Firmware rollback(E 90| & E““ DOl Fof 2XE HAlo Moz E[SE L

Firmware upgrade(E 01 QZ0|E): Al B0 HTHC=2 YA O|ESMAR2 M22 O EE|=0=

A+

A i
AX|Of 21018 HQYIOft MK 5| =S BE Ads FX| BRIOIZE CIXIZ 2 MYELICE 0| ZA 818 Axis HX]
of FHHE 0l F|& Afo[t B0t £22 02 &Y 4 ASLITE KMS HEL aviscomoli "N H e Helof,
SO Be QU fol 7|0 Mok MAE HESHIAIR
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LED E A| 7|
LED =1 HA|
HESZ =AM 100Mbit/s HIE I 0| HZE 2 AN UASLICH HELI 2 Al 24
2t
T 10Mbit/s HIEQ{20| HZE Z AKX UASLICL HERI 2 A] ZErLCt
AM UAX| 25 | HEHZ AZO| Y& LICH
& Ef = A B Ars Al 5M0] AL mAEUCH
T AZE AL S EEA S/ A AS BAELCH
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- O|HIETL &Y HEfQl S20l= HEf LED7t A0 8 Y = JASLICH
- A AMEECZ YE LED7L ZHO|= 8 8 = AGLICE Setup > Additional Controller Configuration
> System Options > Maintenance(2% > F7} HEEZ 7/ > A28 &M > |§X[E$)2 0| LT

HE

Control button(X| 0| HHE)
Mol HEQSl 8+ L3t Z& L CH

s

oF

1a

- MBS ST B A 7|2 2822 MEFEUL. & o A/ 72 8= HEET H0/A] 29
= FESHAL.

0

H 4 Ef

"ECEETE
PoE+(Power over Ethernet Plus)S X| &5t RJ45 O] 4l 7{ 4l E

UL: PoE(Power over Ethernet)Oll UL 294 & Xl PoE(Power over Ethernet) IEEE 802.3af/802.3at Type 1 Class 3 &
£ PoE+(Power over Ethernet Plus) IEEE 802.3at Type 2 Class 4 & &g+ Q1M E{ (44 ~ 57V DC, 15.4W/30W A|
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