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MEE Z20|¢E AZME TX|0of AX|sHoF FLICLYT WH: Q1F0| AtESH= EAP RS MEGLICLE
ZlO|HE QIFAM: IEEE 802.1xE AtEY ZSEI0|UE QFME METILICE 25 MHE ABME ALESIH 2
2lO|IEQ| IDE =QIBtLICLCA QB M: CA QIZME MEHSIO] Q1F MHQ| IDE =QITtL|CE ABME MHE
SHX| o™ HX= HZE HEIAO A0l XA 2152 A Z=2HL CHLEAP identity(EAP ID): 22t0|HE
OlZAMQt MatEl AL XL IDE Q&4 A| 2. EAPOL version(EAPOL H{H): L EY3 AQX A AtEE =
EAPOL KA S MEHSHL|CHIEEE 802.1x AM2: IFEE 802.1x T2 EZ2S AIL35|2{H MEHSHL|CLOIZ HiHo 2
IEEE 802.1x PEAP-MSCHAPV2Z Al23t= ZA 0|0t 0|33t MHS 0|2 £ Y& L|C}

o DIjAQIE: ST ALEXL IDO| AQIEE YHSHL|LCH

+ Peap version(Peap H{H): [ EQ3I AQX[O|M AIEE|= Peap HHS MEATILIC

« Label(#0]£): 22l0|ME EAP ASSIEZ ARSI 0 1S MEISIT, 22}0|91E PEAP &3}

o
£ AMEot2{E 28 WEeL Tt Peap H{E 12 ME3t= 4% HESRI 22(X7t AE%E g

o 7| X AA BH J| 0|F: A 2T O|E(CKN)S UHTLICL 2 ~ 64XQE 2 Jts) 16
Fl=0{OF SIL|Ct. CKN2 A4 HAHM =322 G50k 50, XS0 MACsec2 &/d3l5t
HEH 239l ¥EZ ZB0oAM LX|s{oF BFL|C
o 7| X AZA A 7|0 A4 #EH F|(CAKNE YL CE 32X = 64Xt 16%I=0{0F oL
Cf. CAKs A HENM =522 FH60F 50, {30 MACsecg 2d3l5t2{® 239 &
Z B20lM 2X|s{oF gLt
Prevent brute-force attacks(F Xt CHQ 224 HiX|)

Y2 Gl o453 7|2 F5uL
ot L| Ct.Blocking conditions(X}Ct

period(KFEF 7|2h): SATE Y
] 0
Holx 4+Fat &k £F o&

AZE7] HOof| S EE|
A=

Il
1
3

Blocking(AtTt F): FAE WY SAS XEHoIHH AUAR. FANE Y SH2 AlA

g=
1M & Ql&L|C}
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AL
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Confirm rules(
7 St 20|

Pending rules(2 &

o

« Allow(s{&):
Protocol(
Port(Z£ E):
x84
300 £ 2

+ Deny(H%):
« Address(F2):

QI E{mf| o]
Activate(Z/d3}):
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¥ QIE oA
+ Add account(A|E F7I): M AEEZ F7t5te{H SEIGLICE ZOf 100749 AEE F7t =
SL|ChAccount(A| ™). 170t AE 0|2 U LICHNew password(A] T{ALIE): A7He IHAQEES
QlstLich. A ELE 164X Z0|0OF SILITE. 2xf, £AL PEH, A 7|5 = ol 7158 ASCH
EXHEE 32~126)0F A QE0| AIRE %= Q& L|CHRepeat password(TjAQE HEE): S st TjA<Q
EE CtA| &L Ct.Privileges(3 8t):
« Administrator(2|X}): 2 E SF0| 23| AMAgLCH B2 Xt CHE AFEE =71 YO0
E 9 HAT & s .
- Operator(2HX): 122 HQIst BE YO AMAY & UFLCH
- B E System(A|AHR) A7,
« Viewer(§0]): ™S vdg = A= #Hto| gl&LCH
[ ]
¢ Mgl Qe BjH0)s CH20| EEHE L|ChUpdate account(AIH HBIO|E): M £42 BHL
CtDelete account(Hd AH): AEE AHELCE root AE2 AHY 5= &L
MQTT
MQTT(Message Queuing Telemetry Transport)& AlE QIEHUl(IoT)E st BEE HA|Y Z2EZAL|CH Che
SlEl IoT E3H2 QI8 dA =g en 22 FE FZZHsmall code footprint) i} %A HEQYA CHH=Zoc=z A
HRE AASH| o Cryot LYol AL E LICH Axis X AZEQ0{o MQTT 22I0|PIEE Sl HX|
OlM M E GOl S OfHEE Ay | AZEQO(VMS)7t OFHl A|AE0| 7HHSHA S8te = ASLICH
HXE MQTT 220/ ER HFTLCE MQTT S4l2 S20|HEQ EE2Fete & AHEIE J[HE oL
Ct. S20|AE&= HAIXIE ELfn 23 5= JFLCL BEE2H= S20|QUE 7to| HAIX| 2t*E S HES
LICHAXIS OS Portalof| M MQTTO]| CHSH AtMIS| 2OtE 4= UAELICH
ALPN
ALPNEZ Z2i0[HE S MH 7t AZAO| HEMO|Z THAO|AM OfE2|AH oM Z2ESS MEIE = U
St= TLS/SSL =& QYL|CH Ol HTTPet Z0| CHE ZE2EZ0| ME8El= Y%t ZEE &3 MQIT E
S 2dalste O AHEE LT Z20 M2t MQTT S4 Moz JHHE ZEJ g8 == US|
Ct. d2fot 30| sHAM2 ALPNS AtESiAM HoHUM &L= EE ZENM MQTITE OfE2[7
Ol ZREEE MNBEXE ZAHsts AYULICH

MQTT client(MQTT Z2}0|A E)

Connect(¥Z): MQTT 220|QIEE #7{L} BL|CtStatus(AEH): MQTT 2210|QIEQ| SX| MEHE HA|SH
Ct.Broker(H27{)Host(EAE): MQTT MHQO| SAE O|E E=IP A Sl A| 2.Protocol(ZE2 EE):
ARY mEEZ2 MEHSU|ClPort(ZE) ®E HsE et

+ 18832 TCPE E3t MQTTQ| 7|E7fL|LCt

- 88832 SSLE &%t MQTT2| 7|2zt & L L.

- 802 Wl AMS B MQTTO| 7|2 gtL|Ct

. 4432 W X3 o2 3 MQTTQ 7|Ezauct
ALPN protocol(ALPN T2 E&): MQTT EZ27{ S5X7} H&8 ALPN ZZ2EZ 0]
SSLg S3t MQTT 2 & 231 ot

o
o
I
=
n
o

=
(o}

or
re

=
= TTO|Et & -8 &l L|C}.Username(A& X} O] E):
MEO| HMABHY| 2o AtEE AFEX 0|22 YHTLICLI|ALE: AFEX 0|59 IfA L
C}.Client ID(22}0|HE ID): 22}0|91E IDE QEB|AA|Q. 2EI0|ME AldXt= Z20|N
g MHZE ™S E L|CHClean session(F8 M|M): ¢1Z 8 AZA oix Aol S22 A O{gtL|Ct.
Z 9 AZ K Al AEf HEIL ALK E P =T EA|). %[C§ Z0|7} 255H}0|EQl
LICL.HTTPS proxy(HTTPS ZEA|): X
L E H¥ & & UASLICHKeep
Zo Q0] MHE H ol A8
A2 ZtA(Z=)YL|Ch 7|22k 60
Mo CHet 7|27k MQTT L
A oA = S20|HAEI AHE2=2
%]

o
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interval(Ztd §X|): E2I0|AHET} ZI TCP/IP A|Z
MNEZ A = AESLCETimeout(A|ZH X£a). KA
HEAL MQTT S2I0|HE &9 AHZ HAIX] H LWT HA|X|
X0 A AFEE L|C}.Reconnect automatically(X} 52 2 o
AAS|OF St=%| fFE X|ZgL|Ct.Connect message(H| Al X| ) | d™E I HAIXIE EHLX| o8
£ X|™gtL|Ct.Send message(HA|X| HE): HAIXIE 2L .Use default(Z| 2Zt Al):
XAl 712 HAIXIE YESHH NMA R Topic(FH|): 7|2 HAIX|Q] F=XHE &g L|CtPayload(Hf|0] 2
E): 7|2 oAIX| o] W8S YHetL|CtRetain(FX|): O] Topic(FH|)0|N ZS2tO|UE HEWE FA|St2AT MEH
SHMA2.QoS: 17l SE0| i3t QoS AS= HZATHL|Ct.Last Will and Testament message(OtX|2t o1 O
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2l
| — |

QIE{H O] £

AR)OR[ S
ZL|C}. 22to|

0 St HHUSS

ofm
[e]3

9/ 2{3tL|C} Payload(H| 0| 2 =
E

2 .Use default(Z| 2t AF): X}AI9

2 ). 7]e
E MEjZ SX|5l2 0 MeiziiAlQ.

L of g¢H
2277t T2 S20|AE HAXE Y = AFLICE O LWT HA|
i

M 7l 2 2)
= 28t HAIX|Qt S2st HAOQ|
L|C}.Send message(HIA|X] HE): HAIXE B2 A8 HHS
7 o : | |

Al
=]
HiAIR|o| LiE= Y= etL|CtRetain(|X]): O| Topic(FH)OHA 2

)

OIRIEY 2250 AZE [ X4 S 2 7S HSE
H AZO| BOX|BH(HHHO| BON7| HEH =
X

so-
3

A

|0
T
o> >

MQTT publication(MQTT &3l)

gk MQTT IO|ZE0| &X|o &

712 FH H5A ALE: MQTT client(MQTT S20|AE) ROIM TA| =X FFAY FlE 7|2 FH &
AME ALESt{ T MESIL|CLEHR 0] F ZEgh: MQTT XM == o
ChEH dg2molx =g MQTT =X 0 ONVIF X U Y25 0]

+

mjn
Hl
o

-_
[RE)
L

rx
m
=4
ot
I~
SN

Add condition(Z#H F7}): =7

= ALt

=715t M F 2oL CHRetain({X]): 0| MQTT HA|IX|7t RR 2 MEE[=X gL T}
* None(8l32): 2= HA|X[7} HIFX| JEjz ®ESeL(Ct
+ Property(£7d): B =X Jts OAIX|B H2E SEf2 2HL|CH
« Al(RE) HEf =X Jts A HEIE FHY = QUZT HAXIE 25 E2E JEf2 E-L T
QoS: MQTT Z3of CHs{ st= 2i|HS MEfgL|Ct.
MQTT subscriptions(MQTT %)
+ Add subscription(+% F7}): M MQTT {158 FIt5t2{H =29t L|ClSubscription filter(# 5 &
E): #=35l2i= MQIT FHE 2H5I4A|2.Use device topic prefix(ZX| &5 HFA AHE): 5 EH
£ MQTT FH o ZFAE 742 L|CtSubscription type(#5 {4¥):
+ Stateless(MEj F£H =27t5): MQTT HAX|S JE =X 2715 HAIX|= BHatsi{® MEigrL Ot
« Stateful(¥El =X 715). MQTT HA|X|E ZHC=2 Hasi2{H MEASLICE HO|ZE& HEY

QoS: MQTT =0 Lol #dte RS MEHRLIC)

- 1 d

o M A2l

I/0 ports(I/O EZE)

CIXE YHS MESH 7Y

d, 7l oE dX7)E HESHUAIR
CIXE ==& AM835to] 20| 3 LED

2
Hoj& Es @ 2AHI O]

U T B2 A0S HET 4 Y& A% BH(O: PR MM, £0f EE F

o

52| 98 Fxef HZASLICE VAPIX® OfZ2[A 0|8 Z=I2fd 2IH

o [= B | [}
) o - . 5
LHEFE LT = &8 ZEYS LIEIHLICL ZEE FdY = Ues 42 Ol0|22 2t Y =
R R Ve _ R R o - _

Ztof] HAag 5= AL LICHNormal state(%d 4 AEH): 2 2E510 e o|=of HM 2 =2E 2 gy
Ch.Current state(RXl| AEH): ZEQ| oI MEHE HA|LICE TSI AENZL A MEHQ 2K S I Y3 =
= £30| gYatE LT FXQ YUHZ HZAO| BO{X|ALE 1V DC 0|l MA0| AS W 4 3|27t & LTt
b

A ZESHE & 59 =2|27F WS E LT HA|ZZ OXE 2| 27) e X2 SotZLCt 0| 1o

oM 482 HESHH 28 22 &9 E2AHo 2A 0| Haf K= SorgL

Bl g @ . S2IH7L CXE /O B0

UA=2 stefB AHUAR 20| 2
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o QUE{H oA
A(F, Ze[ALE HHEAE=X]) XS & ASHO. HZES HASEE 2F /O =0 37t 5t=9 o
(EOL 2| X|AE)7F R %fLIC}
21

« View the device server report(&X| MH E|EZE H7|): EHY oA HE MNE{O st HEE
=L HMA 2O S22 MY 2|ZEO ZotEL L

« Download the device server report(&X| MH EB|ZE CIR2E): G| MAIZL & 7| o|O|X|o] A
W AR OfL|2} UTF-8 3A[0] M| Mb 2|ZE SIXE mjolo] Zgtel zip 00| 44 ELICE X|¢l
A1H|*01| =Y M oo MH Z|ZE zip MtUS ZHAIYA L.

+ Download the crash report(g HIOAM CIR2EE): A AE{o Cist XtMSH HEIL Qe OF7LO|
BE OREEYLULL 5= 2|ZE0= XM C/HI FYEet MY 2|ZE0 U= YEIb =g
Lok o EuMols HESS M 22 Bast WEZL S = ASLCL EaME

21
« View the system log(A|AR 21 B7|): X A|Z, 210 U 93 A|X|Q 22 A|AH O
HIEO CHot HEE HASIHE 22/
« View the access log(¥MA 21 H7|): &
WMA AMEE ZF HASHHEH SEgL(Ct

HENT FH

Ta A
HERZ =4 oo e ¢

ol

N EE TASICO 22 B WEI 3T 4 ABLCE

'—1IE°43 = ﬂfo'o HERD &35S 7|53t EXME oiZ%t= H =88 & + ASLICH Trace time(F
o A7 =X 7|7 (E £ 2)2 Medln Download(ChE2E)E 2 ELiCH

Syslog= MA|X| 2Z2| BEYLICE. SyslogO A= MAIXE YGst= 2ZEQ Y, IJ1|)\|7(I% H got= AlAH,
MAXS 20 o SAss AmEY0{S el & UaLiCh 2 A EE 1 HAKS MASE aZE9
of RE2 LEW= A2 ZETL BAIRD 2= +=F0| gELUL

Server(MH): M MHE FIt5t{H 2 E5IYH A2 Host(EAE): MHO| SAE O|F L= IP F4E
UL LICLFormat(Z%): ALEY syslog OAIX| HAS MEdgtLCt.
« Axis
.« RFC 3164
« RFC 5424
Protocol(Z2EZ): AI8E Z2EZ MEY:
- UDP(7|2 M XZE: 514
« TCP(7| 2 *E*ﬁ ZE: 601)
. TIS(7|2 MY ZE: 6514)
Port(EE) [}2 EES AIS512 ZE HisE HEStL|CLSeverity(d ZtE): E2|2E [ MEE AKX E
MEASHL|CECA certificate set(CA AFAM ). oIxje 2FE &s7AL ABME FIISHUAIR.

=

>0
to
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e

2 QlE{H oA

o AL
X B
Restart(X§ A Z}): TX|E THA|ZfetL|C Ol= X AEO| Aeks FX| PSLCH A S0 ofE2[#0|M0] X}
S22 MA|ZEL|CtRestore(F7). /=222 HHS 3% &t Al 7|2U2E ESE[HAL. 40| &KLt
HS ChAl PMBIT AP MAE|X| 92 BE HS ThA] MA[4lm O[MiE 9l ma[AS ChAl BHSOfof fL|Lt.
8 A
53 = NMEHe Y% 482 o320 &4
. HE mD2EZ(DHCP £t IH)
c AF P FA
. Jle Bt
o Subnet mask(ME4l OrA3)
e 8021X MM
« 03C A
« DNS MH IP =4
Factory default(S%& &t Al 7|23):. 25 HES 3T £ Al 7|2U2E FHSEHAR. 08 =0 ZA
of AHAZ & == P FAS A LHoF BHLICE
S gl
BE Axis X 2ZEQO = CIXE MBEO X0 AE5E 2AZELQOR AX|g 5= JEL|CH O
A S Axis TXA|Q| HMEMHQl XA AO|H HOF £=FZ HE Y = USLLCHL XM LHES
axis.comOj| | B8 A "Axis Edge Vault"E ZEXSIMA|L.
AXIS OS upgrade(AXIS OS ¢ 0|E): Al AXIS OS HHE o2 A2 O|ETLCt A EE2|20= TAE 7]
s HI1 =3 A A5 MER 7|s50| ZetE LT gt Z 4 AXIS OS EE2|=E AM83%t= A0 F5U
Ch. XAl 22|=E CHRELESI2H axis.com/support2 O|SgtL|Ch.
gagolEg mf Cha M 7tX] SH8 oM MEIE = UAESL(Ch
« Standard upgrade(EZ €Y 0|E): A AXIS OS HM o= gy o|=gtL|LCt.
+ Factory default(3% &6} Al 7|22 P2 0|=Estn R HFYES 3T Fot Al 7|2ULE E=
gL O S MEiSH A2 0lE S0 O™ AXIS OS HHEC=E k|8 £ gi&L(ch
+ Autorollback(XtS EtM). HHE A7t Lo P O|EStD PO O|EE =elgtL|Ct. = QISHA|
ROo™ FX[JF O™ AXIS HEMo 2 Ll SO0ty L L.
AXIS OS rollback(AXIS OS ZHH): o|M0j| AX|= AXIS OS H{H o2 £|=2L|ct,
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M BH

gMH BE

Secure Boot= Hd £7h5 HZ2[(FE ROMOAM AX50 Aotz HEE 2T EQ 0 EEX| G2 X
Oloz JPME HE m2MHAQULICH MIEE OS AFRE 7|89 2 8= Secure Boot= ZX|7F £Q1=E A&
Egjoizgl Beld & == FuCt

Axis Edge Vault

Axis Edge Vault= Axis HX|E E2dt= SEQIO 7|8 AtojH HOM S3Z S Mgt FXo D & 2
ANE HESID RE AMAZEH TS HEE 235 7|58 MaELCH Ols ¥=st HEY 2
=(EQ @4 8 TPM) & SoC EOHTEE B! Secure Boot)Q| Zt&E st 7|HIE OIX| Xl EOHY CHst M2

X|ADF Asr0] RETLICH

Axis device ID

YXo EME =old + AUChs A2 TX[ DO Lot M2S FA55t= O SRYLCH Wi S0 Axis Edge
Vault7} 9= EX|0oles 30 Z2H XY= 183 IEEE 802.1AR &3t Axis device ID 9IS A7} ot El
LICt O|A2 ZFX|el EME TS AL 22 d2 oLt ZFA IDes Axis FE ASMOM MY
St OISME HO 7| MEA0 oFetn ™oz NEELICH AHsSsieE 20 ZX| 22 G g Hot &
X AgE s ool IT 2l=atofM &KX IDE 28 = USL L

Axis 2X|9| AtO|H EOt 7|50 CHsl XtM|s| LOtE ™ axis.com/learning/white-papers2 O|F35F0 A}O|
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(o)
AL
LED HA|7|
LED g HEA|
TECE! = 100Mbit/s YEYA0 AHE He AN AsLch WEYD T A
7hekolL|C}
= = | .
T 10Mbit/s HER IO AZE B2 AM AgUL HE/I A Al &
2 L|C}.
AN UX @ | HEK{I AZ0| s
=}
Ae =4 MY 5 Al SN0l A EAFLUC
T AZE AL SE 282 S8 Al AS BAE L
w7k 22 0|=0] et Z =2|A Aot
HH =AM g A5 SYUL
T ol a0l So= SA/FMoz AL L|Ct
2o ntEF | B o|27¢ B EAL a7 AX[EH AZLC
AN UX @ | §¢ Hs YL
=
2lf aEF | B o|27¢ B EAL HF AXEEH AT
AN UK @ | §¢ Hs YL
=
20| =4 20|17 2ot &L !
AXM AR @ | o7t HiZ st AS LT
=
1. COMO| Nooj AZE Z2 o7t ZdstE LT
S
« OJHIET} 2y HEfQ S2H0l= HEf LED7L ZHo|=8 8T &+ UFLCH
. %a'qgggg AHER LED7}'7,§,FE_',FO|5%‘ THe = USL|CE Setup > Additional Controller
Configuration > System Options > Maintenance(2%d > 7} HEEZ 74 > A2H 4 > |§X|
H)2 o|sgu

HE

Control button(H|0f HE)
Mo HEQS &&= Ctsat Z&5LLCH
« A

= 38 E9F Al 7|2 2822 ME-Y

A
=
n
oot
1
mjo

b
7g]
Ot
i2al
>
to

4 Ef

TEEEREE
PoE+(Power over Ethernet Plus)& X|&35l= RJ45 O|Hul U4 H

UL: PoE(Power over Ethernet)0j UL 294 SX| PoE(Power over Ethernet) IEEE 802.3af/802.3at Type 1 Class 3 EE
= PoE+(Power over Ethernet Plus) IEEE 802.3at Type 2 Class 4 ™= XH|st QA E{ (44 ~ 57V DC, 15.4W/30W
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AL

;
of ULO| ofsf &7 EI‘Riﬁ

o FXOf MU0l SFE7| MO PoEQt DCIt & HZE HR, MY ZZ0| PoEE AHETL|CH

« PoEQ} DC7} 25 AL Ao WX PoEO| MRO| S5kl JUAEZLICE PoEZb #7|H ZX|
= XA|ZISEIX| @t DCE2 MRS 3zt

. POEQ} DCI} B5 L0 AT, S| PoEO| MYUO| 22 &1 UZL|CH DC7F Z7|® x| 7F

225 of
AZE|D PoER MEE =aeLic

« AlS S0 DCE 0|85t YA E AlSE = PokE FZoH HY S50 DCE A LICH
+ AlS S0 PoEE 0|83t HX|E AlSet £ DCE HZstH MY 30| PoEE A& H T

2| 74k
2|EHet SMBESE RS485 I Wiegand Z2EEE = Cf X[ {dt= 2702 8 HOlEd =S YLICH

AN 2 53 40| & 2| ZE0 SFELCL & =0 HEZZ O FZE 2= 20| 12V DCOj|A
500mAZ} o < 32 =L |:f

MEel & HOoIXoM Ar8e Z2EES MEeLCH

ElelleeEEE

123 456 738

RS48582c 2 4

75 H =gl Apk
DC & X|(GND) 1 oV DC
DC 3 (+12V) 2 gloof MY 32 | 12V DC, X 500mAZ}
C}. RE 2o chsy Zg
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