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S
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QZBILICL 7|2 0|22 &K 0|21 MAC ZAULCLUPKPY: UEST0|N X5 HM2S s{8stefoi O]
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Http proxy(Http ZEA|): o/ SE HA0| Ma} 22 ZEA SAE EE P FAS XML ChHttps
proxy(Https TEA|): 5|25 WA M2t 32 T2 SAE E= P 745 AP
HTTP Sl HTTPS mEA|0 S8 = YA
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One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|AL= Ol QXA L AAIZE X =351 A
HMNAE HMBTLICE XM LI 22 axis.com/end-to-end-solutions/hosted-servicesE

Allow 03C(03C & &):
« A28 0|AOo| 7|2 HEYLICE AHUES Fof O3C MH|A0f HASIHH FX[Q| HOl HE
S Z4H SFELICE HO HES $2 Z 2442t O|Lfjoff O3C MH|A0 ZXE SE0F T
Ch. O"X o™ FX|7F O3C MHAON AA X ELCH FXE SEL|H Always(g4t)
7b 2 MotE|n FX|7F O3C MH|[A0] AZE X FX| &Lt
o 4 FX|TF QEUUEZ Sof O3C MH[AO TSt HAZ XEHE ALPLICH EXE SESIH
03C MH|A0f HZAE X FX|ELCH X Q MO HEO X e 42 0 282 AT UL
« OfL|Q: 03C MH|AE H|gdatgtL|Ct
Proxy settings (ZEA| M) Tgsl 42 Z=A| M2 Q80 TEA| MH0| AAL|CLSAE: T2
Al MBS FAE USHTILCLEE: WA ABEl= ZE HDE YHSGMUAIQ2OQ X HAE: Ee
St AL TEA| MO CHEH AFEAF 0|2 Y IAYEE QHTHL| CF Authentication method(Q1Z5 HiHH):
o 7|&: O] HERH2 HTTPO| CHol 71 =2hdo| Hojtt 215 HAYLCH Lzobe|X| A2 AHEX} O
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o CIO|HAE: O] HH2 T4 HELIE S L=atEl WAJEE MESHY| IIE0 o t™THL|CH
o XF: O] SMEZ AL X E= YR met BX7t o5 S MeElg = Q&L LCH Me
2= CIO|HIAE HHE, 7|2 9E =M2 dFeL(Ch
28X 215 7|(0AK): 234t OIF JF|1E 71 e{H Get key(7| 71X 27[)E =L Ct O|H2 ZX|
7t eEtEHO|L ZEAIQO] QU HARE ZL0T JhsLCh
SNMP

SNMP(Simple Network Management Protocol)E O|23}0 HEZ XX E ddo=z &

SNMP: At2% SNMP H{A S MEISHL|C}.
« vl 8! v2c
- Read community(2{7| ZJFLIE|): X|&El= 2= SNMP X0 CHal 27| & #HTHO|
A= HRLUE O|F2 2T Ch 7|22 MLt
- Write community(*A7| #B2L|E[): X|LE|= D= SNMP Z4R|0f CHsf 7| E= M7 s
O] A= HRLUEl O|§2 2 721 ©& A HMel). 7|22 27|t
- Activate traps(E®™ Mo} ERETE 2M31512{H HMUA. XK= EHE ARSI
8%t O|ME = ME| WA CHSE HAIXIE 2] A2 EHLCH & QNI o] A0
X SNMP vl 9 v2cOf LCf b

=
OlMZ E¢ll ERZ 47F
- Trap address(Ef F&
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- Traps(E®):

- Warm start(g AEE). SNMP A X
- Link up(Z3 ¢): 37 T20A
- Authentication failed(21Z Al1Ij): OIF A|Z7
H| O
SNMP vl & v2c EEHE 7{H
AXIS OS Portal> SNMPE & XELM 2.

- Cold start(EE F8): TX|7t AIRE Il E& HAX|S %

- Trap community(ER HFLE|): FX[7} 22| A[LH0 ER HAIXE B2 I A&

=13

=

e v3: SNMP v3&= ¢33 49l EOF &t £ X|Jste ECF oHRSH HA QLICE SNMP v3E AFE5ta ™
A7t HTTPSE ¢l MSEBEE HTTPSE 2Most= 20| SELCH D #0| = ARt
Lot X| @2 SNMP vl 3 v2c EB0| WM ASH= AS HX[BLICE. SNMP v3E At83t= 42
SNMP v3 #2| ofEz|Ao|NE &l EF= 48 = USLICH

- Password for the account “initial"(‘'X7|" A™o| TALE): 0|20 'initial'@l A ™|
SNMP IfAQQEE A= BHL|CE HTTPSE ZM3lstA| fnr MAJYEE MES 5= UAX| Tt
TSR] QA LITH SNMP V3 THAEL oF ol M3 & 9T HTTPSIF HAsE 32
o2t 47835t A0| ZE5LICE THARIEE HdFEHSIH IHAQE LEJL O O|4 HA|E|X @
SLLCH THAYEES CHA| HHSH T XN E 3T 7|2 d8e= addsof 2Lt

HL
re

re
ol¥
x

AZME HERKIMN XS 2Fste O AMEELICH O] BX|l&= F 7t
« Client/server certificates(22}0|HE/AH Q1= A)
o

—

SCHO[AE/MH AASME X[ IDE HSBSH XM MY =
22 & ASLICL AN MY ASM= Hote E=E MSoHH
MA A8 5= AFLICH
+ CA 2SN
CA ASME ALE5I0] mof ASME QASELLICE S =9
HEI AZE F2 AT MHO| IDE HILILh &
ASM7L ASLICH
AasEe g Ch=0t & L(Ct
[}
o

i
o
M ®Al: PEM, CER, .PFX
7| Al PKCS#1 90 PKCS#12

| Add certificate(QIZ M F7}) : AASME FIt5t{H Z =L

« Secure keystore(HQ 7| X&) 7

[

13

Vv o = =
+ More(| M7))  : EolrL} MEjE X7} WES EABLICE
| 7|2 of |

HKE Y = ?I JlZ2ate 2 MEEotH RE ASM7F AMELC A 2X[E CA 2ASA
K

dol ASME KU
o CAZ 7|EHoilA &
2 ASME @71

, RX|7} IEEE 802.1X2 HZ g+
Kol ofef JHel AP AX|E CA

=

= Trusted Platform Module 2.0S MEHTHL|CE. MEHSH HOF 7| MEAO CHEH XHM|SH LHES
2 help.axis.com/en-us/axis-os#cryptographic-supports EZSHMA L.

« Key type(7| §8):. QIZAME 225 H EFCHE SEO0M 7|2 2=zt YngFO|Lt T
£ Y3 g5 HEeLY L

© d"0 %= HRo= LS00 ZehE L

« Certificate information(Q/S A ™H): MX| = QASAQ £&=ME FL|LC}.

+ Delete certificate(QUZ M AHH|): PAIZSME AKX SIMAIL.

+ Create certificate signing request(QSA| A|H 9F MM): C|X|E ID AASME MHGIT| 23
E 7180 24 ASM ME 2¥S ddL Tt

Secure keystore(® 9t 7| MZ&A) @
« Secure element(HQF @ A)(CC EAL6+): HOF 7| XMZA0 EOt QAE ARSI MEiSHL|C}.
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« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 gj|®#l 2): 20t 7| HZE A0 TPM 2.0
= At8%ta{® MEfStL

HEHYD M2 Ho| X AB

IEEE 802.1xIEEE 802.1x= M Gl 2M | EQ3 EX|9 HO =S XISt E

sS= E 7|8t HESR &2 |
£ 2|t IEEE &= Q| L|C}. IEEE 802.1x= EAP(Extensible Authentication Protocol)E 7|&9 2 ¥tL|LC}HIEEE
802.1XE2 H3 &&= HELIA0 HHASHH HERI X7t AMHHZ QSE 00 FLCH AF5E2 24F

MHO|A E|H, YEIH o2 RADIUS ME{(0: FreeRADIUS 3! Microsoft Internet Authentication Server)g

(=]

L|CHIEEE 802.1AE MACseclEEE 802.1AFE MACsecS O|C|0f MM A 2 T2EZS 9ot H|UZHY G§O|E 7]
= 99|5l= IEEEQ| MAC(O|C|0] HMA HEE) Hot BEL|ICLABSMCA 215 gio] 7
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" oI5 MHE QISANE ALZo}0l S2H0[9IE0] DS SOIBHLICHCA ASA:
01 MHlo| IDS EOlstiict AISAE MEiSHR| %ow YA oAE
2l A| =8t L|CLEAP identity(EAP ID): 2210|HE OIS A
254 A| 2 .EAPOL version(EAPOL HHH): HEQA AQX|O|M AL = EAPO
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x T2 EZ S Al2Ste{H MEISHL
PEAP-MSCHAPv2E AL83= AR0C o|2{st 4™ &S 0| 8¢ =+
o IjALQIE: SHE AIEX} IDO| IjAL b
« Peap version(Peap H{F): L EQI A
o Label(2}¥): S2}0|HE EAP US3E
M 25 MEHGIL|CE Peap H{F 12 A
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QBtLict 327} E& 64X12| 16715
S0, S0 MACsec2 24 ststal
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ok
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M
e

XY oY 23 X

Blocking(\tEt 5): A+ CfQl 322 XICISI2i® AMAQ. X [fol 3242 Y %S S5 219
B EL U3 7|8 RZBILICHAT Z|Zk SAE Y BAS AT AZCRS AHSLCLAE
Z: 220 A%ey| Moj S185ls 2T 03 A 235 dHPUCL HOX +EM FA +F 2
SolM SBEE AN £8 2FT 3 A&

Activate(Z/d3}): B3t S ZHL|C}
Default Policy(7| & ). qigtEio| 7|2 MENE MEHSL|C}.

| o o |
« Allow(3]8): gX29 2= HZAS HLICE. 0] FH2 7|2 HFEO ASUC
« Deny(H¥%): XX|2o BE AHZAZS HEBHL|CH
712 HHo| o|QE HEsHH EY T4, I2EE 9 ZEOA X0 st AHS 8L AR
= ES d4g = YL

(e = .
HI2 o8 =& ARd ZE WSS YHBLICL 1-65535 Afo|9] ZE MBS F7}
Sk A OIﬁL_lEI.
= T Mg o .
- FM: 2o M2 MugU
e gg wasee 2apyn
Add rules(E F7h): Folst 22 Fvtotele 2L

14




AXIS A1710-B Network Door Controller
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© Jgo %= Hwoles ChS0| ZeotE Lo
« Delete certificate(QIS M AbH[): @l

+ Time in seconds(X EF9I0| AIZH: & EIASO| ThSt AIZH HBHS BHBLCL 7|2 AIZ M2
30052 MYEOf YSLICL S8 SA| BasieD Al7te 0X2 SFstLC
+ Confirm rules(& #Ql): 27t A|7t Hoh2 =OItLICE 1% 0|40 AlZH M2t HH FS 0f A
7t =0F 20| HASIELCL A7I2 002 SHe D 20| vz ZasiELTh
Pending rules( 5 59l 8): OFx stelzjx 2 A4 HAE S0f f QBRI
H| 1
AZH HBte & 82 EAIE ELOIOI7H BU7{LE ALBXIT}F SISt U7HX] #A 7% ot EAIFL
Cf. 2fQl5ix| OB EfO|Oi} Bt = HE S0l £ of2fo] HAIEID, waise oMo Hog MYo
2 S| SOILLICE O|F =Qlotd WA 2y Mol 2 HyHBLICE
Confirm rules(§ 291): 25 59 82 TSI 2P LICHActive rules(8 BABH: 317 Fx o
A A% 50 80 tg eHR YL 2y 82 Mxcta 2wy O 88 3
ol £ 4 £2 BF MFoE FYPUC
AL R K|F MBE AXIS 05 9IF A
X AxisO| B AE ATEQIO Ei J|EN ALRKE X|H ATEQIOIS MXSI2AB ALK XK HYE AXS
0S IZM7t WRBLILE SHE AZEQYOIT} X AGARSL Ads BE0| O8] S0IE| Qx| Holg]
Cf 2EEQOE Q8 AP Hsor & D2 MEEls SH YA MB HHD & AL Axs?
MBS 93t 7|2 BRoT 9002 Adstto] ASRE X1 NIE AXIS OS OISHES MM = olsl
CHinstall(2%)): QIZAE Xjelaie 22BLICt 2TEQIOIS HAlel7| Mo ISME Ao LTt

Ad

A¥

Ct.Account(AHH™): 193t AH 0|22 AHTIL|CI.New password(A] TfALE): AHHO IHAJEE &
Lt AR E= 1~64XF ZO[OJOF StL Lt 2, =i, &, €5 7|2 & 2 7k ASCI &
XHRE 32~126)0F A0 ALREH 2 Q& L|CHRepeat password(Ij A9 E HHE): S| =
2 CtA| Y 3SHA Al 2 Privileges(H 3H):

[ o= T

E S HAHY = ASHCLCH
« Operator(2FX}): CH3S Mgt ZE A0 dMaS = ASLCH
- B = System(AAH) MY
« Viewer(§0]): ¥ g = A= #Hoto| gl&LCH
° HEo ¥E HEME CHEO|
Ct.Delete account(A|™ Atx|): AHE

mjo
rHl
o
il
-

Z ol & L|Ch.Update account(#d YHO|E): AE £
2 MHTLCL root AFE AHE = gl&LLCH

* Administrator(22|X}): EE 70| S| HMATLICE R2|XtE CHE AZES F7h Yol

SSH A8
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+ Add SSH account(SSH Z|™ Z7}): A SSH AXES =7}staiw 2aistct

o= T =g .
« Restrict root access(root UM A H|SH): root WHAIF RSt 7|58 Hstsie{™H ZL|CH
« Enable SSH(SSH #td3}). SSH MH|AE AlE8l2{™H ZL|C}.
Account(A|Id): 17t A7 0|2 YHSYLICL.New password(M| {ALIE): AHHO| 0 2
O} DjAQIEE 1-64% Z0[CI0F SfL|Ch. 2x), %A, PEH, Y2 7|z & ol shsh ASCH 2AHA
E 32~126)0t DA Q0| AFRE 4= S L|CHRepeat password(I{AQE H

Al QRSN ME: ST YHBLCHEM).
SSH account(SSH AH|H AUGIO|E). AN £4&8 AL Cl.Delete SSH account(SS
= MHTLLCE root AEE AHE = &L LCH

L|C}.Update
HE AH): AE

Ir—

7 SAE

o

|

Add virtual host(7}% SAE FI}): M 7t SAEE FItsle{H 2ET .
S Apgote|3 MeBLChMH 0|2 Ao 0|52 AFLICL =X} 0-9, 2A AZ Ol
UchZe: Mot 928 22 AU ype(E): A48T 935

SE ID 0|4 Mzt Agro] e
+ Update(YHI0|E): 7t SAES Yro|=gLct
- M JHM s AES KR
Higgsk METH HlggstE s
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Client ID(Z2}0|HE ID): OpenlD AtEX} 0|22 Q2 TtL|C}.Outgoing Proxy(4dl =2
AE85t2{H OpenlD HAZS 2ot ZEA| FAE U TIL T Admin claim(22]| X}
2 &3t L|Ct.Provider URL(3E Xl URL): APl I ZQIE Q52 9ot @ @35 YLt
URL]/.well-known/openid-configuration & 4!0|0{OF &tOper
otL|Ct.Require claim(28 =Q) EZ0| UO{Of st= OO
A dgtol gf2 =T L|Ct.Remote user(fZ Al

of & AHMOIA0 WX AHEAE HAISIE O §&

= 2| I L| C}.Client secret(%E}Ol?_iE H|Y): OpenID IjAQE = Save(X%E): OpenID
ot L|Ct.Enable OpenID(OpenID &/43}): dxj AAS E X
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MQTT E2j0|HE

Connect(@d): MQTT ZEI0|HEE AL} T L|CLStatus(MER): MQTT S2t0|AEQ| HA MEHE HAITL
CLEHRHSAE: MQTT MHO| SAE 0|2 L IP TAE QAL Q. Protocol(TREE): AIRS Z2E
2 MHTLULLEE: ZE HS E L}

. 18832 MQTT over TCP(TCPE E3 MQTT)S| 7|27+l L|C}.

+ 88832 SSLE E3 MQTTSO 7|27+ L|LC}.

802 ¥l AZS ot MQTTS| 7|2t YL|C
o 4432 $-J| A7 HOIES ESI M 7|27t
ALPN protocol(ALPN Z2eZ) MQIT 527 Zox7F B2 ALPN Z2E2 0f
SSLE £t MQTT & &l A3l HEotS E3t MQTTO1|'3._P X 2 ElL|C}.Username(AL X}
ME{ O] UM AT -rIOH Af9°* ALEAL O|EE2 ?:!E*E.“—IEF H*°4': AHEXL Ol 229 llHi J
C}.Client ID(Z2}0|1E ID): S2t0|HE IDE YHSIMA|R. SEtO|YUE MHX= 20| 0f
g I MHEZE 7‘*"5' L|CtClean session(221 A[M): 912 % AZA 7 Al SAS 7(1|01E.“—|'1f A e
448 A4 HX1| A| ~Ef "HEZF AKX E LI CHHTTP proxy(HTTP EEA|): Z[CH Z 0|7} 255HI0|E QI URL,:,I
Ch. HTTP ZEA|E AIESIHA| Yo HEE HIY = UAELICLHTTPS proxy(HTTPS =& A[). Z([C§ ZO|
7F 255HIO|E QI URLRYL|CE. HTTPS mEA|E AIESIX| Yo{H HWCEE H|Q = 5= UEL|CHKeep alive
interval(ZtZd §X|): S2I0|HET}L 721 TCP/IP A|ZF ZHE 7|CHE ZQ Q0] MHE O Ol AtEE = Q=
ANEE ZXE = ASL ChTimeout(A|ZH X=1}): HZ0| AEE|E AlZE ZHA(EZ)Y¥ Lt 7|22k 60’“*I
g5 FA: MQTT S20|AE §o] AZ MAIX| S LWT GA[X[2| =X 0f CHSt 7|2 Zfat MQTT R
ROl AAl =HO|M AFEE L|CH.Reconnect automatically(XIS2 2 MHAZA). AZH SiK = +0|°1€7r
S22 CHA| HZAG|OF St=X 01—‘?'—% XI@C’“—IEF Ilillklxl dAAZ0l dEE W HAIXIE ELE“XI o2
£ X|deL|Ct.Send message(HA|X] ME): HA|X|E 2L H A2 HAHSIM 2.Use default(7| 27 At
) AtAol 7|2 HAIXE YHStHH Jl*'AIQ TOPIC(-’F-HI) 712 |31|/\|7<|°| FHE gL CtPayload(H|
O|2E): 7|2 OAIX|el W8S T L|CtRetain(FX|): O] Topic(FH|)0|A E2l0|HE HEYE FX|}
2 MERSHL|CEQoS: I{Zl S0 Cist QoS AE=S HATLCLOIX| 2 A HA|X|OHX|2 FALWDS
AfROP SEO|HET ER 10” ClZE M X4 St g [
Al
o

=
—|
|_o

59-|>
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ﬂJ

_J

1 O O

Moz AZA0| HOXH(HEAO| HOojF 7| WEY =+ ) B
2 Zzto|dE Ij1I/\I7<I% EEE“%* 2 AELCL O LWT HAIX|= 28t HAIX|Qt S8t YAloln 5L
ot Of| 7 I—I.:.E Sl 2t E E L|CHSend message(H|A|X| ME): HAIX|E ELH2{H ALE %’S&MIRUse
default(7] 23t AFR): X[AIO| 7|2 jA|X| S °'346+E1“| JltIAIE Topic(FH|): 7|2 O |25t

L|Ct.Payload(H|O|2E): 7|2 HA|X|Q| L&
| 58

EfE FAISte{ ™ MEfetL|Ct.Qos: T2l SE0 03t Qos 7= %

MQTT ual

712 FH HEAM A8 MQTT client(MQTT S2t0] 1) S0|M SX| =4 HEMNA|_F2 7=
AME AHEote{H EE#Z LICL.ZFH o] F =g MQTT XM =AS dF5t= F=HE
ChEH Hg2molx =g MQTT X0 ONVIF =X W JAHO|AE ZeidteH MEiSL|CLY™ HE

gk MQTT HO|ZE0| ZX|ol 2 HSE Zotsia{H MEdsHL|CT Add condition(Z=#H F7}): =HE
Fotste ELE'°”—|':fR tain(RX]): O{™ MQTT HA|X|7} ERE MEE[=X| HolgL|ct

>
s

. Property(34) Al X 75 GAIXIB HEE JHz BT
. Al(RE) ME| EH JbS ol NejS SN & g8 HAKE 2F 2EE A2 wUc
QoS: MQIT 2riof Chof st e MestLct

MQTT 75

crlptlon filter(+ 5 =

—I_ Add subscription(t5 F7}): M MQTT =52 F7I5t8{H Z &/t L|Ct.Sub
| 2 HEA AI): 715 L

E). 1 E35t2{= MQTT FHE Q&5 A 2.Use device topic prefix(ZHX
£ MQTT FH 0| EFALZ F7t2L| Ct.Subscription type(-'rL od):

- Stateless(E| 5 B7b5) MOTT BAXIS JE| =5 2ots oAx= dasielst deguict
. Stateful(ME £ J15) MQTT HAX|Z ZACZ Heisia{0l MeksL|Ch moj2Ci A

= ArgELL
QoS: MQIT T-=0f Chsf ste 2fwe Meqstu|ct
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Supervised (22| ¥) Do Zb7t EXE /O X of Ot AES BEss 39 MY
2lHe = A=E SIHH AYA . YHO| BHEX| HAEX| 2 =
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HIM % 23

L-Bnpy

0

=]
UL A 20 XEC=2 AH E0A0| =gt L|Ct

« Download the device server report(&X] M HIAM CI22E): X AHA[ZF 27| 0|0O] X9
AR OfL|2t UTF-8 YAl MK MH EHIM HAE I}Q 2
MH|AO] 2ojg of A M 2NN zip Dte2 MAI2.

« Download the crash report(Z& H11A CI2ZE): A AENO CHSH XA
HE CORELETLLCL 5= EXN0& XM$ O =
ELCLCHL of EuMOlE WESRZ FH 22 Didst HEJ S 5+ A&Y
gt O R 2 3k A2F = JASHCH

21

+ View the system log(A|A8 21 :

HIEO ot HEE BAISHZEH S22

« View the device server report(ZX| M H1AM H7|): T Xo|AM HE MEHO| Cf HEE

20| ZetEl zip ThAOl Y& LCh X2

s

ownload(CI2 2 E)E

+ View the access log(dMA 21 H7|): ZE= 20 INAQEE AIESH 242 S Alnfst &KX
HML A=E 5 BEAISHHE S
HENI =X
T2 A
HEQD =5 Tols AFH T HAYCSS 22 AP Y7 Zad & ASLICH
HESI =N TjYLS HEYI BES 7|250] 2HE A O 222 5 4 UBLICH Trace time(F
H AZh =N 7[2H(E £ )2 95D D 2
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Yl OlE{mjo|A

rdo

A MNARH 23

Syslog= MAIX| 2Z2| BEYLICE. SyslogtAl= HAIXE Ydst= 2TELQ O, HAXE MESte A[AH,
HAXS 22 9 EASE AZEYOE RaE 4 USLICL 2 HAKER 1 HAKE HHsIE 2ZE9
ol R¥S UEIH=E AlE ZEIL BAED A4 50| SHELIC
T Server(ME{): Al AH{2 =71312{3 SSLICLEAE: Mo SAE 0|2 E& P F4E5 st
Ct.Format(Z8): ALE% syslog MA|X| ZBHEZ MEHSFL|C.

+ Axis

- RFC 3164

» RFC 5424

Protocol(ZE 2 EE). AlEY ZZEZE MEH:
« UDP(Z7|2 MM ZE: 514)
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