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AXIS A1710-B Network Door Controller
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AXIS A1710-B Network Door Controller
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Chrome™ Edge™ Firefox® Safari®
Windows® v v * *
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Linux® v v * *
7|Ef 2 M A * * * *

1. H2fRHE €10 Axis X9 IPFAEE=ESAE 0|ES Y™HTHL| L
IPFAE REE= AR20= AXIS IP Ut|||ty EE = AXIS DeV|ce ManagerE AtE510] HEQ 30
M K E XL

2. ArEX OBt IfAYEES A HTHL|CE ’“Xloﬂ MZ M A5t= L2, | X AES d-dak

OF BILICE. Ete|Af #/& A4, on page 62 & ESHIA| <.
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https://www.axis.com/support
https://help.axis.com/access-your-device
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HEYTES Sof HAIS L J|Ef DS A2 MFS2D HTTPS(| R KO 2 asle)e
AFS AN HTTPSE w0t 8l ot =stel HESIS HZS gastelol HAQIE e Ze B
SEEE
AA| TAQIES BIOJEf 3L AH| A0 h3h 7|2 =S QLT Axis BAlE CHYSH M| R0 AHSE
+ oD g ofT MKl E WA E HH2 HRsHK Lok
HolE BB E 9ok M I MR el B T I 2aLc
+ A4 BX} 0|40 HAYES A TLICE HAYS MNT|2 HASES WAt HO O 5
St
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¢ Al H0| B 0|4 BHEElE 21202 AQIES WYL

OIS & BHK| AZEY OIS ZEHSHX| UK 2l

YX|Of 22§ AXIS OS7t QUER| QISHAHLE 2ot 34 = FKX| & 27TS| M OS5t ChZ& =AY

Ct.
1. EASSIA| 7|2 A™Mo2 AYMNBIL|CL Z& £3) A 7|2 MO Z MAH, on page 452
EZSHAA| 2.
AN = Secure Boot= AHX| 9| ALEf 2 E AtSHL|CH
2. HK[E FQ5ta dxX|gL

o QE{m o] Jie
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YK E Fgote LS AXIS Camera Station AFEAF M B A EE& EFAF SR M S EXSHUAIL
AXIS A9910 7}
e L0 ZHAEEZE2{2| ¥ 9K 0| A0 A Device(ZX]) > 1/0s and relays(I/O % E|0))£Z 0| =
et Ck

(=]
« O|H0f &=t 7|5 4
« Yot 7|E Yot EHE:
- Generate key(7| MMd)E Z=IetLCt
- Export key(Z| LiELH7])E
BN AT = QA E LT
- OK(ZQh= ZaIstL|C}.

« Add AXIS A9910(AXIS A9910 7} E Z=gfLCt.
E

. 0|22 QUS| AFREHRS485 LEQL =AE MEHSHL|C}
< OK(=ehE S&/atL ot

Ac|H]| o] E x[of
alz

A2[1| O] B 7 2 LI 0] 2|H S 2X[SHH =0 AE S22 AXIS A9910S AHE5I0 S8 =82 MO
ot 4= QU LICH AXIS A9910 *7,L on page 82 EHXSIMA|L.
SISl =0 AEZ 2 /A AXISAI0 =Y RE0| AZE 2|0 1671 52 FEL = UASLIT

. SR RSS HEEE0| 2|E BE SLIE AL TILICH

- CE2IH ZE= A2HOIE 72l &0 2XE 2|H 7t Arg &L T


https://help.axis.com/axis-camera-station-5

AXIS A1710-B Network Door Controller

gXo| W AHIO| A0 HEota{H B 22t X0 ZX|2 P F2S YHIYAL.
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o] K101 BetE 215 1 443of O K ge Aot ek of ooz D e gx
X[ AR 7|5 0ILt Y S ALSE + 9IS LIEFRLICH

S92 HIOFE= Ol &2 HOE 28 LI

8 AL Xt Ol Ol = CFS0| =t L ok

- EI0Qlet AFEXt0] et H

%
- < Change account(A|H HZ): 87 Ao A 210+t A Ao 2aQlgtLCt.

[ Log out(za0k2): w17 Aol 20k B LT

¢ dE %= Hwole TS0 e E LCH
« M M|o|E: 742l 80| Ol B2t X H|O|EHE S/t H =254 A|
« Feedback(m| =) AL X} A2 7H45t= Ol E&0| &= O =83 S/SIHAIL
«  Legal(8&): 77| & 2to|dlA0f Cict §EE =L Ch
« About(®H): AXISOS 7T & Y& HS E molst A YEE FLCt
ER
Fojz

Door(0f): HZ &= =0{9| AEfE HA|TL|CE

r

X BE

AXISOS {7 S 2 o 5 Zotoh TX| EE BAIRZLIL

YX|7F NTP Mt S7[8tE| A =X O F S CHZ S7[27HK| 2 AlZEE Z2510] NTP 7|2t 8
A|BtL| T},
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NTP settings(NTP A7d): NTP 4742 210 YHO|EQL|CE NTP 4 Z HEE 5= = Time and

M
= =
location(A|ZF & Q|X|) | O|X| 2 O| = &L}

Hot
2d IR Of Tt MM A S ALE SOl Ao ZREF, MFE|X| 2 W HE T E BEAIE
|Ct 278 0f CHot A& AFgt2 AXIS OS 2%} 70| E& 7|ghe 2 S LLCH.

Hardening guide(& QF Zts} 710] E): Axis ZHX| Q| AFO|H E QOFub 1 AL Of| CHSH XEM|S| ZOot=
4 9l AXIS OS 243} 710/ = 23 QlL|C}.

HZE S| E
AZE U AZE S2H0|AE =5 BEAIRLIC

View detalls(A1|-=.'- AlStEH7|): QA& 220|9E 222 H1 YO O|ESL|CL 220 2t oA
O|IPFEA, ZRESE ILE MEf YU PID/£§A1|¢7fﬂA|EI L|C}.

A
I/0 3 E2lo|

AXIS A9910

T Add encryption key(21 53} 7| 71 2158} 7| S AEH0 UTBIE SHS BRI 2
25k}
=

. 0|E:HAEE HZISO] QQE%Ql 0|%

« Address(F2): &2 ZE0| AZAL|O U= FTAE BAZLICH

e HX AZEQOHE: 2T DEO| FHI AT EQO HE S HA|TL|CE

« HXAZEQH A 0|E: Y 2E ATEQOE FOAO|=5tHH S/ BfL T =0
HEED Q2 NSkl HE HECZ A2 0| =t AL, A= HE S YEZESHY ¢

agjojleg 4= AL
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https://help.axis.com/axis-os-hardening-guide

(of
 Normal state(®dAF AEH): 73| 20| 4% 8 2 2250 I3 20| B2 C(d

=L
Ct
 Supervised(®2|g): =217} CIX| 2 /O HH0] Cf8 A4S MYt B2 AS aux)
5ta 2743 + Sl= = olainl A9, 8120 HRER] LR ZXots A 9oj=
£2op Usg ox AR (5, Aol 2w glox) RS $ AIF LIk o2 S 2]
oei el 9| 1/0 = :0] F7} ol 29 ofEOL X XE)7 Basilch ZE7 9o 2y

- HE M AZZ AR Sl2{H Parallel first connection with a 22 KQ parallel
resistor and a 4.7 KQ serial resistor(22KQ H3 x{&t 9l 4.7KQ 213 Xgtoz= HH
oM )= MEISHL|C}.

- 14

E 2M AAES A2 512 M Serial first connection(Z &
Resistor values(X{ 3} 2}) CECHe 220 A X3 7S Metst]]

« Toggle port URL(ZE URL F2h): VAPIX® Of Z2|AH 0|8 T2 02U QAEHO|AE £
OIZE XS 243t U B LSSt URLS EAIBLICL ZET}
OF LFEFCSHL|CF

—

oI+-I°
rx
nre
T
mo
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[

20|
. Relay(Z3|0]): 220|E 7L} BLct
. 0|E: o] 0|22 bW HAES HESL|CL
. urek 23 g 0| LiERY LI

- Toggle port URL(z-tIE URL H2h: VAPIX® O E2|A0|M == 12U QIE{HO|AS S
21g|0| & &3} 9 H|ZY3}5H= URLS EA|BLICE

U

Device motion(&x] B44): tX|0| S X1Q10| ZHX| € [} A|ARIO)A LS E2|A3}2 B ALt

T

E

mjo

Casing open(#|0| 2 %"E.:.')@i L0 HEE 2O AHO|A SES HX|SHH A|AHIO| M SE
2| H38L7| Q8 A A| 2. barebone Z0| HE C
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External tamper(2| # B =) ®I Q| HEIF ZX 2| A5t H Z Y
LI EtS [

| =
Ch O 2 S0f 27t 95 7jH| XS FoL 2e T7f s =rE U .

« Supervised input(22|d & =) @: e MEE DL ESHD EOL & 7| & F+45t2{H
ZL|C}
[=]
- HE 2 M A4S Ar252{ ™ Parallel first connectlon with a 22 KQ parallel

reS|stor and a 4.7 KQ serial resistor(22KQ B3 gt 8l 4.7KQ 2 &H xjgo 2 HA
oM A7) Meg LTt

—

- A M AA S A2 32| M Serial first connection(Z2 & M HZA)S MEHSI D
Resistor values(X & &) ESLH2 S50 X gt= MERLC
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AXIS A1710-B Network Door Controller

HE BLEHTY

- H@ 3: PoE, DC, DC Door 1-4(DC £0{ 1-4) A | Z | 42 DC Door 5-8(DC =0 5-8)
S m3Hst Mel o HEHS EAIFLICE

« Power out(T™ &l *31)®: DERS485 5 2= 220|o Ml &=HE HA|ZL L]
+ Temperature(k): 2 X|Q| 2 2= E HA|TL|CT

« Door 1-4(=0] 1—4)®:E= 20|, 2 2| Y 2 E REXQ| M3 AtEFH S E5}0
DC @24 =0f 1-40| AtEjl 5l M2 At2FS ﬁ)\|o+|_| C}.

« Door5-8(=0] 5—8)@ D= 220|, 2E 2|4 S 2= REXQ| M A2 E TS0
DC @& £ 0f 5-82| AlEj Q! M2 Al2EkS _.H._AloH_lI:I-

Connected devices(HZ El Q‘XI)@ D= 220], 2= RS485 8l = AUXS| ME AIEZH 2 =
S1510] ISl RK|o| AEf, 0|2, 4 Ol Maf ALR S-S EAIBHL EF
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+Add reader(2|H £7p: 2|42 —’,S7|-o|- 2 22|stL|Ct.
A

kel
1k
AXIS A4612: 71 22{0] Z|Tj 16712 2254 2|CE 2j0|MA 0] Z7ket 4 &L
- ol 2 o2e YLt

= -Hdadg

- AN SE0e 220N 2|0 S MeEL
- PREA2CoPFAS NY YL

=
~  Username(At8X} 0| 2): 2|Clo| AF& XL 0|22 YigtLct.
- EHAO_II:-E'[:—IO' EHAO_I:E olzd st |_||:|-

=2 -Hdg

- Ignore server certificate verification(AMH QIS A 201 2 A|): C1Z5 S FA|St2{H ZAL|CH
- VOportsand relays(i/O & 51 A20|);:/O ZE 5 20| S TAst2{B ATRLIT}
- Port(£E). LEQO| O|E& HA|TIL|C}
— HESE Ql3d TE f = =3 T EQ S LIEFHAL|CH
- Normal state(®d 4 MEl): 7|3 29| 4L 5 g 225l H3| 2o R f% =
25| O}
=]

AXIS License Plate Verifier(AXIS Camera StationOf| A I 714 2 Q)

0|F: 2| o] 55 YLt

API-key(API 7|): API 7| 2 Q&3 %tL|C}.

- Generate(4/d): API 7| £ M/ d3st2{™H Z=lgtL|CL

—  Copy API-key(API 7| ZA}): API 7| S QFHISH R0 X&512{ B S2/510] ZASLICY

AXIS Barcode Reader(AXIS Camera StationO{| M X714 2 )

0|&: 2|t 0|2 YHLLIC

API-key(API 7|): API 7| 2 @23 tL|C}.

- Generate(2Ad): API 7| £ M Mste{H S2lstL|C}

~  Copy API-key(API 7| EAp): API 7| S ORI S 20| X &512{ ™ 22/5}0] 2 ApeiLCt

Axis Q1E{Z 2| (AXIS Camera StationOf| Al {74 & Q)

- 0|&: 2|H 0| & YHELICH

- 2| EELH2 S E0|M 2|HE gL T

- IPFEAE[EOIPFAE XY Y LICH

- Username(AH8X%} O 8): 2| 2| AHEAL 0|52 R H T LI

- AR E: 2[HO| HAYES YHTLIC

- Ignore server certificate verification(AMH Q1S A 20l B A|): 0158 ZA|SI2{H ZAL|C}
g

Edit(._’él)-EIH%’SE—'.*OJTEdIt(*E’éI) S2(310] MEhst 2|

= — od
AN 2|HS2 HEiSt = Delete(4HH|) & S &/5H0] MEio 2| & AfM|RLICE

[ =]
=]
AH30 Communication HubE A28} %|C 1671 2] ASSA ABLOY Aperio M X ZEX|E HAT
> L2 BRI ALS S B 20| MAT} Ba BT

13



H| 2

AH30 Communication HubE E 2t Z0j| A X|s{of g L|Ct.

Connect communication hub(§4l 5|2

dagol=

2|C] YR O|E: 2O AZEQIO|F
EfQ Iyt @ 180|282 Q&L C.

=2 T M-

28|05t =8

-
1S
=

FLICE X &2l = 2lH7F 222 &

Upgrade converters(ZAHE| Y 120|E): AHE S AT EQOE 20| =5l2{H SaltL|Ct
X EEl= A E 7L 2212 SEf Y M2 a0l =g 4= AL Ct

OH

=

—I_ Add app(¥ 71 Af &= XL

Find more apps(F7} A &7|): X ¢S

Allow unsigned apps(AMHE|X| &2 H 5 8)

NS LI Axis ¥2| 7 2 H|O|X| 2 O| S E LIC}.

NYEIX 4 Y 2K B

g5t ALt

[ | H =2
Q AXIS OS 3 ACAP Q40| KO O 0| EZ & QIBIAIA| Q.
H| D
SAO o2 HS HASIH FX|ol 450 g2 0= &= ASLHT
A 0| & Aol A= 22X E AL SHO] W2 AIZSHAL SX| L CH
H7|. Ao| 20| BMASFLICH AFE 7HsoE 272 O E2[A 0| M0 w2t SatE LT YR ofE
2(# 0] M0ll= 2F0l &L Ct
© MBIt O R0l CFS M B tL oj&to] mEHE 4 Q&L
« Open-source license(2E A A 20| MA): UM AHEE| = LE AA 20| A0 Ciot ™
2E S
. Applog(¥ 21): ¢ O|HlEC| 212 2L|Ck 21 K| ME| A0 2o/ I S L|Ct
+ Activate license with a key(7| 2 2}0 M_ﬁ 25 o 2lo| AT Z Qs AL S5t
S Of of LT} ’“X|7f QIE{Ulof AAY = gl= 49 0| SHE AETL L
2O Ml A 7| 7F QICHH axis. com/product/ nalytics= OIEOFLI Ct. 20| MIA 7| & M43}
o ZfO|MIA A l:szr Axis M| Z U2 H 7t o sHL|C}.
+ Activate license automatically(2}0| MIA E XIS 2 2 2/d3}): Yo 20| AT EHe st A
S 2SSO S LICE ZX|7F QIHUIO| AAY &= = 4% 0| M S ALEELICE 2to Al
A5 2doldte ™ 2to| A Z eV Ha gL T}
«  ZIo|{IA HIZ/ 3L O E SO M E 2tO| MAOM FHA| 2lo|MAZ HASH= HL, 20|
A5 H| 291510 CHE Efolﬂﬁi WAL T} 2tO[ A E HI 2 ot 5HH FX[0| M = K
AE Lt

=

Settings(&¥H): D7)l H -5

A BN UG Yo
gej= gxIgLch

MLt

APRISHAM Al 2. HA 20| M A

14



https://www.axis.com/products/analytics

AXIS A1710-B Network Door Controller

=1 i
AXIS Door Controller Extension ACAP-2 A|AEIO|| AP AX| |0 M| ZE L|CL AF23St2{H 20| Ml
AT EQBHL|CE

Azt HA 2 8 HEete Xl oo 2780 w2t TS Lt

OF

gXo] EMel A[ZES NTP M B2} & 7|=t0t= A 0| FELIL

15



Synchronization(S7|38}): 2 X| 9| Rt & A2t 7|3t M S MEHSHLICE

Automatic date and time (PTP)(X}5 S & U A|ZHPTP)): AU A|Zt T2 EZ S A1

=7|ststLct

Automatic date and time (manual NTS KE servers)(X}S Z&} 8! A ZH=S NTS KE A

H)): DHCP MHOf| A=l =29 NTP 7| A MHQt 57|3}etL| Ct.

- S NTSKE MH: SfL} EE= 5= 7HO| NTP MH{ Q| IP =
NTP MH & AL85t= 8% TAl= 5 Mo Y= LY
ot ZFE Lt

- Trusted NTS KE CA certificates(2 2|2 &= Q= NTS KE CA Q1= A{): &2 NTS KE
A2t 7|20 AtEE MEIE = U CARASME MEISALL MERSEX] GF2 ALY
2 gL}

- Max NTP poll time(Z|CH NTP Z& A|ZH: |0 E Xl A|7HS 7] I NTP MHE
S WX F X7t 7|Cr2{OF Sh= Z|Cf A|ZHS A EHSHL T

- Min NTP poll time(Z]2& NTP Z& A|ZH: 0| E =l A|7HS 7] I NTP MHE
Y WX F X7t 7|Cr2{OF Sh= &[4 A|ZHS A EHSHL T

Automatic date and time (NTP server using DHCP)(X} & &% % A|ZHDHCPE ALE25}
£ NTP A{H)): DHCP M 0f HZEl NTP M H et & 7|2t L|Ct.
- Fallback NTP servers(CHA| NTP A{H): 5L} tE= = JiO| CHA| MO IP F=AE ¢
25t C}.
=]

- Max NTP poll time(%|CHf NTP Z& A|Z}H: QO|0|EEl A|7HS 7| Q8 NTP MHE
T M7HX] X7 7| Che2{OF Sh= Z[CH A|ZHS A EigL|Ct.

- Min NTP poll time(Z|A NTP Z&! A|ZH: HHO|E =l A|ZHS 27| QI8 NTP MHE
T M7 X7 7| Che2{OF Sh= %[ A|ZHS M EigL|Ct

Automatic date and time (manual NTP server)(X}& Y& S A ZHES NTP A{H)): MEH

ot NTP MH et &7|2teh L Ct.

_ 2E NTP MB|: &t} = = 7§0| NTP M 9| I = 749 NTP A
HE A8t 4% ZXl= F MHO| LHE LHES 7[RI 2 AZtE 7|35t =
&S|},
od

- Max NTP poll time(X|C{ NTP Z& A|ZhH): RGO E &l A[ZFS 27| {5 NTP MHE
Z g W7LK| ZK[7F 7| CHe{OF St Z|Cf AlZtS M EASHL|C
- Min NTP poll time(X|4& NTP Z& A|ZH: QGO EE A7+ 27| 8l NTP MHE
Z g W7LK| ZK[7F 7| CHe{OF St &4 A[ZHS M EASHL|C
« Custom date and time(A2 X} X|7d EW S A|Zh): =302 SR A A|7H2 HA7FTL|C
Get from system(A| 2RO M 7} 27])= 22610 ARFH = ZHY ZX|0| A Rt 8
A2t -8 E o Xl 7FM Z L CE
A ZECH: AFE S A|ZHCHE MEHTEL|CH 3 HOF A7 B HF A[ZHO]| 23 AZHO| AtEC 2 2HE
L|C}.
« DHCP: DHCP AMH{ Q| A|ZICHE X{EHSHLICE O] S M2 MENSIZ{ ™ HA ZX|E DHCP AMH
(v4 EE= vo)Of| HZSHOF SL|CEL &= A S B 5= AFES = Q= E 2, &K= POSIXEL}
IANA A|ZHCHE, DHCPv6 K CF DHCPv4E 2 M3HL|C}.
- DHCPv4-= POSIX A|Z+CHOff Option 100(2 M 100)2 A3} IANA A| ZtCHO|
Option 101(&4 101)Z AtEgL
- DHCPv6+= POSIX0]| Option 41(ZFM 41)& A3t IANAG| Option 42(FM 42)E
Ar&grL Lt
« Manual(+&): EELCHE SE 0| M A[ZICHE MEISHL CL
H| D

AM2EM = BRE =8, 23 S A|AE 230 2/t

AlZh280| ArgE Lt

— =

Al

A 1%

16




A7 A 2K E LHSLICEL S 22| A|L—OA O S2E AESH X =0 M X E RS
Ct.

« Latitude(f): ¥+ 42 H
« Longitude(AE): & 7t

— — OZ_?(I_
« Heading(¥a): YX[7} &dt= LA giers YIS IEf 02 =S LIEF-LICT
+  Label(2H4): X/ 0f T3+ MBO| EatEl 0|22 Y2{BtLct,
«  Save(M¥): X AKX E MFSt2H S L C
HELZA
IPv4
Assign IPv4 automatically(IPv4 X+ &) =5 71 Q0| HEX AN A IP T, A4l OtA T,
2tREE X522 2SI & 5t2{H IPv4 At IP(DHCP)E MEiSIL(Ct EH$$9| ECERY
= At& [P 2 (DHCP)E A& SH= A0| & LICtH
IP A XKO NQBHIP FTAS UAHSIMAQ. DN IPFTAL ZEFAJL QS AL A2 HE
-rJEl LHOHH E'"*eri S EE = ASUCEL SES LR SHHE DF P FAE 257 O HE
913 BHa|Rtof A E2lsts Zio] LTt
MBEYl OpA3: MEY OtAT E 22510 LAN(Local Area Network) L 20| Qs FAE FolgtL
C}. LAN 9|50] B E AL 2[QF S S1tstLCY.
Router([2Ef): [} L3 91 H=93 HI0i=0f B2 2A1E eshe o Bl 7l
2t E(HO|EQI0)2|IP FAE YHTL T

Fallback to static IP address if DHCP isn't available(DHCPE A€ £+ Q=42 A™IP T4
2 EWM). DHCPE M8 = N IPFAE KSR TS =gl 8% =
FAE Ft5te{ T dEighL| Ot

H|
DHCPE AFS% 4 QT MAI7} DY F4 NXE AF8SHe 29, N8 FoE HotE Bz P
e
IPv6

Assign IPv6 automatically(IPv6 X}S CH: IPv62 1 | E Q|3 2} E{ 7} &HX|0f IP FAZ X}
=03 SISt E 2 S0 MEiSHL|C}

SAEO|E

SAEO|ES AISCR & HERR 2tRHI EX[0| ZAE O|ES P FAE K522 &}
L= 2™ MEdSL Tt

SAE O|E: X0 AMASH=CHE LHHOZ ALESIH{H TAE 0|52 =522 L}
MH EDN SLAIAR 20 SAE 0|E2 AHEELICL S EE = EXts A~Z a~z 0~9, -YL|
C}.

S7% DNS YH|O|E &/d3) IP A7t HEE UHOLCH EX[OM ZH QI Y MH 5218 AHs2 2
AHO|ESI=E 5{ &Lt

DNS 0| & S&: ZX2|IP FAE 7t2[7|& Dret =M Ql 0|55 YHYLICEL HEE= At

TTL: TTL(Time to Live)2 DNS 3| 2.2 7} ©E| 0| E£|0fOf & I 7HX| R &8t SX 5= 7|2HS A
gL CY.
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DNS A H

Assign DNS automatically(DNA X3 &t2h): DHCP A H{ 7t AM =0 Q1 Bl DNS MH F=AE EHX|
O Xtz = < E5tA Ste{™ et 2 22| W EY Ao Cish Xt= DNS(DHC )& HETLY

Ct.

Search domains(=H|Q! ZAM): M35 K| %2 &
domain(Zd Al ool *7|' = 2¢&
Ct

DNS servers(DNS A{H{): Add DNS server(DNS A H F7})
LI O] M= HEYT0|A SAE O[22 IP T4

HTTP & HTTPS
HTTPS= AF2 X}O| H|O

X 28 5 E MHoA et l"L1|0I7<I01I it A2olS HSote Z2EZ ¢
LICt Qe gtEl ME sk Apol Az A&oto] 2te| gLt

o
K| A HTTPSE At25t2{™ HTTPS Q1= =
System > Security(A|AE > HOHZ 0|5 ¢tL|C}

X7 HTTP HTTPS E2= HTTP and HTTPS(HTTP 5S¢

Allow access through( QH YA S| 8): Al
== | HZASIE 2 S| _SHX| M EHoI-|_| Ct.

o
HTTPS) ZT2E = S Soff X[
H|2
HTTPSE Sl &z 2t=l & LO|X|E E= B2 £5| 4o[X|E M3 28 I §50| Mot +
OIA|_| [:|.

HTTP port(HTTP EE)AESHTTP ZEE HSL|CEH X E 80 &= 1024-65535 B 2|
o/ BE EES SRELCL 22X 2013 ZP 1-1023 H9l0] ZES AE & YTt
ol wélo| mES AFgetel ot mAIELLE
HTTPS port(HTTPS ZE): ZEE

#olo| DE TES S 8BLICE B2X2 210
it of #olol 2= +

Certificate(21Z M):

HEHI AMZ2EZF

Bonjour®: | =901 M LS HAS 3| 83}2{ ¥ 0] M2 ALC

Bonjour 0| E: 4| E9|30) BAZ 0|22 Y2{3fL|Ct 7|2 0|22 &% O[S 3t MAC FA LIt

UPNP®: L E T 0 A XHS ZAMS 3]2312{7 0] S 42 ZLICH

UPnP 0| &: L{E =0 BAIZ 0|22

WS-ZA: L 9T 0M XHE ZHMS 3]
74

LLDP %! CDP: 4 E Q|30 A A}=

18

o
-
n
N
e
o

E2 Xl 0|51 MAC =YL Ct

o m°
Rely
i)
=

0 =
ol 85te{H O] SHMS HLICH LLDP 5! CDPS 11T Pok
!

k=3
O 1=
719l SA10] K| 0| A2 == QI LICY. PoE el SAID} BHeit S A|S o) 26121 @ o1 =9 of PoE
2§ MR O PoE A9/%5 7ALIC

FREE TSN
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Http proxy(Http ZEA|): 5| &= FAlOf| 2t 2 EH ZEA|SAE TEIPFAE C
Https proxy(Https ZEA|): 5|8 5l HAI0| I8} 22 T2A| SAE TP FAS K| HELC

HTTP S HTTPS T2 A|0f 32| = HAl:
s http(s)://host:port
¢ http(s)://user@host:port
e http(s)://user:pass@host:port

H|
BRI E MYAIZSIO 2 2H TEA| 42 ML
0 proxy(= ) =28 TEAE £2/52{™ No proxy(ZEA| g13)E A8 LICL =5

« CIDREAIQIIP T4 X|H
« 09 0|2 X|H(0f: www.< E0| @ O] 2 >.com).
- EZ 0o 2E ohe =Ml XFY(0f: .< =2l 0] F>.com).

One-Click Cloud Connection

One cIick cloud connection(OSC)I_'f 03C A—IHIA = 0= -‘?—IIIOiIH Lf *'AI =] —L=§} OE'“OH =n OF

«  One-click(g122al): 7|2 8 ML r 03Cof|
=]

R
I
=2
B
_FH
Ot
m =
s el
N —
m
o
N
ﬁ

«  No(0}L|R): O3C MH|AE %
Proxy settings (ZEA| A%): Lot 4 T2 A| NS I2{s10] T2 A| {0 AZEIL|Ct

SAE TEA| MHO| =AE QlEstL|Ct.

= dg
Port(ZE): HM 20| AL &= ZE B S YEBIHUAI.
A

229 U YA WA FS B2A

x
T
=2
=
%
ol
Pl
o
]l
it
=t’:=|
[>
10
i
mjn
ro
v
118
-
n

Authentication method(21Z HitH):

o
«  7|2: 0| B2 HTTPO| CH S
X 0|23 A E 2 ME 2 Hadts| 20

S LIC
+ CHOINAE:O| Y2 Y HEAIE Soll =otel A ES TESH| WE0 o &
oot
« XS 0| U= ArEotE X AE[= LYo K2 X7 T WS WEE = ASHE 2
H&=fl= CHOIHAE & ], 7|2 S8 =M 2 8Lt
2] IF 7| (0AK): 27X 15 7| S 71224 H Get key(7| 7tH 7)) S LI 0| A2
X7t S2tHO|LE ZEA|QO] QB HZEE 20T 7S H
SNMP
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rk

SNMP(Simple Network Management Protocol) £ O| 8510 HEQ A ¥X|E 422
L C

1|

I
N
0

SNMP: A28 SNMP A S MEHSHL|C}.

« vl%v2c
- Read community(2{7]
sto| 9= 2 L|E| 0|2

o= -+d A

- Write community(227| Z{FL|E|): X| &&= 2 &
7| Moo A= HRLE| O]
L|C}.

- Activate traps(E g/d3}) ERE N E 24315 2{ H F{ M A
2510] Q3 O[HIE £
Ol E{T| O] A O A{ SNMP vI U
H 23} 7{L} SNMPZ 1153 E 0]
SNMP v3 22| Of Z2|#|0| A

NMP Z4 x| Off CHO 17| EE&= A
AH Hel). 7| 24k2 271 Y

mjo
()
I
of
-
I
o
N
™wn 0
oo

[m
1

- Traps(E#):

- Coldstart(B = R &) TX(|7t A|ZHE [ ERY HA[X|E E”iL(Ch

- Linkup(33 &) 237 CHR20M iz HEE R E
C}.

- Link down(Y 3 C}2): P37 POM CH22 2 HAEE 22 EY HAX|E
HHLCH

- Authentication failed(Q1Z AlTj): O1Z A| =7} ATHSIH E HA|X|E 2
L{C}.

i3
=
>
A
i
HT
1
-

H|
SNMP vl 2! v2c E2HS 70 @ E Axis H|C|Q MIB E240| ZA S} L|C} XFM| 8 LIRS AXIS
OS Portal> SNMPZ &t R SHA|

« Vv3:SNMPv3= Y=ot 8l HOF 2t 5 X E5t= ECt ot I UL|CE SNMP v3E A&
St 227 HTTPSE Solf &S E|E 2 HTTPSE &/d3ldts A 0| S5 LICH ESH HTHO|
U= A7 42 ot X| Q52 SNMP v1 8l v2c EROf| WM ASH= S WHX| LTt
SNMP V32 AF83H= 22 SNMP V3 B2| OS2/ 0|N S E8) ERS BHE & A& LTt
- JHoIME B3 SNMP HIO|E| S HEtte O ALSS B8} A S MefStAAlR
- Password for the account “initial”’ (‘X 7|"' A 2| T AL E): 0| £ 0| 'initial @l A

O] SNMP If A EZ Q&S| CE HTTPSE SAS}SIX| YD E IHAQEE MastH
= QIX|BF HSIX| Q4 LICE SNMP v3 THA QI E = 3 HBH MXSH 4 91 1 HTTPS
7t 2 otE 3208 A-St= A0 E5LCH AR ES 27YSH A9 E IE

= =2 O
7t § O]t HA|ZX| G5 LCH IHA/YES CHA| 25 H XS ST 7|2 278
O 2 XA s{of oL LC}.

HL
re

re
ol
x
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(Z2}0|H E/A{H QI
a3

=210/¢1. E/HH'I ISM= X2 IDE 4 = A2 CAQF 7|20 M
Srael = S CE XA M B ASME AetEl RS2 K20l CA 23 JENE &7 A

MR AL S % QU LIL

. CAOZA

CAQIZEME A} 810] M| Of QIS MZ QIS BIL|CE 6|2 S0f, ZX| 7} IEEE 802.1X2 E S &
S YEYT0| GZE 42 oI5 MH{o| DS ASELICH ZX|0fE 0f2] o] ALK HX|E
CA 0I£A‘|7|- §L| C}.

. QIZ A HAl: PEM, .CER, .PFX
749l 7| Al PKCS#1 I PKCS#12
S8 A

ZHE BT SG A |22 HUBH RE AFNZH AHELICL AL X CA 1B A
Jh CEA MR LT

_|_ Add certificate(QZM F7}) : QS ME F7I5t2{H S LICEH EHAE 710| =7 SELCH
+ More(t{ 27|) ¥ : ZASI7{L} MEHS 227} 22 FA|BHL| O
18 x

=
« Secure keystore(HQF 7| H{FA): 7| Q1 7| S QM S} A X ZSt2{ M Trusted Execution
Environment (SoC TEE), Secure element(EQt @ 4) Tt = Trusted Platform Module 2.0
<]

= JEHSFL|CE A el et H ok 7] X Z A0 Cioh XM e W82 E2{ B help.axis.com/axis-
os#cryptographic-support% RS A 2.
« Keytype(?| R8): 9IS ME BS32{P CECLS 220N 7|2 4S8 12| Z0|Lt o}
Eule anaEE Taen
© AP 9t ool CHE 0| ZEELIC

« Certificate information(@1Z A HH): dX| =l QIS A9 £H &= &L|LC}
« Delete certificate( S A AHA)): 2l

y .
+ Create certlflcate signing request(QUSM A|H @ MMH): C|X|EH ID QIS ME AHSEHY|
o S5 7|20 22 SM ME ¥ S ddeL T}

Secure keystore(H QF 7| X{EA)®:

» Trusted Execution Environment (SoC TEE): £ ¢} 7| & A2 SoC TEEE A2 3t2{ ™ MEH
stLCt.

+ Secure element(E.Qt 2 4)(CC EAL6+, FIPS 140-3 Level 3)®: E9F 7| X ZA0| EOF 2
AE ALEote{ T MEiSEL|C

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g|'el 2)®: £t 7| X & A 0| TPM
202 A5t ™ MEdSEL|CE.

HEHI E2 Mol X =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Ch 2152 215 MH YA = x| H, YHA © 2 RADIUS H H (0]|: FreeRADIUS 5! Microsoft
Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

IEEE 802.1AE MACsece O|C|0f 2\ A
X o|&}= [EEEC| MAC(D|C|0f QA A 74

Ol
CA QS M:CA IS M E MEISHY] 2
GIZE =9 Tof BA 0|

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

IEEE 802.1X2 BB &= HEQ 0| UM ASIE{ M 4 EQT A7} A= O 2 O1=5|0{0F 3t

A SlO| XpH| Q152 A=k Ct

OIS NS ALSE [ Ads T8 Al TX| Bl 015 M= EAP-TLS(@HE 7hs oI5 TRES - M3 7
T HohHE AHESI0 CIX|E ASME RN H 2 QS TL Tt

YR ASME St B2 k|= HERAN HHAY = JALF 5te{H MBE SEF0[HE Q1SN
£ ZX|0of 2X|50F gL Ct.

Authentication method (215 ). OIS0 A2 | = EAP S & MEHBHL|C}

Client Certificate(22}0| 9 E Q1S A): [EEE 802.1x2 AF2% S2}0|QE QIS A2 MENSIL|CL. QI
= MB= OIS A E AFR3}0] 22/0|{E 0| IDE &0l T,

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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AXIS A1710-B Network Door Controller

IHo
i

=
10

Ho

23



Firewall(2ts}): iS5l S 2t 5}6le{ ™ ZL|C
o_l_

no
]
o
Q
c
-
)
S
a
=
N
re
o
2
M
=2
x
i}
u
A
51’
rir
e
Y
FO
ot
mjo
0L

SHHO| Of A M ex| dEigtY
Ct.

+ ACCEPT($:): TX|0f [t R E (A & 8ELICL 0] M 7|2 MHE|of YL LC
- DROP(H&): BX|0f (3t 2E ¢i2 st|C

=
OF

=
+ New rule(\] & F7}): £ 451248 S =T LICH

Rule type(£& §%): o
« FILTER(EHE): 20| Zol& 7|= 0t LX[St= FX| 2| AZ S 5{ESHHLE ALEStE & e et
L|c}.
- M eholH S0f L) Accept($=2) == Drop(H&)S MEfBL|C.

- IP range(IP M Q|): 5{ &5t HLE X EHet =4 HR|E X|HSI & MENSHLICE Start(A|
=H 2 End(&)0| M IPv4/IPv6E AFRSHL|C}

- IP =4 5|28} 7L} AEHStE{= =AZ QI 243HL|C}. IPv4/IPv6 I = CIDR HAIS A
.9.ol-|_| |:|-

- Protocol(Z2 E&): 5{ S} Lt Kpthed
El

MBSt Z2E 22 Mot 2

— o
- MAC: 5| 25| AL} XSt = X[ 9

HEQAIA Z2EZ(TCPUDP == E CHE
JmE & X|H80} LT,

S AC TS AL CH
- Port range(Z £ U 9]): o{ 3}7{Lf Attt L E HR S X GO E e gL ot

Start(A|Z}) 2 End(8)0] 7L Ct

- Port(ZE). 5| &5t AHLI A CHSte{= L E HS 5 Y L|CH ZE HS = 10 M
65535 AF0| 0fOF &FL|C}.

- Traffictype(E2T 93): 58317 Lt XTHlel s 2T S MegLIC
~  UNICAST(SLIFHAE): THY SHAIX{7} THY S AIXFOI A R L EjmielL|

C}.

- BROADCAST(EZEI|AE): Ct EhMXI7 HEQFo B E X2 ELf=
Egfj=eiL|Ct

- MULTICAST(HE|F| A E): StLt O] &f 2| = AIXE7} SfLt O] & 2] =4I KO A 2
L= EciE & LCh
«  LIMIT(Hgh: 20 Fol& 7| =1 LX|o= HX| 2 AZS +&HoX| 2 Mot EAfH S =

0|7 ?iell Mets MH-8oteH MEgtL|C.

- IPrange(IP 'H?|): 5| o[ HLf XTI =4 HRZ XYoL F MEGI LI Start(4]
) & End(8)0f| M IPv4/IPv6 E AHERFLCY.

- IPFA S ESIL e FAS Q2{3HLICE IPV4/IPV6 = CIDR HAIS A
23t C}.

_ Protocol(ZE2 E E): 5| 25} HL} X}
MEHSIL|CH T2 E22 MEY PE’

- MAC: 5| &3} 7{Lt At EHSEA = F K| 2

- Port range(EE H2): 1%6}7{ L} XpChst
Start(A| %) S End(8)0f Z=7tetL|Ct.

- Port(£E): 5{ 85| AL X}CHota{= ZE Ho E QHSIL|LEL ZE Mo = 101N
65535 A}O|Of OF ©+L|LC}.

Y EXQI Z2EZS(TCRUDP E&= E CHE
S 2E E X|d sl OfF tL|LCt.

~ Unit(EHS): 3183} LE AHEHS o] Rue ekt
~ Period(7]Zh): Amount(R1)2} B El A|ZH 7|7k MeEdgtL|ct
~ Amount(3l%): A4 5| Period(7|Z) L0 BX|7t QS 4 QU AT S4E M

2 LI 2|0 242 65535 L LY.




- Burst(tH{A E): 27 =l Period(7]|Zh) =0t of H A
A= AE slE =
HAEE A0S EELCH

- Traffic type(E2i T |): S 5L X HSH= E
- UNICAST(RFLZHAE): THY ZAUR7F B =LA A EU= EfEH Y
C}.

- BROADCAST(HEEIF|AE): CtQ EIAXI7 HER TS RE AKX 2 E&=
=3 ZQ Lt

~ MULTICAST(HE|FA E): 8} Lt O] Abo] SAIX}7} SHLE O ko] 2= A RLO A &
e ezl

Test rules(& E|AE): Ho|st EE HAESIZH SEIgHL|CH
« Test timein seconds(X EtQ| H|AE A|Z
* Rollback(E%H): E2 HI2ESI7| T2l O|F ME{Z Yot

o
= =]
. Apply rules(8 ®8): HlAE3X %0 22 TS M S2ALLICE 0|2 H e e
ol K| LTt

MEXt X MHE AXIS OS QIS5 M

0

ZX[0f AxisO| HIAE AT EQO| EE= J[EF AFEAL X|H 2T EQIO|E AX|S2{H ALEA X[ A
FE AXISOS Q1S M7t HaetL|Ch QIS = AT EQO| 7F THA| AF KRt Axis H 50| 2[sH 5¢I

LI A=X OIS CEL AZELI0j= 3ot A Ho o A IDE AlHL[= E7d TX|0f| A2 Alis
T ASLICH Axis7} MHES @[t 7| & ERotD AL B =2 AxisTHO| ALE A X|H A& AXIS OS 2l
= 4 2L|C}
o (=]

—

>
i
>

o
Install(4%]): QIS AIS AX|5t2f P S2YLICL AZEQI0{Z MX|5}7| Fof ASM S Ux|8Ho}

A

A
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|-

Account(H|H): 133t A 0|52 Y L|CL

New password(AH I|AQE): A XO THAQAEE Q2HSHL|CH T A QY E= 1~64KF Z0|0fOF L
O} 2AL 24 AEH, 5 J[S £ ol 7St ASCH 2XHEA T 32~126)0F T|A S| S 0ff AL 3 &
QAELICE

Repeat password(Ij A Q| E HHE): S AUSHI|AREE CHA| FEGIAM AL

Privileges(#oh):
o Administrator(£2|X}): T E M™O0| QM S| WM AEL|ICH 22| Xf=CIE A ™S =7 ¢
HOIE X ALY 5= ASLICH
 Operator(2FXh): LSS M 2lot B= A0 dM 2 = ASLICH
- D E System(A|AE) M
. Viewer(H0f): MHS HZS 4 Qe HH0| gi&LICt

© Mg 2 R0l Cho| gLt

_I

Update account(#| & B|0|E): A% £42 Bt
Delete account(Z| AtH|): #| 2 AR EHLICH root #I S AMR|SH 4= Qi L|Ct

SSH A8

+Add SSH account(SSH A|d 3=7}): Af SSH 71| 12 =7}sle{™H S2lskL|C}
«  Enable SSH(SSH EA13}): SSH A{H| A S AFR3}2{ M ZL|C}

Account(A): 198 A 0|22 YL

New password (A T AL E): A

.|

o
Ct. X}, =X 58, €8 7|2 & 2l
AE LT
Repeat password(Tj A Q| E HHE): S QS I|AQEES CHA| YEHSIMA| 2.

CLEBEEEREL =T

or
Ot
wn
HIZI II
@
InE
UJ
l\.)
|_\
l\)
m
_',3'_
='=.=
>
_.2
2
>
oo
ot
>

| Mg % ool CH 0| EEHE L O
Update SSH account(SSH A|’d AH|0|E): AE 8= HET

L
Delete SSH account(SSH AI°d AHH|): A°"d S A M LI root A2 AT = YELICH

7 SAE
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+ Add virtual host(7} 4t

g2deh 0| 7t S AEE AL

MH 0| &: MH{ 2| 0|52 YHELICt =X} 0-9, 2 At A-Z & 51O0|Z(-) 2 AFE 8L Tt

Port(ZE): M7} HAE ZEE ot}
E

Type(f3): AHEL FEE M Di
Credential Grant(22}0|9IE X}Z S o) %ow tE# efL|C}
_I

HTTPS: HTTPSZ A2&}2{ ™ MEfSHL| T},

FQ
I

¢ A % olwole CHE0| e E LT
e JIMSAEAUHOIE
o T SAE AE
OpenID T4
S8 Ak

OpenIDE AL23}0] 210/ % gi= 72 OpenlDE TA8}0) 21018 Iff AL CLO|HAE
T2 AHE S

0|>|

Client ID(22}0| A E ID): OpenID AL X O|ES st C

Outgoing Proxy(Al TEA|): ZEA| MH S ALRS}2{ B OpenD HHS 9ot T2A| FAE ¢
24SFL|C}
14

Admin claim(22| X} 28): 22| X} deto| Zf2 &Sk C}.

Provider URL(22X} URL): APIYIC ZQIE Q| =2 2
URL]/.well- known/openld conflgura = F

tio
Operator claim(S Xt 2%): S WX ol 7he st}
Require claim(2" Q). E20| Q/0{0f 5}= H|O|E{ & =TIL|LCt.
Viewer claim(Z& X} ") 2HEHXT Aeto| 4f

S

=
Remote user(® Z AL X}): |14 ALEXIE A= /2 YESL|CH Ol = & X9 & CIEL|o|A
O i AH2XHE ﬂiAlor“ Ef OR%H—I C}.

Scopes('H9|): E229| YEIt 2 = U= HEX H| QIL|C}
Client secret(EElﬂl-Ol?_iE H|Y): OpenID Ij A Q| E
Save(X{%&): OpenID %t

= X
Enable OpenID(OpenI 1 83 k1 NI DN M ==
Ct.

OI'J

= At URLOA EX[ Q1SS o 8ota{H AL
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MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT)S Tt EZ HA|N =2 ES
QULICH Eh=3tEl IoT E2HS I8 AA LR 22 AL F7Hsmall code footprint) 1t XA H E
A Y=o = YA FKE HASHY| 2|6 CHADH A0 A AHE & L|CH Axis ZHA[ A E Q02|
MQTT 22I0|HEE S5} o

-

o
&0 M ddE HOJH Sl O|HMES Fo 2| 2Z EQ0f(VMS)Z} Of
ol A|AEIOf ZHEBHA Sete - ASLICH
S

XIS MQIT 20| AEZ AFSIL|CE MQTT S 2 SEH0|AEL B2 2= = AHE|S 7|
gto 2 ofL|Ch S2I0|AE= HAIXE B2 & + ASLHLL E27 = S2H0|AE 7| HA|

x| BFSElS chost | q,_

o=Z Ood™

AXIS OS X[ 4] H|O] A0 M MQTTO]| 3l XtM|S| ZOtE 4= ASLICEH

ALPN @

ALPNS 20|91 = 31 At 7+ ol
o17 S TLS/SSL 212l L Cf. 0]

MQTT E2jT ghdsiel o AFS ELICH A0 (2t MQIT £A Mg o= Jjurel mEJt g2
S5z QIELICE. dafdt 320 SjZ M2 ALPNS AFS oA W0 5/ 8= EE ZEO|A
MQITE OfZ2/70|8 T2 e 22 AIBSX S ZEste A L|C

MQTT E2l0|HE
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Connect(@Z): MQTT 22}0|HEE HAHL} HFL|C}.
Status(AFEH): MQTT 22101 E 0| S AFEfS FA|SFLIC.
2027

SAE MQIT MHO SAE O|E E=IP FAE QSR
Protocol(ZE2EZ): A2t T2 EZ S MENSHL|LC}.

Port(ZE). T E H$ 5 Q&gtL|Ct

« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.

- 88832 SSLE E3HMQTTO| 7|=Z+QL|C}

« 802 ¥ 23S STHMQTTL| 7|22 U LIC

o 4432 ¥l A HOkZ B3 MQTTO| 7|2t L|Ct
ALPN protocol(ALPN Z2 E&): MQTT £ 2 1 g-axm HSctALPN T2 EE 0|22 st
Ct. O]= SSL2 &% MQTT & & A7 Hotg S5t MQTTO| 2t &8 & L Ct.
Username(A}-8X} 0| &): 2 20| AE 0| M A0 BMASHY| s AHE S A X} 0|52 LT
Ct.
AR ALEXL OB AR EE YT
Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

Ho| HZ I NE{2 MEELCH

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH ZEEHY = 5+ JASLICH

HTTPS proxy(HTTPS ZEA|):

II:I

N~

Z|CH Z 0|7t 255H0[ E @I URLYLIL. HTTPS ZEA|E AFESHA| B

=
osm W2 H|Y & %+ AsL|CH

Keep alive interval(Zt2 SX]): S2/0|9 =7} 71 TCP/IP A|ZH [SHE 7|0t T e 910| MHE
O|AF AL % 9l A S ZA|2 & S L

O

Timeout(A|ZH X|shH: A4

A = HEAL MQTT ctO|AE §RHo| AHZA MA[X] B LWT HAIX[2] Z=H|of Chet 7|2 gt
MQTT %4l € 0| Al ZZI01 A ALS S L|CF.

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HIA|X] HZ

AZ0| 2 E M HAIXIE 2EX| HFE XZHLIC.

Send message(H|A| X| HE): HA[X|E 22 A& 2F5HM L.

Use default(7| 27} AF2): X}AIQ| 7| £ HA|X|E Y HSI2{H IIMA| L.
Topic(FH): 7|= HAIX[2] =X E YH LT

Payload(H[0| 2E): 7|2 A|X|2| &S YHTLIC,

Retain(fX): 0| Topic(FH) | M S2t0|AE HEHE X[t T =L LIC
QoS: izl S F0f Liet QoS A5 S HBE LI

Opx| 9t 5 A HA[X]

| 2t2 = AlZE ZhA (=) LB 7] 2 2L 60
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 %em OlE AE|Z QX|8}2{ B MEtSHLC

QoS: I 7l S E0f gt QoS AlE FL|CF.

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

[[OF

MQTT &t

72 R HEA ALS: MQTT client(MQTT 22t0| 91 ) B0 A ZHX| 7 HEARO| ol el 7| =
A HEATE AtgSfeip Metstc

Include condition(Z=ZA Z&H): MQTT FH|OM ZHS M=
O

Include namespaces(4| 2 A H 0] A ZEEH): MQTT FH| 0

MERSHL|C},
YH M T MQTTHO|2ZE0] X[ YH HS E motdta{H MENSIL|CE

_|_ Add condition(ZZA F7}): ZHE F7t5t2{H S &/t C}
Retain(SX|): 0|t MQTT MA|X|7} 22 M&E|=X| & oSt C}.
«  None(Zl3): 2= MHA[X|7t B|FX| B2 HSSLICH
 Property(£d): Bl =8 7t HAIX[ZH E2HE SEfZ 2L O
o AN(RF): YE =8 7ts L HEE FHY = QS HAIXE 25 E2HE HEi2 HYL|Ch
QoS: MQTT & off CHs| RSt= 2l &S e Tt

-
m

MQTT 75

+ Add subscription(1= F=71): A MQTT =& F7ts6t8{™H S 2IghL| L}
Subscription filter(11 5 EE): 1 =35l2{= MQTT =X & YHSIAA| L.
Use device topic prefix(&X| &5 HFALALR): 1= ZHE MQTT X0 ©FALZ F7tgtL CL.

Subscription type(11 & £ ¥):

o Stateless(ME =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 HSSt{ T MEH
2 LIC.
o Stateful(¥Ej FH 7}5): MQTT HA|X| & ZHOZE HalstZ{ ™ MENSHL|CL 0| 2E = A
Ef 2 AFEE LIC.
QoS: MQTT -5 0f Chsf Y3HE 282 HestL|ct

o M| A 2]

I/OXZE
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CIX| S Y-S ALESHY 7HY U H4ff 5|2 AO| S Hetet = s F (K PR WA, =0 EEE
&l

CIX|E =8-S AFESH 22{0] I LED S2| 2| F FX|ef HZATL|CE VAPIX® o Z 2|7 0|4 221
cf e QIEIO|A E= @ AHEO|AE Sl AZE XIS 2dated = ASLIC

xzE

O|F: ZE O|ES bt 2{H HAES HAUL L

o
Normal state(i4 el Hziz ol 22 8° 2 2sn meize 2 o g 2eypuc,
A

o = = =2 1d
Current state(B X &EH): ZEO| oIX| HYE|S HA|SL|C oI HENZF Y SEfF 2 X GfS I
Q2f i Z2i0] 2 slEL|Ch AX| o] @22 AZo| BOjX|7{L} 1V VDC 0| 4] FHero| g o
N 2| 27F E L
H|
A ZSH= SOt = 2|27t JHYELCH XA Z0| 2tz k| H 9| 27} 4 fIX| 2 SOFZf Lt
O H|O|X|of|M B E HESIE =8 3lz= &g Ec[A0 27 8l0]| Al 9/X|= SorL Lt

Supervised(&z2|H) @ 5

¢ —Z}7t C| X[ 8 1/0 FX|of Lot g2 S #HPol= B A U= LA
1 EE[AY = AEF ofo{H HAYUAIR. AEHO0| DRI=X| EH=X] X5 A 20| = £ 77k
gs H=E o AL HEEAEX) A = ASLICEL FES ZAISHEH 2[F /0

« View the device server report(ZX| M B A H7|): £ &HO|A NS MEHO| Cigt HE
E SLCLAMA 2O= X522 M E0 M0 22hE LT

« Download the device server report(ZX| M| E1A Ct2ZE): X MA|ZHE 7| 0|0O|
X|o| AR AFEE OfL|2F UTF-8 Ao MM M H M HAE IHl0| ohE zip IH0| 4
FELUCH X MH[A0| 2o I g4 M E 1M zip THYS ZESHY A,

« Download the crash report(Z& E1A CI2ZE): AW 4 sl
OI7}O|EE CIREEYLCEL S E0M0|= AtMet CIH 1 =
Bt ZoELICL O] E0MO|= HESQ A FH 242 Qs AEIEUAS = ASL L
DIMEYES= R E B 222 = JASLCH

21

« View the system log(A| A8 271 H7|): X
O|HIEO| Cist HEE BAISI2H S2/gtLCt

+ Viewthe accesslog(¥M|A 2 H7|): 2= 20 A EE AIESH E LR S Anfst
K| HNA A EE DT HASHAH 1

« View the audit log(ZtA} 21 H7[): 2=
Rt A|AH =2Z0f Cfet HEZF BA|E L|CL

HEHI FH
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=9 A|-'<‘5I-

HERI =M 0tdol= ABM E= HAEQ 22 S Y7L motE 4= A& LT
HERR =M M2 HEYHI ESS 7|55 EHE i dot= tl =85 & + ASH L
Trace time(FH A|ZH): =8 7|ZHE E= )& 151 Download(CH2 2 E)E S 2 LICH

7 A2l 20

SyslogE HA|X| 2Z2 | 8L Lf. SyslogOf A= HA|IX| S d'dot= 2D E0f, HIA[XE X G}
= A28 HAXSE 21 Bl 245 AT EQ 0 S 2 = UAGLICE 4 HAIXEZ 1 HA[X|S
ddot= _+_£E$I01 %%% LIEt = Ale 2270 AR 44 50| 2 ELIOL

| Server(ME): \j M2 Z715tai® S21g Lt
SAE: MHO SAE O|2 E P =AE QEStLC

Format(Z): At2% syslog H|A|X| ZBHS MEHSHL|CT

« Axis
« RFC3164
« RFC5424
Protocol(Z2EE): AIEY T2 EF MEL:
- UDP(7|2 278 ZE:514)
« TCP(Z7|2 278 EE:601)
« TLS(7|& 478 EE:6514)
Port(ZE). Ct2E ZEE AIE3l2{H ZE HS E HE LTt

Severity(MZtE): E3|7 € [ H&E HAIXIS MeSLCt
Type(¥): Haslaie 219492 ﬁE#iM Ct.
E

Test server setup(A{H{ A7 EH|A
Ct.

CA certificate set(CA QIS A MH™H): six|o| M™HE 2AQUSIAHLE QASME FI}ehL|CH
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X2

Restart(X A|Zh): EHX| 2 KA ZFEILICE O] = S7) AR Qake FX| ¢&LICH A3 F0l of 23]
70| 40| XHE O 2 TYA|ZHE L|CF.

Restore(27): ({250 4HS B S5} A| 7|22tO 2 £ S2|4A| 2. LIE 0 EX|2 942 ChA
TS A MX| (X S BE RS CRAl MA[3[1 O E 9 3| M ChA| BHS0{OF BfL|C}

- AMEH O3

« B8021XAH

« 0O3CHd™

« DNS MHIP
Factory default(&
=2 0ff ZXI0f A M2
H|Z

& Axis §A| AT EQ0 = CIX|E MO X HSE 2ZES

Ch. O| A 3} Axis &HX| O x—|upc—| Of X|A AFO|H| EHOF 2=

LH- 22 axis.com0j| A| B M "Axis Edge Vault"E & RS A|

Nzt Jy

ESLA| 7| 2O TS |AMAQ. O
Ct

AXIS OS upgrade(AXIS OS Y 10| E): A AXISOS HF S 2 Y 2{|0|EBL|CE A ZZ2|A0=
S E 7l B =8 A 25| M2R 7| 50| ZetE LT 24 Z| 41 AXIS OS EE|= & AHE35}
= A0l E& L iltl %‘EIEE CHR2ESHHH axis.com/SUpportE Ol gL Ct.
P 0|EE I Tt M 7HX| S SO HEiSl == QS LT}
« Standard upgrade(;H-.—.-_— =|:lE1|0| E): AH AXIS OSHMo =z g o|EstL|C}.
« Factory default(3%& &5} A| 7|&2)): 80| = o|-_|_ DE MME 2R =8 A| 7|22
2 E[F2[HAL. 0| FM S MEISHH ¢ 120| = =0f O AXIS OS HECZ E|ZE + ¢l
S L

« Automatic rollback(X}-5 StH): M™M= A|ZH LHO|| Y1 0| E8ID Y1 0|EE QIS4
A2 2QI5HX| ™ FX|7F O[T AXIS OS H{ 2 2 &[F0tZ L Lt

AXIS OS rollback(AXIS OS E4): 0| 0f| A% =l AXIS OS H{H O 2 | S&lL|C}.

33



https://www.axis.com/learning/white-papers
https://www.axis.com/support/firmware

AtO[H EQF

MEE AOIH HOoF FE &= axis.comOf| M i & K Z 2| HIO|HA|EE & Z=0H A

fo

A
AXIS OSO| AFO|H K OHO|| CHSH RFM|SH L{2-S AXIS OS & OF 23} 7H0| E2 AR BIAIA| 2.

Axis HQF 22l MH|A

Axis= Axis ZHX| Q| Z|ekA Ol 7|E} EOF 2 2 X|0f CHSH HEZ K|

Okl
O
rr
ne
n
T x
o
|>
mjn
=1
Ok
91-
r

Ct. & 2l2 8o 2{ M axis.com/security-notification-service M| £ =5} H EL|C

AxisE A9l L= 2| S £|251517] 2|8l CVE(S

E9)0f W AH|A0) A ,
EGA S 2ok 8, /0] SIHE Fofd W ol ot Hnof oSt XiA
ot L8 2 axis.com/vulnerability-managementE &SI A 2.
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HEL 3 HYEH

PoE+(Power over Ethernet Plus)E& X| & &}= RJ45 0| ull 7{ =l E

UL: PoE(Power over Ethernet)(PoE)= 44~57V DC, 15.4W/30WE X|&St= O| {4l IEEE 802.3af/
802.3at Type 1 Class 3 EE= PoE(Power over Ethernet) Plus(PoE+) IEEE 802.3at Type 2 Class 4 ™ &l
Nt OIME{ E &9l 0| F 0 & L|LCt. PoE(Power over Ethernet)(PoE)= ULOJ| Al AXIS 30 W Midspan2
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« PoEQ} DCINO| R & HZAL|0f QIO SAX|| PoEO| M 20| S5 &1 AFL|C PoE7t B7|H F
K= MAIZSHA] B0 DCINO| H3s S5 LT

e PoEQIDCINO| 25 HZAL|O Qo AKX DCINO| M&l0| 35&| 1 Q&L CH. DCINO| & 7|
™ YX|7F A ZE[2 PoEZ M@l S SE R LIC

«  A|Z E0| DCINS 0|83t K|S At = PoES HZoHH TR S50 DCINS AL
L Ct

* AS &0 PoEE 0| 85t1l XS AlSct = DCINE FZoIH TR S50 PoES AFE &L
C

ARSHMA| L.

DCIN

X o S Sgot7| flet S YLIC L4l PoES A& = JASLICH &2 R4 =2, on page
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H| 2 M
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N | =
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2zj|o| E
0|2 SOf ZFER| L= HO|E0f T3t QIE|HO| A S K|OjSHE O ALBE £ U= CY A 0|E 9
ok ol 41 Ho|2 E5 LT

Is o H| 2 ApQt
DC M X|(GND) 1 0V DC
NO 2 A of et X M2 = 2A
280 ZHX| HAZAN AP | Z|CH M =30V DC
2 & L|Ck NOtDC H
X[ AHO0f| T & A0
HIEKXE AL
CF.
COM 3 =
NC 4 PSR x|
o] HX| AZof At
25 |Cl. NCetDC H
X| AtO |01I oY MOl =
HEHKE HEe
C}.
H| 2

HHE AFESHA| BHete, E2|0l= LHHA| 2l2et MMz Z2| gL T
2eflo] M3 Hm
20| M@ I E Yot 29 12V DC =& 24V DCE 2|0 COM Hof HZgLLCY.
GND2t NO H EE= GNDLFNC E ALO[0f| & 58X & HZot= Ol AF8E += st

Y 12V DCOj| A o] Z|C M= 24V DCO| M 2| | M
DCIN 1900mA 1000mA
PoE 150 mA 50mA
PoE+ 920mA 420mA
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iH]

DM LCIEM, OHE E2[H, LE A St 37H 2 & |01I B HUHE AFELCH BEX 74
HEe OVDCEEH S MYDC EH) 0|2lof CHZ0f CHat 2 E1Jl|0|*£ XN SgL

CIX|™ 4= - PIR dlM, =0/ = 24X 7|, FE| Tt& Z4X]|7| 52| 7id 2| =2t H|4f 2(= AIO|E ™
stot = e FX|E A= Ol A+ gL

2| E Y3 - OX |2 Lo Chot Mm 32 4A2 = JAESLCH

C|X|& &3 - 2/2j|0| U LEDQI &2 25 2K dA 8. HZAE XX = VAPIX® Application
Programming Interface = NE EHO|X|oAM g st = AUSLICH
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AXIS A1710-B Network Door Controller
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AXIS A1710-B Network Door Controller
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