CCCCCCCCCCCCCC

AXIS A1710-B Network Door Controller

F P Ffift



AXIS A1710-B Network Door Controller

Hx
R T R IR 4
B 5
T T P oo 6
e P B B T B oo 6
I B T 6
T T B B I T T B o, 6
Bl B TE B T oot 6
R B B A e, 6
S T A B T I B A oo 7
P D T T R T e 7
B B T B e, 8
B T S T oo, 9
R S oo 9
B e 10
T e e, 10
B R e 10
TTEB B o, 10
T I B B oo, 11
BT oo 11
................................................................................................................................................... 11
RS o, 11
B B A L B ..ot 11
B e 12
B 16
T T e 19
VLT T oo, 21
B e 24
D T et 25
B 27
T BB D oo, 28
B B T B e, 28
AXIS R B RS oo 28
T R B T 28
L T B BT R e o 28
B e 29
P TR o, 29
LED FETRAT o 29
BT oo 30
EIERER. oo 30
B o, 30
B T B B 30
B BT e T oo 31
B B e oo 31
B B T B B oot 31
B N E BB B e, 31
B E T B 32
T T B 32
B I T B o, 33
B R T B oo 34
TR BB B oo, 34
D B 35
DR e B 35
B B T T o oo, 36



AXIS A1710-B Network Door Controller

B N e 37
................................................................................................................................................... 37
B R BT . oo 38
BB T T BRI AT B oo, 38
AXIS OS HE T ..o e 38
BB B BT AXIS O BBz oo 38
T AXIS O .ot 38

R R ) B . R R R T B e 39

B R A A B oo, 40



AXIS A1710-B Network Door Controller

fRIRTT =R

12V DC

--

[ [ ‘
H H H

?iﬁ/l\ 1%#§%ﬂ%§ﬂ$§$’&i¥.?§§'ﬁﬂ’ﬁ BIIPMLZE . T2 H 28800 T FF 12 6] 2188 M kR 88
04781,



AXIS A1710-B Network Door Controller

g2y

H

A

#

BB, BB AL TR A




AXIS A1710-B Network Door Controller

FaEH
MG EER RS

EEAMERER LN R EF A ENDE Windows® FHY IP Hidik, 5 AXIS IP Utility
AXIS Device Manager, XN AREFEEREER, T UM axis.com/support £ T %,

FRMAERMOE IP UM EZER, BER WS — IP #HEFI5 6] AR %o
MR
O] U TN B R R Iz &

Chrome™ Firefox® Edge™ Safari®
Windows® e WE v
macOS® WE W v v
Linux® iz e v
HARER 5 v v v Ve

*E#i0S 1568,iPadOS 15 E{£MAXIS OSM TS E, 5% %]
Settings ( % & ) > Safari > Advanced ( &% ) > Experimental Features ( LI ThEE ) , FHE
ANSURLSession Websocket,

MREFEZFXREENNESRNEZER, 1552 AXIS OS Portal,
TR FA M TSR E
1. FIA—PERS, AT LIRS P titsi F 5,
MR IP i, &6 A AXIS IP Utility 5f AXIS Device Manager M4 F&EHi% &

2. %]\%F%%D{&UEE&O ﬁﬂ%mﬁdxlﬁlﬂll'é )HIJLZ\,ﬁ'—I Uirq-lrEJ\)ﬂkFo T% Jl_l.l.-o
BRARENMN I EFEAHFETRNIEE, 55

EIRETE R

BAREREER, BXTBEEERKS,
1. BWARF%
2. BMANFEWL, BN,
3. EFMAE,
4. BT
5. BERMMKA,
BE
BERERINKS ., MREEXRTEERKAETE, WELANEERE, BSL .
ZEHR

BE
MR EENEZRUEXFER A EVIRRENZL, EEAEEREXRERIPENESE, BRE
ZEMBH HTTPS %1%, ARBEEXZ,
WEBIDENEENRSNEERP, DU EERLSBMBLERE, BAENURSERRKE
M= FER,


https://www.axis.com/support
https://help.axis.com/access-your-device
https://help.axis.com/axis-os#browser-support

AXIS A1710-B Network Door Controller

ARPENEIE, BARZEVE.
ERAZELEE 8 MFAHMNE, MAZREEINAEERRRE M.
REMEE,
EHERE, EL—F—RK,

RibZ A AESOE R &M

ZHARRERAFHRIAN AXIS OS, SiELRER Tz /EHIRE, BHRTUTRE:
1. BEAHRINRE, 5ZI .
EE8E, REBRINTRIEREFRE,

2. BEEFREERE
pod D 57 1 48K 58

TZ I A AR s 5 W DTSR T AOAE B

®

BB, BB AR TR A

Axis 188 M IR E



AXIS A1710-B Network Door Controller

LEI&H%
BXARBIEENELEE, 155 WAXIS Camera Station B FHSE=FBALFE,


https://help.axis.com/axis-camera-station-5

AXIS A1710-B Network Door Controller

) DT SR
BIAFIRFHMIUTE, BEMN TN SR T RN RE P ik,
AR

gﬁ%*ﬁﬁﬂ’a MR BN TR REM . WER @ FERMERRENERLREDTY

RS
C)%ﬁﬁﬁﬁ%o
@ yamamwm.

J
AI‘ Eﬁln So
O WEXTHSREFB,

O
@ & mrsaas,
© HXBRRPWER,
C B BB MANIESTRY, REBRIA
o Drsam, psmomes,

FTEEAE.

o STEUR. BEZHZIENANEREIE.

- R ERER, UBBMBNAEENAEAER.

. kfE. BFH X Cookie MIFTIENEE,

« XTF. BEFEEFELR, 83 AXIS OS lRAFFSIS.

b7
%

Door (7)) : B RREHEZENTAORE

BERGR
ETREEER, 8% AXIS OS fRAFFS S,

FH& AXIS OS: FHéRik& EryEft. BRI EHPHTHRNER A,

B 8] @ H R %S
BRNTPESER, SFEERERS5 NTP RERET MR TREL AR & E,

NTPIRE: EFHEHMNTPRE, BFITEX NTP REAK & FHALE A,

ZE



AXIS A1710-B Network Door Controller

BREMNRENSEERE, FAFERAAMENY, UREEAFATANNA, TREMENET
{AXIS OS 3&4kiEE )

ﬁé;%f_l:,;;éﬁ: #%2) (AXIS OS safk#Em ) , BOUHEHED T HA RN ARtk &IEETHRNE

H/Gro

ERENE W
BEENERNE P iniE,.

EEHMGEE:. EENEFCERERAMIIR, ZIRERTEMNEEZH IP Ut thill. wO.
JRZSFD PIDSAERR

wE
=il

BAhg&E: TSN RERINERGETMEER.

g}l;i.ﬂg@ I SRME N E R FIRR N T TN ARG T RHEAER KARIIEES=F
P -Lﬁ o

9_[}\%5%&@: BN GNP , FTFHFMERGF A ER, B0, HINBYAEFTF KT
B

L'ﬁ#?‘eﬁ}\@: FITT RURTEENRTS, FFECEZES ERYEB R,
- BEBFEERERE, BEFWHAR 22KQ HEKBMHERM 4.7 KQ HEEMERMNIH

BHXEE
- %ﬁﬁﬁ BITEXERE, BEFHRTERERE, KEMNBERETRSIRPIEFEHE
X
B2V

_F%Mﬁm%:ﬁﬁu%M%ﬁﬂ%o

B HEEMNERSFMA DB,

BEAES M T HIBI SR RIE =R

IP k. Fahf NEEERAY IP bl

ARf. MAEFHAAB,

B, WANERSEEL,

ZBgRR S FRIUE B FFBIIETUIN 2RI

T i
BRERE— TS AL I,

Connect communication hub ( EE®BEdiy) . BHMEETLH,

10


https://help.axis.com/en-us/axis-os-hardening-guide

AXIS A1710-B Network Door Controller

FRIZEN T
ﬁﬁﬁm%:$$%ﬁﬂ%ﬂﬁﬂ%%N®OSﬁ$oRﬁ%iﬁ%ﬁﬂ%ﬁ%ﬁﬁ%ﬂﬁﬁm
Aeo

K H

%_%MEﬁ:§%%&%o
BEREZNH: ERESBLRNNA. BREHEIL2M TN AEFIB R,

ﬁﬁi%%%&ﬁﬁﬁ():Eﬁﬁﬁ?%*%%%&%o

ﬁﬁmmﬁﬂ&ﬁﬁﬁ():ﬂ%uﬁﬁﬁﬁﬁﬂ@%&%ﬂﬁﬁéﬁﬁ%éﬁﬁo

Q)EEAMMBﬂAUW&%ﬁ$¢%§$E%O
Py
MRERZEITENNA, BRENMETRSZEIZ0,
FANABRZLMF X B FIEN A,
7. R ANEE. TRNEREBRRTNA, RENARFEIRERE.

FTXEETEEUT PR Z ML,
FBREFHEEER <N AR FEANARURREFTIERE R
NABRE: EENAEHNES, YES5XFARKAR, BHEREA,

o FREPABCEFUI.: IRNATEFTIE, WHEEEE. MREMEELYELEKME
N, TEFEALED,
WRER B IEERER, 1553 axis.com/products/analytics. 8 BB o IE R AL+
P FA S A R BF OIE A

 BIHMAEREFTIUE: MRVATEFTIE, WSEERET. NRENEEEEEHKMNIEN, 15
fERALET, SEE IR ARBUEF T,

o FEREEUHE: FRETIELUEEE R A EMIFOIE, B0, HEMKBIFTIEE R LT
WOER . MREBEBFTIE, BAESEHMNEETHE,

- BE: BESIL

o MBR: KAMEERFMBRRA. MRAELEATFITIUE, NF T IESREFENIRTS.

===

';:Z%Eﬁ%éAXIS Door Controller Extension ACAP, {FHE®mEF o,
ARG

B B AL &

H HAF0 B jB]

A EAE T BUR T/ TN B AV IE S R B

=
R

BNBWEFRER B AT E S NTP jRSS=RRT .

=
)as

11


https://www.axis.com/products/analytics

X

=
AR

: 1EFFR & B HARIR 8] B R0,

Bzl HEAMEE ( F3) NTSKE RE8%) . 5% NTP ZHEIEEE DHCP fRS523H

& HTRIST,

- Fah NTSKE BRE28: BWA— P FD NTP RS20 IP #udlk, HEFEAME NTP
fREeehy, BESRERSNAABLSHIABERE,

- EBR NTP #3aa (8], EFE & ERIE NTP fRSS28 UK #7AT 8) 2 B R S 189 RS

(8] EBRo
- [\le_:fé%iﬁﬂﬁlﬂTBE: R B R IE NTP JR S = UIRBUE #id 8] < BT F 13RI
8] MPRo

%iﬂ%ﬂﬁﬁ(ﬁﬁDWﬁ%ﬂﬂPﬁ%ﬁ):5EEEDMP%%%%NP%%%
- #Z#HANTP R85 WA— AN ARS8 IP it

- EBR NTP #iaa 8], E3FE & ER 8 NTP BRSS28 UKL #1 AT 8) 2 5 R 1589 RS

8] £BR o
- l}le_lF_’E’fEEiﬂHﬂ‘l‘ﬁJTl‘E: R E A8 NTP AR 5525 AR RS H A [8) = B Rz 15 A9 RS
18] MPo

Bah BEATIRS A ( F3) NTP BRS58% ) « SEEFER NTP RS H=EF.

- F& NTP fR$88: MA— DA NTP RE2369 IP Hhilk, HEFEA®S NTP AR
FHh, RESREFMENBABLIFFERLRE,

- FBR NTP #2310 [a], & ERE NTP BRES38 IRERE #7682 B R A9 RS

8 ERR o
- wﬂgﬁwﬁTR:ﬁ%ﬁ%ﬁ%ﬁNW%%%u%mﬁ%w@zﬁﬁ%ﬁ%w
18 PR o

BEX BEIMEE. FahixEBRHNME, BENRGERIUMTENSE R EHFRE
HAMA (8] 1R B

ERFEFEANNX, ERANIERDE SRR AERE,

DﬁHCP: X F DHCP BRE#8MIBT X, " & LIIEEE| DHCP BRSS58, REAgEEFFILit
Ui,

Fa: MTRIRPEFNX,

RGERRR. BEMRAFRERFERBHPHNENRE.

wENE
WMANREFAENVE. WREERG Y UERLESRARE ENERE.

B EFRARELEENERNER.
SR EERFFEMIE,

K. TERRAVTFLENUFR.

Him: WANREFAEAERHIIE. 0 RKRIEIL,
BRE: ABIERERA—ERMERIR

*RfF: BoL, MRBFENRERNE,

) 2&
IPv4

12




AXIS A1710-B Network Door Controller

giﬂﬁ(}aﬂ IPVZ;: WL R B O LA E et B D EORERY IP k. BATREWNAKZHNEXAEB
 IP (DHCP)

IP Hudik: “gig s AME—RY IP il YRS AL R el B D BCARZS IP i, RBE MR
R ABRRR, BINEDERES P AR RKAMNKEER,

TRIER: MATMED, NEXBBEMAMIE, FHEMN Mg HEER BT 5 H &

PEHEE: BWABCARERS (MX) 1 IP it AT EREEEERRNNEMMNERNIRE.

R DHCP AoJ A, REIFFZ IP #hih N RAEE DHCP Ao BE LA B IP #hiltEY,
AINE VeSS 1P i, HEF I,

IR

AR DHCP Ao] i Hix & i A MagStdl, NStk EBSeEA R,

IPve

B9 EC IPv6: EFFTH IPv6 FFit ML A BN EIR S IP il

FHB

BRI EEV AR BFILNEEARBN D ERENEINER.

FHUBIKR: F@ATVERR, EAHOEENF—FAR. BREBIREMRZEBEFEREN
2, RTFNFHE A-Z, a-z, 09 F —,

BEhEh7 DNS E#: AVFREE P it BN A EHEHBRE|ICR,
A DNS ##R: BAfSm%& P HitsE—E#, AFNFHE A-Z a2z, 09l —
TTL: A77RfjE (TTL) R E DNS 1L RA R R EH Z BIRFTH A<,

DNS fR558%

B4 B (DNS): £ M1k DHCP M5 & fhes B o a8 & o Rig A1 DNS fRE ettt A1
WRZEHMERXABEI DNS (DHCP) o

RERE: YEERATEARNINEN, FETAMRREFOA—IE, NERFRRES
= BB IR

DNS R&88. B770 DNS JREREFH N DNS JRE8804 IP it . HER S 2R1E 4t 412 B M 2%
1P %R

HTTP #1 HTTPS

HTTPS Z—Hl, =1 kB A AR TUE IR R MNE RS s B RERENE. NRHNESZR
R HTTPS IEBHITERE, XMRIETRSHNEL M.

BHRE LFERHTTPS, ALK HTTPS IEH, ¥2R % > REUEENRRIER,

13



ARIFFEINE. EEREFALEAFBEIE HTTP. HTTPS stEREIT HTTP #1 HTTPS thiliE1Z %)

wE

AR
RBIL HTTPS EFMZBAIM T, MRS HIMRE TR, LHEHEXIBERUHEN

HTTP w0 . MIAZEFEBAN HTTP iw A, ®&E A Fiwm A 80 =SeEl 1024-65535 i H o ﬁn%‘”
L,}E%%iﬁﬂi MR T] I 1-1023 SEEINME O, REFERLCERNED, K55

Sl TS 5o

HTTPS i O : M AZEFERA HTTPS ix O, && A1 O 443 555 E 1024-65535 /96w 0, 40
SRNEERSHES, NEETEA 1-1023 SEER SO, NEEERLEERRN, &

WEE—EE

= Ho

EB: EFEEHRREEM HTTPS fIEH,

o) 4% & L B I

Bonjour®, TARGFAEMEFRHITEN LI

Bonjour & fR: BAZEAENEH BRAEIR, BIABFRAREZ R I MAC il
UPnP®; FTHAWFAEMGETRMITENEIR,

UPnP &#R: BABZENZH B RMER. BIABFRAIRE B I MAC i,
WS &HL: FTHAATENZPHITEIAI.

LLDP #1 CDP:. ﬂﬁﬁﬁrﬂiﬁwﬁ B &I, %7 LLDP 1 CDP Tl §E£ &0 PoE &3 i
%, BfRE PoE BRI RTS8, BCHB M4 PoE BIEMEEEE PoE #Hl,

EJopeid

Http proxy ( HitpfR¥ ) . RIEAFHNRRIEEEBRIEFEVIIPHL,
Https proxy ( HitpsftI ) . REAFHERIEEE /HRIEEN S IPHLL

httpFahttpsRIE X FFHIAE T
*  http(s)://host:port

*  http(s)://user@host:port

*  http(s)://user:pass@host:port
AR

HEREREUNAERRERE,

No proxy ( EfKH ) . FEFNo proxy ( TfRE ) UFKI£/RIE, WAIFRFHO—MED, Sk
/\?v/l\ﬁilﬁ, MBS E.

B o3
me

«  fEEIPHhiE

«  PICIDR#& =15 & Pt

o IBEEE, B, www.<ig & >.com

- IEERFEEFME T, flm.<EE>.com

—EBrEE

—BR=EE (O3C) 5 OSC REEEFER, TAARELLE BRI E B M %4 i 0] S A 81 5% 5 A9
T, BXREMEE, 1SN axis.com/end—to—end—solutions/hosted—-services,

14


https://www.axis.com/end-to-end-solutions/hosted-services

AXIS A1710-B Network Door Controller

2 03C.

- —8: XRRNRE, RERS LG, B EKRMERES 03C 56, & TE
HiRs /e 24 /NI, BHREEE O3C RESFMEE. BN, REEM O3C REHT. —B
OIMTIRE, —ERHER, BNREE—EERT 03C k.

© BRE: REFTAMEBL BRMERES O3C k. —BEIMTRE, ea—HEEED
O3C fR%5. MRTEBERE LAVESTLA, NERILIED,

« J&:. ZHA03C k%
KRERE. RFTE, HAAREEREDEREIIRIERSS.
FH. HARIERSZHHUE,
w0 WMART AR OHE,
EXMNEFL. IRFE, BOANRERSSROARZMNED,
SHBAETT..
« BXK. WAEARHTTP RBEMNSMNRIEFR. ENLZEUHTNRES X, BATEARE
MBI E XTI RS =R
- RE. WAE—EEMZREENENED, ALERE,
. ii%ﬁ%kﬁm,ﬂﬁ&%ﬁ%i%%ﬁ%éﬂﬁ%%ﬁ%ﬂﬁ%o%Eﬁ%ﬁ%?%
FrE & SH R RS (OAK): B HGet key ( FKEUER ) DA BENSHRITEH. REEX
BHKESREBAER TR EE BB, Aok EXMIERL,

SNMP
fis] BB P 5 B IR MY (SNMP) A VP Ae EIEM 4R &

15



AXIS A1710-B Network Door Controller

SNMP: £ ZFZE A SNMP R

- v1#lvoc:
- EEAS. BT RiEE i SNMP S B AEZF#R, BRIAEN AL,

- HBEHKX . WATERHE AN XFEEA SNMP #4& ( RIEEERRIN ) A&
%?_{o Eﬁl)\{ﬁj] =) NS

- o B B - ?TFUE%EBHB#?E:. o WREFABMAREEEMHHFEIRTHIER
FEERG, ANTIRES, B URE SNMP vl #l v2c MIFERE, tIREEX A
SNMP v3 =< SNMP, B’a’ﬁ#ﬂ?ﬁiﬁ%rﬂo SR SNMP v3, o]t SNMP
v3 BB AREFRR BB,

- BByt WMABIERS A P U EVLHE,
- BEBrE . MR REAEEHERIEERERNEFERNER,
- B3 B
- AR BEBHRAEERES,
- HEEN: X SNMP & B i & IXFERHE A
- EE. SEAThLEEAETER, XXEHES
- SRR KRB Wi KA, ZIXEHES
AR

FTF SNMP v1 F1 v2c BaRERT, J5 /2 H Axis Video MIB Falt. BXEL{EE, 1550 AXISOS
Portal > SNMP,

¢ V3SNMP V3 2— MEEMEBEMZE BN ELERA, EEFEH SNMP v3, FHNTEUH
JEHTTPS, B AZRREEIT HTTPS kiX, XESIE RBTT AR R IMNEZR SNMP v &
voc Fab, wSR{EH SNMP v3, NoJi@id SNMP v3 BIEN AR R BB,
- “initial” WP 2R A\ B A initial BTk P A9 SNMP 288, RE ST EARRUE HTTPS
BUER T RIEZRD, BRMNABBXEM, SNMP v3 Xt RE—R, FFEHER
X7 HTTPS EAR, —BEREB T ®W, BRFREAERETR. EEMRETM, N
WEVMEE AR BRINRE,

=&

TAE

16


https://help.axis.com/en-us/axis-os#simple-network-management-protocol-snmp
https://help.axis.com/en-us/axis-os#simple-network-management-protocol-snmp

AXIS A1710-B Network Door Controller

IEB AT M4 AR &# T BMRIE, 2R & FMIMERMNIES.

& P/ R 55 e ik P

BRw/RE[IEBATRIOREESH, TUEBERILE, Wl UEHIEBMEAYEME
HIEB, BERIEBIREERAOMRIP, THERSE CA MAMNIEBRZHER,

CAiEB

BT PUER CAEBREIET IR, BN, FER&EZE|Z IEEE 802.1X {RIFHIMLLHT,
BTFRIESMRIERERBRHNE N, REEF LM CAIESR,

THFRILTHER
IEBET. PEM. .CER. .PFX
FASAIR . PKCS#1 F1 PKCS#12

BEE
WRBREFEANH FNRE, BHEREILH. MLKRN CAILBBENRE.

—I_ ADINES: BEAINES,

T V. BTRESEEAHEROR,

ZEFHE. BEFRRETAAUFEEAEDR 2.0 X2&FWENA. FREFBI =S
FHENFEZELR, 5% % help.axis.com/en-us/axis—os#cryptographic—support,

WHAXR. NTHRIFRFEFFRINSHMINBE X NRIPIESR.

© ETXBOE.
EBER: EECLKIEBNEN.
MERUER . BIBRIES.
BIRIEBERIFEK: QRIEBZR/IER, KELIMEURIFTHFZMER.
REFBRAEOD:
LETT (CCEALG+): EFEMLETRRIRMLERHAE.

FEEMHESHEL 2.0 (CCEAL4+. FIPS140-22 4 ) . R&ZAEEFE{FEH TPM
2.0,

Pod 45 35 [e) 42 I A0 AN 2

17


https://help.axis.com/en-us/axis-os#cryptographic-support

IEEE 802.1x

|EEE 802.1x 2% % & Fim A ML EIRITH—F IEEE #0ff, TREF LM EENEEENTE
BMUIE, |EEE 802.1x £F EAP ( I[¥ B BMIIFIN ) o

Efio) % IEEE 802 1x fRIFAHIMLE, MR F NN HB S#HITEMRRIL. 1Z5NKIEHE ST
RE8EHT, BEE RADIUS fRE88 ( f5ltn, FreeRADIUS 1 Microsoft Internet Authentication
Server ) .

IEEE 802.1AE MACsec

IEEE 802.1AE MACsec 2 —I X8kl izH] (MAC ) & MaY IEEE f7f, ©EX T RIER
(B3RS I T R A M A SE B 1

TAE
ggg% CAIEBR, XBEERBZARSHIERRIE, F1EMEREEEE, RFBE2RH#TER
I UL o
EFERIEBH, ARNTAXEFR, REMNSHRIERS[BLER EAP-TLS ( T8 R SHRIE
i - FaERE ) IEFIERIHEE S# T80T,
BAFEEHOBIIEBRIFANLE, BAREEE LREEEBRNEFHIER,
SHEIE k. EFERT MR EAP K8,
BRIt B. EFEE S HIEDINER IEEE 802.1 X, 18 AIEBERIE S HIIERS BN SH,
CAE . EF— CAIEPRRRIESHRIERSHFN SN, REFIEBLR, TIEEHNN
%, RETHBZRHTERIMRIE.
EAP &4. WIASEFiRAERXEA AP IRIR,
EAPOL hRA: 1M R H#L {5 AR EAPOL FRA,
f£ A |IEEE 802.1x:3& 5 U2 A IEEE 802.1 x t/1,
XY &% 3 IEEE 802.1x PEAP-MSCHAPV2 {E 4 SN RIETTAR, XEREF TH:
« B, MABHAPIRREBL,
« Peap fRA: EEMLE Y HEA Peap iA,
« BRE. BE 1 ERAE G EAP N, ©E8F 2 FA%K i PEAP N, EEFER Peap A
1 B P8 2 AL R AR o
1%% %Tﬁﬁﬁ IEEE 802.1ae MACsec ( 75 CAK/MEZEH ) tEASMRIET AR, XERE

© BHBICEEXEKEREABR: MAEEREKAIR (CKN), 2414 2 8| 64 ( 11K 2 ¥k )
MNEANHEFEFT, DTEEEXBERFHEE CKN, MHE#E™Mmm CKN AL E, 78
#1462 MACsec,

« EHRBBCERXEKER: WAEEXEKEN (CAK), HAKEN A 32 5 64 DXt h] =
o DMFEEERKERFHECE CAK, TmHESEEMinA CAK AILE, A eI 2 A
MACsec,

Bk A B

IEAFR IR FFEMMEIEE M E ., BAOWGTEAXENBREBNERERIMEER.
BH LF 5A: % A\ PR LE & N I A9 EL

E%%l%‘ﬁgﬁ]\?ﬂfﬂiﬂ'ﬁﬁzﬁﬁ*&"fﬁﬁﬂ'\]%ﬁl\%iﬁg&)ﬂﬁ@ﬂiﬁo R B NERMR &R LT RTF
N n ;k' o

18



AXIS A1710-B Network Door Controller

By Kk 5

BOE: FTFFBA K IE,
BOIASRS . B AEMBOMNRTS,
c RiF. AFSEENEEE. BRAMERATREIIET,
- B4, BHESERENREE.
BEXEIAREEFHEFTHISMOIE, ETIMUEIEAVFSIELMFERIE . MG O E 2R FHRN,
o HblE. WMAZRFSIELRIAY IPv4/IPv6 5 CIDR & g9t
o BN EEZEARAFSIEL LRI
w0 MAERGFFIELARINROS, B RURIINT 1 7165535 ZE /%05,
o RER. BEHMNAYKES

+ . BEHEEA N,

AR . B I E] RN E E SRR
o | (#) . REMXANERS PR, ERIARS E)BREI& & A300%), ZEZBIACERLM,
B ERE A,

. ﬁ%ﬂw:ﬁ%ﬂ%&ﬁﬁ@ﬁﬂom%@%ﬁﬁﬁﬁﬁ§%1*ui TR U4 £ 1t A
EANTFIERNIRTS . IMREGHERE A0, MNEEEHE.

FRAMZEFI . &8 RFINRVR T MK B9 AR AR
IR
BEMNERTHANEGETERDAUT, B2 B ROTR=ATSHINEN AL, MRAH#

THIA, —BitksA%, ElBETAERFLERNT, FEMAEHRE 2 alEX iR
B, REHIN, ENBBRERAEARN,

BRI . B DURCE R AN,
AN HEAEiRE DETRRNER

tj:ﬁﬁﬂ%%ﬁﬁﬂwo

tg:ﬁﬁﬂwﬁ%ﬂm,@%ﬁﬁﬂwﬁ%ﬁﬂwo

BEXZEZB AXIS OS it B

BHEEE LZEXRBLZH TN R ESEMBEN YT, BREEBEXE %MAMSQMEH
BRI G EEREENFAMRA LA, REREEREE—FF SR ID MRS E
E%LLﬁoAﬁﬁﬂiTUﬂﬁﬁmx %2 AXISOSIEH, RARIMEIFEXSH# ”“%%M

RE: BOREURKIER, ARERMZH, BRERKILS.

ETRBELE:
« MHERUEE. MBRIER.

19



AXIS A1710-B Network Door Controller

+ K BERPURIERIKA . EERURINZ X 100 MK

KA A= E—RIKF B,

W MAKFNED, BEATA 15 64 NFRK, BRNATFEETITEIR ASCI

(A5 32-126) , MFH. HF. MAFSNELFS,

WA, BXBMAR—FD,

£ 54
- BHEHA. YxsHhePrE. EEIWITPURN. EHABBREMEK A,
- BER. BROAEEIHEE, MUTRIERN.

- SEEGIRE.,
. NEE. REVREXRE.
¢ PR BaE.
FHWS . REWSHEM.,
BRI /. MIRRIK S, TEMBRARMK S

[==F)za3

FH

SSH g 2

+ APNSSHIEK /. B DURANET SSH Ko
« BRHIARTAE . FTTTIABRHIZ KRR AITIRE
+ AR SSHATFFIER SSH fR%

A A — D E—RK P

WEBG: BAKFNBE, BEAMA 15 64 MFHK, BBNATER TR ASCI F4F

(K%L 32-126) , NFE. HFE. FREFTSMELFFS,
WA . B XMAR—Z/,
ER BmAER (TE) .

¢ P TIXEEBEAE,

EH SSH K. HEKANEM.
MiEx SSH k. MIBRMK o TEMBRIRIKA

RELEA

20




AXIS A1710-B Network Door Controller

_F%WEMIm:iﬁu%m%WEMEMO

ERBH: EFMNERLERF.

REH/AIR: MARSSHBOBR, ERKF 0-9. FRA-ZHEFHF (-) .
a0 WMARSRERETNRO,

KB, EFEFEANSHRIFEE, AE K. BEMITH ID ZEEE,

C T XEBAE.
B EHEMEN.
MBS . AMBR LA
2. BESRESZA,

OpenlD Ec &

BER
WMRTIEERM OpenlD &3, BEAAEE OpenlD BRI {EAMNBRESELARE.

i ID:#A OpenlD BRE,
IR ACTE B N\ OpenlD sEZANRIBHb U DUFE AR IBAR S 85
EERAERAASERARNE,

RELE URL: I APl i = SR IE A M T15E$E . &0 A https://[insert URL]/.well-known/
openid—configuration

BERFRHNEERAEBNE,

REARBAEPN O EHNEIE.

RNEZEFRHANESE ACHE,

ZEEAABA—MERWRRZEAF. XA TFARSHNNIIRERERE5TA,
SEE: T LR R M —EB Y TTIE 1R A,

& PR B H A OpenlD D

RE: BEHRURTF OpenlD &,

2 OpenIDATH KA S REZEF ARk BIRER URL MR & SHKIE,

MQTT

MQTT (SHERAFIEN 4 ) S AFYERN (loT) MEEE S, EEERLIOTEMR, FER
RiTYhER, MENAORIBERETNR T NANEHILIRER RS, NIRRT
MQTT & P o] F18 £ R EEN S M4 E M EIFEVMERHM (VMS) RGERRERE L.
BE&REAN MATT & g, MQTT BEETRANERME. BAmMpEft. FAume RIEME
BoER ., RIEBRERF R EEBEER,

O] AXIS OS Knowledge base H T @B % MQTT NE L5,

ALPN

21


https://help.axis.com/en-us/axis-os-knowledge-base#mqtt

AXIS A1710-B Network Door Controller

ALPN 2—7 TLS/SSL &, AVFAER FinMIRS e (8 (9 E S S THRIN R PN B
XA TAEBEMPI (0 HTTP) ME—MmA EBAMQTT RE. AREERT, TR E X
MQTT BISFTE Mun 0. XMIER THMBRTTREMEM ALPN RIAEH MQTT AfEtrEim D £
ARz A ( BB AKEE R TF ) o

MQTT & i

22



AXIS A1710-B Network Door Controller

EiE. FTASA MQTT & i
RZE: Br MQTT BFimA S EDIRTS,
RE
FH: WA MQTT RREG [TV B P ik,
s EEFEFE AL
wmH. mAKOHES,
+ 18832 TCP 1 MQTT HIBIAE
+ 8883 SSL M4 MQTT HIBIAE
+ 80 =2 WebSocket f§ MQTT HEINE
+ 443 2 WebSocket Secure f§ MQTT H9EIAE

ALPN i . A MQTT RIBMHR RGIZMA ALPN MY B FR. X{EATF SSL 89 MQTT #1
WebSocket Secure B MQTT,

AR&: ABEFBERTHRRSHNAIZ,

=W WARPENED,

&P IDMAR G D BAMEERIRS B, BRRRRAFLIZESLRESH

BESE BHEETR BT EEN, RSEEEEEERMMEEREER
HTTP fR¥E. SAKE N 255 FH5H9 URL, MREAEFEA HTTP RIE, WU ZFERES,
HTTPS RUE. BAKER 255 FHHI URL, IREANEFER HTTPS RIE, W IMKZFEE

REFASRSE R LR P BAELTRFFK TCP/IP BEMIERT, UNRSHETRER,
HE: RrFEESE AR EERE (AR HEBAL) o BRIME: 60

wETHMAR: & MQTT & AR EAEREEM LWT ER PR EFICAMERER, MUK
#MQTT i~ LM & F 4P ER.

BalEHER: BEEFneaNEMTERFEREER.

EEHE

EEARNEENEBNLEER.

RXEHBITAMNKIEER

FERARKIMEE XAMBALZE CHBRINER.

F&. MARINEENEH,

AT MABRINERNAR,

RE. EEQDRBUEFIANEFHRE

QoS:FEHHEE MAY QoS &o

RUEAER

SLTUERR (LWT ) AR PimfE R RIER AR E TR, MREGEEAECEMTE
B (TRERABREN) , e NEREEHEMEE FmAIEER. WA TIEREEELREER
FHEENEN, FEIEEONSEHETERS,

RIEFHBITHAMUKIEEE

ERABRIAMEE XAMBAZB CHRINER,

23




AXIS A1710-B Network Door Controller

FE: WMARINEERNE-,
BRABBARINEENAR,

RE: EFENRELEINE A iwR7S
QoS:EXEIEEIRAT QoS =

MQTT iR

fEABRIAEBEI R EF DUERAAT L, BAE MQTT B P umiE -~ PRI & TR RN E
Xo

BRFEAK: EENEEMHE MQTT TR PHF AT,
AFEFAGATE, EELE ONVIF TAEGEEEEEE MQTT FH,
BEFIS: EFUBRENFIISEEE MQTT BRAE T,

+;$1Jﬂ%ﬁﬂ: BEPURINEA
RE: EICEWL MQTT JBERIEARBRI,

« E: 2EEEHMAMREBIRTERE,

« M RBERTEERENRE,

« £ BERSMERSHEEEARBLE,
QoS:iE#E MQTT X FT R IR A,

MQTT iT 5]

T AINTTE . BERURII—A3E MQTT 1T
TT B ek 88 S N TTH BV MQTT F&8,
FEREETEAIE VT FREHERRANA MQTT EBMAIFISR
TR

o TRAEFERE MQTT S B8 A TR B,

o BREEEK MQTT BB AEMH. AHAERS.
QoS: %% MQTT iT AT BRI,

UpREs

1/0 ws O

ig?—ﬁ%ﬁntﬁi%ﬁfﬁﬁ&%%ul‘ﬂﬁﬁzrﬂﬂﬁﬁeﬂ’wl\%ﬁiﬁ%, Bz PIR R Rkak . 11508 (& R AR NI IR
RN R

Hrf i AT SR LED FIMBRE. BURE VAPIX® A F Rz QS M TR mAUS
EEENRE,

24



AXIS A1710-B Network Door Controller

¥ 0

IR BEXKREGHRIK

il @?’ETlﬁaDm?/\lﬁaDo Q?Eﬁ_“? — g, MRiFATESE, NET B
e B U B N = Rl T U4

o
Fana. 240" Fem, w50 me.

HEAES: BERimOSIRS. AHIPRSH RSN, $AERAS L. SEmER
HEEST 1VDC B, ®& ENBANAFTE,

TR
HERIREYR, MEBERAFE, SERTHN, BERFIRENEFTMNE, WRELULTIE L
BE, TRESHFAEINMEAR, BHERAKERERIEEMNE,

*?() W%ﬁkﬁﬁkﬁﬂﬁ%ﬂOu%,mﬂﬁ DU FF AR R B RT o BR T VRSN A
EETFREMSS, BT MUBNERE AR T ZEA (B, HSE ) . KEEEmEEk
5NER 1/O B 777 ELABTEAF (L REBIEE ) .

=
wEMBE
i
- BERERFHERE: EHRHEOREEEXTRRTHER. RESFRETENEEH

BHE.

o THERERFHERE: BEIE— zip X, HPEE UTF-8 BN T EBRSSRIREXA
ﬁ#%&%ﬁiﬁ@ﬁ%%%o%@5iﬁkﬁﬁﬁw,%%%%ﬁﬁ%ﬁﬁﬁzmi

« THAERRE: TEMFEEXRSFNSHFRERS . BRRETESREH/IREDTH
EigﬁﬁﬁﬁﬁﬁﬁoMﬁ%¢ﬂ%@é@%ﬁﬁ2§ﬁﬁﬁﬁoT%%%Rﬁ@ﬁ@

=+
n»

- BERERGHE: BENEFERXRAGEM (NxEEz. EETNERER ) NER.
« BRHEBEE: BENEFRHDRENEMRBER, @m ERTHERNEREE.

P 4536 B

EE:d
MR IREERBRESR, HINEBREN.

BIFICFKME EaYER, PERIEERSH o] 7 B fEHERR ()
ERERESE]: AR HO0 BALAYER BRAT AR AT [A], FFERE TR

EERGHE
A HEHRESTCRNE, EATDBENEENERM. FHEBEENARZNEREMDTX

%ﬁgmh#olAﬁ%%ﬁﬁ&%ﬁﬂ,%ﬁiﬁﬁ%%ﬁ#%@,#%Hﬁm—ﬁFEﬁ%

25



AXIS A1710-B Network Door Controller

—I_ BR%a%: BoDURIIEIRS ==,
EW: WARSRHEN R IP ik,
B EFEEA syslog HEMET.

e Axis
« RFC 3164
+ RFC 5424

Pl EFEE AL

«  UDP (BiAus0O 4 514)

« TCP (BiA#H A 601)

« TLS (BRIAimHA A 6514)
wh. BEHOSMEARMKO,
FPERE. EEMANEREMLES,
CAIEBERE. EFELHIRESURINER,

26




AXIS A1710-B Network Door Controller

“Eip

iR ERRE. XASFWMYRRE, TAETHNAEFRBENER.
WE: BRBORERE AL AKIME, 27, BUAEHEERENNA, EFLERMRE
MR A, FEHEESHMMNE,

EE:2
E%Fﬁﬁﬁﬁﬁ’ﬁuﬁm
S| St ( DHCP si(E&%s )

o EATSIP Hbitb
o BUAKHRS

+ FREERD
« 802 1IXRE
« OB3CK’E

« DNS R%#8 IP #hdit
B BRIANRE: BEERE A BREE, 2/, BANEE IPHit, MFEHERE.
AE
PN R ERHER I HFTEZMRRNEE R ELELXSWIFNS Y, XeH#H—TiRERM

TRENBENEZLLRA T BXFMER, BESN axis.com LA “Axis Edge
Vault” .

AXIS OS H&: FRE)FH AXIS OS fiA ., FrhARASoJRE B SBHATNEE. T MEHThEE,
WIRIRZAFE AT AXIS OS iR A, E THEIIA, 15%Z] axis.com/support,
HERES, SO U= METZ BTk,

. #T\/Em& FHERFFHY AXIS OS BRA

o HITERIARE: EFFBRERRE HE BIAME, ¥EEFUIGETN, TREFRERK

S AETEY AXIS OS RRAS,

. ESEJJJ%IZIKE: ERERBRFARFFINFER, MREZTEFRIN, REFRER IXFTH AXIS

AXIS OS 3% WE A&BIRIEH] AXIS OS R4,

27


https://www.axis.com/learning/white-papers
https://www.axis.com/support/firmware

AXIS A1710-B Network Door Controller

THREZX

P2

BXMEZLZENTmBERER, BZHAXs.com EIZ/ mivEIER,

B XAXIS OSMBELERPREER, BHIRAXIS OSIEHECEIEFH .

Axis R&EBHARS

Axis TR BAIAR S, HFEEAXRENEREATLHNLRENEMLZEEXFINER. BEKR

B&N, &) AFE axis.com/security—notification—service 1115 o
miREE

AT RO RE BN . R EAHE RIEEMEX (CVE) FSMAYLA (CNA) ) , BIE
T AR SR B IR I N AR EM#FDEE“EPZiELE’Jﬁ e BXRLMNLRBEERE. ek
L£2eRE. ERERBURERZEBIRNEZESR, 1S axis.com/vulnerability—-

management

TR TR ENREERE

WAL RN ENLIILTREMEE 7 REKIAMRIPILE, BRMNBUEATELRERENERES S
SRE, BETBARRM I RBUIERMUREMNERTSEXIENEZFELR, 1B E axis.com/

support/cybersecurity/resources .

28


https://help.axis.com/axis-os-hardening-guide
https://axis.com/support/cybersecurity/security-notification-service
https://www.axis.com/support/cybersecurity/vulnerability-management
https://www.axis.com/support/cybersecurity/vulnerability-management
https://www.axis.com/support/cybersecurity/resources
https://www.axis.com/support/cybersecurity/resources

AXIS A1710-B Network Door Controller

A&
7= itk

(6] 0?0

P mm SIS LO/

sslsslsssslsssslssssssss|sssslss @

(1} 9

oo

¥ /]

s
uL|uv_v

u|u

yel
| | | |
cEeEeeE| CErEEE) CIEErEE) e §§
Fevatarate B crataatal Wﬂ@l“
<
|

OWONOODOGRANWN=

%
EHRE

LED

HENIE s
By IE RS
BINEERS

HHZRIE 1258

B F%E 75 (DC IN)
BB RSBk

10 $EH T &
11 PYZEIE RS
12 BEERERS ( BEREAN, [11-4)

13 R aRiE RS
14 [T&E K
15 3B R4 E 1 RS
16 [ ERERS
LED 5747
LED e B
RS %e BEFERTESTE,
(STAT) R T REsEEMEREEEN TR,
AR=:) ZIB NIRRT F LR R ML,
(=S %G FRERTEEE 100 MBit/s W4, WIRRR<MNE AT
(NET) KEE RERTEREET 10 MBit/s M, NIERTMNEER,

29




AXIS A1710-B Network Door Controller

BK W &ER.
BR ®e THEE,
(PWR) REB HEEHRITEH EEE/FEE RN
YrER 25 ®e GREBRREE (7)
(RELAY) BK G FAER,
LED ¥e RN
DOOR 1-4
(171-4)
RS ®e BN (=18, KA1FD)
(STAT) ®e BAHLAS Q4R (= 200 ZF), K2#) .
a1 RERHFARAENGEE/LLE,
IR zeE THEEE,
(PWR)
RS485 % | 4I& RS485 i A A9 M B K E &R
(OC
READER)
ZE|IR | LAE Ak g i O A RS R R 8P .
(OC RELAY)
YreR 25 7 GRERFRHCE. (7)
(RELAY) BK AR R AEDN .
BB | RE GREBFRHCE. (7)
(RELAY) BK AR R ATEDN .

(*) HCOMERZINOR 4k B =2 AT
=
= hl=

s HiRE AT
* J%aniﬁﬁﬁrﬂh}\uﬁo 1}51

P 2% HE RS
SKAMKM e B8R (PoE+) B9 RJ45 AR E .

UL: DUKMI{EER (PoE) R H I A M LE IEEE 802.3af/802.3at 1EI3k 5 138 &Y [ M A M {itE, (PoE+)

IEEE 802.3at 28U43K 1) R [R 4|58 28 ( $241t44-57 V DC.
2 UL BAXIS 30 W EEHFT1E(E .

30

154 W /30 W) #E, PIKMER (PoE)




AXIS A1710-B Network Door Controller

BRI
EENRERME, SEEZEMUTEESS.

1. POE—SZDC IN (Euujﬁﬂ]\) o 1|EJ Jl_ll_,o
2. DCINDOOR 1-4 ( EmfN, 171-4) (HF) .,

FRIRILER

HPoEFDC IN ( EfAN ) BREMBZRIHIEERER, KEMBPoERE,

PoEAIDC IN ( BTN\ ) Ei&E#, POEEFIIEEME, PoEELR, BERKEHADC IN ( HEAR
W) HE, THFER,

PoEFIDC IN ( %N ) EiE#, DCIN ( ER%AN ) YeilEEMHBE, DCIN ( ER@A ) =
KB, BEBEHBENFHFERAPOEMRE,

ﬁ%g%ﬁﬂiﬂﬁﬁﬁDC IN ( BN ) EPoEf R & BalaEii, KEMBDC IN ( ERf

HERHIEFFEAPOEEDC IN ( ERMA ) ARG B EEER, BEAPoEME,
FRIREERS
BTDCHBEM N AN 25 ELmFo. 1BSL -

DC #&A
ik, AREHE, BIUERPERE, ESNL
ThéE S AR A%
DC #1t (GND) 1 0V DC
DC #A 2 TERFEAUAMAE | 12VDC, LR 36 W

g,ﬂﬁ$%ﬁ%ﬁ
TR I3IMRAE B

BREI N o
DCINDOOR 1-4 ( E#x%mA, 111-4)
FENERMEE,
IRE $H R A%
DC #£3th (GND) 1 0V DC
DC &\ 2 BENEEHEE, 12V DC, EBR 96 W
FR. SR ERE
BREI N o

UL: EREBESYFTENEMNUL 294, UL 6035UL 26105 H M RIZRHEDCHER, BUATERKN

M
—eHHELHT

31



AXIS A1710-B Network Door Controller

B A\ AL ER ML how%k&¢%,%%ﬁﬁ%o%ﬁﬁ%§ﬁA,M§%%E%
Bﬂﬁ’%o 1§FH $#§.;Eﬁ*t *ﬁiﬁﬁﬂj\o 1ﬁ Jl_lL: o

[BiAalalaTa18)
Thie S FE A&
DC #£3th (GND) 1,3,5,7 0V DC
PN 2,4,6 HFwN - EZER$H1 | 0-30VDC

A, SUREFIIR
%(%ﬁﬁ%)u%

TR, B5R

(o}

+12V DC 8 EB&A190 mA
i 1
— NS

hae R A&

DC ###1 (GND) 1 ovDC

i 2,34 iR, 0-30VDC, &KX
100 mA

FRetiE R

C B RN — 4 $HELRT I MUBTEREHARINYEENF

hee S A&

DC #£3th (GND) 1 0V DC

NO 2 w7, RAHER=2A
FEZERPEE, F | XAKBEE =30VDC
NO #01 DC ##ih > 8%
FEWTE PR ] 96

COM 3 Nt

NC 4 ﬁw
BT &¢%u%of
NC #1 DC $# b = [8]3%
E BB E,

32



AXIS A1710-B Network Door Controller

AR
MRAFEABL, SHEFEHSHEBESESR,

gr e 3% e R Bk 4

Wzt e SR ESEBKZR RS, ©512V DC 524 V DC & F 4k B 28 COM £,

e o AT EE GND 1 NO 5 GND #1 NC £tz @88,

221 12V DC Ry LBRIIE 24V DC HH_ERIIE
DC &A 1 900 mA 1000 mA

PoE 150 mA 50 mA

PoE+ 920 mA 420 mA
ﬂﬂ%fﬁ%*&lﬁ Lli{hiiﬂnﬁl\nﬁﬁ/m, *&%o

HEhEERS

EIMNBIRFZEE T HENIUN . EHMATIREBMENERNERLT, FHHEEEESS, BROVDC £

ZSMER (DC Hd ) 98,
HF@N - BT EEYAEFRMMEZ 8 P%a1%E, Bl PIR £k,

o
B -8

WENEERTRMEEE DT RRMNED .

FATI X BT N FHE TR E KL
Bt - AT EEABRT LED TP &, &

(API1) 5 M ™= 5 I TURUE

1)/ R AN B IR R AR T

ERIEE T DA VAPIX® N AT &gz

4 SHEL IR F
IIRE D= =¥ A%

i
DC i 1 oVDC
DC #itt 2 o] AT AWEENE&HEE, 12V DC

AR MEHRERERRE L RAME = 250 mA

oiEE (FA |34 | HFHASKLEEA - EEES M1 UER, iR ZHEA30VDC
) BIFIRE (MrmiEE ) =R, EFALES

A,Wk L RHERR. BXRMEEREHEERNE

%, 1:51 mﬁ&@o
Hrmt - BRANNEREREZESM 1 (DC ) | ZE&H&RA30VDC, F

ERNREZIRES (WFEE) . WR5HERER
#(plangkBRs ) —EFH, BERELFKE—
ZHRE, UBILEBEERET, nRFEHAER 12V DC
WH (SIH2), MmN (1/0) 8EE5IKzN 12V
DC. 50 mA (E_j(QH EE/}IL ﬁl\%ﬁﬁﬁo ﬁﬂ%ggé
SNERERRE A RIERE, & 1/0 N5 IEIE 0-30
VDC. 100 mA B9 B RS,

i, 100 mA

33




AXIS A1710-B Network Door Controller

— U\
¥
1 DC #th
2 DCH#iti12v
3 /O BBEABAN
4 /O BCE& 4% H
H /R EE RS

A AT IMBRER 2 LT, B, FIBWFHS RN

UL LbiEEeSmE AR UL

HITB IS KRB R TT E A TR

&
12
e R AR A%
DC 1Z#b 1 0V DC
N 2 HFr@m\ - EZ75 1 MUEH, SR8 ZHEA30VDC
FERRES (WTEE ) =R
o TR, BEE .
12
e ) AR A%
DC 1%t 1 0V DC
RE 2 HF@m\ - EEF5 1 MUEH, SRS ZHEA30VDC
FEIRES (MrERE ) =R,
*Io ]_ll_:
EFRERERS

PANEHES R T, ZIFOSDPIMY, ATF5EF&EEE,

T %0 ERE/\POSDPiE =%

AR

X

Wiegand R 88 B E AR R HI88 2 8]

A— OSDP EH =k E

s WiegandiE &%, 2A (12V DC) ik

(J?Fr

34

FREERE I -409E R =5,

1 AXIS TA1101-B Wiegand & OSDP #i#a88,




AXIS A1710-B Network Door Controller

IRE R AR A%
DC #£3th (GND) 1 0V DC
DC # i (+12V) 2 HIEEESEE, 12V DC, BIt2A,
ATF&EREERS
A 3 EWT
B 4 EWT
AW OSDP EHSSECE (£ 5)
IRE $H FE A%
DC #£3th (GND) 1 0V DC
DC #d (+12V) 2 AL EE, 12V DC, Bit2A,
AT RIFERSEERS
3 EWT
B 4 FWT
BE
o YiFERERHMITHIESMEBEN, MREFBEUTESEELR, SHMELRKETIA200K ( 656F )
AWG 22-14, X5t 2l iR 2881,
LFRRAHBRHIREERN, MEHEUTEAER, ERRHERN A B K ET]1A1000
X (3280.8ZER ) . 1MWK, AWG 26-14, XETXT L iR 285830 .
I TEEES

BFNEEERENEOANHELR T (HFEAN) o

RS FHERL R HEREE, MREEDH, SHRE
BimAN. B .

PR, fEMAEEERER

e

12345

o BEMAKERA, N

TRGRER

Thie S Py~ A&

DC $#£ith 1,3 0V DC

(GND)

TP 2,4 AT S kE=sBE, EHA30VDC
HFWmAS BB - D HEEE
SIH 13 3 DUS A, SURERFFIRTES
( WTFFZER ) UEAS

+12V DC 5 HNEERSEREHE, BE4400mA, ATFEI]

EERR
BFE

WMERFHEMTESER, SRBHRKETIL200K (656K )

[T R E RS

Bilgn, C Bk =RAII 4 $HiELun+ o A TFER KB EED,

35

AWG 24-14,




AXIS A1710-B Network Door Controller

e H A&

DC #£3th (GND) 1 0V DC

NO 2 B RAHER =4A
FEZERHEE, F | XAKBEE =30VDC
NO #1 DC #£#h = [a)i%E
FEWTER PR ] 96

COM 3 nit

NC 4 B
TEEPRES, &
NC #1 DC £:ith > ) %
EEh S E,

AR

WMRANEABE, SRERSHREBESRIRE,

gk A% B R Bk 2

Wtk el SR ESEPKZR RS, T512V DC 524 V DC &1 F4kEH 28 COM £,
e o I AFEE GND 1 NO 5 GND #1 NC £tz 8898,

% t46 W, FFEITH4kERE

=

BR 12V DC KRy EBRIIE 24V DC K _ERITIE
COM BH38A, HFEINP4EE | RH15A, BFEIP4EE

iR

m%%%wﬁ BB ININRER ZRE
B R RS
f5lan, C Bk B9 4 3 stk F ol IXBTFEE RIS EED,
12 3
e R AR A%
NO 1 w o BRAKER=2A
TEEPRER, &£ | RABE=30VDC
NO #1 DC $## = ja)3i%
ZWTER A ] B
COM 2 N3
NC 3 B
FEEDHES, &
NC 1 DC #ih = [8]3%E
ZE B S,

36




AXIS A1710-B Network Door Controller

AR
MRAFEABL, SHEFEHSHEBESESR,
RPN, BIEIEINIMNBER ZRE,
W=t
EFEAEEHAN, WRETEHNERTELESBMER,
FBRIE e
HEEE A 4.7 kQ F1 22 kQ,
GND ® [ ]
4.7kQ
22kQ
110 @
BITERERE
B ASENTHEE, TTRERY(ECH 1 KQ. 2.2kQ. 4.7 KQFD 10 kQ,
GND @&
d
R
110 @ 1
AR

BIWERREFRELN. FREETEEZ0VDC,

RS i B

177 BT RAATFTER

E X7 BT R T RN

] QL =Rk -3 ub 5 8

L /O G TN I RIS ECRTS, RE BRI
YR R BRI o

37



AXIS A1710-B Network Door Controller

BEHEE
EEAN] RIANRE
BE

%{%%Hﬂ)‘%ﬁiﬁﬁ%ﬁ#&i@lﬁo EEAL BOANRESKEHRE (815 IP i) EEAHT A
MBS

BrrREEAH BRIARE.
W = SR R
BAEEHIR, ANEFEEER, 530 .
AR HIRS 25 7, EFURES LED I8 R BATRAFEE,
BEsiRl. HRESLEDIE R LR, WiTERM. MRMLE E5%F ] ARDHCPARS
78, BEIPHIPERIAAM T Z—.
- FHAXISOS 120K ESRAMIE F: MR A FMIKE (169.254.0.0/16)
- EAAXISOS 1. 1M R ERRAMEF: 192.168.0.90/24

5. FRTEMEERMGTEAER IP ik, &EZAME~ M.
{%Eﬂbﬂﬁﬁiﬁ%l@ﬁﬁ@%é%@%ﬁer%ﬁiAiﬁﬁo B > K BRINRE, ARSHR
Ao
AXIS OS %I
Axis TTARIBEESNERERN K B 3F (LTS) IR SR RAEE, AT EBERRKkE o] A
WA, LTS BERNRE— N EPAHETEXTRFEENRRARMEEFEE.

WRERIBEFREE, SEALRMLmElnRS ™ m, WEWEREREEDA AXIS OS, I01RE
FRE=T%M, WEBIEM LTS RER, HRX ERMIREFFIHTELRIE, £ LTS, ~mo 4R
MExze, MEBSIINERNEMEN TS ZWMAEER. MFA X Aisi &R R E L FHE

B, 5% 3| axis.com/support/device-software,

& Y48 AXIS OS firA&

AXIS OS RE T AR ZMINEE, HEBHTEIMBISHER, FAITRWEMGE LT AXIS OS iR
FHif. FRATRESREEENEMTE AN,

TR A BT AXIS OS ARA

1. EERENMIUTE > K.
2. FHNBHFEETH AXIS OS kA,

FH4 AXIS OS

BE
EFREERAER, BREMEEMBEXRE ( ARXLEINEEHR AXISOS aH) , E
Axis Communications AB 7~ IE 4R IE o
R EEBNARIIEPIRZEZT EIR,
pE—\
{EFRVERNIRERHRAYHET AXIS OS ARIEEES, MRS BAUFIeE, LR, BEREED
AR AR FHRIG BBFI AR AT . Ed e AXIS OS & ik AR, 5% %] axis.com/support/

device—software,

M W~

AR
MTRAP. A, TIFREMEIENEIEERE AXIS OS AR EEH, HILEXETETE/LS
A BESERL. FTREEIBURTHIEE.

38


https://www.axis.com/support/device-software
https://www.axis.com/support/device-software
https://www.axis.com/support/device-software

AXIS A1710-B Network Door Controller

1. & AXIS OS U T # B S H9TTE, %] M axis.com/support/device—software % # %k
B,

2. NEBREHBEREE.

3. #BMY > AXIS OS FHR, RELHFE.
HEEAE, RBENER, )

4 FRERZE, BERMINEROER.
KARE#., ZRMBRITE

MRETFEHELLRBEREIRNES, BT axis.com/support £ RIEIEHIBRER &Ko

F4% AXIS OS B H IR o] B
AXIS OS FHR ki WRAREM, ZREBEEFH MR ILATTORA, LLREN
FEEE EE T R AXIS OS X, #7 AXIS OS X
ER5EREENN, REER,
AXIS OS H% 5 I AY o) & z}giﬁﬁﬁ%ﬁﬁﬂ )@, EMGEI TIE BRE 2 By & s

WRE P Hbik B 2R )

RENTAEFWHE ZZD%FH:FI:L%E’] IP 3t FI AT EIZR Z T BN IP st TR E F W

fil b, WEEEE IP ik, 1BEAR MK EIE RIREL IP ik,
Z IPHIE ATFEM MWK ERFLi £, 517 Ping 5% ( #£ Command/DOS & HH,
wE A ping ARER IP HbdE) .

MRIWEEE: Reply from<IP address>: bytes=32; time=
10..., ig%f”ﬂiﬁW%LH%&%@@EE@E&%Piﬂliﬂ:o THM R
IR RAGKEGHRY IP ik, REEFHLEIZES.

MRWEEE : Request timed out, XEKEZ IP #Hitlt o] BT
T EiEE, BREREAFETLEEE,

wRER IP it 5E— 7 DHCP fRSaRR BNt 2 5y, BERAZ I iR & P AR IP il
TR EMEMEER XERE, NRAEMEELERR—FOARELS P Hit, WA EIZR
EES FEE LA,

FkdE AN R AR A e &

ToRE R BH HTTPS HT, FHARERHNEFNEAERAML (HTTP 5
HTTPS ) . ol st mEAEN EaFaIthit FE P FEHEA http 3 httpso

WRRKANEWBESR, NikgbNEENH RINRE. 1§F

BITDHCPE TIP M DHCP FRES2HEH IP MUt 255, TS EXN, R IPHUtEE
Ho ik, B, 1R AXIS IP Utility 3 2l TR R BRI EML EHENEE, FAE
HFH S TS SHARYE DNS 2R ( MREBEIZEIR) KIRFIEE,

WMREFE, T IUFHOEES P, TR, EH3 axis.com/

support,
£/ IEEE 802.1X B EFESHIEEE T, Nl & & T B EIEEXLINS NTP ik
H L B IR SerEL, BERS > BEAfMAE,

39


https://www.axis.com/support/device-software
https://www.axis.com/support
https://www.axis.com/support
https://www.axis.com/support

AXIS A1710-B Network Door Controller

o UM AR R, {BAREEMSMBTE

MFBMINEREEI& S, BAIBNEERIMTHEFR—FERT Windows® B AR
»  AXIS Camera Station Edge: %%, EHTEEARLEEF KA/ NEERS,
+  AXIS Camera Station 5: 30 Kit kG, EAT/NREERSL,
«  AXIS Camera Station Pro; 90 XX kG %, EAT/NFERERS,
BRUAFRTEH XM, 1B¥E axis.com/vms,

Joiki@id SSL @itk 0 8883 #EfriE E, MQTT i@id SSL

B k& PE L 15 F i

ARLEERT, BREFREUEAIREMART MQTT BENRERH. N

[ 8883 @S, SRT] U @ E AT HTTP/HTTPS B89k O E B9 MQTT,

Z%E%&i}daﬁx?cé

KRAXFAR

MRRSE/RIELFH

WebSocket/WebSocket Secure (WS/WSS ) , B&E fEimH 443 L,
B AL . SREF/MREREFFHIASEXTTF WSWSSIURE
{55 AR i% O F0 basepaths,

WMRRSE2F/RIELIFALPN, No@iEFFass A (20443 ) g E A
MQTT, BEERESHF/RIERER, 7THRIESIIFALPNIAKF A
ANALPNBRMYFNSE O o

MREFEEZEE, 5% axis.com/supports

40


https://www.axis.com/vms
https://www.axis.com/support

11



T10217727_zh
2025-03 (M9.3)

© 2024 - 2025 Axis Communications AB



