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RE, on page 41,

ZEE

BE
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BESE IPv4; ¥EF% IPv4 EFHFRER IP Hhil (DHCP), ENSTEMI4E EEhAREN IP Hhtlh, FMiE
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DNS fR%52%
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B KZEMEXHBS1 DNS (DHCP) o
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R ENBIR

DNS fR5-28. #5770 DNS FREBHH A DNS RS20 IP Hhb . RS SRR T4 2 5 MK
1P H#b3it Y%,

Sy =r
R

WNREZEA DHCP, R#BaIMERENINGE (T H. DNS fREas. NTP %F ) olggfzlt Tk,

15



AXIS A1710-B Network Door Controller

HTTP #1 HTTPS

HTTPS 2—MiAY, TA4%KEMAANREIERMMERSHERNNEEENS . BN ERHR
fEA HTTPS IEB#HTEE, XRIETRFSHOEL M

BHERE LFERHTTPS, SR HTTPS IEH., I FRS > RENCIEMR KIS,

AYTFHEINE. EFRESAFHEAEIE HTTP, HTTPS = EREIE HTTP 1 HTTPS thil & 3
B

AR
RBIL HTTPS EFMBAIM DL, WS HIMEE TR, LHREEXIERNEN,

HTTP i 0. M AZEFEBNHTTP iw A, &2 Fiwm O 80 H5EE 1024-65535 1w A, WRE
MEEBREMER, WEET MEAN 1-1023 SERR AW A, NREFEBILSEERAmO, FIFU
FjEL

= Ho

HTTPS i O . M AZFERHA HTTPS ix O, & & A1Fim O 443 SSeE 1024-65535 HaY6wH ., 40
REBUEERSHEF, WEXRT AN 1-1023SEERMNH O, tIREFRLEERNHD, &

BlEES,

B EFEBRHRREEM HTTPS fIEH,

pod £ & B B I

Bonjour®; fTFARGFEMEHRMITEN KN

Bonjour &#R: BABENEHBRIEIR. BUABFRAIEEZI MAC i,
UPNP®. $THAWEMEHHITAENENR.

UPnP &FR: BABEENME T BRI, BIABFRARE RN MAC Hidlt,
WS k3. FIARGFENEZPHITEHIEN.

LLDP #1 CDP: #THRFEMEHHITEN LI, X LLDP # CDP S8 &N PoE &R
o B RMR PoE BRIMR R, 1H{RAREM PoE BRI EECE PoE AZ#Hl.

ERERE

Http proxy ( HitpfRI ) . RIBAFHNERNIEEERRIE YIS IPHL,
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httoFIhttps IR ZFFHIHE
*  http(s)://host:port
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BRREMNAERRIEELRE,
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J\%’P%EJIJE, PUES 7 b

s BmE

« FREIPHHE
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© BR: REBAHZHBE BRMERET 03C k. —BEXMRE, aRiFERE. AR
TR ERE, NfE AL,
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SHRIET X
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BEEBXERRENBER T REERZIERME, oA EXMER,
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R ME BRI (SNMP) A TR EEMER &
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SNMP.
« v1Hlvac:

/EE 2

EFEEE AR SNMP RRA,

A, AT RiEihE e SNMP BRI A EZ TR, BRAME S AT,

HBEHKX . WATERHE AN XFEIA SNMP Bir ( RIEEE#RERIN ) FIEE
%?_{o Eﬁl)\{ﬁj] =) NS

o B B - ?TFUE%EBHB#?E:. o WREFABMAREEEMHHFEIRTHIER
FEERG, ANTIRES, B URE SNMP vl #l v2c MIFERE, tIREEX A

SNMP v3 =< SNMP, B’a’ﬁ#ﬂ?ﬁiﬁ%rﬂo SR SNMP v3, o]t SNMP

v3 BB AREFRR BB,

BEBrbil. WMAEERS R P U ENE

BEBFER . A& ZXEHE R EER RN EE RS,
BB -
- R REBINNLEBEHER.

- HEvERE.: AT ERETERN, ZEBEBES.
- WiTERE: #EA LM TRELTEN, ZEREBHES.
- SHRIEKM. BIFsXAME, ZXEHER

FTF SNMP v1 F1 v2c BaRERT, J5 /2 H Axis Video MIB Falt. BXEL{EE, 1550 AXISOS
Portal > SNMP,

v3: SNMP V3 B2— M REMEN L EFMNELEIRA. HRER SNMP v3, BT
SEHTTPS, B AR EIT HTTPS ki%X, XIESMIE KRBT IARIAINEZR SNMP vi &
voc fab. wSR{EFH SNMP v3, NoJi@id SNMP v3 BIEN AR FR BB,

BafA: EFEATHRIPENSNMPEIRAINEZTTR

“initial” P FER . WA A initial' K A9 SNMP 215, RE T HEARHRUE
HTTPS R91ER T & IXHD, 1@?&ﬂ]$i¥iﬂiﬁsﬁ1ﬁio SNMP v3 X [ i& BE—K, ¥
BIfFXEHTTPS BHKR, —BRETHWL, ZFUFEEAEETR. ZEEHRER
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IEB AT M4 AR &# T BMRIE, 2R & FMIMERMNIES.
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BTFRIESMRIERERBRHNE N, REEF LM CAIESR,

THFRILTHER
IEBET. PEM. .CER. .PFX
FASAIR . PKCS#1 F1 PKCS#12

BEE
WRBREFEANH FNRE, BHEREILH. MLKRN CAILBBENRE.

—I_ AIER: BERINER. DPHEEITH.

T V. BTRESEEAHEROR,

RERAE. EFEEATERTIRE (SoC TEE). Rexsi a5 &a#H 2.0 k&e
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WHAXRR . NTHIIFRPIEFFNSHEMINZEE X URIPIES,

C T XERBaLE.

EBEE. TEERETFLHEMN,

BRI B . MBI

AT PERIER: UBIEBERIBER, BELIMIHNRBERFSMER.
ZEBRHEOC,

TEHLFTIREE (SoC TEE): %4/ SoC TEE kLM 2 & B4R
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SFEHENES4EE 2.0 (CCEAL4+. FIPS140-22 %% ) ©®. %FFEH TPM 2.0 k32
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|EEE 802.1x 2% % & Fim A ML EIRITH—F IEEE #0ff, TREF LM EENEEENTE
BMUIE, |EEE 802.1x £F EAP ( I[¥ B BMIIFIN ) o

Efio) % IEEE 802 1x fRIFAHIMLE, MR F NN HB S#HITEMRRIL. 1Z5NKIEHE ST
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IEEE 802.1AE MACsec

IEEE 802.1AE MACsec 2 —I X8kl izH] (MAC ) & MaY IEEE f7f, ©EX T RIER
(B3RS I T R A M A SE B 1

TAE
ggg% CAIEBR, XBEERBZARSHIERRIE, F1EMEREEEE, RFBE2RH#TER
I UL o
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i - FaERE ) IEFIERIHEE S# T80T,
BAFEEHOBIIEBRIFANLE, BAREEE LREEEBRNEFHIER,
SHEIE k. EFERT MR EAP K8,
BRIt B. EFEE S HIEDINER IEEE 802.1 X, 18 AIEBERIE S HIIERS BN SH,
CAE . EF— CAIEPRRRIESHRIERSHFN SN, REFIEBLR, TIEEHNN
%, RETHBZRHTERIMRIE.
EAP &4. WIASEFiRAERXEA AP IRIR,
EAPOL hRA: 1M R H#L {5 AR EAPOL FRA,
£ IEEE 802.1x; &M IEEE 802.1 x Mo
XY &% IEEE 802.1x PEAP-MSCHAPV2 {E 4 SN RIETTAR, XEREF TH:
« B, MABHAPIRREBD,
« Peap fRA: EEFEMLE Y HEA Peap lA,
o BRE. BE 1 ERAE G EAP INE; ©E8F 2 FA%K i PEAP N, EEFER Peap A
1 B I8 2 AL R AR o
1%% %Tﬁﬁﬁ IEEE 802.1ae MACsec ( 75 CAK/MEZEH ) tEASMRIET AR, XEEE

© BHBICEEXEKEREABR: MAEEREKAIR (CKN), 2414 2 8| 64 ( 1K 2 ¥k )
MNEANHEIFERT, DTEEEXBERFHEE CKN, MmHE™Mmm CKN AL E, 78
#1462 MACsec,

« EHABBCERXEKER: WAEEXEKEN (CAK), HAKEN A 32 5 64 NHoxith] =
o DMFEEERKRFHEE CAK, TmHESEEMinA CAK AILE, A eI 2 A
MACsec,

By A B

IEFEMIE: FFRMMAIERENREG, BARHEMRREMBRFBNERERIMETR,
PRIEEA: fAFHIER DG RIFEL

BRIE &A% BAAERIETHAZ B ERAFNSNRIERBCAE . BURETNHARMNEER LR
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Br k&, FEIEARAKE,
BOIASRM . 13 B0 KSR A{eT A IR A I A B = A9 E FE 1B K o
+ ACCEPT (%) : AT 5REMNFAAEE. BUNERL TRELIET,
- DROP (%% ) : It 5E&NAEEE,
EEIARES I TH MR, ETT IR A VS R IE M ERIE . NG O EE 2R & AR,
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« FILTER (iE38) : @EFAFHALERE SN E XACERF R EER,
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- IPrange (IPSER ) . EFIEE A S E L AIRBUSEEl, 7 Start ( FFas )
End (453K ) HFH IPv4/IPv6,

- IP #hdit. W AE R TR LAY, 5 H IPv4/IPv6 s CIDR &=

- il EFERUFFFALEAMEEIY ( TCP. UDP S WEERE ) o WWREFIL,
G E R O o

- MAC: B AERIFEPEIEAIREH MAC Hitit,

- Portrange (3w OSEE ) . E&FUFEE AT E LW ASEE. FE17A N Start
(FF45) F1End (X ) #,
- WwH: WAZARAFSAELLEFENRAS, wAOSBANT 1 H 65535 (8,
- Traffic type (REXR ) . EEZEALAFHHIEAREXE,
- UNICAST ( 83k ) . M\—NEREFRXE—NMERTFTHRE,
- BROADCAST (I #) : M\—1MREFRIEFIME LA REHNRE
- MULTICAST ( HfE) . MNP HEBPREFREZ AN B MR TR
BEo

. E;hilT(FE%‘J) : MEREZXREFEMNFEXFRENESIER, BNARSIRDE S
ILEo
- IPrange (IPSERE) . EFERUIEERFHELEAHUSEE . 7 Start ( FFiG ) A0
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- il . EFE R FSE &Y ( TCP. UDP SiMEE ) . MREFHIL,
G E TR O o

- MAC: B AERIFSPEIEAIEEE MAC ik,
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(FF4) FEnd (43R ) .

- Wwh: WAZAFSAELLEFENRAS, wASBHANT 165535 Zjd,

- Unit ( B84 ) . SEFAFHAILEAEREKE,

- Period ( BFEX ) . %E3F5 Amount ( & ) #HX89REER

- Amount ( &) . REBREAERE Period ( B ) RIRAAIFERERE, &KX
#18 h 65535,

- Burst ( R% ) . 7% E Period ( BB ) N, AR GFEITIEE Amount ( & )
—RIEERE ., —BREEXNET, RRAATFEEENBEANEEERE,

- Traffic type (REXH ) . EFZEALTSHIEARERE,
- UNICAST ( 83 ) . M NEEFEE—NERFTERE
- BROADCAST (#&) : N\—NEEFEETINE LB RERE,
- MULTICAST (4% ) : M—DHEBENEEFEER AN MER TR

BEo
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« R BNHHNZET, BB AR ENRE Z BTAVIRAS .
. 1AE}lpply rules ( Z KRN ) . BdUbEm, STECEMN, mARMTNIR, FHMABEXF
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BHRE ERERKE Axis IS b B E X, BHEBREEXER/E AXIS OS IEH, iE
BRI R EHRRENFATM Axis HUE, RAREAERERE—FFISHSH ID RRNEERE
FiEf7. RELRMETMEIEEEXER AXISOS IER, AAREHAENE#HITERNER.

ZE: BHRENRKILES, ARERMGZH, BHFEREILS.
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P, mAE—MNIKAE,
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(K7L 32-126) , NFHE. HFE. FRAFSMELFTFS,
MIANEBR. BXAR—Z/,
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. BER, TELBELHEE, SEAGTLEN. SHAME K.
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S e T T
EHI S, BRI
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M. WAE—RIKAE,

HEW. MAKANERL, BATA 13 64 NERK, BRENAFEESTTITENA ASCI Z25F
(R85 32-126) , WIFE. HF. HATSHNELEFS,

FINBE: FXRAR—EB,
AR WAER () .

e T
EH SSH MK, G AR,
MBS SSH K/, RIS, kMR,

RELEA

T AL EN ., BRI EU T

EBR: EFINGEALERFEN.

REBEIR: MARSHRHNER, (NERALKTF 0-9. T A-Z IEFFH (-).
im0 WARRSSEEEIMN®HO,

i;_;:ﬂ: ERBEEANSNRIEER, EFENTE—TR: BX. BE. OpenlD M%F Fin Tl

HTTPS.: #®&#H HTTPS,

D ERxRmesE,
FH
RS 3

OpeniD B &

BEE
MR AR OpenlD 3%, 5EAEE OpenlD R EAMNBRESELARIL,
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P ID: #A OpenlD A%,
ShERTE. B OpenlD HZEHAIEHHE M EARIERS S5
EEREH. HAEERAGHNE,

2L URL: B\ APl i S B M ISIERIM T1554% . NN A4 https://[insert URL]/.well-known/
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BERFH. AARERACHIE,

FERRH. AASEYNEEHEIE.

MEHEFRE. MANEERCNE,

EEAP: GA—MERUWRRZEAF . XA TAEREHNMNITAERERTETA,
Sell: TTINE M AR A EE (R R

BEPHEDE: %A OpenlD %3

RE: BEHLRURTE OpenlD fE,

JBH OpenlD: #THRKAHAIERZFI AVFRBRER URL HIREFHRIE.

MQTT

MQTT (JHEBAFIEN Z4 ) 2B TYWERM (1oT) MAREEEMN. EEEELIOTER, HEAR
RTLHER, NB/NARDEREMR TR NIMETRILEERR S, KU LEERAHH
MQTT & i o] i & PR BIR M= AR M E MBI (VMS) RERVURIEE L.
BiR&EREXN MQTT B i, MQTT BIEETRASLE. FRmMFE 4. &AwYIXRENE
KUBR. RERREFmZEHEES.

O] )M AE AXIS OS Knowledge Base F T @B % MQTT IEZE &,

ALPN @

ALPN Z—# TLS/SSL ¥ /&, A VFAR S unilbk s ar 2 (8] AUE RS S 3R B Pk N Bl
XATFAEEAEMPY (0 HTTP) ME—Nm0 EEA MQTT A2, ERELEELT, TaIE A
MQTT BIEFTAE Him O, XMIER THBRTIRIMEA ALPN Kb & MQTT AR RO £
ARz A ( BB AKER AT ) o

MQTT & i
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EiE. FTASA MQTT & i
RZE: Br MQTT BFimA S EDIRTS,
RE
FH: WA MQTT RREG [TV B P ik,
s EEFEFE AL
Wwh. MAKORS,
+ 18832 TCP 1 MQTT HIBIAE
+ 8883 SSL M4 MQTT HIBIAE
+ 80 &£ WebSocket i MQTTHIZIAE
+ 443 2 WebSocket Secure f§ MQTT HEIAE

ALPN i . A MQTT RIBMHR RGIZMA ALPN MY B FR. X{EATF SSL 89 MQTT #1
WebSocket Secure B MQTT,

AR&: ABEFBERTHRRSHNAIZ,

=W WARPENED,

R ID: WARPR D, BRAMEZEIRSHBN, FHmitmRFRRGRS S

BELSWE. BREETMARENT Y, BTN, RSERBEEERMTEEREER.
HTTP fR¥E. SAKE N 255 FH5H9 URL, MREAREFEA HTTP RIE, WU ZFERES,
HTTPS RUE. BAKER 255 FHHI URL, IREANEFER HTTPS RIE, W IMKZFEE

RECEDREEE: ILFFIREBELHTEFFK TCP/IP BRAERLT, UNRSHEINER,
HE: RrFEESE AR EERE (AR HEBAL) o BRIME: 60

wETHMAR: & MQTT & AR EAEREEM LWT ER PR EFICAMERER, MUK
#MQTT i~ LM & F 4P ER.

AEhEHERE: EERPRECNENTERRBNEMEE.

EREER

FEEARERENERNZIXER.

REHB: FTITMKRIEBR

FERRKIANRE: XAMNBAZECHERINER.

T BWMARINESR TR,

AR : WARINEENAE,

RE: EFDURB I EBOE P umikeS

QoS: EXHIEE R QoS E.

RRIEHHER

TR (LWT) FE PinfEER e h N R EARARIE,. MREFPiKEX QG CEMITE
# (Ue2RAERAY) , eETUEREREMAFTFRAIXES. KA TIERERSEEEER
HHERMEY, FRIARYHHITHS,.

ZEHE: FTITUKIEER

FERIANRE: XAMBALECHAIANER.
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FE: WMARINEERNE-,
BRAHE: WARINEENAE,
RE: EFENRELEINE A iwR7S
QoS: EANHIEE R QoS Eo

MQTT kR

FRRIAEBAIR . EFFEFABRAEIFIE, BZE MQTT BARHIERR PR EETFHKNE
X

Include condition ( &%) . EFEMUEEHEHR MQTT A ZHFH T,

Include namespaces ( B&wR=iE ) . EERE ONVIF TAGR=EEETE MQTT E&EF,

BEFIS: ERNKRENFIISEEE MQTT ERAET,

+ AmMEA: B RO,
RE: EXHEWL MQTT JBEEIEARBEIE

« K 2EEEHMAMRBRERE,

« M8 NBEERTHERRENRE,

« £ BERSMDRSBEREARBRIE,
QoS: ##F MQTT £ AR EIR T,

MQTT iT g

_F%Mﬂﬁ:ﬁﬁu%m—¢%%MmTﬂﬁo
TTBEERS . WAZEITHA MQTT £,
FEREEETHERK. BITHMFESRAINA MQTT EMABIE.

e SR
o TRRE. EELUEMQTT HEEBRATRESEE,
o BRE: EEE MQIT ERERAEZMS., RNHBERS.
QoS %EFE MQTT iTE T EHIZE 3,
Bt 1
1/O s O

%?ﬁ%ﬁ?ﬁ%ﬂﬁﬁ%ﬂW%zEWﬁ%%%ﬁ%,WWMR%@%\Hﬁﬁ%@%ﬁﬁ%w
RN =S

Hrwmd BT EEg B LED FHMIR &, BBt VAPIX® N AR RiEiE O N1 R mHUE
EEEEE,
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wEMBE
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- BERERFHERE: EHRHEOREEEXTRRTHER. RESFRETENEEH

BHE.

o THERERFHERE: BEIE— zip X, HPEE UTF-8 XM BRSsIREXAK
Iﬁu&éﬁiﬁw REGREIIE, SESIFARKRN, BHRERMRSHRE zip
X

© THAERRE: TEMFEAXRSFNSHFRERS . BRRETFESRSHFIREDTH
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- BERERGHE: BHNEFRXRRAGEM (Mg R, BEETNERHER ) NER.
« BRHEBEE: BENEFRHDRENEMRBER, Wm ERTHERNEREE.

- BEHHRAE: EHAUTEERFPNRGENNEXER, 6, SHRIEMEENHL
FHRMIESR

P 4536 B

EE
MR RERBRES, HIIEBRE.

WIS HI LS EAYARD, MEHEER S o] # B S HERR (5]
IBERRTIE) . EFE RS DR BAIRERERIF AT (6], FET R

ZEERZAS
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—I_ BR%a%: BoDURIIEIRS ==,
EW: WARSRHEN R IP ik,
B EFEEA syslog HEMET.

e Axis
« RFC 3164
+ RFC 5424

il EFEFERAHIL.

«  UDP (BiAixH A 514 )

« TCP (BiAd%A % 601)

«  TLS (BAiwH 4 6514 )
WO, HEHOSUEAEMED,
FEERE. EMANERXHLES,
KB, BEERXNETEE,
Test server setup ( MIXRFEH/IBE ) . REERER, QAERESH/BEAENEE.
CAUBERE. EFLFNREIAIMER,
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iR ERRE. XASFWMYRRE, TAETHNAEFRBENER.
WE: BRBORERE AL AKIME, 27, BUNEHEERENNA, ERTERMRE
MR A, FEHEEFHMINK.

EE:2
E%Fﬁﬁﬁﬁﬁ’ﬁuﬁm
S| St ( DHCP si(E&%s )

o EATSIP Hbitb
o BUAKHRS

+ FREERD
« 802 1IXRE
« OB3CK’E
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B BRIANRE: BEERE A BREE, 2/, BANEE IPHit, MFEHERE.
AE
PN R ERHER I HFTEZMRRNEE R ELELXSWIFNS Y, XeH#H—TiRERM
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o HWIEGARE. FHABREESRE AR RINME, HEERFIETN, TERAEFREK
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BR TR EE
BR % THEE,
(PWR) REE HREGFRIT T 2R EHFEE RN,
GRep 2% 7 GREBRREE (7)
(RELAY) BK AR R AEDN
LED ¥ P
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BHR %e THEIEE,
(PWR)
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(RELAY) SR YR 2R ANEBN .

(*) HCOMIEHBINOR 4R R 25 HUE
=

R

EHRE AT
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PoE=DC IN ( ER#IN ) o B #IEILELR, on page 34,
DC IN DOOR 1-4 (E,,uiau}\, 71-4) (&F) o

FRIRILER

R 5%
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BTEEbg%isE, &

NC #1 DC $xith = [a]3%

E B,

35



AXIS A1710-B Network Door Controller

AR
MRAFEABL, SHEFEHSHEBESESR,

gr e 3% e R Bk 4

Wzt e SR ESEBKZR RS, ©512V DC 524 V DC & F 4k B 28 COM £,

e o AT EE GND 1 NO 5 GND #1 NC £tz @88,
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