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22X SE(json)S 7ML H S 2L
_|_Add contact(H2X =71 H2HA SE0| M AKX E F=Itste{H S 2L
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o HAE M2 Zo{H 22BN Q. Mol o iS50 2 SR EL|CH

SIP account(SIP A|H): SIPE ALB3H= A2, B0 M Q2K 20| E310] AL SIP A HS M
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Availability(7}2/d): ¢12H5 9| At
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Edit contact(H2tX HE]): HeEtN 42 HET
Delete contact(HZt A Atx|): H2tMHE ALX|BL|Ct
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SIP(Session Initiation Protocol)
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= [ — "1
Allow incoming calls(4=4! & 3{8): CI2 SIP &0 N S0j2& 22 5]8312{ T 0| M2 Me
stict
= .
ERE

Calling timeout(Z A|ZF X|gh): O} R = SEISIX| A S AL EF A| Q| X|CH AIZHS A™T
L|C}.

+ Incoming call duration(& =4I 7|Zh: =4 M3 E X|&5T
CHEZE|CH 102).

« Endcalls after(0| 2 & E&8): 2 X| CH )
o} AlZH2 H|BHSHA] 2o 2= 42 Infinite call duration(F2H| gt 3} A|ZH S MEISHL|CT.

=E
ZLE HS = 1024 ~ 655350{0F SHL|C}.
«  SIP port(SIP ZE): SIP EA0| AFRE|= HEQA ZTEQL|CL O ZEE E3F AlS E|m
2 L2 X| ASL|CL 7|2 ZE Ho = 5060 L|CHL 2ot AR CHE ZE HS E AUH
gL Ct.
« TLS port(TLS ZE): 245 2}E SIP SO ALE L= HERI ZEQL|CLO| ZEE &% 4
o EfEHS TLS(HE A S E0HE At8510] Y=t L|Ct 7|2 ZE Hz = 5061 L|C}.
QS S 2 HE WSS AHFLCE
« RTPA|E ZE:SIP Z0|A A SR RTP O|C|0| AEZI0] CisH At E[= HERT ZE YL
Ch 7|2 A& ZE $Ho = 4000 L|Ct Y2 HotHES EH X E HD 0| M RTP EfEZ X}
chetL|C}
NAT £1} 7|5

INATSH Z2EZS JHEHOZ MESHALL HERA SHg0f W2t LHE =g oz A8
Ol L|CF.

=

« ICE: ICE(Interactive Connectivity Establishment) T2 EZ22 AIESIH I|Of &X| Zt0] 2=t
ot SAO| O|ROXEE 71E 28Xl Z2E 37| £ E L CH STUN 2 TURNS &g}
e ICEZ2EZM 7Y 28X d2E &2 = Ue 7|27t e E L o

« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z 0| NAT L= g5 L0 Q! =X| =t
oI5t OH AR I LE SEIPFAJEE HS E M Z 5= YA ST = SE0|AE-A
B HES Zee QLD IP £4 22 STUN AH| F25 geiaiLict

«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E EE= 8ol S0 Q=&
X|7TCP = UDPE S CHE S AEON M S0{= HO|HE A = AL E HF= =
EEZYLICLTURN M FA T2 FEE L Ot

Qrje W HC|e

« Audio codec priority(2C|2 T E M +=2|): SIP 20| L} |dl= 2L BE=2 7H%l 6
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=
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« Audio direction(2C|2 W) 5|22 24 ©Q
H.264 packetization mode(H.264 j{ 7! 3}
- s (EEEK =AY WA 2L
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- 0: H|QIE2|E B E.
- LCoIANALGR R E.

Video direction(H|C| @ d}gh): 3| 2%l H|C|Q ZA7|E MENSHL| LY.

to-TCP switching(UDP2} TCP 7+ T #H: UDP(AF2 A} T 0| E{ 13 = 2 £ 2)0f| A| TCP
(% HO| ZRER)E N4 D222 YNNOR MESIE ST o Bofe{ ™ MeBhL
Ct. ©2t5t= 0| 7= 200HIO| E O|Lf EE= 1300HI0|E =1 MTU(X|CH & THe|) 2 HO|
= C

Allow via rewrite(CIA| 27| & Eof| 6| 2): 2IR2HO 32 IPFA AN ZHIP FAE ELY
2 O e oL Tt

Allow contact rewrite(H2tX| CIA| 27| 5| 8): 2} 2EO| ZEIP A [HA ZHIPFTAE
Hije{® dEgLCt

Register with server every(& & AH 0| §8): ZX|Z 7|E SIP A0l Cict SIP MH 0| 5
EgdizE gt

DTMF payload type(DTMF H{|O| 2E §&): DTMFO| 7|2 Ij|0|2E S S HZATIL|Ct
Max retransmissions(ZX|CH ZHHZE): 2 X|7F A|EE SX|517| A SIP AHO|| HAS A=

ot 20 5 2™

Seconds until failback(Z0f 57t X| Y2 X): 22X SIP MHZ MO ZX|ot = ZX| 7t 7|
= SIP MHOf| CtA| GIE S A= W{7HX[ 2] AlZHE)E E- gL Ct

0
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2.E # x| SIP A% 0] SIP accounts(SIP A7) O} 20l LIQE L} S2 & H Ko 22 AALo| 9
Qo= AEJE 2 4 Ql&LCh

® HFo|SIP Mo AEXoR S25 UL L|CL

[ ]

71I"*01| ﬂ—X1I7f AG L L S0 HIHSEAHLE AE Xt4 SEHO| ZXE| AL, SIP AH O A A
M RS 2 97| [0 '

= T HA
peer to peer(I| O] & 1] 0f, 7|2 BH) A TS A5 = S & AYLULIC ofLt O] S| LHE AS
= USDHS AZYS 7| =422 40t 42 0| AP S HHY = ASLICE =S AIEE SIP A
HS X HBHA] 011 VAPIX API(OF S 2| A[0| M =2 13| QIHH|0|X) 2S 435t A< 3t 7| =

Ago| A LIt

_I_Add account(A|™ F=7}): M| SIP A H S Mdste{™H Sl C}.

. Active(ZHAISH): A|H S Atgsi2{l MetgtL|T
+ Make default(7| 23t 2 X|5): 0| AB 2 7|2 ABo2 XHsI2Y HAZLICE 7| 2
0| 2L0{0f 50, 7| 2 AHE BfLipt £ & UBLITF.

« Answer automatically(X}S2 2 &) =4 Moo X522 SESHE{ H MEHSHL|CT.

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M =2E X|-ole{H MEISHL|CE O|=IPv4 S IPv6 =4 2 =0 A =@l E|= P2P A& 0|

200l 0|20 AT I S8 BtL|CH IPv6 A0 YT E =09l 0|2 0f T3 A IPV6
ol oM 292 XNFS F Ax T
. 0|2 43O ZeE 0|22 YALICL OIS SOf I} 0|2, At T XY 2 UL
c}. o|20] Z= g A Lct
+  User ID(AFSX} ID): 4|0 S 2tEl DQeh LI i Hat HS 2 laishi|ct
= =Y 23 o AFREL

« Peer-to-peer(m|{ £ u|0]): 2Z HE XA A CtE SIP HX|
C}.

+ Registered(SS): SIP MH{Z Sof 22 L E9/3 9|2 0| SIP XS Bt O AL EY
C}.

- ENQLAE VST E? 58 = 0|52 YHYUCL EHO 0|2 HHE AZE =5
S} SIP =40 QE

« TARIE:SIP A0 Cheh 2155H7| U3 SIP AHI HAE YAYCSE YBILICE
= ID
o

+ QIS ID:SIP A0 CY3 2155}7] 7t ARt
D%} 22 3% A3 D2 YE Wart gL

« Caller-ID('& X} ID): Axis & X|Of| A £ LK
+ Registrar(SEX}): SEXIQIPFAE

b

oo OF % o
b C
In 11

« Transport mode(M& B E): AHOl SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O] 7t Ot gL T Automatic(X}&)2 A|AR0M K EI%F = Ues 7t st HE S M

LI

* Media encryption(D|C|0] ¥S2h(TE 2 TLSEH: SIP S0 A O|C|0f(2L2 & S&)o
CHot Yoot mds MEfgtLIC.

« Certificate(only with transport mode TLS)(Q/ZM (M & 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2tol(M& 2 E TLS
oh): M QS M E =Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| At 4 &X| 7} 2= SIP
MH 0| 52 A|=5tE= St2{ ™ F L Ct

« SIP secure(SIP K 9F): SIPS(Secure Session Initiation Protocol) & A58 ™ MEHSHL|C}.
SIPSE TLS & REE AHESI0 EfE 2 Y= otetL Lt
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):SIP ZEA| MHO|IP FTA
- Username (Al X} 0| &): %ROP HRSIP ZEA| MHO| AFEX
- TAYE LR FQ SIP TEA MU HAYEE UL
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« H|C|2®

- View area(H 7| H9H): o4t 210 AHES E7| LS MEATHLICE None(Bl2)2
MENSE ZL /& E7|7F AL &L C}

- M E: oHA S0 At2S SHA = E MEISLICE S == ZRd HEE0 eSS
ELICt.

- ZH Y YO|E: otAt SO 2T = 8 METL|CL =8 0| EE EHast
Q=0 g2 FLCH

- H.264 profile(H.264 =2 h}Y): PA E3}0j| AtRE T2 QS MESHL|C}

DTMF

_|_ Add sequence(A| 3 A ;
SHLCH HX| E0f ofsl 2dotkl= ES

Sequence(A|E2A). ES
D%mmbmgﬂkﬁ_E_ﬂﬂaﬁﬁwtﬁﬂ%%ﬂﬁﬂuq

=
Accounts(H|H): DTMF A|HAE ALB S AHEH S M EHSIL|C}. peer-to-peer(L| 0] £ I|0)E 14
Ste 29 ZE OO0 £ OO AE2 SLst DTMF A|AAE 3 RELICH
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Use RTP (RFC2833)(RTP(RFC2833) AF&): RTP Tf| 71 0 A{ DTMF(Dual-Tone Multifrequency) A1 &
CHE & A= 3 Fol O|HEE 5 &ota{H ZLICH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al-): SIP T2 £ 20 INFO MM EZE ZstHs}e{ ™
HUICEINFO B A S YutH o2 HlMIL Bisl Metx ofZal7olH A% B s SreLch

HAE S
SIP account(SIP A| ). H|AE NM3E 4 ANHS MEHSHL|C}
SIP address(SIP Z=A): SIP =AE olaist 1 a2 Z2I510] HAE M3IE ZHO| A HO| ZHESH=

x| SHOISHL|C}.
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Use access list(U 4|2 22 AR): KO HBIE 2 4 Qe A S HShsia{® 7Lt
ZAXH-
S
. Allow(3|8): A~ 220 Y= 24
ol A

. BlOCk(xI'I:LI') O—hlk"ﬁ %%O“ PN

T Add source(2A $7h: M~ 2 20| A B2 MySRIE 22
SIP source(SIP &2 A): A AO| HFAMXLID EE £ SIP A A E QI =HTHL|C}

om i

3t £

Use call button(S3} HE AI2): 53} H

ESo

— =
Button functionality during a call(E2} & HE
S= dEgL o

« Endthecall(E3 E&) YA 52 50| St HES FE0 S/t S ELLCL
LEAIL QM EX 828 TS = JUACE 5t2{H 0| U2 AL LTt

« No functionality until the call has ended(£3}7| Z2E W7X| 7|5 S 3): Y =At7F &
A S S0 St HES F2H OLF 2 YOLEX| EELCH HEX7t 28 S=SHA
RO & 5t ™ O] M2 Ar8 &Lt

« Delay before you can end the call(E3} Z& ™ X|H): 2 EZX} 7} E31E A|&HSH = Delay
(seconds)(X|H(X))0f A= A|ZFHLHO| St HES +EH OfF S AO{LIX| Qi LTt
K| AlZHO| XLt St HES FE8 S217t SR ELICL O FHE ALESHH LEX7}
T s drE 828 TS A2 WA = A5 HLCH
- Delay (seconds)(X|¥(X)): St HHES F HMZ 58 828 S=5H7|7HX| E2

st AlZt2 QaietL|cy
Standby light(C}i7| ZAIS): S8 HE F 80| LT EAISO Cfgt S48 Heygriich

. AutO(xP%)CDi Of gXl= = =F0f W g A
« On(#H7]): X7t L7 220 RS O

> o|n

=
b7

o
Hl
>
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L o o :| =]
- Off(@7D): FXZHU7| 20| US I Y HEAISO| S WM ASH T
Recipients(=4X}): £+ 717t S=t HES +5 [ HotS 2 AN S ofLt 0| MEISIALE g
L CL & F ol ¢l =4 XS FI1oLH SA|Of 2= A A H=tot ZEILICE SIP S22 =4

YA

rC|e
H| D

. ME3tQrC|Q SE2 Myt 2 Wt A E LiC

. A0 53 50| QC|Q SYO|LF A OIS MASHY, S SSIIK| X2 EX| Y&Lict
Ringtone(# 2 2]): =27} ZX|0f M2 2 I (M @C|Q S MefstL|ct 22}0|H S A
2310] A 9IS TELIC
Ringback tone(£3} @2 2): =27} A0 M HelE 2 I MY oC|e S8 MefsiLct &
210 2 ALRSI0] A 12 Z Bt}
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VMS &3}

VMS &3}

Allow calls in the video management software (VMS)(H|C| 2 OjL|X| HE A = E9J|0{(VMS)0|

*‘I =2} 5| 8): X0 VMSE S35t F 51852 H MENSILICE SIP7} 7K 0= VMS &3t
Sk OIA LT}

E = T AAHd

Call timeout(Z AlZH £1}): O} R = SEOHX| f2 F2 83 Al=2l Z[0f AlZts 2F LT

=4 ofSz2|A o] M

HIEFC| O] B -8

RTSP H|E}H[ O] E{ 4G x}

HEIHIOH E AE2|Yd5t= HIOIH X2t AL SO A2 S 210 Z2[RfL L.
B2

0| 24792 ONVIF XML AL8 3t RTSP BEFT 0|6} A= 210 chat B FRLITE Of7IA Bt Ly

—

2 MEtEI Ol & AlZt=t T O] X|of Hets FX| & LT
Producer(‘84tx}): A2t AE 2| T2 EZ(RTSP)S AHESH HELH Ol & T &5t= HIO|E x|
2 Y LICH
X A LRI HEHIOIE & &0t O AA&dt= M2 Y LICH HEHO|E ~AEE S 2%}t
C|

=l

|
o 7L} Sk

—

MQTT

MQTT(Message Queuing Telemetry Transport)E Sof| K EtH| 0| & M Hd5t0 AE 2| USH= M ALKt
= s C),
s 713¢

. %_awwm%mWMmWMmg oS 2Bt
- Key@l): EECH2 S50|A 0|2| ‘82l E 4 XS H=SH0] HEHHO|H AEJ 9|
AAE K| ™S CF

- MQTT topic(MQTT FH|): MQTT FX|2| 0|2& stL|Ct
)): AR HE 2T 22(0-2)2 28

- QOS (Quality of Service)(QoS(AMH|A ZX!)
Ct.

=
Retain messages(H|A| X| §X|): MQTT F=H| Q| OrX| 2 HA|X| & SX|&X| £ E MEASHL|CE.

= -1 d

Use MQTT client device topic prefix(MQTT EE|-0|?_15 ZX| F=H MEAFAIR): A4 K| E A

o= O =20 = =5 MQTT FH|of| §FALE =712 X| 25 MEiSL T}

© MEo| 9 o0l Ch20| ZEHE L

+ Update(JB|0|£): MEfst MAtRto| HX S +F et

o AMH|: MEfSH M AKEE APH gL CF
Object snapshot(Z4X| 254 4F): ZHX| =l 2 2K o Zet O|0|X| & =Zetdte]{® HL L
Addltlona' crop margin(7} X} 27| of4): ZtX| El x| 2| Zeth O|0[X| F=|0f =7 ofHZ

ol 5} B Z3L|Ch
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olE ZEEF

VAPIX

OSDP:

Wiega

=
reader(VAPIX 2|C): Axis =0 ZIEZ2{0| Tt AFE S = Q& LT
Protocol(Z2 E&): HTTPS L. = HTTPE MEiSHL| L.

Door controller address(=0{ HEE2| FA) &
C}.

User name(AI2X} O|E): 0] AEZE2 9|

HAQE: O HEE2 0| AYSE Y2BLC
Connect(@Z): £0| HEE2{0f A7} B S23tL|Ct
Select reader(2| | M&): 29t-2 & 0f0f TSt 917 B|C{ S MEdgtLch.
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e
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M
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e
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OSDP address(OSDP Z=4): OSDP 2|0 A2 Q12343tL|C} 02 Y 2| o| 7| &
FA0|X} 74 YBhR ol FaQLct,

@

Beeper(¥&3). =2 YHZ 2/dat5t2{H ZLICH

Input for beeper(8127| Y&H): M 20| AHEE[=1/0 ZEE MEAGILICE
Input used for LED control(LED X|0{0]] A2 k| = Q=): 2 X|0| M LED m|EBH S X
Ofl= [ ARSH /O BE £2 Mele

Input for LED1/LED2(LED1/LED2& ¢!
Ct.

Idle color(§ 5 MAh: LEDE =
HA|7| AE2f0|Z0f HAIZ HN a2 MEHE & &L

A
= 1=
Color for state low/high(&El| 2¥2/532| MA): StLEC| I/O ELE 7} LED K| O{ Off At
SEIE 29 HE S U AE £35S 22 BEAT A4S NeBiLcy

|-|-|>'|

l'IJ

1): LED =0 AtE S I/O ZEE MEiTHL

d

LED2 A4 AH/LED1+LED2 A AH: = 740
LED1, LED2 5! LED1 + LED20f ZtZt E A M
Keypress format(7| S=27| "@Al): TOo| M2 H|
Sh S MEfgLC.
- FourBit: PIN 1234= 0x1 0x2 0x3 Ox4=2 A F L E[| MEELICL Ol = 7|25
0|3 713 Uk ol SXteLCt.
- EightBitZeroPadded: PIN 1234= 0x01 0x02 0x03 Ox042 A F &[0 &
=Lt
=

- EightBitInvertPadded: PIN 1234+ OxE1 0xD2 OxC3 OxB4Z AN A |0 M
SELLCH

- Wiegand26: PIN2 8H|E A|"d F =2} 16H|E IDE At23I0 Wiegand26 &
Aoz Qg gLt

- Wiegand34: PIN2 16H|E A|d [ EQt 16H|E IDE A5G Wiegand34
HAoz aagELCH

- Wiegand37: PIN2 35H| E IDE At8310] Wiegand37 ¥ 4I(H10302)2 2 QI
e
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- Wiegand37FacilityCode: PIN2 16H|E A|d  19H| E IDE AtESHY
Wiegand37 ¥ 4/(H10304)2 2 QI3 &l &l L|C}.
- Facility code(A|d R E): 2 A TES AHSIMA|L. 0| M2 LR I F27|

SAO MR AL S % LT

o= T M

=3
FHFY

ogt

Select data format(H|0|E| 4] MEH): M2 X0 ZX|0f 7= GIO|EHE E'd HAS MERGHL|CE

« Raw(¥A]): 7tE GIO|HE A2 ©& gLt

« Wiegand26: 7| = [|O|E{ £ 8H|E A|d [ EQt 16H|E IDE AtE5}0] Wiegand26 @Alo 2
QT EBLICt

« Wiegand34: 7t C O|O|E{ £ 16H|E A|Ad FEQ} 16H|E IDE AF2310 Wiegand34 &40
2 o=t

« Wiegand37: 7| E [|O|E{ & 35H| E IDE At&3}0] Wiegand37 ¥ 4l(H10302)2 2 Q1A E%t
L|C}.

« Wiegand37FacilityCode: 7| = [f|O|E{ £ 16H|E A|A FEQ} 19H|E IDE AtE3}0
Wiegand37 @ 4A!/(H10304)2 2 QI3 YL |C}.

. Custom(AM2X} X|H): XFAIO| MAlS M O|&HAIA| L.

Facility code override mode(A|d I E |- RE) A|E R E XY HO|St= SME MEASHL

C.
« AS:AE IES FASHE] R0 2 E1|0|E1 s BRM A IES SSRLICH IHE
of Yiaf A|H AEE ARSI '—f Fte s o £ H =0 I LIC
* Optional(F4): &3 H|O|E 2| A|d 2EZ MESHALL 78 & 4 gto =2 F o gL
o Override(FA|): A X|MEl A|M EZ XY™ O|SHL| L}

[ 2as

4o
o2t

i

-
[=1
o

o
4o

Activate chip type(&24 & &) 2201 & 982 Mefsio] BABISIAIL.
Active chip types(&4] & Q&)= BE 24 & 9 227} 7|2 §|0|E| £ AKX o Glo[Ef
HE AF2 022 oiZ LIt

© oo %= ol

=
» Deactivate(H|2'd2}). 2d & R SE0M & RS X5 H SHEL|C

HIOIE] M E
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SEE ol tish ™M 7= AM2| Y HS(CSN)2| HIO|E =M 8HH: 7tE A[2| ¥ H S O HIO|E
=AIS gt FL|Ch 7tE 28 H= 7t 7| =2 O| O & &L

Invert byte order for all chip types using secure card data(E2 2t 7} = [|O|E{ & AlE5l0] R E
H FEo HIO|E &M i) ALE X} FHO| HIO|H MEE AFE5t= & R0 Ciet 22t 7k GO
E{o[ HIO|E =M & B 2™ LT}

Add data set(G[O]E{ M E 271 &l 932 Me#sin 22/810] §|0[E M ES 27befL|Ch AL A}
Ho| fo|Efo] AL,

+ Name of data set(Cj|0|E{ M|E Q| 0| &):

H = 42
o| 0| &= HiELIC}. O| §2 LRHOF LICE O & S 0] APIOj A ID2 A5 L Ch

=2

o

© BB CIOIE MES MRISHR & A 8212t BLCk

+ Required data(¥% BIO|E{): OfT 0| 2.2 € B0t 71C HlO|E{0 H2E 4+ gl F2 0| &
30| 747 912 O} A= =0f TIES2|2 Ofw [ 0[E = MESIX| YELIC Het 7t
O[E{0 HT& + gf= B2 CSNZ =0 ZHES {2 2B uch

+ Offset (bits)(EA(H|£)): HO|E{2] A%} I%|S YBILICL 02 AIF SIX|7k & BT &
E9g olojgcf.

. Length (bits)(ZO|(H|E)): HO|E{0] 20| SL|C} 02 BE Z0|o| G|O|E{7} HEE
Chs ofo| L]}

« Usedataoncard(7tE2| |O|E{ A}8): 20t 7tE [|O|E{ & AtE35te{ ™ ZL|CH Bt 7=
HOE CH4l CSNS AHESt2{H E LT}

LIHA 282 & 70 Wef ChEH 20 7LE HI0|H & 8= WS 2lok= O ArgE Lt

d

(22!(0-32))2 PINO| X@J—’F? YHYLICL ALEAZ 2|HE A I PINS AFEE

0 = =2 od
Timeout (seconds, 3-50)(X1} A|ZH(ZX, 3-50)): PINS EtX| 25t 4L &K 7t 85 REZ =017}
7| F0o Butsiof 5t= AlZHE)E L

NEZ FF

2 222 AMRS|H, XA S H H QK7L FLE, PIN = QR Code®E A2310] =0 Y7| 59| C}
Aot AP S A E YRS 27 + USLICE RO 2E= XA SHS HYHLILE O] 7|5
QR RO HEEDE Z2YY & ASLIT

QR Code= Y& 9! 7|E} Z7}0{| A Denso Wave Incorporated?| S & A& Q| L|C}

H 58 gH
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= E IR N O Ko N Ko Ko oK<
53 Ko © m._e Klo wrO Koo
=0 ;T omWg R e . - w}W O Agoom - - o
Bl K © X0 K oo IR od

OF
=

2MBO|[, O| =

—

—

L|Ct.

I

=

e
o

Of EA[ELCh 21 np o %[ 37|
42

282 EA

I Save(X|
2

-
(@]

M
b}

AAL EU L Y

-

k=3

o
Folgts

=1
=

-
q
H=a=

Download QR Code when saving(X{ %
ol &

Export all(2 5 L £ LY} 7|):
Qe O ES MEl

Egt 2, 0f
Filter(Z E£):

Zx 23
U 202

r|R




AXIS A8207-VE Mk II Network Video Door Station

ro
o
I
o
N
L

Input type(2 3 {4) @ & =0, 5 0r0|= = 2f
Ct.

Power type(H gl 33)@ 0| CHot T RS MEdSHL|CE

Apply changes (17 At PN () [T
Noise cancellation(!c 0| = H|7A): H| 4 L O|=E K| A3l Q|2 =X S aFatA|7|2{H ZAL|CT.

Echo cancellation(0j| 2 H| #) @: QrHtSE EAM SO |2 E K| A5 ™ ZL|CE

Separate gain controls('2 & #| 2l X|0{) @ CIE Y /0| CHsf 7HE Mo 2 A Qls =-S5t
o 74 L|C}.

Automatic gain control(X}-5 #| Q! H|0{) @ Ac|o| HEHY| e A S SXoE ™S H
ZAAMA| Q.

Gain(#|2l): £2t0|E S AHE5H0] 7| @12 HATLICE OtO|3 010|258 8310 847 & 32
7 i M gL Ct.

Gain(A|Ql): S20|E & AHESH0] A QIS HERLICE £T]7 Of0| 25 2850 F4H E= 2
7 S A g LT

Automatic volume control(X}5 28 =X (7{H MK 7 FH L O|= 0| 2t X522
SHoz A2 ZYYLICLAS 25 282 2ol d PR By S o]0 0] I
g2zt

AE 2

——na

Encoding(QIT1E)): @12 A& AE2| Y0 AFSE A BTS MEYBLICE 2L A40| HH YUs
Aoo|groi AL Mg = o= e 9012 90| M S 22 742{ 7 Enable audio input
(2| Y HAlshe 2Lt

Echo cancellation(0f| 2 H|A): Qfulst S41 Z0] O 3= H|7{3t2{ @ AL/t
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erje S

_l_ Add clip(E2 F7): M| 2C|2 2 &S F7tgtL|Ct. .au, .mp3, .opus, .vorbis, .wav I} &S AL

2+ AL

C
0|2 HEY Lt
oM 2Ll S ES Y St= URLE ddetLicth 2

2 SEHS ARHO H22ES O
o
=

Ongoing recordings(52} T J): FX|0| M T S 2= =ot5 HAISLC

° n -,
SR ==tE AL T

o=

@ At AEE|X| &K E MESHL|CF

® HX| 0| 532 SR/TLICH

$Z 02 ZX|StALE ZK|E Z26H Triggered recordings(E2|H 537t T2 & L|C}

Continuous recordings —’,*—EOE =X|& U4 7HX] AL =L CH &K 7 TH A QU0 2 &

K& CHAl A S =3}

8% =
I
|-r

VN g0 ot HEeo &M

o
- =
Set export range(LH 2L 7| HQ| MH): =329
(o]
°

M Qot L L3 B 7|7hS QafstL|ch B o]
oI X|of CHE A|ZHCHOA] SHRIBICIR, Al7F Bo]= FX|S| A|ZHTHE 7| F 02 it
Encrypt(AS3h: L2 uh =312 0] O3t THASISE SBsH2A o MR LICE Ul THLL 1A
c 9f0] & & gl LTt

W =size amisiaio 2eeyc

Export(L{ B LY7): 532 RK| e U2E Lm Lot
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Event(O|#IE); O ES 7|0 2 =3l2 HA|ELIC}
ME &K AE2|X S| M3} =312 BA[SL O}
OH

=

_l_ Add app(¥ =7h: M| &= EX[LIC}

Find more apps(%7} ¥ &7): 88 942 O &&L|C Axis 90| 7§ H|0|X| 2 0| EEL|C}

Allow unsigned apps(MBE|x| 22 % 818) U Moicix| e of MX2 88

Q AXIS OS 9 ACAP 49| 0 H|0|E2 HOI5HAIA| Q.

Hlo

7] 212 5730]
2|70l Mo HHo

MO W B0l CHS 84 5 Lt 0|40] E&HE 4 YeLiCh
A =

O
« Open-source license(2E 2
25 UL

H=
MBI AR 7t ot 782 O Z2|AH 0|3 of w2t H2t & LCh &
|

sh24 ZL|C

=2
e

« Applog(¥ 21) ¥ O|HEQS 28 SLCL 2= A[& MH|A0| Zo|g If R&TLICtH
« Activate license with a key(7| 2 20| Ml A 243} Hoj 2tO| AT EH QB AL &3]
Si{OF 2L Ct. ’“*I7f IEUo ¢de == Gl 8% 0| 2*._"% Arg&g Lt
2FO| Ml A 7|7} QICHH axis. com/products/analyt/csi O|=StL|CtL. 20| MIA 7| E A M 5tE
o 2}o| Ml A _?1_59} Axis M| @H HS 7 LT}
« Activate license automatlcally(E}OlJ}ilﬁg Asoz gMsh: do 2to| A=t A
F 2ot OF S LICE &X|7F QIH U0 A &= U= R 0| SM S ALEFLICE 2to A
FL|C}.
= =

o
AS gysfotein ato|MA FETF WL
HZHAIBE O S SOf BT 2H0| M A 0K HA 2ol MAR BIH s

A2 H[ZASIS[0] CH2 2fo|MA = mH LIt 2l0]MAS HlZAHs[3IH ZX 0|4 = A

« Settings(AH): 07 HL-E L CH

« AN ZAOAM AS FH2 2 HHSHHA|L. A o[l A S HE g}t
MEIZ ©X| & |_| q'
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https://www.axis.com/products/analytics

At HM2 @ et ofof 2780 w2t S L

H|
ZX[S] MLt A|ZHE NTP MH 2t 57|2t5t= 0] Z& LIt
Synchronization(S7|3}): & X|o| IR Y A2t 57|32 M S MEASHL|C
« Automatic date and time (manual NTS KE servers)(X}-S 2% 3! A|ZH==3 NTS KE A{
H)): DHCP MH 0| A=l 29t NTP 7| 47 MH 2t &7|=tetL|Ct.
- = NTSKE A H: S}L EE= & 7HO| NTP M Q| IP F=AE Y SHL|CL & 719
NTP MH E ALESt= 8% HAl= F M0 FEHE LHES 7(H2 2 AZHE S7|%t
otn ZFBHLICE
- Trusted NTS KE CA certificates(2 2|2 4= Q)= NTS KE CA 1= A{): 2Ot NTS KE
A7t &S71|2t0] AtE S MEIE = U CARASME MEISALL MERSHX]| RIS =

S LIC

- Max NTP poll time(Z|CH NTP Z&! A|ZH: 0| E Xl A|ZHS ¥ 7] {8 NTP MHE
T MK X7 7| Che{OF Sh= Z[CH A|ZHS M EfL|Ct.
- Min NTP poll time(X|2 NTP £ A|ZH: QGIO|E =l A|ZtS 7| Q8 NTP MHE
ST MR X7 7| Ch2{OF Sh= X[ A[ZHS M EiSHL|Ct
« Automatic date and time (NTP server using DHCP)(X}- 5 &%} 5! A|ZHDHCPE A3}
£ NTP AMH)): DHCP M H{0f HAZAE NTP MH 2t 57|zt L}
- Fallback NTP servers(CHX| NTP A{H): 6L} tE= = JiO| CHA| MEHO|IP FTAE ¢

2L},

- Max NTP poll time(X|C}f NTP Z& A|Z}): QHO|E &l A|ZHS 27| 9|8} NTP MH 2
Z M7HX] F X7 7| Che2{OF Sh= Z[CH A|ZtS M EfBL|Ct.

- Min NTP poll time(Z| 2 NTP Z& A|Zh: R EO|E &l A|Z+S 27| Q|8 NTP AHZ
Z W7HX] FX|7F 7| Ch2{OF Sh= X[ A|ZHS M EfTHL|CE

« Automatic date and time (manual NTP server)(X}= Y X} 9 A|ZHES NTP A{H)): A EH

oF NTP A {9t £ 7|8}3tL|C}

- AE NTP MB]: &L} tE= = JHO| NTP MB{O| IP =AZ Ql24stL| T} &= J40| NTP A
HE MBS B2 X = F AMHO| YHE LHES 7|He 2 AZtE &7|215ta &=
S L.
od

- Max NTP poll time(X|CH NTP Z& A|ZH: QIGIO|E =l A|ZtS ¥ 7| Q8 NTP MHE
Z2e W7EK| FX|7F 7| CHe{ OF Sh= Z|Cf A[ZHES MEiSHL|CL
- Min NTP poll time(Z]2& NTP Z3 A|ZhH: QOO E Xl A|ZHS @ 7] {5 NTP MHE
Z2e W7EK| FX|7F 7|CHe{ OF Sh= Z[ 4 A[ZHES MEiSHL|CL
« Custom date and time(AF2 X} X| ™ X S A|ZH: =502 SR G A|2HS D™ CH
Get from system(AM 2RO M 7} 7)) S S 8/5t0 HAREH L= ZHY X0 S5/ 2

Azt 2788 o Xta| 7k & L T
A|ZHCH: AFE S A|ZHTHE MEdSELCH L& HOF AlZE N BE A|ZHO| X A0 Ats 22 27 E
L{C}.
«  DHCP: DHCP Mt 9| A|ZIHZ A{EHSHL|C} O] S M-S MEAS}
0| HZA|0f RLOJOF LT
. Manual($5): SECH2 220N A|ZHHE MetstL|ct
H| D
AABOAE BE =3, 20 9 A2 Ao SR L AIZHAHO| AHSE LT

r

1M HX 2K 7} DHCP A H




CRR R

ZX7F A= /X E LU CH S 2e| A|L-0M O] EE AHE5H0] X 20| EHXE XL
ch.

+ Latitude(RE): S+ 2L C

e Longitude(Akr): ¥ 2 2XXM SZ S LIE
+  Heading(&): Tx|7} &5t =g 02 M S LiERILICH
. Label(2}&): & X| 0| CHSF A o[ L EHE O
. Save(RE): &X| /XIS M-SR B 22etLCt

T =hol

CHek X ofOIX|: O|O|X| o] H{EZS 23t &KXl 7
of 22|H2 = HM ALK e TS5 A ESHALE

Latest credentials(Z| 2 X} 4 53) (OIX|Yte 2 SEE XY SHO| ot SEE EA|gL(CH

C @ w5229 ojes mazU
’ @ Agtof ot o0& Che o] mEHE L Ch
. Reverse UID(UID HFX): UIDO| byte =AM & _a |;| L|C}.
« Revert UID(UID E|=&l): UID2| byte = Aq
« Copy to clipboard(Z & 2 E0{| 5A}): UID

Check credentials(X}d = =}9l) @: UID &=
Ch AIAE 2 ZIX|Of A X2 5

Q5 AL UIDE Q&g 7o 2 A|XF'<‘5II-_|_| Ct.

HEHI
IPv4

Assign IPv4 automatically(IPv4 Xt5 SH)): LI E 913 212 E{ 7} ZX|0f IP
St 5 ot MEfgtL|Cf. L f22| HEXA o Ll At= IP(DHCP)E A E e LIL.
IP A KO NQBHP FTAZ UASIMAIQ IHIPFTAE 2t TAJF N1Q6H AL AZ|E Y E
SR |2 2 E 5 ASLICL S=5 LA

A3 22| Ko A Z2l5t= AO| %au Ct.

Meuiopa3: MES kA3 E
C}. LAN 9|50] 5= ZA

Router(2}2H): CHE HEH

A Y YHERI MO | HEE X E HE5H= O AHEE = 7|2
EFE(HO|EY 0N IP FAE YT L
Fallback to static IP address if DHCP isn't available(DHCPE Al2¢ = Q= AL 1™ IP FA
2 Bu) DHCPE AFSSl 4 Q1 P FAS AIEOR SES 3 gls 49 N2 A8E ay P

F4g otetel MefgU

-
4
DHCPS A& = Rl X7t 78 & UN S AFEdtE 89 18 FaE Hote gelz +
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IPv6

Assign IPv6 automatically(IPv6 XI5 &2h): IPv6S 741 4 EQ A 2t EH 7t & X0 IP F=AE Xt
=0T SLSIE 2 S0 MEiSHL|C}.

SAEO|E

SAEOIES AISCR T HERR 2tRHI EX[0| ZAE O|ES P FAE K522 &}
L= 5™ MEdSL Tt

SAE O|E: X0 HMASI=CHE HHOZ ALESIEH S AE O|E2 522 YHTHL|LCH
MH EDAN S AAR 20 SAE 0|E3 MHEELCL S EE = EXts A~Z a~z 0~9, -YL
C}.

S7% DNS YH|0O| E &/ds) [P A7 HAEE WHOLCH ZX[OM ZH QI Y MH 528 XHsS2 2
OOl ESEE 5 E8tL|Ct

DNS 0| & S&: &Ko IP FAE 7t2[7|= 13et =09l 0|22 YHTLICL S EE = Xt
A~Z, a~z 0~9, - L|C}

TTL: TTL(Time to Live)2 DNS |2 E 7} € H|O|EL|0{Of & WK SZSHA SX| &= 7|2HE A™
et Ct.
DNS A{H{

Assign DNS automatically(DNA X} 5 &2H): DHCP M7t AAH 0| Q1 5! DNS M FAE EHK|
of S22 e IotA ot H dE L Ch I F22 W EAZO s Xk DNS(DHCP)E #&= Y
C}.

Search domains(EIZI-II | M) HASIE|X| U2 SAE 0|ES AHESHE 42 Add search
domain(ZM £Ql =7} S S5t FX| 7t AL8Sts TAE 0|52 ZMY =022 2=
C}.

DNS servers(DNS A{H{): Add DNS server(DNS A{
L CEH Ol M= HEYA0 M 2AE O|ES TP

HTTP % HTTPS

HTTPS= AFEATS| I 0| X| 278 2 3 MH oA ghetzl H 0| X|of Lot Aot S X Sote Z2EEY
LICt &t=otel G2 ngh2 MHe| 4l2dS BEot= HTTPS QIS M E ArE5t0] 2| ELILY.

o I

| 2

k=1

— o
ZX| 0| A HTTPSE AFESI2{™ HTTPS 215
System > Security(A| A& >

Allow access through( HN|A S| 8): Af f7f HTTP, HTTPS tt= HTTP and HTTPS(HTTP 5!
HTTPS) .LLEE [: =2 | }EE o.I.Q.ol-Xl A'| EHol-I__l |:|-

H| 2
HTTPSE Sof Y= otEl & TO|X|E E= Z2 E9 HO|X[E Mg ¥ Il 50| Xste &
OIA|_| [:I-

M-

HTTP port(HTTP ZE): Al2%H HTTP ZEZ @/ 2{gt

Ol BE= ZEE S| ELCt #E|At2 29!

o| Moo EEES A28t A7t BAIE LIC

HTTPS port(HTTPS ZE): AL3t HTTPS ZE 2
HRlo| = XEE {8 LICL 2E|Xt=2 =0l

LICE O] Hele| LES ALESHH 1071 BA|E LT
5PN ™

Certificate(QUS A{):

65535 H2

Lne 4-
ol ZEE Y = UASFLICH

k)
%
o

443 &£ = 1024-65535
(o]

A ol A
R s s
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HEQIAM=ZEE

Bonjour®: | E9|A0) M ALE HAS 5| 23}2{ ¥ 0] M8 ALC
Bonjour 0| E: Y| E9|30) BAZ 0|22 Y2{3fL|Ct 7|2 0|22 &% 0[S 3 MAC FA LIt
UPNP®: | E T 0| N AL 2
UPnP 0| &: L{E =0 BAIZ 0|22
WS-ZA: L E 9T 0] M XHE ZMS 61
LLDP 51 CDP: L EI 30 A L5 244

mjo
of
ol
op I2 o
o 1
of -+
R
E o
L
- X
rhr
5 mjo
—_ U
ol 'I,f
Mo =
oA T
>t
o
o
=t}
<
>
m
i
o
-
_'T'_

ot
o
Of
B o
e
o
mo o
>
ﬂJIO

ZL|C}. LLDP 5! CDPE 11™ PoE
g o:IAI-O-” X|&Ho| A4z & MQ HANL B 2 X2 s AS Pam 8lE9)0f PoE

[
|:
oA SO PoE ¢°|x| Ve

r

E- N

Http proxy(Http TEA|): 5| £l HAl0| w2t 22
Https proxy(Https TEA|): 3|2 5 HAl0f w2} 2

HTTP 9 HTTPS T2 A|0f 32| = HAl:
«  http(s)://host:port
e http(s)://user@host:port

e http(s)://user:pass@host:port

=[jin]

X E MHAIZSHOl 22E ZEA dE S HEL|CH
No proxy(ZEA| g12). 22 ZEA|ZE 22(5|2{™ No proxy(ZEA| gi3)E AHESLICEL =&
of A= =M B StLHE LS AL 2 HE L2510 o 7HE YL CH

- HRIF]

. IPTAXH

« CIDREAO[IP FA XY
=0 QI 0|5 XIH(0f: www.< =0 QI O] &>.com).
- ST LM 2= 5h9 =02l X7E(0]]:.< =0 21 0] 5 >.com).

One-Click Cloud Connection
One cIick cIoud connection OSC)I'.} 03C A—IHIA = o= -‘.’-IXIOﬂA—I Lf *'AI Fol —L=§} OE'MOH = OF
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FL|CF.

a3

HAHE A} O

—_

-

L|C}.
A HE S YHBI0o] ZEA| MH0f A
o

LS

8

=

e

Gk

20| B

_
(o]

[ 77t K|

XIEILICH 5 o] H
< mEA| MH{0f Cf

E35l O3C AMH|

o

Q3 A

|
=

IjAQE:

No(OtL] 2): O3C MH|AE AHZA i K|
=x

Proxy settings (Z & A|

m]

(o]
—

a

Allow O3C(03C 5| &):
Port(ZE): UM A0 AFR L
Authentication method(2l

2

o~

MA LY

s
t7] = 0il Digest(C}O|H~E

O] F0f

2k

Pl

=0 & et

&7

{0
o3

<

ol
i

xd

X
ofn

Klo

KOiz0
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SNMP(Simple Network Management Protocol)E 0| 83}0] H EQA

SNMP

A
=]



SNMP: AF2 3 SNMP M S MEHSHL|C}
« vl%v2c
- Read community (87| {7 L|E|): X| A &| = 2= SNMP 2| of CHSH 47| M& A
ool A= HRFLIE| 0|2 YHSLICE 7| 2242 S LT
- Write community(% 7] #SLIE]): X| 15| = B SNMP 2% 0f Chs 97| = &
7| #t0| = HFLIE| OS2 YHSTLICHHH 7| M & AKX M Q). 7| 222 2A7[ Y
L|C}.
~  Activate traps(E% 23} EA 2 NS TSt B A MAIR. W= EAS A}
2510 20t O|HI E o= A E|f A0 Ciot HA|X| S 22| A|X'O| 2 LT 2
CIE{If| O| A0l f SNMP vl B! v2cOf Ciot ERS A 5= JAESLICEL SNMP V32
#1245}7{ Lt SNMPS 1101 E210] Xt5 02 A HL|CL SNMPV3E AL8SHs B9
SNMPv3 2| Of Z2[#H 0|2 S8 ERMS 2 &= UASLICH
- Trap address(Efl FA): 22| MHO|IPFALESAE 0|52 YHSIMA| L.
- Trap community(EZ {7 L|E|): Y X7} 22| A|AHO| ERY HA[X|E 22 I A
g HRLEIE Lo}
- Traps(E#):
- Cold start(E = R &) TX(|7F A|ZHE [ EF HIAIX[E LT
- Linkup(Z3 &f): 237 CHR 0N Q2 HAE B2 E& HAIXE £
C}.
- Link down(Y 3 CI2): 237 0N Lt = HEE 4% E- HAX|E
B Ot
- Authentication failed(21= AlLf]): 015 A| =7t AI|SIH E- HA|X|E EHY
L|C}.
H| 2

SNMP vl Sl v2c EHE 7™ 0 E Axis H|C|2 MIB EZ0| EHAd3}=!L|C} XA Lf 22 AXIS

OS Portal> SNMPE £ XSHM Q.

« V3:SNMPv3= 23t 8l Hot 2o 2 X 55h= ECt Hd ot A L|CE SNMP v3E A&
Sl ASTFHTTPSE £l ML LB 2 HTTPSE 4315t = A0 &L CH ESH ASHO|
= FAATL A2 oLE|X] 92 SNMP vl 3l v2c ERHO| UM ASH= S SR gL T
SNMP v3E At&%t= 42 SNMPv3 2| O E2(AH 0| M2 Sl ERS 248 &= ASLICH
- Password for the account “initial”’ (‘X 7|"' A|d2| I A X E): O| 0| 'initial'Ql AHH

O SNMP | A9 S £ I2i3iL|Ch HTTPSS SBtelX| 1 E WAL S MSe
% QX8 AFSLX| QS LICE SNMP V3 I A/ E = St 10 HHoF 2 9151 HTTPS
7t 2dstE 2202 4785H= 0| ZELCE IHAYEE AYSIH IjARE HE
7O O EA|E|X| QL CH IHAYEE CHA| 278512 X E 3T 7|2 83

O 2 XA ™ of oL LC}.

HAE Z2o|eE
A4 U HZAE Z20|UE =5 HEAIZLICL
View details(M| & At B7]): AZE S2I0|HE E52 210 YOO EYLICL F50|= 4 HA

)
AF

O|IPFA EZEEF XE J

Ef 3! PID/Z 2 M|A7F HEA|EL|CH

HT

ro

ro
ol
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(Z2}0|H E/A{H QI
a3

=210/¢1. E/HH'I ISM= X2 IDE 4 = A2 CAQF 7|20 M
Srael = S CE XA M B ASME AetEl RS2 K20l CA 23 JENE &7 A

TR AR E & QI LIC
. CAOZA

CA SIS AE A8101 T|0] SUSNE IS 018 SOf TH 7} ECE 8021X2 =5
S YEYT0| GZE 42 oI5 MH{o| DS ASELICH ZX|0fE 0f2] o] ALK HX|E
CA 0I£A‘|7|- §L| C}.

. QIZ A HAl: PEM, .CER, .PFX
749l 7| Al PKCS#1 I PKCS#12
S8 A

ZHE BT SG A |22 HUBH RE AFNZH AHELICL AL X CA 1B A
Jh CEA MR LT

_I_ Add certificate(QIS A F7}1) : QIS M E F7}5{H S| CL EHA| Y 7}0| E7F D&l L

+ More(t| 27|) 7 ZtASIALL MEiE 27} WES BA|LCH

« Secure keystore(E.Qt 7| K& LA): 7|9l 7| E 9t SHA X ZESHE{ H Trusted Execution
Environment (SoC TEE), Secure element(EQt @ 4) Tt = Trusted Platform Module 2.0
= MERGILICEH el H ot 7] XMZA0f CHSE XtAM 2 =2 2 2™ help.axis.com/axis-
os#cryptographic-support% RS A 2.

=
Ol

+  Keytype(7| & OI"ME H35HH EE0L 220|A 7|2 Y53 Y| S0|Lt ot
2 ors st o, EI S MENSHL|CY.
¢ Alglof OHe O 0f = TS 0| ZBhEIL|C)

« Certificate information(@1Z A HH): dX| =l QIS A9 £H &= &L|LC}
« Delete certificate( S A AHA)): 2l

y .
+ Create certlflcate signing request(QUSM A|H @ MMH): C|X|EH ID QIS ME AHSEHY|
o S5 7|20 22 SM ME ¥ S ddeL T}

Secure keystore(H QF 7| X{EA)®:
» Trusted Execution Environment (SoC TEE): £ ¢} 7| & A2 SoC TEEE A2 3t2{ ™ MEH

st ct. o
« Secure element(EQt @ A)(CCEAL6+): EOF 7| A& A0 EQF @AE AL25I2{H MEHT!
L|C.

+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2|8 2): 2 QF 7| X ZHA0f TPM 2.0
= ArE5te{ ™ dEighL|Ct.

HEHI 2 Hol X =3}

52


https://help.axis.com/axis-os#cryptographic-support
https://help.axis.com/axis-os#cryptographic-support

IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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Firewall(2ts}): iS5l S 2t 5}6le{ ™ ZL|C
o_l_

no
]
o
Q
c
-
)
S
a
=
N
re
o
2
M
=2
x
i}
u
A
51’
rir
e
Y
FO
ot
mjo
0L

SHHO| Of A M ex| dEigtY
Ct.

+ ACCEPT($:): TX|0f [t R E (A & 8ELICL 0] M 7|2 MHE|of YL LC
- DROP(H&): BX|0f (3t 2E ¢i2 st|C

=
OF

=
+ New rule(\] & F7}): £ 451248 S =T LICH

Rule type(£& §%): o
« FILTER(EHE): 20| Zol& 7|= 0t LX[St= FX| 2| AZ S 5{ESHHLE ALEStE & e et
L|c}.
- M eholH S0f L) Accept($=2) == Drop(H&)S MEfBL|C.

- IP range(IP M Q|): 5{ &5t HLE X EHet =4 HR|E X|HSI & MENSHLICE Start(A|
=H 2 End(&)0| M IPv4/IPv6E AFRSHL|C}

- IP =4 5|28} 7L} AEHStE{= =AZ QI 243HL|C}. IPv4/IPv6 I = CIDR HAIS A
.9.ol-|_| |:|-

- Protocol(Z2 E&): 5{ S} Lt Kpthed
El

MBSt Z2E 22 Mot 2

— o
- MAC: 5| 25| AL} XSt = X[ 9

HEQAIA Z2EZ(TCPUDP == E CHE
JmE & X|H80} LT,

S AC TS AL CH
- Port range(Z £ U 9]): o{ 3}7{Lf Attt L E HR S X GO E e gL ot

Start(A|Z}) 2 End(8)0] 7L Ct

- Port(ZE). 5| &5t AHLI A CHSte{= L E HS 5 Y L|CH ZE HS = 10 M
65535 AF0| 0fOF &FL|C}.

- Traffictype(E2T 93): 58317 Lt XTHlel s 2T S MegLIC
~  UNICAST(SLIFHAE): THY SHAIX{7} THY S AIXFOI A R L EjmielL|

C}.

- BROADCAST(EZEI|AE): Ct EhMXI7 HEQFo B E X2 ELf=
Egfj=eiL|Ct

- MULTICAST(HE|F| A E): StLt O] &f 2| = AIXE7} SfLt O] & 2] =4I KO A 2
L= EciE & LCh
«  LIMIT(Hgh: 20 Fol& 7| =1 LX|o= HX| 2 AZS +&HoX| 2 Mot EAfH S =

0|7 ?iell Mets MH-8oteH MEgtL|C.

- IPrange(IP 'H?|): 5| o[ HLf XTI =4 HRZ XYoL F MEGI LI Start(4]
) & End(8)0f| M IPv4/IPv6 E AHERFLCY.

- IPFA S ESIL e FAS Q2{3HLICE IPV4/IPV6 = CIDR HAIS A
23t C}.

_ Protocol(ZE2 E E): 5| 25} HL} X}
MEHSIL|CH T2 E22 MEY PE’

- MAC: 5| &3} 7{Lt At EHSEA = F K| 2

- Port range(EE H2): 1%6}7{ L} XpChst
Start(A| %) S End(8)0f Z=7tetL|Ct.

- Port(£E): 5{ 85| AL X}CHota{= ZE Ho E QHSIL|LEL ZE Mo = 101N
65535 A}O|Of OF ©+L|LC}.

Y EXQI Z2EZS(TCRUDP E&= E CHE
S 2E E X|d sl OfF tL|LCt.

~ Unit(EHS): 3183} LE AHEHS o] Rue ekt
~ Period(7]Zh): Amount(R1)2} B El A|ZH 7|7k MeEdgtL|ct
~ Amount(3l%): A4 5| Period(7|Z) L0 BX|7t QS 4 QU AT S4E M

2 LI 2|0 242 65535 L LY.




- Burst(tH{A E): 27 =l Period(7]|Zh) =0t of H A
A= AE slE =
HAEE A0S EELCH

- Traffic type(E2i T |): S 5L X HSH= E
- UNICAST(RFLZHAE): THY ZAUR7F B =LA A EU= EfEH Y
C}.

- BROADCAST(HEEIF|AE): CtQ EIAXI7 HER TS RE AKX 2 E&=
=3 ZQ Lt

~ MULTICAST(HE|FA E): 8} Lt O] Abo] SAIX}7} SHLE O ko] 2= A RLO A &
e ezl

Test rules(& E|AE): Ho|st EE HAESIZH SEIgHL|CH
« Test timein seconds(X EtQ| H|AE A|Z
* Rollback(E%H): E2 HI2ESI7| T2l O|F ME{Z Yot

o
= =]
. Apply rules(8 ®8): HlAE3X %0 22 TS M S2ALLICE 0|2 H e e
ol K| LTt

MEXt X MHE AXIS OS QIS5 M

0

ZX[0f AxisO| HIAE AT EQO| EE= J[EF AFEAL X|H 2T EQIO|E AX|S2{H ALEA X[ A
FE AXISOS Q1S M7t HaetL|Ch QIS = AT EQO| 7F THA| AF KRt Axis H 50| 2[sH 5¢I

LI A=X OIS CEL AZELI0j= 3ot A Ho o A IDE AlHL[= E7d TX|0f| A2 Alis
T ASLICH Axis7} MHES @[t 7| & ERotD AL B =2 AxisTHO| ALE A X|H A& AXIS OS 2l
= 4 2L|C}
o (=]

—

>
i
>

o
Install(4%]): QIS AIS AX|5t2f P S2YLICL AZEQI0{Z MX|5}7| Fof ASM S Ux|8Ho}

A

A
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|-

Account(H|H): 133t A 0|52 Y L|CL

New password(M| 2 E): Ao A E S g St Ch T 29 == 1~64Xt HO| O OF Bt L
O} X}, 2K, L&, AH 7|3 S 0laf 7H53F ASCI 2XHAE 32~126)8 A0 AFRE &

QLT
Repeat password(Ij A Q| E HHE): S AUSH DA EE CHA| LEGIAMA| L.
Privileges(#oh):

« Administrator(&2|X}): 2= 70| 25| MM AL O 2E[XH= CHE AEE =71 ©
HOIE S MAHLE = AS LT

« Operator(2gX}): Ct22 M elot 2 A-O| AMAT 5= ASL T
- EE System(AIAE'“) M I‘|

. Vlewer(Tr01) CtZ0 CHer ™2 Hoto] LS Lt
HIC|@ AEZIO| AHAFS H ] R L|C}

s
_ _L.—_g|. A|7<‘|o|-_l LHE"HL|E|'

- W UE U PIZAN N2 T3,
P AE0| 2 ol ol Chgo| ZRELIC
Update account(#1 2IH|0|E): 7% 248 B LICH
Delete account(Z| AHI): 752 ARIE LIk root A ARIE 4 gl&LiTh

LIRS

Allow anonymous viewing(2H H7| 5| &) AN Z ZOQISHX| Q1= =L 2HEXE THK|
of HMAe == A= T G- Ch

Allow anonymous PTZ operatlng Q|HO| PTZ 29Y 5| 8) @ O AFR X}7} 0| O] X| Of] CHBH
o ElE QI =SS A QL2 53H 5(:1 L|C}.
SSH A%
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T Add ssH account(SSH #| ™ 227}): M SSH A S £718t2{H 2 2I8tLC}.
- Enable SSH(SSH £A43}): SSH A{H| A2 AL 8}2{H ZL|C
Account(H): 193 A|H 0|22 YHLICt

New password(M T§ 29| E): 7|

c-; I i‘I' =2 -Hd |
Ch X}, <AL 158, Y8 7|2 § 212 7tset ASCI 2AHZ E 32~126)2H I A

Q&L q‘

M-
Repeat password(T| 29| E BHE): 5 Lot AAES CHA| YESYAL.
2% 232 Y8 HHEY).

© Mg 2 ool Cho| gLt

—

c
©
o
Q
-~
(]
wn
wn
T
Q
0
0
o
c
-
=4
wn
wn
I
)
o
2
§
l@
X
ox
Jp
0x
mjo
e
A
o

LIk T 2 9/ £ £ 1~64%} 200|010f 311
18

=]
23t

HEO A

A
=2 T

— H =
de%%t&%%ﬂ%%@%tﬁéﬂﬁtl ,CIO|H|AE, @ Z ID S0 A MEABL|C}.
¢ Ao OHe 050 CHS 0| ZBHEIL|Ch
. Update(YO|0|E): 7t SAEE QM O|EBHL|LC}
o AH|: 7HAF SAEES AME|EHL|CH

H|Z g3t MH 7t HIZ Gt AS LT

Z2H0|UE X4

0|)|

% Hof 7

Admin claim(22| X} 8 H): 22| Xt Igo| ¢fS YL o}
Verification URI(Z{Z URI): API QIC ZOIE Q=2 QI3 ¥l 2132 Qa4stL|ct

Operator claim(2Y9Xxt 2H). 29

|- = =2 —I| HA Hdg
Require claim(2 % T R): £:20] 21010} 3= H0|E|S Y istct
Viewer claim(Z&XI @ H): 2H&HX} dato| Zr2 Ql&shL| .

—
Save(M#E): 4f2 M &stei™ S2gtL|Ct.

OpenID 74

SN

OpenlDE AtE0t0] 2018 4= §li= F? OpenlDE Fdot0] 200 [ ALE
HS
o=

EE |2 R 5
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otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

e
o

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l TEA|): ZTEA| A H
Admin claim(&2| X} 2 H): 22| X}
URL]/.well-known/openid-configurati
Save(X{%&): OpenID

Provider URL(Z2& X} URL): API ¢l
Remote user(@Z A}

Operator claim(

) X0 H_lH " %0
RI - oumo  prl  KTKIKO i
& = aK &g olllis —
pv) 5l £ oll s o S
o0 = 5 g w9 N
Hio <ol ur - w=g X 1
10 = =40 kjo™. o < Kl
= N —_— ﬂﬂ@A._mD o —
oju 1 <o U od o <
Klo = gqou N XEOL g RT
od < —_— Kq 1ol o Mol =l Mk
K r ke B ok El |
s . = ™ w {0 o .
$ o R = TR &
= I SoF.. gk Blgx g = o
- ol BROL (0 Rl @ g 2
> mﬁ_u ﬂ_w_mﬂ% oo S Kzl Ki m =
- K Lo 107 sod _. ==0[T jol
K o |._.ogo e AR 1 8l
D l SN0 K Mms T g o
Mo ] Ml . X~ B
Kd <= S TRANEE ©
H 1 BT o |
U 4 oiol L &oml Hol & KF o
LH O=n o~ o= el ol K
o oS o gl U< yiis Y T <
R o T | - oA JRzn DX0oT g o
n - L Mk = =X ol = K "M
& L] {0 T oo PI=do LRI @ m
= = ot | = Ul U M o x4
= o o jol [ N ._l._E_ur _A._ = 7o)
0 <k 0 = Mo Tt =TT o
= = = z U iy vjum Sk K 2 7o
o1 S foll = T DEL T Toorkm om0 N O
o] J =0 _/L ~N e) H
2 = - i {0 w0 Ki° 35 gLI=.__=__/ 1 w3l
il R < Lo ol = e~ il 2
o © . ofn |_./\U ol mmea:.: WﬁoM p H_u.AroMo > K4 xﬂO
o WW @__ KF ol Siiuo) WrRr @ =r20%0 £ & Wo
S Nm 2 owm W oEEg WOTE cmame 2 E g
) 2= o | ¥ 2 SoW XU EmEic T2 g
= 1o = ol s P! Swupm OFl Byl o o ..
o oo O © —_ 3 7ol /ﬂ\_.A._ QOUHL © X
< it & B2 FIW T Ny £ Z T
v 2 — < M Sz ETH = ukET = S t
o) 11]] 3rujl ] .. t._4mH_|J| Ta = = = O
.| = o H® I_I o SEH ST epom $ 5
—r I — — —t— -
w S I o T S SolE gl SUTIKr & _ &
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ROy
Bl
<
fo] o%
g
<l
T 4o
< pal
O_umlr;
AR

FTP £ = SFTP

AL} HAHBHA|
SE0= g0 Chet Y22t

| @S S AIXp7L EAIE LIC

g

A HZol

2

H| 1

£|CH 20749 +AIRHE A 4 YLITH
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_|_

Type(Rd): S0

Add a recipient(4-AIX} £ 7)): S AIXIE X718t @ S 2Bt Ct
4AIXto| 0|2 Btk
A

A EH-

— ~1-

FTP @

SAE MHO|IP FALI SAE 0|52 YHYLICL SAE 0|52 YHSH= 32,
DNS A|H{ 7} System > Network > IPv4 and IPv6(A| Al > HEL|3 > IPv4 Y

IPv6) Of2j{ Of 7<|7é*>5|01 US| 2RISR

~ Port(EmE):FIP HH{JL B EE WS E YT 722 218
- Folder(ZL): mOIO x xrcg Cl2E2|o) AZE QUASIAA|Q. CIAEZ| 7} FTP AH

S
|AIX|ZF Al E L CH

|2
of ojo] ZXSHA| 2 H, E
o H ALE AL O| & YHSAL.
|

iy
- Username(AIX} 0| E): 219018
- IjAQE: 20182 I

=

| >
i)
[
ujr
o
1
Of
>
>
fo

- Use temporary file name(QA| T} 0| B AI). A5 02 MM El AA| Ot 0|22
EOYS 2Lt MEiSL|CL F2EE tEstH O 0| 50| )Ist= 0|2
E HELCL H=E7I STHE 42 &4 F 0| gLt 2Lt O[S YA| o}
AdS P2 = USLICEL O|E A StH Rt= 0|2 717 2= mHO| SHEX| & =+
AS L

~ Use passive FTP(:5 FTP AL8): T AX O ASI0| M K| Z 2 Ehad| ThAF FTP A1
O HIOJE HZE S & QLT FX| 7} T4 MH O Ciot FTP X 0f & 4| O] H
HEE 25 XHF —19% A2t L|CE Ol = YRt o 2 K| QF T &f FTP A{H{ ALO|0f
53} {0] 9l F Lol Bagc

- URLHTTP AB{O) Chot | =913 a0t 282 Ha|st ASREE YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 21252{H AIE X 0| 2 QUESHAUAI 2.
- IARIE: 20083 HAEE YL,

~ Proxy(ZEA|): HTTP NH{0| Q1Z3}7| QI8 T2 A| MH{S STfsl0} 51 A T
ECER I ENaY

HTTPS
- URL: HTTPS MHE{Of| CHSE U ES{E F=4% QHE I1EI3* A EHEE YgetL ot of
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L}

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(AI2X} 0| £): 2 Q15I2{H AR X 0|2 S QAUSIAA| Q.
- HAYE R0 HAYEE ¢

- Proxy(Z S A|): HTTPS ME{ 0 AZSH7| ol Z=A| MHE SIHH0F ot= 87 &
st JSEE 7110 QB C}

[0)

HEL3I A2EZX| @

NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
AR AL S 4 QU LICH 01 S MKV(Matroska) If 34|02 X &HE L|TH

- SAE: L1|E 9|3 AER|X|Q|IP AL SAE 0|22 Q&S| C}

— Share(28): SAEQAM 28 0|2EE st Ct.

- Folder(=é=|:-|): OIS MEsHC|HERZ|o) GEE QLESIAMAL.

-~ Username(AL&Xt O|2): 2 19152{ M ALR R} 0| 22 YUBBHIAI2.
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L=

TAQE: 2101502 H A

it
i

TEETNES

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) OF2{ Of JQI’SEICH USR] QIS A 2.
Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S Y e = A2
| &

Folder(ZC): I U2 M & C|AER|0 FES UBIAA|IR. C|HE2|7} SFTP A
{0 0|0 ZX}SHX| $O B, MAUS A= ot ] Q= MA|X| 7} EA|ELICH

Username(AF8X} 0| 8): 21015121 H ALEX} 0| §& YHIMUAIR.
AQE: 20052 H LAY ES YHSMAL.

SSH SAE Z7] 7| QE(MD5): Y7 SAE Y 7|(32Xt2| 16714 X L)0| X2
S ol2{tL|Ct SFTP 22401 E = RSA, DSA, ECDSA 3 ED25519 SAE 7| 9]
SSH-28 AI-&3}= SFTP MH & X| e L|CE & Al RSA7H12EI'.: Y o|H
ECDSA, ED25519 81 DSAZ} 11 18 THE L] C}. SFTP A{E{Of| A] AFR 3}~ 2 HFE MDS
SAE 7|2 9|2 s]0F BT} Axis A= MD5 B SHA-256 SA] 7| = B = x| o}
X|OF MDS5ICF Z+2ist 510k ©|3) SHA 2562 AFR 812 240] Z&LILE Axis K| 2
SFTP AMHZ 1 A3IS 5 0f Tt REM|SF LIRS AXIS 05 ZES A n5HAIA[S.
I

ot= 2
SSHSAE 27| 7| 88 (SHA256): 14 SAE Z7 7|(43K}2| Baseb4 Q12 E &
AH)o| X| 28 l=srL|C}. SFTP '—_'"E_|-O|O._'|E',: RSA, DSA, ECDSA 5! ED25519 S A
E 7| SEO| SSH-2& AI25}= SFTP MHHE X| LTt AN A| RSA7|' Mg '.:
HHEHO| O ECDSA, ED25519 8l DSAZ} 1 & £ W& L C}. SFTP A‘ll:HOﬂA‘l INE=Xe R
H}2 MD5 SAE 7|2 928 0f 31LIC. Axis X1 MDS 9 SHA-256 544|715 =
C

e

|} 72 ghe 229iLct

T X| @St 2 MDS 2 L} ZEoh HOotS {3l SHA-2565 fﬂ*r“ S
Axis KHK| 2 SFTP A H{ 2 JLAISHS SO CHSH XFM|SH LI2 S AXIS OS ZES &k

SHAIA| 2.

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(O| | R CY4): 0|0 U S MES O|B|Y FAE YABLICH 54
S0 7 YT AHE O|H Y FAE FESIUAL.

Send email from(0| | E4l): ELfj= MH 2| O] Y FAE &L CL
Username(*fﬂﬂ OIE ): Y ME{ O] AtEX} O| 52 YUHTL T O] A H{0]| A
0I5S Q7oA @i 4% 0| ZEE H|® ELC}

oj A -r-I'= O Y M| HIAYEES Y TLICE O|H Y MO QIS ES 275HX| 8
=49 0| BES g BUICH

Email server (SMTP)(O|H| & MH(S smtp.gmail.com, smtp.mail.
yahoo.comi} Z2 SMTP A|H| O|E2 g2 3,=,H_| C}

Port(Z E): 0-65535 H12|9| ZfS A}
7| 27h2 587QL|C}.

T HA T

<

o—

3

2

i

mn

€T =)

o M
Ot
2 m=
wn
<
_{
)
x

ol mE #BE YeLc
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

| Add schedule(AFA|S £7}): YN E HAZS A M0 S 23| Cf

L5 E3|HS 80 22 502 E2|{3 4+ USLICEOIE S0 5 E2|H2 HE 4K
U TNoHe O NS B & ALt
MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AHSL|CE MQTT S412 S2I0|AER EEFH 2=
Ho 2 L CE 220 EE= I

A2t ES BERLL

AXIS OS X[ 4] H]0] 201 M MQTTO|l T3 XbA|3| 2Lob2 4 &L ch

63



https://help.axis.com/en-us/axis-os-knowledge-base#mqtt

AXIS A8207-VE Mk II Network Video Door Station

ALPN

ALPNEZ Z20|9E =

UA| St= TLS/SSL =& I L|CE O] =

MQTT E2iH S 2 d3tdt= H ALEELICE Z20f W2t MQTT S4 ME2 2 U E ZET} QlS
=L ASLICEL J2iot Z 20| S ZH 2 ALPNS ALEoi M Wt M HEE = EE ZEO|N
MQTTE oiZ2|7 0| MEHXIE 285t AYLICH

MQTT E2}0|AHE
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Connect(¥Z): MQTT 220|HEE H 7L}t BL|LCL
Status(AFEH): MQTT 22101 E 0| S AFEfS FA|SFLIC.
22
SAEMQTT MO SAE O|E L= IP FTAE QASIMA|L.
Protocol(ZE2EZ): A2t T2 EZ S MENSHL|LC}.
Port(ZE). T E H E QAT C}
« 18832 MQTTover TCP(TCPE &2t MQTT)2| 7| 24 L Lt
« 88832 SSLE E%tMQTTS| 7|27/ AL|Ct.
« 802 ¥l AFZ ETHMQTTL| 7| £ZL|CH
+ 4432 f A% HOLE S3 MQTTO| 7|2ZtALITH

ALPN protocol(ALPN Z2 E&): MQTT E27] g— XL HESSHALPN Z2EE 0|22 2istL
Ct. Ol= SSL2 S¢t MQTT & &l 421 Eoh3 ot MQTTO|2F & 8 & L|C}.

Username(AL-&X} 0| §): S 2t0| A E 0| M M Of AN ASHY| QIS AL S ALEAL 0|2 LBL
Ct.

AR ALEXL OB AR EE YT

Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

o G ZE o M2 M&EL Ot

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH HEE H|Y & = USLICH

HTTPS proxy(HTTPS ZEA|): £|C§ Z00| 7} 255H}0| £ @I URLQIL|C} HTTPS T2A|2 AL &1X| &

S

o TES HY = & ASLICH
Z
—

II|>

Keep alive interval(Zt

of AFEE =+ Bl= AlE

o
AN
#X1): S2t0[AET} ZI TCP/IP A2 H|otE 7|t E 28 810l MHE O
S 2R 4 AS LTt

Timeout(A|Zh H|gh): HZO| 2tz E|= A|ZH ZHA(2=) /LI EL 7| =4k 60

A FH| H5EAL MQTT ctO|AE §RHo| AHZA MA[X] B LWT HAIX[2] Z=H|of Chet 7|2 gt
MQTT %4l €| AAl =701 A AL E L|Ch.

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HAX| A&

AZ0| 2 E W HAIXIE ELX| O & E X|F&LICE

Send message(H|A|X] ME): HA|X|E EL 2D A2 AHEIM Q.

Use default(Z| 2ZF AFR): XA 7| &2 HA|X|E Esia{H NNAA| 2.
Topic(FH)): 7|2 HAIX|2] FHE Y=L T

Payload(H[0| ZE): 7|2 MA|X|2| &S YHSLIC

Retain(fX|): O| Topic(FH|) 0i| A %EPOI HENE RIS HEIL| Ot
QoS: izl SEOf et QoS A S-S HALICH

OpX| 2t S A HIA|X]

I'

|IOI-
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 S210|QIE AEIE SX|SHE B MESLICE

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

QoS: 2! SE0] Cf3t QoS ABS BTt
MQTT e
7|2 FH HEAL AL: MQTT client(MQTT 22t0| 91E) S0 M &HX| ZH| S ALof Ho|=l 7|2

=H & 3 FAHE Aot H dEEL
FHl o] F =& MQTT =X oA =S 2F5t=
FH d Y Am 0] A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

0
a—
Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

= =

)
|u
u
9'1-
I
=]

=+ Add condition(=Z1 F7}): THES £7}15)e
Retain(SX|): O{ T MQTT HA|X|7} B9 2 M=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL

+ Property(£): MEH 2% 7h5 B AIX| B 2 HE ME2 2 EL|Ct
CANRE): ME| T JHs 3 NS EHT 4+ 942 HAIXIS 25 HRE ME2 2 YL
QoS: MQIT #of Ciieh st 2We Meyguch

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}
Subscription filter(71 S EE): 1 =5l2{= MQTT X & YLSIMA|L.
Use device topic prefix(ZX| FH| HE AL AI): 15 ZEHE MQTT FH | B FALZ FI7tgtL|Ct

Subscription type(7+ 5 §39):
« Stateless(MEf| =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 B35t MEH
2LICh
. Stateful()},"EH $I‘| 7|‘°) MQTT D‘llAle% X -|O_'E_ Eg_-c‘)-l_a:itﬂ A|_E_I-||'6';|l-|_| EI'- H-'”ol_IE_EE Aol'
Ef 2 AMEE LI EH
QoS: MQTT 7=0f Ciisl Jote 2 &S =L L.

MQTT 22| 0]
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H| 2
MQTT 2H 2| 0] £=FAt+E F7tot7| o MQTT E27{0f A ZSIMA L.

_I_ Add overlay modifier(2 2| 0] =" X} F7}): A} @B 0] =HXIE FItst2{H SaletL|CL.

Topic filter(FH| EE{): 262 0|0l EA|5}2{= Gl0|Ej7} ZetEl MQTT M| 2 Z7kgtct,

Data field(C{| 0| E| E E): B A|X| 7} JSON 4] 0|21 75k 0 2 2|0]0f EA[St2 = BA|X]| I
O|RE9| 7|5 A FELIL.

Modifier(gX}): 2H1 o0& TS I 21 +=FAS
«  #XMPZ AX3l= A= FHOAM 22 &2
«  #XMDZ A|%ot= +=gAH= 0| =0 X|

A8 L )
0| Ef S EAIBHLICE.
=l o]

=
—

5

o=

X

HES$ I AEZ| X
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Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

Add network storage(4| E9|3 2E2|X| F7}): 52t M8 = U= HESI SRE F7I5t
243 2L ch
« Address(FA). D AE MHO|IPFA
(Network Attached Storage) I L|C}. 07
He)E A8 E I AEE T4
CIFS 0|22 x| g|x| &Lt

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

L M

S DQU BC D2 oo Ads BX7H ST HEHUR SHE MSY + UBLICE
|22 QadstL|Ct EXN 00 MH

«  User(AM&Xh): A0 21010 HRdt 3%, AF&X} O
O 21915}24™ DOMAIN\usernames QU SHL|C}.

o DARE:MHO| 21010] B2 B2 IARES YA
=

-

o]
A
« Add share without testing(E| AE 10| 38 F7I): ¥4 HAE S0 2FI7I HHE ZBLR
O HERA SFE F7Iot{ T HENSIL|CE O| & S0, MO If A E7F H QK| T O
C

=
N
il

-

Unbind(H}Q1S SiA]): LI EXS
Bind(H[QIQ): HEQA S/RE

Unmount(OI2E Sl|H|): HEQA 38E O
Mount(O}2 E): L|E 3 57 & Or2 Edt
[=He)

Retention time(HE A|ZhH: =35 22t 7|2t Qe =l =3}19| F St tt= O|O| B A&t Df 2t&H =

H EE ML CL HEYI AEE|X|7t 7H5 AHH MERSE 7| ZHO] X|Lt7| F0Of| O™ =317t 4
M|E LT

=

+ Test connection(®Z HAE): HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2E T 0|E{S w2 7| X| Y0} sh= A2, U
L|C}. CIFSE AFR 7H5 3 IFe Al A8 ML Ch
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 51t Ct.

—

2EE AEE[X]|
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T2
E1|0| B & 9:' —1‘—6*%' =ot 2le. X7t gl %'\E S0l = SD 7t=5 = 2|5HA| OH Al
ol Al

Unmount(EI}-.._-_ oHI1|): 2&

t0] SD 7tE & QtTSHA JHIHOP"/\IE
Write protect(22 7| 8tX|): SD 7}E0f| A 7|7} ZX|&| 1 =32 0| MHE = AS ESHE{EH 0| S
M-S GLUICHL 27| SX|E SD FtE= ZoE 5= QgL o
Autoformat(XHE ZO): A|2 AQISHSD FIEE AFE 02 TSI HAA| Q. IFY A|AHIS

ext42 LOHSHL|CY,

Ignore(ELA]): SD 7}E0f =8} HES S8} M HAA|Q. SDFH=E 2A|SH 7127} e &
|7 o oA} ol Al8l x| 2LICt 0] M Ba[XIEH ALRE % AL

Retention time( = A|ZH: Q2| 5l =310| &2 Hetsi7 Lt HO|E K& FHS F4317| 93] =
SIS 2% 7|2kS MEHSILITH SD 7}E 7} 74E B B E 7| 7H0| R|LP7| Mo QEjE Sei2s A
At CI T

=7

o Check(Z9l):SD 7|E @ 2 E S}OISIAMA| 2.
+ Repair(23): TtQ A| A Hof P

-  Format(E9):SD 7}C = ZOi5I0] I} A|AEIS HZAStT 3= [0|EE X|SL|C} SD 7}
E=ext4 Ot A|AHHIOZ0OF 3OSk 4= Q12| | T Wlndows®01|k| I A|AEIOf O M| A S}
| ir
S

A
=

2™ EtAt extd E2IO|H L= Of 2

«  Encrypt(@=23}): 0| =5 ALE5HY
7| St SD ZtE0] AMZEE 2 HO[E 7t AHA|
OlH & ¢z stE Lt

Tuf
N

« Decrypt(2 =2} siH|): 0| =7 E ALE350] A3} G0| SD 7tEE OIS A| 2. O| & A| S}
™ SD 7LE0f MY E 2= HO|H 7t &M & LT} SD 7EOf| X & dt= O™ MZ=2 H0|HE
L2 ot E|X| 5L T

+ Change password(IjAQ|E HZA): SD7IEE ASolsl= O HQ3IAQAEE HATHL

C}.
Use tool(Z=+ AtE): 22510 M otgtL|Ct.

Weartrigger(ﬂtE Eg|AH). HHZ EL| 16+ 2= SD7tE Ot =& I A7eL|CL Ot ==
Q| = 0~200% QI L|C}. St HE AF2S}X| U2 A SD Z}E0| O 2~ ,_go%o Ct. 100% }5_/,\_
A | i)

o
rot
r” H1
)
rulru
mt0+
O_..

U
%2 SD 77} oo 0] JHRTHE 212 ERLIC) O 5} 200%0] & et SD 7=
=% QE0| 5L CE OE EE|HE 80~90% ALO| 2 M™M= Z40| ELLICH O|HA StH =
o€ The 2S4[0 SD 7H= 7t BRSO 2 ofg|7| Hof Mol A 2 SlaLic o2 Ealx
£ 0gote oMl E S Mot 012 £ 70| B 0| =R A2S e+ YAL T

AEY Z2OHY

AEP Z2OYUC HICIQ AR Y2 OjX S AY IEYLICL O/ ES Mot £ ALBSH
o =3kots ZS0t 20| Chefet HBI0IM AER ZETAS A8 4 UZLICH
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2I5I0 M| AE 2| T20AUS AMAISHL| O}

od

£ L|ct. 10|
A< ojo/x|2)

Video codec(H|E|2 ).
Si&e: O] 47F0f Ciot HH=2 ¢

o
=YY 20| E: o] ¥ CHot A

el A
Compression(%): 0| 2730 Ot 2H2 252 H SR
Zipstream @ Ol 2780f Cict 2= =2 H5HHA| 2.
Optimize for storage(A E 2| X| & %| X3} (O] ™o ot EH2 ot g2 EASHAIL.
Dynamic FPS(EX FPS) ®I O] 270i Ciot 22 E XA,
Dynamic GOP(SX GOP) @ O] d7dof Cist 42 E &R AIL.
Mirror(D|2{) @: O] 270j Ciot dH2 oS HOSHHAL.

GOP length(GOP 7'O|)® Ol ddof st M2 &
Bitrate control(H| E 2{|0| E H|0{): 0| 270 Ciot 2

Include overlays(9_l:l-|21|0| =1y @ ESHS Q0] S8 S MEHSHL|CH QBB 0|2 X=7}5t=
Q.

YOl Chet A LIE2 55 TSt Al

include audio(ecie 22 D). o w0 oot yz2 w=2 yasUAL.

ONVIF

ONVIF A H

ONVIF(Open Network Video Interface Forum)= %|& AFE X}, EStAL AMEEHE G M| ZAHEHE
= HI Ce 7les 82 7tsd S HA 28 = UA siF= =22 Y QHHO|A HFE Y LICE ONVIF

=
Sof N2 CI2HE NS 2ol 452 8%, QA4 84, 88 B2 Y A2 | 07} 3RS &

ONVIF 7| 52 45t H ONVIF S410| X522 2ot LIt ZHX| 90| @& ONVIF SA10f AL Xt
A 0| ST HAY S S MBI AN S LB 2 axis.come| Axis WLt 7 B LIE|S AZSHIA
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—I_ Add accounts(A|d F7}): Af ONVIF A™ S F7t6t8{H S 2IgHL| L.

Account(#): 198 7 H 0|22 Y LIC
.l

New password(| TIASIE): 7|52l THAYIES 2/2SL|C. A E L 1~64% 20]0{0f 1|
Ch 92X}, 24}, T8, UH 7|3 £ Olaf 7453F ASCI 2XHAE 32~126)0F T| AL E0f AL S &
ALt
Repeat password (I 29| E BIE): 5 Qo I AQ|E S CHA| YHIIYA| .
Role(¥gh):
+ Administrator(#2|Xp): RS MH 0| 2R S| WM ASHLICH BE|XHe CH2 AR E 7, ¢
HOE X HAL = A& I—I 53
« Operator(2gGXh): Ct22 M 2ot ZE A0 B2 5= JASLICH
- BE System(*lﬁ"%!) 4%
— OH ;tjl_

*  Media account(D|C| O] #|%): H|C| 2 AEZOf| T YAk = JUSLC.

(-
©
o
Q
-,
(]
Q
(o)
(o)
o
c
=
=
X
o
e
jin]
2
m
é
o
I
0x
mjo
rkl
A
ot

ONVIF O|C|0] =2 m}e

ONVIF O|C|0f Z2hj A2 I3'|E|01 ~EG s HEots H M8 + U 7+ 3 LY Z 0|R0
M AL Aol Y MEZ M Z2MAS d-Jot7 L iE 282 ?Iol AP 8 =20t

LS MY =+ JAFLICH
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—I_ Add media profile(O|C|0{ Z2n}Y 3=71): A ONVIF O|C|0] =20t S F7t5l2{H 2
L|C}.

Ju

-
o
=}

=
=
« Select configuration(1td MEl): S E 0| A AFR X} X|H 74
of +d2 HE| 7 BV Y A 7t k€8 =atot X[l H

o
Video encoder(H|C| @ A E): /40| = H|C|Q QI FE HAS MEHSHL|

« Select configuration(t/d 41&H): N AAS MEHSID QIFAE ANS X
SYHCL ES02 S50 72 H|E| R AIAH 79| YEX/O0|F A& S YLCH ALE
bS58 2 A0 s AP o=l &

H| D

oH2 24 U 902 AAH THE HESHE BHE VoM BAN 20128 SHIL
AlL.

Audio source(2C|2 A A) @: TH0| StE QC|Q 3 AAE MEH

oh= MEADHL|CH
« Select configuration(td MEH): 220 A AFRAL X|H 1S MEHISID QO MHE X
FeLCL EECRR 252l 42 TXQ 2|2 Y0 s FetL|Ch & X[0f 5tLte| 202
20| U= A2 userOYL|CE EX|0f 012] 7§ 2L Q20| U= HLR 220 £ AR

X7 EA| =L L}

—
g2 YL EEOR S8 782 QU AAH 7o HEX/O0|§ des YL
C}.

Audio decoder(2LC|2 C|AGH) @: TN 2= @0 I

|
« Select configuration(2/d MEH): S E 0| M AFEX}L X H
Ch EECH2 220| B4 2|2 70| AlEX/0|S A FLCH

Audio output(2C| 2 E&) @: TN Qe QO =3 Al S MEHSHL| LY.

+ Select configuration(qt/d MEH): S 20| M AR AL X|H LS MEHSI D MY E ZHSHL
Ch SECHe S20 B2 OC|9 X0 AR5 HBHS FLC
Metadata(H|EFE] 0| Ef): A 0fl Z 38 B EFG|0|E{ S MEdgtL|Ch
+ Select configuration(qL/d MEH): S 20| A AR AL X|H /S MEHSI D B EFG| O] H A
=
—

[ |
= ZFYUCL EELR 582 #92 202 HEIHOIH 42| A EX}/0[5 dgs &
L|Ct.

prz@  2y01 21 P17 e Hee o,

- 14

- Select configuration(7+4g M=) SE0| M ALEX X S MDA PTZ 4H S =F
SLICH EELH2 552 42 PTZE X|/St= FX(Q H|C| 2 x{'Eof s Ch
Create(MM): A NS NAstD T2OUS MM S H S 2/5HL|C}
Cancel(F4): 742 FAstn 25 F 2 X2 S 2LCL

profile x(Z2TY x): T2 0SS SO AN THE TEMUS I0 HEE
C}.
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HDMI 70| =& S8l 2/ F ZLIHE X0 HZ2E 5 AL

che 7t 2rel AEE0| 2| F ZL{HOf EA|ELC

. Source(A2): 7H|2tE SHLITE MEHS) L| cr

« Rotate image 180°(0|0|X| 180° 2|M™): E&!S}™ O|O| X| 7t 2| ™2t L|Ct.
+ Mirror image(0|{ 0|D|X|): 0|0| X| 2 | oB{m 22BtLCt.

« Dynamic overlays(C}O|Lj 2! @ H{zj0]) (D: QH{ 0|5tz ™ Z&lstL|C}.

ac s ©

Q| F 2L EOM SA0f 4712] 7HE FHH O M AE S FLIC.

. Sources(AA): 1| 7§o| SELHS 220 22t Ch2 FjHj2tE MESL|TH A4 o] ofa]

—

x| SiE 7Fm2to] B | @7t Shio) BAIE XIS = ojF LT
« Rotate image 180°(0]|0O|X| 180° |H): 2 2/5t™ 2 = O|O|X|7} 3| ™ 2tL|LCt.

s %%CD

o2 Fto2to| thY AE 20| | HL|E{O||Af H1ZHOF LIEHL|CE.
« Rotate image 180°(0|0|X| 180° 3| ®): 2 = AA0f| A O|0|X| & 2|™St2{H E=lgtL|Ct
- TN 220 FtHEtE 3otk H S EELch
«  Source(22): YASt= 7HH2HE MEATILICE

« Duration(7|7}): M 5 =0| Zf 2| MO0 M O] ZtH[ 2t A AEE|UE[&= A|ZHmm:ss)2 E7F
et Ct.
=

- Mirror image(D|2 0|0|X|): 0|0 X| 2 §| & o&{ 3 S2/sti|ct.
. Create(M ) X&H8|2{® S BL|ct

PIP(Picture-in-Picture) @

F Mol AEEO0| o EL|HO| SA|0| HA|EL|CL ot AEEE2 | Z0|E AR CHE ﬁE
22 O 22 A2 L C}. Position($|X]), picture sue(A}Il 37|) & borders(AA)= AFEX A

H2 et

Mot

e PIP(Picture-in-Picture)
- Source(22): O 22 Aoz AE2[UY FHH|2HE MEH LT}
- Rotate image 180°(0| 0| X| 180° 3| M™): = 25 0| 0| X| 7t 3| M ghL|C}.
- Mirror image(0|2{ O|0|X|): O|O|X| & F & o2{H S E/atL|Ct.
~  Position($IX]): SHDI0| M 20| LIEFE /%] 2 MEdSLICE
~  Picture size(AtEl 27|): Z20|HE B0j AFEIQ| 27((31F2| %)2 MHBLICE
~  Border(H|52|): 120 HAZ H7{Lt 1 H STt
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HaM
+ View the device server report(ZX| M H1 A B 7[): TH Z0|A X2 AE[Of et HE
E SLCLYMA 20 A2 M 20 M0 Z2HE L|CE

« Download the device server report(ZX| A{H{ 211 A{ C}2 ): AX| AAIZEEZ| 0|0O)
10| S At O} |2 UTE-8 S0 SA] Ao 54 S T 2l0] 294l sip 1120
]

SELTE R AHl20f 2o/ 0 g4 A 20N 2ip THUS Terehal A2,

+ Download the crash report( E HTACI22E): A MEJO| CHSt REMSE BEIE A=
O7tO|EE CHREERLICL & EJ-H Ol = AbAet CJH 1 HE o MH B M0 =
=P o SaNole < - L= qla Fu e oidtel He ot olg & Al 2

21

+ View the system log(A| A8l 271 B 7|): &KX A2, A0 Bl ZQSEHA|X|QF 22 A|AH
O EOf Ciot YEE HAISHM S 2/ Tt

e View the access log(WMA 2 H7|): H2= 200 I ALY EE AR 4R & Al
X BN AN EE ZF BEAISHHE SESLCH

 View the audit log(ZAt 23 R7(): 225t H G35t AHL Hifol 215 L 79 S Z2
AFEXF S AIAE 230 Ciot HEE & 5 AS L

A
Sysloge HAIX| 2Z 2| #FYL|Ct SyslogO M= HA|X| S d-dot= 2ZEL O, B|AX| S X Fot
AMAE, HAR S 21 8l M5l AZEQ0 S Z2|g =+ 2 Z
o
SL
=

[L

+ Server(MH): N At 2 %7}45t2{ @ S2/3tLct.
BAE: MHO| SAE 0|2 EL [P =AZ Ql2istL|C}

Format(Z3): ArE % syslog HA|X| ZoS dEfStL|Ct

o« Axis
« RFC3164
« RFC5424

Protocol(ZE2 EZ). ATt T2 EZ MEH:
« UDP(Z7|E M™ :LE:514)

« TCP(Z|2 M ZE:601)
- TLS(Z|E 4% ZE:6514)
Port(ZE): CtE ZES AL8ole{H ZE Ho 5 HYYLIC

Severity(éIZ.*E):Eal JE I AT HA|K|S MENSHL|C}

= = -
Type(Q3): Mastais 21 982 MefstL|Ch
Testserversetupwm HEHAE): MHS K& Ho| RE MH{0| BlAE HAKS 2L
C}.

CA certificate set(CA QIS M MH): sixljo| A ™

rulo
o
rO

IS 7LL IS M E F7HRfLIC.
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U g ALEALE flet S LI O] HO[X[oA T F22

Restart(X} A|Z}H): ZHX| = XY A|RFSHL|CF O] = 34X AR 0 WSS K| LSL|CH A S0l of =g
AO|MO| Xts 2 2 XY A|ZHE LI CE.

Restore(£7): L £ 22| 28 S ST oL Al 7| 222 L ZE[HA| L. LSO YX| HS CHA|
TS AR %IIEIXI U2 RE WS CHA| EX|Stn o|HIE Bl 2| M2 CHA| BHS0{OF BL|C}

ST

29 3 XHEL 9UN AL ST ZELC
Cl

. HE| T
T o —

. DHIPZA

- 7| 2R

. MEYOAZ

. 8021X MY

. O3CHH

e DNSMHIPFA
Factory default(SE =3} A 7| 2): 2= 8PS ST S Al 7|22 HS2[H Al O3
20| X0 HM AT = JEFIP TS X2 F3HOF S LTt

H|

BE Axis X AZEQo{& CIX[E M0 ZX|0 AT E AZESQ

C}. 0|E+71| Sl Axis AbX|O| FEFA O] | A AFO|H{ EOF 2

Li-&-2 axis.comOf| A B A "Axis Edge Vault"ZS & x8FAA|
O

AXIS OS upgrade(AXIS OS 4 3|0|E): M AXISOS {2 A8 0| ETL|CE A EE2|A0=
SAE Vs O =" R 2WOI M2 7|s0| ZgtE Lt %“é* Z[ 41 AXIS OS & EI"% A5t
= 740| E&LCH *l*l A 20| = E CHR2ZE812{ ™ axis.com/supportZ 0|52t L|Ct.

A1 0| =S ) CHe M| 7HX| BN B0 MEke & Q& L|Ch

Standard upgrade(;u-.-.-_— =.:l.EiIOI E): AH AXIS OSH Moz g o|EstL|C}.

Factory default(Z % &3} A| 7|22} €1 0|Estn RE MFYS 2 =l
2 ES2HAL. 0l 58S dESH A2 0|E 20 O] AXISOSHT 22 &[5 + &
= LI

¢ Automatic roIIback(I|-E El): M= A|ZFLHO| Y 0| E8tD YA 0| EE QIS4
Al Q. SHOISIX| o ™ EHX| 7} O|7§_‘I AXIS OS Moz z|=otztL .

AXIS OS rollback(AXIS OS =1): 0| X 0f| A1 %| = AXIS OS X 0 2 5| S lL|C}.
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AXIS A8207-VE Mk II Network Video Door Station

=H i &

Reset PTR(PTR{ M )@ Pan(aH), Tilt(E! E) &£ = Roll(2) A& 0| 0| ACHE

_l o
S PTRS MM HSL|CH PTR RE& ot Af 7H0j 210 & & L|c} Ja{Lt 7hy EPP-I 7FJ%JOI HR|
L BE|7} 202 2X0|= ZL0|E BHO| £AE 4 AUXLICH PTRS HAFSHT 5102i7 Cf

=o= =
Al BHE| D 2% 8 Al 7]2ZO 2 SopZiL T

HA @ : Calibrate(27d) S E&/ot0] H, EE Sl & 2HE 7|2 /X2 LA EF = LT

Ping: §X[0| M £ F20| AZY = A=K 20 g

Z=AZ 021511 Start(A|ZhE 22/t

Port check(Z E 2Ql): T X|0jlAf £ IP =4 3 TCP/UDP ZE 2 O|0{X| & HZAS golstz{ T, &
SAE OIS EEIP T2 ZE Mo S YHBIL Start(ME)E S LI

ol =
TECEEL

= [=13

3-9- A|'o

HESA F=H ﬂfoe'oﬂf ISM Es IfAYER ZH2 Do I et
|E
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M 78R
VoIP(Voice over IP)

VoIP(Voice over IP)= IP HIE I (0f: IEH LN E &3t &3 &4 'i' HE|OIC[O] MM E2 Edststs 7|
= O EQL|Ct YHt™ ol Mot S35t PSTN(&2Z= Ill_ﬁ,_F Mz}at, Public Switched Telephone
Network)Ooj| A 2|§ ME =F = L|C}. VOIP S 2HIPYHEYAL} QI
HAUZ S HOo|H mjZlez Y = JAEE Otd21 M7t C|X|E Mz = Hh LT}

Axis X|-=0f| A| VoIP+= SIP(Session Initiation Protocol) 8! DTMF(Dual-Tone Multi-Frequency) A2 £
ol 2 datE L

of:

AW Y

Axis = 0f AH|OJMO|A 2 HES F2 0 A FOo| &l =LA} of & 0| 1t Sp7F A[ZE L =4
A7t SESHE S2t7t ELCH 88 % 0| VoIP 7|25 Sof B&ELIL

SIP(Session Initiation Protocol)

SIP(Session Initiation Protocol)= VoIP S =2 M, SX| & ZZ 5= 0| AR EIL|C} & O|Ato| I}E|
%, SIP AFS X} OO HE ZHo| 22 83t 2 AIZLICL SIP 28 st @ SIP Mefy|, ATER &
= SIP X & Axis K| E2 At £ JASL|C

RTP(Real-Time Transport Protocol) 52| M& Z2EZ 2 ARSI AKX QC|2L H|C| 27t SIP AR
At O|O| M E Zt0of| m=HE!L|C}.

ojof £ m|of @82 AF85I 22 HEYA0|M EE= PBXE A3 HIEQA 7Hof| 22 &
> &L
T AMd

Peer-to-peer SIP(I| 0 & m| 0§ SIP)
=

71 7| 250l 90| SIp
peer-to-peer SIP(I| O] £ m| 0§
O|MEQ|SIP =AOHQOoH &=

of:

= O| SIP ALE Xt Of| O] E 7H0f| |7 O| R {ZLIL}. O] S4=
SIP)EP-T'- 2 LICH 24 L ES{Z 0| A 0] S410] O] FO{X|H ALEX} Of
LICt. O] A% LM OISIP A= sip:<local-ip>¢L|LC}.
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o

0 SIP
Z
1 ALSXF O O|HE A - & 0f AE|O]M. SIP 54 5ip:192.168.1.101
2 A} Ofl0]FE B - SIP X|2 S, SIP 74 5ip192.168.1.100
|0 £ I 0f SIP M-S AFRSHE SYUSH Y EYIO|SIP X Hel7| 5SS SHIEE Axis £0f &
Hold2 48 = A&t

PBX(Private Branch Exchange)

ZZIPHERYR AL A SIP 22 &gt I PBX(Private Branch Exchange)7t &Y 6{E &2 =+
W > QIELC PBXO| R 14 QAL SIP TEA| 2 S2X|2| & S SIP A YLIC]. PBX
= 7| E AKX EEMY XS0t SeO|UEL| M| JEHE EASIL 2 HE, S8 HE, 2|C[
H SS ol EYLILE

PBXSIP MHl= 22 YIEE| = @2 AO|EE JZFLICH B2 0N £= EA S5 X7 0] M
B SAES & QIS LICL LEYT 2401 SIP B2 233 If £ 28 SIP 4 9IX|S Falohs PBX
MEZ of et &Lt

>a£) (ic})fﬂéb
S

ey
X
Ot ©

>

0|0 E= PBXZ 5572 W Ho 2 FolE 20 CHE AFEXL Of O] HEO|
AZds = Q&LICE 0] & HOo L AHI™O| SIP A= sip:<user>@<domain> EE&= 51p

<user>@<reglstrar ip>°,=l L|C}. SIP A= IP A2 HIH 0|0, PBX= PBXO| SE&|¢ U= ot
K| 0] BN AL 5= UAA S F L C

SIP SIP

SIP

sip:mydoor@company.com
sip:myspeaker@company.com
PBX sip.company.com
sip:office@company.com

Axis 0] AE|0|MO| 2 H{ES =20 3L} 0|AtO| PBXE E&} 22 IP Y EQ AL} QIE{Llo| SIP =
A2 SO MEE L

N ON =
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=2 At
S ESHA| 7|23/ C 2 MAEHL2 TS M ALESHOF ShLICH 3% S5 A| 7|22 2 -S|
HIPFAE HESHZE AH0| S& £ A| 7|24 22 MY E LTt
HNES IE ESHA| 7|2 Aoz I HSIHEH CI22 WS MA|2
1. HEQ MeS BEULCL
2. MO HES £2 HEfOM MRS CHA| HZTL|CL S #XRSIHUAIL
3. AE{LED EA|Z7|7t MO 2 Z4Hl 77 X] 15-30= S0t A0 HES S22 JYSL|C
4. MO HEZ =5 LICH MEf LED EA|SO| A0 2 HH M 10| b2 E L|CH | ERI 0N
DHCP MHE 0| 8% = Q= 42, X[ IPFAE OHS T otLIE 7|2 AP E UL
— AXIS OS 12.0 O|AFO| MA|El ZHA|: 23 -2 2 A A HUH(169.254.0.0/16)0 A 782
= A
T4

- AXIS OS 11.11 0|5} 7} M X| =l &HX|: 192.168.0.90/24
5. HX| S | AZEQO EFE ALESIO IP FAE S, IAQEE AFS L, T 0
OH | A BFLICF.
X A ge| 2ZEQ O =& axis.com/support2| X| @ I O] X|0f| M X S &l LICt.
ESH X A QIHIO|AE Solf D72 ST St A| 7| 2422 IHE-E = ASLICL
I\E/Ia6ikn|:c|e|:r;_ance(-f-.’-1| B ) >Factory default(Z3%& &3} A| 7|2 MH™H)Z 0|53} Default(Z|2)E 2
| .

SiXl| AXIS OS K =10l

SIX AXIS OS H{ M 2 2tQls}e{ ™ L}

1 EX|el &l QIE I 0] > Status(HEH) = of L|C}.
2. Device info(Z&X| I H)0|| A AXIS OS HH™ & =tolstL|Ct.

AXIS OS ¢ 10| =

- N
=2 At
. Axis Communications ABO| A 0|2 B AFS}X|= 9HX|BHAY AXIS OSO| A 7|52 AFRSH & 9
E42) X ATEQNE OO ES [ AFM E =0 AR X HE MHO| HEE L
Ch

« YO o|E ZEMNA B0 HX|It A AEE UK =L Tt
H| D
2Hd Eco| XM AXISOS HH e 2 XS P2 0|ESHH M ZE0| AR 7hsot &4 7|52 =4
SrLICH 20| ESY| Tof 2baf Mf 2| A0ICH M Sk= Eel= FEe 10| X|&e &
ASIMA| . XA AXISOS ™ 1t 22| = HE & &2 2{ ™ axis.com/support/device-software 2
Ol s gL Ct
1. axis.com/support/device-softwareO| N| 2 2 E XS k|= AXISOS L= AFE CIREE
st ch.
=

Ao 22Xtz 22Q1RH E

3. Maintenance > AXIS OS upgrade(fX| 24 > AXIS OS ¢ 2{|0| E)Z 0| 55}0] Upgrade
(daglolE)E S 2L

ZAH 0| =7t 2t | H M ZFO0| Aks 2= R A|ZE LT
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