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Allow incoming calls(4!1 & §|&): Ct
LTk
ERE
« Calling timeout(Z A|ZF X1}): O} 2= SESIX| U S BR E3F A|ZO| %[O A|ZHS AT
L|c}.
+ Incoming call duration(& =4l 7|Zh: =4 3£ X|&5H
CHE| O} 105L).
+ End calls after(0| 2 8 S &8): | CH )
o} AlZH2 H|BHSHA] 2o 2= 42 Infinite call duration(F2H| gt 3} A|ZH S MEISHL|CT.

MR
mjo
>~

XE
TLE H5 = 1024 ~ 655350{OF 2t L|Ct.
o SIP port(SIP ZZE): SIP SAO| AIE L= HERR ZEQL|CL O| ZEE S0t M= ECfHE
_% %lﬁﬁfElxl HELICh 7|2 ZE Ho = 5060 L|CL HRot R LHE ZE Ho 5 Qi F
2 LI
e TLS port(TLS ZE): &t 55}t El SIP EMO| AR L= HERI ZEQL|CE O| ZEE St A
2 EH2 TIS(HE AS 22HE MESHY = otE LICE 7|2 ZE Mo = 5061 4L L}
2ot ZR LHE ZE Ho 5 gLt
« RTPA|Z} ZE:SIP 20| X A RTP O|C|0] ~AEZ 0| Lo AFE L= HIERS ZE QL
Ch. 7|2 A|2 ZE Ho = 4000 L|Ct. Y5 Aot 2 £E74 L E HS 0 RTP E2fE S X}
CHebL|CE
NAT &1} 7|5
R Z7FAEZ(LAN)O| A S HERT F0M ZXIE AL = UAEF 52 H NAT(H ES
3 F4 B2 0 7|5S AL
X7

ZINATEN ZZEZZ HEHCZ AESIAHLL U EX R 20| et ChE et 2 AL d
ol |CF,
AMH

« ICE: ICE(Interactive Connectivity Establishment) T2 E 5 AFESHH L0 &X| 7H0j| &I
ot SAO| O|ROXEE 71E 28Xl Z2E 37| £ E L CH STUN 2 TURNS &g}
SH= ICEZ2EZ0M 71 2880 BR2E &2 5 Us 7197t Y E LT
« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z 0| NAT L= g5 L0 Q! =X| =t
olotn 12 42 U8l SEIP T4 ZE Mo S 7Kg 5 U 8lF= S20[UE-&
HUESA Z2EZ ALICLIP T4 22 STUN MH =AE AL
«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E EE= 8ol S0 Q=&
X|7TCP = UDPE S CHE S AEON M S0{= HO|HE A = AL E HF= =
ZEZQIL[CE TURN M| 54 9 210l B s elefsiL|ch
2rC|e S H|C:
« Audio codec priority(2C|2 T E M +=2|): SIP 20| L} |dl= 2L BE=2 7H%l 6
Lt O|&fo| @C|e AH S MEHSILICEL @M =2 =M E W52 BOM s5LICH
=il
22 43T 0 MK A0 ZYE D2 M A0 BE

M 0] @S S AIXE AT} AX|BHOF Lt
« Audio direction(2C|2 Hgh): 5|25 SM OHLYE MEHTHL|C

—_

+ H.264 packetization mode(H.264 mjj 715} 2
-XE (HEPX = A8 I 2EE

C
—None(818): {2zt RE7 AFE[X| HUASLILE O REE= TS0 2E2 S ELCH
-0:H|QIE{2|2 2 E.
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~LCOHUNAL QW 2 E,

Video direction(H|C| @ W&h): | 2=l H|C|Q ZAH7|

UDP-to-TCP switching(UDP2} TCP 2t H%H): UDP(AHE X} H|O|E{ 13 T2 EZ)0 M TC
(& 1|o1 Z2EZEZ ML T2EES YAFCR Xm = 2 =2 5{ &5t H
C} Mstst= 0|1 = 2oono|E O|L{ EE= 1300HI0| E

AS chHsE UX|57| 9lsiA Y LIC

2L Ct.

Allow contact rewrite(H2tX CIA| 27| 5| 8): 2} REQ S IP FA LA ZA I

Sl A ESL| T

Register with server every(2t& M HO| S5
Eol- H|E = MY o|-L_| |:|-

=y

MTUE[S] H& 1)

via rewrlte(EMI M5 Bl 5|8): 2IREQ ZEIPFTA A ZHIPFTAZS HIY
H

DTMF payload type(DTMF H|O| Z2E §3): DTMF2| 7|2 If|0| 2E ¥ HATIL|CH

Max retransmissions(Z|C{ ZHHZE): X7t A EE

ot 20 5 -

Seconds until failback(&Hoff & 177}X| &2 X): &
= SIP AE{Of CHA| IS Al G7HR| O A|ZHCE

od
SX|SH7] FOf| SIP MHOf| HES Al
= SIP A{H{ 2 RHOY ZA|SHS &HX| T} 7|
)% gt

A
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1o
oy
Ho
1z
0z
o
$0
rr

2=

HeZ JHE & & UASLIL
o
(]

Ao 22X 7t A5 LICE IS0 ZIfStAHLE AE X2 SHO| ZREJAALL SIP AH O A A
HE RS 97| BY & UFLICH
peer to peer(z|0| & T 0], 7| = HH) Y2 N2 2 d-JE AFZYLICE StL} O] ¢ 2| CHE A
= USD T AZS 72U 2 278 B2 0| A8 S MM = UL Ch =S A[XE SIP 7
HS XIYSHX| 91 VAPIX® API(Of 22| A0| M ZZ 2 W QIEH0|A) 2 $HE B2 T4t 7|2
A8 0| ALEE LILE

AtV AB: AR Aol SO 0]
+ Make default(7| 22t 2 X|5): 0| 4B 2 7|2 ABo2 RFsI2AY HAZLICE 7| 2
0| 20O} 510, 7| = A HE BfLpt 5 & AUS

« Answer automatically(X}s2 2 S&): =4 E3}0| Xt 2 ST H MEHSHL|CT.

=

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M £=2E X|-ote{H MEISHL|CE O|=IPv4 S IPv6 =4 2 =0j|A =@ E|= P2P A& 0|

200l 0|20 ¢IET T S8 3tL|CH IPv6 A0 YT E =09l 0|2 0] T3 A IPV6
ol oM 292 XNFS F Ax T
. 0|2 43O ZBE 0|22 YALICL OIS SOf I} 0|2, At T XY 2 UL
c}. o|20] Z= g A Lct
+ User ID(AFBX} ID): 4|0 S 2tEl DQeh LI i Hat Mo 2 elaisti|ct
= =Y 23 O AFREL

« Peer-to-peer(m|f £ u|0]): 2Z HE YA A CtE SIP HX|
C}.

. Registered(S2E): SIP MHE E3) 22 {93 9|20| SIP &KX S 231= o AFRE L
C}.

- ENQLAE VST ER S8 = 0|52 YHYUCL EHO 0|2 HHE AZE =5
SHI| SIP =40 QE

+ DASIE:SIP AE{O| Chof AIS5H7] B SIP AT AZE HAYEES AHBLICE
S ID
o

+ QIEID:SIP A0 CY3 2155} 7 AR
D%} 22 3% A3 D2 Y WartgdL

« Caller-ID('& X} ID): Axis & X|Of| A £ LK
+ Registrar(SEX}): SEXIQIPFAE

b

oo OF % o
b C
In 11

« Transport mode(M& B E): AHO| SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O| 7t Ot St L T Automatic(X}&)2 A|AR0AM K EI%F T e 7t st HE S M

SHetLfch

. Media encryption(D0|C|0] @S 3H) (K% @ = TLSTH: SIP 204 0]C|0f(LC| 2 2 F Ao
et el oae Metet|Ch

« Certificate(only with transport mode TLS)(Q/ZSM (& 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2toI(M& 2 E TLS
oh): M QIS M E = Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| Aot 4 &X| 7} 2 SIP
MH 0| 52 Al =5t = St2{H F L Ct

«  SIP secure(SIP K 9F): SIPS(Secure Session Initiation Protocol) & AI235t2{™ MEHSHL|C}.
SIPSE TLS & REE AESI0 EfE 2 Y= otetL Lt
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. TEA
- + Proxy(ZEA|): TEA|

A=

=
~ Prioritize($4 29| X|H): & 7} 0|40 Z2A|S 2713t 20| ZEAIQ| £ 295
EEELE Sl

— Server address(MB F4):SIP ZEA| MHO|IP FTAE QAT C}
— Username(AF2X} O|2): Q3 Z2 SIP TEA| A I:|-|2| AP X} 0|22 QlaistL|C}
-THAQIE: B F SIP TEA| MO TIAYES eiBtLich
. H|C| ®
— View area(E7I ): otet S0 At B7| B S MEHSLITE None(S3)S MEiS
A= E7I7f A& E L
S S B0l B AEE HEBLIC LS Ha fezo] 8E FU
C}.
- mH|QY BO|E: By S3t0| Y T2 Y £S5 MYBILICE T Yo EL WRY Cf=

of ¥eke FL|ct.

co=2 d

—H.264 profile(H.264 = 2 1}Ql): A E510| AlRE Z2 I QYU S MENSHL|CE

DTMF

+Add sequence(A| 3 A F=71): Af DTMF(Dual-Tone Multifrequency) A| & A
SHL|CF B X| £0f| o3} % Motr|= £ AMA5l2d ™ Events > Rules(O|HIE >

Sequence(A|#A). £
Description(dH): A|2A

= —
Accounts(A|dE): DTMF A|EAE AIES AFE M
A

EA E
=
ot= 87 EZE H|0] & o] A 82 5t DTMF

=

(D
,-|.
O
'U
(0]
]
pn
K
2
.|

F
2

ZTZES
2 AHO| AFRY ERESS MUSL|TH RE DO £ M0 AN SYN TS NHYS IS
gL,

Use RTP (RFC2833)(RTP(RFC2833) A}&): RTP 1} 71 0f| A{ DTMF(Dual-Tone Multifrequency) A1 %
CHE E 4z 3 M3l O|HEE 5| &5t2{H &L L|CH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) At&): SIP T2 £ Z0f INFO H M ES Z 3
BUITLINFO B A E = itso 2 HlMD Beiel N ofZ27od A% He s Sk

- 17

HAE S
SIP account(SIP A|&): H| A E H3l2 2 A M-S MetstL|ct
SIP address(SIP 3= 4): SIP ZAZ 26l \e 2 22/810] HAE MIIE 20| AHO| Z St

X| =tolstL|Ct.

LVES
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Use access list(H M2 55 ALE): ZX[0| HM2tE 2 &= U= AR S HoHsta{ ™ HL(Ch
i XH-
o=
*  Allow(3{8): HM 2 S =01 R
«  Block(X}Th: dM A ZZE0 QU

T Add source(2A $7h: M~ 2 20| A B2 MySRIE 22
SIP source(SIP &2 A): A AO| HFAMXLID EE £ SIP A A E QI =HTHL|C}

=

=

E3tHE

Use call button(S3} HE AI2): 53} H

off rim
I mjo
rm

Button functionality during a call(£3}

s= e,

718): BX0M S=t7t A A E = S HEL| 7|

« Endthecall(&3 E&) YA 52 50 St HES FE0 S/t S ELLCL
HEAIL QM EX S2E TS = JUACE 5t2{H 0| FH 2 AL LTt

« No functionality until the call has ended(£3}7| Z2E W7X| 7|5 S 3): Y =At7F &
M E2 B0 St HES FEH OLF AU O LHX| RS LCHL A EAIL S2HE SR
RO 5t ™ O SME ALE L T

« Delay before you can end the call(E3} Z& ™ X|H): 2 ZX} 7} E31E A|&HSH = Delay
(seconds)(X|H(X))0f A= A|ZFHLHO| St HES +EH OfF S AOLIX| Qi LTt
K| AlZHO| XLt St HES FE8 83217t SR ELICL O FHE ALESHH L E X7}
T 5 drE S92 S5 A2 WA = ASLHLCL
— Delay (seconds)(X|¥(X)): S2t HHES F HMZ 52 S2E SESH7|7HA| 22T Al

s YL

Standby light(CH7| EA|S): 83t HE FHO| L& #A|SO|| izt S48 MEigLCH

*  Auto(X}3) ®i Of gXl= = =Fof Wt g A
« On(AHZ]): FXZHLH7| ZE0 RS
- Off(7]): §X|7t L7 2E0

Recipients(=AMX}): =2 717F E3} H

SHL|CE & O O| At = AIXIE F7}35

At= Z|Cf 6HO|D|, VMS &3t =4 A= RS L
=S f
2N

Fallback(CHH)):

A7} 2| AIBHA| = E & CHH|S0] S E 0| A T HEXE F7Het L Ct

- MEiS U SE2 Tobvt Z2{s W2 XY E Lt
2 of 2b|2 SEO[L} A2l HESIH, Ot S2IHA| HE&|X| p& LTt
7t X0 Hets 2 I Ml 202 S MEELICEL S20[HE AL

Ringback tone(S3 A& Z): =7t FX[0AM H2tE 2 [ HEY L2 SES UL &
20| & ArE5t0] A els - LLY.

35



VMS &3}

VMS &3}

Allow calls in the video management software (VMS)(H|C| 2 OjL|X|™HE 4 @ E 9| 0{(VMS) 0|
M 2t 019-) XM VMSE S2tste & 5{ 85t MEiSL|CL SIPZL AKX U0l = VMS &3t
Sh2 o/ Xt

O
= T M-

AlZHZ3) Ot R = SHOH| He 8% S=t AlEe| Z[H AlZts 273

of

FLICF.

[

=4 ofSz2|A o] M
HIEFC| O] B -8
RTSP M|EtG| O] E{ ‘Y -Fxt

-

HEtEIO|E{ & A E2|Yot= Yt sl MOl AHEStE M2 S LIS LT
X3

0| 232 ONVIFXMLS At&ot RTSP T EFH O] B ~E 20 T2t 2 LIC 07| M B L
2 CEtEI Ol B AlZt=t T O] X|of Fehs O|X|X| B LICY.

Producer(*“**xf) EHI EtC| Ol & & 4-g5t= H Y LICH & of2ioll= Kol ZXIoM AE2[Yst= O
£} O] B S0 220] Q& LITH

X E: Ao Af%ﬂ" M= LICH HIEtH OJH AE RS 2gototed MLt =

A ghe| 40] 0|2 MEfg HALITH
2|
ol

ol% 2| (Ya)

Use external OSDP reader(2] 5 OSDP 2| Al2): 2|5 2| o A &X|E AtdSte{H AL CH
2lHE 2|H HEEo| HZAR LT
Status(&HER):

« Connected(@ZE): X7t 24 /& 2|0 HEAEO AFELICH

« Connecting(dZ &): &X|7I 2| & 2|50 HZES A5t JASLIC
 Not connected(HAKE|X| &2): OSDP7} THAH Q& L|LCt

AN H
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30 Z2RES

Reader protocol type(2|El Z2EE §d). 2|4 7| s0| A2 T2 EZS MEHSHL|C

«  VAPIX reader(VAPIX 2|C): Axis 0 AE 2200t AFRSH 4 Q& LT}
— Protocol(Z2 EZ): HTTPS tE= HTTPE MEHSL|CY.
— Door controller address(=0 ZHEE2| &) =0 ZHEZ2{9|IP FTAE =AHTHL|LC}
—User name(AF8Xt 0| B): =Of ZHEE2{9| ALXt 0|52 YHTHLICE
-~ AQIE O HEER S WAQEE YL
~ Connect(@Z): £0f HEE2{0| PZHs|2{® SBfL|ct
~ Select reader(2|C{ Me): 29rS = ofo| Ci3t Y7 2|CIS MehstL|C

« OSDP:
— OSDP address(OSDP F2): OSDP 2| F=AE Q&HTtL|CE 02 CH 2|9l 7| &2 F=A0|
Rt 7He b= ol A QL T

+ Wiegand @:

—Beeper(¥#3): M= 2 Y2 & dat5te{ ™ HLCH
—Input for beeper(2 37| Y&AH): NS 20| AL =1/

@) )
—Input used for LED control(LED H|0{0]] AF2E|= & =) ZHX| 0| A| LED L| =8-S K| 05}
E O AF8E /O ZLE &5 MEiStL|Ct

14
—Input for LED1/LED2(LED1/LED2& & &):

2): LED 30| At2E /O ZEE MENBILICT

—Idle color(f 7 M 4): LEDE H|0{5t= O| ALEE|=1/0 ZEVt Ql= 4% 7t 2| HA|
7| ~E2b0|Z0| EAIZ N MAS M 2 LT

— Color for state low/high(&El| Z2/= 82| MAH: 5LtO| /O L E 7} LED H|0{0f| AFR &
CHe NE WS U ME 5SS 22 BAIZ A2 MeBiLT

—Idle color/LED1 color/LED2 color/LED1 + LED2 color(§5 AiAt/LED1 M AH/LED2 M
AF/LED1+LED2 MAN: = 70| [/O ZE 7} LED MO Of| AR E|= AR &5, LED],
LED2 5! LED1 + LED20j| Z+Zt HEA|St MAFS MERSHL|C}.

— Keypress format(7| 27| @A) EO| M2 X0 YA =2 HSE If T FAZ X|HSH=
22 MEfSHLITE
—FourBit: PIN 1234= 0x1 0x2 0x3 0x42 Q1A Y L0 M&EL|ICE Ol 7|28 0|1

Jbs st ol S el CY.

— EightBitZeroPadded: PIN 1234 = 213 & &[0 0x01 0x02 0x03 0x042 ™S ElL|
C}.

— EightBitInvertPadded: PIN 1234 QI3 & &[0 OxE1 0xD2 0xC3 OxB4Z & &l L
Ch.

— Wiegand26: PIN2 8H|E A|4 3 =0} 16H| E IDE AF2310] Wiegand26 HAIQ
= I3 EE Lo
— Wiegand34: PIN2 16H| E A|A A E 9} 16H| E IDE AF2 810 Wiegand34 &40
2 ola gLt
—Wiegand37: PIN2 35H|E IDE AI235}0] Wiegand37 @ 4A/(H10302)2 2 Q1A H
& Lo
— Wiegand37FacilityCode: PIN2 16H|E A|’d FEQ} 19H|E IDE AtE5}0
Wiegand37 @ 4/(H10304)2 £ QI3 & & L|C}.
— Facility code(A|d ZE): 2 A|M FEE QUESIMUAQ. 0| SM2 YE I 27| HA
ol M2HALE S 5= ASLICH

37




=3
EHFY

ogt

Select data format(Ef|O|Ef 241 MEH): 2 &[0 & X|0f 7= CO|E{S &Y HAIS MESH|C}.
- Raw(SIA]): 7} H|O|E2 ach2 MasH| o

«  Wiegand26: 7| = [|O|E{ £ 8H|E A|A R EQ} 16H|E IDE AFR3}0] Wiegand26 &4l 2
OlAEBHL|C}.

« Wiegand34: 7} = O|O|E{ £ 16H|E A|A FEQ} 16H|E IDE A23}0] Wiegand34 HAI©
2 elaggL

+ Wiegand37: 7} = [|O|E{ & 35H| E IDE A2 35}0{ Wiegand37 @ 4!(H10302)2 £ QA gt
L|ct.

« Wiegand37FacilityCode: 7t = [|O|E{ & 16H|E A|d Z =2} 19H|E IDE ALE5I0
Wiegand37 ¥ Al(H10304)2 = Q1A ClgtL|C}.

+  Custom(AI2X} X|H): XHIO| A—|A S HO|BIAA|L.
FaI_ciIity code override mode(A|d I E ™ BE) AL I EE XHOSt= M
C}.
o XES A2 ZEE FAISHA] g0 S HO|H Ats HX|0M Al BEE WETLCL 7tE
O Yl Al ZEE AFESIALE 7HE M o] ZFH|EO|M f[=R LT
« Optional(F4): 28 O|O|E{2| A|E ZEF ALES}
« Override(FA]): &4 X|™HE=l A I EZ NY™HO|sL|Ct

a3

4o
o2t

o
4o

-,
o
o

Active chip typeS(%’g HERYc 228 & RY 320 7|2 HOlH E= AHEAH Z2f H|0[H
ME AME §FES EAFLICH

© oo = Hwols thE0l ZehE L

=
. Deactivate(H|EA8l): 24 & 98 220|M & S N3tz @ 2Lct

HIOIE] M| E
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bl

| S0 sl FA| FHE A 2| H S (CSN)2| HIO|E w=Af BHH: FtE A|2| Y HS O] HIO|E
PS5 FLCH 7tE 23 "0t 7|2 §|Of B @i LT}

A o
Zrn
i g
rII

Invert byte order for all chip types using secure card data(E2 Qt 7| = G|O|E{ & Al 23510 B E
E FE9 HIO|E = A BHHM): ALE X 2| H|O|H M EE AtE5t= & R0 T £0F 7+E [ O]

B HIO|E =M & Bft2{H ZL|Ct

Add data set(H|O|E{ MIE F71): & RS HEStD 255 HIO|H MES F7teLICH AFE X}
do| HO|EH 2| B2
« Name of data set(G|0|E{ M|[E2| O|£): [|O|H & AlEHsI= § =20| T/ =2 O|O|E M E
LICt O] & S 0] APIO| M ID2 %t-Z 8L L}
« 23 HIo|E MEE AHSH| R0 A8 S SX|5HH

— = "1

=
« Required data(Z 4= |O|E{): O{{H 0| R 2 E HOt

= o2 = 8% 04
SOl AM A= M K= =0 HEEHZ OfH H|O|H = T&ESHA| &L 22 7HE b
OO M=E = 8l= BR CSNS =0 ZHEEZZ 2L H FL(C

+ Use as authenticator(QI EX} 2 AlE): 2150 £0t 7t =
VAPIX T2 EZ20| S & HEIHO|E{ 22 M&SHAA| 2.

+ Offset (bits)(EAI(H|£)): HO|E{2] A%} 9I%|S Y2BLICL 02 AIF SIX|7k & BT &
=92 olojgcf.

. Length (bits)(ZO|(H|E)): TO|E{0] 20| QSL|C 02 BE Z0|o| G|O|E{7 HEE
Chs ofo| L] C}.

« Usedataoncard(7tE2| |O|E{ A}8): 20t 7tE [|O|E{ & AtE35te{ ™ ZL|CH Bt 7=
HOE Ci4l CSNS ALESt2{H E LT}

LIHA 282 & 70 Wef ChEH 22 7LE HI0|H & 8= WS 2lotk= O ArgE Lt

d

|§ oez MK

O = =2 oHd
Timeout (seconds, 3-50)(ZX 1} A]ZK(
7| Hof| Zofslof St= AlZH=)S 2™

2
[m
0]
o
Jhu

G 7} RpAl O] e Ei I o4 7
X0 222 AHH SBS MEetL o o

T 00t
| Jhu ko
Y 02 Jfo
ot >
H1 o oo

ok mjo
4> ux >
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H

Al

o=

Sto] Ats

=}
=

=
E

I Lt Get latest(X| A &= 71X 2.7])
St

HE Al E2| A

5 7L} Generate(MA)E 2
Of O 7|Of|Af 4

24
=]

(]|
=

X gghLCt.

Klo
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LICH XA 82

b

e
o
=
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mout ype2® 28 O 12 5ot U= o2 =+ 2o geo 29 9o gue ML
Ct.

-_—

Power type(H & -?r"'z;*)@i 20| et T RS dEfLCt

Apply changes(#17 A% & 8) @ ey v mamyry,
Noise cancellation(!z 0| = H|7H): Hl 4 L O|=E K| A3l Q|2 =X S aFatA|7|2{H ZAL|CT.

Echo cancellation(0j| 2 H| #) @: QrHtSE EAM SO |2 E X AHSHH ™ Z Lk

Separate gain controls('H & #| 2l H|0]) @ CH= 23 @40 Cis 7HEE o2 A 2l
o Z4L|C}.

HJ|0
0?'..
Ot
I
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Assign IPv6 automatically(IPv6 X} SteH): IPv6S 71 | E 3 2126 7} &X|0f IP RAZ &}
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« Secure element(EQ 2 A)(CC EAL6+): HQF 7| K{EA0f HQt QA E AIRY}
L|ct.

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g|'&! 2): 29t 7| HZ&A0f TPM 2.0
= At85ta{ T MEigtL|C}

EH S}
(e =

Iy
e
>

HESI E2 Mo A S=3}

50



IEEE 802.1x

IEEE 802.1x= 74 S &M HEQA K|l EOt 2152 NSt ZE 7|8 HESRIA
£ 2|3HIEEE & Q! L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)& 7| &
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« Label(2t'dl): 22}0|Q1E EAP A5 3tE A8 ME f
E Ar8ot2{ ™ 28 MENSIL|C} Peap H{T 13 ALESt= 4R HES
2t S MENSHL T}
IEEE 802.1ae MACsec(H X CAK/AIM 28 7|)2 015

= 0|82 &+ AsH Lt

+ 7| YA AT R 7| 0| F: A A O|S(CKN)S BBILICE 2 ~ 6AXHQE 23 I}5) 16
ZI4-010F BHLITE CKN2 01 BHR10j A 2502 TA810f 50, K20 MACsec2 &2}
st2{l 20| YZ BOIAT AXISIOF BiLICE

© 7| YAl HT B 7| 617 TR 7|(CAKS QR{BHLICE 3%} £ 64Xf0| 16FI010F B
C} CAKE 917 BRA0Af 5.0 2 7145 0f 5{0, H 30| MACsec2 Zjatetai B 23 o)
oFZ 2O A AAISIOF BHLICE

2P 1Y 379X
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Address(FA): H2 S o
ZEEE)ED

.l

Deny(H%F): §X|22| 2ZE AES HE

Allow(3{
Protocol(

Activate(Z
Default Policy(
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LICt 7] = A[ZEA|

Time in seconds
52 300X 2 A%
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Confirm rules(
Active rules(&
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K| Of AxisQ| E|AE AmEQ O] i J|EF ALRAF A AT EQO|S MX|S}2 T AL AR A|H A
G =] AXIS OS OIS A7t LR BHL|CH OB A= 23 E9 07} &K 2 S XHe} Axis B =0f /3] =9l
Q=] SHOISHL|CE AT EYoj= 1S3 SR HB ol & D2 AlE|s S5 KX of Mot At
2 QB Ch AXis7t T2 QI3 7|2 B 981 OB 2 AxisZHo| AL A X H MY El AXIS OS
SHE M 2 &L

Install(A%]): QIS ME Mx|32{ B SUSLICH AT EY S MX|317| Hoj ASME HX|3{0}
S,

« Delete certificate(QA =X

AE

A

T Add account (I8 71 M AR S Foks12{® 228U Ch 20h 100742] AR FoHe 4
OI¢|_| E|-,
M-

Account(H%): 173t AE 0|52 2L T

=
'8 AAES LHBL|CE T AYE = 1~64Xt ZO| O OF BhL|

New password(A] T A Q| E): A ™ =
E S Q4 753 ASCII 2XHZE 32~126) T THA QY E 0| AFR S ==

%
Ct. 24 AL #58, €7 7=
ULt
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re
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Ot
£
[>
Y
[m
i
|
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>
>
to

Repeat password(Zj A |
Privileges(# ¢h):

+ Administrator(2H2| Xp): B.E 20| 23| YMABILICE Ba|Ks CHE AN S %71, ¢
ol £ A 72 4 LTt

- Operator(2YX}): CHS 2 H /3t BE MHO| AMAT 4 UgsLich

- B E System(AlA®) 27

o 0| ok A

Allow anonymous viewing( 8 27| §|8): A F2 2 205K F1E L 2EXE TX|
of AMLT = A=E SFEL L

Allow anonymous PTZ operating(2/ d2| PTZ 24 5| &) @: ol§ o| AFX}7} OO X| o CHH
WEENZSE + ACE 5t H HL ot

SSH A8
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+ Add SSH account(SSH A7 3=7}): Al SSH A|H & F718l2{H S 2lgtL|Ct.

|
« Restrict root access(root M| A H|8H): root HA| A7} QB 7| 52 H|SHst2{™ A L|C}

. Enable SSH(SSH EA13}): SSH A{H|AZ AFR3}2{H ZL|C}
Account(AHH): 173t AE 0|52 L T

New password (A I{ 2| E): A7 = YL Ch Ij AR E = 1~64XF ZO[O0]OF BtL
Ch X}, =X 58, €5 7|2 § 24 7hs3 ASCI —E—XH:'E 32~126) ”* INAEO AL S =
QI L|C}

M-

Yl
1o
H
[>
)
I

I

9

5
s
ot

Repeat password(T| 2| E BHE): 5 Lot A ES CHA| YESIYAL.
2% 232 g8 HEY).

© Mg 9 o R0l Ch 0| EEHE L O
Update SSH account(SSH #|”d YHI0|E): AN £ 42 HAT

L
Delete SSH account(SSH A|7d AHH|): A8 S AT KL Ch root A1 2 ATK| e &= Sl&LICH

7 5AE

_|_ Add virtual host(7} 4t

BAE TP M M SAES FTbot2 B 2t
BB 0| THY SAES ABSIR B MEyRLICE

M O|Z: AE{0] 0|22 YR{BLICH %7 0-9, 2XtA-Z I 50| Z()F ALBRILILH
EE MU GIZE ZES AL

=
= =
Type(Rd): ALEE 218 RS WELICE 7|2, CHO|HIAE,  E 1D S0 Af ME{gtL{CY.

—— |

18

ZrE
+  Update(YH|0|E): 7}4 SAE S QG0 EgL| .
. Al-x-“ |.AI-2A EM‘X-||'<'>,;,H_|

—= "
H|gdat MH 7} B 2d ot e RS LICH

OpenID 74
Ta A

OpenIDE AFR3}0 21013 %= g A2 OpenlDE A8} 21013 [ AFRSH CLO|HAE
wE |2 A ZHS A
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—I_ Add a rule(

24
=]

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l ZEA|): ZEA| MH
Admin claim(&2| X} 2H): 22| X}
Provider URL(& & X} URL): API ¢l
URL]/.well-known/openid-configuratio
Save(X{%&): OpenID

Enable OpenID(OpenID &H/d43}):

Operator claim(
Remote user(
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ojngo
K
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T

R
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LICt. 20| O E

s

s
=
Bt 25 =X

Wait between a

o2
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Ch o2l =A

Conditio
o
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ol
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AXIS A8207-VE Network Video Door Station

O EOf CHal =M AtO A 2| AL THEE EHES

S
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ROzf
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T 4o
< pal
O_umlr;
AR

FTP £ = SFTP

AL} HAHBHA|
SE0= g0 Chet Y22t
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_|_

Add a recipient(=MX} F£7t): = AXE FIt5te{H S/ oL C
O|&: =4Xto| O|E 2 Y=t Ct
Type(58): S S0 A ME:

. FTP@

-SAE MBS/ P FALF SAE 0|2 YRELICL SAE 0|52 QS B2, DNS

= =
MHE{ 7} System > Network > IPv4 and IPv6(A| AEl > | EQ|3 > 1Pv4 2 IPv6) O}
2ol XIS &|0f U=X| ZASHAIR.

- EEFTP MHJL ABOHE EE M E Yy

J
[
-
|
ﬁ
r|o
N
|_l
IS
-
inl

= T A

Folder(Br) T2 KT CIAER|0| A2E YA 2. CIE217HFTP o]
O] ZX45HX| E’JEE, o2 dEES I 2F HAIX|7} EA|E LICH

—Username(AIE2X} 0| ) 20I512{H A2 X} 0| 22 QLS| 2.

- TAQIE: 201512 B HAYES YR{SHAIR.

— Use temporary file name(YA| I} 0| & AI): At5 o2 MMEl QA Ot 0|22 2 If
US YEESt{H MEISIL|CE Q2 EE & RS It 0| 50| Y}dt= 0|E2E Ht
B Lt °*§'27P3Ef5_| 4% & E ool glELch de{L o TS| Al oL S
A= = USLICL O|"HA StH A}tz 0|2 71T & IHO| SHEX & = A&

L|c}.

— Use passive FTP($=S FTP AF8): H A QI Abstof
B OZS 92 @X o} AHK| of
E—'|:— 73" &'OE *|”°”—|Ef Ol= gt o2 X2 O &f FTP AME{ ALO|0f 2ot

o
$0
rr
oxH
—|o
2|

Mk
Fo

9_
rth
_IT'_

- HTTP
—URL: HTTP MB{0|| CH3H | EQY T A QS Na|gt AFZEE UHSLICLOE
™ http://192.168.254.10/cgi- bln/notlfy cgi @ L|C}.

—Username(AF2 X} 0| £): 2 Q15I2{ ™ A2 X} 0| E S QHSAA| L.
~TAYE 208U A ES YA,

— Proxy(ZEA|): HTTP AH{0f| A ZB}7| QI3 ZEA| AH S SteHof ot Z2 TBash
HE 9:|—| QledskL|C}.

«  HTTPS
—URL: HTTPS M HOf| St L EQT A Q™S M| A TEE YHSLICLWE &
™ https://192.168.254.10/cgi-bin/notify.cgi 2 L| C}.

— Validate server certificate(AH Q1S A €0l): 0| AXIE MEHSIO] HTTPS A H{ 7} A A5t
OIS ME MEHTHL|CE.

—Username (AL X} 0| ) 20151 2{H AR X} 0| ES QUHGIAA| 2.
~TAQE: RIQISAB HAYES ¢

=
= =] .
— Proxy(Z & A|): HTTPS MHOf| S ZSI7| Il ZEA| MHE E1t5|0F o= E2 2ast
EEE 9:‘ n OIE#oFL_||:|-

r
J

- YHE3 AELX| @
NAS(Network-Attached Storage)EEf e HE/YI AEE
FAXE AL = JAS L L oY % KV(Matroska) It & &
TSNS YENA ASaxol b FAL SAE OB gaEl
(o]

‘ﬁ
*Lrulru
-|>+
E
Ke]
=]
o
mo
Ral
oA
Ot
rr

—_— 4

- Share(Z]): 2 2E0 M S/ 0|55 YHFLICL

2
- Folder(BL): THYS MES [l |0 RS YBBIAAIL.
—Username(AI2X} 0| ). 21915} 2{H AtEX
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~IfAQE: 2SI H I AQE

. SFTP @

~SAE IO P FALL SAE 0|22 YHBILICL SAE 0|52 YsHs A2, DNS
A H{ 7} System > Network > IPv4 and IPv6(A| A8l > | EQ|3 > IPv4 9 IPv6) O}
efofl XIFEY UK 2RI5HY Al 2.

ﬂJlﬂl

2SI AL

- X E:SFTP MH 7} At8St= ZE W & Y=HTIL|CE 7| 23f2 22Y L CL

- Folder(BCi): 21 S MNT CIE2]0| Z2E Q2{SLHAIQ. C|E2|7} SFTP Auiof
Of0] ZXotX| o™ mUS A2 I 2F HA|X| 7t HA|E LT

—Username(AF2 X} 0| E): 2 01512{ ™M A2 X} 0|22 QESIMUAIR

- TAYE: 2 0I5B HAYEE AHBAIR.

~SSHSAE 27| 7| SE(MD5): Y2 SAE Z7Y 7|(32Xt2| 16Xl4 EX1Y)9| X 22 ¢

= RSA, DSA, ECDSA % ED25519 A E 7| 39| SSH-
22 AFRSHS SFTP AHZ X[ 3HL|T} 1AL A| RSATF A S 5| 51 0|0 ECDSA,
ED25519 gl DSA7} $|§ 2 L|C}. SFTP A E{ Ol M AF23HS S HFZ MD5 S A E
= MD5 @ SHA-256 3jjA| 7|2 ©.& x| 25 X|of
MDSEEf el EOP% IoH SHA-256Z AL S} 20| Z&LICH Axis & X| 2 SFTP
MEIE A3 B0 Cfsh REAISH L 2 AXIS OS ZEE A ndtilAl 2.

A | S8 (SHA256): 22 SAE Z7J|f 7|(43Xt2| Base64 Q1A E 2 XtY)
O| X| 22 ATt SFTP 2210|4 E = RSA, DSA, ECDSA 9 ED25519 S A E 7|
2 80| SSH-22 ALZSF= SFTP MHE K28t L|C). $14F A| RSATF M2 5| argo]
0§ ECDSA, ED25519 9! DSA7} 1 |§ Lt SFTP A H{ O M At o= SHI2
MD5 SAE 7|2 2{8}i0f &L|C}. Axis X X|-= MD5 9 SHA-256 {{A| 7| & 25 X|
SHA| 2 MD5SEC Z 2o Hots $|6H SHA-2565 Arﬂ*ﬁ A0| gau Ch. Axis &
X| 2 SFTP MHE 4 5t= -0l Chet XtA|el
Q.

%*%—’F—‘BAQ'—IEF OIE* | ot &

« SIPor VMS(SIP EE= VMS) @
SIP: SIP M3l2 A E1D4 MENDEL|CY.
VMS: VMS Iﬁg}a 74E4EI _EﬂJI—IEr

14
—To SIP address(TﬂI} SIP F2): SIP FAE YL ct
~Test(H| AE): £3} HHO| AES}X| HAES W 22ASL|C}
- olm

- Send email to(0|{|Y &
2 7 Y5 EH '
i

— Username(AL2 X} 0| £): Oj|
QAKX U= HL 0

-~ AQE: O Y AH{ Q| Hi EE g=™etLc
2 0| ZEE H|9 sLCt

— Email server (SMTP)(O|H{| & M
comit Z-2 SMTP A H 0]
g

— X E:0-65535 #H{|o| 2t2 At
olL|C}.

— Encryption(253}): & SH2 AFR 12T, SSL = TLSE MENSIAIA|Q.

mn ¢
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ne
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— Validate server certificate(AH QS A &0l): AU ST E AIESI= 42 X9 IDE =0l
St & MEHSILICE O] QIZ M= CA(RIE 7| 2holl M AtM| MBSHALE ealiet = &
L|C}.
— POP authentication(POP 21Z): POP M| O|E& Y H5t2{H H M A 2(0: pop.gmail.
com).
ol
25 O|H Y SGAt= O &l Ot Lup I o FAtot HEYE LIS HAM MEX7F 0| 2
T oes AL 2= AS Hotsr| o) 2ot LE S ALERL|CE O|H & NS Ao ot g
M2 21510 OO Y AZO| F7| AL Of|&f O|H Y S SX[= LO| PEF SHUAIL
. TCP

~BAE MBI P RALFSAE 0|22 AHBLICE SAE 0|22 YRS} FL, DNS
At 7} System > Network > IPv4 and IPV6(A| 28 > | EL|3 > IPv4 5! IPv6) Of
2fofl XIFEO [=X| 225 AI2.
~ Port(ZE): AH| M A0 AHBEIE EE BB S YT
Test(E|2E). 472 HAESI2H S/ L(Ct

m=|

A0 2= B0 Ch2o| mEHE Lt
View recipient($AIX} B 7]): R E AR M2 HEE 820 228}
Copy recipient(4-A1Xt ZAD: +AIXLE 2AISI{ 0 2281 M Q. SALE Of M2 SAIXIE HHY

7 AS LI

Delete recipient(s= X} AH|): = 4AHE SAH 22 Mot H S EHELIC

U
UM WAS SN ZUOR NS & YELICH 20 IO T3t HEot 3 ST K2
of FAE BE QM BATL BAIE

+5 £2[72 AL8S10{ 22 £502 E2|A Y + YBLICL OIS S0 5 E2HZ X E 4K
U BYoHe ot Mg ASE £ st

MQTT

MQTT(Message Queuing Telemetry Transport)= Al= ClE L
QUL|Ch. Er22tEl ToT £812 9fef AA|E|Qon e A 27
YA AEC= YA YK E AASHY| @[3l CHot A A
MQTT S2f0|QI= S S8l X0 M M A Co[E] & O HIES

IoT) 2 ®Iot BEZ HA|Y Z2EZ
(small code footprint)dt £[A | E
2 =L Ct Axis X AT EQ|0{9
& 2| 2Z EQO{(VMS)Zt Of

o o O —
ol A|AEIOf ZHESHA Sete = ASLICH
717]5 MQTT 220|HE 2 AFetL|CL MQTT S412 SEI0[HEL ER2AEt= & AEHE|IS 7|
gto = gfL|C. 22I0[AE &= HAX[E EHDL &S 5 AGUH LT E27= S2H0|UE 7| T A|

Al eteds YU

AXIS OS Portalo| A MQTTO|| CH&H KFM|3] LOpE 2 9l L|Ct

ALPN
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ALPNS 2 20| 91E U AH| 7+ HIZH 0| HE KOS B0 A OfZ2|70|M Z2E2S My
217l St TLS/SSL &3 @l LIC]. O] = HTTPoL 20| [i2 Z2EZ0| B S UM BES
MQIT 24T S SHstet O ALZ EILICH 32 0f T2t MQTT 54 M8 o2 Jike EEJ}
S QL CE 2ot 390 of 22 ALPNS ALSoA S0 A o S5l BE ZE
MQITE fZ2|70|d T2 E 22 ALSEAIS AFote AYLILH

Ot

—

=2

£Qofm
2z Mjo 2t >

MQTT EZj0|AHE
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Connect(¥Z): MQTT 220|HEE H 7L}t BL|LCL
Status(%E}): MQTT S2}0|HE Q| SR MENE HEA|SHL|LC
22
BAE:MQTIT AMH{O| SAE Q|2 EEL [P =AEZ QHBIAA|Q.
Protocol(Z2EZ): AI2E T2 EZ S AENSHL|CF
EE ZE HSE ULt
« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.
« 88832 SSLE E%tMQTTS| 7|27/ AL|Ct.
© 802 € AU S MQTTO| 7|2 HYLch
© 4432 9 A% HOHS E3 MQTTC| 7|22t LC

ALPN protocol(ALPN Z2 E 2): MQTT 527 gaxm HEstALPN Z2EZ 0|28 Qa3
Ct. 0] = SSLE &3t MQTT & &l

a7l
Username(A&%} 0| F): 20| A E O M HEH of HMABE7| ABH AHE R AHEAL O] 55 Y& T L

Ct.

THAQIE: AR 0|50 HASS Y2igriict

Client ID(22}0| Y E ID): 22}0| G E IDE Q| 2{3}AIA| Q. 2 2}0| M E Al Xt= 2210| A E T} A
H O Azt ij HEHE 7c1".:.'—I'if

Clean session(Z &l MM): 12 U AZA Six| A2 S22 MO{L|CH MEiSIH A A AZA ofiA|
Al Bl HEI ALK E LI

HTTP proxy(HTTP T2 A|): £|CH Z00| 7} 255H}0| £ 01 URLQIL|C} HTTP T2 A| 2 ALRSHX| %O

AR UESH|Y &+ Ys UL

HTTPS proxy(HTTPS TEA
o

Oo{H IZEEHR &+ M'ﬁl—llif
Keep alive interval(ZtZ §X|): S2}0|AHETJL ZI TCP/IP A|Zt =10HE 7|CHE 28 QIO AHE [
0|4 AFZ T 4 Q= AIHE AR = 8

Timeout(A|ZF X 1}):

o
K| $2 HE AL MQIT 220|Q1E 40| G

A|ZF ZHZ(X)QIL|CE 7|22} 60
| 4
MQTT 2l o] Al 22401 A AR ELIT

Ol AL RIS LWT B A| X[ 2] Z=R|off CHet 7] = Zf 1t

ofn
lo
hu
2
Y
e
N
o
|
fo

Reconnect automatically (X}
Ste=Xl R E X gL L.

HIA|X] A Z

AHZ0| 2 E M HAIXIE 2EX| HEE XFHLIC.

Send message(H|A| X| HE): HAIX|E 22T A& 2F5HM L.
Use default(7| 2 2t At8): A4l 7] = BIAIX| S 25t H DYA2.

Topic(FH): 7|= HAIX[2] =X E YHE LT

SEtO|AET XAtS2 2 CHA| 1 AG| OF

Payload(B|0| 2 £): 7| 2 B A|X| 0| LI 8S @l2{3tL]ct.

Retain(£X|): 0| Topic(FH)OI A 22}0| 1 E AFEHS S X|3}2{ P MedstL|ct
QoS: Tl S20f Ch3t QoS AE S HASHLICH

ORX| 2} 201 0| A|X]
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Send message(H|A|X| H&): HAIX|S 2 L}2{ 0 AR SN Q.
Use default(7] 232t AL8): AHAI2| 7|2 BIA|X| S i3} 2

Topic(F=H): 7| 2 HAIX| o] =X & Y2{eiL|ct

Payload(H|0| 2 £): 7|2 B A|X| o] L 8L @l2{3fL]ct

Retain(£X]): 0| Topic(FH)OI A S210|o1E AIEHS S X|8}2{ B MefstL|ct

QoS: T % SZ0f T QoS AZ S HASHLICH

MQTT &t

7|12 FH FFAAHE: MQTT client(MQTT 2 2t0| A E) RO A FX| =X HFA0 2l 7| =
TH HFAE Aot H dEEL

FHl o] F =& MQTT F=H| 0| =S 2F5t=
FH dYAH 0| A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

=+ Add condition(=Z =7}): =S =7}8e
Retain(8X|): 0| MQTT HA|X|7} ER 2 &L=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL
« Property(£d): &Ei =X 7ts HAIX
o AIRF): HEf =8 7ts W HHE FHY = Q8 HAIXE B5F E2tE JEj2 2HLCh
QoS: MQTT 'l 0f| CHS ASH= 223 MEdRFLCt.

)
|u
u
9'1-
I
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=
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rk
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i
b
HT
T
-
Inl

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}

Subscription filter(T S ZE{): TE=312= MQTT M2 QSHAA| Q.

Use device topic prefix(&%| 22 HE AL AL): 75 TE(Z MQTT 1|0 HEALZ E7b8tLC
Subscription type(1 = §):

. Stateless(AlE % £7}H5): MQTT HA|X| S AlEH 2% 27 BAX| 2 w2hsta{ ol Ae
St
=

. Stateful(AE] 35 7h5): MQTT HA[X|S ZHO 2 wsksl2{o MetgL|ch Ho|z =& A
Fh2 ALS El LIt

QoS: MQTT =0 L3l RSt= 2 &S MEfgtLCt.

MQTT 22| 0]
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X

[}

< H

QTT 2 0] =FAHE F7t5H7| o MQTT E27{0f] HZJHUA2.

_I_ Add overlay modifier(2 2| 0] =" X} F7}): A} @B 0] =HXIE FItst2{H SaletL|CL.
Topic filter(=H| ZE{): Qu{3|0|0f| EA|S2{= H|0|E{7} ZHE MQTT FH|S 2743 L|Ch

Data field(H| 0| E{ & E): | A|X| 7} JSON H A 0|2t 7hF 5t QH 2| 0] 0| EA[SE2 & HA|X| H

O|ZE9| 7|5 A FELIL.

Modifier(gX}): 251 o0& 2= Ijf 21
«  #XMPZE A|K3}= 78 A= TR0 A
«  #XMDZ A|%ot= =g A= HIO|H EE0f X2

o

le.
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oNMNE
o
w22

X

HEA AERX|
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Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

Add network storage({| E I AEE|X| F71): 3£ XYY = A= HE/]T 3L E F715t
o S8 ot

+ Address(FA). SAE MHO|IPFA L= SAE O|ES Q&L
(Network Attached Storage) 2 L|Ct D IP FA(SHIP A= HEE
He)E MEOIES S AES G057 L DNSS = A0l &

CIFS 0| 52 X[ & = X| E&LIL,.

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

Qo o= DHCP
ZL|Ct Windows SMB/

S Qs EC7t Yoz o] Axs BA| 75U HEYT 29 E AFBE 4 U LTt
« User(Ab8XH: {0 219I0] TRt A2, 0|22 YTL|Ct £ Tl MK

A

o] 210l THNAEA 0|2 ¢S

o H2QE MHO| 20010 Heot 4R IIARIES YEHMA|2.

« SMB version(SMB H7): NASOf| &Zdat SMB = EH

(X}&)E HEISHH X = EQt {7 SMB & StLTE & &5te{ 0 A|=gfL|C}. 3.
2.1 & HEZ X| §SHX| @f= O™ NASO| 4

ZX[2| SMB X| 20 Cis of 7[0f| A XtEM[S] LOtE 5= U

« Add share without testing(E| 2 E 2i0| 3§ F7h):

Ol HEHI SFE F75te{ ™ MEitL|C} O E S0, MHO| Il AL =7 HQSHX| T Of

=
S YO BV ME0 77 2 = ASH L
HEHI 2EC|X| HAH: HERT 70| Cict HZES 02 E SiA|, BtelE ofA| 8L A5t 2
SLICE O|EA ot E HERIR S0 et 2= 2F0| MAE LT
S5 HlE SiA =

Unbind(H}Q1E SH]): LI EXS
Bind(H[IQ): HEQA S/RE

Unmount(DL2 £ 8jH)): 3 ZQE 0r2 E sfF|312{ B S2etL|ct
ETEE

Mount(OI2E): H E3 3FE OIRES
E O

Write protect(227]| &X|): HIER3 S 70| 27| S SEHSID 55420 MAZK =5 5t2{H G

2to| Y ot = Of|O| B A&t 2 E
7 bS]
—

cEio 7| ZF0] X|Lt7| o O =27t 4
S
£

+ Test connection(®Z HAE) HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2.E T 0| E{S W2 7| X|0f 51 A2,
L|C}. CIFSE AFR 7H5 3 IHe Al A8 ML Ct
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 lgtL|Ct.

—

2HE AEE[X]|
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SD 7tEE Z2[5HA] OF A

Unmount(O+2 E i H|): 22510 SD 7tE S QHESHA| K|St Al 2.

Write protect(2A7| ®X|): SD 7
M2 AL Ck A7 28X E SD 7}
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Repair(81): O} A|A
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—I_ Add stream profile(AEZ Z2HtY F7}): 22610 M| AEZ T2 A MAsL|Ct.

Preview(D|2| B 7]): HEict AE R T2 0t @ A8 S AFE5H0] H|C| R 2AE &8 0|2| FLIC} 10|
Ao 23S HEoH D|2| 27| 7t [ O| EEL|Eh FX|of ChE 27] EHO0| = 8% 0[0]X| 2]
IS ot A= ESL2UM 27 d9s BEdd + ASLICH

Description(M®): T2 o}lof 3t 42 Z7ket|ct.
Video codec(H|C| 2 A H!
.'

):
off &=: 0] 2730 Lot 2¥=2

29
o= =]
ZaQl #o]£: 0] HHo| et MYS A2 DAL,
Compression(%): 0| 40 (3t HHE #22 AL

Zipstream @ Ol 2780f Cict 2= =2 H5HHA|2.

Optimize for storage(2 E2|X| & X|H3}) o/ : 0| 70| Ciot A2 =S UYL,
Dynamic FPS(EX FPS) ®: O 270 thst 22 E HXSHUAIR.

Dynamic GOP(SX GOP) @ O] d7dof Cist 42 E &R AIL.

Mirror(0]2{) @: O] 270j Ciot 42 &S HSHHAL.

GOP length(GOP 7'0|)® Ol ™0 CHSt ML S22
Bitrate control(H| E 0| E X|0{): O] MM 0j CHSH MHL

Include audio(2c|2 Z#) L. o] M7-oj et MBL 822 HIBHHA|2.
ONVIF
ONVIF A| ™

ONVIF(Open Network Video Interface Foru
JHLR 7|z S 7%““ = g4 28 + A dF= =228 QI
S S5 M2 02 WG AE 750l A2 8Y, R0 S B8 B2 9 AjAHo| [z AMHES &
U gL

ONVIF A8 S 445} H ONVIF E410| XH5 2 2 o El L|Ct & X|Qfo| B E ONVIF 5410 ALEX
A 0| ST XSS S AL LI T A MEH L 82 axiscome] Axis 2R 7 RLIEIS AZ 31 A
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New password(xu nn cy. 74|7g9| I AQC S QS| Ch A S = 1~64} 20| C{0F $fL|
T B SO ole F S oM 71 e al ASCT BRHBE 321268 T Al o A} 24 4
QA LICH

Repeat password(T{A 9| #H2): S S I|AQIC S ChA| LABLAAI 2.

Role(¥gh):

« Administrator(22|X}): 2= H7Z0| 25| AN ATHL|CE 22[XH= CHE A™ 2 =71 Y

HOIE X MAHE = ASLIL.

* Operator(2FA}): CH3= Moot 2= 280 AM2ag = ASLCH
— 0 = System(A|AH) AF
— QH =7}

« Media account(O|C|0{ A|™): H|C|2 AEZI0)| Tt WM AT 4= Q& L|CF

Aol Ot Of 0| = CH2 0| ZEHE Lo},
Update account(#|’d HHIO|E): A7 &4 HESLICL

Delete account(AH|’d AHH|): A°"d =2 At K| @ LICE root A2 AR = el&LICE

ONVIF 0|C|0f =2t
ONVIF 0| Cjof Z2mele 0jC|of AE2 MYS BYste O ASE
A

o= AN
M USLCE AHAERe LY MEZ M 220 eSS WE5tAL HE 285
oS AR £ QA& L|C}
== o= T AMmd .
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_l_ Add media profile(0|C|0{ T2 I} F7}): Af ONVIF O|C|0| =2t
L|C}.

o
I
N
Ot
I
=
I
Ju
oo

Profile name(Z 21}Q! 0|&): O|C|0{ ZZ 0O} O| O|E S F7tgtL|Ct.

Video source(H|C| 2 A& A): 10| = H|C|Q AAE MEASHL|CH
+ Select configuration(t4d MEd): S =0 A| AFEX} X|H +42 MEISIL|CL EECIR 55
Ol T2 HE| 7 E7| Y Sl Jta M 22 Z&oh &Ko HIC| 2 X 2o shEhetL|Ct
Video encoder(H|C| 2 AAG): 40 = H|IC|Q QAL A S MEHSHL|CL.
«  Select configuration(F14d M) S0 M AFEAL XY 9= MEG D Q1A A¥S =
SELIEL EEL2 S50 Pd2 HL| 2 AAE 79| 4FHX/0|S AetS HLICH ALE
EY olag A0 CHsf AFE Hol=l A

S

U2 24 U 0|2 AAH THE N BUE VoM BAN 20128 SHIL
Al2.

Audio source(2C|2 A A) @: T = QL s AAE MEH

X =
220 A AFR A} K|
X

I
C
il

+ Select configuration(qL/d MEH): N A E MEHSID QO A™HE X
YLt EECe =52 142 TX[Q| 2C|2 YO sfFatL|Ct ZX|0f 5tLte| 2L
20| U= A2 userOYL|CE EX|0f 012] 74| 2L Q20| U= HL 220 £ AR

X7 EA| =L L}

—
’%% ZPSLCL EEOR 382 72 QL AALH 749 A|EX/0|E 92 gL
C}.
Audio decoder(2LC|2 C|AH) @: 240 S&t= 2C) Cl3A
« Select configuration(1t/d MEH): S E 0| M AFEX}L K| H
Ch EBCHE S20| 242 20jQ 10| A¥X/0|S AL S L
Audio output(2LC|2 £3) CD: T = QLR = FAlS MENSLCH
« Select configuration(t4d MEH): = =20 M AL X} X|7H f 2 MESt D H™EZ 2L
Ch EECHR =52 742 2O 79| AlEX/0|8 92 gLt
Metadata(H|EFE| O] E): 744 0fl tSt BEFE|O|E1 S M EystL]Ct.

=z

«  Select configuration(714g M&): S Z 0| A| AEXL XY 9= =S HEIHO[H &7
=
—

— 1
2 ZYPLICHL EECHe 220 742 0|9 HEIH O|E T 40| 4 #x}/0|2 &S o
it

-
n

prz@D: 2a0p 21 Pz m2 Hap
o

4 ox

+ Select configuration(qtd MEH): 220 M ARA X H A H S MEHSI DI PTZEHE XH
2L C ESCHR 282 7192 PTZE X[ 5t= X[l H|C|2 X Eof s Skt
4 d5te{ ™ S gL

Create(’d4). 28 S NSt 202
Cancel(F &) 18 & F a5t

profile x(Z2M x): TZ2mY 0|ES
Ct
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Shock detector(ZZ ZtX| 7|): & X| 7} S X[ 0| £ S| AL}
L|C}

Sensitivity le
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HDMI 70| =& S8l 2/ F ZLIHE X0 HZ2E 5 AL

che 7t 2rel AEE0| 2| F ZL{HOf EA|ELC

. Source(A2): 7H|2tE SHLITE MEHS) L| cr

« Rotate image 180°(0|0|X| 180° 2|M™): E&!S}™ O|O| X| 7t 2| ™2t L|Ct.
+ Mirror image(0|{ 0|D|X|): 0|0| X| 2 | oB{m 22BtLCt.

« Dynamic overlays(C}O|Lj 2! @ H{zj0]) (D: QH{ 0|5tz ™ Z&lstL|C}.

acs ©

QI F RLIHOA SA0f 4742 7H & FtH 2o M 2 E - S FLICH
* Sources(&2): Uj| 71| EFCHR SF0|M 22} L2 FHH|2HS MEH L CE &2 Hol O[O]
x| SiE 7Fm2to] B | @7t Shio) BAIE XIS = ojF LT
« Rotate image 180°(0]|0O|X| 180° |H): 2 2/5t™ 2 = O|O|X|7} 3| ™ 2tL|LCt.

NS =5 @

o2 Fto2to| thY AE 20| | HL|E{O||Af H1ZHOF LIEHL|CE.
« Rotate image 180°(0|0|X| 180° 3| ®): 2 = AA0f| A O|0|X| & 2|™St2{H E=lgtL|Ct
- TN 220 FtHEtE 3otk H S EELch
«  Source(22): YASt= 7HH2HE MEATILICE

« Duration(7|7}): M 5 =0| Zf 2| MO0 M O] ZtH[ 2t A AEE|UE[&= A|ZHmm:ss)2 E7F
et Ct.

« Mirrorimage(0O|2{ 0|0|X|): O|0|X| & F&o2{H S2lotL|Ct
- Create(M4d): X &5t2{ 0l S 2/3L]ct.

PIP(Picture-in-Picture) @

F e AEEO0| F BLEO| SA|O| HEA|ELICL ot AEE2 CIAFL 0| E MR LCHE AE
22 O &2 g QL|LCt Position(2] X]), picture size(A}ZEl 37|) & borders(AA)= AFE X 9

o' gl

PIP(Picture-in-Picture)

—Source(22): O 2 AZlo 2 AER| U M| 2HE =L T

- Rotate image 180°(0| O] X| 180° 3| F): 2 &lstH 0|0|X| 7} 3| M etL|Ct.
— Mirror image(0|2{ 0| O|X]): O|0|X| & F & o2{H St

— Position({] X]): 3tHO| A 20| LIEFL QXS AEHSHL|CF.

=
- Picture size(M 1 271): &2/0|ctE 0| ATiel 271(@4 8ol & HBPHS
— Border(B| £2|): 1210| AAE 7L ¥ S2gLCt.

- L zetoic 5 2ot 1A BIR2I M QyELIC

- i seto|EE Bo YT EA O SIS ML

-5l z2toHE 2ol 25 A SE wEE L

of
- s2t0| g Bo

et Ao =HE 28t

OI-
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HaM
« View the device server report(ZX] M H1A H7|): £ &HO|A NS MEHO| Cigt HE
ZELCLYUMA 2O AE=02 MB 2 DAMO| ZSHE L|C},
« Download the device server report(ﬂﬂ MY E_l_kl l:}-.-i ): A XH 'A|7P E7| 0||:1|

=
. Download the crash report(Z& E 1A CI2EE): AMH MEH01| CHst REMISH ™
OF7IO|EE L2 R ERLICEL 55 E0M0|= XpAor O FEf M HaMO| U=
27} B ELITEL Ol BOAO| S HEYS Xxm e oigret et U2 + AsLith 2
IMEYES=H EEHe 228 = AFLLL
23

* View the system log(A|AEl 273 H7|): &
O|HEQ CHst HEE BEAISIZH ==

=

2|
+ Viewthe accesslog(¥M|A 2 H7|): 2= 22 A EE AIESH 42 S Anfst
A YA A ES BT EA S B 2 ejBtLiTh

7 MAR 20

F

t. yslogoﬂﬁ EHMIN%**&E_’.‘_E o, HAIX|S X &St
= & “E°J|0121- |e = ASLCE 2 HAIXE2 O HAX| S
W= A& REof mAlg 1 A2 230 gerE o

Server(ME): A MBS Z7}si2{ 0 22/gtL|Ct
BAE: MHO| SAE 0|2 L P FAE Q2G| C}

Format(ZH): At syslog | A|X| ZZBH S MEASHL|CL.

o1 E e
e Axis
« RFC3164
« RFC5424
Protocol(Z2EE) AIEY TZES MEH:
- UDP(Z|2 2% ZE:514)
- TCPU|2 278 £ E:601)
« TLS(Z|2 278 ZE:6514)

EE: OE ZES AE0I2HE ZE s
) O

Severity(MZt T

2| A= Al
CA certificate set(CA QIS A MH): Six|o| M™ S = QIStAHLF QASAME F7}EHL|CH

Yk 7y
Utk 282 Ads K| T8 AHO| U DF ALBAIE 9B B YLITE O HO|R|O A o
074 E SRR BEE 5 st
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Restart(Xj A Z}): X[ S AL O = o X 2780 &S FX BSLICLEE T
HO|H0] A5 = YA ZfElLIL.

Restore(F): Ll &5 9 *a“éig S BOAI 7|22 2 B2 AR LSO FX[Qt

= H =
T8t A EXE[X] 2 2= WS ChA| X5t O E S m2| A5 CHA| S 0{OF 2F L Cf
T8 At
=¥ 2 ML= fect €82 L& Z2& L0
. HE Z2EZ(DHCP £ 1)
. DHIPZA

. 7|2 B2

« AMEBU OlAZ3

. 802.1X MH

. O3CHX

. DNSAH{IP=
s

s

FESHA 7|22 2
A Px =
M =

Factory default(& EMMES ZXZSHA| 7| B2 S| MAIQ. O3
S0 X0 HMASY = JqEFIP FAE XY FsHOF LTt

PN
(o 8 L8
2E Axis A AZEQIO & CIX|E MBE O ZX[0] HSE AZES
Ct. O A| &} ™ Axis ZHX| Q| MEFE Ol X| A MOII:H 2ot
L2 -2 axis.comOi| A B4 Af "Axis Edge Vault"E & ZESHMA|

o

2
0% &3
orm

| 7|5, O =3 2 2t o| MEL 7|50| ZSHE L Tt SHAF | Al AXIS OS 2 Elx
| E& LICH =4 2 22| = Ot 2 812 M axis.com/supportZ 0| S gL Ch.
HOo|ESH | CFS M| 7}X| S M SOf| A MEHSH 2~ QLT
Standard upgrade(E= & T|0|.E): A AXIS OS H{Z 2 27120 EL|C.
I.

2 rjro
o

S LI

Factory default(S& =3} Al 7| 22f): Y 20|Estn B= HYS ST E9HA| 7|=
2 E[E2HAL. 0l S-S MEiotH H 2 0|E =0f O] AXISOS UL = £[=E

S OS upgrade(AXIS OS € |0|=): M| AXISOS HH S 2 80| =3t CL M EE|AN =

£ Ar83t

. Autorollback(X}F= SHH): A& =l A|ZF Lol 10| EtD Q1 0|E2 SHOISHAIA| L.

SOI}X| OO M A7} O| 7 AXIS OS H{F O 2 &| = opzL|Ch
AXIS OS rollback(AXIS OS EHH): 0| 0j| A X| =l AXIS OS H{M O 2 g|=2/L|C}.

73




=1

L|Ct. 22
L|Ct. PTRS

=

X~ El
o

| A
=

AN

ME
A O
ES

tc = Roll(2) A A0l o
of
£
=

t

I

e
o
=

NSRS

4Lt B E{7}
A BEE[D

=

PTR

o
N

Reset PTR(PTR X} A1)

=H i &

L|C}.

s

7|2 QX2 CHA| E X S

o2 DEE

E
HEIE

E]

LR @ : Calibrate(&

SO Kr

I Start(A|

P/UDP ZE= O
<)

24
=]

=
[

.
o

Port chec
QI5}e

HEQI F=H

L|C}.

Ol A

HE2S &+ US

s 2st=
|11 Download(C}2RE)E 2

=
=

7| &3ty 2H|

FLICF

=lke)
=

Trace time(ZF

74




AXIS A8207-VE Network Video Door Station

M EE

VoIP(Voice over IP)

VoIP(Voice over IP)= IP W EQ|A(0f: I HH)E S 59 4 A LE[O|C|0] M S 2dotst= 7

= JEQL|Ct EtX ol M3 E310| M= PSTN(EF n2t M3}, Public Switched Telephone

Network)0j| A 3|2 A 3 Of 2 A S I} MEFEIL|C VoIP 20| 22 IP | EY AL} QI
2 A=E o2z T LK 8 Mo 2 HHE LT

EjulS S3f Glo|Ef Tj 3]
Axis X|-=0f| A| VoIP+= SIP(Session Initiation Protocol) 8! DTMF(Dual-Tone Multi-Frequency) A2 £
ol 2 datE L

Of| Al:

AN Y

Axis =Of AE|OM0IM = HES FEH APH FO|El =LA}
X7t S EotH S92 ELCH 29 W FA0| VoIP 7| &8 S8l M&E LC.

SIP(Session Initiation Protocol)

SIP(Session Initiation Protocol)= VoIP S =& AN, QX| U S E25H= 0| AF2EL|CT & 0| At9| L}E|
=, SIP ALS X OO HE 740 22 233t & B LICH SIP 28 +8o}2{ B SIP Mely| AZEE &=
S'SIPRI9 Avis B 52 A8 4 ELICH

RTP(Real-Time Transport Protocol) S9| M& T2 EES AFE5I0] AN QC| Lt H|C| 7L SIP AtE
Xt O O] E Ztof| i ehE Lt

ojo] & o] 278 S Ar8o10] 2Z HERA0M = PBXE ALESHN HERA 20 25 =&

T ASL L

Peer-to-peer SIP(I| 0 & 1| 0 SIP)

7 712X Ro| SIP &412 = 0| 2| SIP ALEX} Of|0| M E 7H0f| 217 O| RO T LICL O] S84 S
peer-to-peer SIP(I| O & I|0f SIP)2t 11 $L|CL 2Z HEYI0|A 0| SAI0| OO X|H ALK} Of
O|MEQ|SIP A0t Qo™ =IL|CtH 0] AL LHIMOISIP A= sip:<local-ip>QIL|LC}

Of Al:
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AXIS A8207-VE Network Video Door Station

o

0 SIP
Z
1 ALSXF O O|HE A - & 0f AE|O]M. SIP 54 5ip:192.168.1.101
2 A} Ofl0]FE B - SIP X|2 S, SIP 74 5ip192.168.1.100
|0 £ I 0f SIP M-S AFRSHE SYUSH Y EYIO|SIP X Hel7| 5SS SHIEE Axis £0f &
Hold2 48 = A&t

PBX(Private Branch Exchange)

ZZIPHERYR AL A SIP 22 &gt I PBX(Private Branch Exchange)7t &Y 6{E &2 =+
W > QIELC PBXO| R 14 QAL SIP TEA| 2 S2X|2| & S SIP A YLIC]. PBX
= 7| E AKX EEMY XS0t SeO|UEL| M| JEHE EASIL 2 HE, S8 HE, 2|C[
H SS ol EYLILE
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