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7NE SESIHAIR. O|A2 HA|7t HtHO|LL ZEAGI0| QIE U] AZE ZL0Tt 7hsgL

SNMP

SNMP(Simple Network Management Protocol)& O|23%l0] HEYA X E o=z HIg £ JSL|CH

SNMP: Af2EH SNMP I:I-|7§jE MERSHL|C}
« vl and v2c(vl % v20):

= 7 QLE| O|22 YBILICE J|2gtS public(Z7H) & L| Cf.

- Write communlty(M7| FHEL|E]): X|E= 2= SNMP ZHH|0f CHsl &47| EE= A7)
O] Y= HRLIE| O] S YHSLICHHY| M 4N HMel). 7|2 i

H g

o
- Actlvate traps(EH gui 3h):

k.

b TS HASS 0 AYAL.

~

SELE|S elEgLct.
- Traps(EE")

- Cold start(BE =&y mX|7t e 0 EY OjARE 2Lt

- Warm start(g! &) SNMP 4% EH X & EYL|CH

- Link up(3 Q) 237} CIRO|A Qo= HAE HO SE OAMXE B
- Authentication failed(21& Al1Lfj): 1= A7t AujsiH Eg HA|X|E EWL|CT

W]

11

Read community(217] HEL|E[): X|SE= ZE SNMP Z4K|0f CHsf 27| ML Hsto| 9

7é*XIE E¥Z2 MES
85t oItHIE e ME| HZAO CHSE HAIXIE 2] AJA- 2L CH @ QI I 0| A0
M SNMP v1 gl v2co1| Cfst EMS MHE & Q&L|C SNMP v3OZ HHZASHLE SNMP
£ nH EEHOI s 2 THELICE SNMP v3E At83t= 42 SNMP v3 2| ofEz2|A
O|ME 8ol EMS M- = ASLLC
- Trap address(E3] FA): 22| MHO| IP TA EL SAE 0|22 YHSAAIR
- Trap community(E® HJL|E|]): X7 22| A|AHO EY HAXE 29 I AHES
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™A L|Ct. SNMP v3E AtE3HE
F

- V3 SNMP 3 @8} U wOt 4SS H I3l WO} OFH
f EELICL E AO0| gl &
f A

INAYETE HTTPSE E8 M
A7 &S SR X] %42 SNMP vl & v2
4% SNMP v3 2| ofEZ|AOMEZ &
- Password for the account “initial”('X 7|
SNMP IfAQEE &S| Ct HTTPS =)
HYSHK| AELICH SNMP v3 IfAQEE= ©

o2t d7835t= A0| E5L(CH oA
SLCHL AEE CHA| H7E5HH HXE

of>
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T
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O 02 g ok 0¥ 0%
rootlop
Ral

031 o

HL
re

re
ol
R

M= HEHYIOAM EXE QABSH= O AHEELICE o] &X|= F 7HX| K&
« Client/server certificates(22}0|HE/MHB QZA)
M 2 9lom CAQIS
ol

SLO0|AE/MH ASME HX|O| IDE ASSHH AN M &= U 7|ZH0I M &
=2 & ASLLL XM M ASMe Hetel E=E HSotH CA 25 ASME @71 d

M A" = UASLICH
A

CA ASME ALE3I0] mof ASME QASLLICE oS S0, FX|[7} IEEE 8021X2 Eok|:=
HEI AZE F2 AT MHO| IDE HIELICH FX0= o2 4ol AP EX|E CA
= M7 AL LICH

oS
CEERI
. Ol=

o)

. 9l

T2 A

HXE S = Al 7|2¢ez MEFSH 2 ASM7E AHE YL APE EXE CA 2SN

~
(9]
n
H
[y
b
; .
[®)
(%2}
H
=
N

+

Add certificate(@1Z M F7}): IS ME FItste{H 2Bt}

. More(£7h) ¥ ¢ mMSIALF ME3 X7} BEE2 EABLIC
+ Secure keystore(2¢Qt 7| X FA). 740l 7| E OHHEIAH K ESHH &
= Trusted Platform Module 2.02 MEHSHL|C. MEHSE HOF 7| KA CHSH XiM|sH LIS &

=
[7d
®
(o)
c
=
[}
°
[
3
[0}
=]
=
T
2
o
I.Z
]

=
« Key type(Z| 8): QIZME E25IH{H EELIR SE0A
€ Y3 gngEFS MEgL o
[ ]
[ ]
* g0 %= ow0= Ch30| ZotEL T
o Certificate information(Q/SA HH): MX
+ Delete certificate(QIS M ArH|): QS ME AMF|SIAA 2.
» Create certificate signing request(Q/SA A|H @& MAM): C|X|E ID AASME AMHEY| 8 S
E 7|20 24 25M ME a¥S o
Secure keystore(®29t 7| HEA) @ :
« Secure element(EQt 2 A)(CC EAL6+): EQF 7| ME AN EHQ QA E AlSte{H MEHSHL|CF
« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 gjj#! 2). Ot 7| X%
= At8%te{® MEfStL|

o
0
M
>z
1o
I
X
mjo
Tht
i
o

HEHI ¥ Mo X 4=3
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of M2 7= 23859 UASLIC
Xt
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c}.
c}.
9:'

L
13

.

gA =9
o

Y= 9

~
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« Allow(s|&):
* Deny(7{%):
PSS
Time in second
300 2 M
Confirm rules(

Activate(2Hd 3}):
Default Policy(7|
Pending rules(&

Add rule
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2
=

QIE{ H O] 2

Confirm rules(§ &¢Ql). 27 3¢ E2 Mofst{H S 2L CH Active rules(B E43}): AX{ & X0
1 i

M H¥ Fol E0f thist @B FAL|C u gy E2 MASHE 2L x| CBHRE S

ol Eut & E2 25 AHsieH S

ZHK|Of AxisQ| HIAE AZE
OS 9I= M7} EastLcCt 9l
Ct. AZEQOE
MEE {3t 7|18
CtInstall(A& X]): ¢l

[ ]

[ ]

* Ao ¥ oF0l= CF30| mZahE Lo

+ Delete certificate(QAS A AtH|): ©l

=
a

H
=
=)

Accounts(#| ™)

A¥

12 F7t5t2{H SO X 100749 AEE F7tg =
Q Ct.New password(A] I{A Q| E): #H X9
AL AQEE 1~64XF ZO|OfOF BILICH. EX, =X, #5H, €8 7= S 2
SEXHAE 32~126)2t DA QIE0| AFRE £ QS L|CHRepeat password(ifjAQE HEE):
EE CiAl L Tt Privileges( 2t): N N
+ Administrator(22|X}): 2= SF0| 23| AMAgLCt Xt CHE AZE =71 YO0l
E % HAY = ASLICH R
+ Operator(2GX}): CHS2 Helot 2= 280 HN2Y = ASLICH
- 0 E System(A|AH) A7,
+ Viewer(R0]): 282 #3dd = AU

rir
H
Ot
o
£Q
>
r
inl

[
¢ d¥0 %= Hwoe LS

0| ZgtEL|Ct Update account(H|™ L0 E): A
C}.Delete account(A|™ AtH|): ZAAHS C

ca
AH LT root A¥2 M4HE 5+ YL

Anonymous access(2/ &l A A)

Allow anonymous viewing(2H H7| 3 &) AFYCZE ZIQISX| (1

g+ EE MYHL

—
=
|Ct.Allow anonymous PTZ operating(2H2| PTZ =5 3| &) : Qo] AR
Xp7F olojx|of chsh ™, EE 8 F2 € + UA=E St ¥ FHLUCH

TLE BEXZ IO AA

SSH accounts(SSH A H)
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o QEmol A

+

Add SSH account(SSH A FE7I): M SSH A™ S F7tsie{®™ SEetLC

o= T =]
* Restrict root access(root YN A H[$H): root UNAT QT 7|52 HMetsie{™ AL|CH
« Enable SSH(SSH &/d3}): SSH MH|AE AtE2Sa{H ZL|C|

_

Account(AH|d): 183t AN O£ ¢=TL|Ct.New password(A] THAQE): HHO IAQJYEE ¢ H
SCh AQIEE 1-64% ZO|Ojo} BLICE BX}, %X, PEH, YR IS S Oz 7

St = iH
= o
AHEBE 32~126)0F DA Q0 A2 4= UESL|CHRepeat password(Ij A E HHE):
| @EBHLICHComment(ME): HBS YATLICHEM).
5+E|L|Ch.Update SSH account(SSH A |0
1’8 AH): AEES AMELICE root AFE A

o T
0
0
2
3“
-
—~
%)
(%)
I

rlo
zo
é
o>~
Ay
Q
g4

OpenID T
Ta At

OpenlDE AtE510] 20% + Gl E? OpenlDE T85t0 221 I AF&¢h CIO[MAE =
= 7= AF SES MESHHA

fo

Client ID(Z2}0| A E ID): OpenlD AtEXt 0|ES2 UHTL|CHOutgoing Proxy(&al ZEA|):
ALE3t2{H OpenlD HZAZ QT ZEA| A 15| CHAdmin claim(22|XF 2 ") 22X
ol ¢ A2 @B h

oy
o
>

=
Q1215 L| C}.Provider URL(22XI URL): API 9lEx
URL]/.well-known/openid-configuration & 41 0|0{ O}
¢tL|C}.Require claim(2% T Q). E20| 2A0{0f &= O
X} Aol Zte YzHL|Cl.Remote user(YZ ALEX}):
o

,_P
he)
%]
=
=
[%,]
o® g
= —+

Hr

=3

o

H 2| L|C}.Client secret(E2}0|HE H|Y): OpenlD IfARE = Save(X{%&): Openl
ot L|Ct.Enable OpenID(OpenID £/43}): i HAS & X

My 1= o

C

X

—
=2
Rt
0z
>
ro
ol
o
of
0
Ot
i
g

N E
I

mjoM

oF =
Ho
N
>
fo
>
|
>
9
Ot
rir
g\l
jo
o
v}
ot
I
o
o
Ir
>
u >t gt 1

AL
-
[

O[H E

=

=

2 dus A7 2 MEO il E2fAE= =dE gL 0= B0 dH 8=
2E S0 #AIELLH

Sl

.N : € =3 CHWait between

actions(HM CH7| ZtH): E =3t ALO|0Of S1fsf{of St= %A A|ZHhh:mmiss)2 Y= L|CE E0| O|E =

FORZF BE A0 ool 2d3tEl 22, L= Y= SO &2 =Y B E2 YENMOR 2 M5tE

A mst7| fs 8L CtCondition(ZH): SE0|AM ZHS MEHTLICE X7t HUS FAHSHH =
70| ZSFE|0{0F 2HL|CE O =70| FolE F2 WMZ EE|A &t2{H 2E 0| FFL/0{0F &L
Ct. EX =40 Cist BE= o/HE 72 A/Z8f7/2 K ZSFAA|2.Use this condition as a trigger(O|
ZHE EZHE ME): O W HK| ZZ0| AR EAZD XHFSILE ote{H MEHSL|CL Ol E0
SMat|H A HK Al AE{0 BAQO| CHE RE XH0| SFL = o 2 MEE FXSH= 9
O YLICE o EMS MESIX| oM ZE Z270| FFE mjoict E0| &M HEf7I & LIChInvert this

condition(0] =74 HtH): MENSH Z{ 1} HICjE|= ZAS AsIH MEHSIAIA| L. Add a condition(Z=Z
F7): FIt 22 FIISHHTE S 25HM 2. Action(¥M): SE0A A2 MEiGtD o+ JEHE YL
Ct. &8 HMO| Cist HEE O/HE F& AXSI7/E EXRSIYAIL.

= MXt

O|HIEO| CHo =MXtOAH LA oS ELHES HXE 48 + JASLLL S50 #4440 st BE
e 2 AHX MEO FEE 2E FAUXIE BA|ELCH
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¥ QIE{H 0] &

-

ozt

#0070 $ARE YYE & UL

+

Add a recipient(: 41Xt 7)) SAXE 27432 SUFLICH Name(0|8): 4AIxte| 0|28 ¢
el CHType(S8): 22 0|4 Hekh:

« FTP

- Host(Z2AE) MHO| IP FALI IAE 0|2 YHYLICH SAE 0|FS YHt= 4
2, DNS A H{ 7} System > Network > IPv4 and IPv6(A|AH! > HE3 > IPv4 Y
IPv6) Of2{0f X &[0 UA=X| §*°|0P*'/\I9-

- Port(ZE): FTP MH7} AtE35t= & H.j*% LSt C 7| &2gf2 21Ut

- Folder(EL). mdsS MY EIE"EEIOI 425 YESMA|R. CIAER[JF FTP MHO| O
O EXotx| o mMAS FE2ES I QF HA|X| 7t HEAIE LT}

- Username(A}Q-I} 0|2) ZIolstam A|-%X|- 0|22 UBBIAAIL.

- Password(IjAQE) 2012 H INAQJEE UAHZMA|IL.

- Use temporary f|Ie name(Y A| DY 0|8 AIE): A5 =2 MME QA O QY O|ECZ hnf
AS U=t H MERDILICH YPEEE §EstH OtY 0|E0| o= O0|E2 = HiEL|Ct
O*E'Uf SCHEl 2% &dE ohdo| giELCh J8L OFS] A mdS 22 = ASY
Ci. O|Z7 ot ¥st= O|§8 7t% RE L0l SHEX & = UFLICH

- Use PaSSlve FTP(=& FTP At8). FYXQl M20|M HEES Ched| Y FTP AH O
oY 2ids B== QEBLICH TAI7L ey MHEO| CHet FTP XOf 2 HIOJE A2
2 25 K—*.EPS*.EE A ZFetLICE Ol YHHA o2 FX|QF CHea FTP MH Ato|of g
steo| e A0 oot

« HTTP

- URL HTTP MH{O| Ciot HEYI FA2A ¥S Helgd A3HEE YLD o E SH
http://192.168.254.10/cgi-bin/notify.cgi &} L| C}.

- Username(Al2X} 0|E): 22T AI2XI 0|22 ABIAA L.

- Password(ZjALQE) 2O MAYEE AHGIAMUA 2

- Proxy(ZEA[): HTTP MHO| HASLY| s ZEA MHE S0 St= 22 East
FYEE AL LEL

URL: HTTPS MH{ O] Ciot HEQS F4Qt ¥ S Mg A3 EHEE ¥ ULL O E =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Validate server certificate(A{HH QIS A =0l). 0| AXIE MEHSIO HTTPS AMHZF MM
st OIZME MEASHL LT},

- Username(A}RI} 0|E). 219lgtE = =

- Password(E{AQE) 2052 H THAKEES ABSIAA L.

- Proxy(ZZA]): HTTPS AE{0f G1Z TEA| MHES EDtSH0F 3l EQ TRt

MEZ #HD Qs

+ Network storage(HE{|3 AE2|X|) @
NAS(Network-Attached Storage)?t Z2 HEQA AEZ|X|E FI510 OLS XESt= AR
Argg 5 JAELICH o2 MKV(Matroska) ot sow_g M EHEl LT}
-  Host(ZAE): HEQIF AEZX|Q| IP
- Share(ZL) ZTAE0AM Z2 0|22 ona46+|_|:r.
- Folder(ZC): O¥S x—|x|-6+ C| E+I53| A =
- Username(Al2X} 0|8). 2QIs5t2{H ALEX 0|58 ¢
- Password(Z{AQE) ZI0I2H IHAQYJEE QABSIAAQ.

Host(z*E) MH Q| IP FALL SAE 0|2 °.=IE—13“—IEF SAE OI%% Y= 2
DNS A{H{ 7} System > Network > IPv4 a !

va6) ofefoll X FEOf A=K =AM,

- Port(XE): SFTP MW7} At&3l= ZE B E YL CL 7|22 22 LTt

- Folder(BC): mtUS XA CIHEZ|Q H2E YBSIAMUA|IR. CIAEZ|Z} SFTP A0 O]
O EXfstA| toH, mYdg YEES If @F O

- Username(A}B-x} 0|E) 2IQlsl{H AR X} 0|ELS St

- Password(Ij£AQ|E). 20152 I{AQEES YSIYA .
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2
=

QIE{ H O] 2

Test(E| A E): A ESL
recipient(=AZX} B7|): 2= F=MZXt N
XS SASi2iE S2Asth

H):

SIP or

SSH SAE 274 7| RE(MD5): U SAE ZJ) 7|(32Kt2| 1674 EXH)O| X2
24kL|Ct. SFTP 2210/ 9IE= RSA, DSA, ECDSA 4! ED25519 A E 9| SR o| SSH-2& A}
235l= SFTP AMH{E X|QIstL|Ct. A Al RSATL HgEl'- HEEH O| ECDSA, ED2551
DSAZ} 1 H & WEL|Ct. SFTP A1H-|o1|)\1 AIR3IS 2HIZ MD5 SAE 7|2 olads
o+|_|tr Axis XS MDS Q! SHA-256 S§A| 7|2 D= X[251X|0F MDSEC Zaish &
ot2 2|8l SHA-2562 AfQ-OF'— Q0| EELCLCL Axis X2 SFTP MHE +4 PE
”*Oﬂ EH°+ AAMEE 82 AXIS 05 ZES HRSHYAIR.

s 37 7| 8(SHA256): 214 S AE ZJ 7|(43Xt2| Base64 QAT EXIE)9|
6=,|_|Er SFTP Z2t0|lE= RSA, DSA, ECDSA 9 ED25519 SAE 7| an|
AFR3H= SFTP MHZ X|QSHL|CH &AL A RSA7} M3B el dho|0 ECDSA,
ED25519 EL DSAZ} 1 £ € MSLIC SFTP M0 At82ls 2HE MD5 SLE 7|2
Qasof BtL|Ct Axis ZX|= MD5 3 SHA-256 3{A| 7|2 S X|QISHX|Qt MD5SECH 22
3F HOLS Q3| SHA-2562 AtR3l= 740| Z=LLCH Axis NXE SFTP MHE -‘rl**or'- H*
o Cfst 7(|-A-||o} LH8LS AXIS OS ZEHZ2 TRSIAMAIL.
Use temporary file name(QA| mt 0|E Ag) X522 M 3
dS TP ML A2CS AR50 Iy 0|£0]
°*§E7f S ChEl 2%% =4 E ool SIQI—IEr JEM SRS

VMS(SIP EEE VMS)

SIP: SIP FM3l2 He{® Meisfi|ch

I__|I:|

VMS: VMS ngz Zeo{H MEiShL|C}.

o]

From SIP account(&MX} SIP A H): E0|A MEISHL|CT.

To SIP address(**l X} SIP FA): SIP AE QEEsHLC

Test(H|AE): S3t 70| ”EOPLXI EﬂﬁE tei™ S|t

Send email to(O|H|Y HE CHA): O|HYS MEY O|HY FAE UHTLCL FAE
oz 7f Y=stei™ HEE O|H Y FAE FRSMAIL.

Send email from(°l"1|°a i) EllE Mol O|H Y F=AE Y=L C
Username(ALEX} O|5): MY MH O ALEX} O|E2 YHTLICE O|HY MHOIA 2AZ2
QTSIX| U= E2 O| ‘mWEE HY SLCh

Password (I A ¢ '=) MY Mo IfAAEE A=-TL|CH O|HY MHOAM 2AFS 8F

ol

=
SHA| = % 0| HEE H|9 SL|Ct
Email server (SMTP)(0|I11|% M
I 22 SMTP AH 0|28 ¢
Port(iE) 0-65,535 #H|9| g}
272 587¢L|Ct.
Encryption(¥S3}): LS3IE ALt H, SSL EE= TISE MEISIAA|Q.
Validate server certificate(A{H| QAUZ A =tol): 0*§§}E A8l 42 ZHX|e
T2 NMEELCE O AFALE CAQIZ 7|EHOA A MPstAL e & ¢

|_oﬂJ

sheiSt & QL ot
- POP authentication(POP 2IZ): POP A1H-| O|EE =ste{™H HAMA|2(0: pop.gmail.com).
AT
UL Ol Y X OfYE oo Yt 0o FAIS HWEHE FASIHA ALEX}ZL 70 2
HE oY AL} EE AS M2H5H7| s Ecﬂ ZEE At82LICH olH Y NS YAl &
ot FME =Q15t0] oY AFHO| &AL o4 Ol YE sX &= Yol Y=F StHA .

TCP

FAUNE SAHoZ MASHHH S oL

Host(gﬁE) MHO IP AL SAE 0|ES YHTILICH TAE
2, DNS A H{7} System > Network > IPv4 a >
IPv6) Of2{of X|FEOf A=K =HASHHA.

Port(ZE): AH UMAO AIRE= ZE Ho 2 Qs O}

=]
[ ]
[ ]
HAEZ HAESHH SESIMA2. ¢ &= 2= HR0= CHE0| =& E L CtView
= |2 S2E 22{H F2gL|Ct.Copy recipient(=4X}t FAb): =4
2SR, SAE I M2 $=MXIE HAET = S L CHDelete recipient(3= X} A
A

S
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H QUEH Ol A
U BAS 2O|M ZUOE ABY 4 ASLICH BZ0l= DO f FEet B HIY HBA THE
SE AYH BAI BAGUC Add schedule(2 F7h: YH E& BAZ YT 2YHUAIR.

+& EL|AE M8 E2 =322 E2[AHY = UAFULH O E S0 =3 E2AZ HEF 24X % 74
St &2 N AL = USFLICH

MQTT

MQTT( Message Queuing Telemetry Transport)= ALE QUEUl(oN S ot Ex HA|ZN T2 EEZQL|Ct S
SlEl IoT E3H2 9o dAZYer 22 AL FZZHsmall code footprint) i} %A HEQI CHYZCZ AH
’“XIS AZS7| flof et MHM MEELICE Axis ZK| £2ZEQ OS] MQTT SEI0|AEE S TX
OlM HdE HojH S OHEE Hef 22| AZEQO{(VMS)7} Ol *Iﬁ":éloil LHSHA Se = UASLICH
ZXE MQTT %EFOI‘HEE dggtHL MQTT sS4 —Z*EPOIO.JEBF Ez72ts F AdEEE 7|Hoz oY
Ch. 22I0|HE= HAIXE B0 2 &= JYFLICL B2 Z2H0|HE 2to| HAX| 2tRE S HIEE
L|C}AXIS OS Portalo| M MQTTO| CH3H RFA|S| LOpE 2 Q& L|CH

ALPN

ALPNZ= ZctO|IE S Ab] 7F AZO| HHEN O] THAGAM OHSE[AO[H Z2EZS = = QU
St= TLS/SSL sizto|Lct of= HTT S’-f ZO0| 2 Z2EZ0 AEE s 20t ZEE &3 MQTT E
eSS 2Yost= o AEELU LD FR0 mat MQTT E*' Hgoz JfUE ZEJ g2 =& US|

Ch. O2{st ZR2 jZHM2 ALPN% Af%3HA1 sl S8 5= BEE BEOAN MQITE ojZ2|#
Ol Z2EZZ MEYXE 25 AYLIC

MQTT client(MQTT Z2}0|AHE)

Connect(@Z): MQTT S2t0|HEE HAHLt G L|CLStatus(MEH): MQTT S2t0|AE Q| HHIY HEFS HAITL
Ct.Broker(HE27{)Host(EAE): MQTT MHQ SAE 0|2 E=IP FAE Sl A| 2.Protocol(ZE2 EE):
Al2% T2EZS MESHL|CIPort(EE): ZTE HSZ QladstL|Ct

. 18832 TCPE E3t MQTTO 7|2ZQlL|C}.

. 88832 SSL% E3t MQTTS| 7|22 L.

- 802 ¥ *31'% St MQTTO| 7|2 gt LTt

< 4432 A A3 E IS 8% MQTT2| 7|2 L|Ct
ALPN protocol(ALPN = -;-—) MQTT E27 Z2X7t K23t ALPN Z2EZ 0|28 Q2%
ssLe E3h MQTT 2 & A H Hore %o_r MQTTO| Ot M= |.| Er Username(A|--9-I} 0|§) =2
r 5
E
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ME O] UM AT oIoH Ar9°* rﬂ
C}.Client ID(Z22}0|H E ID): =2}0| 91 M
st MHE E*E' L|Ct.Clean session(2 .E_l Nd): ¢ gl Cﬂ’é 6HI1I AIEI %&% J(1|01§.*LIEf. A EH
7d ol oA BIH A| AEl ME7F APY E L CHHTTP proxy(HTTP TEA|): % Cf Z0|7} 255HF0|E QI URLY
Er. HTTP ii)\le AESHX| Yol I EE HIQ & Q& L|CHHTTPS proxy(HTTPS ZEA|): X|Cf Z0]
7} 255HFO| E @ URLQIL|CE. HTTPS EEA|E AI2E}X| o L2 HQ £ 4 UL L|CtKeep alive
interval(Ztd X|): 22}0|MEJ} 71 TCP/IP A|ZF =1} ZQ 90| MHZ O O|AF AFREH & gl
AMES ZX" = JEL|CLTimeout(A|ZF x11): G1Z0] 2= ZE)YLICE 7|24k 60FX| g5
HEAL MQTT S2t0|HE B0l A AKX & LWT O A|X| 9 20 MQTT 28 B4o| AHA|
ZZHO|AM A2 =l L|Ct.Reconnect automatlcally(I}EOE A AH): ZC}0|AHET} Xl-%gi ChA|
AZdlof st=X| O£ E X|'deL|Ct.Connect message(ﬂilklxl il HYE I HAIXE ELX| O£
£ X' L|Ct.Send message(HA|X| HE): HAIXE ELHE{H AtE

I
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Fﬂmﬁir
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o:l:
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= o

m}t
MU iy
o

)

StM| 2 .Use default(Z| 22} AIE):
Aol 712 MAIXIE Y52 H DA 2. Topic(F Jt1I) 712 OAIX| el =XHE 2 HT L CtPayload(H 0] 2
E): 712 HAIX|e] &S YL CtRetain(FX]): O| Topic(FH|)0|A SEI0|HE HEHE ‘°7<I<>PE1E'I1 *15—'.‘
SHAMA|2.QoS: 17l SE0| i3t QoS ASS B ATL|Ct.Last Will and Testament message(OtX| 2 &
AZX)OFX| 2 FALWT)S AHESIH S20|QET HE7 0| AdE I X4 x':”"f SH 7S X1I_'E
Sk EEPOIC’*EW LES0 o= A|EOM HIFHMXCR 01710| BO X H(T 20| EO0{A 7 [[H—E- | =
HEAII OE Efolcd of HAIXIE MEE &= JASZLICH Of LWT HIAIXIL et OA|X| 2t & Yot
o st oA I—I = &0 2t EEL|CtSend messa e(ﬂiI*III 3). HAIXIE ELfT ALE ’é’g
2 .Use default(7|5§,t AFR): XFAIOl 7|2 AKX E AT J_‘L*'Alg Topic(FEH]): 7|2 HA|X|9
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oflo

r
o0t

4ok
=2l
i

18



https://help.axis.com/axis-os#mqtt

AXIS A9210 Network I/O Relay Module

¥ QIE{H 0] &

-

Y L CtPayload(HO|ZE): 7|2 HAIX|O| LHES Y= etL|Ct Retain(FX
E JEHE /X IOPE=|':'4 MEISHYA|2.QoS: T2l S50 et QoS ASE MELH

MQTT publication(MQTT Z3l)

g MQTT HO[ZE0 FX|o| A& H 2t 5| = o
Ft5t{H SElgy ErR in(7X|): MQTT HAIX| 7} ER 2 MSE=X] HolgL Lt
+ None(8{3): E': I31I/<I7<|7f HIF X MEf2 M&gL|Ch
. Property(¢A1) A|'EH =X bS| 7|—% |:|-|
o Al(RF): ME{f =X 7%% S MEE F=HY
QoS: MQTT a0 CHsH °.|o|-'— S MENSHL|C}.

712 ZH "BFEA A8 MQTT client(MQTT Z22{0]AE) S0|M SA| A HEFA_SO|E 1= 4

~ =

o—li= — T =T

ME ArEste{E MEISILICEFER 0| F =g MQTT F=HOoM =S 2F5ts FHE Zeiotc{d MEishy
ChEA HYAHO[A E&: MQTT FH 0| ONVIF ZF| HQAHOAS Zasfait HeielL|cha®l WS =

£ Zotste{™ MEfSEL|CE + Add condition(Z#H F7}): =H2

SHEl JEf= 2EEL(CH

MQTT subscriptions(MQTT T 5)

+

H): £535t3= MQIT F=HE 225t A2 .Use device topic pref|x (&
£ MQTT FH o MEAZ F7tgL|ChSubscription type(TE S¥):
o Stateless(MEl F=X E715): MQTT HAIX|E MNE| =X E7t5 HA|XZ HBtSE2{H MEH
+ Stateful(JEi FH 7}5): MQTT HAIX|E -7E?i°§ @elstai® MeSL|C Hol2E s
2 AtgE |_||:r
QoS: MQTT =0 Cfsl sl= gHls MERSHL LY.

1

[=]

Add subscription(t= F7}): A MQTT 58 F7t5t2{H 2 &lstL|Ct.Subscription filter(71 5 &
x| &

$2 HEA AB): 7= Lo

E

L|c}.

:l:—

0x [IQE

E|

- |
23 % 23

BN

L WML 20 XNHSC2 MY 2|ZEO| ZotEL L

+ Download the device server report(&X| MH 2|ZE CtR22E): 31|
LHAEES OFL|2} UTF-8 &Alo| MA| MH 2|ZE HAE mA0| THHE zip
A1HIA01I Zolg M o My 2|ZE zip ﬂf%% OIS Al L.

« Download the crash report(%% HIOMCI2E AH AE{O| CHSE XtM|SH HEIE U

FIJE

A

El

EUch of 2nM0ls HEYT =X
A-Io|.'— o 22 NG A_Q_EI 2 olaL|Ch
23
+ View the system log(A|A8 21
HIEO Ciot HEE HAISIHE 22
« View the access log(d M2 21 H7|): Z
WM AMEE ZF HASHHTEH SESL(Ch

E): Us

BE OREEYLULL 55 |i Ol= AtMgH ClH 1 HEQ MH 2|ZE0 U= EIL =3
=
=

« View the device server report(&X] MH B|ZE H7|): EY XA XM ME{O st HEE

|7t 22| ojOjX[e| A
tlol g Lich X|Q

HEYI =X

= &t
8 Atg
HEI =8 ntYofl= ASAM £ IjAQEQ 22 0ZsH HEI Zotd = JASL|CH

=93 £ TS HES
X A|ZH: xm 7|ZHE I

a

3 52 7|85t 2N E 8il&d5t= o =22 & F
=)= ownload(C}2EE)E =
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¥ QIE{H 0] &

-

Syslog= DAIX| 242 &
HAIXIE 22 9 —E—’%*ﬁrf iE_%M% =g = AFLLCHL 4 o
0] SHE LIEIE AlE ZEJ} BA|E D MZ4E £F0

o1, l31|)\|7<I% X go

3 HAIRIE

+

e L|CHFormat(Z5): At syslog MA|X| FAlS MEABL|C
« Axis
« RFC 3164
« RFC 5424
Protocol(ZE 2 EE). AlEY ZZEZ MEH:
« UDP(Z7|E MY ZE: 514)
o« TCP(7|E *E"Xc‘,' TE: 601)
o« TLS(7|E2 M™E ZE: 6514)

Server(MH): Al MHZ Z=71512{01 225}AA| Q. Host(SAE) MO SAE 0|2
q EH S}

Port(2E): [I2 EES ALB3I2{0l EE WSS MESLChSeverity(MAE): S8 1 M5 BAIXIE
MEBILICHCA certificate set(CA QIS M HH) #Xol ML SolcirLt ASME FopstAlR.

g 18

At BHL Ais IX| T4 A0 Y DF ABXIE I F2YLICE 0 HOIXIOA TRl oj
H+E 2Fstn HyE £ BUC

o A

AR 25

Restart(YAIZH): EX|S MAISBILICE Ol x| MHO| Y2 FX YELCL Mg SO of=2|H 0|40 Xt
£02 TAFELCRestore(S 7). [f2 o] 4Hg IF 5} A 7| Egto= HsaliMe. S0 BHel
WS CHA PABtm AH MX|E|X| @2 BE ¥2 ChAl MA6tn OHE X =Z2|4l2 ChA| BHSOfoF BfLiCt

. HE m2EZ(DHCP £t IH)
. 7|2 2o

o Subnet mask(ME4l OrA3)
« 8021X MH

« O3C MY

« DNS MH IP =&

=

20

M™MS ZA =8} A| 7|=ZO

Factory default(3 & E5I Al 7|23 25 dFS =2
of HhAe &= JU=F IP F2E M2 FHOF L

2 EEgMA. O3

1 =0 X

BE Axis X 2ZELQI0 = CXE ML X0 AE5E AZEQOR AX|g &= JA&EL|CL O
A S Axis TX|Q| HMEMHQl XA AO|H HOt £=FZ HE &Y = UASLLCHL XMT LHES
axis.comOj| Xl B4 A "Axis Edge Vault"E ZEXSIMA|L.
AXIS OS upgrade(AXIS OS YF0|E): A AXIS OS Mo Z 4B O|ESTILICE A EE2|ANE
s HI1 =3 A AXS| MER 7|s50| ZetE LT gt Z 4 AXIS OS EE|=E At83%t= A0 55U
Ch. XAl 22|=E CHREESIH axis.com/support2 O|SgfL|Ch.
gagoleg mf Chg M 7tX] S48 SO MEIE = UESL(CH
+ Standard upgrade(E& Y80|E): A AXIS OS HHE o2 ¥ 0|EgL|LCH.
+ Factory default(3 % &3} Al 7| 22h): O*:LE|O|E D BE MMS 2% =5 Al 7|&
ZLICH O EME MEISHH AO2f0|E F0f O AXIS OS KT Z &|EE + Y&



https://www.axis.com/learning/white-papers
https://www.axis.com/support/firmware

AXIS A9210 Network I/O Relay Module

# olE{m 0| A
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* Autorollback(XtE EH): 2FE A[ZH LHO| HI20|ES D HO0|EE SQAFLICH =QU5HK|
o @ HX7t O AXIS OS MO 2 & =50pgrL Lt
AXIS OS rollback(AXIS OS Et): O|FM0f MX|El AXIS OS B{Moz EEgL|ch
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o
ALY
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. MBS B B Al V|2 BHOE WEYYUC B2 FEHUAL
+ OIEUS S 9 32 22 H(O3C) AHIA0| AABLICH ABGAD NE| LEDI} SMo=2 %
stol “mf7tx| of 3% S O HES 21 USLICE

74 Ef
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PoE+(Power over Ethernet Plus)E X|2/St= RJ45 O] ull 74l H

UL: PoE(Power over Ethernet)(PoE)= 44~57V DC, 154W/30WE X|&35t= O|Gtll IEEE 802.3af/802.3at Type 1
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A
HE 12V DCOjMQ| x| H¥ 24V DCOjl A2 %o} ¥
DC IN 2,000mA 1,000mA
PoE 350 mA 150 mA
PoE+ 1100 mA 500 mA

U8 4T EHOlg 22 1
EOL YX|AES £3 2|8 XAPLICL AHO| FCHEB F2o| E2HELCH 2T YS AL-S2 T
EOL X ~E(S HxistiAle. 2ale Yziof cfst 12 Troloj 188 AL 28 HXeUAIR
o=

EIEiEE

1234
75 B a Aret
DC H™X| 1, 3 ov DC
e 2,4 XY 9 e B2 9 - BABt |0 ~ HCf 30V DC
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