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HPE Aruba Networking

Introduction

Introduction

This integration guide aims to outline the best-practice configuration of how to onboard and operate Axis devices in HPE Aruba
Networking powered networks. The configuration uses modern security standards and protocols such as IEEE 802.1X, IEEE 802.1AR,
IEEE 802.1AE, and HTTPS.

Establishing proper automation for network integration can save time and money. It allows the removal of unnecessary system
complexity when using Axis device management applications combined with HPE Aruba Networking infrastructure and applications.
Below are some benefits that can be gained when combining Axis devices and software with a HPE Aruba Networking infrastructure:

®  Minimize system complexity by removing device staging networks.
® Save costs by adding automating onboarding processes and device management.
e Take advantage of zero-touch network security controls provided by Axis devices.

® |Increase overall network security by applying HPE and Axis expertise.

The network infrastructure must be prepared to securely verify the integrity of the Axis devices before starting the configuration. This
allows a smooth software defined transition between logical networks throughout the on-boarding process. It's necessary to have
knowledge about the following areas before doing the configuration:

® Managing enterprise network IT-infrastructure from HPE Aruba Networking including HPE Aruba Networking access
switches and HPE Aruba Networking ClearPass Policy Manager.

e Expertise in modern network access control techniques and network security policies.

® Basic knowledge about Axis products is desirable but is provided throughout the guide.
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Secure onboarding - IEEE 802.1AR/802.1X

To watch this video, go to the web version of this document.

help.axis.com/?&piald=&section=secure-onboarding-ieee802-1ar-802-1x

Secure device onboarding onto zero-trust networks with IEEE 802.1X/802.1AR

Initial authentication

Connect the Axis Edge Vault supported Axis device to authenticate the device against the network. The device use the IEEE 802.1AR
Axis device ID certificate through the IEEE 802.1X network access control to authenticate itself.

To grant access to the network, ClearPass Policy Manager verifies the Axis device ID together with other device specific fingerprints.
The information, such as MAC-address and running AXIS OS, is used to make a policy-based decision.

The Axis device authenticates against the network using the IEEE 802.1AR compliant Axis device ID certificate.

The Axis device authenticates against the HPE Aruba Networking powered network using the IEEE
802.1AR-compliant Axis device ID certificate.

1 Axis device ID
2 IEEE 802.1x EAP-TLS network authentication
3 Access switch (authenticator)
4 ClearPass Policy Manager
Provisioning

After authentication, the Axis device moves into the provisioning network (VLAN201) where AXIS Device Manager is installed.
Through AXIS Device Manager, device configuration, security hardening, and AXIS OS updates can be performed. To complete the
device provisioning, new customer specific production-grade certificates are uploaded onto the device for IEEE 802.1X and HTTPS.

After successful authentication, the Axis device moves into a provisioning network for configuration.

Access switch

Provisioning network

ClearPass Policy Manager
Device management application

N WON =
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Production network

The provisioning of the Axis device with new IEEE 802.1X certificates triggers a new authentication attempt. ClearPass Policy
Manager verifies the new certificates and decide whether to move the Axis device into the production network or not.

After the device configuration, the Axis device leaves the provisioning network and attempts to reauthenticate against the network.

1 Axis device ID

2 |EEE 802.1x EAP-TLS network authentication
3 Access switch (authenticator)

4 ClearPass Policy Manager

After reauthentication, the Axis device moves into the production network (VLAN 202). In that network, the Video Management
System (VMS) connects to the Axis device and starts to operate.

The Axis device is granted access to the production network.

Access switch

Production network
ClearPass Policy Manager
Video management system

N ON =

Configuration HPE Aruba Networking

HPE Aruba Networking ClearPass Policy Manager

ClearPass Policy Manager provides role- and device based secure network access control for loT, BYOD, corporate devices, employees,
contractors, and guests across and multivendor wired, wireless, and VPN infrastructure.

Trusted certificate store configuration

1.

2.

3.

Download the Axis-specific IEEE 802.1AR certificate chain from axis.com.
Upload the Axis-specific IEEE 802.1AR Root CA and Intermediate CA certificate chains into the trusted certificate store.
Enable ClearPass Policy Manager to authenticate Axis devices through IEEE 802.1X EAP-TLS.

Select EAP in the usage field. The certificates are used for IEEE 802.1X EAP-TLS authentication.
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Q) ClearPass Policy Manager - Ak X+

€ = C A Intesiker | hitpsy/172.25.201.120/tips/tipsContent.action# e« 0O 2

| Add Certificate

Certificate File: Valjfil | Axis_device_ID_Int..e_CA_ECC_1.pem

Usage:

Remove

Selectto Ado— 9
Add Centificate

Upload the Axis-specific IEEE 802.1AR certificates to the trusted certificate store of ClearPass Policy Manager.

v - O x
Q ClearPass Policy Manager - Ak X+
€ 3 C A intesiker | hups//172.25.201.120/tips/tipsContentaction#tipsCertTrustListaction @ % O &
aruvba ClearPass Policy Manager Menu ==
Dashboard PJ Administration » Certificates » Trust List
e . 2 4 Add
[£] Monitoring 4 Certificate Trust List -
++, Configuration M 7his page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.
3F Administration (o]
 ClearPass Portal Filter: [Subject | [contains v | axis device Clear Filter Show records
(7 & Users and Privileges Validity Enabled
- I8 S M:
: :t"'er ; ;"ag” i O cn=Axis device ID Root CA RSA,0=Axis Communications AB Eap valid Enabled
# 1B External Servers
2. O cN=Axis device ID Root CA ECC,0=Axis Communications AB EAP Valid Enabled
# External Accounts
=G certificates 2 O cn=Axis device ID Intermediate CA RSA 2,0=Axis Communications AB Eap valid Enabled
)Ceniﬁcale Store 4. O  cN=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB EAP Valid Enabled
¥ rrust List] 5. [ cn=Axis device ID Intermediate CA ECC 2,0=Axis Communications AB Eap valid Enabled
& Revocation Lists 6. O cn=Axis device ID Intermediate CA ECC 1,0=Axis Communications AB EAP valid Enabled
+ || Dictionaries
5 % Agents and Software Updates Slioninai-oiko [_Detete |
= % Support
© Copyright 2022 Hewlett Packard Enterprise Development LP Nov 25, 2022 08:48:50 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

The trusted certificate store in ClearPass Policy Manager with Axis-specific IEEE 802.1AR certificate chain included.

Network device/group configuration

1. Add trusted network access devices, such as HPE Aruba Networking access switches, to ClearPass Policy Manager. ClearPass
Policy Manager needs to know which access switches in the network are used for [EEE 802.1X communication.

2. Use the network device group configuration to group several trusted network access devices. Grouping trusted network
access devices allows easier policy configuration.

3. The RADIUS shared secret needs to match the specific switch IEEE 802.1X configuration.
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Q) ClearPass Policy Manager - Ak X+

€ > C A Intesaker | hips//172.25.201.120/tips/! D

action

aruvba

| = Dashboard P configuration » Network » Devices
[ ——— i Network Devices

4, Configuration @
{3 Service Templates & Wizards
{3 Services

=% Authentication
# £ Identity

ClearPass Policy Manager

Filter:[Name
1 M Posture

| antains v ( )

+ $§ enforcement * B Name .
=+ Network

]

{3 Device Groups

{3 Proxy Targets
{3 Event Sources
£} Network Scan
£ Policy Simulation

# Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP

Dec 28, 2022 09:01:17 CET

Clear Filt

IP or Subnet Address

4 Add

& Import

&, Export All

& Discovered Devices

A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.

Device Groups Description

[ Copy | [ Export | [ Delete

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

The trusted network devices interface in ClearPass Policy Manager.

Q) ClearPass Policy Manager - Ak X+

€ > C A Intessker | hitps//172.25.201.120/tipsftipsContentaction#

| Add pevice

SNMP Read Settings ~ SNMP Write Settings  CLI Settings  OnConnect Enforcement  Attributes

Name:

IP or Subnet Address:

Description:

RADIUS Shared Secret:

TACACS + Shared Secret:

Vendor Name

SWo4

172.25.200.13

(e.g., 192.168.1.10 or 162.168.1.1/24 or 2001:db8:a0b:12f0::1 or 2001:db8:a0b:12f0::1/64)

P

Enable RADIUS Dynamic Authorization: [J

Enable RadSec:

m]

Verify:
Verify:

I

(s [ Conce |

Add the HPE Aruba Networking access switch as trusted network device in ClearPass Policy Manager. Please note that
the RADIUS shared secret must match the specific switch IEEE 802.1X configuration.
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Q ClearPass Policy Manager - Ak X 4

<«

43 Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£3 Policy Simulation

Adm

istration

© Copyright 2022 Hewlett Packard Enterprise Development LP

v o
C A Intesaker | hitps;//172.25.201.120/tips/tipsContent.action# e s O &
aruvba ClearPass Policy Manager Menu =
= pashboard P) configuration » Network » Devices
B M Network Devices = f‘dd rt
&Cnnﬁnumtinn (0] g ET: g’_t Al
£} service Templates & Wizards & Discovered Devices
£} Services Device SW04 added
+ & Authentication z
& A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
= Q [dentity
= M Posture
= & Ertorcament Fiter e ) s ) Clear e recods
= 4 Network # Name 1P or Subnet Address Device Groups
& 1 O swos

17:

5.200.13
Showing 1-1 of 1

o|

Dec 28, 2022 09:02:33 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy Manager with one trusted network device configured.

Q ClearPass Policy Manager - At X 4 v = o X
& C A Intesaker | hitps//172.25.201.120/tips/tipsContent.action#tipsNADGroups.action e 4 O &
aruba

Dashboard

[ Monitoring

4, Configuration

{3 Service Templates & Wizards
{3 Services

# & Authentication

+ £ Identity

=+ Posture

=+ $ Enforcement

) = Network

£} Devices

o

{3 Proxy Targets

£} Event Sources

£ Network Scan

{3 Policy Simulation

© Copyright 2022 Hewlett Packard Enterprise Development LP

o

ClearPass Policy Manager

Menu =
P configuration » Network » Device Groups

i Network Device Groups

4 Add
&, Import
& Export All
Device Groups function as a component in service and role mapping rules. Device groups can also be associated with enforcement profiles.
Filter:[Name. | [contains v ( ) Clear Filter records
= Name i Format Desci

Dec 28, 2022 08:57:07 CET

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

The trusted network device groups interface in ClearPass Policy Manager.
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Q) ClearPass Policy Manager - Ak X+

€ > C A Intesaker | hips//172.25.201.120/tips/tipsContent.action#

| Add New Device Group

Name: Switches

Description: ’Ac:ess Switches

Format: O Subnet
O Regular Expression
@® vist

Available Devices (0) Selected Devices (1)
Filter

SW04[172.25.200.13]

Add a trusted network access device into a new device group in ClearPass Policy Manager.

Q) ClearPass Policy Manager - Ak X+

€ > C A Intessker | hitps//172.25.201.120/tipsftipsContentaction#

aruba ClearPass Policy Manager
I Dashboard I} configuration » Network » Device Groups
2 # Add
| M Network Device Groups z .
&Cmﬁyﬂrﬂhﬂn Q@ & Export All
{3 Service Templates & Wizards Device Group "Switches” added successfully
£3 Services i .
o Device Groups function as a component in service and role mapping rules. Device groups can also be associated with enforcement profiles.
+ S Authentication
1+ R Identity
= B posture Filter:[Name ~|[cantains ¥ |( ) [ Go | cClear Fiter Show records
= Enforcement £ B Name . [ Description
=+ Network i O switches List Access Switches
{} Devices
| Expert Delete

Menu ——

{3 Proxy Targets
£} Event Sources
£} Network Scan
{3 Policy Simulation

| # Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:05:43 CET

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Versien) platform

ClearPass Policy Manager with configured network device group that includes one or several trusted network devices.

Device fingerprint configuration

The Axis device can distribute device specific information, such as MAC-address and device software version, through network
discovery. Use this information to create, update, or manage a device fingerprint in ClearPass Policy Manager. There you can also

grant or deny access based on the AXIS OS version.
1. Go to Administration > Dictionaries > Device Fingerprints.

2. Select an existing device fingerprint or create a new device fingerprint.
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3. Set the device fingerprint settings.

@ ClearPass Policy Manager - Aub X+

& C A Intesiker | hitps//172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action

Update Device Fingerprints

Category: Network Camera 2
Family:
Name: AXIS OS version unsupp |~

Custom Rules- 1 Matches (ALL ) Cloelete Rule

Operator

Host MAC Vendor contains_all Axis Communications AB

LLDP System Description  not_contains 10.12

SNMP System Description  not_contains 10.12

=Note: 0 Rule(s) will be deleted

Update [l Delete Fingerprint Jll Close |

The device fingerprint configuration in ClearPass Policy Manager. Axis devices that run any other AXIS 0S
version other than 10.12 are considered unsupported.

@ ClearPass Policy Manager - Ak X+

€ > C A Intessker | htps//172.25.201.120/tipsftipsContentaction#tipsFingerprintDictionary.action

Update Device Fingerprints

Category: Network Camera -
Family:
Name: AXIS OS version suppor’ |~

Custom Rules- 1 Matches (ALL ) Cloelete Rule

Operator
Host MAC Vendor contains_all Axis Communications AB
LLDP System Description  contains 10.12

SNMP System Description  contains 10.12

=Note: 0 Rule(s) will be deleted

Update [l Delete Fingerprint

The device fingerprint configuration in ClearPass Policy Manager. Axis devices that run AXIS 0S 10.12
are considered supported in above example.

Information about the device fingerprint collected by ClearPass Policy Manager can be found in the Endpoints section.

1. Go to Configuration > Identity > Endpoints.

10
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2. Select the device you want to view.
3. Click on the Device Fingerprints tab.

Note
SNMP is disabled by default in Axis devices and collected from the HPE Aruba Networking access switch.

Q) ClearPass Policy Manager- Arub X 4

& > C A intesiker | hitps//172.25.201.120/tips/tipsContent.action#tipsEndpoints.action

| Edit Endpoint

m Attributes  Device Fingerprints
MAC Address  B8-A4-4F-30-42-EA IP Address 172.25.201.233
Description Static Ip FALSE

Hostname axis-bg8a44f3042ea
Device Category  [Network Camera -

Oy, Device 0S Family [Axis =

O Dpisabled client Device Name [AXIS OS version suppor [¥

Added At Dec 28, 2022 14:50:45 CET

Status O Known client

MAC Vendor Axis Communications AB

Added by Policy Manager Profiled by Policy Manager
Online Status Mot Available Last Profiled At Dec 29, 2022 08:18:23 CET

Connection Type Unknown

Save Cancel

An Axis device profiled by ClearPass Policy Manager.

Q) ClearPass Policy Manager - Ak X+

€ > C A Intessker | hitps//172.25.201.120/tipsAtipsContentaction#tipsEndpoints.action

| Edit Endpoint

Endpoint  Attributes IV IRTL L E S

Endpoint Fingerprint Details
CDP Device Description:
DHCP Optionss: 1,3,6,12,15,28,42,66,119
DHCP Option60 AXIS,Panoramic Camera,P3727-PLE,10.12.130
DHCP Options: 53,57,55,12,60,61
Host MAC Vendor: Axis Communications AB
LLDP System Description: ~AXIS P3727-PLE Panoramic Camera 10.12.130
SNMP Device Name: axis-b8a44f3042ea
SNMP Device Type Host

SNMP System Description: AXIS P3727-PLE Panoramic Camera 10.12.130

Save Cancel

The detailed device fingerprints of a profiled Axis device. Please note that SNMP is disabled by default in Axis devices.
LLDP, CDP and DHCP-specific discovery information are shared by the Axis device in factory defaulted state and relayed
by the HPE Aruba Networking access switch to ClearPass Policy Manager.

1
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Enforcement profile configuration

Enforcement Profile is used to allow ClearPass Policy Manager to assign a specific VLAN ID to an access port on the switch. It's a
policy-based decision that applies to the network devices in the device group “switches". The necessary number of enforcement
profiles depends on the number of used VLANSs. In our setup there is a total of three VLANs (VLAN 201, 202, 203), that correlates to
three enforcement profiles.

After the enforcement profiles for the VLAN are configured, the actual enforcement policy can be configured. The enforcement
policy configuration in ClearPass Policy Manager defines if Axis devices are granted access to HPE Aruba Networking powered
networks based on four example policy profiles.

©) ClearPass Policy Manager - Ak X 4 == 2 X
€« C A Intesiker | hitps://172.25.201.120/tips/tipsContent.action? .action%3FcontextData%3D3004 % 0O &
aruba ClearPass Policy Manager Menu =—=

~ = Dashboard L] Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201
[Z] Monitoring i Enforcement Profiles - Allow_VLAN_201

- - =
4%, Configuration Q m Profile  Attributes

£} Service Templates & Wizards

profile:
£3 Services
5 & Authentication Name: Allow_VLAN_201
7 R Identity Description:
+ [ posture Typer T
- $ Enforcement E
i Action Accept
{3 Policies
Device Group List: 1. Switches
e ors}
+}- g Network Attributes:

£} Network Scan
£} Policy simulation

1. | Radius:IETF Session-Timeout = 10800
| 2. | radius:eTF Termination-Action = RADIUS-Request (1)
3. | Radius:IETF Tunnel-Type = VLAN (13)
4. | Radius:IETF Tunnel-Medium-Type = IEEE-202 (6)
5. Radius:IETF Tunnel-Private-Group-Id = 201
< Back to Enforcement Profiles [ Save |
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:08:57 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

An example enforcement profile to allow access to VLAN 201.

12
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TR
Q ClearPass Policy Manager - Arub- X 4
€ C A Intesaker | httpsy//172.25.201.120/tips/tipsContent.action#tipsEditEnforcementPolicy.action%%3FeontextData%3D3007 2 % O =2
arvba ClearPass Policy Manager L —
Dashboard PY configuration » Enforcement » Policies » Edit - Axis Radius policy
B i Enforcement Policies - Axis Radius policy
iy Sonfiauration & m Enforcement  Rules
{3 Service Templates & Wizards
Enforcement:
{3 Services
4 % Authentication Name: Axis Radius policy
# £ Identity Description:
51 B Posture Enforcement Type RADIUS
- § Enforcement =
Default Profile: Allow_VLAN_203
el
£ Profiles Rules:
) 4 Network Rules Evaluation Algorithm:  First applicable
9 NEFWW‘ st Conditions Actions
43 palloy;Simulation, (Certificate: Issuer-CN ¢ Axis device ID Intermediate CA)
| (Certificate:Issuer-0 1LS Axis Communications AB)
| b ¢ :
5 kcertjfjmte EUE!E(I 0 S mxis Communications aB) il A 504
(Certificate: Subject-L Lund)
(Certificate: Subject-C SE)
(Connection:Client-Mac-Address-NoDelim 9%{Certificate: Subject-serialNumber})
(Certificate:Issuer-CN Production CA Certificate)
2 (Certificate: Subject-CN % Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Authorization: [Endpoints Repository]:Device Name 5 AXIS OS version unsupported)
(Certificate: Issuer-CN Production CA certificate)
3 (Certificate: Subject-CN 5 %{Connection: Client-Mac-Address-NoDelim}) Allow_VLAN_202
(Authorization: [Endpoints Repository]:Device Name S AXIS OS version supported)
U R e [Fses]
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:49:09 CET ClearPass Policy Manager 6.9.12,136929 on CLABV (Trial Version) platform

The enforcement policy configuration in ClearPass Policy Manager.

The four enforcement policies and their actions are listed below:

Denied network access

Access to the network is denied when no IEEE 802.1X network access control authentication is performed.
Guest-network (VLAN 203)

The Axis device is granted access to a limited, isolated network if the IEEE 802.1X network access control authentication fails. Manual
inspection of the device is required to take appropriate actions.

Provisioning network (VLAN 201)

The Axis device is granted access to a provisioning network. This is to provide Axis device management capabilities through
AXIS Device Manager and AXIS Device Manager Extend. It also makes it possible to configure Axis devices with AXIS OS updates,
production-grade certificates, and other configurations. The following conditions are verified by ClearPass Policy Manager:

e The Axis device's AXIS OS version.

e The MAC-address of the device matches the vendor-specific Axis MAC-address scheme with the serial number attribute
of the Axis device ID certificate.

® The Axis device ID certificate is verifiable and matches the Axis-specific attributes such as issuer, organization, location,
and country.

Production network (VLAN 202)

The Axis device is granted access to the production network where the Axis device should operate. Access is granted after
the device provisioning is completed from within the provisioning network (VLAN 201). The following conditions are verified
by ClearPass Policy Manager:

® The MAC-address of the device matches the vendor-specific Axis MAC-address scheme with the serial number attribute
of the Axis device ID certificate.

e The Axis device's AXIS OS version.

* The production-grade certificate is verifiable by the trusted certificate store.

13
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Authentication method configuration

In the authentication method it's defined how an Axis device attempts to authenticate against the network. The preferred method
of authentication should be IEEE 802.1X EAP-TLS since Axis devices with support for Axis Edge Vault come with IEEE 802.1X
EAP-TLS enabled by default.

Q) ClearPass Policy Manager - Ak X+

€ > C A Intessker | hi#pe//172.25.201.1 ip: action 2 % O & :

| Edit Authentication Method

Name: |Axis EAP TLS

Description: ‘Defanh settings for EAP-TLS

Type: EAP-TLS

Method Details
Session Resumption: Enable
Session Timeout: 6 Jhours
Authorization Required: Oenable
Certificate Comparison:
Verify Certificate using OCSP.
Override OCSP URL from Client: (] Enable
OCSP URL:

The authentication method interface of ClearPass Policy Manager where the EAP-TLS authentication method for Axis devices is defined.

Service configuration

On the Services page, the configuration steps are combined into one single service that handles the authentication and authorization
of Axis devices in HPE Aruba Networking powered networks.

14
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T = Dashboard

[ Monitoring

- -
7, Configuration

{3 Service Templates & Wizards
!
+ & Authentication
# £ Identity
= M Posture
+ § Enforcament
1 v Network
43 Network Scan
£% Policy Simulation

Administration

© Copyright 2022 Hewlett Packard

Q ClearPass Policy Manager - Ak X 4 e - o X
3 [¢] A Inte saker | hitpsy//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3001 e ¥ o& H
aruba ClearPass Policy Manager Menu =

P configuration » Services » Edit - Axis 802.1X Wired

i Services - Axis 802.1X Wired

©  summary | serviee | ication  Roles

Name: [Aoxis 8021 Wired ]
Description: o authenticate users to any wired
network via 802.1X.
4
Type: 802.1% Wired
Status: Enabled
Monitor Mode: [ Enable to monitor network access without enforcement
More Options: O Authorization [ posture Compliance [ Audit End-hosts [ Profile Endpoints [J Aceounting Proxy

Service Rule

Matches O ANY or @ ALL of the following conditions:

| Operator

1. | Radius:IETF NAS-Port-Type EQUALS Ethernet (15) N
Login-User (1), Framed-User (2), _
2. | Radius:IETF Service-Type BELONGS_TO a ) @ By @

Authenticate-Only (8)

3. | Click to add.

€ Back to Services

[ cory Jsovs I Coner |

Enterprise Development LP Dec 28, 2022 09:41:27 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

o|

A dedicated Axis services is created that defines IEEE 802.1X as connection method.

© Copyright 2022 Hewlett Packard

v - a X
Q ClearPass Policy Manager - Ak X 4
& G A Inte saker | hitps//172.25.201.120/tips/tipsContent.action#tipsEditService.actiond:3FcontaxtData%3D3001 2 v O 2 :
aruba ClearPass Policy Manager L —
Dashboard [) configuration » Services » Edit - Axis 802.1X Wired
e —— i Services - Axis 802.1X Wired
- -
RivSonfouration Summary  Sel Pl Roles  Enforcement
£} Service Templates & Wizards —
Authentication Methods: |Axis EAP TLS Add New Authentication Method
B ‘
= & Authentication —_—
=+ Identity J
= Posture J
= §¥ Enforcement J
=4 Network J
£% Network Scan
£% Policy Simulation [Selectto Add~ ]
Authentication Sources: [Endpoints Repository] [Local SQL DB] Add New Authentication Source
i)
| )
J
J
J
[~Select to Add— ~]
Strip Username Rules: [ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
Service Certificate: [~Select to Add— ~] View Certificate Details

< Back to Services =3 =3

Enterprise Development LP Dec 28, 2022 09:41:41 CET Clearpass Policy Manager 6.9.12,136929 on CLABV (Trial Version) platform

o

In the next step, the earlier created EAP-TLS authentication method is configured to the service.

15
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TR
Q ClearPass Policy Manager - Arub- X 4
€ C A Intesaker | &ttpsy//172.25.201.120/tips/tipsContent.action#tipsEditService.actiong3FcontextData%3D3001 2 % O =2
arvba ClearPass Policy Manager L —
=" Dashboard ] configuration » Services » Edit - Axis 802.1X Wired
[] Monitoring i Services - Axis 802.1X Wired
3 i s
eironfinumtion ©  Summary Service Authentication Roles
{3 Service Templates & Wizards
Q Use Cached Results: [0 use cached Roles and Posture attributes from previous sessions
4 G Authentication Enforcarment Halicys [Axis Radius policy ~] Add New Enforcement Policy
4 Identit,
= 4 Enforcement Policy Details
= M Posture
+ & Enforcement Defoiption
1wk Network Default Profile: Allow_VLAN_203
fault Profil I
{3 Network Scan Rules Evaluation Algorithm:  first-applicable
3 Policy Simulation
Conditions Enforcement Profiles
(Certificate:1ssuer-CN 0 S Axis device ID Intermediate CA)
(Certificate:Issuer-0 Axis Communications AB)
| + (Certificate: Subject-0 Axis Communications AB) _—
(Certificate:Subject-L. LS Lund)
(Certificate:Subject-C £QUALS SE)
(Connection: Client-Mac-Address-NoDelim %{Certificate:Subject-serialNumber})
(Certificate:1ssuer-CN Production CA Certificate)
21 (Certificate: Subject-CH %{Connection: Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Authorization: [Endpoints Repository]:Device Name E£Q AXIS OS version unsupported)
(Certificate:Issuer-CN TAINS Production CA certificate)
3 4 (Certificate: Subject-CH %< Connection: Client-Mac-Address-NoDelim}) Allow_VLAN_202
(Authorization: [Endpoints Repository]: Device Name EQUALS AXIS OS version supported)
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:51:01 CET ClearPass Policy Manager 6.9.12,136929 on CLABV (Trial Version) platform

In the last step, the earlier created enforcement policy is configured to the service.

HPE Aruba Networking access switch

Axis devices are either directly connected to PoE-capable access switches or via compatible Axis PoE midspans. To securely onboard
Axis devices into HPE Aruba Networking powered networks, the access switch needs to be configured for IEEE 802.1X communication.
The Axis device relays IEEE 802.1x EAP-TLS communication to ClearPass Policy Manager that acts as a RADIUS server.

Note

A periodic re-authentication of 300 seconds for the Axis device is configured as well to increase overall port-access security.
Refer to the below example global and port configuration for HPE Aruba Networking access switches.
radius-server host MyRADIUSIPAddress key "MyRADIUSKey"

aaa authentication port-access eap-radius

aaa port-access authenticator 18-19

aaa port-access authenticator 18 reauth-period 300
aaa port-access authenticator 19 reauth-period 300
aaa port-access authenticator active

Configuration Axis

Axis network device

Axis devices with support for Axis Edge Vault are manufactured with a secure device identity, called Axis device ID. The Axis device
ID is based on the international IEEE 802.1AR standard, which defines a method for automated, secure device identification and
network onboarding through IEEE 802.1X.
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oo/

£ & — (e

Axis devices are manufactured with the IEEE 802.1AR-compliant Axis device ID certificate for trusted device identity services

1 Axis device ID key infrastructure (PKI)
2 Axis device ID

The hardware-protected secure keystore provided by a secure element of the Axis device is factory provisioned with a
device-unique certificate and corresponding keys (Axis device ID) that globally can prove the authenticity of the Axis device. The
Axis Product Selector can be used to learn which Axis devices have support for Axis Edge Vault and Axis device ID.

Note
The serial number of an Axis device is its MAC-address.
AXISa AXIS Q1656 Box Camera @5 o R
&5 Status
v Video v Certificates
@ PTZ . p—
Add certificate | v
b Audio v
N Ty
@ Recordings O veme e
# Apps [ s device ID ECC-P256 (802.1AR) Client-server
& system ~
[0 Axis device ID RSA-2048 (8021AR) Cliem-server
¥ Date and time
@ Network D Axis device ID RSA-4096 (802.1AR) Client-server
&) ey | [ Auis device ID Intermediaze CAECC 2 A

The certificate store of the Axis device in factory defaulted state with Axis Device ID.

The IEEE 802.1AR-compliant Axis device ID certificate includes information about the serial number and other Axis-vendor specific
information. The information is used by ClearPass Policy Manager for analysis and decision making to grant access to the network.
Please refer to the below information that can be obtained from an Axis device ID certificate

'Axis Communications AB",
: "axis-b8a44f279511-eccp256-1",
"serialNumber": "b8a44f279511",

Country SE
Location Lund
Issuer Organization Axis Communications AB

17
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Issuer Common Name Axis device ID intermediate

Organization Axis Communications AB

Common Name axis-b8a44f279511-eccp256-1

b8a44279511

Serial Number

The common name is constructed by a combination of Axis company name, the serial number of the device followed by the crypto
algorithm (ECC P256, RSA 2048, RSA 4096) used. Since AXIS 0S 10.1 (2020-09), IEEE 802.1X is enabled by default with the Axis
device ID pre-configured. This enables the Axis device to authenticate itself onto IEEE 802.1X-enabled networks.

AXISa AXIS Q1656 Box Camera ez 0B
= Status o [EEEB021x
Connecting
O« Video v
Client certificate () EAPOL Version
@ PTZ
‘ Axis device ID RSA-2048 (802.1AR) - ‘ [OR
b Audio v 02
CA certificates @
@ Recordings @ 3
| No ca certificate selected - |
® Apps Use IEEE 802.1x
£AP dentity
& System ~
axis-b8a44f27a03a
¥ Date and time
& Netwark
@ Ssecurity l

The Axis device in factory defaulted state with IEEE 802.1X enabled and Axis Device ID certificate pre-selected.
AXIS Device Manager

AXIS Device Manager and AXIS Device Manager Extend can be used on the network to configure and manage multiple Axis devices in
a cost-effective way. AXIS Device Manager is a Microsoft Windows®-based application that can be installed locally on a machine in

the network, while AXIS Device Manager Extend relies on cloud infrastructure to do multi-site device management. Both offer easy
management and configuration capabilities for Axis devices such as:

® |[nstallation of AXIS OS updates.

Apply cybersecurity configuration such as HTTPS and IEEE 802.1X certificates.

* Configuration of device-specific settings such as images settings and others.

18
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Secure network operation - IEEE 802.1AE MACsec

To watch this video, go to the web version of this document.

help.axis.com/?&tpiald=Etsection=secure-network-operation-ieee-802-1ae-macsec

Zero-trust network encryption with IEEE 802.TAE MACsec layer-2 security

IEEE 802.1AE MACsec (Media Access Control Security) is a well-defined network protocol that cryptographically secures
point-to-point Ethernet links on network layer 2. It ensures the confidentiality and integrity of data transmissions between two hosts.

The IEEE 802.1AE MACsec standard describes two modes of operation:
e Manually configurable Pre-Shared Key/Static CAK mode
e Automatic Master Session/Dynamic CAK mode using IEEE 802.1X EAP-TLS

Supplicant Authenticator Radius Server

\ 4

A

802.1x Authentication

A

MACSec encrypted

In AXIS 0S 10.1 (2020-09) and later, IEEE 802.1X is enabled by default for devices that are compatible with Axis device ID. In

AXIS 0S 11.8 and later, we support MACsec with automatic dynamic mode using IEEE 802.1X EAP-TLS enabled by default. When you
connect an Axis device with factory default values, IEEE 802.1X network authentication is performed and when successful, MACsec
Dynamic CAK mode is tried as well.

The securely stored Axis device ID (1), an IEEE 802.1AR-compliant secure device identity, is used to authenticate into the network (4,
5) through IEEE 802.1X EAP-TLS port-based network access control (2). Through the EAP-TLS session, MACsec keys are exchanged
automatically to set up a secure link (3), protecting all network traffic from the Axis device to the HPE Aruba Networking access switch.
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IEEE 802.1AE MACsec requires both HPE Aruba Networking access switch and ClearPass Policy Manager configuration preparations.
No configuration is required on the Axis device to allow IEEE 802.1AE MACsec encrypted communication via EAP-TLS.

If the HPE Aruba Networking access switch doesn't support MACsec using EAP-TLS, then the Pre-Shared Key mode can be used and
manually configured.

HPE Aruba Networking ClearPass Policy Manager
Role and role mapping policy

= B¢
Q app20 t el

€& > C A Intesaker | hups//172.25.201.120/tips/tipsContent.action#tipsRoles.action 2 % O & @

| Edit Role

Role ID: 3001

Name: [BxisDevicd

Description:

4

Add a role name for Axis devices. The name is the port access role name in the access switch configuration.
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.}, Configuration

£x Service Templates & Wizards
£y Services
=1 & Authentication
£} Methods
{3 Sources
= & Identity
£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
I8Role appings|
1M posture
{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£} Policies
L4 Profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

Q app20 L
& C A Intesaker | hetpsy//172.25.201.120/tips/tipsContent.action#tipsEditRoleMappingPolicy.action%3F contextData%3D3001
aruba ClearPass Policy Manager

=L pashboard ] configuration » Identity » Role Mappings » Edit - Axis Role Mapping
[l Monitoring i Role Mappings - Axis Role Mapping

O [ oty mapping Rles

Policy:
Policy Name: Axis Role Mapping
Description

Default Role: [Guest]

Mapping Rules:

Rules Evaluation Algerithm: Evaluate all

Conditions

1. | (Authentication:Full-Username BECGINS WITH axis-00408c)

(Authentication:Full-Username axis-acccge)

3.| (Authentication:Full-Username H axis-bBaddf)

¢ Back to Role Mappings

Role Name

AxisDevice
AxisDevice

AxisDevice

[ Copy <o W Coner

#7 Administration o

(© Copyright 2023 Hewlett Packard Enterprise Development LP

QOct 26, 2023 05:08:20 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Add an Axis role mapping policy for the earlier created Axis device role. The conditions defined are required for a device to be
mapped to the Axis device role. If the conditions aren't met, the device becomes a part of the [Guest] role.

By default, Axis devices use the EAP identity format "axis-serialnumber”. The serial number of an Axis device is its MAC-address.
For example "axis-b8a44f45b4e6".
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Service configuration

Q app20 x |+

<« C A Intesaker | hapsy//172.25.201.120/tips/tipsContentaction#tipsEditService.action%3F contextData%3D3001 * 0O
ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired

Services - Axis 802.1X Wired

aruvba

e i 5
mipsofoumtion H i e m Enforcement
£} Service Templates & Wizards =
Fod Services] Rol&KEnping Eolly, [Axis Role Mapping (2] Modify | Add New Role Mapping Palicy
-+ Authentication Role Mapping Policy Details
£ Methods
it Description:
ources
= Q 1dentity Default Role: [Guest]

{3 Single Sign-On (550} Rules Evaluation Algorithm: evaluate-all

£¥ Local Users -
{} Endpoints T = = = =
Bt T (Authentication:Full-Username ITH axis-00408c) AxisDevice
atic Host Lists

2. (Authentication:Full-Username H axis-acccse) AxisDevice
£} Roles
£3 Role Mappings 3. (Authentication:Full-Username BEG TH axis-bBaddf) AxisDevice

- M posture

£} Posture Policies
£3 Audit Servers
4y Agentless OnGuard
- & Enforcement
42 Policies
{3 Profiles
| *§- Network
£} Devices
4} Device Groups
£} Proxy Targets
£} Event Sources
£¥ Network Scan
£x Policy Simulation

# Administration o
Oct 26, 2023 05:09:16 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Add the earlier created Axis role mapping policy to the service that defines IEEE 802.1X as connec-
tion method for the onboarding of Axis devices.
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= U Dashboard

[Z] Menitoring

dq Configuration @

£x Service Templates & Wizards
1« B
=1 & Authentication
£} Methods
{3 Sources
= & Identity
£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
£3 Role Mappings
1M posture
{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£¥ Policies
£} Profiles
=/ ~4 Network
£} Devices
£} Device Groups

{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

Administration

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Q app20 x  +
<« C A Intesaker | hetpsy//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3F contextData%3D3001
aruba ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired
Services - Axis 802.1X Wired

Summary Service Authentication

O e |

(0 use cached Roles and Posture attributes from previous sessions

Use Cached Results:

Enforcement Policy:

[Axis Radius policy

Enforcement P

Description:
Default Profile; Allow_VLAN_203

Rules Evaluation Algorithm: evaluate-all

‘onditions

(Certificate:Issuer-CN AINS Axis device ID Intermediate CA)
D (Certificate:Issuer-O 415 Axis Communications AB)
(Certificate: Subject-0 FQUALS Axis Communications AB)
(Connection:Client-Mac-Address-NoDelim 5 %{Certificate: Subject-
serialNumber})
A (Tips:Role
(Certificate:Issuer-CN

AxisDevice)
ONTAINS Production CA)

LS AXIS OS version

AnD - {Authorization:[Endpoints Repository]:Device Name &0
2. unsupported)

(Certificate: Subject-CN ¢ I
(Tips:Role 5 AxisDevice)
(Certificate:Issuer-CN v 5 Production CA)

O (Authorization: [Endpoints Repository]:Device Name EOUALS AXIS OS version

S Production XYZ)

3.  supported)
D (Certificate:Subject-CN CONTAINS Production XYZ)
(Tips:Role EQUALS AxisDevice)

€ Back to Services

Qct 26, 2023 05:11:50 UTC

Add New Enforcement Palicy

Details

Enforcement Profiles

Allow_VLAN_201

Allow_VLAN_201

Allow_VLAN_202

[ o W Cory Jsovo I Corce ]

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Add the Axis role name as a condition to the existing policy definitions.

23




HPE Aruba Networking

Secure network operation - IEEE 802.1AE MACsec

Enforcement profile

- - 5
i, Configuration Om Profile  Attributes

Q app20 x|+
<« C A Intesiker | hitps//172.25.201.120 ftips/tipsContent.action#tipsEditEnforcementProfile.action%3FcontextData%3D3004
aruba ClearPass Paolicy Manager

— Dashboard [J Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201
[ Monitoring Ll Enforcement Profiles - Allow_VLAN_ 201

4} Service Templates & Wizards

Profile:
£x Services
-1 & Authentication Name: Allow_VLAN_201
£} Methods Description
£} Sources Type: RADIUS
= R Identity actt e
ction: ceept
£} Single Sign-On (550)
e — Device Group List: 1. Switches
£3 Endpoints Attributes:
£} Static Host Lists
£3 Roles
1. | Radius:IETF
£} Role Mappings
2. | Radius:IETF
- M posture i
£} Posture Policies 3. | Radius:IETF
£} Audit Servers 4. | Radius:IETF
{3 Agentless OnGuard | 5. | Radius:IETE
= § Enforcement 6. | Radius:Aruba
{3 Policies
&
= 4« Network
£} Devices

£% Device Groups
£} Proxy Targets
¥ Event Sources
£ Metwork Scan
£x Policy Simulation

€ Back to Enforcement Profiles
#7 Administration o

Session-Timeout
Termination-Action
Tunnel-Type
Tunnel-Medium-Type
Tunnel-Private-Group-Id

Aruba-User-Role

© Copyright 2023 Hewlett Packard Enterprise Development LP Qct 26, 2023 05:13:21 UTC

10800

RADIUS-Request (1)
VLAN (13)
IEEE-802 (6)

201

AxisDevice

[ Copy s W Concor

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Add the Axis role name as attribute to the enforcement profiles that are assigned in the IEEE 802.1X onboarding service.

HPE Aruba Networking access switch

In addition to the secure onboarding configuration described in HPE Aruba Networking access switch on page 16, refer to the below
example port configuration for the HPE Aruba Networking access switch to configure IEEE 802.1AE MACsec.

macsec policy macsec-eap
cipher-suite gcm-aes-128

port-access role AxisDevice
associate macsec-policy macsec-eap
auth-mode client-mode

aaa authentication port-access dotlx authenticator

macsec
mkacak-length 16
enable
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Legacy onboarding - MAC authentication

You can use MAC Authentication Bypass (MAB) to onboard Axis devices that don't support IEEE 802.1AR onboarding with the Axis
device ID certificate and IEEE 802.1X enabled in factory default state. If 802.1X onboarding fails, ClearPass Policy Manager validates
the Axis device's MAC address and grant access to the network.

MAB requires both access switch and ClearPass Policy Manager configuration preparations. On the Axis device, no configuration is
required to allow MAB for onboarding.

HPE Aruba Networking ClearPass Policy Manager

Enforcement policy

The enforcement policy configuration in ClearPass Policy Manager defines if Axis devices are granted access to HPE Aruba Networking
powered networks based on the following two example policy conditions.

v - O
Q app20 X +
&« C A Intessker | hitps//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3006 e A 0O &
arvba ClearPass Policy Manager Menu ==
Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
[l Monitoring Services - Axis 802.1X Wired - Mac Authentication
& i o}
RRySonfiouration ' summary Service Authentication Roles
{x Service Templates & Wizards = K K K
0 Use Cached Results: [J use cached Roles and Posture attributes frem previous sessions
ervices
- & Authentication Enfarcement Folicy: [Axdis MACT ication Policy ~] Add New Enforcement Policy
Method
g z SIOCE Enforcement Policy Details
ources
- Q 1dentity Description:
£} Single Sign-On (S50} Default Profile: [Deny Access Profile]
£¥ Local Users Rules Evaluation Algorithm:  evaluate-all
{4 Endpoints
et ok S Conditions. Enforcement Profiles
2 Rol (Date:Day-of-Week GEL _70 Monday, Tuesday, Wednesday, Thursday, Friday)
Ty i O (Date:Time-of-Day RANGE 09:00:00,17:00:00) Allow_VLAN_203
1% Role Mappings D ({Connection:Client-Mac-Vendor = 5 Axis Communications AB)
= M Posture
4} Posture Policies
£¥ Audit Servers
{3 Agentless onGuard
- & Enforcement
¥ Policies
£y profiles
= s Network
£} Devices
% Device Groups
£} Proxy Targets
£} Event Sources
£ Network Scan
£x policy Simulation
€ Back to Services =3

#2 Administration o

(© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:57 UTC

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Denied network access

When the Axis device doesn't meet the configured enforcement policy, it's denied access to the network.
Guest-network (VLAN 203)
The Axis device is granted access to a limited, isolated network if the following conditions are met:

® |t's a weekday between Monday and Friday

® |t's between 09:00 and 17:00
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e The MAC address vendor matches with Axis Communications.

Since MAC addresses can be spoofed, access to the regular provisioning network isn't granted. We recommend that you only use MAB
for initial onboarding, and to manually inspect the device further.

Source configuration

On the Sources page, a new authentication source is created to allow only manually imported MAC addresses.

£} Device Groups
42 Proxy Targets
£% Event Sources
£ Network Scan
£x Policy Simulation

Administration

v - O X
Q app20 x |+
<« C A Intesaker | https//172.25.201.120/tips/tipsContentaction#tipsAuthSources.action @ % O &
aruba ClearPass Policy Manager Menu ==
=Y Dashboard Configuration » Authentication » Sources
— o Add
[l Monitoring Authentication Sources "'l .
mpol
%, Configuration © § EXED e Al
¥ Service Templates & Wizards An authentication source is the identity store (Active Directory, LDAP directory, etc.) against which users and devices are authenticated.
£ Services
= %Aut(h;r\tic:t\jn Filtor: iawe ~|[contains v Clear Filter Show records
Methods
)Ck # Name . Type scription
= Q Identity 1 0 [Admin User Repository] Local SQL DB Authenticate users against Palicy Manager admin user database -
£} single sign-on (ss0) .. IR E—— P—— ?:‘:Ze\:tni‘ai:hase with users who have exceeded bandwidth or session
£} Local Users =
" 2 ( Endpoints Repositol Local SQL DB Authenticate endpoints against Policy Manager local database
£ Endpoints P i LY. P ' Y 9
Static Host Lists 4. | O [Guest Device Repository] Local SQL DB Authenticate guest devices against Policy Manager local database
e
£¥ Roles 55 O [Guest User Repesitory] Local SQL DB Authenticate guest users against Policy Manager local database
pository g g ¥ g
£} Role Mappings 6. O [Insight Repository] Local SQL DB Insight database with session information for users and devices
-/ Post =
B “(;”E 7 O [Local User Repository] Local SQL DB Authenticate users against Policy Manager local user database
posture Policies —
Bt 8. | O [onboard Devices Repository] Local SQL DB Authenticate Onboard devices against Policy Manager local database
udit Servers
£3 Agentless onGuard 9. [0 [Secial Login Repository] Local SQL DB Authenticate users against Policy Manager social login database
= & Enforcement 10. | O [Time Source] Local SQL DB Authorization source for implementing various time functions
{3 policies i1, O  [Zone Cache Repository] HTTP Access attributes cached by Context Server Actions in previous sessions -
£ Profiles )
Showing 1-11 of 11 Copy Delete
=1 ~§- Network
3 Devices

(© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:13:53 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Q app20 x  +
& > C A intesaker | hitps//172.25.201.120/tips/tipsContent action#tipsAddAuthSource.action

aruba ClearPass Policy Manager

Dashboard [] Configuration » Authentication » Sources » Add

[l Monitoring i Authentication Sources
phigsoationmtion 2 m Static Host Lists  Summary
¥ Service Templates & Wizards —
& sl Name: [Axis Devices ]
= %Authentication Description: C addresses of Axis devices in use.
£} Methods r 4
b
i Type:
4} Single Sign-On (SS0) Use for Authorization: Enable to this Aut! tch role mapping al
¥ Local Users Authorization Sources:
£ Endpoints J
£} Static Host Lists s |
£¥ Roles =
{4 Role Mappings
- Posture

{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£¥ Policies
£} Profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

4 Back to Authentication Sources

¥ Admi

stral

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:21:23 UTC

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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voo— o X
Q app20 t el

€& > C A intessker | htps//172.25.201.120/tips/tipsContentaction#

| Add static Host List

Name: Axis devices

Description:

Host Format: O Subnet
O Regular Expression
® List

Host Type: O 1p Address
® MAC Address

Host Entries

# Address Description
1. O B8-A4-4F-45-B4-E6 Axis Device 1
2. (O B8-A4-4F-45-B4-E7 Axis Device 2
3. (O B8-A4-4F-45-B4-E8 Axis Device 3

aceress: [—

Description:

4

A static host list, which contains Axis MAC addresses, is created.
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v - o X
Q app20 t el
< C A Intesaker | heps//172.25.201.120/tips/tipsContent.action# e S O &
aruba ClearPass Policy Manager M =
=L pashboard [ configuration » Authentication » Sources » Add
[ Monitoring i Authentication Sources
4, Configuration @ List "Axis devices" added successfully
£} Service Templates & Wizards
£ services
~} & Authentication MAC Address Host Lists: [Axis devices Add New Static Host List
Pl Sources| -
Mod
= & Identity

£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
{3 Role Mappings
1M posture
¥ Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£} Policies
£ profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

€ Back to Authentication Sources [ save |
#7 Administration o

(© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:20:34 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Service configuration

On the Services page, the configuration steps are combined into one single service that handles the authentication and authorization
of Axis devices in HPE Aruba Networking powered networks.
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authentication

Configuration » Services

Services

[l Menitoring
4, Configuration @

£} Service Templates & Wizards
I rvices]

Q app20 x  +
<« C A Intesaker | hetpsy//172.25.201.120/tips/tipsContent.action#tipsServices.action
aruba ClearPass Policy Manager

Dashboard

s
= & Authenticati
Sadiiantcatan Filter:[Name

Clear Filter

~][contains ]

£} Methods
{3 Sources
= & Identity
£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
{3 Role Mappings
1M posture
¥ Posture Policies
£} Audit Servers

Order

2
3
4
5
6
7
8
9

el B W o R WS R
0|0|0[0|0|o| 0|0

[m]

Name

Axis 802.1X Wired RADIUS
Axis 802.1X Wired - Mac Authentication RADIUS
Test_Service RADIUS
[Policy Manager Admin Network Login Service] TACACS+
[AirGroup Authorization Service] RADIUS
[Aruba Device Access Service] TACACS+
[Guest Operator Logins] Application
[Insight Operator Logins] Application
[Device Registration Disconnect] WEBAUTH

o Add
& Import
& Export All

This page shows the current list and order of services that ClearPass follows during authentication and authorization.

Show

Wi Count for

Template

Hit Count Status

802.1X Wired

MAC Authentication

802.1X Wired

TACACS+ Enforcement

RADIUS Enforcement ( Generic )
TACACS+ Enforcement

Aruba Application Authentication

Aruba Application Authentication

000000000

Web-based Authentication

{3 Agentless OnGuard
- § Enforcement

£¥ Policies

¥ profiles
=/ ~4 Network

£} Devices

£ Device Groups

Showing 1-9 of 9

{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

Administration

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Qct 26, 2023 05:34:53 UTC

Copy Export Delete

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Q app20 x  +
<« C A Intesaker | hetpsy//172.25.201.120tips/tipsContent.action#tipsEditService.action%3F contextData%3D3006
aruba ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

Services - Axis 802.1X Wired - Mac Authentication

Dashboard

[Z] Menitoring

& 3 >
442, Configuration @ Roles

¥ Service Templates & Wizards

Name: [Axis 802.1X Wired - Mac icati ]
B Services|
= %Authentication Description: © authenticate guest devices based on
o heir MAC address.
Methods
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£} Sources
=1 R Identity Type: MAC Authentication
Status: Disabled

£¥ Single Sign-On {SS0)

£} Local Users (0 Enable to monitor network access without enforcement
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£¥ Policies
¥ profiles
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£} Devices
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ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

A dedicated Axis service that defines MAB as connection method is created.
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Iy services| uthentication Methads:  [[Allow All MAC AUTH] Add New Authentication Method

=1 & Authentication |
£} Methods o MoveDown |
{3 Sources leBotmiis |
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The pre-configured MAC authentication method is configured to the service. Also, the previously created authentication
source which contains a list of Axis MAC addresses is selected.

Axis Communications uses the following MAC address OUls:
®  B8:A4:4FXX:XX:XX
®  AA:C8:3EXXXX:XX
®  00:40:8C:XX:XX:XX

32



HPE Aruba Networking

Legacy onboarding - MAC authentication

Q app20 t el

< C A intessker | https//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3006 e % 0O &

aruba ClearPass Policy Manager Menu ==
E Dashboard Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
[Z] Monitoring Services - Axis 802.1X Wired - Mac Authentication

) i @
xhigSoniigmation ©  Summary Service Authentication Roles

£¥ Service Templates & Wizards = : = =
" Use Cached Results: (0 Use cached Roles and Posture attributes from previous sessions
I rvices]

Enforcement Policy: [Axis MAC Sl Py Bl wodity | Add New Enforcement Palicy

=1 & Authentication
£} Methods
{3 Sources

= & Identity
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Description:
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{3 Proxy Targets
£} Event Sources
£ Network Scan
£x Policy Simulation

#7 Administration o
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In the last step, the previously created enforcement policy is configured to the service.

HPE Aruba Networking access switch

In addition to the secure onboarding configuration described in HPE Aruba Networking access switch on page 16, refer to the below
example port configuration for the HPE Aruba Networking access switch to allow for MAB.

aaa port-access authenticator 18 tx-period 5
aaa port-access authenticator 19 tx-period 5
aaa port-access authenticator 18 max-requests
aaa port-access authenticator 19 max-requests
aaa port-access authenticator 18 client-limit
aaa port-access authenticator 19 client-limit
aaa port-access mac-based 18-19

aaa port-access 18 auth-order authenticator mac-based
aaa port-access 19 auth-order authenticator mac-based
aaa port-access 18 auth-priority authenticator mac-based
aaa port-access 19 auth-priority authenticator mac-based

= w Ww
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