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Q) ClearPass Policy Manager - Ak X+

€ = C A Intesiker | hitpsy/172.25.201.120/tips/tipsContent.action# e« 0O 2

| Add Certificate

Certificate File: Valjfil | Axis_device_ID_Int..e_CA_ECC_1.pem

Usage:

Remove

Selectto Ado— 9
Add Centificate

AXISIETB DIEEE 802, 1ARFFBFZ %,  Aruba ClearPass Policy ManagerdD1S#8 TEBAFBFZX f 717 v 70— R LE T,

T
Q ClearPass Policy Manager - Ak X+
€ = C A Intessker | hips//172.25.201.120/tips/tipsContent.action#tipsCertTrustList.action e« 0O 2
aruvba ClearPass Policy Manager L —
1= Dashboard Py Administration » Certificates » Trust List
s = = ¥ Add
(s i Certificate Trust List -
%, Configuration Bd  7his page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.
4* Administration ©|
P Clearpass portal Filter: [Subject ][ contains v | axis device 1 Clear Filter Show records
51 & Users and Privileges Subject * validity Enabled
[+ I} Server Manager
=Axis device ID Roo ,@=Axis Communications ali nable
:Et i 4 i O CN=Axis device ID Root CA RSA,0=Axis C ications AB EAP Valid Enabled
4 12 External Servers
2 CN=Axis device ID Root CA ECC,0=Axis Communications AB EAP Valie Enable
P External Accounts a e : el a bicd
g i ] =Axis device ID Intermediate ,0=Axis Communications ali nable
2 Certificates 3 O cN=Axis device ID Intermediate CA RSA 2,0 =Axis C ications AB EAP Valid Enabled
Certificate Store 4. CN=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB EAP Valis Enable
u] is devi di i icati lid bled
O st List] = [0 cN=Axis device ID Intermediate CA ECC 2,0=Axis Communications AB EAP valid Enabled
" Revocation Lists 6. O CN=Axis device ID Intermediate CA ECC 1,0 =Axis Communications AB EAP valid Enabled
L] Dictionaries
5 % Agents and Software Updates lieginatetiols [ Deiete |
i+ % Support
© Copyright 2022 Hewlett Packard Enterprise Development LP Nov 25, 2022 08:48:50 CET ClearPass Policy Manager 6.9.12,136929 on CLABV (Trial Version) platform
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3. RADIUSEBEMEIE. HEDAX A v FDIEEE 802 IXHEM & —HEL HREN DYV E T,

]
{3 Device Groups
{3 Proxy Targets
{3 Event Sources
£3 Network Scan
£ Policy Simulation

# Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP

Dec 28, 2022 09:01:17 CET

v - O x
Q) ClearPass Policy Manager - Ak X+
€ = C A Intesiker | hitpsy/172.25.201.120/tips/t Devices.action e O 2
aruvba ClearPass Policy Manager Menu =
Dashboard P configuration > Network » Devices
= s . -
| (2 Menitoring M Network Devices z f:‘;m
4% Configuration 2 2 Export All
4 Service Templates & Wizards @ Discovered Devices
£3 Services A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
& Authentication
i g“’e"t“v i s | [contams < ( ) Clear Filter Show records
+] Posture
i & Enforcement # B Name . 1P or Subnet Address Device Groups Description
=+ Network Copy Export | | Delete

ClearPass Policy Manager 6.9.12,136929 on CLABV (Trial Version) platform

ClearPass Policy ManagerdD IS8 X e R v F T — O RE 1T >X—71—X,

Q) ClearPass Policy Manager - Ak X+

€ > C A Intesaker | hips//172.25.201.120/tips/tipsContent.action#

| Add Device

SNMP Read Settings ~ SNMP Write Settings  CLI Settings  OnConnect Enforcement  Attributes

Name:

IP or Subnet Address:

Description:

RADIUS Shared Secret:
TACACS+ Shared Secret:

Vendor Name:

Enable RADIUS Dynamic Authorization:
Enable RadSec:

swoa

172.25.200.13
(e.g., 192.168.1.10 or 192.168.1.1/24 or 2001:db8:a0b:12f0::1 or 2001:db8:a0b:12f0::1/64)

g

 —

Verify:
Verify:

—
iin]
(m]

[ada W Concel

ERETES Ry f T—2REE L THPE Aruba Networking 77 2 4 X X 1 v 7% ClearPass Policy Manager/C 8117 L &
T RADIUSHB#ENL. tFEDI 1 v FDIEFEBO2IXRE S —H I EBLEDH ST LIFEL T /ZX0,
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Q ClearPass Policy Manager- Ak % + e X
€ C A Intesaker | &itps//172.25.201.120/tips/tipsContent.action# 2 % 02 i
aruvba ClearPass Policy Manager L —

=" Dashboard B] configuration » Network » Devices
L — § Network Devices & hdd
& Import
b i
Fey onfiguration © & Export Al
£} service Templates & Wizards & Discovered Devices
£ Services Device SW04 added
+ & Authentication %
Q rdentit A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
o entity
= M Posture
5 & Enforcement Filter:[Name. ~|[contains « ) [ records
=+ Network # Name 4 1P or Subnet Address Device Groups
feJvevices| 1 O swos 172.25.200.13
{3 Device Groups -
{4 Proxy Targets Showing 1-1 of 1 Del |
£} Event Sources
£ Network Scan ‘
£ policy Simulation
Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:02:33 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
= ™ > 0 J— 2 NE n /f- /)
IDDEETESER Y T — O RELRTE 11/ ClearPass Policy Manager.,

Q) ClearPass Policy Manager- Ak X 4 = X
€ C A Intesaker | https//172.25.201.120/tips/tipsContent.action#tipsNADGroups.action 2 % 02 i
aruvba ClearPass Policy Manager L —

Dashboard Configuration » Network » Device Groups
[] Monitoring Network Device Groups ; f‘nj‘:m

3 " -

Fey Configuration © & Export All

13 Service Templates & Wizards Device Groups function as a component in service and role mapping rules. Device groups can also be associated with enforcement profiles.

{3 Services
-G Authentication Filter: [Nams ) contains ~( ) Clear Filter records
=+ Q Identity
5 B posture * Name . Format Description
+ $& Enforcement |
= - Network

£3 Devices
o]
£} Proxy Targets
£} Event Sources

£ Network Scan

3 policy Simulation

Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 08:57:07 CET ClearPass Policy Manager 6.9.12,136929 on CLABV (Trial Version) platform
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Q) ClearPass Policy Manager - Ak X+

€ = C A Intesiker | hitpsy/172.25.201.120/tips/tipsContent.action# e« 0O &2

| Add New Device Group

Name: Switches

Description: ’Ac:ess Switches

Format: O Subnet
O Regular Expression
@® vist

Available Devices (0) Selected Devices (1)
Filter

SW04[172.25.200.13]

ClearPass Policy ManagerD##g#E 0/ — 1, 15 IN/cR Y FT— 07 0 X ZEZEN L FT,

v - O x
Q) ClearPass Policy Manager - Ak X+
€ = C A Intesaker | hitps//172.25.201.120/tips/tipsContent.action# e« 0O &2
aruvba ClearPass Policy Manager L —
|- & Dashboard P configuration » Network » Device Groups
s o ¥ Add
I — M Network Device Groups z e
4% Configuration 2 £, Export All
13 Service Templates & Wizards Device Group "Switches" added successfully
£} Services
) Device Groups function as a component in service and role mapping rules. Device groups can also be associated with enforcement profifes.
% 9 Authentication
=+ Q Identity
= B posture Filter:[Name ][ contains v | ) Clear Filter Show records
i § Enforcement = B Name . Format Description
=~ Network 1. O Switches List Access Switches
£3 Devices
B0 co Grouvs Shoning 1-L o 1 | Export | Doloe |

{3 Proxy Targets
£} Event Sources
£} Network Scan
3 policy Simulation

# Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:05:43 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy Manager T, 1 DFE /e IFBEHDIEE TEBR Y P TV — O REZSHGR Y
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RED7 1 VH—TV Y bDERK

AxisEEBIE, v FT—UBHAEBLCTMACTY RLAPEBOY 7 b U271\~ 3 iz EEBEEDIEREER
TEET, TOBEREMFEA LT, ClearPass Policy Manager CEE Y « > H—71 > M &1ERL. BH. BELEY,
Fieo AXISOSN—=I 3 VLB DWW TV L RAEHA L IFIER T2 L6 TEEXT,

1. [Administration (BE#)] > [Dictionaries (E£2£)] > [Device Fingerprints (XD 7« Y H—FV) >
M ICEHF T,
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2. BEOERET AV H—T )Y N EBRRT D0 FROEBET v A—T )V b =2ERLET,
3. BBOTA VAT IV FDREETVET,

v - o x
Q) ClearPass Policy Manager - Ak X+

€ > C A Intesaker | hitps//172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action e 2w O & i

Update Device Fingerprints

Category Network Camera =

Family: Axis 2

Name: AXIS OS version unsupp | ¥

‘Custom Rules- 1 Matches (ALL ) Cpelete Rule

Operator
.| Host MAC Vendor contains_all Axis Communications AB
. | LLDP System Description  not_contains 10.12

. | SNMP System Description not_contains 10,12

=Note: 0 Rule(s) will b deleted Deleto Fingerprint Jll Close ]

ClearPass Policy Manager TD#E Z + > 17— 71 > FERE, 10.12LUHNDAXIS OS/ T —="3 >
GET T BANSEEBIL T — FIRNEHGZINE T,

v - [m] X
Q) ClearPass Policy Manager - Ak X =

& = C A Intesiker | hitps//172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action

Update Device Fingerprints

Category
Family:
ame:
Custom Rules- 1 Matches (ALL ) [Clpelete Rule
Name Operator value
35 Host MAC Vendor contains_all Axis Communications AB
s LLDP System Description contains 10.12

3. | SNMP System Description contains 10.12

=Note: 0 Rule(s) will be deleted Deleto Fingerprint |l Close |

ClearPass Policy Manager CODEEEZ «+ > 77— 71 > FRE. LDB Tt AXIS OS 10.12%
ETTBANSEEL VN — FHIFREZGEINTOET,

grub%%I_earPass Manager CINEENTEEBD 7 4 »A— TV MIET2ERIE. TV FRAY o723 >7iC
) o
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1. [Configuration (#5)] > [Identity (ID)] > [Endpoints (L~ FRA > M) ICEHF T,
2. RNTHEBEZHRRLET,
3. [Device Fingerprints (EBD 7« Y H—TFV VM 2T7&57 1) v 7 LET,
p- 3
SNMPE. AxisEBTIET 7+ /1 b TEMICIZ > TH Y. HPE Aruba Networking® 77 7 € A XA v FH'5
INEENET,

@ ClearPass Policy Manager - Ak X+

€ > C A Intessker | hitps//172.25.201.120/tips/tipsContentaction#tipsEndpoints.action 2 % O & i

| Edit Endpoint

m Attributes  Device Fingerprints

MAC Address ~ BS8-Ad-4F-30-42-EA IP Address 172.25.201.233
Description Static IP FALSE

Hostname axis-b8a44f3042e3

Device Category  [Network Camera ]

Status O Known client ) iy | o
P Device 0S Family [Axis

O Disabled client Device Name [aXIS OS version suppor  [¥

MAC Vendor Axis Communications AB Added At Dec 28, 2022 14:50:45 CET

Added by Policy Manager Profiled by Policy Manager

Online Status  Not Available Last Profiled At Dec 29, 2022 08:18:23 CET

Connection Type Unknown

Save Cancel

ClearPass Policy Manager/Z & > T 70 7 7 1 /b & 11 /e Axis&Z &,
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Q) ClearPass Policy Manager - Ak X+

€ > C A Intesaker | hitpsy/172.25201.120/1ip:

CDP Device Description:
DHCP Optionss

DHCP Option60:

DHCP Opti

Host MAC Vendor:

LLDP System iption:
SNMP Davice Name:

SNMP Device Type

SNMP System Description:

Endpoeint Fingerprint Details

1,3,6,12,15,28,42,66,119
AXIS,Panoramic Camera, P3727-PLE,10.12.130
53,57,55,12,60,61

Axis Communications AB

AXIS P3727-PLE Panoramic Camera 10.12.130
axis-b8a44f3042ea

Host

AXIS P3727-PLE Panoramic Camera 10.12,130

ZOZ 74 ) ENTEAXSREEDAMEREE T 1 > —T 1 > Fo AXISEE TIFSNMPH 72 # /L | TEEHIC G > TLD
BEEIFEL TS IZE S LLDP. CDP. HLUDHCPEIE DIELHEEIL. AXISTEBICL o T LA TPFDREX
TF— XX THEZIN. HPEAruba Networking 77 2 €2 X X 1 v FIZ & 2 T ClearPass Policy ManagerlC Fg X 1 & 7

MHETO7 71V

[Enforcement Profile (37’007 7 1 JL)] Z L 5 Z & T, ClearPass Policy Managerld X1 v F ED7 7 £ X
R— MREDVIANIDZE W HTCBH I ENFREICRY ET, BN HTUIRY Y —IcBEDVTRES N, EE
TIV—T TZAvF] ADZ Y FT—VZEBICBRINE T, HEBLGEHTO7 71 )LOFIE. RTINS

VIANDEICLE D TEBYV T, TDREIC

A7 74 IVICBEEMIFOSNTVET,

I, BEFT3DDVLAN (VLAN 201, 202, 203) Hdp Y. 3DD5&HI~

VLANDGES A7 7 A )V ZE T I 5 & REDEH|IR > —%ETEFJ, ClearPass Policy ManagerdDi&

IR —F/EIE 4DDOY > TR ¥ —

707 74 )VICEDE. HPE Aruba NetworkingB 8D v kT —72

NDT 7 R%ZAisEEBICNET H2D0FILE T,
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= L Dashboard
=] Monitoring

i, Configuration

£} Service Templates & Wizards
£} Services

+ & Authentication

# £ Identity

= M Posture

= & enforcament

£} Policies
edpofics|

) -4 Network

{3 Network Scan

£3 policy Simulation

Q@ ClearPass Policy Manager - Ak X | 4 =
3 [¢] A Inte saker | hitps//172.25.201.1 ps/tipsContent.act # . action%3FcontextData%3D3004 2 o o& H
aruvba ClearPass Policy Manager Menu =

P) configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201

Ll Enforcement Profiles - Allow_VLAN_201

m Profile  Attributes

Profile:

Name: Allow_VLAN_201
Description:

Type: RADIUS

Action Accept

1. Switches

Davice Group List:

Attributes:

1. | Radius:IETF Session-Timeout = 10800
2. | Radius:IETF Termination-Action = RADIUS-Request (1)
3. | Radius:TETF Tunnel-Type = VLAN (13)

4. | Radius:TETF Tunnel-Medium-Type = IEEE-802 (6)

5. | RadiusiIETF Tunnel-Private-Group-Id = 201

€ Back to Enforcement Profiles

[ cory Jsovs I Coner |

aruba

= Dashboard

[&] Monitoring

(, Configuration
£} Service Templates & Wizards
{3 Services
= & Authentication
=+ Q Identity
= Ff Posture
= & Enforcement
&
£x Profiles
) -4 Network
£3 Network Scan
£3 policy Simulation

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:49:09 CET

o|
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:08:57 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
O EXEE =) 70z 71
VLAN 201 \D 7 5 A 1) 2770 2 7 1 /L DB,
Q ClearPass Policy Manager - Ak %+ S X
3 G A Intesaker | sttpsy//172.25.201.120/tips/tipsContent action#tipsEditEnforcementPolicy.action%3FcontextData%3D3007 e %« O 2

ClearPass Policy Manager
PY configuration » Enforcement » Policies » Edit - Axis Radius policy

i Enforcement Policies - Axis Radius policy

®m Enforcement  Rules

Enforcement:
Name: Axis Radius policy

Description:

Enforcement Type: RADIUS
Default Profile: Allow_VLAN_203
Rules:

Rules Evaluation Algorithm:  First applicable

Conditions Actions
(Certificate:Issuer-CN CO VS Axis device ID Intermediate CA)
(Certificate:Issuer-0 & S Axis Communications AB)
5 D (Cert‘sfjmte SubE(t-D S Axis Communications AB) il AR 01
A (Certificate: Subject-L Lund)
(Certificate: Subject-C £QUALS SE)
O (Connection:Client-Mac-Address-NoDelim £« %{Certificate: Subject-serialNumber})
(Certificate:Issuer-CN CONTAINS Production CA Certificate}
2 AND (Certificate: Subject-CN C S %%<{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Authorization: [Endpoints Repesitory]:Device Name £ AXIS OS version unsupported)
(Certificata: Issuer-CN €O S Production CA certificate)
3 AND  (Certificate: Subject-CN i %{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_202

(Authorization: [Endpoints Repository]:Device Name FQUALS AXIS OS version supported)

€ Back to Enforcement Policies
o|

Clearpass Policy Manager 6.9.12,136929 on CLABV (Trial Version) platform

[cory Jsovs I Conee |

ClearPass Policy Managerr D&%~ 1) = — &k,

ADDREIRI D —EZDT7 72 3 >iE. UTDOBEY TY,
XY NT—=OT7 VL ADEE
IEEE802.1XZ Y h T =07 V€AY FA—VEBEAEDRITENGWNEE. XY M T =0N\D7 7L AIZEE

TNET,

S Z b2y b T—2% (VLAN 203)
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IEEE802.1X% v b T —2 77X b O—)LERaEH kR Lfl SE. AXisEEICIIRENGZREER Y b T—I\D
TICANMIGEENE T, i@tﬂﬁﬁﬁﬁ%%ﬁ’@@”%ﬁ I3, RBZFHTRET IUENDYET,

7oEYaz>rJ%xy b7—7 (VLAN 201)

AXSEBIC, 7OEY a2 I3y FI—UNDT7 I AMIEENE T, Thid. AxisEBDEIRHEEE

% AXIS Device /V/anager& AXIS Device ManagerExz‘eno%%EE TIRMT2HTT, £foo AXISOSDEH. ERY
L— FDiERRE. TOMDOEMAEFER L TAXSEBAERTET 52 LE08EICE Y £F, ClearPass Policy Manager
=NV NORN: %*ﬁuE LET:

AXisZEBDAXIS 0S/N—2 3 >,

HEBDOMACT KL A, AxisT/\+1 AIDEEBRZ D 7 )ILESRBU A HF DNV X —EH DAxis MAC
TV RULARF—LE—HTH L,

Axis7 I\ X IDFEBBEDMREECTRE CH V. FITE. M. H. BREDAGSEBORBMEN—HT 5T &,
EAXY T —7 (VLAN 202)

AXisEB(CIE. AXsSEBOEFY 2BRRERY hT—I D7 VL AEHNEZSNET, 7/ €RiE JOE
JazZvgxy bI—=2 (VLAN 201) ADLEBOIOEY 3=V IhRT LIERICFAINE T, ClearPass
Policy Managerid. U TFOIRREERIEL £ T

HEBDOMACT KL AD. AxisT/\+A AIDEEBRZ D 7 )ILESRB U AEH DNV X —EH D Axis MAC
T RLARF—LE—HT BT L,

AXISZEBDAXIS OS/A—2 3 >,
ERYL— ROIBAEDL. ERCEDLPBEANTICL O TRIAETES T L,

REEA R DIEAL

FELATNTIE. AXisEBA R Y T — 71w LTubuft’é'Eitﬁﬁ'%ﬁlib\E%*ﬂiﬁ'o Axis Edge Vault%& R —
b T BAXISEETIE. 77 4 /U b TIEEE 802X EAP-TLSHABMICHE > TWE T, LA > TEFX LWEREEAT
l&. IEEE 802.1X EAP-TLST Y,

Q) ClearPass Policy Manager- At X 4

€& > C A Intssaker | Hi85//172.25.201.120/tip action 2 &« O & ¢

| Edit Authentication Method

Axis EAP TLS.

Default settings for EAP-TLS

EAP-TLS

Method Details
Enable

-
O enable

Override OCSP URL from Client: (] Enable
OCSP URL:

AxisZEBDEAP-TLSFRAET TUOVE S X4 T & CearPass Policy ManagerDs8aE ot 17> X — 271 — X,
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¥ —E2OBE

[Services (H—E X)) R—=I Tl

BREFIENTDOHY —EXITHE T N, HPE Aruba Networking A& D % v b

T — 7 RDAXISEBDERE & AR LEENE T,

= £ pashboard

[ Monitoring
3 -
Feriy Configuration

{3 Service Templates & Wizards

Q
+ & Authentication
+-Q Identity
= f Posture
=+ § Enforcement
v Network

£% Network Scan

£3 Policy Simulation

Administration

© Copyright 2022 Hewlett Packard Enterprise Development LP

Q) ClearPass Poliy Manager- Ak X + L X
€« C A Intesiker | hitps;//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3001 2 % O &
arvba ClearPass Policy Manager Menu =

Configuration » Services » Edit - Axis 802.1X Wired

Services - Axis 802.1X Wired

©  summary | service | i Roles
Name: [Avis 802.1X Wired ]
Description: o authenticate users to any wired
network via 802.1X.
Type: 802.1X Wired
Status: Enabled

Monitor Mode: [ Enable to monitor network access without enforcement

More Options: O authorization O Posture Compliance [ Audit End-hosts (] Profile Endpoints [J Accounting Proxy

Service Rule

Matches O ANY or @ ALL of the following conditions:

Operator

1. | Radius:IETF NAS-Port-Type EQUALS Ethernet (15)

Login-User (1), Framed-User (2),
Authenticate-Only (8)

2. | Radius:IETF Service-Type BELONGS_TO

€ Back to Services

[ Copy - sovs I Conen |

Dec 28, 2022 09:41:27 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

FHDAXIs Y — EXDTER . IEEE 802 1IXD\ B #r st & L TEEZESINE T

© = Dashboard

=] Monitoring
r -
4, Configuration

{3 Service Templates & Wizards
!
+ & Authentication
# £ Identity
= M Posture
+ § Enforcament
1+ Network
£3 Network Scan
£3 Policy Simulation

Administration

© Copyright 2022 Hewlett Packard Enterprise Development LP

Q) ClearPass Poliey Manager- Ak X+ L =
<« C A Intesaker | hitps;//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3001 2 v O &
aruvba ClearPass Policy Manager Menu =

[] configuration » Services » Edit - Axis 802.1X Wired

fd Services - Axis 802.1X Wired

summary  Service [WSNTTSUSTIUE Roles  Enforcement
Authentication Methods: (Axis EAP TLS Add New Authentication Method
J
|
J
I
J
J
[~Select to Add— ~]

Authentication Sources:  [[Endpoints Repository] [Local SQL DB] Add New Authentication Source

[~Select to Add— ~

Strip Username Rules:  (J Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

Service Certificate: [~Select to Add— ~] View Certificate Details

€ Back to Services

[ cory Jsovs I Conee |

Dec 28, 2022 09:41:41 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

KDFNE Tl Bt DFNE TIERL L ICEAP-TLSSS G it &V — EXICRE L F TS
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v - o x
Q ClearPass Policy Manager - Arub- X 4
€ C A Intesaker | &ttpsy//172.25.201.120/tips/tipsContent.action#tipsEditService.actiong3FcontextData%3D3001 2 % O =2
arvba ClearPass Policy Manager L —
=" Dashboard ] configuration » Services » Edit - Axis 802.1X Wired
[] Monitoring i Services - Axis 802.1X Wired
3 i ©
eironfinumtion “)  summary service Authentication Roles
{3 Service Templates & Wizards
Q Use Cached Results: [0 use cached Roles and Posture attributes from previous sessions
4 G Authentication Enforcarment Halicys [Axis Radius policy ~] Add New Enforcement Policy
4 Identit,
ﬁ B 4 Enforcement Policy Details
=1 il Posture
+ & Enforcement Defoiption
o o Network Default Profile: Allow_VLAN_203
{3 Network Scan Rules Evaluation Algorithm:  first-applicable
3 Policy Simulation
Conditions Enforcement Profiles
(Certificate:1ssuer-CN 0 S Axis device ID Intermediate CA)
(Certificate:Issuer-0 Axis Communications AB)
| (Certificate: Subject-0 LS Axis Communications AB) Al VA6
. D (Certificate:Subject-L LS Lund) - -
(Certificate:Subject-C £QUALS SE)
(Connection: Client-Mac-Address-NoDelim %{Certificate:Subject-serialNumber})
(Certificate:1ssuer-CN Production CA Certificate)
21 (Certificate: Subject-CH %{Connection: Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Authorization: [Endpoints Repository]:Device Name E£Q AXIS OS version unsupported)
(Certificate:Issuer-CN TAINS Production CA certificate)
3 4 (Certificate: Subject-CH %< Connection: Client-Mac-Address-NoDelim}) Allow_VLAN_202
(Authorization: [Endpoints Repository]: Device Name EQUALS AXIS OS version supported)
_ Administration o|
opyrigl ewlett Packard Enterprise Developmen ec 28, i51; carPass Policy Manager 6.9.12. on rial Version) platform
© Copyright 2022 Hewlett Packard Enterprise Devel tLP Dec 28, 2022 09:51:01 CET ClearPass Policy M 6.9.12.136929 on CLABY (Trial Version) platf

REDFNETIE. FIHDFNETIERL L IEEFHLR Y > —E Y —EXIERELE T,

HPE Aruba Networking7 7V £ XA X1 v F

AXisEBIE. POEISDT VAR Ay FICEHERI S 6. BREDH HAXs PoEZ v R/ AERALT
BT AT EETEX T, HPE Aruba Networking CHREIT 2% v b T —VICAXsEBE L RICH Y R— RT3l
&, 7O RAXA v FHIEEE 802 IXBERICHEM T HUENH U £9, AxisZEEBILIEEE 802.1x EAP-TLSHEE %
ClearPass Policy Manager|Z ik L & 97, ClearPass Policy Managerid. RADIUSHF —/\—& LTEIELE T,

x

R—bh7 7€ X2EDEF21) T« ZRLT HENT. 300BDERHNZAISEBOBSRILEBREINE T,
QPE é\rruba Networking7? 7 € A XA v FO 7 A—NJVELUR—FREICDODVT. UTOEFAZSRLT
&L,
radius-server host MyRADIUSIPAddress key "MyRADIUSKey"

aaa authentication port-access eap-radius

aaa port-access authenticator 18-19

aaa port-access authenticator 18 reauth-period 300
aaa port-access authenticator 19 reauth-period 300
aaa port-access authenticator active

Axis DR E
Axis®y FT7—VKE
Axis Edge Vaultz tF R— h 3 BAXIsEBIL. AxisT/\1 RIDEMIEN BT 25T/ 1 AIDZRIER I 5T TV

£, Axis7/\A RIDIE. IEEESO2IXBHDBEEL ENcREBTEBHNERY N T =0 F Y R—T 1« VI FE
DFFHE. EBRIEEE 802 1AREEICE DV TWVE T,
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Coo?

&— Qe

[ @

EHETEST/NTIIDY —EXEHRDI&D, AxisFEEILIEEE 802, 1ARFEH D Axis 7/ V1
RIDAFIHE ERERHFICIT S TN TS

T AXis7/ "\ A RIDF—7>T7FX =2 F+—(PKI)
2 Axis7/ V1 XID

AXSEBDYF 17 I LAY MCEYEREINEN—- ROz 7RERDLRLSEF—I M7, THBTTO
EY3aZ27ENTVET, E5IC AXSEBDERIEE Y O—/VUVICGERT 2 &£ BEHR OERE & Xt
F— (Axis7/\1 ZID) BMIB L £ 9, Axis Edge Vault& Axis 7 /N1 RIDEH R— b § 2 RDAXISEBIC DN T
l&. Axis Product Selectorz R L THERRTEZX T,

x
ik N 57 = A= 7 R S
AXISEBD > ) 7 )LESIE. EBDMACT FLATT,
AXISa AXIS Q1656 Box Camera Q5 o0 ;
= status
O Video v Certificates
@ FTZ
Add certificate =
b Audio v
@ Recordings O vame Tvee
* Apps [0  xis device 1D ECC-P256 (802.14R) Client-server
& System ~
[ xis device ID RSA-2048 (202.1AR) Client-server
k¥ Date and time
& Network [ Axis deviee ID R5A-4096 (802.1AR) Client-server
&) ey | [ Axis device ID Intermediaze CAECC 2 ca

T 15 RFRE DAXISFEBICIEF TN ICAIHEX F 7 & Axis 7/ V1 XD,

IEEE 802.1ARZEHLD Axis 7/ \ XIDFEBRZE (. > 7 IVEBICE T HBERE LU Axis N 2 —EBDZDMDIE
WHAFENTWVET, ClearPass Policy Managerid. & T —0\DT7 7 AENET ZEODHEAMTICTDIE
HWEFERALET, AXisT/\A XIDFEBREL S BUSAIREE U T OIRRZERB L T fEW

IDeviD AXISa

"C": "SE",
"L": "Lund",

"0": "Axis Communications AB",
"CN": "axis-b8a44f279511-eccp256-1",
"serialNumber": "b8a44f279511",
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Country (E4)

SE

B

Lund

Issuer Organization (F1T&EEM)

Axis Communications AB

Issuer Common Name (317 D&EF)

Axis device ID intermediate

Organization (Axis 7/ \-7 X IDARE#E )

Axis Communications AB

Common Name (&@%F)

axis-b8a44f279511-eccp256-1

Serial Number (1) 7 )L&S)

b8a44f279511

BIRIE. AXisDEE. EBOV ) 7IVES. EHEINDES/LT7)V ) XL (ECCP256, RSA 2048, RSA
4096) DIBICHIF AL THEBENTWLET, AXISOS 10.1 (2020-09) LI, |EEE 802 1XIZEHIHRTE T NI AXisT
INARADTT 74V R TEMICE>TOVET, ThicLY . AxisEEBILIEEE 802.1Xx kY kT —4 LTED

RAZETDOIENTEE T,

o [IEEEB021x
Connecting

Client certificate @

AXIS Q1656 Box Camera

o0 B

EAPOL Version

‘ Axis device 1D RSA-2048 (802.1AR)

.‘ O+

b Audio v

CA certificates @
@ Recordings

Q-

[ Noca certicate selected

@

% Apps
EAP Identity
B System A
aaaaa bBad4f27a032

Use [EEE 802.1%

Date and time

@ Security l

AXis ZEE I T HEHEED 77 + /b | 3E TIEEE SO2IXDEAMEZ A TH Y. Axis 7/ V1
XIDAFBIZEDN EFIER TN TE T,

AXIS Device Manager

AXIS Device Manager& AXIS Device Manager Extend’ %y b7 —2 ECHER LT, IR MBEKRICENCAETER
DAXISEBE B S LOEBETEE T, AXIS Device Managerld, R k7 —27RDI T VIicO—ALICA VR

b — LT E BMicrosoft Windows® X—X D7 71) r—</ 3> TY¥, —H. AXIS Device Manager Extendi&, 757
RFAVISANS0Fv—ZRMBALTIIVFIA FOEBEREZTVET, WINDANSKEELZ FRICERER, #
Y HHEEEBHE L TVET, EANICIE. ROEEHNZIENE T,

AXIS OSEFT DA >~ X b —)b,

HTTPSE K UIIEEE 802.1XEERAE (XD YA/ N\—LF 2 U 7 1 B DEA,
BERRER S REEFDOREDHEN.
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Z2ikRrY ND—2&H - IEEE 802.1AE MACsec

TOETHAZERDICIE. CDFF 1A bDWeb
N=2 3277 ALTLRREL,

help.axis.com/?&piald=&section=secure-network-operation-ieee-802-1ae-macsec

IEEE 802 1AF MACsec Layer-2 SecuritylC LB O F Z X AR w F 77— 251

IEEE 802.1AE MACsec (Media Access Control Security) IXBRREICEZ SNz y FT7—2 7OV THY . v b
T—=O LAY 2ACHRA VNV =RA Y A=y ) VI ZBESHITRELT T, TNIcKY. 2DDK
ANEDT -2 X EOHBEELTR2ENMREENE T,
IEEE 802.1AE MACsec#Ri&lE. RD2DMDERE— RERMLE T,

FE TR A E7x Pre-Shared Key/Static CAKE— K

|EEE 802.1X EAP-TLSZ 8 /8 9~ % Automatic Master Session/Dynamic CAKE— K

Supplicant Authenticator Radius Server

802.1x Authentication

MACSec encrypted

AXIS 0S 10.1 (2020-09) LIBE TIE. AxisT/\A AIDMISDEBAEITIC. T 7 # /)~ TIEEE 82 IXHAEM LI N TV E
o AXIS OS 11.8 LIBETIEMACsecHH AR— b &M, IEEE 802.1X EAP-TLS% £/ 9 % Automatic DynamicE— KA T
THIVETEMMEEINTVWEY, TBEAEROREE CAISEBAEFEFT &, IEEE802.1X%w T — 7583
DRIFEN. BIHT B EMACsec Dynamic CAKE— REEITENE T,

TR(RFENTAXiIsT /N1 ZID (1) (IEEE 802.1AREH D 275 7 /N AID) I&. IEEE 802.1X EAP-TLSR— h N—
ARy bT=07 72X A=)V Q) ZRAL T, xY FT—=7 4 5)\OREEIEREINET, <D
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EAP-TLSt v 2 3 %38 L CMACsecF — A BEINICIE N, LG V7 B) BRESNDIEDN. AsEEBEDL S
HPE Aruba Networking7 7 € A XA v FETOINCDRY b T—=T b T T 10 v 7 HMREINE T,

IEEE 802.1AE MACsec|Zld. HPE Aruba Networking7” 27 42 2 X 1 v F & ClearPass Policy Manager##&mk i /5 D ZEfig HY
WETY, EAP-TLSHRHDIEEE 802.1AE MACseclES{LIBEZ AR T 5 £ C. AXISEE CREBZEAIEH Y T8 A,

HPE Aruba Networking7” 77 £ A X1 v FHMACseclZ &K HEAP-TLSDERZ FR— b L TWEWEEIE. Pre-Shared
KeyE— FZFERLTCFHCEMRTEET,

HPE Aruba Networking ClearPass Policy Manager
aO—jeEn—IbxvyEY IR —

v
Q =pp20 x |+

& > C A Intesaker | haps//172.25.201.120/tips/tipsContentaction#tipsRoles.action 2 % O & ¢

Edit Role

AXSHEEDRE|EZEN L F S, CDEFIFE. 70 CIX 1w FEEDF— k70 I REE T
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Q app20 x 4+ v = o X
&« C A Intesaker | hetpsy//172.25.201.120/tips/tipsContent.action#tipsEditRoleMappingPolicy.action%3F contextData%3D3001 = % 0O &
aruba ClearPass Policy Manager Menu =—

=L pashboard ] configuration » Identity » Role Mappings » Edit - Axis Role Mapping
[l Monitoring i Role Mappings - Axis Role Mapping

& i 3)
pilptenilauation 2 [ roiicr Mapping Rules

¥ Service Templates & Wizards

Policy:
 Services Y,
= % Authentication Policy Name: Axis Role Mapping
£} Methods Description
£} Sources Default Role: [Guest]
= & Identity .
{4 Single Sign-On (S50) Mapping Rules:
4} Local Users Rules Evaluation Algerithm: Evaluate all
£} Endpoints Conditions Role Name
£} Static Host Lists 1.| (Authentication:Full-Username BEGINS WITH axis-00408c) AxisDevice
Roles
g 2. | (Authentication:Full-Username & H axis-acccse) AxisDevice
ole Mappings
= H} Posture 3. | (Authentication:Full-Username # H axis-bBaddf) AxisDevice

{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£¥ Policies
£} Profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

© Copyright 2023 Hewlett Packard Enterprise Development LP QOct 26, 2023 05:08:20 UTC

BT DFNE TIEMRE L IEAXISFEB DR EEIFIE, AXISREIN v > TRV > —EBNMLET, &
DRFTEEE I, ZEEANSEEO—/NICT v E DT BIeBICHBETT, RIEDHIT &
WEBBE. EBEIL [Guest (75X )] BEID—EBIC 4 F T,
T 74 b TlE. AxisIEBIXEAP IDFZTL laxis-serialnumber] ZERALE T, AxisEEBED U 7ILESIE. EBD
MACT7 RL R T, fc& ZIE. Taxis-b8a44f45bde6)] DL DICHEY E T,
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H—ERADEHE

Q app20 x  + A4 = a X
< C A Intessker | https//172.25.201.120/tips/tipsContent action#tipsEditService.action%3FcontextData%3D3001 2 %« O & ;
aruba ClearPass Paolicy Manager Menu =

Configuration » Services » Edit - Axis 802.1X Wired

£ pashboard

[= Monitoring Services - Axis 802.1X Wired
» i %)
4, Configuration © | summary Service Authentication B8 evrorcement

£¥ Service Templates & Wizards B R
0 Role Mapping Policy: [Axis Role Mapping v‘
= & Authentication Role Mapping Policy Details

Add New Role Mapping Policy

£} Methods o
as Description:
ources
= Q 1dentity Default Role [Guest]

£3 Single Sign-0n (S50} Rules Evaluation Algorithm: evaluate-all

£} Local Users Rol

£% Endpoints i - g
{4 Static Host List i (Authentication:Full-Username & ITH axis-00408c) AxisDevice
atic Host Lists
£3 Roles 2. (Authentication:Full-Username ITH axis-acccSe) AxisDevice
£} Role Mappings ER (Authentication:Full-Username B¢ TH axis-bBa44f) AxisDevice
- Posture

4} Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
{3 Policies
¥ profiles
=) »4 Network
£} Devices
£3 Device Groups
4} Proxy Targets
£} Event Sources
£ Metwork Scan
£x Policy Simulation

[oisoic W Cory I sovo I corce ]

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

€ Back to Services

(© Copyright 2023 Hewlett Packard Enterprise Development LP Qct 26, 2023 05:09:16 UTC

AXSTREBD S > N—7 1 > P DR E L TIEEE 802 IXEEZE T & — EXIC, FIHDF/E
TICIER L /e AXisO— /)b E > R > —ZEMLE T,
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_ = Dashboard Configuration » Services » Edit - Axis 802.1X Wired

[Z] Monitoring Services - Axis 802.1X Wired

mcnnﬁunﬁtmn 9 Summary  Service  Authentication  Roles m

Q app20 x  +
<« C A Intesaker | hetpsy//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3F contextData%3D3001
aruba ClearPass Policy Manager

£} Service Templates & Wizards
I rvices]
=1 & Authentication

Enforcement Policy:

[Axis Radius policy

4 Posture Policies serialumber})
£} Audit Servers A (Tips:Role
{3 Agentless OnGuard (Certificate:Issuer-CN

AxisDevice)
ONTAINS Production CA)

AnD - {Authorization:[Endpoints Repository]:Device Name &0

- § Enforcement 2. unsupported)
{3 Policies AND  (Certificate: Subject-CN C INS Production XYZ)
{4 Profiles (Tips:Role 5 AxisDevice)
=~ Network (Certificate:Issuer-CN v S Production CA)
£ Devices AND  {Authorization:[Endpoints Repository]:Device Name EOL

3. supported)
A} Device Groups O (Certificate:Subject-CN CONTAING Production XYZ)
(Tips:Role FOUALS AxisDevice)

{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

€ Back to Services

Administration
© Copyright 2023 Hewlett Packard Enterprise Development LP QOct 26, 2023 05:11:50 UTC

Use Cached Results: (0 use cached Roles and Posture attributes from previous sessions

£} Methods

£ Sources
L ety Description:

£ Single Sign-On (SSO) Default Profile: Allow_VLAN_203

4} Local Users Rules Evaluation Algorithm: evaluate-all

£¥ Endpoints 7

onditions
£} Static Host Lists
e (Certificate:Issuer-CN TAINS Axis device ID Intermediate CA)

43 Roles AND  (Certificate:Issuer-O 315 Axis Communications AB)

{4 Rele Mappings . A (Certificate: Subject-0 FQUALS Axis Communications AB)
=i posture . A (Connection:Client-Mac-Address-NoDelim s

%{Certificate: Subject-

Add New Enforcement Palicy

Details

Enforcement Profiles

Allow_VLAN_201

Allow_VLAN_201

Allow_VLAN_202

[ o W Cory Jsovo I Corce ]

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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wETOT7 711V

- a X
Q app20 x|+ b
&« C A Intesaker | hitps//172.25.201.120/tips/tipsContent action#tipsEditEnforcementProfile.action%3F contextData%3D3004 2 % 0O &
aruba ClearPass Policy Manager Menu =—

- - Dashboard [J Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201
[Z Monitoring i Enforcement Profiles - Allow_VLAN_201

» i ®
i, Configuration @ m Profile  Attributes

4} Service Templates & Wizards

Profile:
£x Services
- &k Authentication Name: Allow_VLAN_201
£} Methods Description
£} Sources Type: RADIUS
- & 1dentity actt D .
ction: cee
{3 Single Sign-On (S50} s
Device Group List: 1. Switches
£} Local Users i Bl ek
£% Endpoints Attributes:
£} Static Host Lists
£3 Roles
e 1. | Radius:IETF Session-Timeout = 10800
ole Mappings
= Hipasire 2. | Radius:IETF Termination-Action = RADIUS-Request (1)
4 posture Policies 3. | Radius:IETF Tunnel-Type = VLAN (13)
£} Audit Servers 4. | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
{4 Agentless OnGuard ‘ 5. | Radius:IETF Tunnel-Private-Group-Id = 201
=+ & Enforcement 6. | Radius:Aruba Aruba-User-Role E AxisDevice
{3 Policies
e profiles|
=) »4 Network
{3 Devices

£3 Device Groups
£} Proxy Targets
£} Event Sources
£ Metwork Scan
£x Policy Simulation

¢ Back to Enforcement Profiles [ save |
#7 Administration o

(© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:13:21 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

IEEESO2.IXF > R —7 1 > PP —EX TR HTH5NSHEH 707 71/UE. AxisiREIGEEIEE L TEMLF T,

HPE Aruba Networking7 7 € X X 1 v F

ICRRBEINERERT VAR —7T « Y IBHRICIIA T LUFD HPE Aruba Networking7? 7 T A XA v FDR— M 1§
Bl ZE 288 LT, IEEE 802.1AE MACsecEERE L T L 2T LN,

macsec policy macsec-eap
cipher-suite gcm-aes-128

port-access role AxisDevice
associate macsec-policy macsec-eap
auth-mode client-mode

aaa authentication port-access dotlx authenticator
macsec

mkacak-length 16

enable
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LBES—A>ZR—F 1 >0 - MACERE

LBHS—A>R—5F+ >0 - MACERiL

MAC Authentication Bypass (MAB) & Axis7/\ 1 ZIDSERRE. TIBHFERDRE CHMELET N T BIEEE 802.1X%&
Tﬁﬁﬁ L C. IEEE 8021AR’8"7L/T\ FLEVWAXSEBEA VR—T 14 V735 ENTEET, 8021XA >V R—
T IHERB LT E. ClearPass Policy ManagerlZAxisE B DMACT KL AERIEL. XV fT—o D7
T REMAESLET,

MABICI, 777 A XA v F &ClearPass Policy Managert& O A DEMBONE TT . AXisEE(ICIE. MABDA >
R—T 4 VT HHAT BIDDERITBED D LA,

HPE Aruba Networking ClearPass Policy Manager

MERY v —

ClearPass Policy Manager D&l R 1) & — R E &, 4(032303*7/7’)1//1'\ S — M (CEDE. HPE Aruba
NetworkinglC kB %y F T =T \D7 7 A& AXsEBITNE5T BHHIELE T,

v - o X
Q app20 x s
< C A Intesaker ://172.25.201.120/tips/tipsContent.action#tipsEditService.action%3F contextData%3D3006 2 % O &
ps/tip: p:
aruvba ClearPass Policy Manager Men =
= pashboard [} cConfiguration » Services » Edit - Axis 802.1X Wired - Mac Authentication
= 9
(st i Services - Axis 802.1X Wired - Mac Authentication
- i )
Rilsonfiousntion “  Summary Service Authentication Roles
£¥ Service Templates & Wizards =
0 Use Cached Results: [ Use cached Roles and Posture attributes from previous sessions
ervices
- i Enforcement Policy: ; ication Boll = i Add New Enforcement Polic
& Authentication Axis MAC Policy Modify Y
Method
£} tethiada s o e
£} Sources
s Description:
1 Q 1dentity P
{3 single Sign-0n (SS0) Default Profile: [Deny Access Profile]
{¥ Local Users Rules Evaluation Algorithm: evaluate-all
£} Endpoints
: . Conditions. Enforcement Profiles
£} Static Host Lists
B rol (Date:Day-of-Week BELONGS TC Monday, Tuesday, Wednesday, Thursday, Friday)
e T o (Date:Time-of-Day RANGE 09:00:00,17:00:00) Allow_VLAN_203
{4 Role Mappings (Connection:Client-Mac-vendor = 5 Axis Communications AB)
- i posture

£% Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£} Policies
{3 Profiles
| *§- Network
{3 Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£x Network Scan
£x Policy Simulation

(© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:57 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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« 9:00~17:00DETdh 5

.« MACT FL 2D Z—|&Axis Communications & —2d %

MACT FLRGAT =T 4 V7 ENZRRMELN DD . BEDOTOLE
EENEHA. MABIZHIEIA Y R—T 4 V7 ICDIMER L. EBZESIC

V—ZADEKE

[Sources (V — R R—ITlaFmLL
ALEY,

(52l

~3

b4

ZUORY NT—=IN\DT 7 AT
FTHRAITZACEEPEBOHLET,

EEY —ADMER EN. FEITA VR— b ENTEMACT KL ADI+% T

MEnU s

o Add
&, Import
&, Export All

Show records

scription
Authenticate users against Policy Manager admin user database
Denylist database with users who have exceeded bandwidth or session
related limits

Authenticate endpaints against Policy Manager local database
Authenticate guest devices against Policy Manager local database
Authenticate guest users against Policy Manager local database
Insight database with session information for users and devices
Authenticate users against Policy Manager local user database
Authenticate Onboard devices against Policy Manager local database
Authenticate users against Policy Manager social login database
Authorization source for implementing various time functions

Access attributes cached by Context Server Actions in previous sessions -

£} Device Groups
£¥ Proxy Targets
£{} Event Sources
£x Network Scan
{¥ Policy simulatien

Administration o

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Oct 31, 2023 09:13:53 UTC

Q app20 x |+
<« C A Intesaker | hatps//172.25.201.120/tips/tipsContent.action#tipsAuthSources.action
aruba ClearPass Policy Manager
Dashboard Configuration » Authentication » Sources
() smittaine Authentication Sources
& Configuration @
£} Service Templates & Wizards An authentication source is the identity store (Active Directory, LDAP directory, etc.) against which users and devices are authenticated.
£y Services
= Authenticati =
% ”(;:I ':: ‘:’" Filter: [Name ~][centains v = Clear Filter
ethods
~ Q Identity il O [Admin User Repository] Local SQL DB
£ single Sign-On (SSO) 21 0  [Denylist User Repository] Local SQL DB
% Local Users _
3. | O [Endpoints Repository] Local SQL DB
£} Endpoints
{3 Static Host Lists 4. O  [Guest Device Repository] Local SQL DB
£} Roles 5. O [Guest User Repository] Local SQL DB
£} Role Mappings 6. O [Insight Repository] Local SQL DB
=+ Posture 7 O [Local User Repository] Local SQL DB
¥ Posture Policies =
3 8. Onboard Devices Repositon Local SQL DB
£ Audit 5 U [Onboard Devi pository] ]
udit Servers
£ Agentless OnGuard 9. | O [Social Login Repository] Local SQL DB
~ & Enforcement 10. O  [Time Source] Local SQL DB
4 Policies i1 [0  [Zone Cache Repository] HTTP
erofil
H rofiles Showing 1-11 of 11
| *§- Network
£} Devices

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Q app20 t el

aruvba

Dashboard

[l Menitoring
4, Configuration

i Authentication Sources

O [l stoicost ists_summary

€& > C A intessker | https//172.25.201.120/tips/tipsContent.action#tipsAddAuthSource.action

ClearPass Policy Manager

[] Configuration » Authentication » Sources » Add

¥ Service Templates & Wizards

Name: [Axis Devices

£ services

| & Authentication Description:

£} Methods

r( sddresses of Axis devices in use.

4

-
= & Identity
£y Single Sign-On {SS0)
£} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
£3 Role Mappings
1M posture
{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£¥ Policies
£} Profiles
=/ ~4 Network
£} Devices
£} Device Groups

Use for Authorization:

Authorization Sources:

{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

# Administration

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Enable to u

4 Back to Authentication Sources

Type:

urce to a

Qct 31, 2023 09:21:23 UTC

[ or— 0 sove I Conee |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Q app20 t el

€& > C A Intesaker | hitps//172.25.201.120/tips/tipsContent.action# =2 % 0O &

Add Static Host List

Name: Axis devices

Description:

Host Format: Subnet
Regular Expression
List

Host Type: 1P Address
MAC Address

Host Entries

# Address Description
1. O B8-A4-4F-45-B4-E6  Axis Davice 1
2. O BB-A4-4F-45-B4-E7  Axis Device 2
3. O BB-A4-4F-45-B4-E8  Axis Device 3

aceress: [—

Description:

4

Axis MACT R L X &S T##HI I N U FOTEREENE T,
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Q app20 L
< C A Intesaker | heps//172.25.201.120/tips/tipsContent.action#
aruba ClearPass Policy Manager

Configuration » Authentication » Sources » Add

. - Dashboard o
[ Mon i Authentication Sources

£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
{3 Role Mappings
1M posture
¥ Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£} Policies
£ profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

4 Back to Authentication Sources

Administration o

© Copyright 2023 Hewlett Packard Enterprise Development LP QOct 31, 2023 09:20:34 UTC

Add New Static Host List

& i >
o) Configuration @ List "Axis devices" added successfully
£x Service Templates & Wizards
= & Authentication MAC Address Host Lists:  [Axis devices
Fod Sources] -
| modity |
- & 1dentity -

[ or— 0 sove I Conee |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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[l Menitoring
4, Configuration
£x Service Templates & Wizards
1« B
=1 & Authentication
£} Methods
{3 Sources
= & Identity
£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
£3 Role Mappings
1M posture
{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£¥ Policies
£} Profiles
=/ ~4 Network
£} Devices
£} Device Groups

{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

Administration

Configuration » Services

Services

Q app20 x
<« C A Intesaker | hetpsy//172.25.201.120/tips/tipsContent.action#tipsServices.action
aruba ClearPass Policy Manager

Dashboard

o Add
& Import
& Export All

This page shows the current list and order of services that ClearPass follows during authentication and authorization.

Filter:[Name

Clear Filter

~][contains ]

Order
1. L1 ot
2 O (@
3. Big
4. [mE
5 [1° s
6. O e
7 3Ry
8. O s
9. O 9

Name

Axis 802.1X Wired RADIUS
Axis 802.1X Wired - Mac Authentication RADIUS
Test_Service RADIUS
[Policy Manager Admin Network Login Service] TACACS+
[AirGroup Authorization Service] RADIUS
[Aruba Device Access Service] TACACS+
[Guest Operator Logins] Application
[Insight Operator Logins] Application
[Device Registration Disconnect] WEBAUTH

Hit Count for Show

Hit Count Status

Template

802.1X Wired

MAC Authentication

802.1X Wired

TACACS+ Enforcement

RADIUS Enforcement ( Generic )
TACACS+ Enforcement

Aruba Application Authentication

Aruba Application Authentication

000000000

Web-based Authentication

I
Showing 1-9 of 9

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Qct 26, 2023 05:34:53 UTC

Copy Export Delete

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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v - o X
Q app20 t el
< C A intessker | https//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3006 & % 0O &
aruba ClearPass Policy Manager Menu =—
=L pashboard Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
[Z] Monitoring Services - Axis 802.1X Wired - Mac Authentication
wfissonioncuion © _ summary fcotion_Roles
ervice Templates & Wizards
e N [Axis 802.1X Wired - M; icati ]
ame: is ired - Mac
bt
- %Authentication Description: © authenticate guest devices based on
heir MAC address.
£} Methods .
£ Sources
5 Q Identity Type: MAC Authentication
£ Single Sign-On (S50) Status: Disabled
£} Local Users Monitor Mode: (0 Enable to monitor network access without enforcement
4} Endpaints More Options: O Authorization (J Audit End-hosts O Profile Endpaints (J Accounting Proxy
£} Static Host Lists .
Service Rule
£¥ Roles -
¥ fole sppinge Matches O ANY or ® ALL of the following conditions:
- Posture Operator
c Posture Policies 1. Radius:IETF NAS-Port-Type BELONGS_TO Ethernet (15) B @
£} Audit Servers 2. | Radius:IETF Service-Type BELONGS_TO Login-User (1), Call-Check (10) By @
£} Agentless OnGuard 3. | Connection Client-Mac-Address EQUALS %h{Radius:IETF:User-Name} B @
= & Enforcement 4. | Click to add...
£3 Policies
£ profiles
=] Networl
«
£} Devices
£} Device Groups
£ Proxy Targets
£} Event Sources
£ Network Scan
Palicy Simulation
¥
Administration
(© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:11 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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hboard [] Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
[ Monitoring i Services - Axis 802.1X Wired - Mac Authentication
& i 3)
whigSoniigumation 9 summary  service A r ] Roles  Enforcement

Q app20 x  +
<« C A Intesaker | hetpsy//172.25.201.120tips/tipsContent.action#tipsEditService.action%3F contextData%3D3006
aruba ClearPass Policy Manager

£¥ Service Templates & Wizards T
P services| uthentication Methods:  [[Allow Al MAC AUTH]

=1 & Authentication
£} Methods
{3 Sources
- & 1dentity
£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
£3 Role Mappings
1M posture
{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement [—Select to Add— v
£¥ Policies
£} Profiles
=/ ~4 Network
£} Devices
£} Device Groups

[~Select to Add— v

Authentication Sources:  [Axis Devices [Static Host Lis{]

{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

€ Back to Services

© Copyright 2023 Hewlett Packard Enterprise Development LP QOct 31, 2023 09:22:22 UTC

Add New Authentication Method

Add New Authentication Source

Strip Username Rules: ([ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

[ o W Cory Jsovo I Corce ]

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Axis Communicationsi&. XDOMACT KL XOUIEERLET:
+ BBA4ARXXXX:XX
o AACE3EXXXXXX
+ 00:40:8C:XXXX:XX
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Q app20 t el

< C A intessker | https//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3006

ClearPass Policy Manager
Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
Services - Axis 802.1X Wired - Mac Authentication
4% Configuration ©  Summary Service Authentication Roles

£} Service Templates & Wizards = : - -
P services| Use Cached Results: [J) Use cached Roles and Posture attributes frem previous sessions
= & Authentication Enforcement Policy: [Axis MAC ication Policy (2 Modiy |
£} Methods
£ Sources
- & 1dentity Description:
{4 Single Sign-On (S50) Default Profile: [Deny Access Profile]

Enforcement Policy Details

£} Local Users Rules Evaluation Algorithm: evaluate-all
£} Endpoints

(Date:Day-of-Week SE10NGS 70 Monday, Tuesday, Wednesday, Thursday, Friday)
i D (Date:Time-of-Day IN_RANGE 08:00:00,17:00:00) Allow_VLAN_203
(Connection:Client-Mac-Vendor EQUALS Axis Communications AB)

£¥ Roles
£3 Role Mappings
1M posture
{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£¥ Policies
£} Profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£x Policy Simulation

#7 Administration o

Add New Enforcement Palicy

: . Conditions Enforcement Profiles
{3 Static Host Lists

(© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:57 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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aaa port-access authenticator 18 tx-period 5
aaa port-access authenticator 19 tx-period 5
aaa port-access authenticator 18 max-requests
aaa port-access authenticator 19 max-requests
aaa port-access authenticator 18 client-limit
aaa port-access authenticator 19 client-limit
aaa port-access mac-based 18-19

aaa port-access 18 auth-order authenticator mac-based
aaa port-access 19 auth-order authenticator mac-based
aaa port-access 18 auth-priority authenticator mac-based
aaa port-access 19 auth-priority authenticator mac-based

= wWw
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