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H

o 2t - IEEE 802.1AR/802.1X

[

Hot 25l - IEEE 802.1AR/802.1X
O HIC|RE AlF3ste{® O M2 & H
MO ZE 0|3t AlL.
help.axis.com/?8&piald=&section=secure-onboarding-ieee802-1ar1802-1x
IEEE 8021X/8021ARS AESI0 M2 ESIAE LIEZI0 FAE Ml 285
x7| AT

Axis Edge Vault X| & Axis &tX|2 GZst0] EI0| Chs &2 9l
O HO|Z Es IEEE 802.1AR Axis device ID QIS AME AF3}0| AIA| Q1= S 4Bt |C}.

o
HEZO Cist M2 A2 505t 7| 8l ClearPass Policy Manager= CtE ZHX|&¥ X|Z1F &4 Axis device
L =] o H} A

- HL =
IDZ FOIBLICH MAC 74 U A% F0l AXIS 059t 28 HEs HA 7|4
R

Axis Etx|= IEEE 802.1AR B2 Axis device ID QIS ME AFR3I0] W E 0| Chsl QS Ch.

Axis Zt A= [FEE 802.1AR S 2t Axis device ID 2IS A E A& SF0] HPE Aruba Net-
working 7|8 L ESZ0f f&f SIZgFLIC).

1 Axis device ID

2 IFFF 8021x FAP-TLS LJEQF 2OIF
3 AMA AYA(AETY

4 ClearPass Policy Manager

ZEH XS
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Hot 2HE - IEEE 802.1AR/802.1X

M EQ3

MZ& IEEE 802.1X 2IZMZE Axis A& ZZH|
=2 3lo PNONES

NYstH M2 95 A7t E2|HELC} ClearPass Policy
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E
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A 7 & Axis BAE Z2HAY HERYIE HLf HEYI0 Lof HAEFE Al =eL/Cf

1 Axis device ID

2 IEEE 802.1x FAP-TLS LJERF PIF
3 YML 2P RIS A)

4 ClearPass Policy Manager

Hols 2 Axis FX| A HEQA(VLAN 202)2 O|SE UL 31y HE/HIOM VMS(S 22| Al
S A

el
N oz
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3. ClearPass Policy ManagerE& =443}5}0] IEEE 802.1X EAP-TLSE £l Axis ZHX|E QS TtL|LC}.
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Hot 2HE - IEEE 802.1AR/802.1X

Q) ClearPass Policy Manager - Ak X+

€ > C A Intesaker | hips//172.25.201.120/tips/tipsContent.action#

| Add Certificate

Certificate File: Valjfil | Axis_device_ID_Int..e_CA_ECC_1.pem

Usage:

Remove

Selectto Ado— 9
Add Centificate

ClearPass Policy ManagerS| A28 = Q= OIZA HE A0 Axis ZHE7 IEEE 8021AR CISAE 22 L gL/t

~ - o X
Q) ClearPass Policy Manager - Arub X 4
& > C A Intesiker | hitpsy//172.25.201.120/tips/tipsContent.action#tipsCertTrustListaction e s O &
aruba ClearPass Policy Manager Menu ==
Dashboard P Administration » Certificates » Trust List
s e 3 2 Add
[£] Monitoring U Certificate Trust List -
Configuration M This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.
¢ Administration (o]
# ClearPass Portal Filter: [Subject | [contains v |axis device Clear Filter Show records
# & Users and Privileges : validity Enabled
#1 i@l Server Manager
& 4 i O cn=Axis device ID Root CA RSA,0=Axis Communications AB EAp valid Enabled
= I8 External Servers
b 0 cN=Axis device ID Root CA ECC,0=Axis Communications AB EAP Valid Enabled
# External Accounts
=& Certificates 3. O cn=Axis device ID Intermediate CA RSA 2,0=Axis Communications AB EAP valid Enabled
P Certificate Store 4. O cn=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB EAP valid Enabled
P Trust List] 5. O cN=Axis device ID Intarmediate CA ECC 2,0=Axis Communications AB EAP Vvalid Enabled
& Revocation Lists 6. O  cn=Axis device ID Intermediate CA ECC 1,0=Axis Communications AB EAR valid Enabled
#1 L Dictionaries
4 % Agents and Software Updates Sloninai-0icko |_Delete |
= % Support
© Copyright 2022 Hewlett Packard Enterprise Development LP Nov 25, 2022 08:48:50 CET ClearPass Policy Manager 6.9.12.136829 on CLABV (Trial Version) platform
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Hot 2HE - IEEE 802.1AR/802.1X

3. RADIUS 29 H| Y2 EX AQx| IEEE 802.1X LA T} YX|sfof &Hu|ct.

Q) ClearPsss Policy Manager- Ak X 4 SR X
€ = C A Intesiker | hitpsy/172.25.201.120/tips/t Devices.action e O 2
arvba ClearPass Policy Manager L —
Dashboard P configuration > Network » Devices
| (2 Menitoring M Network Devices z f:‘;m
4% Configuration 2| 2 Export All
4 Service Templates & Wizards @ Discovered Devices
£} Services A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
& Authentication
= g[dentily Filter: [Name | [contains v | ) Clear Filter Show [20_v] records
+] Posture
= § Enforcement # B nName . 1P or Subnet Address Device Groups Description
=+ Network Copy Export | | Delete
&
£} Device Groups
{¥ Proxy Targets
{3 Event Sources
£} Network Scan
3 Policy Simulation
# adm ation o
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:01:17 CET ClearPass Policy Manager 6.9.12,136829 on CLABY (Trial Version) platform
. - —
A O] o o/
ClearPass Policy ManagerS| A28 + Q= LIERI FA/ QIEHmo/A 2/L/Cf.
v -
Q) ClearPass Policy Manager - Ak X+ s X
& > C A Intessker | hitps//172.25.201.120/tips/tipsContent.action# e % O &

| Add Device

m SNMP Read Settings ~ SNMP Write Settings  CLISettings  OnConnect Enforcement  Attributes

Name: SWo4

IP or Subnet Address: 172.25.200.13
(e.g., 192.168.1.10 or 102.168.1.1/24 or 2001:db8:a0b:12f0::1 or 2001:db8:a0b:120::1/64)

Description:

A

RADIUS Shared Secret: Verify:
TACACS+ Shared Secret: — verify: [
Vendor Name

Enable RADIUS Dynamic Authorization: [J

Enable RadSec: [}

s conce

ClearPass Policy ManagerOf Al HPE Aruba Networking A AQXE A = QUE HEZYT FA/
2 FIfgIL/O RADIUS &2 H/22 & AfA IEEE 802.1X & 1f YX/ofof gri/Lrt.
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Hot 2HE - IEEE 802.1AR/802.1X

[

Q ClearPass Policy Manager - Ak X 4

€ C A Intesaker | hitps;/172.25.201.120/tips/tipsContent.action#

aruvba ClearPass Policy Manager

= = Dashboard B configuration > Network » Devices

=] Monitoring | Network Devices ) s
& Import
&, Export All

& i =
7, Configuration (0]
@ Discovered Devices

{} Service Templates & Wizards
Device SW04 added

{3 Services
+ & Authentication %

Q rdentit A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
G entity
= M Posture
5 & Enforcement Filter: [Name [ contains v | ) Clear Filter records
=+ Network # Name 4 1P or Subnet Address Device Groups

feJvevices| 1 O swoa 172.25.200.13
{3 Device Groups
Fpp s Showing 1-1 of 1 | Copy |
£} Event Sources
£ Network Scan
£ Policy Simulation

istration o|

Adm

Dec 28, 2022 09:02:33 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

© Copyright 2022 Hewlett Packard Enterprise Development LP

BfLIO MEE + Q= HELYT FHA/T7} F&E ClearPass Policy Manager2/L]C}.

M

Q) ClearPass Policy Manager - At X 4+

& C A Intesaker | ##ps)//172.25.201.120/tips/tipsContent.action#tipsNADGroups.action

aruba ClearPass Policy Manager

Dashboard Configuration » Network » Device Groups
itoris i Add
[Z] Monitoring Network Device Groups 4'1 a
i configuration © o
o & Export All
{3 Service Templates & Wizards Device Groups function as 3 component in service and role mapping rules. Device groups can also be associated with enforcement profiles.
£y Services
+ & Authentication .
% Filter: [Name ] [contains v [ ) Clear Filter records
+- L Identity
3 M posture # Name . Format Description
= ¥ Enforcement |
= =% Network
{} Devices

g
£} Proxy Targets
£} Event Sources

£} Network Scan

£3 Policy Simulation

istration o

Adm
© Copyright 2022 Hewlett Packard Enterprise Development LP

ClearPass Policy ManagerSl A28t + Q= ESYT FA IZ O/HIJo/A gLk

Dec 28, 2022 08:57:07 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
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Q) ClearPass Policy Manager - Ak X+

€ = C A Intesiker | hitpsy/172.25.201.120/tips/tipsContent.action# e« 0O &2

| Add New Device Group

Name: Switches

Description: ’Ac:ess Switches

Format: O Subnet
O Regular Expression
@® vist

Available Devices (0) Selected Devices (1)
Filter

SW04[172.25.200.13]

ClearPass Policy ManagerS| Aj &A] 1F0) AE/g & Uk [EYT HuA FXE FI8H/ O

Q) ClearPass Policy Manager- Arub X 4

€& > C A Intsssker | h#p5//172.25.201.120/tips/tipsContent action# % % 0O & @

arvba ClearPass Policy Manager Menu =

| =" Dashboard P) configuration » Network » Device Groups
[Z] Monitoring W Network Device Groups L el
[ & Import

4% Configuration Q £ Export All

£3 Service Templates & Wizards Device Group "Switches” added successfully
£y Services
=@ Authentication
+- L Identity

= i posture Filter: [Name ~|[contains | ) Show [20 ] records

= ¥ Enforcement # B Name s Format Description

Device Groups function as a component in service and role mapping rules. Device groups can also be associated with enforcement profiles.

= network 1. O switches List Access Switches
£} Devices

Q Showing 1-1 of 1 Export | | Delete

Proxy Targets
oy Eargy

£} Event Sources
£} Network Scan
{3 Policy Simulation

#7 Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:05:423 CET ClearPass Policy Manager 6.9.12.136829 on CLABV (Trial Version) platform

OfLf OJ4tel HEE + Y HIERT HXE EEele HIERT FA 1F0/ & E ClearPass Policy Managerg/L/L}.

K X2 #+48

Axis HE HEYD HMS Sof MAC F&, HX| AZEQO HHD
0| HEE AIE3}I0 ClearPass Policy ManagerQ A X X|22 MM
A AXIS OS H{HO| et Hag 388 ALt AR a5 U&L|TH

'
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Hot 2HE - IEEE 802.1AR/802.1X
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Q) ClearPass Policy Manager - Ak X+

€ > C A Intesaker | hitps//172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action

Update Device Fingerprints

Category Network Camera =
Family: [Axis -
Name: [AXTS OS version unsupp | ¥

‘Custom Rules- 1 Matches (ALL ) Cpelete Rule

Operator
Host MAC Vender contains_all

Axis Communications AB
LLDP System Description  not_contains 10.12

SNMP System Description  not_contains 10,12

=Note: 0 Rule(s) will be deleted

Dt Eserpeact) J "5

ClearPass Policy ManagerSl & X X2 A& 8/L/0f 1012 0/9/9/ L}E AXIS OS HIfAZS &
Yo Avs SAE A EEA B Ho2 HFELL)

@ ClearPass Policy Manager - Ak X+

€ > C A Intessker | htps//172.25.201.120/tipsftipsContentaction#tipsFingerprintDictionary.action

Update Device Fingerprints

Category: Network Camera -
Family:
Name: AXIS OS version suppor’ |~

Custom Rules- 1 Matches (ALL ) Cloelete Rule
Operator

Host MAC Vendor contains_all Axis Communications AB
LLDP System Description  contains 10.12

SNMP System Description  contains 10.12

=Note: 0 Rule(s) will be deleted

Update [l Delete Fingerprint

ClearPass Policy ManagerSl Z X X2 72&2/L/C. & afoji/= AXIS OS 10122
Y= Avs FA7} ALk Ho2 L

S

ClearPass Policy Manager7} 4728t & X| 20| Cfst Mt A=mOIE MMOlA &0l 4 Y&LICH

1. Configuration > Identity > Endpoints(724d > ID > QIEXEQIE)Z 0|5 ¢EfL|Ct.

10
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Hot 2HE - IEEE 802.1AR/802.1X

2. s FXE dHeLCh

3. Device Fingerprints(&X| X|2) ®g 22t

SNMPE& Axis XA 7|28 o2 HZMY3IE 0 QS HPE Aruba Networking MM A A2 X[0f
N +Zguct

Q ClearPass Policy Manager - Arub X 4

& > C A intesiker | hitps//172.25.201.120/tips/tipsContent.action#tipsEndpoints.action

| Edit Endpoint

[Z0I D Attributes  Device Fingerprints

MAC Address  BS8-A4-4F-30-42-EA IP Address 172.25.201.233
Description Static Ip FALSE

Hostname axis-bg8a44f3042ea
Device Category  [Network Camera ]
Status O Known client

Oy, Device 0S Family [Axis =

O Dpisabled client Device Name [AXIS OS version suppor [+

Added At Dec 28, 2022 14:50:45 CET

MAC Vendor Axis Communications AB

Added by Policy Manager Profiled by Policy Manager

Online Status  Not Available Last Profiled At Dec 29, 2022 08:18:23 CET

Connection Type Unknown

Save Cancel

ClearPass Policy ManagerZf ZZif 255+ Axis ZHA 2/ L/}

11
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H

oF 2 HEl - IEEE 802.1AR/802.1X
€ 5 C A Intesaker | hitps//172.25.201.120/ip action e % O 2

Edit Endpoint

Endpoint  Attributes [VEREINEN BT

Endpoeint Fingerprint Details
CDP Device Description:
DHCP Option5s5: 1,3,6,12,15,28,42,66,119
DHCP Option60: AXIS,Panoramic Camera,P3727-PLE,10.12.130
DHCP Options: 53,57,55,12,60,61
Host MAC Vendor: Axis Communications AB
LLDP System Description: AXIS P3727-PLE Panoramic Camera 10.12.130
SNMP Device Name: axis-b8a44f3042ea
SNMP Device Type Host

SNMP System Description: AXIS P3727-PLE Paneramic Camera 10.12.130

Save Cancel

T YEE Axis FX/O XM FA AL YLICE Axis FAI0|AE SNMPI} 72502 b2 siEof 2
ZL/C) LLDP CDP % DHCP #Z ZM Fik B3 281 Al 72 S& Mefojk Avs ZXof ofof F2
£/ 0 HPE Aruba Networking A AL/X/0f ©/8f ClearPass Policy Manager= M EHE/L/LCY.

VY ZEOY 7Y

Enforcement Profile(&]& =
e = JEE St O A
Cch_ med ¥ Zeo

ClearPass Policy Manager7t AQ|X|o| HMHA ZEQY EX
. Ol FA Qg "AfX"e HELZ FXof A
=

VLANO| Ci3t 7
M Ha 2y
of thet Ha

—

Tl Mg AMde o~ QEGL|Ct ClearPass Policy ManagerQ|
7|8to 2 Axis ZX|0]| HPE Aruba Networking 7|8t L EQ3

12
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Hot 2HE - IEEE 802.1AR/802.1X

Q ClearPass Policy Manager - Ak X 4
 action%3FcontextData%3D3004

ipsContent.ac

< C A Intesaker | hitps;//172.25.201.120/tips
ClearPass Policy Manager

P) configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201

Ll Enforcement Profiles - Allow_VLAN_201

aruvba

[ Monitoring

xipsontionration = o mivutes
£} Service Templates & Wizards i
Profile:
{3 Services
4 G Authentication Name: Allow_VLAN_201
# £ Identity Description:
51 B Posture Type: RADIUS
= & enforcament E
Action Accept
{3 Policies
Device Group List: 1. Switches
elprofiles|
) -4 Network Attributes:

£% Network Scan

£3 policy Simulation .
1. | Radius:IETF Session-Timeout =

Termination-Action =

2. | Radius:IETF

3. | Radius:TETF Tunnel-Type =
4. | Radius:TETF Tunnel-Medium-Type =
5. | RadiusiIETF Tunnel-Private-Group-Id =

€ Back to Enforcement Profiles

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:08:57 CET

10800

RADIUS-Request (1)
VLAN (13)

IEEE-802 (6)

201

[ copy [ sovo I corca |

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

VIAN 2010) ¢t HAE 5184= HY ZZH2

/o of g/L/ct.

ClearPass Policy Manager - Ak X +

(3 C A Inte saker | htps//172.25.201.120/tips/tipsContent. action#tipsEditEnforcementPolicy.action%3FcontextData%3D3007

ClearPass Policy Manager

Axis Radius policy

aruba

=L pashboard P) configuration » Enforcement » Policies » Edit -

i Enforcement Policies - Axis Radius policy

[&] Monitoring

3 i -
iiypSonfiauration 2 m Enforcement  Rules
13 Service Templates & Wizards
B ot Enforcement:
5 G4 Authentication Name: Axis Radius policy
=+ Q Identity Description:
51 B Posture Enforcement Type RADIUS
= & Enforcement =
Default Profile: Allow_VLAN_203
te]
{3 Profiles Rules:
) 4 Network Rules Evaluation Algorithm:  First applicable

£3 Network Scan
£3 policy Simulation

Conditions
Axis device ID Intermediate CA)
Axis Communications AB)

S Axis Communications AB)

(Certificate: Issuer-CN CC
(Certificate: Issuer-0
D (Certificate: Subject-0

' (Certificate: Subject-L EQUALS Lund)
(Certificate: Subject-C £ 5 SE)
(Connection:Client-Mac-Address-NoDelim EQUALS %{Certificate:Subject-serialNumber})
[Cemf\cate Issuer-CN Production CA Certificate)
2 A (Certificate: Subject-CN CC S %-{Connection:Client-Mac-Address-NoDelim})

AXIS OS version unsupparted)

(Autherization:[Endpoints Repesitory]iDevice Name
(Certificate:Issuer-CN €O 5 Production CA certificate)
3 (Certificate: Subject-CN CONT, “%{Connection:Client-Mac-Address-NoDelim})
(Authorization: [Endpoints Repository]:Device Name FQUALS AXIS OS version supported)

€ Back to Enforcement Policies

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:49:09 CET

Actions

Allow_VLAN_201

Allow_VLAN_201

Allow_VLAN_202

[ cory W sove [ Corce

Clearpass Policy Manager 6.9.12,136929 on CLABV (Trial Version) platform

ClearPass Policy ManagerS

-~

H 7bX e ML oY x=X|= oSt 25 LI
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HEST AYAE HE
IEEE 802.1X HESA HZ Mo 50| +=AHEX| GoT HEH

AAE Y EA(VLAN 203)

13
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Hor 2H Gl - JEEE 802.1AR/802.1X

IEEE 802.1X WEYA FZ MO 50| HufstH Axis FX|0= Mol A2|E HEKIA0 thst 2 #ot0|
SOojELC HAES ZXE FSHE FXNE =522 HASH0F LT
HEL3 =2 H| XY (VLAN 201)
Axis ZX 0= Z2HMY HEYI0| st ¥ HL0| SOIELCH Ol AXIS Device Manager %
AXIS Device Manager E)(z‘eno’E E8 Axis &X| B2 7|52 HNE57| st AYULCE ESH AXIS OS YO0 E
MA £ AEN U Jlet 2HE A8 Ads XS PHE 4 USLICE. ClearPass Policy Managers T
S zag wogl

o Axis KXo AXIS OS HH

o XX MAC F=A 7|- ZZ2YUN Y Axis MAC =4 K| AH QF Axis device ID Q=S MO & Hs EM

oF YX[S=X o F

. Axis device ID QIEAM7} AZ H530] LB, XX, YK, 27t S Axis BH 4T YX|BH=R] of
MM 4 E$ 3 (VLAN 202)
Axis X0 Axis EX|7H RS B[0f s WA Y EQT0) i M2 Ho| RO ZRHHY HE
QI3 (VLAN 201) LYoo ZX| =ZH| X YO %EE_I = M20| S{EELLCt ClearPass Policy Manager= C}
2 2dg gelgLr

o ZX|9] MAC AL 328HYE Axis MAC =2 N A Lt Axis device ID 9IZ Aol €& Hs EM

b LX5t=X o &£

« Axis ZX|Q AXIS OS HH

- AElE = e ABM HELAM WA S5 ASMI AT 7tsTHR| off
oF Y 74
15 HHM= Axis HX|7F HEYAO Csh 2ES Al=ste HHO| Fo|gL L Axis Edge VaultE X|
SIBt= Axis EHX|0= 7| 22X o2 IEEE 802.1X EAP-TLS7} 2AM3lE|of o0z M3 = 01F dhHo [EEE
802.1X EAP-TLSQ!L|C}.
Q) ClearPass Policy Manager- Ak x4+ AT X

€ > C A Intesaker | https//17225.201.1

P

Edit Authentication Method

General

Name:

Axis EAP TLS.

Pefoult settings for EAP-TLS

Description:

Type: EAP-TLS

Method Details

Session Resumption:
Session Timeout:
Authorization Required:

Certificate C:

B enable

E_Jhours

[ enable

Do not compare ~

Verify Certificate using OCSP:

Override OCSP URL from Client:

OCSP URL:

ey
o o H

Axis ZA/0) Y3t EAP-TLS OIS

None ~

[Cenable

Copy

0] &H9/&/E ClearPass Policy ManagerS| 2I&

14
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https://www.axis.com/products/axis-device-manager/support
https://www.axis.com/products/axis-device-manager-extend
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M2 34
Services(A{H|A) H[0|X|2| T4 EtA= HPE Aruba Networking 7|8t HEQ I 0|A Axis &tX|Q| OIF 9 M3k
2o E Me|stes otLtel T MH[AZ ZATHE L|CH

=

Q ClearPass Policy Manager - At X 4 v - [m] X
& > C A Intesaker | hitps//172.25.201.120/tips/tipsContent.action#tipsEditSenvice.action%3FcontextData%3D3001 =& % O &
arvba ClearPass Policy Manager Menu ==

= £ pashboard B configuration » Services » Edit - Axis 802.1X Wired

=] Monitoring M Services - Axis 802.1X Wired

= ,
5 Confiauration summary [P muthentcation _oles

{3 Service Templates & Wizards

Name: [Aocis 802.1X Wired ]

= i Description: o authenticate users to any wired

%Aulhenucauon network via 802.1X.
+-Q Identity
= f Posture
= § Enforcement Type: 802.1X Wired
= o Network Status: Enabled

£ Network Scan Monitor Mode: [ Enable to monitor network access without enforcement

{3 Policy Simulation More Options: O authorization [ Posture Compliance (J Audit End-hosts [ Profile Endpoints () Accounting Proxy

Service Rule

Matches O ANY or @ ALL of the following conditions:

Operator
1. | Radius:IETF NAS-Port-Type EQUALS Ethernet (15) B @
Login-User (1), Framed-User (2),
2. | Radius:IETF Service-Type BELONGS_TO a m @ B @

Authenticate-Only (8)

¢ Back to Services =3 [ save |

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:41:27 CET ClearPass Policy Manager 6.9.12,136929 on CLABV (Trial Version) platform

IEEE 8021IXE OZ YHOZ Hojdls HE Axis AHAZ} M4 E LI

Q ClearPass Policy Manager- At X 4 e - o X
<« C A Intesaker | hitps;//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3001 © v O 2
arvba ClearPass Policy Manager Menu ==

=Y Dashboard P configuration > Services » Edit - Axis 802.1X Wired

[ Monitoring M Services - Axis 802.1X Wired

ry "
4, Configuration

Summary  Sel Authentication [JETIEEI TN

£} Service Templates & Wizards

) Authentication Methods:  [Axis EAP TLS Add New Authentication Method
G Authentication —_—
+-Q Tdentity
= Posture s Bomove )|
=+ §& Enforcament )
1+ Network y |
£3 Network Scan
£3 Policy Simulation [-Select to Add~ ]
Authentication Sources:  [[Endpoints Repository] [Local SGL DB] Add New Authentication Source
| 4
[~Select to Add— ~
Strip Username Rules: (O Enable to specify a comma-separated st of rules to strip username prefixes or suffixes
Service Certificate: [~Select to Add— v

View Certificate Details

€ Back to Services

[ Copy Jsovs I Conen |

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:41:41 CET ClearPass Policy Manager 6.9.12,136929 on CLABV (Trial Version) platform
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H

ot 2 el - [EEE 802.1AR/802.1X

TR
Q ClearPass Policy Manager - Arub- X 4
€ C A Intesaker | &ttpsy//172.25.201.120/tips/tipsContent.action#tipsEditService.actiong3FcontextData%3D3001 2 % O =2
arvba ClearPass Policy Manager L —
=" Dashboard ] configuration » Services » Edit - Axis 802.1X Wired
[] Monitoring i Services - Axis 802.1X Wired
- - s
eironfinumtion ©  Summary Service Authentication Roles
£} Service Templates & Wizards = N -
Q Use Cached Results: [0 use cached Roles and Posture attributes from previous sessions
4 G Authentication Enforcarment Halicys [Axis Radius policy ~] Add New Enforcement Policy
4 Identit,
= 4 Enforcement Policy Details
= M Posture
+ & Enforcement Defoiption
o o Network Default Profile: Allow_VLAN_203
{3 Network Scan Rules Evaluation Algorithm:  first-applicable
3 Policy Simulation
Conditions Enforcement Profiles
(Certificate:1ssuer-CN S Axis device ID Intermediate CA)
(Certificate:Issuer-0 Axis Communications AB)
| + (Certificate: Subject-0 Axis Communications AB) _—
(Certificate:Subject-L. Lund)
(Certificate:Subject-C £QUALS SE)
(Connection: Client-Mac-Address-NoDelim %{Certificate:Subject-serialNumber})
(Certificate:1ssuer-CN Production CA Certificate)
21 (Certificate: Subject-CH %{Connection: Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Authorization: [Endpoints Repository]:Device Name E£Q AXIS OS version unsupported)
(Certificate:Issuer-CN 5 Production CA certificate)
3 (Certificate: Subject-CH %< Connection: Client-Mac-Address-NoDelim}) Allow_VLAN_202
(Authorization: [Endpoints Repository]: Device Name EQUALS AXIS OS version supported)
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:51:01 CET ClearPass Policy Manager 6.9.12,136929 on CLABV (Trial Version) platform
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HPE Aruba Networking @ MA AQ|X|0f CHTE ofgfjo] MY Y ZE M O|E RXSHAA

o

radius-server host MyRADIUSIPAddress key "MyRADIUSKey"

aaa authentication port-access eap-radius

aaa port-access authenticator 18-19

aaa port-access authenticator 18 reauth-period 300
aaa port-access authenticator 19 reauth-period 300
aaa port-access authenticator active

Axis T4

Axis Y EQ3 FA|

Axis Edge Vault2 X|sle Axis &A= Axis device ID2t1 9|
IEEE 802.1XS S8 XSt 2o K| Ag U HEYT 28
T2 7R g.H_| C}.

b= EOF XX IDE KM ZEL|CH Axis device ID=
g 92 Holst= =N IEEE 802.1AR H
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Hot 2HE - IEEE 802.1AR/802.1X

ooo
ooo

F.T s

o > @ v

(1] @

Axis ZIX = pMEIg = QE EX ID AJHIAE L/3) IFEF 802 1AR &8t Axis device ID 9ISAZ FZE/L/C}

1 Axis device ID 7| 2/ZE2}PK])
2 Axis device ID

Axis X0 HOt QAO0AM HBSts StEQ 0 Ex 2Ot 7| MHAE Axis X9 ME|HgE MANoz ZHS
S 9E FA Ag ABA U D FI(Ads device D)9} M SHOIM T8N ELICH Aus HF MG
Axis Edge Vault 3 Axis device IDE X|2Sl= Axis XS LOtEE= O AT %= UASLLCH
&2
Axis ZX|ol 2dH Hz = MAC =AQL|LCH

AXISa AXIS Q1656 Box Camera > WO )

&5 Status

v Video v Certificates

o Add certificate =

b Audio v

® Recordings O rame Tupe

# Apps [ s device ID ECC-P256 (802.1AR) Client-server

& system ~

[ Axis device ID R5A-2048 (802.1AR) Client-server

¥ Date and time

& Network D Axis device 1D RSA-4096 (802.1AR) Client-server

&) ey | [ Auis device ID Intermediaze CAECC 2 A

Axis Device IDE A83F0] & 58 A J|EZ 02 NFE Avs BXS AFA HELLL/L)

o=/

IEEE 802.1AR &%t Axis device ID QIS MO U Hsof Lot HEQ 7|Et Axis SZNE HEIt Z3tgof
UL O] YEE ClearPass Policy ManagerZp W E /0] Ciet §2 eSS 205H7| ot 24 & 2JA 2
g2 ?IoHl Ar8-LICE Axis device ID IS MM S £ A= ot YEE HESUAIL

AXiSa.
"0": "Axis Communications AB",
"CN": "axis-b8a44f279511-eccp256-1",
"serialNumber": "b8a44f279511",
27} SE
2| K| 2c
gt X ==& Axis Communications AB
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Hot 2HE - IEEE 802.1AR/802.1X

Rl
ne
=
°
[l

Axis device ID &7t

Axis Communications AB

me | B | me
TE | | o

oz axis-b8a44f279511-eccp256-1
s Hs b8a44f279511
QHt O|22 Axis 3|AF O| 2, ZHX[o] Y& HS, AMEE A3 22| F(ECC P256, RSA 2048, RSA 4096)S =
ot5t0] A EL|CH AXIS OS 10.1(2020-09)5 Ef IEEE 802.1X= 7|2X O 2 AtM FAME Axis device IDE 23}
UL OlE &8l Axis ZX|= IEEE 802.1X X[ HERIOM AH ASS &S &+ AL
AXISa. AXIS Q1656 Box Camera exo B :
O« Video v R
Client certificate () EAPOL Version
@ ‘ Axis device ID RSA-2048 (802.1AR) - ‘ [6R
b Audio v 02
CA certificates @
@ recordnas ‘ No CA certificate selected - ‘ @:
® Apps Use IEEE 802.1x
EAF Identity
@ SR “ axis-b8a44f27a03a
¥ Date and time
& Network
@ Ssecurity l

IFEE 802.1X7} 2H& 8150 Axis device ID OIZA{7} O/3] MEHE ZA Z=3f Al 725 SEHS Axis &K/ L/CH
AXIS Device Manager

AXIS Device Manager X AXIS Device Manager Extende= U E QI 0|A 02| Axis ZX|E HE M0l 4
Moz st t2|st= O ArE™ = QUESLICH AXIS Device Manager= HEY 39 HFHO EZHZE

AXg = UEs Microsoft Windows® 7|t O Z 2| A O|MQl Ht™H, AXIS Device Manager Extende= ZEI2E=
QITEtE A8SHO CHE AOIE FX| #E|E AL LCH F 7tX| 25 Ch33t 22 Axis ZX|0f| Cfet &
72 &2 ®H Fd 7sE MISeLoh

. AXIS OS Q{G0|EZS MX|StL|C}.

« HTTPS % IEEE 802.1X QIS AQ} ZH2 AO|H HOF LA S H3fL|C

« O|OIX] 2F & XE d¥E FHELLICh
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IFEE 802 1AF MACsec Zf0/0f 2 HOtE E&t M2 EFAE JEYT 253

IEEE 802.1AE MACsec(Media Access Control Security)2 L|ER3 AZ 29| X|A 7t o|3 4l 23 E &4=3 &
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IEEE 802.1AE MACsec ®
. +8502 7Y I5?

« IEEE 802.1X EAP-

TLSE A3t AS OrAH MA/SH CAK 2=

Authenticator

Supplicant Radius Server

802.1x Authentication i

MACSec encrypted

AXIS OS 10.1(2020-09) O|AtOj| A IEEE 802.1X= Axis device IDQ} =3
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OLHEH Y E93 2% - IEEE 802.1AE MACsec

()5 M3t Axis EX|0|A HPE Aruba Networking QM A AQIX|2
I

IEEE 802.1AE MACsecOj= HPE Aruba Networking @M A A Q|X|Qt ClearPass Policy Manager 7+ ZH|7t
D= ZQBtL|Cl. EAP-TLSE £33t IEEE 802.1AE MACsec 233t EAE & E517] {8l Axis ZX[0 -_rlkl
0] WRBFX| YA L|CH

HPE Aruba Networking QM A AQ|X|7} EAP-TLSE Al238= MACsecg X|8HX| Y= AR A® 38
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HPE Aruba Networking ClearPass Policy Manager

o U AT Y Y

Q app20 x  + voo— o X
& > C A Intesaker | heps//172.25.201.120/tips/tipsContent.action#tipsRoles.action 2 % O & :

Role ID:

Name: lﬁziil}ev\cg

Description:

4

Save Cancel

Axis ZX|0] LYt GE 0/ZZ FIBILICE O/EL UMA 2PX 7HOY EE YMA UE O[FLLI
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OrX S Y EQA %Y - IEEE 802.1AF MACsec

Q app20 = e v oo— o X%
&« C A Intesaker | hetpsy//172.25.201.120/tips/tipsContent.action#tipsEditRoleMappingPolicy.action%3F contextData%3D3001 = % 0O &
aruba ClearPass Policy Manager Menu =—

= ' pashboard ] configuration » Identity » Role Mappings » Edit - Axis Role Mapping
[l Monitoring i Role Mappings - Axis Role Mapping

£ i 5
xhigSoniigmation 2 EEEE roticv Mapping Rules

¥ Service Templates & Wizards

 Services Pelicy:
= & Authentication Policy Name: Axis Role Mapping
£} Methods Description
£} Sources Default Role: [Guest]
= & Identity
{4 Single Sign-On (S50) Mapping Rules:
4} Local Users Rules Evaluation Algerithm: Evaluate all
¥ Endpoints Conditions Role Name
£} Static Host Lists 1. | (Authentication:Full-Username BEGINS. WITH axis-00408c) AxisDevice
g 2. | (Authentication:Full-Username 5% + axis-acccge) R
o B pasnire 3. | (Authentication:Full-Username BEGING WITH axis-ba4df) AxisDavica

{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard |
- § Enforcement
£¥ Policies
£} Profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

Back to Role Mappings Co ancel
ke I Pping: Copy Cancel

(© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:08:20 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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idministration o
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orXst Y ESQ3 &9 - IEEE 802.1AE MACsec

MH[2 g

=" Dashboard

[Z] Monitoring

& Configuration

4} Service Templates & Wizards
e
-1 & Authentication
£} Methods
£} Sources
- Identity
44 Single Sign-On (550)
£} Local Users
{3 Endpoints
£} Static Host Lists
£} Roles
£} Role Mappings
= M Posture
4} Posture Policies
£3 Audit Servers
{3 Agentless OnGuard
- & Enforcement
£3 policies
£y Profiles
= s Network
£} Devices
£3 Device Groups
42 Proxy Targets
¥ Event Sources
£ Network Scan
£x Policy Simulation

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Q app20 X+ Vv = o X
€ C A Intestker | hitps//172.25.201.120tips/tipsContent action#tipsEditService action%3F contextData%3D3001 2 % 0O &
aruba ClearPass Policy Manager Menu ==

Configuration » Services » Edit - Axis 802.1X Wired

Services - Axis 802.1X Wired

Summary Service Authentication Roles Enforcement
Role Mapping Policy: [Axis Role Mapping v Add New Role Mapping Policy
Role Mapping Policy Details
Description:
Default Role: [Guest]

Rules Evaluation Algorithm: evaluate-all
Rol

(Authentication:Full-Username = axis-00408c) AxisDevice
2. (Authentication:Full-Username axis-accese) AxisDevice
AxisDevice

axis-b8a44f)

3, (Authentication:Full-Username

[ cavie ooy i sove I Concer

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

€ Back to Services

Qct 26, 2023 05:09:16 UTC
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B02IXE Fojdlt MH=of F7jg/Lf.
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orXst Y ESQ3 &9 - IEEE 802.1AE MACsec

=L pashboard

[Z] Menitoring
4, Configuration @

£x Service Templates & Wizards
1« B
=1 & Authentication
£} Methods
{3 Sources
= & Identity
£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
{3 Role Mappings
1M posture
¥ Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£} Policies
£ profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

Administration

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Q app20 L
& C A Intesaker | hetpsy//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3F contextData%3D3001
aruba ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired

Services - Axis 802.1X Wired

Summary Service Authentication

O e |

Use Cached Results:

Enforcement Policy:

[Axis Radius policy

Enforcement P

Description:

Default Profile; Allow_VLAN_203

Rules Evaluation Algorithm:  evaluate-all
onditions

(Certificate:Issuer-CN

Axis device ID Intermediate CA)
AND  (Certificate:Issuer-O 415 Axis Communications AB)
(Certificate: Subject-0 FQUALS Axis Communications AB)
(Connection:Client-Mac-Address-NoDelim 5 %{Certificate: Subject-
serialNumber})
A (Tips:Role
(Certificate:Issuer-CN O

AxisDevice)
TAINS Production CA)

AnD - {Authorization:[Endpoints Repository]:Device Name &0
2. unsupported)

5 AXIS OS version

(Certificate: Subject-CN ¢
(Tips:Role EQUALS AxisDevice)
(Certificate:Issuer-CN 5 Production CA)

S Production XYZ)

(Authorization: [Endpoints Repository]:Device Name O
3.  supported)

S AXIS OS version

(Certificate: Subject-CN CONTAT
(Tips:Role AxisDevice)

S Production XYZ)

€ Back to Services

Qct 26, 2023 05:11:50 UTC

(0 use cached Roles and Posture attributes from previous sessions

Add New Enforcement Palicy

Details

Enforcement Profiles

Allow_VLAN_201

Allow_VLAN_201

Allow_VLAN_202

[ o W Cory Jsovo I Corce ]

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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OrX S Y EQA %Y - IEEE 802.1AF MACsec

e Z2nel
HY ZEROE
Q app20 X+ Vv = o X
<« [ A Inte siker ‘ hitps://172.25.201.120/tips/tipsContent.action#tipsEditEnforcementProfile.action%3FcontextData%3D3004 & ¥ o =2
OrUbCl ClearPass Policy Manager Menu =—

Dashboard [:] cConfiguration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201
[ Monit i Enforcement Profiles - Allow_VLAN_201
\} i ®
., Configuration @ m Profile  Attributes

4} Service Templates & Wizards

Profile:
£x Services

-1 S Authentication Name: Allow_VLAN_201
£} Methods Description:
{} Sources Type: RADIUS

=+ Q Identity Action: Accept
£} Single Sign-On (550)
pr——" Device Group List: 1. Switches
£} Endpoints Attributes:
£} Static Host Lists
£} Roles
P 1. | Radius:IETF Session-Timeout = 10800

ole Mappings

= B posture 2. | Radius:IETF Termination-Action = RADIUS-Request (1)
£ Posture Policies 3. | Radius:IETF Tunnel-Type = VLAN (13)
£3 Audit Servers 4. | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
{} Agentless OnGuard 5. | Radius:IETF Tunnel-Private-Group-Id = 201

=+ & Enforcement 6. | Radius:Aruba Aruba-User-Role = AxisDevice
£3 policies
FeYprofiles|

= s Network
£} Devices

{3 Device Groups
£} Proxy Targets
¥ Event Sources
£ Network Scan
£x Policy Simulation

< Back to Enforcement Profiles B3

(© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:13:21 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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002
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| &
=

macsec policy macsec-eap
cipher-suite gcm-aes-128

o
+

port-access role AxisDevice
associate macsec-policy macsec-eap
auth-mode client-mode

aaa authentication port-access dotlx authenticator
macsec

mkacak-length 16

enable
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HAN 25T - MAC 915

gl HA| 229 - MAC

MAC Authentication Bypass(MAB)E A}235I0] &X| ID QIZANZE 2HESIE
HXE REEY = o IEEE 802. 1X7} g—o =5t A X
ClearPass Policy Manager= Axis &X|9] MAC F=AE &
MABOf &=
98} MABZ

M| A A Q| K2} ClearPass Policy Manager 7+
5{&85t= o 80| ERSHX| &Lt

(k=]

HPE Aruba Networking ClearPass Policy Manager

I |
Yy
ClearPass Policy Manager?| %% "i M —T—U}%%o—',:- 7|-§| MM xH 0 % 7|8t
Networking 7|8t HIE9{Z 0| TSt H2 dete FOHLX 4R E Folg Lt
Q app20 x e
<« C A Inte saker | hepsy//172.25.201.120/tips/tipsContent action#tipsEditService.action%3F contextData%3D3006
aruvba ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

Services - Axis 802.1X Wired - Mac Authentication

= ¥ pashboard

[Z] Monitoring

g i 3
{4z Configuration Y Summary Service  Authentication

£ IEEE 802.1ARE X|3}X|
FEH7|- ElL|Ch 802.1X RET0| MifstH
S0 TSt AN~ ABS =

oF

LS T

Axis

ol- |__| |:|-

=H|7I 25 QLT Axis XM= 2EES

O 2 Axis &X|0| HPE Aruba

£} Service Templates & Wizards
Josrices]
=1 & Authentication
£} Methods
{3 Sources
= & Identity
£¥ Single Sign-On {SS0)

(0 use cached Roles and Posture attributes from previous sessions

~]

Enforcement Policy Details

Use Cached Results:

Enforcement Policy: [Ais MAC fon Policy

Description
Default Profile: [Deny Access Profile]

£} Local Users Rules Evaluation Algorithm: evaluate-all

£¥ Endpoints
£} Static Host Lists
(Date:Day-of-Week BEL Monday, Tuesday, Wednesday, Thursday, Frida:
Rol { Y Y, Ys Y Y, Y.
& Roles i (Date:Time-of-Day SE 09:00:00,17:00:00)
{4 Role Mappings (Connection: Client-Mac-Vendor S Axis Communications AB)
- H Posture

4 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£¥ Policies
£y profiles
=/ ~4 Network
£} Devices
£} Device Groups
% Proxy Targets
{4 Event Sources
¥ Network Scan
{xpolicy Simulation

€ Back to Services

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Qct 26, 2023 05:15:57 UTC

Conditions Enforcement Profiles

Allow_VLAN_203

Add New Enforcement Palicy

[unic I Coor | sove I Conee |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

HEYI AHAE AHE
Axis BRI BHE Y M SFOR 2o W UEAI0| fek AMAT AR

A2E Y ESLIA(VLAN 203)

Che X0l SFET Ads IXOfE MHHO|I D H2lE YEYAY 3 Y2
© BRUREH 322 Af09 B

e 09:00~17:00
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Sources(22) HO|X[OME +F22 7IM2 MAC F4T A&t M 28 2270 4 ELCH

Q app20 x |+ v - O X
&« C A Intesaker | hetps//172.25.201.120/tips/tipsContent.action#tipsAuthSources.action e S O &

aruba

=L pashboard

] Monitoring

) -
1, Configuration

£x Service Templates & Wizards
{x Services
=1 & Authentication
£} Methods
1
= R Identity
£¥ Single Sign-On {SSO)
4} Local Users
£} Endpoints
£} Static Host Lists
£} Roles
{3 Role Mappings
- i posture
{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£¥ Policies
{4 Profiles
=/ 4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£% Network Scan
£} Policy Simulation

Administral

(© Copyright 2023 Hewlett Packard Enterprise Development LP

ClearPass Policy Manager

[] configuration » Authentication » Sources

i Authentication Sources ;fr:iort

@ &, Export All
An authentication source is the identity store (Active Directory, LDAP directory, etc.) against which users and devices are authenticated.

Show records

& Clear Filter

Filter:[Name ~ || contains |

# Name . Type
i, O [Admin User Repesitory] Local SQL DB Authenticate users against Policy Manager admin user database 3
n o — sl S0 D Denylist database with users who have exceeded bandwidth or session
related limits
3. O [Endpoints Repository] Local SQL DB Authenticate endpoints against Policy Manager local database
4. O [Guest Device Repository] Local SQL DB Authenticate guest devices against Policy Manager local database
55 O [Guest User Repository] Local SQL DB Authenticate guest users against Policy Manager local database
6. J  [1nsight Repository] Local SQL DB Insight database with session information for users and devices
7 O [Local User Repository] Local SQL DB Authenticate users against Policy Manager local user database
8. O  [Onboard Devices Repository] Local SQL DB Authenticate Onboard devices against Policy Manager local database
9. O [social Login Repository] Local SQL DB Authenticate users against Policy Manager social login database
10. | O [Time Source] Local SQL DB Authorization source for implementing various time functions
11. | O [Zone Cache Repository] HTTP Access attributes cached by Context Server Actions in previous sessions o

Showing 1-11 of 11

Oct 31, 2023 09:13:53 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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€& > C A intessker | https//172.25.201.120/tips/tipsContent.action#tipsAddAuthSource.action

aruvba

Dashboard

ClearPass Policy Manager

[] Configuration » Authentication » Sources » Add

[l Menitoring
4, Configuration

i Authentication Sources

O [l stoicost ists_summary

¥ Service Templates & Wizards

Name: [Axis Devices ]
{3 Services
= & Authentication Description: € addresses of Axis devices in use.
£} Methods
A
I sources]
= & Identity Type: Static Host List

£} Single Sign-On (SS0)
£k Local Users Authorization Sources:
£ Endpoints J
£} Static Host Lists s |
£¥ Roles
£¥ Rale Mappings

- Posture

Use for Authorization: Enable to u

urce to a

{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£¥ Policies
£} Profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

4 Back to Authentication Sources

# Administration

© Copyright 2023 Hewlett Packard Enterprise Development LP QOct 31, 2023 09:21:23 UTC

[ or— 0 sove I Conee |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version)

latform

27




HPE Aruba Networking

gl HA 2ET - MAC I3

0

Q app20 t el -

€& > C A intessker | htps//172.25.201.120/tips/tipsContentaction#

| Add static Host List

Name: Axis devices

Description:

Host Format: Subnet
Regular Expression
List

Host Type: 1P Address
MAC Address

Host Entries

Address Description
1. O B8-A4-4F-45-B4-E6  Axis Davice 1
2. O BB-A4-4F-45-B4-E7  Axis Device 2
3. O BB-A4-4F-45-B4-E8  Axis Device 3

aceress: [—

Description:

4

Axis MAC =27} EgHE H% 22 220/ Y&&L/0).
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£¥ Single Sign-On {SS0)

4} Local Users

£} Endpoints

£} Static Host Lists

£¥ Roles

{3 Role Mappings
1M posture

{3 Posture Policies

£} Audit Servers

{3 Agentless OnGu
- § Enforcement

£} Policies

L4 Profiles
=/ ~4 Network

£} Devices

£} Device Groups

ard

{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

4 Back to Authentication Sources

Administration o

© Copyright 2023 Hewlett Packard Enterprise Development LP QOct 31, 2023 09:20:34 UTC

v - o X
Q app20 t el
< C A Intesaker | heps//172.25.201.120/tips/tipsContent.action# e S O &
aruba ClearPass Policy Manager Menu =—
- Dashboard [] Configuration » Authentication » Sources » Add
EES i Authentication Sources
4, Configuration @ List "Axis devices" added successfully
¥ Service Templates & Wizards
£y services
~} & Authentication MAC Address Host Lists: [Axis devices Add New Static Host List
oY Sources| -
Modi
= & Identity

[ or— 0 sove I Conee |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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&« C A Intesaker | hetps//172.25.201.120/tips/tipsContent.action#tipsServices.action e S O &
aruba ClearPass Policy Manager Menu =—

Dashboard

[l Menitoring
4, Configuration

£x Service Templates & Wizards
1« B
=1 & Authentication
£} Methods
{3 Sources
= & Identity
£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
{3 Role Mappings
1M posture
¥ Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£} Policies
£ profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

Administration

Configuration » Services

Services

o Add
& Import
& Export All

This page shows the current list and order of services that ClearPass follows during authentication and authorization.

Filter:[Name

Clear Filter

~][contains ]

Order
1. L1 ot
2 O (@
3. Big
4. [mE
5 [1° s
6. O e
7 3Ry
8. O s
9. O 9

Name

Axis 802.1X Wired RADIUS
Axis 802.1X Wired - Mac Authentication RADIUS
Test_Service RADIUS
[Policy Manager Admin Network Login Service] TACACS+
[AirGroup Authorization Service] RADIUS
[Aruba Device Access Service] TACACS+
[Guest Operator Logins] Application
[Insight Operator Logins] Application
[Device Registration Disconnect] WEBAUTH

Hit Count for Show

Hit Count Status

Template

802.1X Wired

MAC Authentication

802.1X Wired

TACACS+ Enforcement

RADIUS Enforcement ( Generic )
TACACS+ Enforcement

Aruba Application Authentication

Aruba Application Authentication

000000000

Web-based Authentication

I
Showing 1-9 of 9

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Qct 26, 2023 05:34:53 UTC

Copy Export Delete

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Dashboard

[Z] Menitoring

4, Configuration
£x Service Templates & Wizards
1« B
=1 & Authentication
£} Methods
{3 Sources
= & Identity
£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
£3 Role Mappings
1M posture
{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£¥ Policies
£} Profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

Admi n

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Q app20 L
& C A Intesaker | hetpsy//172.25.201.120tips/tipsContent.action#tipsEditService.action%3F contextData%3D3006
aruba ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

Services - Axis 802.1X Wired - Mac Authentication

— foation_oles

Name: [Axis 802.1X Wired - Mac icati ]

Description: © authenticate guest devices based on
heir MAC address.
Vi
Type: MAC Authentication
Status: Disabled

Monitor Mode:

More Options:

[J Enable to monitor network access without enforcement

O Autherization [ Audit End-hosts [ Profile Endpoints [JJ Accounting Proxy

Service Rule

Matches O ANY or ® ALL of the following conditions:

1. | Radius:IETF NAS-Port-Type
2. | Radius:IETF Service-Type
3. Connection Client-Mac-Address

4. | Click to add...

Operator

BELONGS_TO
BELONGS_TO
EQUALS

Ethernet (15) B @
Login-User (1), Call-Check (10) By @
%{Radius:IETF:User-Name} By @

€ Back to Services

Qct 26, 2023 05:15:11 UTC
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ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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&« C A Inte saker | hepsy//172.25.201.120/tips/tipsContent action#tipsEditService.action%3F contextData%3D3006 = % 0O &

aruba ClearPass Policy Manager Menu =
Dashboard [] Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

[ Monitoring i Services - Axis 802.1X Wired - Mac Authentication

xhigSoniigmation 9 summary  service A r ] Roles  Enforcement

£} Service Templates & Wizards N —
Iy services| uthentication Methads:  [[Allow All MAC AUTH] Add New Authentication Method

=1 & Authentication |
£} Methods i MoveDowny) |
{3 Sources leBotmiis |
- & 1dentity J
43 Single Sign-On {SS0) |
4} Local Users
£} Endpoints
£} Static Host Lists Authentication Sources:  [Axis Devices [Static Host List] Add New Authentication Source
£¥ Roles

[~Select to Add— v

J
{4 Role Mappings |
- Posture ‘
4 Posture Policies 7‘
£} Audit Servers -7‘
{3 Agentless OnGuard | . Modily |
=+ & Enforcement [~Select to Add— <]
£¥ Policies
¥ profiles
=/ ~4 Network
£} Devices
£¥ Device Groups

Strip Username Rules: ([ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

(© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:22:22 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

MEI201E )2 FEHE MAC 915 BH0] FHEO YUSL/L). L Axis MAC T4 2
£2 EEE 0[N0 YYE AT 227 LY

Administral

Axis Communications= CF2 MAC A OUIE A3t C}
e B8:A4AFXXXX:XX
o AAICEBEXXXX:XX
e 00:40:8C:XX:XX:XX
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<«

C A intessker | https//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3006

ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

Services - Axis 802.1X Wired - Mac Authentication

) -
4z Configuration

Summary Service Authentication

£x Service Templates & Wizards
s rices]
=1 & Authentication
£} Methods
{3 Sources
= & Identity
£¥ Single Sign-On {SS0)
4} Local Users

(0 use cached Roles and Posture attributes from previous sessions
(2] Modify |

Enforcement Policy Details

Use Cached Results:

Enforcement Policy:

[Axis MAC Policy

Description:
Default Profile: [Deny Access Profile]

Rules Evaluation Algorithm: evaluate-all

4 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£¥ Policies
¥ profiles
=/ ~4 Network
£} Devices
£} Device Groups
% Proxy Targets
{4 Event Sources
£¥ Network Scan
{xpolicy Simulation

€ Back to Services

#7 Administration o

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Qct 26, 2023 05:15:57 UTC

Add New Enforcement Palicy

£¥ Endpoints
- . Conditions Enforcement Profiles
£} Static Host Lists
o (Date:Day-of-Week GE1 70 Monday, Tuesday, Wednesday, Thursday, Friday)
4} Roles % 0 (Date:Time-of-Day £ 08:00:00,17:00:00) Allow_VLAN_203
{4 Role Mappings (Connection: Client-Mac-Vendor Z0UALS Axis Communications AB)
1M posture

[onvie JCory I sove I Corce ]

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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aaa port-access authenticator 18 tx-period 5

aaa port-access authenticator 19 tx-period 5

aaa port-access authenticator 18 max-requests 3

aaa port-access authenticator 19 max-requests 3

aaa port-access authenticator 18 client-limit 1

aaa port-access authenticator 19 client-limit 1

aaa port-access mac-based 18-19

aaa port-access 18 auth-order authenticator mac-based
aaa port-access 19 auth-order authenticator mac-based
aaa port-access 18 auth-priority authenticator mac-based
aaa port-access 19 auth-priority authenticator mac-based
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