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Z4 MmN - IEEE 802.1AR/802.1X

ZE&MN - |IEEE 802.1AR/802.1X

®

BYELNI, HEB RN ITTRA .

help.axis.com/?&piald=&section=secure—onboarding—ieee802- 1ay-802— 1x

&/ IEEE 802.1X/802. 1AR #51i% & L2 #H N F F 15 (F M5

#IRINIE
% ## Axis Edge Vault 59 Axis %%, IMIREME TR ZH#HTIMRIE, & &F A IEEE 802.1AR Axis
% IDIEH@iT IEEE 802.1X M5 [a1 3= FIRBIEB & 54

X T HETFMEIF R, ClearPass Policy Manager £I3F Axis %% ID MR HMi% & ENIES., MAC
it FET AXIS OS FHEE B TMEE T RIEARE.
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Axis 185 ID

IEEE 802, 1x EAP-TLS /24 & (4 B 1iF
BAZHY] ( B21F75 )

ClearPass % HE EHE#

A QWN~

BEHRILE, Axis BEBREAML (VLAN 202 ) , EIZMZEH, Video Management System (VMS) &
2| Axis B&EFFFIRIETT.

Axis 18 & IR T X2 7= P45 B9 15 5] IR o

BN FFX
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ClearPass Policy Manager A & B HE % . &M VPN E#ti8 A loT. BYOD. W i&&.
AL, AEFMNLERHETACHNRENLTENKXFHEES .

ASIEBEMHEE

1. M axis.com T# Axis #5E Y IEEE 802.1AR iE B4k,

2. ¥ Axis FEHRY |EEE 802.1AR 4R CA F1H 8] CA IE P4k FZ B ZEEMIEBEFHEP,
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Q) ClearPass Policy Manager - Ak X+

€ = C A Intesiker | hitpsy/172.25.201.120/tips/tipsContent.action# e« 0O &2

| Add Certificate

Certificate File: Valjfil | Axis_device_ID_Int..e_CA_ECC_1.pem

Usage:

Remove

Selectto Ado— 9
Add Centificate

Y13 E F Axis B9 IEEE 802. 1AR LEB_E 15 % ClearPass Policy Manager #9 & 15 1F B 7712 X o

v - o x
@ ClearPass Policy Manager - Aub X+
> nte saker //172.25.201.120/tips/tipsContent.action#tipsCertTrustListaction 2 2
€ - C A intesik +//172.25.201.120/tips/tipsContent action#tipsCertTrustList.acti 2 & 0@ ¢
aruvba ClearPass Policy Manager A =
Dashboard P Administration » Certificates » Trust List
1= i ;| F ¥ Add
[ Monitoring L Certificate Trust List ol
|+ . Configuration M 71is page dispiays 5 st of trusted Certificate Authorities (CA). You can add, view, or delete 5 certificate.
3F Administration (o]
o Clearpass Portal Filter: [ Subject | [contains v | axis device Clear Filter Show records
I 8 Users and Privileges Subject v validity Enabled
& S M:
SpYstl gnaner 1 O cn=Axis device ID Root CA RSA,0=Axis Communications AB Eap Valid Enabled
:E ternal S
& xternal Servers
2 CN=Axis device ID Root CA ECC,0=Axis Communications AB EAP Vali Enable
# External Accounts = it : i - i
= & Certificates 3. O cn=Axis device ID Intermediate CA RSA 2,0=Axis Communications AB EAR valid Enabled
J Certificate Store 4 O cN=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB EAP Valid Enabled
Pl rrust List] 5 [ cN=Axis device ID Intermediate CA ECC 2,0=Axis Communications AB EAP valid Enabled
& Revocation Lists 6. [ cN=Axis device ID Intermediate CA ECC 1,0 =Axis Communications AB EAP Valid Enabled
#LI Dictionaries - -
% Agents and Software Updates Slioninai-ciko [ Detete |
% % Support
© Copyright 2022 Hewlett Packard Enterprise Development LP Nov 25, 2022 08:48:50 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
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Q) ClearPass Policy Manager - Ak X+ e - o X
€ = C A Intesiker | hitpsy//172.25.201.120/tips/t Devices.action 2w O&
aruvba ClearPass Policy Manager Menu ==

Dashboard P configuration » Network » Devices

= S . -

| (=2 Menitoring M Network Devices z fr:‘;m

4% Configuration 2 £, Export Al
4} Service Templates & Wizards & Discovered Devices
£3 Services A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.

& Authentication

& Q Identity Filter: [Nams < [contains < | ) Clear Filter records
Hf posture

- ! Enforcement: = Name i IP or Subnet Address Device Groups

=+ Network Copy Export | | Delete

P Devices

43 Device Groups
{3 Proxy Targets
{3 Event Sources
£} Network Scan
£ Policy Simulation

Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:01:17 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy Manager # 49 o] 15 /25 1% & £ [ .

@ ClearPass Policy Manager - Ak X+

€ > C A Intesiker | https;//172.25.201.120/tips/tipsContentaction# 2 % 0

| Add Device

SNMP Read Settings ~ SNMP Write Settings  CLI Settings  OnConnect Enforcement  Attributes

Name: SW04
IP or Subnet Address: 172.25.200.13

(e.g., 192.168.1.10 or 192.168.1.1/24 or 2001:db8:a0b:12f0::1 or 2001:db8:a0b:120::1/64)

Description:

¥

RADIUS Shared Secret: Verify:

TACACS+ Shared Secret: [ | verfy: [ ]
Vendor Name

Enable RADIUS Dynamic Autherization: [

Enable RadSec: [}

7 ClearPass Policy Manager #4% HPE Aruba Networking BN XYM 2 o] (5 M4E % &, 15
AR, RADIUS RZEHETS HEXHY] IEEE 802.1X BLE L,
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Z4imAN - IEEE 802.1AR/802.1X

Q ClearPass Policy Manager - Ak X 4

€ C A Intesaker | hitps;/172.25.201.120/tips/tipsContent.action#

aruvba ClearPass Policy Manager

= = Dashboard B configuration > Network » Devices

=] Monitoring | Network Devices ) s
& Import
&, Export All

& i =
7, Configuration (0]
@ Discovered Devices

{} Service Templates & Wizards
Device SW04 added

{3 Services
+ & Authentication %

Q rdentit A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
G entity
= M Posture
5 & Enforcement Filter: [Name [ contains v | ) Clear Filter records
=+ Network # Name 4 1P or Subnet Address Device Groups

feJvevices| 1 O swoa 172.25.200.13
£} Device Groups

£ Proxy Targets Showing 1-1 of 1
£} Event Sources
£ Network Scan
£3 Policy Simulation

istration o|

Adm

Dec 28, 2022 09:02:33 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

1F )25 1% % 9 ClearPass Policy Manager.

© Copyright 2022 Hewlett Packard Enterprise Development LP

HET -8B

Q ClearPass Policy Manager - At X

< C A Intesiker | hitps;//172.25.201.120/tips/tipsContent.action#tipsNADGroups.action

aruvba ClearPass Policy Manager

Dashboard Configuration » Network » Device Groups
i : Add
[ Monitoring Network Device Groups -
i Configurati o) & Import
4, Configuration <. Export Al
{3 Service Templates & Wizards Device Groups function as a component in service and role mapping rules. Device groups can also be associated with enforcement profiles.
£3 Services
M At aiicaticn Fiter: [Name ) [contains v ) Clear Fiter FeEidE
7 R Identity
& 1B Posture # Name . Format Description
+ § enforcement |
=" Network
£} Devices

&
£} Proxy Targets
£} Event Sources

£} Network Scan

{3 Policy Simulation

istration o

Adm

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 08:57:07 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
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Q) ClearPass Policy Manager - Ak X+

€ > C A Intesaker | hips//172.25.201.120/tips/tipsContent.action#

| Add New Device Group

Name:

Description:

’Ac:ess Switches

O subnet
O Regular Expression
@® vist

Format:

Available Devices (0)
Filter

Selected Devices (1)

SW04[172.25.200.13]

H5F (SR P25 15 5] 1% 55 55 112 ClearPass Policy Manager #5937 1% & 28 4,

£} Proxy Targets
£} Event Sources
£} Network Scan
{3 Policy Simulation

Dec 28, 2022 09:05:43 CET

#7 Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP

v - o X
@ ClearPass Policy Manager - Ak X+
€ > C A Intessker | hitps//172.25.201.120/tipsftipsContentaction# 2 % O a
aruvba ClearPass Policy Manager A =
| Dashboard ] cConfiguration » Network » Device Groups
[ Monitoring i Network Device Groups z’;‘dd a
f " mpo
44, Configuration © £ Export All
43 Service Templates & Wizards Device Group "Switches" added successfully
43 Services
L Device Groups function as a component in service and role mapping rules. Device groups can also be associated with enforcement profifes.
% @ Authentication
58 Identity
+ Hi posture Filter: [Name. | [eontains v ( ) | Go | Cear Fiter Show records
1  Enforcement # B Name . Format Description
=i vetwork i O switches List Access Switches
Devices
o Export Delete

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy Manager EBLE M %X &2, BHFEIE—1NEE P ZIEELHIMNE RS

EEEYERE
Axis BETUBIEINEZLAI DA REFERFE
ClearPass Policy Manager F¢I5. Bz &7
F B4 15 B AR o

BEEE > 74 > B&EELY.

2. BEAFMREFEUAH BN EIRL.
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ZE& MmN - |IEEE 802.1AR/802.1X

3. WERFELRE,

Q ClearPass Policy Manager - Ak X+

& > C A Intesaker | hitpsy/172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action

Update Device Fingerprints

category:
Family:
Hsme:
‘Custom Rules- 1 Matches (ALL ) Cpelete Rule

Operator

. | Host MAC Vendor contains_all

Axis Communications AB
. | LLDP System Description  not_contains 10.12

. | SNMP System Description not_contains 10.12

=Note: 0 Rule(s) will be deleted

ClearPass Policy Manager F /91X & 18X &, &17Ek 10.12 Z 59 B M AXIS OS
WA B9 Axis 1% 8 28 9 1 Z F 5o

Q) ClearPass Policy Manager - Ak X+

€ > C A Intesaker | hipsy//172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action

Update Device Fingerprints

Category:
Family: Axis -
Hame:

‘Custom Rules- 1 Matches (ALL ) Cpelete Rule

Operator

.| Host MAC Vendor contains_all Axis Communications AB

2 LLDP System Description contains 10.12

. | SNMP System Description contains 10.12

=Note: 0 Rule(s) will be deleted

RERE

ClearPass Policy Manager FHI% & 1R E. 7 LHIF, 577 AXIS OS 10.12 B9 Axis 1% & K Z 3 150

A % ClearPass Policy Manager I & f91& &5 5015 B 0T AT im S 30 0 # 2 o
1. BIEEE > 54 > i d,
2. EENRHIEE

10
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ZE& MmN - |IEEE 802.1AR/802.1X

3. BiHEEIELET,
S
ZINBER T, SNMP 7 Axis R & F 4 TFEZAIRE, FFMHPE Aruba Networking ALK E

Q ClearPass Policy Manager - Ak X+

€ > C A Intessker | hi#pe//172.25.201.1 ips/tipsCon action 2 O &

| Edit Endpoint

m Attributes  Device Fingerprints

MAC Address ~ B8-A4-4F-30-42-EA IP Address 172.25.201.233
Description Static IP FALSE

Hostname axis-b8a44f3042ea

Devee Category
R — Device 05 Family [Axis -
O Disabled client Device Name

MAC Vendor Axis Communications AB Added At Dec 28, 2022 14:50:45 CET

Status © Known client

Added by Policy Manager profiled by Policy Manager

Online Status  Not Available Last Profiled At Dec 29, 2022 08:18:23 CET

Connection Type Unknown

Save Cancel

/1 ClearPass Policy Manager Bl & F9 Axis 1% & o

Q) ClearPass Policy Manager - Ak X+

& > C A Intesaker | hitpsy//172.25.201.120/tips/tipsContent.action#tipsEndpoints.action e Y 0O &

| Edit Endpoint

Endpoint  Attributes [VEERGENEY BT

Endpoint Fingerprint Details
CDP Device Description:
DHCP Option55: 1,3,6,12,15,28,42,66,119
DHCP Option60: AXIS,Panoramic Camera,P3727-PLE,10.12.130
DHCP Options 53,57,55,12,60,61
Host MAC Vender: Axis Communications AB
LLDP System Description: ~AXIS P3727-PLE Panoramic Camera 10.12.130
SNMP Device Name: axis-b8a44f3042ea
SNMP Device Type: Host

SNMP System Description: AXIS P3727-PLE Panoramic Camera 10.12.130

Save Cancel

BEX LR Axis 12 HITF R e 75X, 1528, ANIERT, Axis 128 F12/H SNVP,
LLDP, CDP #] DHCP #§& #9 % 158 L F 4 BN RS H Axis Res #HZ, FH i1 HPE
Aruba Networking A X # W] # 2 F] ClearPass Policy Manager

11
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ZEMAN

IEEE 802.1AR/802.1X

sEH B E X HEE

S2HIELE 4 BT 2% ClearPass Policy Manager %ﬁzﬁ VLAN ID 9 Be 45 32 #a 4l _E A9/ o)k O

>

NETREGARE, BATRENRE “X

Bl

A E
o XE—

202, 203

VLAN iﬁtio AERMNHNERES,

HINEIE R, DENRFIERE XHHE HU&?LH%EJE’J
#*H =4 VLAN ( VLAN 201. ) 5= e F B E X x,

FoE 5t VLAN B98I X /e, shol IXECE SCFRAYIRGI5KAS 7 ClearPass Policy Manager H1AY5& il SR B BC
BEXEERBEION BRI B X T Axis 8 & 358 HPE Aruba Networking M2 B94XFR o

ClearPass Policy Manager- Ak X + = o X
< C A Intessker | hutps;//172.25.201.120/tips/tipsContent.act . action%3FcontextData%3D3004 2 % O & ;
aruvba ClearPass Policy Manager Menu =

Dashboard P} configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201
[ Mo q i Enforcement Profiles - Allow_VLAN_201

£3 Network Scan

£3 Policy Simulation 7 TS ETE
Radius:IETF
Radius:IETF
Radius:IETF
Radius:IETF

wos e

£ Back to Enforcement Profiles

istration

i

© Copyright 2022 Hewlett Packard Enterprise Development LP

lipcenfipuation I sommory T
£} Service Templates & Wizards
Profile:
{3 Services
5 G Authentication Name: Allow_VLAN_201
+ R Identity Description:
51 B Posture Type: RADIUS
- $ Enforcement E
Action Accept
{3 Policies
Device Group List 1. Switches
fedprofiles|
) -4 Network Attributes:

Session-Timeout
Termination-Action
Tunnel-Type
Tunnel-Medium-Type

Tunnel-Private-Group-Id

Dec 28, 2022 09:08:57 CET

= 10800

= RADIUS-Request (1)
= VLAN (13)

= IEEE-802 (6)

= 201

[Covy I sovo J Concel ]

Clearpass Policy Manager 6.9.12.136329 on CLABV (Trial Version) platform

AFH/E VLAN 201 #9798 %8 & X 17 Hlo

Q ClearPass Policy Manager - At x

aruba

%, Configuration

Configuration » Enforcement » Policies » Edit

Dashboard ° igurati ici it - Axis Radi
[Z] Monitoring i Enforcement Policies - Axis Radius policy

€ C A Intesiker | hitps;//172.25.201.120/tips/tipsContentaction#tipsEditEnforcementPolicy.action%3FcontextData%3D3007

ClearPass Policy Manager

Axis Radius policy

R iorcement_rutes

£3 Service Templates & Wizards

&S Enforcement:

ervices

& Authentication Name: Axis Radius
7 R Identity Description:

= 1 posture Enforcement Type: RADIUS

- $ Enforcement
fedeoiicies}
£ Profiles
+}- g Network
£) Network Scan
£3 Policy Simulation

Default Profile:

Rules:

Conditions

(Certificate:Issuer-CN
| (Certificate:Issuer-0
(Certificate: Subject-0
(Certificate: Subject-L £
(Certificate: Subject-C

policy

Allow_VLAN_203

Rules Evaluation Algorithm: First applicable

Axis device ID Intermediate CA)

5 Axis Communications AB)
Axis Communications AB)

5 %{Certificate: Subject-serialNumber})

Actions

Allow_VLAN_201

(Connection: Client-Mac-Address-NoDelim

(Certificate: Issuer-CN

2.| a

(Certificate: Subject-CN

Production CA Certificate)
9%¢{Connection: Client-Mac-Address-NoDelim})

Allow_VLAN_201

(Authorization: [Endpoints Repository]:Device Name 5 AXIS OS version unsupported)
(Certificate: Issuer-CN Production CA certificate)
3 (Certificate: Subject-CN 9%{Connection: Client-Mac-Address-NoDelim})

(Authorization: [Endpoints Repository]:Device Name 5 AXIS OS version supported)

£ Back to Enforcement Policies

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:49:00 CET

Allow_VLAN_202

[Cory J sove [ Corce

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy Manager % 3% %) % B% B &,
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Z4 MmN - IEEE 802.1AR/802.1X

7O I 58 KBS R HATRIAN T .

6488 ] £& 377 5]

LR TT IEEE 802.1X W& [al = HITAIER, W& HKIELHE,
HEML ( VLAN 203 )

0% IEEE 802.1X M £¥1j5 ) E%’J%ﬁ%iﬁﬂiﬂi, N Axis B & B W T 150 ZR . BB E MR,
FEMNEEHRATTFIREINREE L MNERE.
BB M4 (VLAN 201)
Axis B EHEIZRTNEREMENIHEINR, XA TBIUTARIER Axis BEEEI
88 . AXIS Device Manager 1 AXIS Device Manager Extend, ©3i& o] {E A AXIS OS B, 4 =4&KIiF+H
MHEMEEREE Axis B&. X T%M4E /A ClearPass Policy Manager 3&1iE :

Axis 18 & B AXIS OS hR & o

BEH MAC Hiilt 5N B E 9 Axis MAC #hiE 5 Axis 1% ID IEBHIFF SEHAEITE,

Axis B& DIEBRURIERN, HFAS5 AxisBHERM (flmixE. HR. NERER/H
X ) #HIE,

P4 (VLAN 202)

Axis R & HAX T 5 10] Axis 1= & N /£ HPIn 7RI = MG AR . MBECEME (VLAN 201 ) Wik &E
%, BETHEVNR, U T%M4E /A ClearPass Policy Manager 3 ik

EBEMN MAC it SHF & ER Axis MAC it TR 5 Axis & ID IE BN FY =SB MAETE .,
Axis & &89 AXIS OS FRA o
A ERIE B AREEMNIEBFEEX BT,

INMERREEE

AEGMBWIETIET, EXT Axis REMAZ I M EHITH NI, BB SMRIETAN A IEEE
802.1X EAP-TLS, & A 3#f Axis Edge Vault &9 Axis u%%}\ fA7 IEEE 802.1X EAP-TLS,

13


https://www.axis.com/products/axis-device-manager/support
https://www.axis.com/products/axis-device-manager-extend

HPE Aruba Networking

ZE& MmN - |IEEE 802.1AR/802.1X

v - o x
Q) ClearPass Policy Manager - Ak X+

€ > C A Intesaker | hitpsy//172.25.201.120/tip: action

| Edit Authentication Method

General

Name: \Axis EAP TLS

Description: ‘Defanh settings for EAP-TLS

EAP-TLS

Method Details
Session Resumption: Enable
Session Timeout: [ Jhours
Authorization Required: D enable
Certificate Comparison
Verify Certificate using OCSP.
Override OCSP URL from Client: (] Enable
OCSP URL:

[ copy Jsove I cone |

ClearPass Policy Manager B8 %8 i 7% # 0, BEFZEX T Axis IREH) EAP-TLS S #3175,

BERE

ERSAEFH, RESBEHF H—URS, BTLIE HPE Aruba Networking M 48 H Axis R & 9 5
I IE FI AN

@ ClearPass Policy Manager - Ak X+ ¥ - =} X
€ > C A Intesaker | hips//172.25.201.120/tipsti vipsEditService.action%3F Data%3D3001 e ¥ 0O & @
aruba ClearPass Policy Manager Menu =

Dashboard Configuration » Services » Edit - Axis 802.1X Wired
T Services - Axis 802.1X Wired

5«; Configuration 6 e m e
{3 Service Templates & Wizards
4

% & Authentication Description: Fu authenticate users to any wired

Name: [Aodis 802.1X Wired |

etwork via 862.1X.

1+ R rdentity 3
= M posture
=& Enforcement Type: 802.1X Wired
= e Network Status: Enabled
O Network Scan Monitor Mode: [ enable to monitor network access without enforcement
{3 Policy Simulation More Options: [ Authorization [J posture Compliance [ Audit End-hosts [ Profile Endpoints [J Accounting Proxy
Service Rule

Matches O ANY or @ ALL of the following conditions:

Operator

1. | Radius:IETF NAS-Port-Type EQUALS Ethernet (15) By
Login-User (1), Framed-User (2),

2. | Radius:IETF Service-Type BELONGS_TO d (@ @ B o

Authenticate-Only (8)
3, | Click to add...

< Backto services
istration o

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:41:27 CET

Adm

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

BIZ T EHH Axis fR%, ¥ IEEE 802.1X &FX XE# 77 %,
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Z4imAN - IEEE 802.1AR/802.1X

ClearPass Policy Manager - Arub X
¥ £

arvba

[ Monitoring

- -
, Configuration

{3 Service Templates & Wizards
!
+ & Authentication
# £ Identity
= M Posture
+ § Enforcement
1 v Network
43 Network Scan
£% Policy Simulation

Strip Username Rules:

Service Certificate:

€ Back to Services

Administration o|

© Copyright 2022 Hewlett Packard Enterprise Development LP

Authentication Methods:

Authentication Sources:

<« C A Intesaker | hitps;//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3001

ClearPass Policy Manager

B) configuration > Services » Edit - Axis 802.1X Wired

i Services - Axis 802.1X Wired

©
¥ summary Service An(lmmimiinn Roles  Enforcement

[Axis EAPTLS

—Select to Add-- ~]

[Endpoints Repository] [Local SQL DB]

—Select to Add— ~]|

O Enable to specify a comma-separated st of rules to strip username prefixes or suffixes

[~Select to Add— ~]

Dec 28, 2022 09:41:41 CET

Add New Authentication Method

Add New Authentication Source

View Certificate Details

[Copy [ sovo [ Corcer

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

FT—%47,

G2 B EIEZH) EAP-TLS B 1 52 iE 77 %X BL B FI R 5

ClearPass Policy Manager - Ak X +

3 C A Intessker | hetpsy/172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3001

aruba

= Dashboard

ClearPass Policy Manager
Configuration » Services » Edit - Axis 802.1X Wired

Services - Axis 802.1X Wired

i = ©
4, Configuration “  Summary Service  Authentication  Roles m

[&] Monitoring

£} Service Templates & Wizards
!

=+ & Authentication

=+ Identity

= Ff Posture

[0 use cached Roles and Posture attributes from previous sessions

Use Cached Results:

Enforcement Policy: [Axis Radius policy

Enforcement Policy Details

+ & Enforcement Description:

5 - Network
£3 Network Scan
43 Policy Simulation

Default Profile: Allow_VLAN_203

Rules Evaluation Algorithm:  first-applicable

Conditions Enforcement Profiles
(Certificate:Issuer-CN © 5 Axis device ID Intermediate CA)
(Certificate:Issuer-0 Axis Communications AB)
| < O (CertificatesSubject-0 EOUALS Axis Communications AB) o
(Certificate:Subject-L LS Lund)
(Certificate:Subject-C EQUALS SE)
(Connection: Client-Mac-Address-NoDelim 9%{Certificate:Subject-serialNumber})
(Certificate:Issuer-CN Production CA Certificate)
2, (Certificate:Subject-CH %{ Connection: Client-Mac-Address-NoDelim})
(Authorization: [Endpoints Repository]: Device Name AXIS 0S version unsupported)
(Certificate:Issuer-CN 5 Production CA certificate)
EN WD (CertificaterSubject-CN %{ Connection: Client-Mac-Address-NoDelim})
(Authorization:[Endpoints Repository]:Device Name ¢ S AXIS OS version supported)

Allow_VLAN_201

Allow_VLAN_202

€ Back to Services

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:51:01 CET

Add New Enforcement Policy

[ Copy I sove J corcel |

Clearpass Policy Manager 6.9.12.136329 on CLABV (Trial Version) platform

HEBBZL B A, 4.2 5l CYE 7 # % 05 B & R 55 o
HPE Aruba Networking X\ 32 #4l

Axis 1 & 0] I B B E 5 2 S F PoE (UEEASHRAL, o] DUBII AR Axis PoE s, ZH Axis &

4 ClearPass Policy Manager,

EH Axis REBE T 300 WHMEHEHRRIE, MRSEKKAFENREM,
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Z4 MmN - IEEE 802.1AR/802.1X

ES @I T HPE Aruba Networking 3 A\ ¥4 94 F % O B & 7w Fl.
radius-server E#l MyRADIUSIPAddress %4 “MyRADIUSKey”

AAA BB OI5 A eap-radius

AAA U OIFMEIESS 18-19

AAA WO IFEIIIERY 18 reauth-period 300
AAA WROIFEILIESS 19 reauth-period 300
AAA ¥ A FEKRIEESAL FEFRES

Bl & Axis
Axis W 4&1i% &

X% Axis Edge Vault 89 Axis 1% % %HIE B ﬁﬁt%&%*ﬂ,\, FRA Axis 8% ID, Axis &% ID £ TEFR
[EEE 802.1AR Arft, iZAREE N £ —FiBit IEEE 802.1X M AT E L. R4 18 & IR BIFIE N K775

= F

« Ly > @ v

Axis 18 & 1 #IE T 75 H 17 & IEEE 802 1AR B3 2 H9 Axis 188 ID IEB, BT TIEK &S HKRS

1 Axis %% ID Z#HE R ( PKI)
2 Axis i85 ID

Axis REM T ETTAHEMNZEMARIPNZEEAEA R MRt 7 R & BIRAIES % 18R 9 2 £

(Axis 1®%& ID) , &EERSEERNIER Axis BENEL M, Axis Product Selector o] 3T 7 f# B L
Axis B & X HF AX|S Edge Vault 1 Axis %% 1D,

NS
x
S ==
Axis B & B 7552 H MAC H#idlf,
AXISa AXIS Q1656 Box Camera @5 0B
= st
O Video v Certificates
@ PTZ . p—
Add certificate - v
b Aud v
© kecording O nName Typ
% App [ s device ID ECC-P256 (802.1AR) Client-server
& system ~
[[]  xis device ID RSA-2048 (802.1AR) Client-server
¥ Dateandti
& Network [ #uis device ID RSA-4096 (802.1AR) Client-server
&) Eeamityy | [0 Axis device ID Intermediaze CAECC2 [«

LhFH BN R ZHT Axis 1R 25 HIUE Bi7ig X B Axis 1285 1D,
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https://www.axis.com/solutions/built-in-cybersecurity-features
https://www.axis.com/support/tools/product-selector
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Z4 MmN - IEEE 802.1AR/802.1X

54 |EEE 802.1AR #R/AEH] Axis mél EBEEEXFISHESMEM A><|s1 Y BRERE R 1Z1ER

i ClearPass Policy Manager 2 A L ﬁ#ﬁ%ﬂ}kﬁ%ufgm%w BIAR . ES LT M Axis &
% IDIEBHFEHNER

IDevID AXISa

"C": "SE",
"L": "Lund",

"0": "Axis Communications AB",
"CN": "axis-b8a44f279511-eccp256-1",
"serialNumber": "b8a44f279511",

/X SE

L& B 1E

KT ANAR Axis Communications AB

KT ANBAER Axis &% ID F4

AR Axis Communications AB

B RHAZ Axis—b8a44f279511-eccp256-1
FF3l= b8a44f279511

BARZFRA Axis AT BIR. "REFIISTERIMEZEE L (ECC P256. RSA 2048, RSA 4096 ) A&
M. B AXISOS 10.1 (2020-09 ) #, EIABERT mﬁﬁ IEEE 802.1X, F kB & Axis &% ID, X{E
12 Axis 18 & 8205 7E %5 IEEE 802.1X FYM 2% 31 B 55 5 W BIL .

AXISa AXIS Q1656 Box Camera ez 0B :
= st o [EEE8021x
Connecting
(=] | v
Client certificate. @ EAPOL Version
PTZ
‘ Axis device 1D RSA-2048 (802.1AR) - ‘ O 1
i Audio v O 2
CA certificates @
@ Recordings . @ 3
[ Noca certicate selected -
% Apps Use IEEE 802.1%
EAP Identity
B System A
aaaaa b8ad4f27a03a
Date and time

@ Security l

Axis IR &L FH B INRXZS, B IEEE 802. 1X H FisE % #F Axis 18& ID 1F Bo
AXIS Device Manager

AXIS Device Manager T AXIS Device Manager Extend T ZE M4 £ IR FEN A RNEENSES A
Axis & %, AXIS Device Manager =& — 3k & T Microsoft Windows® E’]fﬁﬂ%% B, O] PUZS M 22 35 78 W 4%
eI E A |, T AXIS Device Manager Extend MK = E MG EHTZ U RIEREE, mEHH

Axis 1B & IR G B SEMBREINEE, B,

o I AXIS OS EH,
s NANMZLLHEE, 5l HTTPS 1 IEEE 802.1X iE+,
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https://www.axis.com/products/axis-device-manager/support
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ZE&MN - |IEEE 802.1AR/802.1X

EERERENRE, fINERRES.
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R4 MR 1E - IEEE 802.1AE MACsec

T4 M2k 1E - IEEE 802.1AE MACsec

®

BYELNI, HEB RN ITTRA .

help.axis.comy/?&piald=&section=secure—network—operation—ieee+802—- 1ae—macsec

FH IEEE 802 1AE MACsec 8 2 EX < 41 E 5 FME 12

IEEE 802.1AE MACsec ( iRipE]fZHl RS ) B—ME HBAM AL, ERMETRIPMEE 2
WA R EHR R UAMEER . ERAFD IV BEREER AT BT E N,

IEEE 802.1AE MACsec #rAIR T AR MEER .
FHREMAZZHH/EES CAKELR
Bl ESia/517 CAK iR £ A IEEE 802.1X EAP-TLS

Supplicant Authenticator Radius Server

802.1x Authentication

MACSec encrypted

7‘ AXIS 0S10.1 ( 2020-09 ) B E & iRk A<,
s EAXISOS 118 RER

FHEAP TLS, H¥EEALE

it MACsec zd]”‘ CAK & ‘ﬁ

| 802 1X WF 5 Axis H % ID HAMEE, BIAR
P AE A B ahah S8R X ¥ MACsec IEEE 802.1X %%&TE
INEE I Axis B &R, IEEE 802.1X TN BMIEIE, BIEESE

g Axis %% ID (1) 25 IEEE 802 1AR RAMREERESH, FH%_L IEEE 802.1X EAP-TLS
E’JI—J% el (2) x5 M (4. 5) #HiT S AT, @i EAP-TLS 235, Bz<# MACsec
SRR (3), MMRIPM Axis 1% & FIHPE Aruba Networking T;c)\ﬁéﬁ’ﬂﬁ"] ez S5
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24 MR 1E - IEEE 802.1AE MACsec

IEEE 802.1AE MACsec E 3R HPE Aruba Networking ## A\ 32 #: 41l ClearPass Policy Manager BL & 4% .
TETE Axis B & TR B BN T 43 IEEE 802.1AE@ 1T EAP-TLS #4T MACsec INZHEB =,

70 % HPE Aruba Networking & A3 AL AR X #51F A EAP-TLS 9 MACsec, ] UfE A = H AR
RNHFHEE,

HPE Aruba Networking ClearPass Policy Manager

pR=Ribe R

v - O X
Q app20 x  +

& > C A Intessker | htss//172.25.201.120/tips/tipsContent action e A O =2

I Axis 1R 8 B & & #0125 FFE BN RYEE #9355 [ 15 /5] B3 E 5 7o
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£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
B0F o Mapoings
1M posture
{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£¥ Policies
L4 Profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

#7 Administration o

v - a X
Q app20 x WEE
<« C A Intesaker | heps//172.25.201.120tips/tipsContent.action#tipsEditRoleMappingPolicy.action%3F contextData%3D3001 2 % O &
aruba ClearPass Policy Manager Menu =—
=Y pashboard ] configuration » Identity » Role Mappings » Edit - Axis Role Mapping
[l Monitoring i Role Mappings - Axis Role Mapping
2 i @
xhigSoniigmation 2 m Policy  Mapping Rules
£¥ Service Templates & Wizards
Policy:
£ Services
= & Authentication Policy Name: Axis Role Mapping
£} Methods Description
£} Sources Default Role: [Guest]
= & Identity

Mapping Rules:

Rules Evaluation Algerithm: Evaluate all

Role Name

Conditions

1. | (Authentication:Full-Username Z& H axis-00408c) AxisDevice

2. | (Authentication:Full-Username 256G H axis-acccse) AxisDevice

3. | {Authentication:Full-Username BEGINS. H axis-bBaddf) AxisDevice

[ Copy <o W Coner

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

¢ Back to Role Mappings

(© Copyright 2023 Hewlett Packard Enterprise Development LP

QOct 26, 2023 05:08:20 UTC

2.2 BT EIZH9 Axis 1% & 1 E 7RI Axis 5 B IRG) F M. 1% & BRI F] Axis K& & FEE
XEJF o HRTHEEFE, REHSY [Guest] 1 EHI—EB7

ZINERT, Axis ®BE{FEH EAP 3 “axis—serialnumber” , Axis ®E&NFFISE2H MAC #
i, @BE0 “axis—b8ad4f45b4ed”
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REBRE

v - a
Q app20 x WEE
&« C A Inte saker | hitps//172.25.201.120/tips/tipsContent action#tipsEditService.action%3F contextData%3D3001 2« 0
aruba ClearPass Policy Manager M =
- Dashboard Configuration » Services » Edit - Axis 802.1X Wired
[ Monitoring Services - Axis 802.1X Wired
2 i =)
xhigSoniigmation ©  summary Sservice Authentication B evrorcement
{ service Templates & Wizards B R
P services| Rale Mapping Policy: [Bids Role Mapping ~ Add New Role Mapping Policy
= & Authentication Role Mapping Policy Details
£¥ Methods =
Description:
{3 Sources
= Q 1dentity Default Role [Guest]
£3 Single Sign-On (S50) Rules Evaluation Algorithm: evaluate-all
£} Local Users o
£} Endpoints - - . .
5 y 1 (Authentication:Full-Username ITH axis-00408c) AxisDevice
Q Static Host Lists
£¥ Roles 2. (Authentication:Full-Username iTH axis-acccBe) AxisDevice
{3 Role Mappings 3. (Authentication:Full-Username = 7H axis-b8a44f) AxisDevice
- Posture

£} Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£} Policies
¥ profiles
=/ 4 Network
£} Devices
£} Device Groups
{% Proxy Targets
£} Event Sources
{¥ Network Scan
£} policy Simulation

€ Back to Services Disable Py Cancel
| Disable i Copy [l Save Jf Cancel ]

(© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:09:16 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

FZ BT IR Axis 78 BRGTRBE 7 IEIHF IEEE 802, 1X EX 25 Axis 18 25 IN BIEHETT 4 HIHRE o
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=L pashboard

[Z] Menitoring
4, Configuration @

£x Service Templates & Wizards
1« B
=1 & Authentication
£} Methods
{3 Sources
= & Identity
£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
{3 Role Mappings
1M posture
{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£} Policies
L4 Profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

Administration

Q app20 x  +
< C A intessker | https//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3001

ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired

Services - Axis 802.1X Wired

Summary  Service Authentication  Roles m

Use Cached Results: (0 use cached Roles and Posture attributes from previous sessions

Enforcement P

Enforcement Policy:

[Axis Radius policy

Description:
Default Profile; Allow_VLAN_203

Rules Evaluation Algorithm: evaluate-all

‘onditions

(Certificate:Issuer-CN Axis device ID Intermediate CA)
AND  (Certificate:Issuer-O EQUALS Axis Communications AB)
(Certificate: Subject-0 FQUALS Axis Communications AB)
(Connection:Client-Mac-Address-NoDelim 5 %{Certificate: Subject-
serialNumber})
A (Tips:Role AxisDevice)
(Certificate:Issuer-CN CONTAINS Production CA)
AnD {Autherization:[Endpoints Repository]:Device Name
2. unsupported)
AND  (Certificate:Subject-CN CONTAINS Production XYZ)
A (Tips:Role 5 AxisDevice)
(Certificate:Issuer-CN v 5 Production CA)
AND  (Authorization:[Endpoints Repository]:Device Name ECQUALS AXIS OS version

5 AXIS OS version

3.  supported)
O (Certificate: Subject-CN CONTAINS Production XYZ)
(Tips:Role EQUALS AxisDevice)

€ Back to Services

© Copyright 2023 Hewlett Packard Enterprise Development LP QOct 26, 2023 05:11:50 UTC

Details

Enforcement Profiles

Allow_VLAN_201

Allow_VLAN_201

Allow_VLAN_202

Add New Enforcement Palicy

[ o W Cory Jsovo I Corce ]

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

1 Axis 5 B 5 FR1EG % ER I E T B ZHEZEX F o
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5 il 3C 14

Q app20 = [ v - O X
&« C A Intessker | hitps//172.25.201.120 tips/tipsContent.action#tipsEditEnforcementProfile.action%3FcontextData%3D3004 2 S O &
aruba ClearPass Policy Manager Menu =—

1 = Dashboard [] Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201
[l Monitoring i Enforcement Profiles - Allow_VLAN_201

2 i @
2, Configuration @ m Profile  Attributes

{ service Templates & Wizards

Profile:
£y services

=1 & Authentication Name: Allow_VLAN_201
£} Methods Description
%3 Sources Type: RADIUS

- R 1dentit

- ¥ Action Accept
{4 Single Sign-On {SS0)
pe— Device Group List: 1. Switches
£¥ Endpoints Attributes:
£} Static Host Lists
L3 Roles
BB 1. | Radius:IETF Session-Timeout = 10800
ole Mappings

o B pasnire 2. | Radius:[ETF Termination-Action = RADIUS-Request (1)
&4 Posture Policies 3. | Radius:IETF Tunnel-Type = VLAN (13)
£} Audit Servers 4. | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
£} Agentless OnGuard | 5. | Radius:IETF Tunnel-Private-Group-Id = 201

=+ & Enforcement 6. | Radius:Aruba Aruba-User-Role E AxisDevice
£¥ Policies
e profiles|

=/ ~4 Network
£} Devices

£} Device Groups
£} Proxy Targets
£} Event Sources
{¥ Network Scan
£x Policy Simulation

£ Back to Enforcement Profiles [ save |
#7 Administration o

(© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:13:21 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

J& Axis BB E R EN[E R EIF IEEE 802, 1X JINRE H14BR 5978 %1 0 B X o

HPE Aruba Networking & A\ 2 #2#/]

BT HPE Aruba Networking BAX#Y] 15H A MR 2 EREEEZ I, 5% TE HPE Aruba Networking
BB A O B & =3t 7B & IEEE 802.1AE MACsec,

macsec REE macsec-eap
cipher-suite gcm-aes-128

WO RAE AxisDevice
K ER macsec-policy macsec-eap

RITERE P iRER
AAA BMHRIEROHE dotlx BMKILES

macsec
mkacak-length 16
BH
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IBRRtRE — MAC B4 I81E

IHhR#R Z - MAC & 1735 1E

EOT B A MAC 59 3IELRI ( MAB ) SEARE A F IEEE 802.1ARAY Axis & &, M Axis 8% ID
ERBFHITEM, UERERT BRINKSTREA IEEE 802.1X, R 802.1X k% %k, ClearPass Policy

Manager £ 35 1F Axis R &9 MAC Hb 3 3535 F X5 W 48 649375 (5] ALBR o

MAB EZE # N\ 32 #41#0 ClearPass Policy Manager TR B & . 7£ Axis B& F, TERBNT A

# MAB EH A,

HPE Aruba Networking ClearPass Policy Manager
58 il B3R

ClearPass Policy Manager H #9358 il K S BC B & X 2 BRIE I T WA 7~ Bl SR AR KA 1% T Axis B &[]

HPE Aruba Networking I £& B9 #BR .

Q app20 x |+
<« C A Intesiker | hitps//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3F contextData%3D3006
aruba ClearPass Policy Manager
.- Dashboard [ Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
[zl Monitoring i Services - Axis 802.1X Wired - Mac Authentication
e il @
xhigsondigmation ©  summary Service Authentication Roles

Service Templates & Wizards
P
i
-1 B Authentication
£} Methods
£} Sources
- & 1dentity
{3 Single Sign-On (S50}
£} Local Users

Use Cached Results: (J use cached Roles and Posture attributes from previous sessions

Auxis MAC Authentication Palicy ~

Enforcement Policy

Description
Default Profile: [Deny Access Profile]

Rules Evaluation Algorithm: evaluate-all

£¥ Endpoints
Conditions
£} Static Host Lists
(Date:Day-of-Week GEL Monday, Tuesday, Wednesday, Thursday, Frida:

Rol ( 1A Y. Y. Y. Y. Y.
A} Roles i 0 (Date:Time-of-Day IN_RANGE 08:00:00,17:00:00)
{} Role Mappings (Connection: Client-Mac-Vendor S Axis Communications AB)

1M posture

4} Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
{3 Policies
{3 Profiles
=) »4 Network
{3 Devices
£3 Device Groups
£} Proxy Targets
¥ Event Sources
£ Metwork Scan
£x Policy Simulation

€ Back to Services

# Administration o

(© Copyright 2023 Hewlett Packard Enterprise Development LP Qct 26, 2023 05:15:57 UTC

Add New Enforcement Policy

Enforcement Policy Details

Enforcement Profiles

Allow_VLAN_203

[Evoio I Cony I sovo I Corcer

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

36 48 [ £& 377 0]
Y Axis REAFEELEMNRFI RN, ESWELEIHEIME,
HEMLZE ( VLAN 203 )

WRHBEUTHRM, Axis REFHIR TR ZR. FaEMEHDUR:

s XEFR—-FARZEN—NIER
« BfiEA 09:00 & 17:00
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IB MR # — MAC 573 I8 IiE

« MAC #hiitt v B 5 Axis Communications It ,
BT MAC it oTsE % B 0R, BRI ASE T ENEE ML RINR . BATEBE A MAB #17
NEEE, HFHE—PFIREERE,
RIBEGRE
ERESREY, QBN ESNRIER, XATFFHSAL MAC Hiil,

v - O X
Q app20 x  +
<« C A Intessker | hitps//172.25.201.120/tips/tipsContent action#tipsAuthSources.action = % 0O &
aruba ClearPass Paolicy Manager Menu =
Y pashboard Configuration » Authentication » Sources
= T Add
[zl Monitoring Authentication Sources "i i
4%, Configuration @ g ETE: Al
£¥ Service Templates & Wizards An authentication source js the identity store (Active Directory, LDAP directory, etc.) against which users and devices are suthenticated.
£y services
= Authentication -
% Filter:[Name ~ || contains | | Go | ClearFilter Show
£} Methods
’C? #* Name . Type scription
- Q 1dentity 1. 0 [Admin User Repository] Local SQL DB Authenticate users against Policy Manager admin user database =
4 Single Sign-On (550) > o — RS G Denylist database with users who have exceeded bandwidth or session
e — - % REZRANY related limits
£3 Endpoints 3. [ [Endpoints Repository] Local SQL DB Authenticate endpoints against Policy Manager local database
£} Static Host Lists 4. O [Guest Device Repositary] Local SQL DB Authenticate guest devices against Policy Manager local database
¥ Roles 5. O [Guest User Repository] Local SQL DB Authenticate guest users against Policy Manager local database
1} Role Mappings 6. O [Insight Repository] Local SQL DB Insight database with session information for users and devices
= i posture 7 O [Local User Repository] Local SQL DB Authenticate users against Policy Manager local user database
posture Policies =
£ Audit Servers 8. Onboard Devices Repository: Local SQL DB Authenticate Onboard devices against Policy Manager local database
o ) [onboard Devi itory] I henti board devi inst Poli local datab.
. = O Social Login Repositol Local SQL DB Authenticate users against Policy Manager social login database
{3 Agentless OnGuard ) | Login Repository; ! h g licy Manag I login datab
= g Enforcement 10. (m] [Time Source] Local SQL DB Authorization source for implementing various time functions
olicies 11. O [Zone Cache Repositon HTTP Access attributes cache Context Server Actions in previous sessions -
£ Polici 0 he Repository] it ied by 2
profiles
@ Showing 1-11 of 11 y Expc Dele:
= 4« Network
£} Devices
% Device Groups
£¥ Proxy Targets
£} Event Sources
£ Metwork Scan
£¥ Policy Simulation
Adm n
© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:13:52 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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[l Menitoring
4, Configuration

Q app20 x  +
& > C A Intesaker | htps//172.25.201.120/tips/tipsContent.action#tipsAddAuthSource.action
aruba ClearPass Policy Manager

Dashboard

[] Configuration » Authentication » Sources » Add

i Authentication Sources

O [l stoicost ists_summary

¥ Service Templates & Wizards

£x Services Name:
| & Authentication Description:
£} Methods
-
- Q Identity Type:

£y Single Sign-On {SS0)
£} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
{¥ Role Mappings
1M posture
¥ Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£} Policies
£ profiles
=/ ~4 Network
£} Devices
£} Device Groups

Use for Authorization:

{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

Administration

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Authorization Sources:

[Axis Devices ]

r( sddresses of Axis devices in use.

4

Static Host List

Enable to u

urce to a

4 Back to Authentication Sources

Qct 31, 2023 09:21:23 UTC

[ or— 0 sove I Conee |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Q app20 t el

€& > C A Intesaker | hitps//172.25.201.120/tips/tipsContent.action# 2 % O & @

Add Static Host List

Name: Axis devices

Description:

Host Format: Subnet
Regular Expression
List

Host Type: 1P Address
MAC Address

Host Entries

Address Description

1. O B8-A4-4F-45-B4-E6  Axis Davice 1
2. O BB-A4-4F-45-B4-E7  Axis Device 2
3. O BB-A4-4F-45-B4-E8  Axis Device 3

aceress: [—

Description:

4

BIZ T B2 Axis MAC 4 9382 28151 %
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aruvba

Fo:0) Configuration

£x Service Templates & Wizards
£y Services
=1 & Authentication
£} Methods
-
= & Identity
£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints
£} Static Host Lists
£¥ Roles
{3 Role Mappings
1M posture
{3 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£} Policies
L4 Profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

Q app20 L
< C A Intesaker | heps//172.25.201.120/tips/tipsContent.action#

ClearPass Policy Manager

Dashboai [] Configuration » Authentication » Sources » Add
[ Monitoring i Authentication Sources

@

List "Axis devices" added successfully

MAC Address Host Lists:

Axis devices

[ Remore
[Fowemie |
=

4 Back to Authentication Sources

Qct 31, 2023 09:20:34 UTC

Add New Static Host List

[ or— 0 sove I Conee |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

BEIE

HRSREYT, BRESBEH I —TRS, BTLAIE HPE Aruba Networking R £& /1 Axis & & 5

P I UEFNIRAN

29




HPE Aruba Networking

IB MR # — MAC 573 I8 IiE

Dashboard

Services

[l Menitoring
4, Configuration @

£} Service Templates & Wizards
I rvices]

Configuration » Services

Q app20 x  +
<« C A Intesaker | hetpsy//172.25.201.120/tips/tipsContent.action#tipsServices.action
aruba ClearPass Policy Manager

s
= & Authenticati
Sadiiantcatan Filter:[Name

~][contains ]

¥ Posture Policies
£} Audit Servers

£} Methods
{3 Sources
-1 R Tdentity 1 0
{3 Single Sign-On (SSO) 2. 0 i
4} Local Users 3, o z
£} Endpoints - o
£} Static Host Lists . T s
£¥ Roles
£¥ Role Mappings el O o
1M posture 7 Ll 7
8. O s
9. 9

[m]

Order

Name

Axis 802.1X Wired RADIUS
Axis 802.1X Wired - Mac Authentication RADIUS
Test_Service RADIUS
[Policy Manager Admin Network Login Service] TACACS+
[AirGroup Authorization Service] RADIUS
[Aruba Device Access Service] TACACS+
[Guest Operator Logins] Application
[Insight Operator Logins] Application
[Device Registration Disconnect] WEBAUTH

Clear Filter

o Add
& Import
& Export All

This page shows the current list and order of services that ClearPass follows during authentication and authorization.

Hit Count for Show

Hit Count Status

Template
802.1X Wired
MAC Authentication
802.1X Wired
TACACS+ Enforcement
RADIUS Enforcement ( Generic )
TACACS+ Enforcement
Aruba Application Authentication

Aruba Application Authentication

000000000

Web-based Authentication

{3 Agentless OnGuard
- § Enforcement
£¥ Policies
£} Profiles
=/ ~4 Network
£} Devices
£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

Showing 1-9 of 9

Administration

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Qct 26, 2023 05:34:53 UTC

Copy Export Delete
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Q app20 x  +
< C A intessker | https//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3006

ClearPass Policy Manager

Dashboard Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
[Z] Monitoring Services - Axis 802.1X Wired - Mac Authentication
442, Configuration B ey Authentication

Roles Enforcement

¥ Service Templates & Wizards

[Axis 802.1X Wired - Mac

o authenticate guest devices based on
heir MAC address.

MAC Authentication

[J Enable to monitor network access without enforcement

O Autherization [ Audit End-hosts [ Profile Endpoints [JJ Accounting Proxy

Matches O ANY or ® ALL of the following conditions:

NAS-Port-Type

Service-Type

Client-Mac-Address

Ethernet (15) B @
Login-User (1), Call-Check (10) By @
%{Radius:IETF:User-Name} By @

Y Services| Name:
=1 & Authentication Descriptions
£} Methods
{3 Sources
- R 1dentity Aype:
{3 Single Sign-On (SSO) Status:
4} Local Users Monitor Mode:
¥ Endpoints More Options:
£} Static Host Lists
£¥ Roles
£3 Role Mappings
- Posture
4 Posture Policies £ Radius:IETE
£} Audit Servers 2. | Radius:IETF
{3 Agentless OnGuard 3. | connection
- § Enforcement =
£¥ Policies
£} Profiles
=/ ~4 Network
£} Devices

£} Device Groups
{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

€ Back to Services

Administration

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Qct 26, 2023 05:15:11 UTC
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Q app20 t el

< C A intessker | https//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3006

aruvba

=L pashboard o
2] Moni
.}, Configuration @

Summary  Service
¥ Service Templates & Wizards

0 Authentication Methods:

=1 & Authentication
£} Methods
{3 Sources
= & Identity
£¥ Single Sign-On {SS0)
4} Local Users
£} Endpoints

£} Static Host Lists Authentication Sources:

£¥ Roles

£3 Role Mappings
1M posture

{3 Posture Policies

£} Audit Servers

{3 Agentless OnGuard |
- § Enforcement

£¥ Policies

£} Profiles
=/ ~4 Network

£} Devices

£} Device Groups

Strip Username Rules:

{3 Proxy Targets
£} Event Sources
£ Network Scan
£} policy Simulation

€ Back to Services
Administration o

(© Copyright 2023 Hewlett Packard Enterprise Development LP

Authentication

ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

i Services - Axis 802.1X Wired - Mac Authentication

Roles

[Allow All MAC AUTH]

[~Select to Add—

[Axis Devices [Static Host List]

[~Select to Add—

([ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

Qct 31, 2023 09:22:22 UTC

Add New Authentication Method

Add New Authentication Source

[ o W Cory Jsovo I Corce ]

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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(Date:Day-of-Week BEL Monday, Tuesday, Wednesday, Thursday, Frida:
Rol { Y Y, Ys Y Y, Y.
4 Roles i O (Date:Time-of-Da, RANGE 09:00:00,17:00:00 Allow_VLAN_203
y : _VLAN_
{4 Role Mappings (Connection: Client-Mac-Vendor S Axis Communications AB)
1M posture

4 Posture Policies
£} Audit Servers
{3 Agentless OnGuard
- § Enforcement
£¥ Policies
¥ profiles
=/ ~4 Network
{4 Davices
£} Device Groups
% Proxy Targets
{4 Event Sources
£¥ Network Scan
{xpolicy Simulation

# Administration o

G m o
Q app20 x nr
< C A Intesaker | hetps//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3006 e S O &
ClearPass Policy Manager Menu =—
Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
[Z] Monitoring Services - Axis 802.1X Wired - Mac Authentication
i i O
xhigSoniigmation *  Summary Service Authentication Roles
£} Service Templates & Wizards = : = =
< Use Cached Results: 0 use cached Roles and Posture attributes from previous sessions
s rices]
= & Authentication Enfarcement Folicy: [Axis MAC fication Policy ~] Add New Enforcement Policy
£} Methada ottt Fiake Il
{3 Sources
- Q 1dentity Description
{4 Single Sign-On (S50) Default Profile: [Deny Access Profile]
4} Local Users Rules Evaluation Algorithm: evaluate-all

£¥ Endpoints
: . Conditions Enforcement Profiles
{3 Static Host Lists

€ Back to Services Enable Jll Copy Cancel
[ Enable [l Copy Jil Save JiI Cancel |

(© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:57 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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AAA WROTGEIEIERS 18 KIXAH s

AAA BROTGERIEEE 19 RIEAH 5

AAA U OTFRIRUEEE 18 LPBRERY 3

AAA WHOGEIRIERY 19 ERBERHE 3

AAA R OFEBIER 18 BEFWES 1

AAA WWOFEIMIERE 19 BEFIRERE 1

AAA WWOHEIETF mac B9 18-19

AAA WWOEE 18 BHRRIEINFRIERET mac

AAA ¥wAEA 19 auth-order WIFERETF mac
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