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Esta guia de integracion describe la configuracion recomendada para la incorporacion y el funcionamiento de
dispositivos Axis en redes HPE Aruba Networking. La configuracion utiliza estandares y protocolos de seguridad
modernos, como |EEE 802.1X, IEEE 802.1AR, IEEE 802.1AE y HTTPS.

La automatizacion adecuada para la integracion de la red le permite ahorrar tiempo y dinero. Elimina la
complejidad innecesaria del sistema cuando se utilizan aplicaciones de gestidn de dispositivos de Axis con la
infraestructura y las aplicaciones de HPE Aruba Networking. Al combinar dispositivos y software Axis con una
infraestructura de HPE Aruba Networking, podra beneficiarse de las siguientes ventajas:

La eliminacién de las redes de almacenamiento temporal de dispositivos minimiza la complejidad del
sistema.

La automatizacion de los procesos de incorporacion y la gestion de dispositivos reduce los costes.
Los dispositivos Axis proporcionan controles de sequridad de red automatizados.

Mayor sequridad de red gracias a la experiencia de HPE y Axis.

—

AXISA Hewlett Packard

COMMUNICATIONS Enterprise

Para una transicion fluida entre redes l6gicas definida por software durante el proceso de incorporacion, la
infraestructura de red debe estar preparada para verificar de forma segura la integridad de los dispositivos Axis
antes de iniciar la configuracion. Antes de la configuracidn, debe asegurar los siguientes aspectos:

Experiencia de gestion de infraestructuras de Tl de redes empresariales de HPE Aruba Networking,
incluidos los switches de acceso de HPE Aruba Networking y el gestor de politicas ClearPass de HPE
Aruba Networking.

Experiencia en técnicas modernas de control de acceso a redes y politicas de sequridad de redes.

Es deseable tener conocimientos basicos previos sobre los productos Axis, aunque también se facilitan a
lo largo de la guia.
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Incorporacion segura: IEEE 802.1AR/802.1X

Para ver este video, vaya a la version web de este documento.

Integracion de dispositivos segura en redes de confianza cero con IEEE 802.1X/802.1AR

Autenticacion inicial

Cuando el dispositivo Axis compatible con Axis Edge Vault se conecta a la red, utiliza el certificado de
identificacion de dispositivo Axis IEEE 802.1AR a través del control de acceso a la red IEEE 802.1X para
autentificarse.

Para otorgar acceso a la red, ClearPass Policy Manager verifica el ID del dispositivo Axis junto con otras huellas
digitales especificas del dispositivo. Esta informacion, como la direccion MAC y la version del AXIS OS del
dispositivo, se utiliza para tomar decisiones basadas en politicas.

El dispositivo Axis se autentifica a si mismo en la red mediante el certificado de ID de dispositivo Axis
compatible con IEEE 802.1AR.
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El dispositivo Axis se autentifica en la red de HPE Aruba Networking utilizando el certificado de ID de dispositivo Axis compatible con
IEEE 802.1AR.

1 ID de dispositivo de Axis

2 Autenticacion de red IEEE 802.1x EAP-TLS
3 Interruptor de acceso (autenticador)

4 ClearPass Policy Manager

Aprovisionamiento

Después de la autentificacion, el dispositivo Axis se conecta a la red de aprovisionamiento (VLAN 201). Esta red
contiene AXIS Device Manager, que realiza la configuracion del dispositivo, el refuerzo de la sequridad y las
actualizaciones del AXIS OS. Para completar el aprovisionamiento del dispositivo, se cargan en €l nuevos
certificados de produccion especificos del cliente para IEEE 802.1X y HTTPS.
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AXISa HPE .5
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Después de una autenticacion exitosa, el dispositivo Axis pasa a una red de aprovisionamiento para su configuracion.

1 Switch de acceso

2 Red de aprovisionamiento

3 ClearPass Policy Manager

4 Aplicacion de gestion de dispositivos

Red de produccion
El aprovisionamiento del dispositivo Axis con nuevos certificados IEEE 802.1X activa un nuevo intento de

autenticacion. ClearPass Policy Manager verifica los nuevos certificados y decide si mueve o no el dispositivo
Axis a la red de produccion.
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Una vez configurado, el dispositivo Axis abandona la red de aprovisionamiento e intenta volver a autentificarse en la red.

1 ID de dispositivo de Axis

2 Autenticacion de red IEEE 802.1x EAP-TLS
3 Interruptor de acceso (autenticador)

4 ClearPass Policy Manager

Tras la reautentificacion, el dispositivo Axis se conecta a la red de produccion (VLAN 202), donde el Sistema de
gestion de video (VMS) se conecta al dispositivo e inicia el funcionamiento.
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AXISa HPE .5
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El dispositivo Axis tiene acceso a la red de produccion.

1 Switch de acceso

2 Red de produccion

3 ClearPass Policy Manager
4 Sistema de gestion de video

Configuracion de HPE Aruba Networking

ClearPass Policy Manager de HPE Aruba Networking

ClearPass Policy Manager proporciona control de acceso seguro a la red basado en roles y dispositivos para loT,
BYOD, dispositivos corporativos, empleados, contratistas e invitados, en infraestructuras cableadas, inalambricas
y VPN de multiples proveedores.

Configuracion del almacén de certificados de confianza

1. Descargue la cadena de certificados IEEE 802.1AR especifica de Axis desde axis.com.

2. Cargue las cadenas de certificados de CA raiz y CA intermedia IEEE 802.1AR especificas de Axis en el
almacén de certificados de confianza.

Habilite ClearPass Policy Manager para autenticar dispositivos Axis a través de IEEE 802.1X EAP-TLS.

4. Seleccione EAP en el campo de uso. Los certificados se utilizan para la autenticacion IEEE 802.1X EAP-
TLS.

() ClearPass Policy Manager - &b X +

& > C A Intesaker | hitps//172.25.201.120/tips/tipsContent.action# e & O & ¢

| Add certificate

Valjfil | Axis_device_ID_Int...e_CA_ECC_1.pem

EAP

Remove

-Select to Add— v

Add Centificate

Cargue los certificados IEEE 802.1AR especificos de Axis en el almacén de certificados confiable de ClearPass Policy Manager.



HPE Aruba Networking

v - O x
ClearPass Policy Manager - Arub X
Y g
A Intesaker | hipsy//172.25.201.120/tips/tipsContent.action#tipsCertTrustList.action 2 2
ps/tips P
aruvba ClearPass Palicy Manager Menu ==
Administration » Certificates » Trust List
s ooz 5 Add
[l Monitoring Certificate Trust List -
£+, Configuration This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.
&3¢ Administration ©
* ClearPass Portal Filter: [ Subject ~|[contains v | axis device =Bl Go | ClearFilter show records
+ &y Users and Privileges Validity Enabled
= i Server Manager " n " — .
= 1 0 cn=Axis device ID Root CA RSA,0=Axis Communications AB EAP valid Enabled
+1 i External Servers
2 O cn=Axis device ID Root CA ECC,0=Axis Communications AB EAP Valid Enabled
# External Accounts
- & Certificates 3 [0 cN=Axis device ID Intermediate CA RSA 2,0=Axis Communications AB EAP Valid Enabled
P Certificate Store 4. [0 cn=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB EAP valid Enabled
P Trust List| 5 [ cN=Axis device ID Intermediate CA ECC 2,0=Axis Communications AB EAP Valid Enabled
&P Revocation Lists 6 [J cn=axis device ID Intermediate CA ECC 1,0=Axis Communications AB EAP valid Enabled
 [/IDictionaries
# % Agents and Software Updates iShsnaiecics ullelate |
%1 % Support
© Copyright 2022 Hewlett Packard Enterprise Development LP Nov 25, 2022 08:48:50 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

Almacén de certificados confiable en ClearPass Policy Manager con cadena de certificados IEEE 802.1AR especifica de Axis incluida.

Configuracion de dispositivo/grupo de red

1. Agreque dispositivos de acceso a la red confiables como switches de acceso de HPE Aruba Networking al
ClearPass Policy Manager. ClearPass Policy Manager necesita saber qué switches de acceso en la red se
utilizan para la comunicacion IEEE 802.1X. Recuerde también que el secreto compartido de RADIUS debe
coincidir con la configuracion especifica del switch IEEE 802.1X.

2. Utilice la configuracién del grupo de dispositivos de red para agrupar multiples dispositivos de acceso a
la red fiables. Agrupar dispositivos facilita la configuracion de politicas.

@ ClearPass Policy Manager - Arub x| 4 = 8K
€« C A Intessker | heps//172.25.201.120/tips/tipsContent.action#tipsNetworkDevices action e %« O 2
aruba ClearPass Policy Manager Menu ==

] cConfiguration » Network » Devices
[ Monitoring i Network Devices ; f:‘zm
(i, Configuration @ &, Export All

42 Service Templates & Wizards & Discovered Devices
£} Services A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.

+} & Authentication

= ﬁ Identity Filter: [Name <[ contins <[ IRl Go | Clear Fiter Show records
+ Posture

e = B name . 1P or Subnet Address [y — [—

= *4-Network | ] ]

4
£¥ Device Groups
{x Proxy Targets
£% Event Sources

£3 Network Scan

{3 Policy Simulation

&% Administration o|

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:01:17 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

La interfaz de dispositivos de red confiables en ClearPass Policy Manager.
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Q) Clearpass Policy Manager - Arub X

€& > C A Intesiker | hitpsy//172.25.201.120/tips/tipsContent.action#

| Add Device

SNMP Read Settings ~ SNMP Write Settings  CLI Settings  OnConnect Enforcement  Attributes

Name: SWo4

172.25.200.13
(e.g., 192.168.1.10 or 102.168.1.1/24 or 2001:db8:a0b:12f0::1 or 2001:db8:a0b:12f0::1/64)

1P or Subnet Address:

Description:

4

verty:
— very:
Enable RADIUS Dynamic Authorization: (]
Enable RadSec: El

I

RADIUS Shared Secret:
TACACS+ Shared Secret:

vendor Name

[ada J Cancel

Afiada el switch de acceso de red HPE Aruba como dispositivo de confianza en ClearPass Policy Manager. Recuerde que el secreto
compartido de RADIUS debe coincidir con la configuracidn especifica del switch IEEE 802.1X.

() ClearPass Policy Manager - &b X +

€ > C A Intesaker | hitps://172.25.201.120/tips/tipsContent.action#

ClearPass Policy Manager

aruba
Dashboard [] Configuration » Network » Devices
i &
il Network Devices o4 Add
& Import
% Export All

& Configuration (o}

£} Service Templates & Wizards

@ Discovered Devices

Device SW04 added

Groups
{% Proxy Targets
£ Event Sources

43 Network Scan

£ policy Simulation

172.25.200.13

43 Services
% B Authentication <
i A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
& entity
= posture
%  Enforcement Filters [Name ~[contains v )
= " Network 1P or Subnet Address Device Groups

o

Showing 1-1 of 1

© Copyright 2022 Hewlett Packard Enterprise Development LP

Dec 28, 2022 09:02:33 CET

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

| Copy J-[ Export | | Delete

ClearPass Policy Manager con un tnico dispositivo de red fiable configurado.
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Q) Clearpass Policy Manager - Arub X

& = C A Intesaker | hitpsy/172.25.201.120/tips/tipsContent.action#tipsNADGroups.action

ClearPass Policy Manager

Dashboard I configuration » Network » Device Groups
4 # Add
i Network Device Groups zl i
eerer— mpor
& onho i 2 &, Export All
£} Service Templates & Wizards Device Groups function as a component in service and role mapping rules. Device groups can also be associated with enforcement profiles.
£3 Services
2 S Authentication Fitter:[Name < [contains v ) ClearFilter EEhids
7 @ Identity
F Description

5 7 Posture # B Name .
#-$¥ Enforcement |_Export | | Delete
=} Network
£X Devices
&
4 Proxy Targets
4 Event Sources
£3 Network Scan
£3 Policy Simulation

#7 Administration °
Packard Enterprise Development LP Dec 28, 2022 08:57:07 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

La interfaz de grupos de dispositivos de red confiables en ClearPass Policy Manager.

(O ClearPass Policy Manager - Ak X +

€ > C A Intesaker | hitps://172.25.201.120/tipsftipsContent.action#

| Add New Device Group

‘
reame:

Description: ’Ac:e;s Switches

Format: O Subnet
O Regular Expression
® List

Available Devices (0) Selected Devices (1)

Filter Filter

SW04 [172.25 200 13]

Afiada un dispositivo de acceso a la red fiable a un nuevo grupo de dispositivos en ClearPass Policy Manager.
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Q) Clearpass Policy Manager - Arub X

€& > C A Intesiker | hitpsy//172.25.201.120/tips/tipsContent.action#

aruba ClearPass Palicy Manager
| Dashboard I] configuration » Network » Device Groups
o 2 # Add
[l Monitoring i Network Device Groups zl i
[ P | mpo
& Eonfion i 2 &, Export All
£} Service Templates & Wizards Device Group "Switches” added successfully
13 Services . .
R it san Device Groups function as a component in service and role mapping rules. Device groups can alsa be associated with enforcement profiles.
#1 R Identity
1 f posture Filter: [Name ~[contains ~ ) Clear Filter Show records
@ Enforcement * B Name » Format Description
=4 Network L O  switches List Access Switches
£¥ Devices
P 0evice Groups| Showing 1-1 of 1 Export Delete

{3 Proxy Targets
4 Event Sources
£3 Network Scan
13 Policy Simulation

| #2 Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:05:43 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy Manager con un grupo de dispositivos de red configurado que incluye uno o mds dispositivos de red fiables.

Configuracion de huellas digitales del dispositivo

El dispositivo Axis puede, mediante la deteccion de red, distribuir informacidn especifica del dispositivo, como la
direccion MAC y la versidn del software. Puede usar esta informacion para crear, actualizar o gestionar huellas
de dispositivo en ClearPass Policy Manager. También puede conceder o denegar el acceso en funcion de la
version del AXIS OS.

1. Vaya a Administration > Dictionaries > Device Fingerprints (Administracion > Diccionarios > Huellas
digitales del dispositivo).
2. Seleccione una huella digital de dispositivo existente o cree una nueva huella digital de dispositivo.

3. Configure los ajustes de huella digital del dispositivo.

Q) Clearpass Policy Manager - Arub- X

& = C A Intesaker | hitpsy/172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action

Update Device Fingerprints

Category: Network Camera =]

Family: Axis -

ame:
‘Custom Rules- 1 Matches (ALL ) [pelete Rule
Operator
5 Host MAC Vendor contains_all Axis Communications AB
.| LLDP System Description  not_contains 10.12

.| SNMP System Description not_contains 10.12

=Note: 0 Rule(s) will be deleted Update Delete Fingerprint i Close |

La configuracidn de huellas digitales del dispositivo en ClearPass Policy Manager. Los dispositivos Axis con versiones del AXIS 0S
distintas a 10.12 no son compatibles con este ejemplo.

10
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Q) Clearpass Policy Manager - Arub- X

€ > C A Intesaker | hupsy/172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action g % O 2

Update Device Fingerprints

Category: Network Camera -]
Family: Axis =]
Name: /AXIS OS version suppor’ ||

‘Custom Rules- 1 Matches (ALL ) [pelete Rule

Operator
. | Host MAC vendor contains_all Axis Communications AB
. | LLDP System Description  contains 10.12

.| SNMP System Description contains 10.12

=Note: 0 Rule(s) will be deleted Update Delete Fingerprint i Close |

La configuracion de huellas digitales del dispositivo en ClearPass Policy Manager. Los dispositivos Axis con versiones del AXIS 0S
distintas a 10.12 son compatibles con este ejemplo.

La informacién sobre la huella digital del dispositivo recopilada por ClearPass Policy Manager se puede
encontrar en la seccion Puntos finales.

1. Vaya aConfiguration > Identity > Endpoints (Configuracion > Identidad > Puntos finales).
2. Seleccione el dispositivo que desee ver.
3. Haga clic en la pestaia Device Fingerprints (Huellas digitales del dispositivo).

Nota

SNMP esta deshabilitado de forma predeterminada en los dispositivos Axis y se recopila desde el switch de
acceso de HPE Aruba Networking.

() ClearPass Policy Manager - &b X +

€ > C A Intesaker | hitps://172.25.201.120/tips/tipsContent.action#tipsEndpoints.action 2 O 2

| Edit Endpoint

m Attributes  Device Fingerprints

MAC Address  BS-A4-4F-30-42-EA 1P Address 172.25.201.233

Description Static IP FALSE
Hostname axis-b8a44fane2ea
Device Category |Network Camera -]
Status O known client
i i
Coipia Device 0S Family [Axis
O pisabled client Device Name [AXIS OS version suppor | ¥

MAC Vendor Axis Communications AB Added At Dec 28, 2022 14:50:45 CET

Added by Policy Manager profiled by Policy Manager
Online Status Not Available Last Profiled At Dec 29, 2022 08:18:23 CET

Connection Type Unknown

Un dispositivo Axis con perfil de ClearPass Policy Manager.

11
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Q) Clearpass Policy Manager - Arub X

& > C A Intesaker | hitpsy/172.25.201.120/tips/tipsContent.action#tipsEndpoints.action 2 % O 2

Edit Endpoint

Endpoint  Attributes [ELENTEREEN T IS

Endpoint Fingerprint Details
CDP Davice Description:
DHCP Option55: 1,3,6,12,15,28,42,66,119
DHCP Option60: AXIS,Panoramic Camera,P3727-PLE,10.12.120
DHCP Options 53,57,55,12,60,61
Host MAC Vendor: Axis Communications AB
LLDP System Description: = AXIS P3727-PLE Panoramic Camera 10.12.130
SNMP Device Name: axis-bBa44f3042ea
SNMP Device Type Host

SNMP System Description: AXIS P3727-PLE Panoramic Camera 10.12.130

Las huellas dactilares detalladas del dispositivo de un dispositivo Axis perfilado. Recuerde que SNMP estd deshabilitado de forma
predeterminada en los dispositivos Axis. La informacion de deteccion especifica de LLDP, CDP y DHCP se comparte desde el dispositivo
Axis en su estado predeterminado de fdbrica y se retransmite desde el switch de acceso de red HPE Aruba a ClearPass Policy Manager.

Configuracion del perfil de cumplimiento

Un Enforcement Profile (Perfil de cumplimiento) permite que ClearPass Policy Manager asigne una ID de VLAN
especifica a un puerto de acceso en el switch. Esta es una decision basada en politicas que se aplica a los
dispositivos de red del grupo de dispositivos “"Switches". El numero de perfiles de aplicacion necesarios depende
del nimero de VLAN en uso. Nuestra configuracion tiene tres VLAN (VLAN 201, 202, 203), que responden a tres
perfiles de aplicacion.

Una vez configurados los perfiles de cumplimiento para la VLAN, se puede configurar la politica de aplicacion. La
configuracion de la politica de aplicacion en ClearPass Policy Manager define si los dispositivos Axis tienen
acceso a las redes de HPE Aruba Networking segun cuatro perfiles de politicas de ejemplo.

Q) CiearPass Policy Manager - Arub X 4 v — o x
& > C A Intesaker | hitps://172.25.201.120/tips/tipsContent W#tipsEditEr F Data%3D3004 = % O &
aruba ClearPass Policy Manager Menu =

I Dashboard [} Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201
| 2] Monitoring ] Enforcement Profiles - Allow_VLAN_201
Rilpfasbanstion 2 Profile Attributes

£3 Service Templates & Wizards

Profile:
£3 Services
1By Authentication Name: Allow_VLAN_201
= R Identity Description:
=B Posture Type: RADIUS
= $ Enforcement E
d Action: Accept
L3 Policies
Device Group List: 1. Switches
fedprofilcs]
41 4 Network Attributes:

£3 Network Scan

3 Policy Simulation

1. | Radius:IETF Session-Timeout = 10800

2. | Radius:IETF Termination-Action 5 RADIUS-Request (1)
3. | Radius:IETF Tunnel-Type = VLAN (13)

4. | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)

5. | Radius:IETF Tunnel-Private-Group-Id = 201

Back to Enforcement Profiles Co Save Cancel
Py

| # Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:08:57 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

Un ejemplo de perfil de cumplimiento para permitir el acceso a la VLAN 201.

12
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v - O x
) ClearPass Policy Manager - Arut X+
<« C A Intesaker | hupe//172.25.201.120/tips/tipsContent.action#tipsEditEnforcementPolicy.action%3FcontextData%3D3007 2 % 0O a
ClearPass Palicy Manager L —
P configuration » Enforcement » Policies » Edit - Axis Radius policy
[] Monitoring 4 Enforcement Policies - Axis Radius policy
ickipfenfioumtion 2 m Enforcement  Rules
£3 Service Templates & Wizards
Enforcement:
{3 Services
+ B Authantication Name: Axis Radius policy
#1 R Identity Description:
=1 [ posture Enforcement Type: RADIUS
--§¥ Enforcement
— Default Profile: Allow_VLAN_203
FeYolicies
{% Profiles Rules:
4 Network Rules Evaluation Algorithm: First applicable
Net k S = 4
Ak NE otk Sean Conditions Actions
£3 Pol Si lati 3 m
&4 Polleymuation, (Certificate:1ssuer-CN Axis device ID Intermediate CA)
(Certificate:Issuer-0 Axis Communications AB)
(Certificate:Subject-0 Axis C icati AB)
i (Certificate:Subjec xis Communications AB) Ko RN 01
(Certificate:Subject-L Lund)
(Certificate:Subject-C SE)
(Connection:Client-Mac-Address-NoDelim %{Certificate: Subject-serialNumber})
(Certificate:Issuer-CN Production CA Certificate)
2. (Certificate:Subject-CN %{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Autharization: [Endpoints Repository]:Device Name AXIS OS version unsupported)
(Certificate:Issuer-CN Production CA certificate)
3. (Certificate:Subject-CN %q{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_202
{Authorization:[Endpoints Repository]:Device Name AXIS OS version supported)
< Back to Enforcement Policies ES
&7 Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:49:09 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

La configuracion de la politica de cumplimiento en ClearPass Policy Manager.

Las cuatro politicas de aplicacion y sus acciones son:

Acceso denegado a la red

Se deniega el acceso a la red cuando no se realiza la autentificacion de control de acceso a la red IEEE 802.1X.
Red de invitados (VLAN 203)

Al dispositivo Axis se le concede acceso a una red limitada y aislada si falla la autenticacion de control de
acceso a la red IEEE 802.1X. Posteriormente, se requiere una inspeccion manual del dispositivo para determinar
las acciones apropiadas.

Red de aprovisionamiento (VLAN 201)

El dispositivo Axis tiene acceso a una red de aprovisionamiento. Esto es para proporcionar capacidades de
administracion de dispositivos de Axis a través de AXIS Device Managery AXIS Device Manager Extend. También
permite configurar dispositivos Axis con actualizaciones de AXIS OS, certificados de nivel de produccién y otras
configuraciones. ClearPass Policy Manager verifica las siguientes condiciones:

® |aversion del AXIS OS del dispositivo.

® ladireccion MAC del dispositivo coincide con el esquema de direccion MAC especifico del proveedor con
el atributo de numero de serie del certificado de ID del dispositivo de Axis.

e El certificado de ID del dispositivo de Axis es verificable y coincide con los atributos especificos de Axis,
como emisor, organizacion, ubicacion y pais.

Red de produccion (VLAN 202)

Se concede acceso al dispositivo Axis a la red de produccion en la que operara. El acceso se concede cuando
finaliza el aprovisionamiento del dispositivo desde la red de aprovisionamiento (VLAN 201). ClearPass Policy
Manager verifica las siguientes condiciones:

® |aversion del AXIS OS del dispositivo.

e ladireccion MAC del dispositivo coincide con el esquema de direccion MAC especifico del proveedor con
el atributo de numero de serie del certificado de ID del dispositivo de Axis.

® FEl certificado de grado de produccion es verificable por el almacén de certificados de confianza.
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Configuracion del método de autenticacion

El método de autentificacion define cdmo un dispositivo Axis intenta autentificarse en la red. El método
preferido es IEEE 802.1X EAP-TLS, dado que los dispositivos Axis con Axis Edge Vault cuentan con IEEE 802.1X
EAP-TLS habilitado de forma predeterminada.

() ClearPass Policy Manager - &b X +

& > C A Intessker | htps//172.25.201.120/tip ntentaction#tip action e % O &

| Edit Authentication Method

Name: \Axis EAP TLS

Description: pefault settings for EAP-TLS

EAP-TLS

Method Details
Session Resumption: Enable

Session Timeout: F— Jhours

Authorization Required: [ enable
Certificate Comparison:
Verfy Certificate using OCSP

Override OCSP URL from Client: (] Enable

OCSP URL:

La interfaz del método de autentificacion de ClearPass Policy Manager, donde se define el método de autentificacion EAP-TLS para
dispositivos Axis.

Configuracion de servicio

En la pagina Services (Servicios), los pasos de configuracion se combinan en un solo servicio que maneja la
autentificacion y autorizacion de los dispositivos Axis en las redes de HPE Aruba Networking.

(O ClearPass Policy Manager - Ak X + o - & X
€ > C A Intesaker | hitps//172.25.201.120/tips/! tent. wipsEditService.action%3F 03001 2 % 0O &
aruba ClearPass Policy Manager Menu =

| Dashboard [} configuration » Services » Edit - Axis 802.1X Wired

[2] Monitoring i Services - Axis 802.1X Wired

pefinceatnmsion B = Roles

4¥ Service Templates & Wizards

FoY Services] Name: [Axis 802 1X Wired |

3 icati Description: o authenticate users to any wired

EQbAuthenhcatlon Fetwark via 802.1X.
i+ R Identity

4

=+ M posture
51 & Enforcement Type: 802.1% Wired
o denetwork Status: Enabled

{3 Network Scan Monitor Mode: [ Enable to monitor network access without enforcement

£) Policy Simulation More Options: [0 Authorization [ Posture Compliance [ Audit End-hosts ([ Profile Endpoints (] Accounting Proxy

Service Rule

Matches O ANY or @ ALL of the following conditions:

Operator

1. | Radius:IETF NAS-POFE-Type EQUALS Ethernet (15) @
. [ i BEGHEAS Login-User (1), Framed-User (2),
e e i & Authenticate-Only ()

3. | click to add...

< Back to Services
#% Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:41:27 CET ClearPass Policy Manager 6.9.12,136929 on CLABV (Trial Version) platform

Se crea un servicio Axis especifico con IEEE 802.1X como método de conexion.
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Q) ClearPass Policy Manager - Ak X =+ v i o %
&« C A Intesiker | hipe//172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3001 2w O 2
aruvba ClearPass Palicy Manager Menu ==

[] cConfiguration » Services » Edit - Axis 802.1X Wired

[Z] Monitoring i Services - Axis 802.1X Wired

y Configuration ' summary service Uil Roles  Enforcement

£} Service Templates & Wizards Tz =
B rices Authentication Methods:  [Axis EAP TLS
+ & Authentication
#1 R Identity
= M Posture

Add Mew Authentication Method

+ & Enforcement
=1 Network
£3 Network Scan

£3 Policy Simulation [~Selectto Add— ]
Authentication Sources:  ([Endpoints Repository] [Local SQL DB] Add New Authentication Source
[--Select to Add— ~]
Strip Username Rules: [ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
Service Certificate: “Selectto Add— -

View Certificate Details

< Backto senvices [5ove |
&% Administration °

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:41:41 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

Se configura el método de autentificacion EAP-TLS creado anteriormente para el servicio.

v = @ 3
Q1 ClearPass Policy Menager - At X+
<« C A Intessker | https://172.25.201.120/tipsttipsContent.action#tipsEditService.action%3FcontextData%3D3001 2 % O &
ClearPass Policy Manager Menu =
Configuration » Services » Edit - Axis 802.1X Wired
[ Monitoring Services - Axis 802.1X Wired
Ry Soafiguntion “  Summary Service Authentication  Roles
{3 Service Templates & Wizards
= Use Cached Results: [ Use cached Roles and Posture attributes from previous sessions
&
i & Authentication Enforcement Policy: [2is Radius policy ~] Add Mew Enforcement Policy
i Q Idgntity Enforcement Policy Details
=1 M Posture
+ & Enforcement Pesaription
1 e Network Default Profile: Allow_VLAN_203

£3 Network Scan
£} Policy Simulation

Rules Evaluation Algorithm: first-applicable

(Certificate:Issuer-CN Axis device ID Intermediate CA)
(Certificate:Tssuer-G Axis Communications AB)
| 1 (Certificate:Subject-0 Axis Communications AB) AR50
(Certificate:Subject-L Lund)
(Certificate:Subject-C SE)
(Connection:Client-Mac-Address-NoDelim %{Certificate: Subject-serialNumber})
(Certificate:Issuer-CN production CA Certificate)
2. (Certificate:Subject-Cly A %{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Authorization: [Endpoints Repository]:Device Name AXIS OS version unsupported)
(Certificate:Issuer-CN Production CA certificate)
3 (Certificate:Subject-CN %{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_202
(Authorization:[Endpoints Repository]:Device Name AXIS OS version supported)

< backto services [C5ove |

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:51:01 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

Se configura la politica de aplicacion creada anteriormente para el servicio.

Switch de acceso de HPE Aruba Networking

Los dispositivos Axis se conectan directamente a switches de acceso con capacidad PoE o mediante midspans
PoE de Axis compatibles. Para integrar de forma segura dispositivos Axis a las redes de HPE Aruba Networking,
es preciso configurar el switch de acceso para la comunicacion IEEE 802.1X. El dispositivo Axis transmite la
comunicacion |EEE 802.1x EAP-TLS a ClearPass Policy Manager, que actia como servidor RADIUS.

Nota

También se configura una reautentificacion periddica de 300 segundos para el dispositivo Axis para
aumentar la sequridad general del acceso al puerto.

Este ejemplo muestra la configuracion global y de puertos para los switches de acceso de HPE Aruba
Networking.

radius-server host MyRADIUSIPAddress key "MyRADIUSKey"
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aaa authentication port-access eap-radiusaaa port-access authenticator 18-19%aaa port-access
authenticator 18 reauth-period 300aaa port-access authenticator 19 reauth-period 300aaa port-
access authenticator active

Configuracion Axis
Dispositivo en red de Axis

Los dispositivos Axis compatibles con Axis Edge Vault se fabrican con una identidad de dispositivo segura
denominada ID de dispositivo Axis. Esta ID se basa en el estandar internacional IEEE 802.1AR, que define un
método para la identificacion automatizada y sequra del dispositivo y su incorporacion a la red mediante |EEE
802.1X.

Coof
Jilll

[ ) R —

oo
oo

Los dispositivos Axis se fabrican con el certificado de identificacion de dispositivo Axis compatible con IEEE 802.1AR para servicios de
identidad de dispositivos confiables.

1 Infraestructura de clave de ID de dispositivo Axis (PKl)
2 ID de dispositivo de Axis

El almacén de claves seguro con proteccion por hardware, proporcionado por un elemento sequro del dispositivo
Axis, se suministra configurado de fabrica con un certificado exclusivo del dispositivo y las claves
correspondientes (ID del dispositivo Axis), que permiten demostrar globalmente la autenticidad del dispositivo
Axis. Axis Product Selector permite encontrar qué dispositivos Axis son compatibles con Axis Edge Vaulty el ID
de dispositivo Axis.

Nota
El nimero de serie de un dispositivo Axis es su direccion MAC.
AXISa AXIS Q1656 Box Camera 950 B
o vieo v Certfcates
2 Add certificate 4
o v
© Recordngs O name Type
% Apps [0 s deviee ID ECC-256 (802.14R) Client-server
B spem ° [0 s device ID RsA-2045 (302.1AR) Client-serve
¥ Date and time
& Network []  Auxis device ID RSA-4096 (802.1AR) Client-server
@ secrity I T

El almacén de certificados del dispositivo Axis en su estado predeterminado de fdbrica, con el ID del dispositivo Axis.

El certificado de identificacion del dispositivo Axis compatible con IEEE 802.1AR incluye informacidn sobre el
numero de serie y otra informacion especifica del proveedor. Esta informacion es utilizada por ClearPass Policy
Manager para realizar analisis y tomar decisiones para otorgar acceso a la red. La siguiente informacidn se
puede obtener de un certificado de identificacion de dispositivo Axis.
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IDevID AXiSa

"C":"SE",

"L": "Lund",

"0": "Axis Communications AB",

"CN": "axis-b8a44279511-eccp256-1", %

"serialNumber": "b8a44f279511",
Pais SE
Establecimiento Lund
Organizacion emisora Axis Communications AB
Nombre comun del emisor ID del dispositivo Axis intermedio
Organizacion Axis Communications AB
Nombre comun axis-b8a44f279511-eccp256-1
Numero de serie b8a44f279511

El nombre comun se compone del nombre de la empresa Axis, el nimero de serie del dispositivo y el algoritmo
criptografico (ECC P256, RSA 2048, RSA 4096). A partir de AXIS 0S 10.1 (2020-09), IEEE 802.1X esta habilitado
de forma predeterminada con el ID del dispositivo Axis preconfigurado. Esto permite que el dispositivo se
autentifique en redes habilitadas para IEEE 802.1X.

AXISa AXIS Q1656 Box Camera @5 0B
&= status o [IEEEB02.1x
Connecting

O Video v

Client certificate @ EAPOL Version
@ PTZ

| Axis device ID RSA-2048 (802.1AR) - ‘ O

Audio v O :

CA certificates @

@ Recordings | — ; ‘ @ 3
No CA certificate selected -

* Apps Use IEEE 802.1x

EAP Identity
@ System ~
axis-b8a44f272032

& Network

@ Security

Dispositivo Axis en estado predeterminado de fdbrica, con IEEE 802.1X habilitado y el certificado de ID de dispositivo Axis
preseleccionado.

AXIS Device Manager

AXIS Device Managery AXIS Device Manager Extend se pueden usar en la red para configurar y gestionar varios
dispositivos Axis de forma rentable. AXIS Device Manager es una aplicacion para Microsoft Windows® que se
instala localmente en un equipo de la red, mientras que AXIS Device Manager Extend utiliza una infraestructura
en la nube para la gestion de dispositivos en multiples ubicaciones. Ambos ofrecen capacidades sencillas de
gestion y configuracion, como:

e [nstalacion de actualizaciones del AXIS SO.

e Aplicacion de configuraciones de ciberseguridad, como HTTPS y certificados |IEEE 802.1X.

e (Configuracion de ajustes especificos del dispositivo, como ajustes de imagenes y otros.
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Operacion de red segura: IEEE 802.1AE MACsec

Para ver este video, vaya a la version web de este documento.

Cifrado de red de confianza cero con sequridad de capa 2 IEEE 802.1AE MACsec

IEEE 802.1AE MACsec (Media Access Control Security) es un protocolo de red bien definido que protege
criptograficamente los enlaces Ethernet punto a punto en la capa de red 2. Garantiza la confidencialidad y la
integridad de las transmisiones de datos entre dos hosts.

El estandar IEEE 802.1AE MACsec describe dos modos de funcionamiento:

®  Modo CAK estatico/clave precompartida configurable manualmente
e Sesion maestra automatica/modo CAK dinamico usando IEEE 802.1X EAP-TLS

Supplicant Authenticator Radius Server

A

802.1x Authentication

A

MACSec encrypted

En AXIS OS 10.1 (2020-09) y versiones posteriores, [EEE 802.1X esta habilitado de forma predeterminada para
los dispositivos compatibles con la ID del dispositivo Axis. En AXIS OS 11.8 y versiones posteriores, se admite
MACsec con modo dinamico automatico mediante IEEE 802.1X EAP-TLS, que esta habilitado de forma
predeterminada. Cuando conecta un dispositivo Axis con los valores predeterminados de fabrica, se realiza la
autentificacion de la red IEEE 802.1X y si es correcta, también se prueba el modo MACsec Dynamic CAK.

AXISa HPE .

nnnnnnnnnnnnnn

AA

Z N pl A
- 1! |
N ! |
p! I
| I
TN, | | |
E\ | I
% P! I
(1 B |
|| I
P 9 i 9 !
R t————— P/ N e g )

Lo EAP + MACsec EAP + MACsec
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El ID del dispositivo Axis almacenado de forma segura (1), una identidad de dispositivo segura compatible con
IEEE 802.1AR, se utiliza para autentificarse en la red (4, 5) mediante el control de acceso a la red basado en el
puerto IEEE 802.1X EAP-TLS (2). A través de la sesion EAP-TLS, las claves MACsec se intercambian
automaticamente para configurar un enlace seguro (3), protegiendo todo el trafico de red desde el dispositivo
Axis hasta el switch de acceso de HPE Aruba Networking.

IEEE 802.1AE MACsec requiere preparar la configuracion del switch de acceso de HPE Aruba Networking y de
ClearPass Policy Manager. No se requiere ninguna configuracion en el dispositivo Axis para permitir la
comunicacion cifrada con |EEE 802.1AE MACsec a través de EAP-TLS.

Si el switch de acceso de HPE Aruba Networking no admite MACsec mediante EAP-TLS, se puede utilizar y
configurar manualmente el modo de clave precompartida.

ClearPass Policy Manager de HPE Aruba Networking
Politica de asignacion de roles y roles

Q app20 x M

€& > C A intessker | hupsy//172.25.201.120/tips/tipsContent.action#tipsRoles.action e % O &

Edit Role

Role 1D: 3001

MName: [AxisDevice]

Description:

4

Agregue un nombre de funcion para los dispositivos Axis. El nombre es el nombre de la funcion de acceso al puerto en la configuracion
del switch de acceso.
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[=] Monitoring

Y -
Configuration

{3 Services
-1 & Authentication
£ Methods
£x Sources
= Q Identity
£x single Sign-on (S50)
£x Local Users
£} Endpoints
£y Static Host Lists
£xRoles
!
- il posture
£} Posture Policies
£¥ Audit Servers
£ Agentless OnGuard
- § Enforcement
L% Policies
£x Profiles
=) »4- Network
£) Devices
£% Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

£¥ Service Templates & Wizards

© Copyright 2023 Hewlett Packard Enterprise Development LP

Q app20 S
<« C A Inte ssker | hetpsy//172.25.201.120/tips/tipsContent.action#tipsEditRoleMappingPolicy.action%3FcontextData%3D3001 e Y O &
aruvba ClearPass Policy Manager ben =

] configuration » Identity » Role Mappings » Edit - Axis Role Mapping

i Role Mappings - Axis Role Mapping

© m ol P

Policy:

policy Name: Axis Role Mapping
Description:

Default Role [Guest]

Mapping Rules:

Rules Evaluation Algorithm: Ewvaluate all

Conditions

Role Name
1 (Authentication:Full-Username £ _ axis-00408c) AxisDevice
2.| (Authentication:Full-Username BEGINS WITH axis-acccse) AxisDevice
3. | (Authentication:Full-username axis-bBa44f) AxisDevice

€ Back to Role Mappings

[Copy I sove JConcor]

Oct 26, 2023 05:08:20 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Afada una politica de asignacion de roles de Axis para el rol de dispositivo Axis creado anteriormente. Las condiciones definidas son
necesarias para que un dispositivo se asigne a la funcidn de dispositivo de Axis. Si no se cumplen las condiciones, el dispositivo forma

parte del rol [Invitado].

Por defecto, los dispositivos Axis utilizan el formato de identidad EAP "axis-numero de serie". El numero de serie

de un dispositivo Axis es su direccion MAC. Por ejemplo "axis-b8a44f45b4e6".

Configuracion de servicio

[ Monitoring
o -
Fe Configuration

£} Service Templates & Wizards
o
=} & Authentication
£ Methods
£x Sources
= R Identity
£x Single Sign-On (SS0)
4} Local Users
£¥ Endpoints
{3 Static Host Lists
{xRoles
£% Role Mappings
-l posture
£x Posture Policies
£ Audit Servers
£ Agentless OnGuard
- & enforcement
£x Policies
£x Profiles
—| *§- Network
£x Devices
£} Device Groups
£¥ Proxy Targets
£} Event Sources
£¥ Network Scan
£% Policy Simulation

@© Copyright 2023 Hewlett Packard Enterprise Development LP

- O x
Q =pp20 x o+ i
& C A Intessker | hips;//172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3001 e % O &
aruba ClearPass Policy Manager Menu =
Dashboard [ configuration » Services » Edit - Axis 802.1X Wired

Services - Axis 802.1X Wired

Summary Service Authentication Roles Enforcement

[Axis Role Mapping v

Role Mapping Policy Details

Role Mapping Policy: Add New Role Mapping Policy

Description:
Default Role [Guest]

Rules Evaluation Algorithm: evaluate-all

Ry
1. (Authentication:Full-Username v axis-00408c) AxisDevice
2. (Authentication:Full-Username 3_WITH axis-accc8e) AxisDevice
3. (Authentication:Full-Username 5EG H axis-bBad4f) AxisDevice

< Back to Services

[Dicovie i Copy I sove I Concer

Oct 26, 2023 05:09:16 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Afiada la politica de asignacion de roles de Axis creada anteriormente al servicio que define IEEE 802.1X como el método de conexion
para la integracion de dispositivos Axis.

v - O x
Q 2pp20 * e
<« C A Intesaker | htps://172.25.201.120/tips/tipsContent.action#tipsEditService.action%3F contextData%3D3001 e v O & ¢
aruvba ClearPass Policy Manager ben ==
=" pashboard Configuration » Services » Edit - Axis 802.1X Wired
[ Monitoring Services - Axis 802.1X Wired
- i G
Eontiomation Y Summary Service Authentication Roles
£} Service Templates & Wizards =
Q Use Cached Results: [J use cached Roles and Posture attributes from previous sessions
ervices
- B Authentication Enforcement Policy: [Axis Radius policy v Add New Enforcement Policy
Method:
L Methiads Enforcement Policy Details
£x Sources
= @ Identity Description:
£} Single sign-on (S50) Default Profile: Allow_VLAN_203
£¥ Local Users Rules Evaluation Algorithm: evaluate-all
{x Endpoints
4 Conditions Enforcement Profiles
£ Static Host Lists
& Rol (Certificate:Issuer-CN A Axis device ID Intermediate CA)
- (Certificate:Issuer-0 £01 Axis Communications AB)
{¥ Role Mappings o » i
T (Certlﬂcs‘te Su!:]ect a Axis Communications AB) L ) AIIGNEMEAN 201
- M posture » (Connection: Client-Mac-Address-NoDelim UALS %{Certificate:Subject-
£% Posture policies serialNumber})
£ Audit Servers (Tips:Role AxisDevice)
{3 Agentless OnGuard | (Certificate:Issuer-CN Production CA)
(Authorization:[Endpoints Repository]:Device Name EQUALS AXIS OS version
- & Enforcement 2. unsupported) Allow_VLAN_201
{3 Policies y (Certificate:Subject-CN © Production XYZ)
£y profiles (Tips:Role & 5 AxisDevice)
=) 4 Network (Certificate: Issuer-CN TAINS Production CA)
{3 Devices (Authorization:[Endpoints Repository]:Device Name £0
J 3. supported) Allow_YLAN_202
& Device Groups (Certificate: Subject-CN 5 Production XYZ)
{¥ Proxy Targets D (TipsiRole EQUALS AxisDevice)

{) Event Sources
£ Network Scan
{1 Policy Simulation

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:11:50 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Administration

Agregue el nombre del rol de Axis como condicidn a las definiciones de politicas existentes.

Perfil de cumplimiento

- a x

Q app20 x e &
<« c A Inte saker | heeps://172.25.201.120/tips/tipsContent.action#tipsEditEnforcementProfile. action%3FcontextData%3D3004 e oO& :
aruba ClearPass Palicy Manager S —

=" pashboard Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201

[Z] Monitoring 4 Enforcement Profiles - Allow_VLAN_201

8 i o)
<42, Configuration Vm Profile  Attributes

£} Service Templates & Wizards

Profile:
£y Services
=1 G Authentication Name: Allow_VLAN_201
£ Methods Description:
£x Sources Type: RADIUS
= Q identity Action: Accept
£y single Sign-0n (SS0)
Device Group List 1. Switches
£x Local Users 3 L el
£} Endpoints Attributes:
{3 Static Host Lists
{¥Roles " " "
i 1. | Radius:IETF Session-Timeout = 10800
ole Mappings
- M posture 2. | Radius:IETF Termination-Action = RADIUS-Request (1)
£} Posture Policies 3. | Radius:IETF Tunnel-Type = VLAN (13)
£x Audit Servers | 4 | Radius:IETF Tunnel-Medium-Type = IEEE-202 (6)
{} Agentless OnGuard | 5. | Radius:1ETF Tunnel-Private-Group-Id = 201
= & Enforcement 6. | Radius:Aruba Aruba-Ussr-Role = AxisDevice
£x policies
R s
— *§- Network
£) Devices

£} Device Groups
£ Proxy Targets
£ Event Sources

£ Network Scan

£¥ Policy Simulation

<€ Back to Enforcement Profiles B33

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:13:21 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Afada el nombre de la funcion de Axis como un atributo a los perfiles de cumplimiento asignados en el servicio de integracion IEEE
802.1X.
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Switch de acceso de HPE Aruba Networking

Ademas de la configuracion de integracion sequra descrita en Switch de acceso de HPE Aruba Networking, on
page 15, consulte el siguiente ejemplo de configuracion de puerto para que el switch de acceso de HPE Aruba
Networking configure IEEE 802.1AE MACsec.

macsec policymacsec-eapcipher-suite gcm-aes-128
port-access role AxisDeviceassociate macsec-policymacsec-eapauth-mode client-mode

aaa authentication port-access dotlx authenticatormacsecmkacak-length l6enable
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Los certificados digitales son fundamentales para proteger dispositivos y redes, pero su gestion puede resultar
compleja y requerir mucho tiempo. Los certificados vencen y requieren renovacion periddica. Sin
automatizacion, este proceso resulta repetitivo y manual, especialmente en implementaciones de gran tamafio o
entornos con tipos de dispositivos mixtos.

El AXIS OS 12.9 introduce la compatibilidad con inscripcion sobre transporte seqguro (EST), un protocolo dirigido
a facilitar certificados a los dispositivos de forma segura. Definida en RFC 7030, EST constituye una solucion
basada en estandares disefiada para simplificar y automatizar el ciclo de vida completo del certificado, que
incluye:

® |Inscripcion: emision segura de nuevos certificados a dispositivos

® Renovacion: sustitucion automatica de certificados que vencen

®  Reinscripcion: actualizacion de certificados segun politicas de Tl

EST admite politicas definidas por Tl para los atributos del certificado, como el periodo de validez, el tipo de
clave (RSA/ECC) o el tamaiio de la clave, y utiliza exclusivamente HTTPS.

Principales ventajas de EST
® Inscripcidn, renovacion y reinscripcion de certificados automatizada y administrada por politicas de TI.
Esto elimina totalmente la necesidad de una configuracion manual, que tanto tiempo consume.

e Comunicacion sequra de Ultima generacion a través de TLS 1.2/1.3 solo HTTPS.

® \Visibilidad y supervision centralizadas para equipos de TI.
Basado en estandares (RFC 7030) e integrado con la infraestructura de TI.

®  Solucidon escalable para loT, redes empresariales y gestion de dispositivos.

Consulte nuestra AXIS OS Knowledge Base (Base de conocimientos del AXIS 0S) para obtener documentacion
general de EST.

Configuracion de HPE Aruba ClearPass Onboard

Aruba ClearPass Onboard se integra con EST para distribuir y gestionar de forma segura los certificados de
dispositivos para el acceso a la red. Al utilizar EST, los puntos finales se autentifican en ClearPass y se inscriben
para obtener un certificado Unico a través de un canal TLS sequro, que luego se utiliza para la autentificacion
basada en certificados 802.1X y otros servicios. El resultado es un método automatizado, sin contraseiia y
basado en estandares para aplicar politicas de acceso sequro basadas en la identidad del dispositivo.

Configuracion de la autoridad de certificacion

23


https://help.axis.com/axis-os-knowledge-base#est-config

HPE Aruba Networking

v O Cenificate Authorities x  + - o x
& 5 C  ©MNotsecure hstps//172.25.201.120/onboard/mdps_ca_list.php * @
ClearPass Onboard Menu =

Home » Onboard » Certificate Authorities

Certificate Authorities 7y Create new certificate authority

There are errors with the server certificate configuration that will prevent devices from provisioning er authenticating:
[\ =pp20.r2d2.lab: The ClearPass HTTPS server root certificate is not trusted by Apple. This will cause enrollment over HTTPS ta fail on i0S and iPadOS devices.
app20.r2d2.lab: Self signed ClearPass RADIUS server certificate will cause some models of Android devices to fail to authenticate,

- ¥, Management and Control
«f view by Device § How do I fix this problem?
‘ View by Username

(=] view by Certificate Use this list to manage certificate authorities.

> Usage Mode  Status OCSP URL
= configuration £ Local Certificate Authority root  Valid  2032-00-20T12:40:04+02:00 http://app20.r2d2.labjonboard/mdps_ocsp.php/1
,".ﬂ’.’rNetwurk Settings This is the default certificate authority.
G D i0S Settings Lﬁ& R2D2 ClearPass CA root ' Valid 2035-07-17T10:24:56+02:00 http://app20.r2d2.lab/onbeard/mdps_ocsp.php/2
% Windows Applications {7 R2D2ESTCA1 root  Vvalid 2035-07-17T10:56:41+02:00 http://app20.r2d2.lab/onboard/mdps_ocsp.php/3
= g peployment and provisioning £y R2D2ESTCA2 root  Valid  2035-07-17T10:57:47+02:00 http://app20.r2d2.lab/onboard/mdps_ocsp.ohp/4
\3 Configuration Profiles Showing 1 - 4 of 4

5 Provisioning Settings [ C' Refresh 1 20 rows perpage

@ self-Service portal

@ Back to Onboard

&4 Back to main

“, Configuration

Administration

© Copyright 2026 Hewlett Packard Enterprise Development LP ClearPass Onboard 6.11.2.252294 on CLABV platform

Cree una nueva autoridad de certificacion dentro de ClearPass Onboard.
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Dentro de la autoridad de certificacion creada, se definen el tipo de clave, el tamafio de la clave, el periodo de validez y muchos otros

aspectos.
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v Q) Certificate Authority Settings (F X =+ — O X
<« G © Notsecure  Betps//172.25.201.120/onboard/mdps_ca.phplid=4&mode=edit T b @

aruba ClearPass Onboard Menu —
| Guest

Certificate Authority Settings -
|R2D2 ESTCA2 |

Enter a name to identify this certificate authority.

* Name:

i onboard

gy Certificate Authorities

- ¥, Management and Control
@ view by Device
‘ View by Username P
[E=] view by Certificate
& Usage

- ﬁ‘" Configuration
ﬂm:'rNetwurk Settings

Description:

A description of the certificate authority.

Mode: Root CA

Certificate Issuing
These options control how certificates are issued by this certificate authority.

Do notinclude OCSP Responder URL v

Select the information about the certificate authority to include in the client certificate.
Mote that when an OCSP URL is provided, clients may need to access this URL in order to determine if the certificate is still valid.

({3 i0S Settings

&1 windows Applications
- ﬁ! Deployment and Provisioning

-,ﬁ Configuration Profiles

* Authority Info Access:

- yalidi .
Validity Period:
ity Maximum validity period for client certificates (in days).

15

Amount to pre/post date certificate validity peried (in minutes)

5 Provisioning Settings
‘@ self-Service portal

* Clock Skew Allowance:

Include device information in TLS client certificates
Store information about the device in the subjectAltMame extension of the certificate.
Note: Aruba OS version 6.1 or later is required to enable this feature.

Select the algorithm used to sign issusd certificates.

Subject Alternative Name:

* Digest Algorithm:

Retention Policy

These options control how long to retain certificates after revocation or expiry.

Keep a copy of client certificates

When checked issued certificates will be stored. When unchecked, only metadata about the certificate will be retained.

wasks
The period after which an expired certificate (or a rejected request) will be automatically deleted
Leave blank to disable automatic deletion.

Store Certificates:

Maximum Period:

SCEP Server

These options control access to the SCEP server for this CA.

[} Enable access to the SCEP server

Allows this CA to issue tis-client certificates via SCEP <
ClearPass Onboard 6.11.2.252294 on CLABV platform

SCEP Server:

© Copyright 2026 Hewlett Packard Enterprise Development LP

Habilite la funcionalidad del servidor EST para la autoridad de certificacion creada. Configure el método de autentificacién EST para
utilizar el certificado de cliente.

Configuracion de HPE Aruba ClearPass Policy Manager

Configuracion del almacén de certificados de confianza

v Q) app20.r2d2.lab x 4+

« G © Notsccure  https//172.25.201.120 tips/tipsContent.action#tipsCert TrustListaction

aruba ClearPass Policy Manager
Administration » Certificates » Trust List

Certificate Trust List

This page displays a list of trusted Certificate Autharities (CA). You can add, view, or delete a certificate.

m Monitoring

2., Configuration

3? Administration S
# ClearPass Portal “ Filter: | Subject | [contains v | Axis Clear Filter records
-1 & Users and Privileges # Usage [
#* Admin Users " . . . "
> Admin Privil 1. 0  cn=Axis device ID Intermediate CA ECC 1,0=Axis Communications AB EAP, EST valid Enabled
min Privileges
A server Manager 2. 1 cn=Axis device ID Intermediate CA ECC 2,0=Axis Communications AB EAP, EST Valid Enabled
=6
#”Server Configuration 3. | 0 cN=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB EAP, EST valid Enabled
& Log Configuration 4. [0 cn=axis device ID Intermediate CA RSA 2,0=Axis Communications AB EAP, EST valid Enabled
#°Local Shared Folders 5. (0 cnN=Axis device ID Root CA ECC,0=Axis Communications AB EAP, EST valid Enabled
#°Licensing 6. | [ CN=Axis device ID Root CA RSA,O=Axis Communications AB EAP, EST valid Enabled
Device Insight
- l& o E 7.| O EAP, EST valid Enabled
-1 | External Servers
# SNMP Trap Receivers 8. [ emailaddress= \CN=R2D2 ClearPass CA,0=R2D2,L=Lund,ST=5Skane,C=SE EAP, EST, Others valid Enabled
emailAddress= ,CN=R2D2 ClearPass Signing
Syslog Target: b , EST, i
ﬁsyglog :rgert:lt 9 ] W e P i EAP, EST, Others Valid Enabled
slog Export Filters
JBMY 9 i ps " 10. 0  emailaddress= ,CN=R2D2 EST CA 1,0=R2D2,L=Lund,ST=5kane,C=SE EAP, EST, Others valid Enabled
essaging Setup
##Endpoint Context Servers il O  emailaddress= ,CN=R2D2 EST CA 2,0=R2D2,L=Lund,ST=Skane,C=5E EAP, EST, Others valid Enabled
#°File Backup Servers 12. O  emailaddress= CN=R2D2 EST Signing CA 1,0=R2D2,L=Lund,5T=5Skane,C=SE  EAP, EST, Others Valid Enabled
P External Accounts iz 0 emailaddress= ,CN=R2D2 EST Signing CA 2,0=R2D2,L=Lund,ST=Skane,C=SE  EAP, EST, Others valid Enabled -
=@ Certificates Showing 1-13 of 13

J° Certificate Store

i o]

& Revocation Lists
-1 || Dictionaries

#°RADIUS

#°RADIUS Dynamic Authorizatic

#° TACACS + Services

& Device Fingerprints

4 Dictionary Attributes
1 G

© Copyright 2023 Hewlett Packard Enterprise Development LP
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Si aun no lo ha hecho, cargue los certificados IEEE 802.1AR especificos de Axis en el almacén de certificados
fiable de ClearPass Policy Manager. Asegurese de afiadir el uso de EST. Verifique también este aspecto para la
autoridad de certificacion creada previamente desde ClearPass Onboard.

Configuracion de la politica de cumplimiento

El perfil de cumplimiento permite a ClearPass Policy Manager asignar cumplimientos especificos a la aplicacion
EST. Por ejemplo, solo se pueden inscribir nuevos certificados desde puntos finales especificos o solo en dias
especificos de la semana.

v () app20.r2d2lab X 4+ — (m] e
PP

© Notsecure  hitps://172.25.201.120/tips/tipsContent.action#tipsEnforcementPolicies.action w @

< C

Menu s

ClearPass Palicy Manager

Configuration » Enforcement » Policies

«
£ Profiles
] *#« Network
£} Devices
£ Device Groups
L} Proxy Targets
{3} Event Sources
L Metwork Scan
£ Policy Simulation

Showing 1-11 of 11

— P Add
(] Monitoring Enforcement Policies élm ot
(42, Configuration o & Exsm Al
L} Service Templates & Wizards ClearPass controls network access by evaluating an enforcement policy associated with the service.
{} Services
= Authentication -
& Filter:[Name | [contains [ | | Go | Clear Filter Show records
¥ Methods
£} Sources o B Name . Type Description
- Q Identity b O [Admin Netwerk Login Policy] TACACS+ Enforcement policy centrolling access to Policy Manager Admin -
sSingle Sign-on (Ss0) 2 [J  [airGroup Enforcement Palicy] RADIUS Enforcement policy controelling access for AirGroup devices
P Y policy 9 P
{¥ Local Users 3. ) [Aruba Device Access Policy] TACACS+ Enforcement policy controlling access to Aruba device
4 Endpoints 4. [0 Axis MAC Authentication Policy RADIUS
£ Static Host Lists —
5. LJ  Axis Radius policy RADIUS
£% Roles -
£ Role Mappings 6. [J  [Device Registration Disconnect] WEBAUTH Enforcement policy to disconnect devices from network
- M posture 7. O EST enforcement Application
Posture Policies 8. [ [Guest Operator Logins] Application Enforcement policy controlling access to Guest application
P 9 PP pelicy 9 PP
{2 Audit Servers 9. [ [Insight Operator Logins] Application Enforcement policy controlling access to Insight application
£} Agentless OnGuard 10.| O [Sample Allow Access Policy] RADIUS Sample policy to allow network access
- § Enforcement — X ‘
11. [J  [sample Deny Access Policy] RADIUS sample policy to deny network access -

SO Exports gy Delate |

#7 Administration o

© Copyright 2023 Hewlett Packard Enterprise Development LP Jan 28, 2026 08:42:38 CET ClearPass Policy Manager 6.11.2.252294 on CLABV platform

Descripcién general de las politicas de cumplimiento en ClearPass Policy Manager.
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v Q) app20.s2d2isb

< c

aruvba

Dashboard

[ Menitoring

x 4+ = o X

© Notsecure  hitps://172.25.201.120/tips/tipsContent.action#tipsEditEnforcementPolicy.action%3FcontextData%3D3016

ClearPass Policy Manager Menu =

] Configuration » Enforcement » Policies » Edit - EST enforcement

il Enforcement Policies - EST enforcement

= i o
jp; Configuration © %8 Enforcement  Rules
Service Templates & Wizards
i pl izard
£ Services Enforcement:

-} & Authentication Name: EST enforcement
¥ Methods Description:
{3 Sources Enforcement Type: Application

= Q Identity

Default Profile: [Deny Application Access Profile]

£ Single Sign-0n (550)

£¥ Local Users Rules:

¥ Endpoints Rules Evaluation Algorithm: First applicable
9 PP!
1 Static Host Lists p— Actions
£ Roles (Date:Day-of-Week Monday, Tuesday, Wednesday, Thursday, Friday,
£} Role Mappings 1. lsaturday, Sunday) [Allow Application Access Profile]
- H posture

£} Posture Policies |
¥ Audit Servers
£} Agentless OnGuard
= § Enforcement
fedpoicios|
{3 Profiles
] 4« Network
{3 Devices
£} Device Groups
LJ Proxy Targets
L) Event Sources
£k Network Scan
£ Policy Simulation

€ Back to Enforcement Policies

[Copy i sove [ Concei |

ClearPass Policy Manager 6.11.2.252294 on CLABV platform
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En esta politica de muestra, la aplicacion EST se permite todos los dias de la semana.

Configuracion de servicio

v Q) app20.r2d21ab X+ = o X
PP

« > C © Notsecure  hips//172.25.201.120/tips/tipsContent.action#tipsServices.action

Menu =

aruvba

ClearPass Policy Manager

Configuration » Services

itori : Add
[l Monitoring Services -
= = - ) & Import
4%, Configuration £ Export Al
{¥ service Templates & Wizards This page shows the current list and order of services that ClearPass follows during authentication and autherization.
fo] services|
- M Authentication Filter: [Name | contains v ( ] [ Go | Clear Filter Hit Count for Show records
£} Methods
£} Sources # Order . Name Type Tem, Count Status
- Q Identity 1 O 1 Axis 802.1X Wired RADIUS 802.1X Wired 0 (] -
£ Single Sign-0n (550) 2 O 2 Axis 802.1X Wired - Mac Authentication RADIUS MAC Authentication 0 Q
4 Local Users 3 0 3 [Policy Manager Admin Network Login Service] TACACS+ TACACS+ Enforcement 0 [x)
4# Endpoints 4 O 4 [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) 0 [=]
1§} static Host Lists
£ Rol 5 O s [Aruba Device Access Service] TACACS+ TACACS+ Enforcement Q [=]
oles
£% Role Mappings [ O s [Guest Operator Logins] Application Aruba Application Authentication 0 [=]
- [ posture 7 o 7 [Insight Operator Logins] Application Aruba Application Authentication 0 o
£¥ Posture Policies 8 O s [Device Registration Disconnect] WEBAUTH Web-based Authentication 0 o
43 Audit Servers 9 O o EST Application Aruba Application Authentication 0 (] <

£ Agentless OnGuard
- § Enforcement

1J Policies

£y Profiles
| 4 Network

£} Devices

1) Device Groups

Showing 1-9 of 9

£¥ Proxy Targets
£ Event Sources
£ Network Scan
£ Policy Simulation

© Copyright 2023 Hewlett Packard Enterprise Development LP Jan 28, 2026 08:35:09 CET ClearPass Policy Manager 6.11.2.252294 on CLABV platform

Es preciso crear un servicio EST especifico.
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v Q) app20r2d2iab X+

<« c © Notsecure  hitps://172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3008

aruvba ClearPass Policy Manager

Dashboard Configuration » Services » Edit - EST

Services - EST

summary [PV authenticati Roles

[ Menitoring

o) = =
Fe Y Configuration (O}

Menu =

L} Service Templates & Wizards

e rvices) Name: [EST |
_ & Authentication Description: uthentication Service for Applications
¥ Methods r A
£¥ Sources
- Q Identity Type: Aruba Application Authentication
Status: Enabled

£ Single Sign-0n (550)

£¥ Local Users Monitor Mode: [J Enable to moniter network access without enforcement

£ Endpoints More Options: [ Authorization
o] Static Host Lists .
£ rol Service Rule
Roles =
{4 Role Mappings Matches ® any or O ALL of the following conditions:
- H posture WLy

£ Posture Policies | Name EQUALS

i
¥ Audit Servers 2.

EST ]

£} Agentless OnGuard
= & Enforcement
L) policies
{3 Profiles
] 4« Network
{3 Devices
£} Device Groups
LJ Proxy Targets
L) Event Sources
£k Network Scan
£ Policy Simulation

£ Back to Services
o

© Copyright 2022 Hewlett Packard Enterprise Development LP Jan 28, 2026 08:37:12 CET

[Dizaic [ Copy i sove [ Coni |

ClearPass Policy Manager 6.11.2.252294 on CLABV platform

El servicio debe configurarse para la aplicacion EST.

v Q) app20.2d2.lab X+
<« € © Notsecure  https;//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3F contextData%3D3008

ClearPass Policy Manager

Configuration » Services » Edit - EST

Services - EST

Summary  Service

E] Monitoring

) . 5
4%, Configuration © Authentication

Menu s

£} Service Templates & Wizards

Fe] Services Use Cached Results: Use cached Roles and
- B Authentication Enforcement Policy: ‘ESTenlorcement
g :: ;C::: Enforcement Policy Details
- Q Identity Description:

Default Profile: [Deny Application Access Profile]

£} single Sign-0n (550}

£ Local Users Rules Evaluation Algorithm: first-applicable

£ Endpoints
£ Static Host Lists
& Roles (Date:Day-of-Week Monday, Tuesday, Wednesday, Thursday, Friday,
e e Saturday, Sunday)
ole Mappings
- M Pasture

4¥ Posture Policies
LJ Audit Servers
£} Agentless OnGuard
- § Enforcement
£ Policies
£ Profiles
] *#« Network
£} Devices
£ Device Groups
L} Proxy Targets
{3} Event Sources
L Metwork Scan
£ Policy Simulation

€ Back to Services

(]

© Copyright 2023 Hewlett Packard Enterprise Development LP Jan 28, 2026 08:47:35 CET

Enforcement Profiles

[Allow Application Access Profile]

Add New Enforcement Policy

[oisaie [ Copy [ sove [ Conci |

ClearPass Policy Manager 6.11.2.252294 on CLABV platform

Seleccione la politica de cumplimiento de EST creada previamente.

Configuracion Axis

La configuracion en el dispositivo Axis se realiza en dos pasos.

1. Establezca confianza del punto final HTTPS de ClearPass Onboard.
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2. Configure el cliente EST en el dispositivo Axis.

Configuracion de certificados de confianza

v () Centfficate Authorities X+

&« > @ @ Notsecure  hitps://172.25.201.120/onboard/mdps_ca_list.php

Certificate Viewer: app20.r2d2.lab

General ~ Details

Issued To

Common Name (CN)
Crganization ()
Organizational Unit (OU)

app20.2d21ab
R2D2
<Not Part Of Certificate>

v

i
3

5

Issued By

Common Name (CN) R2D2 ClearPass Signing CA
Organization () R2D2
Organizational Unit (OU)  <Not Part Of Certificate>

Validity Period

Issued On
Expires On

Wednesday, July 16, 2025 at 10:09:31AM
Thursday, July 16, 2026 at 10:39:31 AM

SHA-256
Fingerprints

Certificate 2fb7855b1779c89¢c700042209dcdc94b20ba8decd 23 1edfTe39a4122d0
8dfed
26677c1deb12b5a5ac0bad2ef75881e8d75c8f6cab08205609360debb50

32ec17

Public Key

Verifique la cadena de certificados desde el punto final HTTPS de ClearPass Onboard.

& AXIS P3263-LV Dome Camera X +

> C

Status

Video
Analytics
Audio
Recordings
Apps

System

Time and location
Network
Security
Accounts
Events

marT

SIP

Storage

Stream profiles
ONVIF
Detectors
Power settings

Power meter

A Not secure

172.25.201.161/camera/index.htm|#/system/security

AXIS P3265-LV Dome Camera

Certificates (33) ~

+ Add certificate

Filter by name Select type to filter o ()
[0 Name Type Secure keystore
[0 GlobalSign Root CA - RE cA
(]  Globalsign Root E46 cA
[J  GlobalSign Roct R46 cA
[ 15RG Root X1 cA
[0 R2D2 ClearPass ca cA
Secure keystore
(O Trusted Execution Environment (SoC TEE}

® Secure element (CC EAL6+)

Enrollment over Secure Transport  Beta
vRL ot connete
1]

5 rows

O 10 rows

Cargue la CA desde el punto final HTTPS de ClearPass Onboard al dispositivo Axis.

Configuracion del cliente EST
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¥ & AXISP3265-lV Dome Camera X +

< c A Notsecure  172.25.201.161/camera/index.html#/system/security

Status

0 Video >
[ Analytics >
il Audic >

3 Recordings

Secure keystore

* @

AXIS P3265-LV Dome Camera RGN PO

() Trusted Execution Environment (SoC TEE)

Secure element (CC EALG+)

Enroliment over Secure Transport  Beta

B Apps
B, System v URL -
Ttz 27 | 2Eaiey https://app20.r2d2.ab/well-known/est/ca:4
Network Services
I Security 802.1X/MACsec o
Accounts Client certificate
Events Auxis device ID RSA-2048 (802.1AR) v
MaTT CA certificates
R2D2 ClearPass CA % Clearall
SIP
Storage Connect
Stream profiles
ONVIF
Detectors
Power settings Cryptographic policy
Power meter Active O
() After changing policy, we recommend that you go to
Default - OpenSSL > Maintenance and restart the device.
=
Parametro Valor
URL Consulte la URL de EST en |a autoridad de
certificacion creada para EST en ClearPass
Onboard.
Servicios Seleccione los servicios que deben configurarse

automaticamente con el certificado inscrito.

Certificado del cliente

Seleccione un certificado de cliente para su
autentificacion en el servidor EST de ClearPass
Onboard. Los dispositivos con ID de Axis son
automaticamente fiables para la inscripcion,
dado que la cadena de certificados IEEE
802.1AR especifica de Axis se afiadio al
almacén de certificados fiables en ClearPass
Policy Manager.

Certificados CA

Seleccione el certificado CA del punto final
HTTPS de ClearPass Onboard para que el
dispositivo Axis confie en él.
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¥ & AXISP3265-lV Dome Camera X ar - [m] x
& 5 @  ANotsecure 172.25201.161 find y ity * @ @
AXISa AXIS P3265-LV Dome Camera (OGN VC)
Status
Secure keystore
0 Video >
O Trusted Execution Environment (SoC TEE)
B Srrayis » Secure element (CC EALG+)
|l Audic >
3 Recordings
Enrollment over Secure Transport  Beta
B Apps
B, System v

Time and location https:/fapp20.r2d2.lab/well

Network N
Services
I Security 802.1X/MACsec x v
Accounts Client certificate
Auxis device ID RSA-2048 (802.1AR) ~
Events
CA certificates
MarT
R2D2_ClearPass_CA x Clearall  ~
SIP
Reset Enroll
Storage

Stream profiles

ONVIF
Detectors
B Cryptographic policy
Power settings
Power meter Active O
i () After changing policy, we recommend that you go to
Default - OpenSSL - Maintenance and restart the device.
=
La inscripcidn se ha realizado correctamente.

¥ . AXISP3265-lV Dome Camera X + - (] X
& 5 € ANotsecure 172.25.201.161/ /ind y ity

Properties

MName: EST Example

Version: 3

Serial number: 12

Signature algorithm 1D: sha256WithRSAEncryption

Issued by:
Common name (CN): R2D2 EST Signing CA 2
Country (C): SE
State or province (ST): Skane
City or locality (L): Lund
Organization (Q): R2D2
Organizational unit (OU): -

Issued to:
Common name (CN): axis-B8A44FBATEBS
Country (C): SE
State or province (ST): -
City or locality (L): Lund
Organization (0): Axis Communications AB
Organizational unit (OU): -
Issued: 2026-01-28
Valid thru: 2027-01-28

Public key algorithm: RSA Encryption

RSA public key o
Keylength: 2048 bits

Signature v

Certificate
PEM format

Certificado EST inscrito en el dispositivo Axis.
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¥ & AXISP3265-lV Dome Camera X ar - [m] x
&« C A Notsecure  172.25.201.161/camerafindex.html#/system/security * @
AXISa AXIS P3265-LV Dome Camera SNON-GN VO
Active &
Status @) After changing policy, we recommend that you go to

Default - OpenSSL ~ Maintenance and restart the device.
0 Video >
[ Analytics >
|l Audic >

Recordings N
= 9 Network access control and encryption

B Apps ® 802.1X Authorized
® 202.1AE MACSec Not secured
B, System ~

Time and location Authentication method

IEEE 802.1x EAP-TLS / IEEE 802.13e MACsec (Dynamic CAK)  ~

Network

I Security Client certificate (D
AamiE EST Example v
Events CA certificates (D
MQTT No CA certificate selected v
sIF EAP Identity
Storage axis-bBaddf6aTeb8

Stream profiles EAPOL Version ©
ONVIF O
Detectors

Power settings

Power meter

=
Prevent brute-force attacks
El certificado inscrito se asigna automdticamente al servicio previamente seleccionado.

v () Certificate Management X 4+ — (m] e
€ @ © Notsecure  hetps//172.25.201.120/onboard/mdps_cert_management.php?type=tls-client T @
aruvba ClearPass Onboard T =

is Guest [ Use this list view to manage certificates. -
@ Quick Help [ columns
@ onboard ©
Centtcate Authorty:
£'3y Certificate Authorities
@ enagement i ot
() view by Device Filter: |
Common Name
# Usage —_— - 2026-01-28 2027-01-28
. ) 7] axis-BBA44F6A7ERS R2D2 EST CA 2 18 tis-client T oG TATT e — [£5] None
=¥ Configuration
;—mrNetwork Settings =] View certificate Trust Chain [} Export certificate [} Revoke certificate €3 Delete certificate
(f+10S Settings Certificate Inf I
Windows Applications N
o & PP Certificate Details
- g Deployment and Provisioning Details about the certificate and its owner.
i configuration profiles Issued To: (5] axis-BSA44FGATEBS
@ provisioning Settings |
. Valid From: (+) Wednesday, 28 January 2026, 9:16 AM
@ self-service portal
Valid To: | £¥) Thursday, 28 January 2027, 9:46 AM
Country SE
Logality Lund
Subject: Organization Axis Communications AR
Common Name axis-BBA44FGA7ERS
DNS axis-BBA44F6ATEBS
Issuer Details
Details about the certificate authority that issued the certificate.
Issued By: 5] R2D2 EST Signing CA 2
Country SE
Locality Lund
. Organization R2D2
%, Configuration Issuer: L.
Common Name R2D2 EST Signing CA 2
Administration state Skane o
© Copyright 2026 Hewlett Packard Enterprise Development LP ClearPass Onboard 6.11.2.252294 on CLABV platform

También puede revisar el certificado inscrito en ClearPass Onboard.
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Incorporacion heredada: autenticacion MAC

Puede utilizar MAC Authentication Bypass (MAB) para incorporar dispositivos Axis que no admiten la
incorporacion IEEE 802.1AR con el certificado de identificacion de dispositivo Axis y con IEEE 802.1X habilitado
en el estado predeterminado de fabrica. Si falla la integracion de 802.1X, ClearPass Policy Manager valida la
direccion MAC del dispositivo Axis y otorga acceso a la red.

MAB requiere preparaciones de configuracion del switch de acceso y de ClearPass Policy Manager. No es preciso
realizar ninguna configuracion en el dispositivo Axis para permitir la incorporacion integrada de MAB.

ClearPass Policy Manager de HPE Aruba Networking
Politica de cumplimiento

La configuracion de la politica de cumplimiento en Aruba ClearPass Policy Manager define si los dispositivos
Axis tienen acceso a las redes de HPE Aruba Networking segun las siguientes dos condiciones de politica de
ejemplo.

Q app20 x +

< C A intesaker | hitps://172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3006 e % O &

ClearPass Policy Manager Menu ==

[.] Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

i Services - Axis 802.1X Wired - Mac Authentication

o i @
RgSonfiouation W Emr | G | Gt | s

£¥ Service Templates & Wizards

[&] Monitoring

T Use Cached Results: [0 Use cached Roles and Posture attributes from previous sessions
FoYservices

=B Authentication Enfoitarneak Follzy: [Axis MAC ication Policy v Add New Enforcement Policy
£ Methods
£y Sources

- © 1dentity Description:
£y Single sign-on (s50) Default Profile: [Deny Access Profile]

Enforcement Policy Details

£} Local Users Rules Evaluation Algorithm: evaluate-all

£} Endpoints o
. Conditions Enforcement Profiles
¥ Static Host Lists

(Date:Day-of-Week Monday, Tuesday, Wednesday, Thursday, Friday)
1 (Date:Time-of-Day 09:00:00,17:00:00) Allow_VLAN_203
(Connection: Client-Mac-Vendor Axis Communications AB}

£XRoles
{2 Role Mappings
- M posture
£ Posture Policies
£x Audit Servers
£ Agentless OnGuard
- & Enforcement
£x Policies
£x Profiles
= s Network
£) Devices
{3 Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
£ Policy Simulation

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:57 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Acceso denegado a la red

Si el dispositivo Axis no cumple con la politica de aplicacion configurada, se le denegara el acceso a la red.
Red de invitados (VLAN 203)

Al dispositivo Axis se le concede acceso a una red aislada y limitada si se cumplen las siguientes condiciones:

e Eldia es uno laborable, de lunes a viernes.
® la hora esta comprendida entre las 09:00 y las 17:00.
® El proveedor de la direccion MAC coincide con Axis Communications.

Dado que es posible suplantar una direccion MAC, no se concede acceso a la red de aprovisionamiento habitual.
Le recomendamos utilizar MAB Unicamente para la incorporacion inicial y, posteriormente, inspeccionar el
dispositivo manualmente.
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Configuracion de fuente

En la pagina Sources (Fuentes), se crea una nueva fuente de autenticacion para permitir solo direcciones MAC
importadas manualmente.

Q opp20 x

aruba

= 2 Dashboard

[=] Monitoring
) x
o Configuration

£} Service Templates & Wizards
£¥ Services
- & Authentication
£¥ Methods
el 5ources|
- R Identity
{3 Single Sign-0n (550)
£X Local Users
£ Endpoints
¥ Static Host Lists
£ Roles
£ Role Mappings
1M posture
4} Posture Policies
£ Audit Servers
£x Agentless OnGuard
- § enforcement
£¥ Policies
{xProfiles
~} +§- Network
{xDevices
£¥ Device Groups
£% Proxy Targets
{) Event Sources
£% Network Scan
£x Policy Simulation

a

© Copyright 2023 Hewlett Packard Enterprise Development LP

< C A Intesaker | https://172.25.201.120/tips/tipsContent.action#tipsAuthSources.action

ClearPass Policy
Configuration » Authentication » Sources

Authentication Sources

Manager

= Add
£, Import
&, Export All

An authentication source is the identity store (Active Directory, LDAP directory, etc.) against which users and devices are authenticated.

Filter: [Name v |[contains v |

| Go | ClearFilter

* Name & Type
L O [Admin User Repository] Local SQL DB
2l O [Denylist User Repository] Local SQL DB
3. O [Endpoints Repository] Local SQL DB
4. O [Guest Device Repository] Local SQL DB
5. O [Guest User Repository] Local SQL DB
6. O [Insight Repository] Local SQL DB
7. O [Local User Repository] Local SQL DB
8. O  [onboard Devices Repository] Local SQL DB

| e ) [Social Login Repository] Local SQL DB
10 O [Time Source] Local SQL DB
i1, O  [Zone Cache Repository] HTTP

Showing 1-11 of 11

Oct 31, 2023 09:13:53 UTC

Authenticate users against Policy Manager admin user database

Denylist database with users who have exceeded bandwidth or session
related limits

Authenticate endpoints against Policy Manager local database
Authenticate guest devices against Policy Manager local database
Authenticate guest users against Policy Manager local database
Insight database with session information for users and devices
Authenticate users against Policy Manager local user database
Authenticate Onboard devices against policy Manager local database
Authenticate users against Policy Manager social login database
Authorization source for implementing various time functions

Access attributes cached by Context Server Actions In previous sessions .

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Q app20 x

aruvba

[Z] Monitoring

¢}, Configuration

£¥ Service Templates & Wizards
{x Services
=} & Authentication
£ Methods
!
=1 R Identity
£y Single Sign-on (SS0)
£} Local Users
£} Endpoints
£x Static Host Lists
{¥Roles
£¥ Role Mappings
- i posture
£¥ Posture Policies
{3 Audit Servers
£ Agentless OnGuard
- $ Enforcement
{3 Policies
£x Profiles
~ *§- Network
£x Devices
£} Device Groups
£¥ Proxy Targets
£ Event Sources
£ Network Scan
£ Policy Simulation

@ Copyright 2023 Hewlett Packard Enterprise Development LP

i

< C A intesaker | hips;//172.25.201.120/tips/tipsContent.action#tipsAddAuthSource action

ClearPass Policy Manager

Configuration » Authentication » Sources » Add

i Authentication Sources

B stevctostuists summary

v - O x
e A« O a2 i

Menu e

Name: \Axis Devices
Description: MAC addresses of Axis devices in use.

A
Type: Static Host List ~

Use for Authorization: Enable

Authorization Sources:

< Back to Authentication Sources

Oct 31, 2023 09:21:23 UTC

[er = I sove J Corce |

ClearPass Policy Manager 6.11,2.252294 on CLABV (Trial Version) platform
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v - O x
Q app20 x M

& > C A intesaker | httpsy//172.25.201.120/tips/tipsContent.action# e Y O &

| Add Static Host List

Name: |Axis devices

Description:

Host Format: Subnet
Regular Expression
List

Host Type: 1P Address
MAC Address

Host Entries

* Address Description

C  B8-A4-4F-45-B4-E6
O B&-A4-4F-45-B4-E7
3. O B8-A4-4F-45-B4-E8

Axis Device 1
Axis Device 2

Axis Device 3

Description:

4

Se crea una lista de hosts estdtica que contiene direcciones MAC de Axis.

Q app20 x M Y - & «
& > C A intesaker | httpsy//172.25.201.120/tips/tipsContent.action# e Y O &
aruba ClearPass Policy Manager Menu =—

| Dashboard [.] configuration » Authentication » Sources » Add
i i Authentication Sources
i, Configuration ) List "Axis devices" added successfully

£¥ Service Templates & Wizards

General Summal
1 services —erero! [T summery

-1 & Authentication MAC Address Host Lists: devices
¥ Methods
o R
= Q Identity
£y single Sign-on (sS0)
£x Local Users
{¥ Endpoints
£y Static Host Lists
£ Roles
£¥ Role Mappings
- i posture
{¥ Posture Policies
£¥ Audit Servers
£ Agentless OnGuard
- § Enforcement
£x policies
£x Profiles
=) »4- Network
£) Devices
{3 Device Groups
£} Proxy Targets
£y Event Sources
£¥ Network Scan
¥ Policy Simulation

Add New Static Host List

€ Back to Authentication Sources

#% administration o
@ Copyright 2023 Hewlett Packard Enterprise Development LP

Configuracion de servicio

Oct 31, 2023 09:20:34 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

En la pagina Services (Servicios), los pasos de configuracion se combinan en un solo servicio que maneja la
autentificacion y autorizacion de los dispositivos Axis en las redes de HPE Aruba Networking.
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Q app20 x |+
<« C A Intesaker | httpsy//172.25.201.120tips/tipsContent action#tipsServices action
aruba ClearPass Policy Manager

Configuration » Services

= = 'Dashboard

" Services

Y -
(%, Configuration

£¥ Service Templates & Wizards

This page shows the current list and order of services that ClearPass follows during authentication and authorization.

FeYservices
-1 B Authentication - -
% o Filcer: [Name < eormiais ¥ ] ® Clear Filter
ethods
£ Sources Order . Name
- Q Identity 1 O 1 Axis 802.1X Wired RADIUS
£x single Sign-on (S50) 2 O 2 Axis 802.1X Wired - Mac Authentication RADIUS
{¥ Local Users 3 B Test_Service RADIUS
¥ Endpaints aq 0 a [Policy Manager Admin Network Login Service] TACACS+
£y Static Host Lists : — :
ey 5 O s [AirGroup Authorization Service] RADIUS
Roles
)
£X Role Mappings 6 O s [Aruba Device Access Service] TACACS+
- posture 7 o 7 [Guest Operator Logins] Application
£} Posture Policies 8 O s [Insight Operater Logins] Application
£¥ Audit Servers 9 O o [Device Registration Disconnect] WEBAUTH

= Add
& Import
2, Export All

Wit Count for

Hit Count Status

Template

802.1X Wired
MAC Authentication

802.1X Wired

TACACS+ Enforcement

RADIUS Enforcement ( Generic )
TACACS+ Enforcement

Aruba Application Authentication
Aruba Application Authentication

000000OO0OQCGOQ

‘Web-based Authentication

£ Agentless OnGuard I .
o B Showing 1-9 of 9
£x Policies
£x Profiles

=) »4- Network
£) Devices
{3 Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

Ad

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:34:53 UTC

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Q app20 x |+
<« C A Intesaker | https://172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%303006
aruba ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

Services - Axis 802.1X Wired - Mac Authentication

= = pashboard

[=] Monitoring

v = o X

e % O & i

e 2 o
R Confiouration H Authentication  Roles  Enforcement
4} Service Templates & Wizards s 802 X Wi — ‘
Name: is. lired - Mac
e
= %Authent\ca(ion Description: o authenticate guest devices based on
heir MAC address.
£ Methods A
£x Sources
-1 R 1dentity Type: MAC Authentication
Status: Disabled

£y Single Sign-on (550)

{¥ Local Users Monitor Mode: () Enable to monitor network access without enforcement

1. | Radius:IETF NAS-Port-Type

£% Posture Policies
£} Audit Servers
£ Agentless OnGuard

Radius:IETF Service-Type

Connection Client-Mac-Address.

bl | £

- $ enforcement

£) Endpoints More Options: (O Authorization () Audit End-hosts () Profile Endpoints [J Accounting Proxy
)Q Static Host Lists -
s Service Rule
Roles
8 Role Mapgliige Matches ANY or ® ALL of the following conditions:
= F Posture OPETotee

BELONGS_TO

Ethernet (15)

BELONGS_TO Login-User (1), Call-Check (10)

EQUALS

7 EF
e

%{Radius:IETF:User-Name}

£¥ Policies
{x Profiles
—| *§- Network

£} Devices
£} Device Groups
£% Proxy Targets
{) Event Sources

£¥ Network Scan

£} Policy Simulation

< Back to Services

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:11 UTC
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ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Se crea un servicio Axis dedicado que define MAB como un método de conexion.
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Q app20 x M

aruvba
©. = Dashboard
Services - Axis 802

[=] Monitoring

{53 Configuration @ el e
£¥ Service Templates & Wizards
ot

-1 & Authentication

£ Methods
£x Sources
= Q Identity
£x single Sign-on (S50)
£x Local Users
£} Endpoints
£y Static Host Lists
{¥Roles
{1 Role Mappings
- i posture
£} Posture Policies
£¥ Audit Servers

Authentication Methods:

Authentication Sources:

<« C A Intesaker | httpsy//172.25.201.120tips/tipsContent action#tipsEditService action%3FcontextData%303006

Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

Authentication

ClearPass Policy Manager

.1X Wired - Mac Authentication

Roles  Enforcement

[Allow All MAC AUTH] Add New Authentication Method

[--Select to Add— v

Axis Devices [Static Host List] Add Mew Authentication Source

£} Agentless OnGuard
- § Enforcement
£x Policies
£x Profiles
=) »4- Network
£) Devices
{3 Device Groups
£} Proxy Targets
£ Event Sources
£ Network Scan
¥ Policy Simulation

Strip Username Rules:

€ Back to Services

© Copyright 2023 Hewlett Packard Enterprise Development LP

[-~-Select to Add— ~]

[ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

(oo W Cooy T sove I conce |

Oct 31, 2023 09:22:22 UTC

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

El método de autentificacion MAC preconfigurado estd configurado para el servicio. Ademds, se selecciona la fuente de autentificacion
(creada anteriormente) que contiene una lista de direcciones MAC de Axis.

Axis Communications utiliza las siguientes OUI de direcciones MAC:
®  B8:A4:4FXXXX:XX
o AA:C8:3E:XXXX:XX
®  (00:40:8C:XX:XX:XX

Q 2pp20 x|+ AR
<« C A Intesaker | hetps://172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3006 2 % O@ :
aruvba ClearPass Policy Manager Menu —

Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

Services - Axis 802.1X Wired - Mac Authentication

_. = Dashboard

[=] Monitoring

Service

&2 i 2
i, Configuration Y summary

Authentication

{2 Service Templates & Wizards

Use Cached Results:
i

-1 & Authentication Enforcement Policy:
£x Methods
£x Sources

= Q Identity Description:

£ Single sign-on (S50) Default Profile:

4} Posture Policies
£x Audit Servers
{3 Agentless OnGuard
- § Enforcement
£x Policies
{x Profiles
=) +4- Network
{x Devices
£% Device Groups
{3 Proxy Targets
{) Event Sources
{¥ Network Scan
{1 Policy Simulation

€ Back to Services

© Copyright 2023 Hewlett Packard Enterprise Development LP

[O) use cached Roles and Posture attributes from previous sessions

Policy

[Bxis MAC

(Connection: Client-Mac-Vendor

£¥ Local Users Rules Evaluation Algorithm:
£} Endpoints
Condi
£ Static Host Lists A sl
& Rol (Date:Day-of-Week SE
a R“[ESM i 1 5 (Date:Time-of-Day
ole Mappings -
- i Posture

[Deny Access Profile]

evaluate-all

VG Monday, Tuesday, Wednesday, Thursday, Friday)

GE 09:00:00,17:00:00)

Oct 26, 2023 05:15:57 UTC

gl oy |

Axis Communications AB}

Add New Enforcement Policy

Enforcement Policy Details

Enforcement Profiles

Allow_VLAN_203

(oo JCooy I sove I Conce ]

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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En el ultimo paso, se configura la politica de aplicacion creada anteriormente para el servicio.
Switch de acceso de HPE Aruba Networking

Ademas de la configuracion de integracion sequra descrita en Switch de acceso de HPE Aruba Networking, on

page 15, consulte el siguiente ejemplo de configuracion de puerto para que el switch de acceso de HPE Aruba
Networking permita MAB.

aaa port-access authenticator 18 tx-period 5aaa port-access authenticator 19 tx-period S5aaa
port-access authenticator 18 max-requests 3aaa port-access authenticator 19 max-requests 3aaa
port-access authenticator 18 client-limit laaa port-access authenticator 19 client-1limit laaa
port-access mac-based 18-19aaa port-access 18 auth-order authenticator mac-basedaaa port-
access 19 auth-order authenticator mac-basedaaa port-access 18 auth-priority authenticator
mac-basedaaa port-access 19 auth-priority authenticator mac-based
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