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HPE Aruba Networking ClearPass Policy Manager

ClearPass Policy Managerld., SILFRXY A —DBHE. TA VLA NVPNA YT SANSTFv—
£{KTloT, BYOD. J—RL—Fr7/\1 R {EEE. FEEE, T ALENRETIREIN-AE
TINA AN—=ZADRLERY FT—0 772X bO—)LEREHLET,
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L:T“/ 70|:|_ F\Lig_o

3. ClearPass Policy Managerz &%t L. IEEE 802.1X EAP-TLSHRFH CAXisEB AR LE T
BT « —)U N TEAPZ#IR LK 9, FEPHZIIEEE 802.1X EAP-TLSERAEICERENE T,
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Q) Clearpass Policy Manager - Arub- X 4

€& > C A Intesiker | hitpsy//172.25.201.120/tips/tipsContent.action® e % 0@ :

--Select to Add-- 2
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v - O x
ClearPass Policy Manager - Arub X
y Manag:
Inte saker | hitps://172.25. ftips/tipsContent.action#tipsCertTrustList.action 2 =
A ker | 172.25.201.120/tips/tipsC ipsCertTrustLi 2 Y Z
aruba ClearPass Policy Manager L —
Administration » Certificates » Trust List
e - . Add
[l Monitoring Certificate Trust List -
£+, Configuration This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.
&3¢ Administration ©
* ClearPass Portal Filter: [ Subject ~|[contains v | axis device =Bl Go | ClearFilter show records
+ &y Users and Privileges Validity Enabled
= i Server Manager " n " — .
= 18 0 cn=Axis device ID Root CA RSA,0=Axis Communications AB EAP valid Enabled
+1 i External Servers
. =Axis device ID Roof ,0=Axis Communications ali nable
e barnlAccoustts 2 O  cn=Axis device ID Root CA ECC,0=Axis C tions AB Eap valid Enabled
= & Certificates 3. O cN=Axis device ID Intermediate CA RSA 2,0=Axis Communications AB EAP Vvalid Enabled
P Certificate Store 4. [0 cn=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB EAP valid Enabled
P rrust List] 5. O cN=Axis device ID Intermediate CA ECC 2,0=Axis Communications AB EAP Valid Enabled
&P Revocation Lists 6. [J cn=axis device ID Intermediate CA ECC 1,0=Axis Communications AB EAP valid Enabled
« LDictionaries
51 %, Agents and Software Updates iShsnaiecics | Delete |
+ % Support
© Copyright 2022 Hewlett Packard Enterprise Development LP Nov 25, 2022 08:48:50 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

AXIs[EIB DIEEE 802.1ARGFBFE F = — > % FE. ClearPass Policy ManagerIDISFE I N/zAFBEEX 77,
Xy bT—=DEE/TIV—T DR

1. HPE Aruba Networking7? 7 € A XA W FIEEDERBTCED XY NI =077 L ARER
ClearPass Policy Managerl8i0 L& 9, ClearPass Policy Managertd. =& T —2KHT
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©) ClearPass Policy Manager- Ak X +
&« C A Intesiker | hips//172.25.201.120/tips/tipsContent.action#tipsNetworkDevices action e %« 0O 2
aruba ClearPass Policy Manager Ll —
[] Configuration » Network » Devices
itori : Add
[ Monitoring | Network Devices i
(5, Configuration © & Impo
2 & Export All
42 Service Templates & Wizards & Discovered Devices
£} Services A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
5 B Authentication
E ﬁ:’dezﬁfv Filter: [Name ~|[contains v Il Go | Ciear Fitter Show 20 ] records
& posture
= B Name. 1P or Subnet Address Device Groups Description
+ & Enforcement
=} +4- Network ] J J

o
{% Device Groups
{% Proxy Targets
£ Event Sources

£3 Network Scan

£y Policy Simulation

&% Administration o

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:01:17 CET

ClearPass Policy ManagerDfEEEE Nz w D — O &E 1> 2—T71—X,

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
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Q) Clearpass Policy Manager - Arub X

€& > C A Intesiker | hitpsy//172.25.201.120/tips/tipsContent.action#

| Add Device

SNMP Read Settings ~ SNMP Write Settings  CLI Settings  OnConnect Enforcement  Attributes

Name:

1P or Subnet Address:

Description:

RADIUS Shared Secret:

TACACS+ Shared Secret:

vendor Name

Enable RADIUS Dynamic Authorization:

Enable RadSec:

SWo4

172.25.200.13

(e.g., 192.168.1.10 or 102.168.1.1/24 or 2001:db8:a0b:12f0::1 or 2001:db8:a0b:12f0::1/64)

A
veity:
a
O

I

[ada J Cancel

FECTED 7 /1 XE L THPE Aruba Networking 772 X X 1w F % ClearPass Policy ManagerlZi8/ L &9, RADIUS
HEWEIF HEDIA Y FODIEEE 802 IXRE L —H T C2LED DD LITEEL T EEL,

Q) ClearPass Policy Manager - Arub- X + & = X

€ > C A Intesaker | htpsy/172.25.201.120/tips/tipsContent.action 2 % O
aruba ClearPass Policy Manager Menu =—

Dashboard P configuration » Network » Devices
2 -
{ Network Devices oo

e = £ Import
&E o = & Export All

£} Service Templates & Wizards & Discovered Devices

1) Services Device SW04 added
+ & Authentication B
Py A Netwark Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
= entity
'+ M posture

5 & Enforcement. Filter:[Name

= *fNetwork

~|[contains v )

1P or Subnet Address

Device Groups

%
{% Device Groups
£ Proxy Targets
4 Event Sources

43 Network Scan

13 Policy Simulation

O swos

sShowing 1-1 of 1

[ Copy J[ Export | [ Delete

Dec 28, 2022 09:02:33 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

BECEDRY NT—0 7/ XDGRE T /zClearPass Policy Manager,
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Q) Clearpass Policy Manager - Arub X

C A Intesaker | hipsy//172.25.201.120/tips/tipsContent.action#tipsNADGroups.action

¢ =

aruba

Dashboard

P configuration » Netwark » Device Groups
i Network Device Groups
&conﬁwrlﬁnn c]
£} Service Templates & Wizards

3 Services
S Authentication
7 @ Identity
1+ M Posture
#-$¥ Enforcement
=+ Network
£X Devices
&
4 Proxy Targets
4 Event Sources
£3 Network Scan
£3 Policy Simulation

Filter:[Name v |[contains v |( )

F

# B Name .

#7 Administration
Packard Enterprise Development LP Dec 28, 2022 08:57:07 CET

ClearPass Policy Manager

Device Groups function as a component in service and role mapping rules. Device groups can also be associated with enforcement profiles.

Clear Filter

4 Add
& Import
&, Export All

records

Description

|_Expont | [ Delete

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy Manager®15

BEIniexy FU—

OREIN—TA >R —T1—X,

Q) ClearPass Policy Manager - Aub- X 4+

C A Intessker | https//172.25.201.120/tipsftipsContent.action#

| Add New Device Group

Name:

Description: ’Ac:ess Switches

O subnet
O Regular Expression
® List

Format:

Available Devices (0)
Filter

ClearPass Policy Manager®D#iAg 7/ \1 X )b — I,

Selected Devices (1)

SW04[172.25.200.13]

EHEINIeRY hT—0 7 XTI\ REBILF T,
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Q) Clearpass Policy Manager - Arub X

€& > C A Intesiker | hitpsy//172.25.201.120/tips/tipsContent.action#

£% Devices

Eedevice Groups|

aruba ClearPass Palicy Manager Menu —
| Dashboard I] configuration » Network » Device Groups
[P 2 # Add
[l Monitoring i Network Device Groups zl i
I mpol
efipconfizucation 2 S Export Al
£} Service Templates & Wizards Device Group "Switches” added successfully
£3 Services i .
S iiasieatcn Device Groups function as a component in service and role mapping rules. Device groups can alsa be associated with enforcement profiles.
#1 R Identity
) Hf posture Filter: [Name ~[contains ~ ) Clear Filter Show records
@ Enforcement * B Name » Format Description
=4 Network L O  switches List Access Switches

Showing 1-1 of 1

Export || Delete

{3 Proxy Targets
4 Event Sources
£3 Network Scan
13 Policy Simulation

Dec 28, 2022 09:05:43 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

#7 Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP

ClearPass Policy Manager C. 1DF /el DERETE DR Y NT—0 7 /N A REGERY NT—0T7/\A X T)—T
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HBDT 4V H—TV > DR

AXisT/\A RlE, R b7 —UBREZEBLC T, MACT RLAPTNARY TR T T7DN=D 3>
BE TN RAEEDIEREEMT 5 EOAHECT, CORMEFEMAL T, ClearPass Policy

ManagerC7 /\A X7 4« > H—T1) > b Z/Ef. BH. BELET, £foo AXISOS/N—Y 3 7(C
BEOWCT VA EHAI L EIFER T A5 ELETELT,
1. [Administration (B¥#)] > [Dictionaries ()] > [Device Fingerprints GXED 7 1 >/
A=V P ITEHE T,
2. %ﬁ_ﬁ'—@%%7 A VH=T) Y N EEIRT DD, FRROEET « v H—T ) bEER L E
3. TINMMRTAVA—T )V FOREETVET,

Q) ClearPass Policy Manager - &b X +

€& > C A Intesaker | hitps://172.25.201.1 p: “ontent. ipsFingerprintDicti

Update Device Fingerprints

category
Family: Axis ]
ame:
Custom Rules- 1 Matches (ALL ) [elete Rule
Operator
.| Host MAC Vendor contains_all Axis Communications AB
9 LLDP System Description not_contains 10.12

. | SNMP System Description not_contains 10.12

=Note: 0 Rule(s) will be deleted

Detete Fingerprint Jj Close ]

ClearPass Policy Manager COEBD 7« > H— 71 > FEE, ZDRITIE. AXISOS/¥—23 > 10.12LU5 D/ —2) 3 >~
HEEITL TWBAXIST /N1 XIFH R— FENTWOEE A,
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Q) Clearpass Policy Manager - Arub- X

& = C A Intesaker | hitpsy/172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action

Update Device Fingerprints

Categorys
Family: Axis -
Nome:

‘Custom Rules- 1 Matches (ALL )

[elete Rule
Operator

. | Host MAC vendor contains_all Axis Communications AB

. | LLDP System Description  contains 10.12

.| SNMP System Description contains 10.12

=Note: 0 Rule(s) will be deleted

Update [l Delete Fingerprint il Close |

ClearPass Policy Manager COOEEED T « > 11— T > h&RE, DHITIFE. AXISOS /=232 10.12LND/N—2 3 >
HEITLTWBAXIST/NT Y R— FENTOET,

ClearPass Policy Managerlc & > CIREENTERBED T « »A—71) > BT B 1F®RIE. T2 K
RAV bTTavicdh) £,
1. [Configuration (8%%€)] > [Identity (ID)] > [Endpoints (L KR4 > M) ITHEHLET,
2. RLIAHEBEEIRLET,

3. [Device Fingerprints GEBD 7« Y H—TV M 2T7%5 071w LT,

SNMPIZ. AXiSEEBTIET 7 # /U b TERICHE > TH Y. HPE Aruba Networkingd 77 7 X X
Ay FHLINEENET,

Q ClearPass Policy Manager - Arub- x| 4+

€& > C A Intessker | hipsy//172.25.201.120/tips/tipsContent.action#tipsEndpoints.action

| Edit Endpoint

Attributes  Device Fingerprints

MAC Address ~ B8-A4-4F-30-42-EA 1P Address

Description

172.25.201.233
Static 1P FALSE

Hostname axis-b8a44f3042ea
Device Category  |[Network Camera ]
Status O Known client = : =
- Device 05 Family [Axis

O Dpisabled client Device Name [AX1S OS version suppor |7

MAC Vendor Axis Communications AB Added At Dec 28, 2022 14:50:45 CET

Added by Policy Manager profiled by policy Manager

online Status  Not Available Last Profiled At Dec 29, 2022 08:18:23 CET

Connection Type Unknown

ClearPass Policy Manageric &> T 7’07 7 14 )L & N1z AxisEEE,

11
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Q) Clearpass Policy Manager - Arub X

€& > C A Intesiker | hitps://172.25.201.120/tips/tipsContent.action#tipsEndpoints.action

Edit Endpoint

Endpoint  Attributes I)evil:e Fingerprints
Endpoint Fingerprint Details

CDP Device Description:

DHCP Option55:
DHCP Optiong0:

DHCP Options

Host MAC Vendor:

LLDP System Description:

SNMP Device Name:

SNMP Device Type

SNMP System Description:

1,3,6,12,15,28,42,66,119

AXIS,Panoramic Camera,P3727-PLE,10.12.130

53,57,55,12,60,61

Axis Communications AB

AXIS P3727-PLE Panoramic Camera 10.12.130

axis-b8a44f3042ea

Host

AXIS P3727-PLE Panoramic Camera 10.12.130

TO7 7AW ENTAXISRBDFMGRE T « > H— 71 > ;o AXisT/\A X Tld. SNMPHYT 7+ )L s TERHICE > T
WE T, LLDP. CDP. DHCPEIEDZRHIERIF. THHEFRAKREDAXs 7/ \1 XL > THF XN, HPE Aruba
Networking 77 2+ X X 1w F % 4#Z[ L T ClearPass Policy Manager\/ii¢ T h & ¢,

707 7 1 IV

s8I0 7 7 1 JUIC & o ClearPass Policy Managerl& A v F ED T &t ZR— MMIAEFED
VLAN IDEE|) HTHT ENFEEICEY £F, THUIRU Y —ICEDRETHY . 7/IN\A XY
=T TZAvF] ADxRY b T—7 74 AITBREINE T, DEERET0O7T 71 )V,
FREINTVAVLANDEIC K > TEGY T, HEITIEFIDDVLAN (VLAN 201, 202, 203) H'd
VEY, InHBIE3DO8H 7T 7 A JVTRIEL TV,

VLANDSES) 7O7 7 1 JVEREE TR T 5 E8FIAR ) > —BERERE CEX T, ClearPass Policy
ManagerMigfllR ) > —&E L. 42D > TIVR) > —T07 714 )UICEDE. HPE Aruba
Networkingw r T —2U D7 7 X% AXisT/\A AN ATETBHHESHEHILET,

Q) CiearPass Policy Manager - Arub X 4 v - o X
& > C A Intesaker | hitps://172.25.201.120/tips/tipsContent W#tipsEditEr Data%3D3004 = % O & ¢
aruba ClearPass Policy Manager Menu =

I Dashboard [} Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201
| 2] Monitoring ] Enforcement Profiles - Allow_VLAN_201
iipfesbasnstion 2 Profile  Attributes

£3 Service Templates & Wizards
profile:

£3 Services
1B Authentication Name: Allow_VLAN_201
% R Identity Description:
= i Posture Type: RADIUS
= $ Enforcement E
0 Action: Accept
L3 Policies
Device Group List: 1. Switches

fedprofilcs]

1 *4- Network Attributes:

£3 Network Scan

£} Policy simulation

1. | Radius:IETF Session-Timeout = 10800

2. | Radius:IETF Termination-Action = RADIUS-Request (1)
3. | Radius:IETF Tunnel-Type = VLAN (13)

4. | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)

5. | Radius:IETF Tunnel-Private-Group-Id = 201

< Back to Enforcement Profiles

| #2 Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP

Dec 28, 2022 09:08:57 CET

VLAN 201\D 77 & £ X % FFa[ & 2588 70 7 7 1 )L DB,

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
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v
Q) ClearPass Policy Manager - Arub X =+ = X
“ G A Intesaker | hipsy/172.25.201.120/tips/tipsContent.action#tipsEditEnforcementPolicy.actionZ3FeontextData%3D3007 e % O a

ClearPass Palicy Manager L —
nt » Policies » Edit - Axis Radius policy
i Enforcement Policies - Axis Radius policy
e

© Sy Authen Axis Radius policy

1 Q 1denti

4 M posture RADIS

= Enfc t
§ frorcem Allow_VLAN_203
Feyrolicies
£ Profil

=14 Network
£3 Network S
A3 Pollcy:Simulat & ID Intermediate CA)

xis [ummumca(lons AB)
i i Allow_VLAN_201
%{Certificate: Subject-serialNumber})
2 Allow_VLAN_201
3. Mac-Address-NoDelim}) Allow_VLAN_202
AXIS OS version supported)
< Back to Enforcement Policies [save |
&% Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:49:09 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy ManagerrDi&| R 1) > — 158,
ADDFHIAR ) > —EZ D702 aVNFLTIDEY T,
XY bT—=0 77 ADES

IEEE 802X T =07 7€ AY bO—JLEREEAEITENEVEEG. XY N T—I\DT 7
T RAFEEENE T,

TAbxY bTJ—7 (VLAN 203)

IEEE 802X b T—0 77 A2 bO— LRSI RM L Ic35E. AxisEBICIERENSPREE
Ry NT=T\DT 7&7\73‘17‘5*7@%@”0 %U)f‘é BYIET T 3 5%E¢%T:&b£l\ 7\
A ADFEEREDRNEICTT) ET,

oy azZ>rgxwy 7—7% (VLAN 201)
AisEBIC, 7OV a VIR y bT—I\DT7 7L AMMIGEENET T, cHUT LY. AXIS
Device Manager& AXIS Device Manager Extend 18 C CAxisEB D EIEEENRHEINE T, &

fe. AXISOSOE#H. ERYV L — FDFEERE. TDOMOKEAFER L CAXSEBEZRET ST &b
BJgelc 7z ) £9, ClearPass Policy Managerl &, LURORRER REE L

. TINAADAXISOS/N\—T 37>,

e« TINAADMACT KL AD. AxisT/\1 AIDFERRZED > ) 7 )IVBSBUAF OV 4 —[EF
BOMACT RLARF—LE—BT BT &,

.« AxisT/\A RIDFERAEDMREERIRE CH W FITE. M. B, EE EDAKSER DBMD

EAXY bT7—7% (VLAN 202)

AXisT/\A AITIE. EMET AR Y F T =IO DT VL AMIGENE Y, 77/ AE, TAE
D3Ry FT—7 (VLAN201) ADST/\A D TOEY 3 ZV IR T LIcEICFRIE N
%9, ClearPass Policy Managerld. LUTFDIRREEAREE L £

. TINAADAXIS OS/N\—2 3 >,

e« TN ADMACT KL AD. AxisT/\1 AIDFFRRZED > ) 7 )IVBSBUEAF OV 4 —[EF
BOMACTY RLAAF—LE—BTH L,

- ERJL—RFOIREN. EBCEDULREANTICE > TREECED T &,
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Soal 7 VDAL

L ATUE. AXisT/INA ARy b T—0 L CEOR 2 A5 EZEELE I, Axis Edge
Vaultz3BE T 2Axis7/\1 Al&. 7 7 # /U b TIEEE 802.1X EAP-TLSHAEIICEZ > TS fesd. X
L WA TUIKIEEE 802.1X EAP-TLS T,

Q) Clearpass Policy Manager - Arub X

€& > C A Intesiker | hitps://172.25.201.120/tips/tipsContent p: action e % O 2

| Edit Authentication Method

Name: |Axis EAP TLS

Description: Pefault settings for EAP-TLS

EAP-TLS

Method Details
Session Resumption: Enable
Session Timeout: [ Jnours
Authorization Required: [JEnable
Certificate Comparison
Verify Certificate using QCSP:
Override OCSP URL from Client: (] Enable
OCSP URL:

Axis 7/ N1 X DEAP-TLSERAE A TUHVE R S T L B ClearPass Policy ManagerDsSsEH w1 > 2 — 7 1 — X,
H—PZDBRE

[Services (Y —ERX)] X—ITlE, FEFIBHHPE Aruba Networking v ~ 7 — 2 ADAXis 7/ \A
ADFREE & AR IBY 21 DDT —ERTHEETNTVE T,

[Z] Monitoring
1, Configuration

- o x
Q) CiearPass Policy Manager - Arub X 4 &
& = C A Intesaker | hps//172.25.201.120/tips/tipsContent. wipsEditService.a Data%3D3001 2 % O 2
aruba ClearPass Policy Manager Menu ==
| =L pashboard [ configuration » Services » Edit - Axis 802.1X Wired

i Services - Axis 802.1X Wired
o e

Roles

£3 Service Templates & Wizards
]
-y Authentication
% R Identity
= Posture
i+ & Enforcement
+ *4-Network
£3 Network Scan
{3 policy Simulation

Name: |Axis 802 1X Wired

Description: r authenticate users to any wired
n

etwork via 802.1X.

Type: 802.1X Wired

Status: Enabled

Meonitor Mode: O Enable to monitor network access without enforcement

More Options: O authorization [ posture Compliance [ Audit End-hosts [ Profile Endpoints (] Accounting Proxy

Service Rule

Matches O ANY or @ ALL of the following conditions:

Operator

1. | Radius:IETF NAS-POrt-Type EQUALS Ethernet (15) @
2. | Radius:IETF Service-Type BELONGS_TO teainessu Ll aramecUsen 2
. i pa = Authenticate-Only (8)

3. | Click to add...

< Backto services

| # Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:41:27 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
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=
Q) ClearPass Policy Manager - Ak X =+ = X
<« C A Intesiker | hipe//172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3001 =2 % O &
aruba ClearPass Policy Manager L —
[ configuration » Services » Edit - Axis 802.1x Wired
Elesisiiy i Services - Axis 802.1X Wired
2 i )
ickipfenfioumtion ©  summary  service Roles  Enforcement
£3 Service Templates & Wizards —
2 Authentication Methods:  [Axis EAP TLS Add New Authentication Method
bt
+ & Authentication
#1 R Identity
= M Posture
+ & Enforcement
=1 Network
£3 Network Scan
£3 Policy Simulation [~Selectto Add— ]
Authentication Sources:  [[Endpoints Repository] [Local SQL DB Add New Authentication Source
[--Select to Add— ~]
Strip Username Rules: [ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
Service Certificate: —Select to Add— v View Certificate Details
< Backto services [5ove |

&% Administration °

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:41:41 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

FEICIERE LTZEAP-TLSSSEEA TN Y —ERICREINE T,

v - o X
@\ ClearPass Policy Manager - Arub X+
<« C A Intessker | heps://172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3001 e %« O 2
aruba ClearPass Policy Manager Menu =
=" pashboard [} cConfiguration » Services » Edit - Axis 802.1X Wired
[ Monitoring W Services - Axis 802.1X Wired
= i @
i Cenfiguration “  Summary Service Authentication  Roles
{2 Service Templates & Wizards N
_ Use Cached Results: O Use cached Roles and Posture attributes from previous sessions
!
3 & Authentication Edfazcamentzeolicy [Axis Radius policy ~] Add New Enforcement Policy
£ Identit,
2 i Enforcement Policy Details
=) Posture
+ & Enforcement Pecition;
= *4- Network Default Profile: Allow_VLAN_203
£ Network Scan Rules Evaluation Algorithm: first-applicable
3 policy Simulation
Conditions Enforcement Profiles
(Certificate:Issuer-CN Axis device ID Intermediate CA)
(Certificate:Issuer-o Axis Communications AB)
l < (cen!ﬂ(ate:subject—o Axis Communications AB) Allow_VLAN_201
(Certificate:Subject-L Lund)
(Certificate:Subject-C £0 SE)
(Connection:Client-Mac-Address-NoDelim 5 %{Certificate: Subject-serialNumber})
(Certificate:Issuer-CN Production CA Certificate)
2. (Certificate:Subject-CN C %f{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Authorization:[Endpoints Repository]: Device Name £0 AXIS 0S version unsupported)
(Certificate:Issuer-CN Production CA certificate)
- 7] (Certificate:Subject-C %{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_202
(Authorization:[Endpoints Repository]:Device Name & AXIS OS version supported)
¢ Back to Services [ Sove |
&% Administration o

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:51:01 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

FEICIERL LT R ) 2 —H\ —EXICRETNE T

HPE Aruba Networking77 7 € A X1 v F

AXisT/NA ZlE. POEIISD T 72 A A A v FICEEERTT 5 6. B SH B Axis POE= v
MR %2 L TR 5 EHTEE Y, HPE Aruba Networkingrw k77— 7 (CAxis7/\A
RERE\CA VR—RIBIE. 77 vARA W FZIEEE80LIXBERICRE S 2UELH Y &
o AxisT /A RIZIEEE 802.1x EAP-TLSiBfS % ClearPass Policy Managerlc it L =9, ClearPass
Policy Managerl&. RADIUSH —/\—& L CEMELE T,
peS
R— b7 7 CA2EDEF 1) T 1226 T HET. 3008WDE ARG AXIsT /XA A DETEE
HREINETT,
Zg@ti\ HPE Aruba Networking7” 7 € A XA v FD 7 A—/\NIVEREB L UOR— REEZRLT
W o

radius-server host MyRADIUSIPAddress key "MyRADIUSKey"
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aaa authentication port-access eap-radiusaaa port-access authenticator 18-19%aaa port-access
authenticator 18 reauth-period 300aaa port-access authenticator 19 reauth-period 300aaa port-
access authenticator active

AXiSDERE
Axisxw FDJ—oEE

Axis Edge VaultlS /IS g B Axis T/ \A Ak, BLERFICAXisT /N1 RIDEMEEN B REE T/ \ A X,
BIFOMTEGENE T, Axis7/\A XIDIE. IEEE 802.1XICK B BEEML ENcR LG T/ \ 1 ZFBIE £
ORY N T—=0FVR=T 4 2T DR EZEEZRT 2ERFEIEEE 802 1ARICE DV TWE T,

Coof
il

u)
0

[ ) R —

oo

1EHECED T/ N1 XDV —EXIMBRDIz8. AxisEEBILIEEE 802. 1ARZEHIDAxis 7/ \1 X IDAFBEE Z BLERFICT 5 I N T
(X
1 AXisT/NA RIDF—1>TS5X RS 5 F +— (PK)
2 Axis7/ 1 RID

AXisTINA ZADEF 1T TL AV R TKY #mﬁiiifﬂ%/\— Fo T 7RERDLZ2BEF—A N7
Igcyoeya=>y *ﬂ?b\i@“ THIC. AxisT /N1 ADEFEMERE 7 O —/\JbiC EEH@“%T
INA RAEE DFERRE & X+ (AX|57/\/rXID) HPMIB LE Y, Axis Edge Vault& Axis7 /N1 ZID
ICHISd B AXisT /N1 Ald. Axis Product Selectorx{#B L CHEERTEE T,

x
F o = -7 = S AN 3
AXISEIED> ) 7 )LESIE. ZBDMACT KL AT,
AXISa AXIS Q1656 Box Camera ez 0 B :
= statu:
o Video v Certificates
o e Add certificate =
Audio v
Name Type
© Recording
% App ] uds device ID ECC-R256 (202.14R) Client-server
8 System A
[0 s device ID RSA-2048 (802.14R) Client-server
Date and time
- [ s device ID RSA-4096 (02.1AR) Client-server
&) ey | [0 #wis device ID Incermediate CA ECC 2 A

TS HERFEREDAXIS T/ A RIHEE T NIEEBFEX 77 & Axis 7/ V1 XD,

IEEE 802.1ARZEHLD Axis 7/ N\ XIDFERBZICIE. U 7 IVESICEAT HBERB IO, X4 —FEE
DZDIHDERHNEENTWNEY, ClearPass Policy Managerld, v T —o D7 7 A&
51?@@ AT EHMICCDIBREFER LT T, LUTDIERIE. AxisT/\1 XADIDEEAEL S EUF
Z

IDeviD AXISa

~~~~~~~~~~~~~~

"C":"SE",
"L": "Lund",

"0": "Axis Communications AB",
"CN": "axis-b8a44f279511-eccp256-1",
"serialNumber": "b8a44f279511",
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[E SE

P 2N

Issuer Organization (F/7E&E M) FOYRAAZT 15— 3> X AB

Issuer Common Name (F17& D@Fr) Axis device ID intermediate

HE TOVRAAZT 24— 3> X AB

Common Name (#@#F) axis-b8a44f279511-eccp256-1

T IVES b8a44f279511
—IREMIE, AXistta & 7\ ADY ) 7 )VESERSIGHE. TDY )7 IVESDRICEEST L
1) XL (ECC P256. RSA 2048, RSA 4096) ENDD Lfﬂ%}ﬁiﬂ?b\iﬁ’o AXIS OS 10.1 (2020-09)
LUBE, IEEE 802.1XIEERTREE NIcAXisT/\A ZAIDTT 74 )L N CEMC A TVET, ThITK
o T3 RAUKIEEE 802 IXK IS %Y 8T —0 E CEHERAMZET O EDNTEEX T,

AXISa AXIS Q1656 Box Camera @5 0B :

Status o [EEEB02.1x
Connecting

Client certificate @ EAPOL Version

| Axis device D RSA-2048 (802.1AR) = ‘ O+

Audio v O :
CA certificates @
@ Recordings ® =
| Mo CA certificate selected - ‘
* Apps Use IEEE 802.1x
EAP Identity
@ System A
axis-b8a44f27a03a
Date and t

AXis 7/ N1 RIE T I D 7 7 4 )1 b 327E TIEEE 802. 7X§;§ SHEENTH Y. Axis7/ 1 XIDFFEEDFFERITNT
a o

AXIS Device Manager

AXIS Device Manager& AXIS Device Manager ExtendZ v b7 —2 E TR L. BHDAXisT/\
A A% DR IIRODBRVWAECHRTE. BEITHIENTEX T, AXIS Device Managertd.
Microsoft Windows® X—XD 77 U 4r—2 3> CTxy FIJ—0ROI T IcO—hA)bicA VX
b —)LENE T, AXIS Device Manager Extendld V7 5T R4 >V 7S A NS0 F v —ITkEL. B
YA MDTINAABEBEZRTLES, WITNEFRICEE, RECE. UTEEHNTBRETT,
AXIS OSEFT DA >~ A b—Jbs
HTTPS®IEEE 802 1XEERRE S E DT A /\—tF 1 ) 7 4 REDER,
BIRDKEGZE. 7/\1 AEBDKEDRIT,
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Z2Ir17wv NDJ—23&EH - IEEE 802.1AE MACsec

®

TOETAZESBITE. TORF1AY FDWeb/\—2 3 (T2
TALTLEEL,

IEEE 802.1AE MACsec Layer-2 SecuritylC £ 20 F S X fxwv FT—20BES1E

IEEE 802.1AE MACsec (Media Access Control Security) |ZBBREICEZR SNy b T—2 7O bOjb
THY. 2y NT=TLAV2ACHDRAY MY —RA 2 b A =T Ry K 2T ZESHICIRE
LET, TNk 2DDRA MEDT =X EDOREM & T2 MEDMRIEENE T,

IEEE 802.TAE MACsec#&i&ld. RD2DDERE— FERELE T,
FE) CHEALRIRE: Pre-Shared Key/Static CAKE— F
IEEE 802.1X EAP-TLSZ £/ 9" % Automatic Master Session/Dynamic CAKE— F

Supplicant Authenticator Radius Server

802.1x Authentication

MACSec encrypted

AXIS OS 10.1 (2020-09) LTI, Axis device IDICHST %7/ A ZRITH W TIEEE 802 1XH T 7

VR TERICE > TOET, AXISOS 118 TIE. 77 4L k TEMICHE > T L BIEEE 802.1X%
AT 2BHEIE— FITEK 2 TMACsec|SHIG L TWEY, TIBHERRFDREE CAXisT /N1 X

T S &L IEEE802.1XR Y b T —UERAENEITEN. AINT D & MACsec Dynamic CAKE— K
HFRITEINET,

AXISa. HPE:.55
d — © O (5 )
0 A0
—
8 S
AA
> I A
- | | |
AN L !
| I
|| |
o 1| |
IR I I
EEA P l
(1) N |
|l |
F 6 I 9 |
K;@ € ————— = ) - __ )
L™ EAP + MACsec EAP + MACsec
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TR FEINTAxisT/\1 ZID (1) (IEEE 802.1ARZEMD 2757/ \1 AID) I&. |EEE 802.1X EAP-

TLSR— hAR=ZXDXRy NT—=7 707X b=V Q) Z AL T, XV bT—7 (4. 5 D
FELICEREINE T, TOEAP-TLS v 3 v AB L TMACsecF — A EFIMICRIRE N, 227k

)27 (3) BREINSITH. AxisEBEDH SHPE Aruba Networking7? 7 £ A XA FETDIT T
Dy bT—=0 ST 4 v I DMREINTT,

IEEE 802.1AE MACseclclk. HPE Aruba Networking7” 2 # X X1 v F & ClearPass Policy Manageri&
DT DEEBHNE T, EAP-TLSEZFRDIEEE 802.1AE MACsecBs SLBE R T 5 LTy Axis
KB CHEGERIEHD Y T A,

HPE Aruba Networking 77 7 £ 2 21 v F HMACseclc K BEAP-TLSDERZE HR— ~ L TLVEWNE
Bl&. Pre-Shared KeyE— F &R L CFENCHERLTCEX T,

HPE Aruba Networking ClearPass Policy Manager
A—)bEO—IbRvy VIR —

v - O X
Q app20 x M

€& > C A intessker | hupsy//172.25.201.120/tips/tipsContent.action#tipsRoles.action

53
b3
=]
b

AXisEEBDRE|IZZEMLE T, CDBFIE. 707 CXRA Y FEBDR— 77 IREE T,
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= 2 pashboard
E] Monitoring

Y -
142, Configuration

{3 Services
-1 & Authentication
£ Methods
£x Sources
= Q Identity
£x single Sign-on (S50)
£x Local Users
£} Endpoints
£y Static Host Lists
{¥Roles
!
- il posture
£} Posture Policies
£¥ Audit Servers
£ Agentless OnGuard
- § Enforcement
L% Policies
£x Profiles
=) »4- Network
£) Devices
£% Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

Administration

£¥ Service Templates & Wizards

© Copyright 2023 Hewlett Packard Enterprise Development LP

Q 2pp20 x ¥ = -
<« C A Inte saker | hetps://172.25.201.120/tips/tipsContent.action#tipsEditRoleMappingPolicy.action%3FcontextData%3D3001 e Y O & ¢
aruvba ClearPass Policy Manager Menu —

Configuration » Identity » Role Mappings » Edit - Axis Role Mapping

i Role Mappings - Axis Role Mapping

© m ol P

Policy:

policy Name: Axis Role Mapping
Description:

Default Role [Guest]

Mapping Rules:

Rules Evaluation Algorithm: Ewvaluate all

Conditions

Role Name

1. | (Authentication:Full-Username - axis-00408c) AxisDevice

2. | (Authentication:Full-Username axis-acccse) AxisDe

e

3. | (Authentication:Full-Username axis-bsa44f) AxisDevice

€ Back to Role Mappings

[ ooy J oo J o |

Oct 26, 2023 05:08:20 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

FEITERE L 72 Axis

7/\

A XO—)UH LT AxisO—/)bRw EZ IR 2—ZB8MLFES, CDRHFERFEIF. FKEZAXs

HEO—)IS Y EZ TS BIcDICHETT, 7%#75‘\5%7;: INnEEE. 7/ Xid [Guest (7R F)] O—/LD—EBIC&
/

&7,

T 74U FTlE. AxisT /N1 RIXEAPH B FH 2 axis-serialnumber" &R L E T, AxisT/ VA1 XD
T INESIETINA ADMACT RLURATY, fek ZIE.  Taxis-b8a44f45bde6 ] DL DITHEY E

o

H—CRDOBE

lg Monitoring

) -
{4, Configuration

{1 Service Templates & Wizards
!
1 & Authentication
£X Methods
£ Sources
-1 R Identity
{3 Single Sign-0n (550)
4} Local Users
£x Endpoints
¥ Static Host Lists
£ Roles
£ Role Mappings
1M posture
£} Posture Policies
£ Audit Servers
£ Agentless OnGuard
- § eEnforcement
£¥ Policies
LxProfiles
~} +§- Network
£x Devices
£X Device Groups
£% Proxy Targets
£} Event Sources
£% Network Scan
{3 policy Simulation

@ Copyright 2023 Hewlett Packard Enterprise Development LP

Q 2pp20 *x i - = &
< C A Intesaker | https//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3F contextData%3D3001 2w O &
aruba ClearPass Policy Manager Menu =—

Configuration » Services » Edit - Axis 802.1X Wired

Services - Axis 802.1X Wired

) summary service Authentication [l Enforcement
Role Mapping Policy: [Aoxis Role Mapping v Add New Role Mapping Policy
Role Mapping Policy Details

Description:
Default Role [Guest]
Rules Evaluation Algorithm: evaluate-all

1. (Authentication:Full-Username axis-00408¢) AxisDevice

2. (Authentication:Full-Username axis-acccBe) AxisDevice

3. (Authentication:Full-Username axis-bBa44f) axisDevice

< Back to Services

[orsovie W Cory I “sove I Concer

Oct 26, 2023 05:09:16 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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AXISTINA ADF > R—7 1 > T DRt AT E L TIEEE 802 IXEEZFR T 51— EXIT, FEDFIETIER L/zAxiscl—/L
SvESIR) S —EEMLET,

v - o x
Q app20 x M
< C A intesaker | heps//172.25.201.120/tips/tipsContent action#tipsEditService.action%3FcontextData%3D3001 e % O & :
aruba ClearPass Policy Manager e =
= pashboard Configuration » Services » Edit - Axis 802.1X Wired
[Z] Monitoring Services - Axis 802.1X Wired
7} : B
Eor] Summary Service Authentication Roles Enforcement
Configuration @ = — : c
Service Templates & Wizards =
Use Cached Results: Use cached Roles and Posture attributes from previous sessions
g ¥ hed Resul 0 hed Roles and butes from p
ervices
- S Authentication Enforcement policy: [ Racius poliey Add New Enforcement Policy
Methods
b Enforcement Policy Details
£ Sources
- Q 1dentity Description:
4 Single Sign-on (550) Default Profile: Allow_VLAN_203
ocal Users Rules Evaluation Algorithm: evaluate-a
£% Local U I luation Algorith I I
Endpoints
Lrendp ’ Conditions Enforcement Profiles
£ Static Host Lists
Certificate:Issuer-CN (¢ A Axis device ID Intermediate CA’
ol (Certif is d d
£ Roles i (Certificate:Issuer-Q £ Axis Communications AB)
1} Role Mappings AND  (Certificate:Subject-0 & Axis Communications AB)
1. - ; Allow_VLAN_201
-/ posture (Connection: Client-Mac-Address-NoDelim £C S %6 {Certificate: Subject-
{3 Posture Policies serialNumber})
& Audit Servers D (Tips:Role AxisDevice)
£ Agentless OnGuard I (Certificate: Issuer-CN Production CA)
(Authorization:[Endpoints Repository]: Device Name £ S AXIS OS version
=1 $ Enforcement 2. unsupported) Allow_VLAN_201
ici D (Certificate: Subject- o INS Production )
£¥ Policies (Certificate: Subject-CN Production XYZ.
Ly Profiles (Tips:Role EQUALS AxisDevice)
- - Network (Certificate: Issuer-CN Production CA)
{3 Devices (Authorization:[Endpoints Repository]: Device Name EQUALS AXIS OS version
d 3. supported) Allow_VLAN_202
& Device Groups p (Certificate: Subject-CN CONTAINS Production X¥Z)
£ Proxy Targets D (Tips:Role EQUALS AxisDevice)

£x Event Sources
£ Network Scan
£ Policy Simulation

€ Back to Services ble [l Copy Cancel
| Disable i Copy [l Save Jii Cancel |

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:11:50 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

BIFDR ) > —EZIC, AXIsiREIGERIFE L TBMLET,

sRE IO 71

Q app20 x o+ v = a X
€ C A intesaker | hetpsy//172.25.201.120/tips/tipsContent.action#tipsEditEnforcementProfile.action%3FcontextData%3D3004 e % O & i
aruba ClearPass Policy Manager Menu =

- Dashboard Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201

[ Monitoring Ll Enforcement Profiles - Allow_VLAN_201

Y -
iy Sonfiguntion m Profile  Attributes
4} Service Templates & Wizards -
Profile:
£¥ Services
- G Authentication Name: Allow_VLAN_201
£¥ Methods Description:
L} Sources Type: RADIUS
- R Identity gt " "
ction: ccept
{3 Single Sign-0n (550)
P Device Group List: 1. Switches
£} Endpoints Attributes:
{3 Static Host Lists
£xRoles y y
e — 1. | Radius:IETF Session-Timeout = 10800
ole Mappings
= @ postuie 2. | Radius:IETF Termination-Action = RADIUS-Request (1)
£} Posture Policies 3. | Radius:IETF Tunnel-Type = VLAN (13)
{3 Audit Servers 4. | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
{} Agentless OnGuard | 5. | Radius:1ETF Tunnel-Private-Group-Id = 201
=+ & Enforcement 6. | Radius:Aruba Aruba-User-Role = AxisDevice

£x Policies
!
~| +§- Network
{x Devices
£¥ Device Groups
¥ Proxy Targets
£y Event Sources
¥ Network Scan
{3 policy Simulation

€ Back to Enforcement Profiles | save |

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:13:21 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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HPE Aruba NetworkingZ XX 1 v F

ICEEB SN Reld VR—T « 2V JREICMA T LLFD HPE Aruba Networking7” 7 2 A X
A FDR— FREHZ SR L TIEEE 802.1AE MACsecZRE L £ T,
macsec policymacsec-eapcipher-suite gcm-aes-128

port-access role AxisDeviceassociate macsec-policymacsec-eapauth-mode client-mode

aaa authentication port-access dotlx authenticatormacsecmkacak-length 16enable
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LAS—A>iR—F+ >0 - MACER:

MAC Authentication Bypass (MAB) & Axis7/\ XIDFERRE. THHAEROHRE CEMMELINTW
BIEEE 802.1X%&fEA LT, IEEE 802.1ARE Y R— b LIEWAXIST/IN\A AEA Vi R—FT 475
ENTEXT, 802IXAF VR—T 4 VI DKM LTIzHE. ClearPass Policy ManagerldAxis7/ N1
ADMACT RLRZRGEEEL, Ry N T—I DT 7 A5 LET,

MABICIX. 777t A XA v F &ClearPass Policy Managert&m Dl DEEHINE TY . AxisT/\
A ATCMABICKBF YV R—T 4 VI HEBMNCT BIODREIFFAETT,

HPE Aruba Networking ClearPass Policy Manager
REHIRY > —

ClearPass Policy Manager®s&fiiR 1) < —ElE. RD2DDG > TIVR) o —ZHCEDE. HPE
Aruba Networkinglc K 2%y b T =0 \D7 7 A& AXIsSEEIC 5T AT LE T,

Q 2pp20 * e Y - = &
<« C A Intesaker | htps://172.25.201.120/tips/tipsContent.action#tipsEditService.action%3F contextData%3D3006 e v O & ¢
aruba ClearPass Policy Manager Menu =

[.] Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
i Services - Axis 802.1X Wired - Mac Authentication
Summary  Service Authentication  Roles
Use Cached Results: [O) use cached Roles and Posture attributes from previous sessions
Enforcement Policy: [Axis MAC ication Policy v] Add New Enforcement Policy

Enforcement Policy Details

Description:

{4 Single sign-on (s50) Default Profile: [Deny Access Profile]
£¥ Local Users Rules Evaluation Algorithm: evaluate-all
£x Endpoints

£ Static Host Lists
i (Date:Day-of-Week Monday, Tuesday, Wednesday, Thursday, Friday)
¥ Roles i i (Date:Time-of-Day 09:00:00,17:00:00) Allow_VLAN_203
{¥ Role Mappings (Connection: Client-Mac-Vendor Axis Communica tions AB)
- i Posture
£} Posture Policies
£ Audit Servers
£} Agentless OnGuard
- & Enforcement
£} Policies

Conditions Enforcement Profiles

£y profiles
=) »4- Network
4} Devices
£¥ Device Groups
{¥ Proxy Targets
¥ Event Sources
£¥ Network Scan
£¥ policy Simulation

AXisT/I\A ADRE T NIBRFIR ) ¥ —DERGETB I EBWNEE. Ry N T—I\D7 7 XIFE
BENET,
JTA XY bT—7 (VLAN 203)
RDOFHEDHCENDIHZE. AXSEBICRENGRRRER Y 8T —I\DT7 7 EAMIGENET,
- HAFH (BEH~%EH) THhs.
- BREDEE~T7ETCH B,
- MACT RLADNZ—HAxis Communications& —29 3,

MACT KL AZBETES T8, EBEOTOCY 3=V %y FT— I DTV L ARF5EN
&G MABHAIES A7 2 JIcOBERL, T/ AT SIFDTRET 50 LD
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Y —ADFTE

[Sources (VY —R)] NX—I Tl LWEREEY — ADMERL SN, FETH VR— M ENEMACT KL
ADHEHFETLET,

Q app20 x |+
€ C A intesaker | hips//172.25.201,120/tips/tipsContent action#tipsAuthSources.action & % O &

aruba ClearPass Palicy Manager Meny =

Dashboard Configuration » Authentication » Sources

e T Add
[ Monitoring 4 Authentication Sources "'I "
w"‘ Configuration ® 2 ETS: oAl
£} service Templates & Wizards An authentication source is the identity store (Active Directory, LDAP directory, etc.) against which users and devices are authenticated.
£} Services
= Authentication
% Filter: [Name ~][contains ~ |
£ Methods
& * Name & Type
- Q 1dentity 1. 0  [Admin User Repository] Local SQL DB Authenticate users against Policy Manager admin user database =
£ Single Sign-On (S50) - e — P—— Denylist database with users who have exceeded bandwidth or session
P —— - related limits
£} Endpoints 3. O [Endpoints Repository] Local SQL DB Authenticate endpoints against Pelicy Manager local database
3 Static Host Lists 4. O [Guest Device Repository] Local SQL DB Authenticate guest devices against Policy Manager local database
{¥Roles 5! O  [Guest User Repository] Local SQL DB Authenticate guest users against Policy Manager local database
&k Role Mappings 5. O [1nsight Repository] Local SQL DB Insight database with session information for users and devices
ght Repository ig
=+ posture 7 ) [Local User Repository] Local SQL DB Authenticate users against Policy Manager local user database
£} Posture Policies =
8. | O [Onboard Devices Repository] Local SQL DB Authenticate Onboard devices against Policy Manager local database
{¥ Audit Servers -
o3 Alfbatiads BRaR | e ] [Social Login Repository] Local SQL DB Authenticate users against Policy Manager social login database
- § enforcement 10 O  [Time Source] Local SQL DB Authorization source for implementing various time functions
Policies 11 O [Zone Cache Repositorn HTTP Access attributes cached by Context Server Actions in previous sessions o
pository] Y p
profiles
i & Showing 1-11 of 11 P 1 elete
= Network
£} Devices

£} Device Groups
£x Proxy Targets
{) Event Sources
£¥ Network Scan
£} policy simulation

Ad n
© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:13:53 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
v - O x
Q app20 x i
< C A intesaker | hupsy//172.25.201.120/tips/tipsContent.action#tipsAddAuthSource action g % O & :

arvba ClearPass Policy Manager Menu =

Dashboard Configuration » Authentication » Sources » Add

(] Monitoring M Authentication Sources

) ; G
RgSonfiouation @ m Static Host Lists ~ Summary

£¥ Service Templates & Wizards

£ et Name: [Axis Devices ]
ervices
<1 G Authentication Description: "AC addresses of Axis devices in use.

£¥ Methods

!

= @ tgentity Type:
£x Single Sign-on (SS0) Use for Authorization: Enabl A
£¥ Local Users Autherization Sources:
£} Endpoints
¥ Static Host Lists
{¥Roles
{2 Role Mappings

- M posture
£} Posture Policies
£x Audit Servers
£ Agentless OnGuard

- § Enforcement
£x Policies
£x Profiles

= s Network
£) Devices
{3 Device Groups
£ Proxy Targets
£x Event Sources

£ Network Scan
£ Policy Simulation

£ Back to Authentication Sources

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:21:23 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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v - O x
Q app20 x M

& > C A intesaker | httpsy//172.25.201.120/tips/tipsContent.action# e Y 0O

| Add Static Host List

Name:

Description:

Host Format: Subnet
Regular Expression
List

Host Type: 1P Address
MAC Address

Host Entries

Address Description

1. O B8-A4-4F-45-B4-E6  Axis Device 1
2. O BB-A4-4F-45-B4-E7  Axis Device 2
3. O BB-A4-4F-45-B4-E8  Axis Device 3

Description:

4

Axis MACT? R L X EZEEFHAX FDUX FOMERENE T,

Q app20 %  + v = a X
& > € A intesaker | hitps//172.25.201.120 tips/tipsContent.action# e % O &
aruvba ClearPass Paolicy Manager Menu =

Dashboard [] Configuration » Authentication » Sources » Add

[z] Monitoring i Authentication Sources
{g Configuration @
£% Service Templates & Wizards

List "Axis devices" added successfully

= %Authentic:tizn MAC Address Host Lists: Add New Static Host List
Showtiage
FoY Sources] -
Mod
- R Identity

£y Single Sign-on (SS0)
{¥ Local Users
{X Endpoints
£y Static Host Lists
{XRoles
£¥ Role Mappings
- i posture
£¥ Posture Policies
£¥ Audit Servers
£ Agentless OnGuard
= & Enforcement
£} Policies
Ly Profiles
—| *§- Network
£x Devices
£} Device Groups
£¥ Proxy Targets
£ Event Sources
£¥ Network Scan
£x policy Simulation

< Back to Authentication Sources

N
Administration
@ Copyright 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:20:34 UTC ClearPass Policy Manager 6.11,2.252294 on CLABV (Trial Version) platform
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v - O x
Q app20 x M
<« C A Intesaker | httpsy//172.25.201.120tips/tipsContent action#tipsServices action e Y O & ¢
aruba ClearPass Policy Manager ben =
- = Dashboard Configuration » Services
[l Monitoring Services o Add
m - & Import
(4%, Configuration 'S, Export Al
£} Service Templates & Wizards This page shows the current list and order of services that ClearPass follows during authentication and authorization.
FeYservices
=& Authentication Filter: [Name | [contains v ( ] ® Clear Filter Hit Count for
£ Methods
£ Sources Order . Name Template Hit Count Status
- Q Identity 1 O 1 Axis 802.1X Wired RADIUS 802.1X Wired 0 [ -
£x single Sign-on (S50) 2 O 2 Axis 802.1X Wired - Mac Authentication RADIUS MAC Authentication 0 [
£¥ Local Users 3 a ‘3 Test_Service RADIUS 802.1X Wired 0 (=]
¥ Endpaints aq 0 a [Policy Manager Admin Network Login Service] TACACS+ TACACS+ Enforcement 0 0o
£y Static Host Lists : — : :
£ Rol 5 WL [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) o [=]
Roles
)
£ Role Mappings 6 O s [Aruba Device Access Service] TACACS+ TACACS+ Enforcement 0 o
- M pasture 7 Oz [Guest Operator Logins] Application Aruba Application Authentication 0 o
£} Posture Policies 8 O s [Insight Operater Logins] Application Aruba Application Authentication L] [=]
£¥ Audit Servers 9 O o [Device Registration Disconnect] WEBAUTH Web-based Authentication 0 -] -

A it onGi d ‘ -
FhsgEatieion G Showing 1-9 of el e

- § Enforcement
£x Policies
£x Profiles
=) »4- Network
£) Devices
{3 Device Groups
£} Proxy Targets
£ Event Sources
£ Network Scan
£ Policy Simulation

Ad
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v - O X

Q app20 x |+

€ C A Intesaker | httpsi//172.25.201.120/tips/tipsContentaction#tipsEditService action%3F contextData%3D3006 2w O &

aruba ClearPass Policy Manager Menu =
b = Dashboard Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
[] Monitoring Services - Axis 802.1X Wired - Mac Authentication

& i @
Ehpconfigmation ©  summary Authentication  Roles  Enforcement
Service Templates & Wizards
pl
!
1 & Authentication
£ Methods
£ Sources
- R Identity
£ Single Sign-on (550) Status: Disabled
{¥ Local Users Monitor Mode: () Enable to monitor network access without enforcement

Name: [Axis 802 1X Wired - Mac icati ]

Description: © authenticate guest devices based on
heir MAC address.

Type: MAC Authentication

&) Endpaints More Options: O authorization U Audit End-hosts () Profile Endpoints [ Accounting Proxy

£} Static Host Lists

£k Roles

£} Role Mappings
1M posture

£} Posture Policies

£} Audit Servers

£¥ Agentless OnGuard

Service Rule

Matches ANY or ® ALL of the following conditions:

Operator

1. | Radius:IETF NAS-Port-Type BELONGS_TO Ethernet (15)
Radius:IETF Service-Type BELONGS_TO Login-User (1), Call-Check (10)

7 EF
e

Connection Client-Mac-Address. EQUALS %%{Radius: IETF:User-Name}

bl | £

- $ enforcement
£¥ Policies
{x Profiles
—| *§- Network
£} Devices
£} Device Groups

£% Proxy Targets
{) Event Sources
£¥ Network Scan
£} Policy Simulation

< Back to Services Enable | Copy Cancel
[ Enabic il Copy Jii Save [l Cancol |

@ Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:11 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Q app20 = (B v - o X
<« C A Intesaker | httpsy//172.25.201.120tips/tipsContent action#tipsEditService action%3FcontextData%303006 e % O & :
aruvba ClearPass Policy Manager Meny =

=~ Dashboard Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

" i Services - Axis 802.1X Wired - Mac Authentication

o - o
{4 Configuration Y summary Service VLRIl Roles Enforcement

£¥ Service Templates & Wizards
& Authentication Methods:  [[Allow Al MAC AUTH] ‘ Add New Authentication Method
-1 & Authentication e J
£ Methods i
£x Sources Sl
= Q Identity
£x single Sign-on (S50) .
£x Local Users
£} Endpoints
£y Static Host Lists Authentication Sources:  [Axis Devices [Static Host List]
{¥Roles )
{1 Role Mappings J
- posture = |
£} Posture Policies |
£¥ Audit Servers —
£ Agentless OnGuard
- & Enforcement [~Select to Add— ~]
£} Policies
£x Profiles
=) »4- Network
£) Devices
£% Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

[--Select to Add— v

Add New Authentication Source

Strip Username Rules: () Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

€ Back to Services able Py Cancel
| Disable i Copy [l Save Jii Cancel |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:22:22 UTC
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Axis Communicationsi&. XDMACT KL AOUIZfER LET:
« B8:A4A4FXXXX:XX
o AACBBEXXXXXX
« 00:40:8CXX:XX:XX

Q 2pp20 x|+ AR
<« C A Intesaker | hetps://172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3006 2 % O@ :
arvba ClearPass Policy Manager Menu =
"‘; Dashboard Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
e Services - Axis 802.1X Wired - Mac Authentication
= i ©
i Sontigumtion ©  summary Service Authentication  Roles
£} Service Templates & Wizards =
Use Cached Results: [J use cached Roles and Posture attributes from previous sessions
ot
- & Authentication Enforcement Polkcy: [Axis MAC ication Policy 2l Modify | Add New Enforcement Policy
Method:
Khyiotiors Enforcement Policy Details
£} Sources
- Q Identity Description:
£ Single sign-on (S50) Default Profile: [Deny Access Profile]
{¥ Local Users Rules Evaluation Algorithm:  evaluate-all
£¥ Endpoints
Condi ns Enforcement Profiles

{ Static Host Lists

(Date:Day-of-Week Monday, Tuesday, Wednesday, Thursday, Friday)

KX Roles i i 5 (Date:Time-of-Day ANGE 09:00:00,17:00:00) Allow_VLAN_203
{¥ Role Mappings O (Connection:Client-Mac-Vendor Axis Communications AB)
- i Posture

4} Posture Policies
£x Audit Servers
{3 Agentless OnGuard
- § Enforcement
£x Policies
{x Profiles
=) +4- Network
{x Devices
£% Device Groups
{3 Proxy Targets
{) Event Sources
{¥ Network Scan
{1 Policy Simulation

€ Back to Services Enable Py Cancel
[ Enable i Copy Jii Save [l Cancel |

Oct 26, 2023 05:15:57 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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aaa port-access authenticator 18 tx-period 5aaa port-access authenticator 19 tx-period 5aaa
port-access authenticator 18 max-requests 3aaa port-access authenticator 19 max-requests 3aaa
port-access authenticator 18 client-1imit laaa port-access authenticator 19 client-1imit laaa
port-access mac-based 18-1%aaa port-access 18 auth-order authenticator mac-basedaaa port-
access 19 auth-order authenticator mac-basedaaa port-access 18 auth-priority authenticator
mac-basedaaa port-access 19 auth-priority authenticator mac-based

28



29



T10197992_ja
2025-11 (M7.2)

© 2023%F - 2025 Axis Communications AB



