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Q) ClearPass Policy Manager - Arub X 4

€& - C A Intessker | hapsy/172.25.201.120/tips/tipsContent.action# 2 % O a i

| Add Certificate

Valj fil | Axis_device_ID_Int...e_CA_ECC_1.pem

EAP

Remove

-Select to Add— 2

Add Certificate
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Q) Clearpass Policy Manager - At X = = B RS
<« C A Intesaker | hepe//172.25.201.120/tips/tipsContent.action#tipsCertTrustList.action 2 % 0O &
aruba ClearPass Policy Manager Menu —

Administration » Certificates » Trust List
s ooz 5 Add
[l Monitoring Certificate Trust List -
£+, Configuration This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.
&3¢ Administration ©
il Go | ClearFilter Show 20 v]records

#*ClearPass Portal ~|[contains | axis device [
+ &y Users and Privileges

) il Server Manager

Filter: [ Subject

1 [0 cn=Axis device ID Root CA RSA,0=Axis Communications AB
+ |8 External Servers
o External Accounts 2 O cN=Axis device ID Root CA ECC,0=Axis Communications AB
I certificates 3 [0 cN=Axis device ID Intermediate CA RSA 2,0=Axis Communications AB
S Certificate Store 4. [0 cn=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB
Pl Trust List 5 [ cN=Axis device ID Intermediate CA ECC 2,0=Axis Communications AB
& Revocation Lists 6 [0 cn=Aaxis device ID Intermediate CA ECC 1,0=Axis Communications AB

+ [ IDictionaries
# % Agents and Software Updates Slsinai bt

% Support

© Copyright 2022 Hewlett Packard Enterprise Development LP Nov 25, 2022 08:48:50 CET

Validity Enabled
EAP valid Enabled
EAP Valid Enabled
EAP Valid Enabled
EAP valid Enabled
EAP Valid Enabled
EAP Valid Enabled

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
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Q) ClearPass Policy Manager - Aub- X + v = o X
&« @G A Intesaker | hips://172.25.201.120/tips/tipsContent.action#tipsNetworkDevices action 2 4 O &
aruba ClearPass Policy Manager Menu =—
Configuration » Network » Devices
Hnnitoring - Network Devices ;f:]zm
fi, Configuration © & Export Al

£} Service Templates & Wizards
{3 Services
+ B Authentication
+ R Identity
1 i Posture
+ & enforcement
= 8 Network
o

£¥ Device Groups

1P or Subnet Address

Filter:[Name v |[contains v |(

# B Name .

£x Proxy Targets
{3 Event Sources
£ Network Scan
£ policy simulation

#% administration °

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:01:17 CET

A Network Access Device (NAD) must belong to the global fist of devices in the ClearPass database in order to connect to ClearPass.

[ Go | ClearFilter

@ Discovered Devices

Device Groups Description

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
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Q1 Clearpass Policy Manager - Arub: X

€& > C A Intesiker | hitpsy//172.25.201.120/tips/tipsContent.action#

| Add Device

SNMP Read Settings ~ SNMP Write Settings  CLI Settings  OnConnect Enforcement  Attributes

Name: SWo4

IP or Subnet Address: 172.25.200.13
(e.g., 192.168.1.10 or 102.168.1.1/24 or 2001:db8:a0b:12f0::1 or 2001:db8:a0b:12f0::1/64)

Description:

4

RADIUS Shared Secret: Verify:
TACACS+ Shared Secret: verity: [ ]

vendor Name

Enable RADIUS Dynamic Authorization:
Enable RadSec:

[ada J Cancel

HPE Aruba Networking QM| A A 2| X| & ClearPass Policy Manager0j] £ 2/&t =+ Q& &X| 2 FItsl 4/ A| 2. RADIUS &=
o

ot EX AQIX|IEEE 802.1X A4 3f Y A[sfOF BFL|LCF.

S
Q) CiearPass Policy Manager - Arub X
& > C A intesiker | hitps;//172.25.201.120/tips/tipsContent.action# = % O & ¢
aruba ClearPass Policy Manager Menu —
Dashboard [ configuration » Network » Devices
. # Add
i Network Devices o
I - £, Import
4, Configuration &, Export All
43 Service Templates & Wizards & Discovered Devices
£3 services Device SW04 added
1By Authentication 3
jetwork Access Device must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
- Q Identity A Nety K A De (NAD) t befong to the global list of di the Clearp: datab: rder te 't to Clearp:
= Posture
5 & Enforcement Filcer: [Name [ contains v ) records
= *4-Network 1P or Subnet Address

£
4 Device Groups
{3 Proxy Targets
£ Event Sources
£3 Network Scan
£y Policy sSimulation

© Copyright 2022 Hewlett Packard Enterprise Development LP

O swos

|_Copy J [ Export | | Delete

Showing 1-1 of 1

Dec 28, 2022 09:02:33 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
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Q1 Clearpass Policy Manager - Arub: X
€ >

aruba
Dashboard

[Z] Monitoring

i, Configuration

+

C A Intesaker | hipsy//172.25.201.120/tips/tipsContent.action#tipsNADGroups.action

P configuration » Network » Device Groups

i Network Device Groups

£} Service Templates & Wizards
3 Services
S Authentication
7 @ Identity
1+ M Posture
#-$¥ Enforcement
=+ Network
£X Devices
&
4 Proxy Targets
4 Event Sources
£3 Network Scan
£3 Policy Simulation

ClearPass Policy Manager

Device Groups function as a component in service and role mapping rules. Device groups can also be associated with enforcement profiles.

Filter:[Name

| contains v )

Clear Filter

# Name .

© Copyright 2022 Hewlett Packard Enterprise Development LP

Format Descri

Dec 28, 2022 08:57:07 CET

4 Add
& Import
&, Export All

records

|_Expont | [ Delete

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy Manager?| £ 2[gt 5~ Q= L EQ(T FX] I& QIE mjjojAfL|LCt.

Q) ClearPass Policy Manager - Ak X

« - C

i

A Intessker | hitps//172.25.201.120/tips/tipsContent.action#

| Add New Device Group

Name:

Description:

Format:

Available Devices

’Ac:e;s Switches

O subnet
O Regular Expression
® List
(0) Selected Devices (1)
Filter

SW04 [172.25 200 13]

Filter
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=
Q) ClearPass Policy Manager- i X | =+ o x
& > C A Intesaker | hipsy/172.25.201.120/tips/tipsContent.action# 2 % 0O a
aruba ClearPass Policy Manager Menu =—
| Dashboard I] configuration » Network » Device Groups
= e 2 # Add
[l Monitoring i Network Device Groups zl i
[ mpol
el costouation 2 S Export Al
{3 Service Templates & Wizards Device Group "Switches" added successfully
£3 Services . .
& Aiitsiancstion Device Groups function as a component in service and role mapping rules. Device groups can also be associated with enforcement profiles.
#1 R Identity
= posture Filter: [Nams | contains ) Clear Filter Show records
#-$¥ Enforcement 2 B Name s Format Description
=+ Network i O switches List Access Switches
£% Devices
Eedevice Groups| SRR Export | | Delete

{3 Proxy Targets
4 Event Sources
£3 Network Scan
13 Policy Simulation

| #2 Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:05:43 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
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Administration > Dictionaries > Device Fingerprints(22| > A} > &X| X|2)2 0| 5Tt
L|C}.

2 JIEEA AL
3 BN K2 4

MESELE M BK| K22 Bt C
gL

=3
=
12
o=

Q) ClearPass Policy Manager - Arub X 4

& > C A intesaker | hitps://172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action = % O &

Update Device Fingerprints

category:
Family: Axis -
e
‘Custom Rules- 1 Matches (ALL ) [pelete Rule
Operator
Host MAC Vendor contains_all Axis Communications AB
LLDP System Description  not_contains 10.12

SNMP System Description  not_contains 10.12

=Mote: 0 Rule(s) will be deleted Update Jll Delete Fingerprint I Close |

ClearPass Policy ManagerQ| ZtX| X| 2 24 &IL|C}. O] G A|OfA{= AXIS OS 10.12 0/ 2|9 H{FH S A= Axis Bt X[= X2
/x| gLt

10
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Q) Clearpass Policy Manager - Arub- X

€ > C A Intesaker | hupsy/172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action g % O 2

Update Device Fingerprints

Category: Network Camera -]
Family: Axis =]
Name: /AXIS OS version suppor’ ||

‘Custom Rules- 1 Matches (ALL ) [pelete Rule

Operator
Host MAC Vendor contains_all Axis Communications AB
LLDP System Description  contains 10.12

SNMP System Description  contains 10.12

=Note: 0 Rule(s) will be deleted Update Delete Fingerprint i Close |

ClearPass Policy Managero| ZtX| X2 M IL[LC}. O] Of A|0f A= AXIS OS 10.12 0/ 2|0 H{H & A sl = Axis ZHX|7F X[ &
Lok

ClearPass Policy Manager7} 4=/ & K| X 20f [e M AT ZOIE MMM EHole 4 AL
C}.
1. Configuration > Identity > Endpoints(7+4d > ID > QIEXZQIE)Z O|5g L|C}.
2. W XS ML
3. Device Fingerprints(Z&X| X| 2) &2 =g L|CL
Hl
SNMP= Axis X0 M 7|28 2 2 H|Zd3tE[0f L2, HPE Aruba Networking M| A A 2[X]
of M =& ELch

Q) CiearPass Policy Manager - Arub X 4

& > C A Intessker | hups//172.25201.120/tips/tipsContent.action#tipsEndpoints.action 2 % O 2

| Edit Endpoint

Attributes  Device Fingerprints

MAC Address ~ B8-A4-4F-30-42-EA 1P Address 172.25.201.233

Description Static 1P FALSE
Hostname axis-b8a44f3042ea
Device Category |Network Camera -
status O Known client = i
A Device 05 Family [Axis
O Dpisabled client Device Name [AX1S OS version suppor |7

MAC Vendor Axis Communications AB Added At Dec 28, 2022 14:50:45 CET

Added by Policy Manager profiled by Policy Manager
Online Status Not Available Last Profiled At Dec 29, 2022 08:18:23 CET

Connection Type Unknown

ClearPass Policy ManagerZf = Z iif 2 215+ Axis & X[ 2/ L|Cf.

11
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Q) Clearpass Policy Manager - Arub X

& > C A Intesaker | hitpsy/172.25.201.120/tips/tipsContent.action#tipsEndpoints.action

Edit Endpoint

Endpoint  Attributes [ELENTEREEN T IS

Endpoint Fingerprint Details
CDP Device Description:
DHCP OptionS5: 1.3,6,12,15,28,42,66,119

DHCP Optiong0: AXIS,Panoramic Camera,P3727-PLE,10.12.130

DHCP Options

53,57,55,12,60,61
Host MAC Vendor: Axis Communications AB
LLDP System Description: = AXIS P3727-PLE Panoramic Camera 10.12.130
SNMP Device Name: axis-bBa44f3042ea
SNMP Device Type Host

SNMP System Description: AXIS P3727-PLE Panoramic Camera 10.12.130

I 21 A 2= Axis ZHX[ O] XfAf St

EHA| K| 2 QIL|C} Axis BA|Of M= 7| X 0 2 SNMP} H| 24 31E0] Q& L|Ck LLDP

CDP 5! DHCP 2t21 HM HE = Z& £t A| 7| 24 MEf 9] Axis ZHX|0 A &2 Z/H HPE Aruba Networking 4 M| A A 2| X]

Ol/ 9|5l ClearPass Policy ManagerZ & Ef&/L|LCF.

MM M2 zzal 1M

Enforcement Profile((Hd 2 M8 = 20 Y)S AFESIH ClearPass Policy Manager 7t
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Q& L|LC}. ClearPass Policy
XFX|0f| HPE Aruba

VLANO|| Ciot GM M-8 2 0tA0| x| H M8 FM XM & 79
Managero| & S8 s 7)ol ofA| FM Z2njels 7/Sio = Ax
Networking H{E {3 A& Aot £ 6| £S5 FolgfLCt

Q) Clearpass Policy Manager - Arub- X 4

€& > C A Intesiker | hitps://172.25.201.120/tips/tipsContent ps Data%3D3004

aruba

ClearPass Policy Manager

[] Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201

i Enforcement Profiles - Allow_VLAN_201

Dashboard

| 2] Monitoring

R‘.%VC""“!"'"""“" 2 m profile  Attributes
£} Service Templates & Wizards
Profile:
3 Services
G %Authenncation Name: Allow_VLAN_201
#1 R Identity Description:
=1 fH posture Type: RADIUS
=1-$¥ Enforcement E
s Action: Accept
{3 Policies
PN ororilos) Device Group List: 1. Switches
1 *4- Network Attributes:

£3 Network Scan
43 Policy simulation

€ Back to Enforcement Profiles

| #2 Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP

Dec 28, 2022 09:08:57 CET

1. | Radius:IETF Session-Timeout = 10800

2. | Radius:IETF Termination-Action = RADIUS-Request (1)
3. | Radius:IETF Tunnel-Type = VLAN (13)

4. | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)

5. | Radius:IETF Tunnel-Private-Group-Id = 201

Copy

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
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ClearPass Poliy Manager - Ak X

< C A Intesaker | hepsy//172.25.201.120/tips/tipsContent.action#tipsEditEnforcementPolicy.actionS3FcontextData%3D3007 2 % 0

ClearPass Palicy Manager Menu

PY configuration » Enforcement » Policies » Edit - Axis Radius policy
i Enforcement Policies - Axis Radius policy

© I evrorcement  Rules

Name: Axis Radius policy
Description:
Enforcement Type: RADIUS
Default Profile: Allow_VLAN_203
{% Profiles Rules:
4 Network Rules Evaluation Algorithm: First applicable

£) Network Scan
£} policy simulation

Allow_VLAN_201

nt-Mac-Address-NoDelim}) Allow_VLAN_201
AXIS 0S ve

9 ( Ci % :Client-Mac-Address-Ni
i AXIS 0S ve

Allow_VLAN_202

< Back to Enforcement Policies [save |
#7 Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:49:09 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
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o5 Y 7y

OIS L H2 Axis §X|7t HEAI M XHH| 21F55tE S oS F2lgtLICf. Axis Edge VaultZt B AH E
Axis RFA| = 7|55 © 2 IEEE 802.1X EAP-TLS7} SFA{31T|0f 9/ O 0 2, IEEE 802.1X EAP-TLS7} A S &
= Y- YLICH

() ClearPass Policy Manager - &b X + = - & 3
€ > C A Intesaker | hitps//172.25.201.120/tip: tent. ip: ¥ 2 % 0O a

| Edit Authentication Method

Name: WAxis EAP TLS

Description:

Default settings for EAP-TLS

EAP-TLS

Method Details
Enable
f__ Jhours
[ Enable

Override OCSP URL from Client: (] Enable

0CSP URL:

Session Resumption:
Session Timeout:
Authorization Required:
Certificate Comparison:

Verify Certificate using GCSP

Axis ZHX[Off CHot EAP-TLS Q1 E HHE10] Z 2| &l ClearPass Policy Manager2| 91Z 8t OIE mjjojA gfL|LCF.

AMH| 2 7

Services(AMH|A) I{| O X| 0| A{ 72’4 EtA|= HPE Aruba Networking 4| E

3 A0 Axis FX[2| 21T &
e RO X2[5te B ME|A~2 ARt L

o - [m] X
Q) ClearPass Policy Manager - Arub- X +
€ > C A Intesiker | hitpsy//172.25.201.120/tips/tipsContent. D \%3F Data%3D3001 2 % O
aruba ClearPass Policy Manager Menu =
Dashboard [} Configuration » Services » Edit - Axis 802.1X Wired
| (2] Monitoring i Services - Axis 802.1X Wired
efigcoafioucation 9 summary Roles
£} service Templates & wizards T AT
& Name: [Axis ire: |
5 : Description: o authenticate users to any wired
%Am:henhcatm" network via 8@2.1X.
=+ & Identity 4
'+ M posture
Type: 802.1X Wired

= $¥ enforcement
) e Network Status: Enabled
£3 Network Scan Monitor Mode:
£3 Policy Simulation

[ Enable to monitor network access without enforcement
More Options: O Authorization [ posture Compliance [ Audit End-hosts O Profile Endpoints (] Accounting Proxy

Service Rule

Matches O ANY or @ ALL of the following conditions:

Operator

1. | Radius:IETF NAS-Port-Type EQUALS Ethernet (15) @
Login-User (1), Framed-User (2),

2. | Radius:IETF Service-Type BELONGS_TO oalp-teer(l) tramed-Dser(2) @

Authenticate-Only (8)
3. | dlick to add...

< Back to Services

#7 Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP
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Q) ClearPass Policy Manager - Ak X =+

<« C A Intesiker | hipe//172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3001

ClearPass Palicy Manager

Configuration » Services » Edit - Axis 802.1X Wired

aruvba

[Z] Monitoring Services - Axis 802.1X Wired

R onfioumtion O e | e Roles  Enforcement
£} Service Templates & Wizards Tz =
B rices Authentication Methods:  [Axis EAP TLS

+ & Authentication

#1 R Identity

= M Posture

+ & Enforcement

=1 Network

£3 Network Scan

Add Mew Authentication Method

£3 Policy Simulation [—Select to Add— ~
Authentication Sources: [Endpeints Repository] [Local SQL DBJ Add New Authentication Source

[--Select to Add— ~]

O Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

Strip Username Rules:

Service Certificate —Select o Add— b4

View Certificate Details

[oisavie [ Cops J seve I Conel |

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

< Back to Services

&% Administration °

© Copyright 2022 Hewlett Packard Enterprise Development LP

O| 1 0fl M4 5l EAP-TLS QI 80| A{H| A0 CH3Y A4 /Lt

Dec 28, 2022 09:41:41 CET

@\ ClearPass Policy Manager- Anib x| =+

< C A Intessker | hips://172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3001

ClearPass Policy Manager

aruba
Configuration » Services » Edit - Axis 802.1X Wired
(] Monitoring Services - Axis 802.1X Wired
i Eonflouration “ Summary Service Authentication  Roles
43 Service Templates & Wizards -
P ervices) Use Cached Results: [0 use cached Roles and Posture attributes from previous sessions
i B Authentication Enforcement Policy: [Axis Radius policy ~] Add Mew Enforcement Policy
#] Identit,
gp i 4 Enforcement Policy Details
5 posture
+ § Enforcement Desciation;
1 *4- Network Default Profile: Allow_VLAN_203
£ Network Scan Rules Evaluation Algorithm: first-applicable
£ policy Simulation
(Certificate: Issuer-CN Axis device ID Intermediate CA)
(Certificate:Issuer-0 Axis Communications AB)
| 4 (Certificate:Subject-0 Axis Communications AB) A
(Certificate:Subject-L S Lund)
(Certificate:Subject-C SE)
(Connection:Client-Mac-Address-NoDelim %{Certificate: Subject-serialNumber})
(Certificate:Issuer-CN Production CA Certificate)
2 (Certificate:Subject-CN %{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Authorization: [Endpoints Repository]: Device Name AXIS 0S version unsupported)
(Certificate:Issuer-CN Production CA certificate)
= (Certificate:Subject-CN %< Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_202
(Authorization: [Endpoints Repository]: Device Name AXIS OS version supported)

[oisavio il Coy Ji sovo i Carcor]

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

£ Back to Services

&% Administration o|
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Axis B K| = POE X| @l N2 AQIX|0f | HZE| Lt SHe| = Axis POE O
L|C}. Axis 2 X| & HPE Aruba Networking H|E Q| 30f OtHSHA 2 Hste{H A
802.1X EAZ I8l T+ |0 Of BFL|C}. Axis & X|= IEEE 802.1x EAP-TLS £41- 2 RADIUS MH &

= S}= ClearPass Policy Manager2 M &HatL|C}.
H|
M| ZE MM A 2OHS =0]7] 2[5 Axis ZX|0f T 3002 =7|HQl M AS = 4 & LT}
0| O A| .= HPE Aruba Networking QM| A AQ|X|0f| i3SI 22Y U ZE 1M S HO|FL|C}
radius-server host MyRADIUSIPAddress key "MyRADIUSKey"

aaa authentication port-access eap-radiusaaa port-access authenticator 18-19%aaa port-access
authenticator 18 reauth-period 300aaa port-access authenticator 19 reauth-period 300aaa port-

access authenticator active
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Axis 114

Axis H E3 ZX|

Axis Edge Vault2 X| 3} Axis ZHX| = Axis ZHX| IDEH= & OF KK IDQF HH | X Sl L|C}. Axis EHX|
|

XIS =
ID= TEEE 802.1AR =H| EES 7|HtO = 540 IEEE 802.1XZ o AHES}El & OF &K Al g &
&3 22 S-S ZolgL

Axis BHA| = A 2|SH + Q= ZA| ID AH|AZ 93} IEEE 802.1AR 553} Axis device ID OIZM 2 | =& L|C}

1 Axis ZtX| ID key infrastructure(PKI)
2 Axis device ID

Axis EHX|O| EOF Q AT} H|Z3t= 5290 B35 O 7| AEO| S AHK|
|

Ct. Axis Product Selectorg AF235}™ Axis Edge Vault 8! Axis ZHX| IDE
+ ALk

H| 2
Axis ZX|o] €& H = MAC FAYL|CL

AXISa AXIS Q1656 Box Camera ez 0B :
o5 Status
O Video v Certificates
& Pz _
Add certificate =
Audio v
O name Type
@ Recordings
% Apps [ s device ID ECC-P256 (802.14R) Client-server
B System A
[ s device ID RSA-2048 (802.1AR) Client-server
k¥ Date and time
B Network [ s device ID RSA-4096 (S02.1AR) Client-server
%) ity l []  Axis device ID Insermediate CA ECC 2 [

Axis B x| ID7} eI, B3 S5F Al 727t SEHO| Axis K| ASM HEA LI
IEEE 802.1AR S 2} Axis ZA| ID Q15 Z2NY et metELCt o] &
2 £ ClearPass Policy ManagerOf| M| | E {3 HM| & 2otS £0517] 2lot 24 B oA} 270 A
SE UL O 2= Axis §XA|ID ASMOM &5 = ASLICH

x
=2
rir
no
rl'IJ
e
ot
s
N
m
Ok

IDeviD AXISa

"C": "SE",

“L": "Lund",

"0": "Axis Communications AB",

"CN": "axis-b8a44f279511-eccp256-1",

"serialNumber": "b8a44f279511",
27} SE
o =
K] 2Cc
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H =X 2 A Axis Communications AB
LA LEO|E Axis device ID =7+
g Axis Communications AB
aldt 0|2 axis-b8a44f279511-eccp256-1
AHA HS b8a44f279511
QHI O|E2 Axis 3|AO| &, & X| €8 HT, U535t 2 112| S (ECC P256, RSA 2048, RSA 4096)°| =
oto 2 A4 EL|CH AXIS OS 10.1(2020-09) 5 E{ IEEE 802 1X+= Axis ZHX| ID7f AR LME AEZ 7
='sb31E Lo} 0| 2 S AX| = IEEE 802.1X X| & HE QT oM KA o15e 4 Ql& L.
AXISa AXIS Q1656 Box Camera 9018
E_k )‘7 Y Client certificate @ EAPOL Version
” |A><\3dEVICe\D RSA-2048 (802.1AR) - ‘ O
e N CA certificates () O ?
@ Recordings | I - ‘ ® 3
* Apps - Use IEEE 802.1x
® spem A
@ security l

IEEE 802.1X7} EHS1E| T Axis ZHA| ID Q1S M I} AFF MEHE|, Z& 7|2 AFEfO| Axis ZHX| S L|CH.
AXIS Device Manager

AXIS Device Manager®@} AXIS Device Manager Extend= | E 2 30| A O 2{ Axis X[ &

HIE 28
Moz 45t 2|5t O AHE S 5= JASLICE AXIS Device Manager= W EQ| 32| A|AHIO
212 M X| = Microsoft Windows® 7|4t Of Z2| 7| 0| M 0| i, AXIS Device Manager Extendi= Szt
Sc ol=aE ojuoz [ No|s BH Belg FUBUC. £ 574 25 181 22 HEY 2

=T
gl & 74 7[s2 M3
AXIS OS 2 H|0| E 2 A X|StL|C}.

o HTTPS 2 IEEE 802.1X Q1= A} Z+2 A{O|H] EOF 1AM X &
. OlOIX S FAY MW P,
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OL¥%H 1| E93 2% - IEEE 802.1AE MACsec

O HIC|RF AIg3t2{ T O] EA2 & HTEH 2 2 0| St Al L.

IEEE 802.1AE MACsec 20]0f 2 H9HS B3l N2 EB|AE EYT 3}
IEEE 802.1AE MACsec(Media Access Control Security)2 HEQ3 AE 22| X|™ 7t o|E 4l 3 E
Ozl uAoR Bsle & HolE Y EYA ZReQLICh 0|s & SAE 7+o| Ho[E| H&o
7| Eélg _||. o= 7:IA-| (=) EII-ol-l_l [:|-
IEEE 802.1AE MACsec EFE2 5 7HX| 25 ZEE A HtL|Ct
.+ 502 Y IHSE AN B8 II/HH CAKRE
o IFEE 802.1X EAP-TLSZ A3t XIE OFAE MAM/SX CAK B

Supplicant Authenticator Radius Server

A

802.1x Authentication

A

MACSec encrypted

AXIS OS 10.1(2020-09) O| AHOf| M= Axis ZtX| IDQ} & hE| = EHX|0f T3} IEEE 802.1X7} 7| 2% 0 &2
S BHE[L| T} AXIS OS 11.8 O| A0 A= 7| 25 o 2 &AM 3F=l [FEE 802.1X EAP-TLSZ AR 3}0] xrz
=X QC 2 MACsecS X| ISt r IR =5} A| 7|22F0| Axis BHK| 2 I Z4SH0 [EEE 802.1X 4| E

3 50| =™HE|1, 4Z5H MACsec 5% B AN=gLc

AXISa HPE .o
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m
Q
AA
> I A
- | | |
N - L !
! |
|| |
wn 1! |
[f\ ! I
% || |
(1 X |
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|
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L™ EAP + MACsec EAP + MACsec
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5l MACsec 7|7t AtE 2 2 W ste|of 2of &
UM A AQX|2O DE HEQF ERfmS B3t L}

IEEE 802.1AE MACsecOf| = HPE Aruba Networking 2 M| A A 2| X| 2t ClearPass Policy Manager 7t
ZH|7} B & QS| C} EAP-TLSZ £3HIEEE 802.1AFE MACsec 4S5} £EA1S & 23}7| 2|3 Axis
Ko g0 BRdtA| Gf& L Ct

HPE Aruba Networking @ M| A A 2| X| 7} EAP-TLSE AF23S= MACsec2 K| /SHK| e A2 AN
SR ZEE MESD 322 Y = UG LT
HPE Aruba Networking ClearPass Policy Manager

sk O

st ol X XH
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Q app20 x |+

& > C A Intessker | https//172.25.201.120/tips/tipsContent action#tipsRoles.action 2w O & ¢

Axis BA[0f T3+ Ot O[22 74BILICE 0|2 YM2 AL/%] FHO| EE M2 o3t 0| ZYL]ct.

19



HPE Aruba Networking

Q app20 x R v = u} X
&« C A Intesaker | httpsy//172.25.201.120tips/tipsContent action#tipsEditRoleMappingPolicy.action%3FcontextData%3D3001 e Y O & ¢
aruvba ClearPass Policy Manager Menu ==

= 2 pashboard
m Monitoring

) ;
3, Configuration

£¥ Service Templates & Wizards

Configuration » Identity » Role Mappings » Edit - Axis Role Mapping

i Role Mappings - Axis Role Mapping

Mapping Rules

£ Services Roliey:
- & Authentication policy Name: Axis Role Mapping
£} Methods Description:
¥ Sources Default Role [Guest]
=1 Q Identity
{xsingle sign-on (ss0) Mapping Rules:
£¥ Local Users Rules Evaluation Algorithm: Evaluate all

Lrendpoints Conditions

4 StafesHost Lsts 1. | (Authentication:Full-Username & axis-00408c)

g 2. | (Authentication:Full-Username axis-acccse)
- il posture 3. | (Authentication:Full-Username axis-bBa44f)

£} Posture Policies
£¥ Audit Servers
£ Agentless OnGuard
- § Enforcement
£x Policies
£x Profiles
=) »4- Network
£) Devices
{3 Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

€ Back to Role Mappings

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:08:20 UTC

Role Name

AxisDevice
AxisDevice

AxisDevice

[ Cory [ sove I Concel

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

[0:R-73
==

| Off 44 &l Axis ZHX| 220l L+ Axis

OjE &2 F7BILIC B2 Axis ZA] /0] 0jZ3fe{8 FolEl =71

o] ZRgLict x710] EFEIX| YO8 FA/= (Guest] S/zo] Y27} ELCh

MO 2 Axis M X| = "axis-d&H HF" EAPID
= "axis-b8a44f45b4e6" 2 L|C}.

I
=]
=2
I
i
fe)

Q app20 L -
<« C A intesaker | hpsy//172.25.201.120/tips/tipsContent action#tipsEditService action%3F contextData%3D3001
arvba

Configuration » Services » Edit - Axis 802.1X Wired
Services - Axis 802.1X Wired

Summary

_. 2 pashboard

[ Monitoring

1o i )
iy Sonfigmation 2 Service  Authentication LRl Enforcement

[z PN E=1
[= R =]

ClearPass Policy Manager

AFEELILE Axis ZX[Q] 23 HS = MAC

£} Service Templates & Wizards

e

-1 & Authentication

Role Mapping Policy: [ Fiole Mapping

£ Methods —
&S Description:
ources
- Q1dentity Default Role [Guest]
4 Single Sign-On (550) Rules Evaluation Algorithm: evaluate-all
4} Local Users
£¥ Endpoints " .
£ Static Host List i (Authentication:Full-Username axis-00408¢)
atic Host Lists
£ Roles 2 (Authentication:Full-Username H axis-acccBe)
£ Role Mappings 3. (Authentication:Full-Username axis-b8a44f)
- i posture

£x Posture Policies

{3 Audit Servers

£x Agentless OnGuard
- $ enforcement

£x Policies

£x Profiles
—| *§- Network

£x Devices

£} Device Groups

£¥ Proxy Targets

{ Event Sources
£ Network Scan
{3 policy simulation

< Back to Services

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:09:16 UTC

3] oo

Add New Role Mapping Policy

Role Mapping Policy Details

Role
AxisDevice
AxisDevice

AxisDevice

[Dicovie i Copy I sove I Concer

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Q app20 v - o x
<« C A Intesaker | hetps//172.25.201.120tips/tipsContent action#tipsEditService action%3F contextData%3D3001 e % O & :
aruba ClearPass Policy Manager Menu —

..= Dashboard

[=] Monitoring

Y -
142, Configuration

£¥ Service Templates & Wizards

Fod services|
- & Authentication Enforcement policy: [7ixs Radius policy Add New Enforcement Policy
Method:
Fhvethiogs Enforcement Policy Details
{3 Sources
- Q 1dentity Description:

£x single Sign-on (S50)
£x Local Users

Configuration » Services » Edit - Axis 802.1X Wired

Services - Axis 802.1X Wired

Summary

Service

Authentication

Use Cached Results:

Default Profils

Rules Evaluation Algorithm:

evaluate-all

Allow_VLAN_203

(O Use cached Roles and Posture attributes from previous sessions

{} Endpoints = 7 =
Conditions Enforcement Profiles
{3 static Host Lists R LTI —————
ok (Certificate:Issuer-CN (¢ Axis device ID Intermediate CA)
¥ Roles i (Certificate:Issuer-0 £0 Axis Communications AB)
{¥ Role Mappings " D (Certificate: Subject-0 Axis Communications AB) T —
- i posture : (Connection: Client-Mac-Address-NoDelim %{Certificate: Subject- - .
£ Posture Policies serialNumber})
£} Audit Servers D (Tips:Role AxisDevice)
£ Agentless OnGuard (Certificate: Issuer-CN Production CA)
g (Authorization:[Endpoints Repository]: Device Name AXIS OS version
=1 $ Enforcement 2. unsupported) Allow_VLAN_201
£ Policies (Certificate: Subject-CN Production XYZ)
£x Profiles (Tips:Role AxisDevice)
= 4 Network (Certificate:Issuer-CN Production CA)
{4 Devices (Authorization:[Endpoints Repository]: Device Name

3. supported) Allow_YLAN_202
(Certificate: Subject-CN

(Tips:Role EQUALS AxisDavice)

£% Device Groups
£ Proxy Targets
£x Event Sources

£ Network Scan

¥ Policy Simulation

Production XYZ)

(oo W Cooy T sove I conce |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

€ Back to Services
Ad

Oct 26, 2023 05:11:50 UTC
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Q app20 x  + v o %
<« C A Intesaker | httpsy//172.25.201.120/tips/tipsContent action#tipsEditEnforcementProfile.actione3FcontextData%3D3004 e v O & :
aruba ClearPass Policy Manager Menu —

Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201

id Enforcement Profiles - Allow_VLAN_201

“’m Profile  Attributes

.= Dashboard

] Monitoring

ry -
<42, Configuration

£¥ Service Templates & Wizards

Profile:
£y Services
-1 G Authentication Name: Allow_VLAN_201
£ Methods Description:
£x Sources Type: RADIUS
= Q identity Action: Accept
£y single Sign-0n (SS0)
Device Group List 1. Switches

¥ Local Users

£} Endpoints Attributes:
{3 Static Host Lists
{¥Roles " 5 "
i 1. | Radius:IETF Session-Timeout = 10800
ole Mappings
- M posture 2. | Radius:IETF Termination-Action = RADIUS-Request (1)
i 3. | Radius:IETF Tunnel-Type = VLAN (13
£} Posture Policies d I-Typ (
udit Servers . | Radius: unnel-Medium-Type = =
Audit S | 4 | Radius:IETF Tunnel-Medium-T; IEEE-802 (6
{} Agentless OnGuard | 5. | Radius:1ETF Tunnel-Private-Group-Id = 201
= & Enforcement 6. | Radius:Aruba Aruba-Ussr-Role = AxisDevice
£x policies
- ics
— *§- Network
£) Devices

£ Device Groups
£ Proxy Targets
£x Event Sources

£ Network Scan

£ Policy Simulation

[ cooy I sove W Concer |

£ Back to Enforcement Profiles

Administration

Oct 26, 2023 05:13:21 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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HPE Aruba Networking 2 M| A A 2| X]|

HPE Aruba Networking 2 A A A 2[X], on page 150 A=l HOot 2 5 &l 144 Q|0 = [EEE 802.1AE
MACsecs 7+/45}7| @/et HPE Aruba Networking @M A A Q| X|Q| OIA| ZE F1H 2 Of2fE & x5
AMAI2.

=

macsec policymacsec-eapcipher-suite gcm-aes-128
port-access role AxisDeviceassociate macsec-policymacsec-eapauth-mode client-mode

aaa authentication port-access dotlx authenticatormacsecmkacak-length l6enable
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v Q) Cenificate Authorities

« o C

aruvba

g Guest

¢! Devices
@ onboard

rtificate

- ¥, Management and Control
@ view by Device
‘ View by Username
[E=] view by Certificate
#* Usage

x

+

© Notsecure  hitps://172.25.201.120/onboard/mdps_ca_list.php

Home » Onboard » Certificate Authorities

Certificate Authorities

There are errors with the server certificate configuration that will prevent devices from provisioning er authenticating:
[\ =pp20.r2d2.lab: The ClearPass HTTPS server root certificate is not trusted by Apple. This will cause enrollment over HTTPS ta fail on i0S and iPadOS devices.
app20.r2d2.lab: Self signed ClearPass RADIUS server certificate will cause some models of Android devices to fail to authenticate,

¥ How do I fix this problem?

Use this list to manage certificate authorities.

ClearPass Onboard

Mode

Status

Menu =

7y Create new certificate authority

OCSP URL

= Wk Configuration % Local Certificate Authority root  Valid 2032-09-26T12:40:04+02:00 http://app20.r2d2.lab/onboard/mdps_ocsp.php/1
. .’rNetwurk Settings This is the default certificate authority.
([ 0S Settings " R2D2 ClearPass CA root ' Valid 2035-07-17T10:24:56+02:00 http://app20.r2d2.lab/onbeard/mdps_ocsp.php/2
% Windows Applications {7 R2D2ESTCA1 root  Vvalid 2035-07-17T10:56:41+02:00 http://app20.r2d2.lab/onboard/mdps_ocsp.php/3
= @/ peployment and provisioning £y R2D2ESTCA2 root o Valid  2035-07-17T10:57:47+02:00 http://app20.r2d2 lab/onboard/mdps_ocsp.php/4
\3 Configuration Profiles .
o K | mreor 1 Showing 1 - 4 of 4
E, Provisioning Settings c 20 rows perpage v
@ self-Service portal
@ Back to Onboard
&4 Back to main
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- CO\:'mgurat\on Certificate Issuing
rﬂ’.’rwetwurk Settings These options control how certificates are issued by this certificate authority.

& D i0S Settings Do notinclude OCSP Responder URL v

- ﬁ! Deployment and Provisioning
-,ﬁ Configuration Profiles * validity Period:

Maximum validity period for client certificates (in days).

15

* 8

1 Clock Skew Allowance:

ﬂ-‘ Self-Service Portal Amount to pre/post date certificate validity period (in minutes).

5 Provisioning Settings

Include device information in TLS client certificates
Subject Alternative Name:  store information about the device in the subjectAltMame extension of the certi
Note: Aruba OS version 6.1 or later is required to enable this feature.

* Digest Algorithm: SHA-266 v

Select the algorithm used to sign issusd certificates.

Retention Policy
These options control how long to retain certificates after revocation or expiry.
Keep a copy of client certificates

When checked issued certificates will be stored. When unchecked, only metadal

Ca—

Store Certificates:

Leave blank to disable automatic deletion.

SCEP Server

These options control access to the SCEP server for this CA.

[} Enable access to the SCEP server
Allows this CA to issue tis-client certificates via SCEP

SCEP Server:

© Copyright 2026 Hewlett Packard Enterprise Development LP

v Q) Certificate Authority Settings (F X =+ — O X
« C  © MNotsecure  hstpsi/f172.25.201.120/onboard/mdps_ca.php?id=4&mode=edit b S T ) B
aruba ClearPass Onboard Menu —
Certificate Authority Settings -
# Name: R2DZESTCA2 ] |
"E“ Onboard o Enter a name to identify this certificate authority.
o T
- ¥, Management and Control
@ view by Device Description:
’ View by Username P
[E=] view by Certificate A description of the certificate authority.
> Usage Mode: Root CA

&) windows Applications * Authority Info Access:  Select the information sbout the certificate authority to include in the client certificate.
Note that when an OCSP URL is provided, clients may need to access this URL in order to determine if the certificate is still valid.

Maximum Period:  The period after which an expired certificate (or a rejected request) will be automatically deleted

ificate.

ta about the certificate will be retained.

v

ClearPass Onboard 6.11.2.252294 on CLABV platform

MAISH OI= 7| 20| L3l EST Server 7| 5= 2t 3lgtL|C}. EST Auth Method&

HPE Aruba ClearPass Policy Manager /4

ME|E = AE ASM XL 78

2310/ E OIZM AFRO 2 AN BFLIC

v () app20.r2d2lab x 4+ - (m] X
&« c © Notsecure  https://172.25.201.120/tips/tipsContent.action#tipsCertTrustList.action b+ g ®
aruba ClearPass Policy Manager Menu =—
Administration » Certificates » Trust List
o . . Add
[ Monitoring o Certificate Trust List -
-, Configuration This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.
3? Administration o
#F ClearPass Portal “ Filter: | Subject | [contains v | Axis Clear Show records
=& Users and Privileges # Subject 4 Usage Enabled
#* Admin Users " . . . "
. L 1. 0  cn=Axis device ID Intermediate CA ECC 1,0=Axis Communications AB EAP, EST valid Enabled
& Admin Privileges
2. 1 cn=Axis device ID Intermediate CA ECC 2,0=Axis Communications AB EAP, EST Valid Enabled
- i server Manager
#”Server Configuration 3. | 0 cN=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB EAP, EST valid Enabled
#°Log Configuration 4. [0 cn=axis device ID Intermediate CA RSA 2,0=Axis Communications AB EAP, EST valid Enabled
#°Local Shared Folders 5. (0 cnN=Axis device ID Root CA ECC,0=Axis Communications AB EAP, EST valid Enabled
#°Licensing 6. | [ CN=Axis device ID Root CA RSA,0=Axis Communications AB EAP, EST valid Enabled
Device Insight
& E 72.| O EAP, EST valid Enabled
- i External Servers
" 8. [ emailaddress= \CN=R2D2 ClearPass CA,0=R2D2,L=Lund,ST=5Skane,C=SE EAP, EST, Others valid Enabled
#° SNMP Trap Receivers
emailaddress= ,CN=R2D2 ClearPass Signing
Syslog Target: b , EST, i
& Syslog Targets 9 ] M e e i EAP, EST, Others Valid Enabled
#” Syslog Expert Filters K .
i 10. 0  emailaddress= ,CN=R2D2 EST CA 1,0=R2D2,L=Lund,ST=5kane,C=SE EAP, EST, Others valid Enabled
#”Messaging Setup
. il O  emailaddress= ,CN=R2D2 EST CA 2,0=R2D2,L=Lund,ST=Skane,C=5E EAP, EST, Others valid Enabled
#” Endpoint Context Servers
#°File Backup Servers 12. O  emailaddress= CN=R2D2 EST Signing CA 1,0=R2D2,L=Lund,5T=5Skane,C=SE  EAP, EST, Others Valid Enabled
P External Accounts iz [ emailaddress= ,CN=R2D2 EST Signing CA 2,0=R2D2,L=Lund,ST=Skane,C=SE  EAP, EST, Others valid Enabled -
=@ Certificates Showing 1-12 of 13
& Certificate Store
P ]
& Revocation Lists
-1 || Dictionaries
#”RADIUS
#°RADIUS Dynamic Authorizatic
#° TACACS + Services
& Device Fingerprints
#” Dictionary Attributes -
4 »
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OF &l =8 BHK| U RFCHH ClearPass Policy ManagerQ| Al2| 4= Q1= Q1= A X &t A0f| Axis-specific
L
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U=X| 2QlgkL| Tt ClearPass OnboardOf| A 2t A 45t Q15 7| 20| = 5 Y5HA X8 & A=K =2l
grLCt.

48 X g M 7
Enforcement Profile(H 2 M8 & 20t Y)S AFESHH ClearPass Policy Manager?} EST Of 2 2|7 0|-M
Ol EE M HE &S 2 = JSLICL O E S0, M| ABME EF AEZQE M SEG}
EESIAHL EE Q0T SEE = E Kot = JASLICH

~ Q) app20r2d2isb x 4 — O X
<« c © Notsecure  hetps://172.25.201.120/tips/tipsContent.action#tipsEnforcementPolicies.action * @ H
aruba ClearPass Policy Manager Menu —

4%, Configuration

L} Service Templ

{3 Services

gedvolicios|

{3 Profiles
] 4« Network

{3 Devices

£k Network Scan

#7 Administration

© Copyright 2022 Hewlett Packard Enterprise Development LP

-} & Authentication

Configuration » Enforcement » Policies

i Enforcement Policies

ates & Wizards

Filter:[Name ~|[contains v [

¥ Methods
{3 Sources # B Name
- Q Identity 1. [ [admin Network Login Policy] TACACS+
{3 Single Sign-0n (550) 2. | [ [airGroup Enforcement Policy] RADIUS
4# Local Users 3. [ [Aruba Device Access Policy] TACACS+
£ Endpoints 4. | [ Aaxis MAC Authentication Policy RADIUS
o] Static Host Lists —
o ) Axis Radius polic
B ol 5 O Axis Radius policy RADIUS
oles —
£ Role Mappings 6. [ [Device Registration Disconnect] WEBAUTH
— / posture 7. O EST enforcement Application
£ Posture Policies 8. ) [Guest Operator Logins] Application
4¥ Audit Servers 9. [ [Insight Operator Logins] Application
£} Agentless OnGuard 10. [J  [sample Allow Access Policy] RADIUS
= & Enforcement — X
11. [J  [sample Deny Access Policy] RADIUS

Showing 1-11 of 11

£} Device Groups
LJ Proxy Targets
L) Event Sources

£ Policy Simulation

Jan 28, 2026 08:42:38 CET

e Add
& Import
& Export All

ClearPass controls network access by evaluating an enforcement policy associated with the service.

Show records

[Go ] clar e |

Enforcement policy controlling access to Policy Manager Admin
Enforcement policy controlling access for AirGroup devices

Enforcement policy controlling access to Aruba device

Enfercement policy to disconnect devices from network

Enforcement palicy controlling access to Guest application
Enforcement policy controlling access to Insight application
sample policy to allow network access

sample policy to deny network access

S0P g < Export gy Detate|

ClearPass Policy Manager 6.11.2.252294 on CLABV platform
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~ Q) app20r2d2isb x 4 — O X
<« C  © Notsecure  hwtpsy//172.25.201.120 tips/tipsContent.action#tipsEditEnforcementPolicy.action%3F contextData%3D3016 ¢ ®
aruba ClearPass Policy Manager =

Dashboard (] Configuration » Enforcement » Policies » Edit - EST enfarcement

(=] Monitoring 4 Enforcement Policies - EST enforcement

= i o
jp; Configuration © %8 Enforcement  Rules
L} Service Templates & Wizards
£ Services Enforcement:
- & Authentication Name: EST enforcement
¥ Methods Description:
{3 Sources Enforcement Type: Application
= Identit
Q Y Default Profile: [Deny Application Access Profile]
£ Single Sign-0n (550)
4% Local Users Rules:
{} Endpoints Rules Evaluation Algorithm: | First applicable
Static Host List:
4 Static Host Lists Conditions Actions
1 Roles "
. (Date:Day-of-Week Monday, Tuesday, Wednesday, Thursday, Friday, o
£} Role Mappings 1. lsaturday, Sunday) [Allow Application Access Profile]
- H posture

£} Posture Policies |
¥ Audit Servers
£} Agentless OnGuard
= § Enforcement
fedpoicios|
{3 Profiles
] 4« Network
{3 Devices
£} Device Groups
LJ Proxy Targets
L) Event Sources
£k Network Scan
£ Policy Simulation

€ Back to Enforcement Policies E3

© Copyright 2022 Hewlett Packard Enterprise Development LP Jan 28, 2026 08:43:37 CET ClearPass Policy Manager 6.11.2.252294 on CLABV platform

O O Al X0l A= EST OfZ 2|7 0|5 2T LiLY 5{&EfL L.

MH| 2 7

v Q) app20.r2d2.iab x  + - [m} X
« > C © Notsecure  Rips//172.25.201.120/tips/tipsContent.action#tipsServices.action g [C] i
arvba ClearPass Policy Manager =
Configuration » Services
[Z] Monitoring ] Services o Add
Import

o) =

i Configuration @) & Export Al

{¥ Service Templates & Wizards This page shows the current list and erder of services that ClearPass follows during authentication and authorization.

« B

-1 & Authentication

5 mothoc Filter: [Name | [contains v [ ) [ Go | Clear Filter Hit Count for [ Current hour v Show records
ethods
£} Sources # Order » Name Type Tem Count Status
- Q Identity 1 O 1 Axis 802.1X Wired RADIUS 802.1X Wired 0 (] -
£ Single Sign-0n (550) 2 O 2 Axis 802.1X Wired - Mac Authentication RADIUS MAC Authentication 0 o
44 Local Users 3 O 3 [Policy Manager Admin Network Login Service] TACACS+ TACACS+ Enforcement 0 [=]
{# Endpoints a | O a [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) 0 o
Static Host Lists
gR | 5 O s [Aruba Device Access Service] TACACS+ TACACS+ Enforcement a [ =]
oles
£} Role Mappings 6 [ [Guest Operator Logins] Application Aruba Application Authentication 0 (=]
= posture 7 o 7 [Insight Operator Lagins] Application Aruba Application Authentication ] (=]
Posture Policies 8 8 Device Registration Disconnect WEBAUTH Web-based Authentication 1]
lici m} [ i i i i 1 b-based henticati
44 Audit Servers 9 O 9 EST Application Aruba Application Authentication 0 (] -

Agentless OnGuard
o Showing 1-9 of 9

- § Enforcement
¥ Policies
1§} profiles
| 4« Network
£} Devices
1J Device Groups
£¥ Proxy Targets
£ Event Sources
¥ Metwork Scan
L% Policy Simulation

© Copyright 2023 Hewlett Packard Enterprise Development LP Jan 28, 2026 08:35:09 CET ClearPass Policy Manager 6.11.2.252294 on CLABV platform
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~ Q) app20r2d2isb x 4 — O X
<« c © Notsecure  hitps://172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3008 b g @
aruvba ClearPass Policy Manager =
Dashboard [4] Configuration » Services » Edit - EST
[=] Monitoring ] Services - EST
2 = =
45 Configuration ©  summory [ Authentication _Roles
Service Templates & Wizards
Q P Name: [EST |
fo] services|
~ G Authentication Description: uthentication Service for Applications
¥ Methods A
£¥ Sources
- Q Identity Type: Aruba Application Authentication
{3 Single Sign-0n (S50) Status: Enabled
Local Users Moniter Mode: Enable to monitor network access without enforcement
I i d [ Enabl i k ith fi
£ Endpoints More Options: [ Authorization
£} Static Host Lists .
£ rol Service Rule
Roles =
{4 Role Mappings Matches ® any or O ALL of the following conditions:
- H posture b
{3 Posture Policies | 1. ‘ Application Name EQUALS EST w
¥ Audit Servers 2. ‘

£} Agentless OnGuard
= & Enforcement
L) policies
{3 Profiles
] 4« Network
{3 Devices
£} Device Groups
LJ Proxy Targets
L) Event Sources
£k Network Scan
£ Policy Simulation

£ Back to Services sable Py Cancel
[ Disable Jii Copy Jil Save Jii Cancel ]

Jan 28, 2026 08:37:12 CET ClearPass Policy Manager 6.11.2.252294 on CLABV platform

© Copyright 2022 Hewlett Packard Enterprise Development LP

S & AfH| = EST Of 2 2/7 0] M off A 7+&8HOf gtLiCh.

v Q) app20.r2d2.lab x  + - [m} X
<« c © Notsecure  hitps://172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3008 * @ i
aruvba ClearPass Policy Manager Menu —

Dashboard [.] Configuration » Services » Edit - EST
Elemtacniy, W Services - EST
5 i S
%Conﬁguratmn o Summary Service  Authentication Roles
Service Templates & Wizards
i : izard Use Cached Result fi i i
se Cached Results: s from previous sessions
e
- & Authentication Enforcement Policy: [EST enforcement ~] Add New Enforcement Policy
Method
2 s etnods Enforcement Policy Details
ources
~ Q Identity Description:
£ Single Sign-0On (550) Default Profile: [Deny Application Access Profile]
4} Local Users Rules Evaluation Algerithm: first-applicable
L3 Endpoints
£4 Static Host Lists onditions Enforcement Profiles
£ Roles S;tDua::a.yag;:f‘;:;e]ek Monday, Tuesday, Wednesday, Thursday, Friday, [Allow Application Access Profile]
£} Role Mappings !
- [ posture

£} Posture Policies
£ Audit Servers
£ Agentless OnGuard
- § Enforcement
¥ Policies
{3 Profiles
| 4 Network
£} Devices
1) Device Groups
£¥ Proxy Targets
4} Event Sources
¥ Metwork Scan
£ Policy Simulation

< Back o services [Sovs |

ClearPass Policy Manager 6.11.2.252294 on CLABV platform
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2. Axis EHX|Of| A| EST 220| I E= 1 AISHL|C}.
HEF 4 Y ASH 74
v Q) Cenificate Authorities

€ 5 C  ©Notsecure  hstps//172.25.201.120/anboard/mdps_ca_list.php

Certificate Viewer: app20.r2d2.lab

General  Details

Issued To

Common Name (CN) app20.r2d21ab
Organization () R2D2
Organizational Unit (OU)  <Not Part Of Certificate>

Issued By

Common Name (CN) R2D2 ClearPass Signing CA
Organization () R2D2
Organizational Unit (OU)  <Not Part Of Certificate>

Validity Period

Issued On Wednesday, July 16, 2025 at 10:09:31AM
Expires On Thursday, July 16, 2026 at 10:39:31 AM

SHA-256
Fingerprints

Certificate 2fb7855b1779c89¢c700042209dcdc94b20ba8decd 23 1edfTe39a4122d0
8dfed

Public Key 26677c1deb12b5a5ac06ad2ef7588128d75c816cab0820560360debbS0
32ec17

ClearPass Onboard HTTPS A E X Ol E O OIZAf X215 2 0IstL|LCt.

v a AXIS P3265-LV Dome Camera x + — ] X
&« > . A\ Notsecure  172.25.201.161/camera/index.html#/system/security h* g @ i
AXIS P3265-LV Dome Camera ORI VO
Status
N Video >
[ Analytics > Certificates (33)
|l Audic >
+ Add certificate
B3 Recordings
B Apps Filter by name Select type to filter ~ ® srows (O 10rows
%, System v
O Name Type Secure keystore
Time and location
] Globalsign Root CA - RE caA
Network
I Security [0 GlobalSign Root E46 cA
Accounts [ Glabalsign Reot Ra6 ca
Events
[0 I3RG Reot X1 CA
MQTT
[J  ReD2_ClearPass_Ca cA
SIP
Storage
Secure keystore
Sz (el (O Trusted Execution Environment (SoC TEE)
ONVIF @) Secure element (CC EALG+)
Detectors
Power settings
Enrollment over Secure Transport  Beta
Power meter
uRL e

ClearPass Onboard HTTPS 91 £ 3 9| E O] CA OIS M E Axis ZHX[|0f] S 2 =8FL|LCf.
EST 22t0|AHE 4
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¥ & AXISP3265-lV Dome Camera X ar - [m] x
< c A Notsecure  172.25.201.161/camera/index.html#/system/security g @
AXISa AXIS P3265-LV Dome Camera @ oA 0
Status
Secure keystore
0 Video > —
() Trusted Execution Environment (SoC TEE)
D) S b Secure element (CC EALG+)
il Audic >
3 Recordings
Enroliment over Secure Transport  Beta
B Apps
B, System v URL -
Ttz 27 | 2Eaiey https://app20.r2d2.lab/.well-known/est/ca:4
Network Services
Security 802.1X/MACsec
Accounts Client certificate
Events Auxis device ID RSA-2048 (802.1AR)
MaTT CA certificates
R2D2_ClearPass_CA x Clearall ~
SIP
Storage Connect
Stream profiles
ONVIF
Detectors
Power settings Cryptographic policy
Power meter Active O
() After changing policy, we recommend that you go to
Default - OpenSslL Maintenance and restart the device.
=
O 7H o
URL EST URLE ClearPass Onboard0f| A 24 M5t
o e AL
ESTE QIS 7|20 M =gt = S LTt
= S =
MH| 2 s=&l ASME XS 74 ME[AE M
et L]y
S20|AHE QFA ClearPass Onboard EST ME{ 0| Q1S 8}7|
[l ) = = Ie)
Aol AHE S S20|AE ASME M
L|C}. ClearPass Policy Manager?2| 2|2t
T = SN MY 20| Axis & IEEE
802.1AR QIS M X Q1S It =U7| If
=0]|, Axis Device ID7} )= XK= &5
A Ars22 A2 EL o
CACQIZA Axis X7} Sl A EXLOCIEE MBS
£ (ClearPass Onboard HTTPS I E XX QI E
O| CARASME M- LIC
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¥ & AXISP3265-lV Dome Camera X ar - [m] x
& 5 @  ANotsecure 172.25201.161 find y y * @ @
Sa AXIS P3265-LV Dome Camera (OGN VC)
Status
Secure keystore
0 Video >
O Trusted Execution Environment (SoC TEE)
B Srrayis » Secure element (CC EALG+)
|l Audic >
3 Recordings
Enrollment over Secure Transport  Beta
B Apps
System ~
% o uRe ol
Ttz 27 | 2Eaiey https://app20.r2d2.lab/well
Network Servi
ervices
I Security 802.1X/MACsec x v
Accounts Client certificate
Auxis device ID RSA-2048 (802.1AR) ~
Events
MaTT CA certificates
R2D2_ClearPass_CA x Clearall  ~
SIP
Reset Enroll
Storage
Stream profiles
ONVIF
Detectors
B Cryptographic policy
Power settings
Power meter Active O
i () After changing policy, we recommend that you go to
Default - OpenSSL - Maintenance and restart the device.
=
=} AKX O oA
80/ g5z A= LS LIt
i4 A AXIS P3265-1V Dome Camera x ar — (m} x
« > C A\ Not secure  172.25.201.161 /ind Y b & @
Properties
MName: EST Example
Version: 3
Serial number: 12
Signature algorithm ID: sha256WithRSAEncryption
Issued by:
Common name (CN): R2D2 EST Signing CA 2
Country (C): SE
State or province (ST): Skane
City or locality (L): Lund
Organization (O): R2D2
Organizational unit (QU): -
Issued to:
Common name (CN): axis-B8A44F6ATEBS
Country (C): SE
State or province (ST): -
City or locality (L): Lund
Organization (O): Axis Communications AB
Organizational unit (QU): -
Issued: 2026-01-28
Valid thru: 2027-01-28
Public key algorithm: RSA Encryption
RSA public key o
Keylength: 2048 bits
Signature
Certificate
PEM format
Close
is XF = O|= A/ Ol
Axis ZtX[of EST2 S2& oIZAMe/LCH
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¥ & AXISP3265-lV Dome Camera X ar - [m] x
&« C A Notsecure  172.25.201.161/camerafindex.html#/system/security * @
AXISa AXIS P3265-LV Dome Camera SNON-GN VO
Active &
Status @) After changing policy, we recommend that you go to

Default - OpenSSL ~ Maintenance and restart the device.
0 Video >
[ Analytics >
|l Audic >

Recordings N
= 9 Network access control and encryption

B Apps ® 802.1X Authorized
® 202.1AE MACSec Not secured
B, System ~

Time and location Authentication method

IEEE 802.1x EAP-TLS / IEEE 802.13e MACsec (Dynamic CAK)  ~

Network

I Security Client certificate (D
AamiE EST Example v
Events CA certificates (D
MQTT No CA certificate selected v
sIF EAP Identity
Storage axis-bBaddf6aTeb8

Stream profiles EAPOL Version ©
ONVIF O
Detectors

Power settings

Power meter

=

Prevent brute-force attacks

[ — =< L = S

SEE ASME GA HEISH MH| A0 Afs o2 gHErE L L.
v Q) Certificate Management X+ — (] X
< c © Notsecure  https://172.25.201.120/onboard/mdps_cert_management.php?type=tls-client b g @ i
arvba ClearPass Onboard T =

L] use this list view to manage certificates. -

@ Quick Help [T Columns
@ onboard @
Canticste Authoriy:
7/ Certificate Authorities
- ‘%\Management and Control ST TR
@ view by Device Filter: |
‘ View by Username
Common Name
#* Usage F=1 axic - 2026-01-28 2027-01-28 =
. 7] axis-BBA44F6ATERS R2D2 EST CA 2 18 tis-client 00 16:26.401:00 00:46:26+01:00 [2=] None
- i Configuration
T Network Settings f=] View certificate Trust Chain [ Export certificate [ Revoke certificate €3 Delete certificate
(3 10S Settings Certificate Information
Windows Applications -
o @ﬂ, PP Certificate Details
= ﬁ} Deployment and Provisioning Details about the certificate and its owner.
«ff configuration Profiles Issued To: (5] axis-BBA4AFGATEBS
@ Provisioning Settings [ X
. valid From: () Wednesday, 28 January 2026, 9:16 AM
@ self-service portal
Valid To: | £¥) Thursday, 28 January 2027, 9:46 AM
Country SE
Locality Lund
Subject:  Organization Axis Communications AB
Common Name axis-BSA44F6A7EBS
DNS axis-BBA44FGA7ERS
Issuer Details
Details about the certificate authority that issued the certificate.
Issued By: [2] R2D2 EST Signing CA 2
Country SE
Locality Lund
s Organization R2D2
“. Configuration Issuer:
Common Name R2D2 EST Signing CA 2
Administration State Skane -
© Copyright 2026 Hewlett Packard Enterprise Development LP ClearPass Onboard 6.11.2.252294 on CLABV platform
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2 HA 2EE - MAC 915

Axis B X| ID Q1= M O ZEF 7|2 AEJOI| A ZHAB}E| IEEE 802.1X2 A28} IEEE 802.1AR 2 H B2
QISHX| Qe Axis X E 2 57| 2|5 MAB(MAC Authentication Bypass)& At2% 4= Q&LIC
802.1X 2 H El0| A uf5}™H ClearPass Policy Manager= Axis & X|2| MAC =AE 0I5t L EQA
BN AE HELL L

MABO| = M| A A2 X| 2t ClearPass Policy Manager 1+ &=H|7t B 5 E QoL Ct 2 2 S /5|
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HPE Aruba Networking ClearPass Policy Manager
B g Y

ClearPass Policy Manager2| M &g A 14
HPE Aruba Networking 7| Bt | EQ|30f C{st &

Q app20 x |+

<« C A intesaker | hips;//172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3006 e % O & i

ClearPass Policy Manager Menu =

© = Dashboard [[] Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
[=] Monitoring i Services - Axis 802.1X Wired - Mac Authentication

Ry Sonfigmation ©  Summary Service Authentication Roles
£} Service Templates & Wizards
Py services|

- % Authentication

i Methods
{3 Sources

= 2 Identity
£ Single Sign-On (S50) Default Profile: [Deny Access Profile]

Use Cached Results: [ Use cached Roles and Posture attributes from previous sessions

Enforcement Palicy [Axis MAC ication Policy v] Add New Enforcement Policy

Enforcement Policy Details

Description

£} Local Users Rules Evaluation Algorithm:  evaluate-all

£¥ Endpoints
= . Conditions Enforcement Profiles
£y Static Host Lists

(Date:Day-of-week Monday, Tuesday, Wednesday, Thursday, Friday)

i (Date:Time-of-Day 09:00:00,17:00:00) Allow_VLAN_203
{¥ Role Mappings (Connection: Client-Mac-vendor Axis Communications AB)

-l posture

{¥Roles

£% Posture Policies

{3 Audit Servers

£x Agentless OnGuard
- & Enforcement

£x Policies

£x Profiles
—| *§- Network

£} Device Groups

£¥ Proxy Targets

{) Event Sources

£ Network Scan
{3 Policy Simulation

€ Back to services = Ex

@© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:57 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Q app20
e

x  +

C A intesaker | hupsy//172.25.201.120/tips/tipsContent.action#tipsAuthSources.action

aruvba

= = 'Dashboard

[=] Monitoring
) x
i, Configuration

£¥ Service Templates & Wizards
{3 Services
-1 & Authentication
£ Methods
!
= Q Identity
{xsingle sign-on (ss0)
£x Local Users
£} Endpoints
£y Static Host Lists
{¥Roles
4} Role Mappings
- i posture
£} Posture Policies
£¥ Audit Servers
£ Agentless OnGuard
- § Enforcement
L% Policies
£x Profiles
=) »4- Network
£) Devices
{3 Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

Ad

© Copyright 2023 Hewlett Packard Enterprise Development LP

ClearPass Policy Manager

Configuration » Authentication » Sources

Authentication Sources

= Add
& Import
2, Export All

An authentication source is the identity store (Active Directory, LDAP directory, etc.) against which users and devices are authenticated.

Filter: [Name ~|[contains v |

# Name s Type

1. O [Admin User Repository] Local SQL DB
s O [Denylist User Repository] Local SQL DB
3. O [Endpoints Repositary] Local SQL DB
4. O [Guest Device Repository] Local SQL DB
5. O [Guest User Repository] Local SQL DB
6. O [Insight Repository] Local SQL DB
7 O [Local User Repository] Local SQL DB
8. O [Onboard Devices Repository] Local SQL DB
9. O [Social Login Repository] Local SQL DB
10 O [Time Sourcel Local SQL DB
i1 O  [Zone cache Repository] HTTP

3] Clear Filter

Authenticate users against Policy Manager admin user database
Denylist database with users who have exceeded bandwidth or session
related limits

Authenticate endpoints against Policy Manager local database
Authenticate guest devices against Policy Manager local database
Authenticate guest users against Policy Manager local database
Insight database with session information for users and devices
Authenticate users against Policy Manager local user database
Authenticate Onboard devices against Policy Manager local database
Authenticate users against Policy Manager social login database
Authorization source for implementing various time functions

Access attributes cached by Context Server Actions in previous sessions .

Showing 1-11 of 11

Oct 31, 2023 09:13:53 UTC

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

aruvba
= = pashboard

2l Monitoring

G -
{44, Configuration

4} Service Templates & Wizards
£¥ Services
1 & Authentication
£ Methods
!
- R Identity
£x Single Sign-0n (550)
4} Local Users
£¥ Endpoints
¥ Static Host Lists
£XRoles
£% Role Mappings
1M posture
£% Posture Policies
£} Audit Servers
£ Agentless OnGuard
- $ enforcement
£¥ Policies
LxProfiles
—| *§- Network
£x Devices
£} Device Groups
£% Proxy Targets
{) Event Sources
£¥ Network Scan
£} Policy Simulation

@ Copyright 2023 Hewlett Packard Enterprise Development LP

Q @pp20 X

ax

< C A Intesaker | hitps://172.25.201.120/tips/tipsContent.action#tipsAddAuthSource.action

ClearPass Policy Manager
Configuration » Authentication » Sources » Add

i Authentication Sources

Gen Static Host Lists ~ Summary

v = o X

e % O & i

Name: [Axis Devices ]

Description: UAC addresses of Axis devices in use

Type: Static Host List ~

use for Authorization: Enable

sthentication Sou

Authorization Sources:

< Back to Authentication Sources

Oct 31, 2023 09:21:23 UTC
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Q app20 x M

& > C A intesaker | httpsy//172.25.201.120/tips/tipsContent.action# e Y O & ¢

| Add Static Host List

Name:

Description:

Host Format: Subnet
Regular Expression
List

Host Type: 1P Address
MAC Address

Host Entries

Address Description

1. O B8-A4-4F-45-B4-E6  Axis Device 1
2. O BB-A4-4F-45-B4-E7  Axis Device 2
3. O BB-A4-4F-45-B4-E8  Axis Device 3

Description:

4

Axis MAC =422 Egfst= §& sAE 220/ Y4 EL/C}.

Q app20 %  + v = a X
& > € A intesaker | hitps//172.25.201.120 tips/tipsContent.action# e % O &
aruba ClearPass Policy Manager Menu ==

Dashboard [ Configuration » Authentication » Sources » Add

[] Monitoring i Authentication Sources
{ﬁ; Configuration @ List "Axis devices" added successfully
£} Service Templates & Wizards
—Generot [ETTITRICEN summary
£} Services
=} & Authentication MAC Address Host Lists: devi Add New Static Host List

S
e [
- 2 Identity

£x Single Sign-On (SS0)
{¥ Local Users
£ Endpoints
{3 Static Host Lists
{XRoles
£% Role Mappings

1=+ Posture
£¥ Posture Policies
£} Audit Servers
£ Agentless OnGuard

= & Enforcement
£¥ Policies
Ly Profiles

| *§- Network
() Devices
£} Device Groups
£¥ Proxy Targets
£ Event Sources

£¥ Network Scan
£¥ Policy Simulation

< Back to Authentication Sources Nex

Administration
@ Copyright 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:20:34 UTC ClearPass Policy Manager 6.11,2.252294 on CLABV (Trial Version) platform
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Q app20 x |+
<« C A Intesaker | httpsy//172.25.201.120tips/tipsContent action#tipsServices action
aruba ClearPass Policy Manager

Configuration » Services

= = 'Dashboard

" Services

Y -
(%, Configuration

£¥ Service Templates & Wizards

This page shows the current list and order of services that ClearPass follows during authentication and authorization.

FeYservices
-1 B Authentication - -
% o Filcer: [Name < eormiais ¥ ] ® Clear Filter
ethods
£ Sources Order . Name
- Q Identity 1 O 1 Axis 802.1X Wired RADIUS
£x single Sign-on (S50) 2 O 2 Axis 802.1X Wired - Mac Authentication RADIUS
{¥ Local Users 3 B Test_Service RADIUS
¥ Endpaints aq 0 a [Policy Manager Admin Network Login Service] TACACS+
£y Static Host Lists : — :
ey 5 O s [AirGroup Authorization Service] RADIUS
Roles
)
£X Role Mappings 6 O s [Aruba Device Access Service] TACACS+
- posture 7 o 7 [Guest Operator Logins] Application
£} Posture Policies 8 O s [Insight Operater Logins] Application
£¥ Audit Servers 9 O o [Device Registration Disconnect] WEBAUTH

= Add
& Import
2, Export All

Wit Count for

Hit Count Status

Template

802.1X Wired
MAC Authentication

802.1X Wired

TACACS+ Enforcement

RADIUS Enforcement ( Generic )
TACACS+ Enforcement

Aruba Application Authentication
Aruba Application Authentication

000000OO0OQCGOQ

‘Web-based Authentication

£ Agentless OnGuard I .
o B Showing 1-9 of 9
£x Policies
£x Profiles

=) »4- Network
£) Devices
{3 Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

Ad
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ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Q app20 x |+
<« C A Intesaker | https://172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%303006
aruba ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

Services - Axis 802.1X Wired - Mac Authentication

= = pashboard

[=] Monitoring

v = o X

e % O & i

e 2 o
R Confiouration H Authentication  Roles  Enforcement
4} Service Templates & Wizards s 802 X Wi — ‘
Name: is. lired - Mac
e
= %Authent\ca(ion Description: o authenticate guest devices based on
heir MAC address.
£ Methods A
£x Sources
-1 R 1dentity Type: MAC Authentication
Status: Disabled

£y Single Sign-on (550)

{¥ Local Users Monitor Mode: () Enable to monitor network access without enforcement

1. | Radius:IETF NAS-Port-Type

£% Posture Policies
£} Audit Servers
£ Agentless OnGuard

Radius:IETF Service-Type

Connection Client-Mac-Address.

bl | £

- $ enforcement

£) Endpoints More Options: (O Authorization () Audit End-hosts () Profile Endpoints [J Accounting Proxy
)Q Static Host Lists -
s Service Rule
Roles
8 Role Mapgliige Matches ANY or ® ALL of the following conditions:
= F Posture OPETotee

BELONGS_TO

Ethernet (15)

BELONGS_TO Login-User (1), Call-Check (10)

EQUALS

7 EF
e

%{Radius:IETF:User-Name}

£¥ Policies
{x Profiles
—| *§- Network

£} Devices
£} Device Groups
£% Proxy Targets
{) Event Sources

£¥ Network Scan

£} Policy Simulation

< Back to Services

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:11 UTC
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Q app20 x | E
<« C A Intesaker | httpsy//172.25.201.120tips/tipsContent action#tipsEditService action%3FcontextData%303006

ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

Services - Axis 802.1X Wired - Mac Authentication

aruba

=" pashboard

[=] Monitoring

- -
{4 Configuration Y summary Service VLRIl Roles Enforcement

£¥ Service Templates & Wizards
I vices]
-1 & Authentication
£ Methods - =0 s
£x Sources i
= Q Identity
£x single Sign-on (S50) .
£x Local Users
£} Endpoints
£y Static Host Lists
{¥Roles
{1 Role Mappings
- i posture
£} Posture Policies
£¥ Audit Servers
£ Agentless OnGuard
- § Enforcement
L% Policies
£x Profiles
=) »4- Network
£) Devices

Authentication Methods: [Allow All MAC AUTH]

[--Select to Add— v

Authentication Sources: Axis Devices [Static Host List]

[-~-Select to Add— ~]

Strip Username Rules:

£% Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

€ Back to Services

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:22:22 UTC

[ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

Add New Authentication Method

Add New Authentication Source
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ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

A A El MAC Q15 0] AfB| 0] Ch3) T4 EIL|CH 8 Axis MAC 32
oA L

Axis Communications= Ct& MAC =2 OUIE At 8L CL

B8:A4:AF:XX:XX: XX

.
o AAICE3EXXXX:XX
e 00:40:8C:XX:XX:XX
Q epp20 X+
<« C A Intesaker | heps;//172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3006
aruvba ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

Services - Axis 802.1X Wired - Mac Authentication
-} i o

yontiomation ©  Summary Service Authentication Roles

_. = Dashboard

[=] Monitoring

S5 Zgol= (0|H0| S 8&) 25 22

v - o X
2w O & i

{2 Service Templates & Wizards
B vices]
-1 & Authentication
£x Methods
£x Sources
-+ 2 Identity
£x single Sign-on (S50)
£¥ Local Users

[O) use cached Roles and Posture attributes from previous sessions

gl oy |

Use Cached Results:

Enforcement Policy: Policy

[Bxis MAC

Description:
Default Profile: [Deny Access Profile]

Rules Evaluation Algorithm: evaluate-all

£} Endpoints o
£y Static Host Lists oncons
(Date:Day-of-Week SELONGS_TO Monday, Tuesday, Wednesday, Thursday, Friday)
£ Roles
i 1 > (Date:Time-of-Day GE 09:00:00,17:00:00)
{¥ Role Mappings 0 (Connection:Client-Mac-Vendor Axis Communications AB)
- i Posture

4} Posture Policies
£x Audit Servers
{3 Agentless OnGuard
- § Enforcement
£x Policies
{x Profiles
=) +4- Network
{x Devices
£% Device Groups
{3 Proxy Targets
{) Event Sources
{¥ Network Scan
{1 Policy Simulation

€ Back to Services
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Enforcement Policy Details

Add New Enforcement Policy

Enforcement Profiles

Allow_VLAN_203

(oo JCooy I sove I Conce ]

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

OfX[ 8 EA O A O] Foff 4 8= H&E ZH 0| AH|A0f Cisf 7+ & & LICt.

37



HPE Aruba Networking

HPE Aruba Networking 2 M| A A 2| X]|

HPE Aruba Networking A2 AL/ X], on page 150 A HE=l HOot 2 H El 71 2|0 = MABE 5| &
S}7| 2|8 HPE Aruba Networking Al A AQ|X|O] GIA| ZE 712 O E E TS A 2.

aaa port-access authenticator 18 tx-period 5aaa port-access authenticator 19 tx-period 5aaa
port-access authenticator 18 max-requests 3aaa port—-access authenticator 19 max-requests 3aaa
port-access authenticator 18 client-1imit laaa port-access authenticator 19 client-1imit laaa
port-access mac-based 18-19aaa port-access 18 auth-order authenticator mac-basedaaa port-
access 19 auth-order authenticator mac-basedaaa port-access 18 auth-priority authenticator
mac-basedaaa port-access 19 auth-priority authenticator mac-based
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