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W niniejszym przewodniku integracji opisano konfiguracje opartg na najlepszych praktykach wykonywang
podczas wdrazania i obstugi urzadzen Axis w sieciach HPE Aruba Networking. Konfiguracja oparta na
najlepszych praktykach wykorzystuje nowoczesne standardy zabezpieczen i protokoty, takie jak EEE 802.1X, IEEE
802.1AR, IEEE 802.1AE i HTTPS.

Odpowiednia automatyzacja integracji sieciowej pomaga zaoszczedzié czas i pienigdze. Eliminuje niepotrzebng
ztozonosc¢ systemu podczas korzystania z aplikacji do zarzgdzania urzgdzeniami Axis w pofgczeniu z
infrastrukturg i aplikacjami HPE Aruba Networking. £3czac urzadzenia i oprogramowanie Axis z infrastrukturg
HPE Aruba Networking, mozna uzyska¢ nastepujgce korzysci:

Eliminacja sieci do przygotowywania urzgdzen minimalizuje ztozonos¢ systemu.
Dodanie automatycznych proceséw wdrazania i zarzagdzania urzgdzeniami pozwala obnizy¢ koszty.
Urzadzenia Axis zapewniajg bezobstugowa kontrole bezpieczenstwa sieci.

Zwigkszone bezpieczenstwo ogolne sieci dzieki wiedzy specjalistycznej firm HPE i Axis.

—

AXISA Hewlett Packard

COMMUNICATIONS Enterprise

Aby zapewni¢ ptynne, zdefiniowane programowo przejscie miedzy sieciami logicznymi w catym procesie
wdrazania, infrastruktura sieciowa musi by¢ przygotowana do bezpiecznej weryfikacji integralnosci urzadzen
Axis przed rozpoczeciem konfiguracji. Przed przystapieniem do konfiguracji potrzebne sg nastepujace elementy:

Doswiadczenie w zarzadzaniu infrastrukturg informatyczng sieci korporacyjnych HPE Aruba Networking,
w tym switchami dostepowymi HPE Aruba Networking oraz oprogramowaniem HPE Aruba Networking
ClearPass Policy Manager.

Znajomos¢ nowoczesnych technik kontroli dostepu do sieci i zasad bezpieczenstwa w sieciach.

Cenna jest rowniez podstawowa wiedza na temat produktéw Axis, ale te informacje s rowniez zawarte
w niniejszym przewodniku.
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Bezpieczne wdrozenie — IEEE 802.1AR/802.1X

Aby obejrze¢ ten film wideo, przejdz do internetowej wersji dokumentu.

Bezpieczne wdrazanie urzqdzeri w sieciach o zerowym zaufaniu za pomocq protokofu IEEE 802.1X/802.1AR

Wstepne uwierzytelnienie

Gdy urzadzenie Axis obstugiwane przez Axis Edge Vault taczy sie z siecig, wykorzystuje certyfikat identyfikatora
urzadzenia Axis |IEEE 802.1AR poprzez kontrole dostepu do sieci IEEE 802.1X w celu uwierzytelnienia sig.

Aby przyznac¢ prawa dostepu do sieci, ClearPass Policy Manager weryfikuje 1D urzadzenia Axis wraz z innymi
identyfikatorami unikalnymi dla urzadzenia. Informacje te, takie jak adres MAC i wersja systemu operacyjnego
AXIS OS urzadzenia, sg wykorzystywane do podejmowania decyzji opartych na zasadach.

Urzadzenie Axis uwierzytelnia si¢ w sieci za pomocg certyfikatu identyfikatora urzadzenia Axis zgodnego ze
standardem IEEE 802.1AR.
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Urzqdzenie Axis uwierzytelnia sie w sieci HPE Aruba Networking za pomocq certyfikatu identyfikatora urzgdzenia Axis zgodnego ze
standardem IEEE 802.1AR.

1 Identyfikator urzqgdzenia axis

2 Uwierzytelnianie sieci IEEE 802.1x EAP-TLS

3 Switch dostepowy (uwierzytelniajgcy)

4 ClearPass Policy Manager
Przygotowanie

Po uwierzytelnieniu urzagdzenie Axis przechodzi do sieci obstugi administracyjnej (VLAN201). Zawiera ona
program AXIS Device Manager, ktdry stuzy do konfiguracji urzadzen, wzmacniania zabezpieczen oraz aktualizacji
systemu operacyjnego AXIS OS. Aby zakonczy¢ obstuge administracyjng urzadzenia, na urzadzenie przesytane sg
nowe, specyficzne dla klienta certyfikaty klasy produkcyjnej dla IEEE 802.1X i HTTPS.
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Po pomysinym uwierzytelnieniu urzqdzenie Axis zostaje przeniesione do sieci obstugi administracyjnej w celu konfiguracji.

1 Switch dostepowy

2 Sieé administracyjna

3 ClearPass Policy Manager

4 Aplikacja do zarzqdzania urzgdzeniami

Sieciowe Srodowisko produkcyjne
Udostepnienie urzadzeniu Axis nowych certyfikatow IEEE 802.1X wyzwala kolejng probe uwierzytelnienia.

ClearPass Policy Manager zweryfikuje nowe certyfikaty i zdecyduje, czy przenie$¢ urzadzenie Axis do sieci
produkcyjnej.
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Po skonfigurowaniu urzgdzenie Axis opuszcza sie¢ obstugi administracyjnej i podejmuje ponownq probe uwierzytelnienia w sieci.

1 Identyfikator urzgdzenia axis

2 Uwierzytelnianie sieci IEEE 802.1x EAP-TLS
3 Switch dostepowy (uwierzytelniajgcy)

4 ClearPass Policy Manager

Po ponownym uwierzytelnieniu urzadzenie Axis przechodzi do sieci produkcyjnej (VLAN 202), gdzie system
zarzadzania materiatem wizyjnym (VMS) nawiazuje z nim potaczenie i rozpoczyna jego obstuge.
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Urzgdzenie Axis uzyskuje prawa dostepu do sieci produkcyjnej.

ﬂ@

Switch dostepowy

Sieciowe srodowisko produkcyjne
ClearPass Policy Manager

System zarzqdzania materiatem wizyjnym

N WN —

Konfigurowanie sieci HPE Aruba Networking
HPE Aruba Networking ClearPass Policy Manager

ClearPass Policy Manager zapewnia opartg na rolach i urzadzeniach bezpieczna kontrole dostepu do sieci dla
loT, BYOD, urzadzen firmowych, pracownikéw, wykonawcow i gosci w ramach infrastruktury przewodowe;j,
bezprzewodowej i VPN wielu dostawcow.

Konfiguracja zaufanej bazy certyfikatow

1. Pobierz specyficzny dla Axis fancuch certyfikatow IEEE 802.1AR ze strony axis.com.

2. Przedlij specyficzne dla urzadzen Axis taficuchy certyfikatow IEEE 802.1AR gtdwnego urzedu certyfikacji i
posredniego urzedu certyfikacji do magazynu zaufanych certyfikatow.

3. Uruchom narzedzie ClearPass Policy Manager, aby uwierzytelnia¢ urzadzenia Axis za posrednictwem
IEEE 802.1X EAP-TLS.

4. W polu uzytkowania wybierz opcje EAP. Certyfikaty s uzywane do uwierzytelniania IEEE 802.1X EAP-

S
Q) CiearPass Policy Manager - Arub X 4
& > C A intesiker | hitps;//172.25.201.120/tips/tipsContent.action# = % O & ¢

| Add Certificate

Val il | Axis_device_ID_Int...e_CA_ECC_1.pem

EAP

-Select to Add— 2
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Przeslij certyfikaty IEEE 802.1AR specyficzne dla firmy Axis do zaufanego magazynu certyfikatow narzedzia ClearPass Policy Manager.

©) Clearpass Policy Manager- Are X 4 = B RS
<« C A Intesaker | hitpsy//172.25.201.120/tips/tipsContent.action#tipsCertTrustListaction 2 % 0O &
ClearPass Policy Manager Menu =
Administration » Certificates » Trust List
g i 5 Add
[ Monitoring Certificate Trust List -
£+, Configuration This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.
&? Administration ©
#* ClearPass Portal Filter: [Subject ~|[contains v|axis device =Bl Go | ClearFilter Show recards
+ & Users and Privileges Subject v Validity Enabled

) il Server Manager

= 1 [0  cn=Axis device ID Root CA RSA,0=Axis Communications AB EAP valid Enabled

+ i External Servers
i Extarndiiiooourits 2 O cN=Axis device ID Root CA ECC,0=Axis Communications AB EAP valid Enabled
- & certificates 3 [ cn=Axis device ID Intermediate CA RSA 2,0=Axis Communications AB EAR valid Enabled
P Certificate Store 4. [0 cn=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB EAP valid Enabled
Pl rust List 5 [ cN=Axis device ID Intermediate CA ECC 2,0=Axis Communications AB EAP Valid Enabled
P Revocation Lists 6 [J Cn=aAxis device ID Intermediate CA ECC 1,0=Axis Communications AB EAP valid Enabled

+ [ IDictionaries
5% Agents and Software Updates iShsnaiecics ullelte. |

7 % Support

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

© Copyright 2022 Hewlett Packard Enterprise Development LP Nov 25, 2022 08:48:50 CET

Zaufany magazyn certyfikatow w narzedziu ClearPass Policy Manager z dotgczonym taricuchem certyfikatow IEEE 802.1AR firmy Axis.

Konfiguracja urzadzenia/grupy sieciowej

1. Dodawanie zaufanych urzadzen dostepu do sieci takich jak switche dostepowe HPE Aruba Networking
do narzgdzia ClearPass Policy Manager. Menedzer zasad ClearPass Policy Manager musi wiedzie¢, ktdre
switche dostepowe w sieci sg uzywane do komunikacji IEEE 802.1X. Uwaga: wspotdzielony sekret
RADIUS musi odpowiada¢ konkretnej konfiguracji switcha IEEE 802.1X

2. Konfiguracja grupy urzadzen sieciowych stuzy do grupowania wielu zaufanych urzgdzen dostepu do
sieci. Grupowanie urzgdzen utatwia konfiguracje zasad.

S

Q) ClearPass Policy Manager - At X =+

&« C A Intesaker | hipe//172.25.201.120/tips/tipsContent.action#tipsNetworkDevices.action = % O &
aruba ClearPass Policy Manager Menu ==

P configuration » Network » Devices
itori ; Add

[£] Monitoring W Network Devices -

) fi = ~ & Import
4%, Configuration © = Export All

£} Service Templates & Wizards & Discovered Devices

£3 Services A Network Access Device (NAD) must belong te the global list of devices in the ClearPass database in order to connect to ClearPass.
+1 84 Authentication
x g[dﬂ”“w Fiter: [Name | [Gontains v IR Go | ClearFitter Show records
=1/ Posture

] B nName . 1P or Subnet Address Device Groups Description

1 $ Enforcement
= - Network | | J

&
£¥ Device Groups
£ Proxy Targets
{3 Event Sources
£3 Network Scan
£3 Policy Simulation

&% Administration °

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:01:17 CET

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

Interfejs zaufanych urzqdzen sieciowych w narzedziu ClearPass Policy Manager.
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Q) Clearpass Policy Manager - Arub X
2 % 0O a

€& > C A Intesiker | hitpsy//172.25.201.120/tips/tipsContent.action#

| Add Device
SNMP Read Settings  SNMP Write Settings  CLI Settings  OnConnect Enforcement _Attributes

Name: SWo4

IP or Subnet Address: 172.25.200.13
(e.g., 192.168.1.10 or 102.168.1.1/24 or 2001:db8:a0b:12f0::1 or 2001:db8:a0b:12f0::1/64)

Description:

4

verify:

RADIUS Shared Secret:

Vendor Name

Enable RADIUS Dynamic Authorization: (]
Enable RadSec: El

[ada J Cancel

Dodawanie switcha dostepowego HPE Aruba Networking jako zaufanego urzgdzenia w narzedziu ClearPass Policy Manager. Uwaga:
wspdtdzielony sekret RADIUS musi odpowiada¢ konkretnej konfiguracji switcha IEEE 802.1X.

() ClearPass Policy Manager - &b X +
&€ = C A Intessker | hitps//172.25.201.120/tips/tipsContent.action# e 4 O &

ClearPass Policy Manager

aruba
Dashboard [] configuration » Network » Devices
H # Add
i Network Devices 2=y
i &, Import
peficnanmstion © 2 Export All
4J Service Templates & Wizards @ Discovered Devices
£y services Device SW04 added
+ B Authentication 3
ol A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
= entity
1 M8 Posture
+ & enforcement Filter: [Name | [contains v ) Clear Filtzr i
= *f«Network B Name . IP or Subnet Address
EedDevices| 2 O swos 172.25.200.13 -
| Copy J [ Export | | Delete

{% Device Groups
{% Proxy Targets
£ Event Sources
43 Network Scan
£ policy Simulation

Showing 1-1 of 1

o
Dec 28, 2022 09:02:33 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

© Copyright 2022 Hewlett Packard Enterprise Development LP

ClearPass Policy Manager ze skonfigurowanym jednym zaufanym urzgdzeniem sieciowym.
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Q) Clearpass Policy Manager - Arub X

& = C A Intesaker | hitpsy/172.25.201.120/tips/tipsContent.action#tipsNADGroups.action

ClearPass Policy Manager

aruba

Dashboard

P configuration » Network » Device Groups

i Network Device Groups
&ﬁmﬁgﬂnﬁnn (o}
£} Service Templates & Wizards
£3 Services
2 gﬂj;f"j:“““"" Fiter: [Nams < [comains v )
& entity
1+ M Posture X
#-$¥ Enforcement
=} Network
% Devices
&
4 Proxy Targets
4 Event Sources
£} Network Scan
£3 Policy Simulation

Device Groups function as a component in service and role mapping rules. Device groups can also be associated with enforcement profiles.

Description

# B Name .

Packard Enterprise Development LP Dec 28, 2022 08:57:07 CET

|_Expont | [ Delete

#7 Administration °
ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

4 Add
& Import
&, Export All

records

Interfejs zaufanych grup urzqdzen sieciowych w narzedziu ClearPass Policy Manager.

Q ClearPass Policy Manager - Arub- x| 4+

€ > C A Intessker | hitps//172.25201.120/tips/tipsContent.action#

| Add New Device Group

reame:

Description: ’Ac:ess Switches

Format: O subnet
O Regular Expression
® List

Available Devices (0) Selected Devices (1)

Filter Filter

SW04[172.25.200.13]

Save Cancel

Dodawanie zaufanego urzqdzenia dostepu do sieci do nowej grupy urzqdzen w narzedziu ClearPass Policy Manager.
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Q) Clearpass Policy Manager - Arub X

€& > C A Intesiker | hitpsy//172.25.201.120/tips/tipsContent.action#

aruba ClearPass Policy Manager

| Dashboard I] configuration » Network » Device Groups
[£] Monitoring  Network Device Groups % Add
[ | & Import

iz; Configuration 2 2 Export All

£} Service Templates & Wizards Device Group "Switches” added successfully

13 Services
=1 B Authentication

#1 R Identity
) Clear Filter Show [20_~] records

=+ i Posture Filter:[Name ~|[ contains ~|(
#-$¥ Enforcement 2 B Name s Format Description
=+ Network i O switches List Access Switches
£% Devices
Eedevice Groups| SRR Export | | Delete

Proxy Targets
y g,

Device Groups function as a component in service and role mapping rules. Device groups can alsa be associated with enforcement profiles.

4 Event Sources
£3 Network Scan
13 Policy Simulation

| #2 Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:05:43 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy Manager ze skonfigurowanq grupg urzqdzen sieciowych, ktdra zawiera jedno lub wiecej zaufanych urzqdzen sieciowych.

Konfiguracja odcisku palca urzadzenia

Urzgdzenie Axis moze, poprzez wykrywanie w sieci, rozsyta¢ unikalne dla siebie informacje, takie jak adres MAC
czy wersja oprogramowania urzgdzenia. Informacje te mozna wykorzystywac do tworzenia i aktualizowania
odcisku palca urzadzenia oraz zarzadzania nim w narzedziu ClearPass Policy Manager. Mozna réwniez przyzna¢
dostep lub go odmowi¢ w zaleznosci od wersji systemu operacyjnego AXIS OS.

1. PrzejdZ do menu Administration > Dictionaries > Device Fingerprints (Administracja > Stowniki >
Odciski palcow urzadzenia).

2. Wybierz istniejgcy odcisk palca urzadzenia lub utwérz nowy.

3. Wprowadz ustawienia odcisku palca urzadzenia.

Q) ClearPass Policy Manager - &b X +

& = C A Intesaker | hitps//172.25.201.120/ip: tent, ipsFings tDicti

Update Device Fingerprints

Category Network Camera =

Family: axis -]

Hame:
Custom Rules- 1 Matches (ALL ) [CDelete Rule
Operator
. Host MAC Vendor contains_all Axis Communications AB
g LLDP System Description not_contains 10.12

. | SNMP System Description not_contains 10.12

=Note: 0 Rule(s) will be deleted Delete Fingerprint i Close |

Konfiguracja odcisku palca urzgdzenia w narzedziu ClearPass Policy Manager. Urzgdzenia Axis z systemem operacyjnym AXIS OS w
wersji innej niz 10.12 nie sq obstugiwane w tym przykfadzie.

10
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Q) Clearpass Policy Manager - Arub- X

€ > C A Intesaker | hupsy/172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action g % O 2

Update Device Fingerprints

Category: Network Camera -]
Family: Axis =]
Name: /AXIS OS version suppor’ ||

‘Custom Rules- 1 Matches (ALL ) [pelete Rule

Operator
. | Host MAC vendor contains_all Axis Communications AB
. | LLDP System Description  contains 10.12

.| SNMP System Description contains 10.12

=Note: 0 Rule(s) will be deleted Update Delete Fingerprint i Close |

Konfiguracja odcisku palca urzgdzenia w narzedziu ClearPass Policy Manager. Urzgdzenia Axis z systemem operacyjnym AXIS OS w
wersji innej niz 10.12 sq obstugiwane w tym przyktadzie.

Informacje o odcisku palca urzadzenia zebranym przez narzedzie ClearPass Policy Manager mozna znalez¢ w
sekcji Punkty kohcowe.

1. Otworz menu Configuration > Identity > Endpoints (Konfiguracja > Tozsamos$¢ > Punkty koncowe).
2. Wybierz urzadzenia, ktore checesz wyswietlic.
3. Kliknij karte Device Fingerprints (Odciski palca urzadzenia).

Uwaga
Protokét SNMP jest domysinie wytgczony w urzagdzeniach Axis i pobierany ze switcha dostgpowego HPE
Aruba Networking.

() ClearPass Policy Manager - &b X +

€ > C A Intesaker | hitps://172.25.201.120/tips/tipsContent.action#tipsEndpoints.action 2 O 2

| Edit Endpoint

m Attributes  Device Fingerprints

MAC Address  BS-A4-4F-30-42-EA 1P Address 172.25.201.233

Description Static IP FALSE
Hostname axis-b8a44fane2ea
Device Category |Network Camera -]
Status O known client
i i
Coipia Device 0S Family [Axis
O pisabled client Device Name [AXIS OS version suppor | ¥

MAC Vendor Axis Communications AB Added At Dec 28, 2022 14:50:45 CET

Added by Policy Manager profiled by Policy Manager
Online Status Not Available Last Profiled At Dec 29, 2022 08:18:23 CET

Connection Type Unknown

Urzqdzenie Axis sprofilowane przez narzedzie ClearPass Policy Manager.

11
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Q) Clearpass Policy Manager - Arub X

& > C A Intesaker | hitpsy/172.25.201.120/tips/tipsContent.action#tipsEndpoints.action 2 % O 2

Edit Endpoint

Endpoint  Attributes [ELENTEREEN T IS

Endpoint Fingerprint Details
CDP Device Description:
DHCP OptionS5: 1.3,6,12,15,28,42,66,119
DHCP Option60: AXIS,Panoramic Camera,P3727-PLE,10.12.130

DHCP Options 53,57,55,12,60,61

Host MAC Vendor: Axis Communications AB

LLDP System Description: = AXIS P3727-PLE Panoramic Camera 10.12.130
SNMP Device Name: axis-bBa44f3042ea

SNMP Device Type Host

SNMP System Description: AXIS P3727-PLE Panoramic Camera 10.12.130

Szczegdtowe odciski palcéw sprofilowanego urzgdzenia Axis. Nalezy pamietaé, Ze protokét SNMP jest domysinie wyfqczony w
urzgdzeniach Axis. Informacje dotyczqce wykrywania specyficzne dla protokotow LLDP, CDP i DHCP sq udostepniane przez urzgdzenie
Axis w domysinym stanie fabrycznym i przekazywane przez switch dostepowy HPE Aruba Networking do narzedzia ClearPass Policy
Manager.

Konfiguracja profilu wykonywania

Za pomocg profilu wykonywania ClearPass Policy Manager moze przypisywac¢ okreslony identyfikator sieci VLAN
do portu dostepu na switchu. Jest to decyzja oparta na zasadach, ktéra ma zastosowanie do urzadzen
sieciowych w grupie urzadzen ,Switche". Wymagana liczba profili wykonywania zalezy od liczby uzywanych
sieci VLAN. Nasza konfiguracja obejmuje trzy sieci VLAN (VLAN 201, 202, 203), ktore odpowiadajg trzem
profilom wykonywania.

Zasady wykonywania mozna skonfigurowac po ustawieniu profili wykonywania dla sieci VLAN. Konfiguracja
zasad wykonywania w ClearPass Policy Manager okre$la, czy urzadzenia Axis uzyskujg dostep do sieci HPE Aruba
Networking w oparciu o cztery przyktadowe profile zasad.

Q) Clearpass Policy Manager - Arub- X 4 v = o X
€& > C A Intesaker | hitps://172.25.201.120/tips/tipsContent p: = Data%3D3004 e % O &
aruba ClearPass Policy Manager Menu =

I Dashboard [] Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201
| 2] Monitoring i Enforcement Profiles - Allow_VLAN_201
&;F""ﬁ”"m““" 2 Profile  Attributes

£3 Service Templates & Wizards

profile:
£3 Services
+ Gy Authentication Name: Allow_VLAN_201
% R Identity Description:
21 i Posture Type: RADIUS
= $ Enforcement E
s Action: Accept
£x Policies
Device Group List: 1. Switches
fedprofies|
1 *4- Network Attributes:

£3 Network Scan

£} Policy simulation

1. | Radius:IETF Session-Timeout = 10800

2. | Radius:IETF Termination-Action = RADIUS-Request (1)
3. | Radius:IETF Tunnel-Type = VLAN (13)

4. | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)

5. | Radius:IETF Tunnel-Private-Group-Id = 201

< Back to Enforcement Profiles Copy
| #2 Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:08:57 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

Przyktadowy profil wykonywania umozliwiajgcy dostep do sieci VLAN 201.
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v - O x
) ClearPass Policy Manager - Arut X+
<« C A Intesaker | hupe//172.25.201.120/tips/tipsContent.action#tipsEditEnforcementPolicy.action%3FcontextData%3D3007 2 % 0O a
ClearPass Palicy Manager L —
P configuration » Enforcement » Policies » Edit - Axis Radius policy
[] Monitoring 4 Enforcement Policies - Axis Radius policy
ickipfenfioumtion 2 m Enforcement  Rules
£3 Service Templates & Wizards
Enforcement:
{3 Services
+ B Authantication Name: Axis Radius policy
#1 R Identity Description:
=1 [ posture Enforcement Type: RADIUS
--§¥ Enforcement
— Default Profile: Allow_VLAN_203
FeYolicies
{% Profiles Rules:
4 Network Rules Evaluation Algorithm: First applicable
Net k S = 4
Ak NE otk Sean Conditions Actions
£3 Pol Si lati 3 m
&4 Polleymuation, (Certificate:1ssuer-CN Axis device ID Intermediate CA)
(Certificate:Issuer-0 Axis Communications AB)
i (Certificate:Subject-0 Axis Communications AB) Ko RN 01
(Certificate:Subject-L Lund)
(Certificate:Subject-C SE)
(Connection:Client-Mac-Address-NoDelim %{Certificate: Subject-serialNumber})
(Certificate:Issuer-CN Production CA Certificate)
2. (Certificate:Subject-CN %{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Autharization: [Endpoints Repository]:Device Name AXIS OS version unsupported)
(Certificate:Issuer-CN Production CA certificate)
3. (Certificate:Subject-CN %q{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_202
{Authorization:[Endpoints Repository]:Device Name AXIS OS version supported)
< Back to Enforcement Policies ES
&7 Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:49:09 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

Konfiguracja zasad wykonywania w ClearPass Policy Manager.
Ponizej wymieniono cztery zasady wykonywania i zwigzane z nimi dziatania:
Odmowa dostepu do sieci

Jesli nie przeprowadzono uwierzytelniania kontroli dostepu do sieci w standardzie |IEEE 802.1X, dost¢p do sieci
nie jest udzielany.

Sie¢ dla gosci (VLAN 203)

Jesli uwierzytelnienie kontroli dostepu IEEE 802.1X nie powiedzie sig, urzagdzenie Axis uzyskuje dostep do
ograniczonej, odizolowanej sieci. Nastepnie nalezy wykona¢ reczng kontrole urzadzenia w celu podjecia decyzji
co do odpowiednich dziatan.

Sie¢ administracyjna (VLAN 201)

Urzadzenie Axis uzyskuje dostep do sieci administracyjnej. Ma to na celu zapewnienie mozliwosci zarzgdzania
urzadzeniami Axis za pomocg AXIS Device Manager i AXIS Device Manager Extend. Umozliwia to réwniez
konfigurowanie urzgdzen Axis za pomocg aktualizacji systemu operacyjnego AXIS OS, certyfikatow klasy
produkeyjnej i innych konfiguracji. ClearPass Policy Manager sprawdza nastepujgce warunki:

®  Wersja systemu operacyjnego AXIS OS urzadzenia.

e Adres MAC urzadzenia jest zgodny ze schematem adresow MAC specyficznym dla dostawcy, z atrybutem
numeru seryjnego certyfikatu identyfikatora urzadzenia Axis.

e  Certyfikat identyfikatora urzadzenia Axis jest weryfikowalny i odpowiada atrybutom specyficznym dla
Axis, takim jak wydawca, organizacja, lokalizacja i kraj.

Sie¢ produkeyjna (VLAN 202)

Urzadzenie Axis uzyskuje prawa dostepu do sieci produkcyjnej, w ktorej bedzie dziatac. Dostep zostaje przyznany
po zakonczeniu dziatan administracyjnych na urzadzeniu z poziomu sieci administracyjnej (VLAN 201). ClearPass
Policy Manager sprawdza nastepujace warunki:

®  Wersja systemu operacyjnego AXIS OS urzadzenia.

e Adres MAC urzadzenia jest zgodny ze schematem adresow MAC specyficznym dla dostawcy, z atrybutem
numeru seryjnego certyfikatu identyfikatora urzadzenia Axis.

e  Certyfikat klasy produkecyjnej mozna zweryfikowa¢ w zaufanym magazynie certyfikatow.
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Konfiguracja metody uwierzytelniania

Metoda uwierzytelniania okresla sposob, w jaki urzadzenie Axis probuje uwierzytelnic sie w sieci. Preferowang
metodg jest IEEE 802.1X EAP-TLS, poniewaz urzadzenia Axis z obstugg Axis Edge Vault majg domysinie wigczong
funkcje IEEE 802.1X EAP-TLS.

Q) CiearPass Policy Manager - Arub X 4

& > C A Intessker | hups//172.25201.120/tips/tipsContent.action#tips action & % O &

| Edit Authentication Method

Name: \Axis EAP TLS

Description: Pefault settings for EAP-TLS

EAP-TLS

Method Details
Session Resumption: Enable

Session Timeout: B Jhours

Authorization Required: O enable

Certificate Comparison:
Verify Certificate using OCSP
Override OCSP URL from Client: (] Enable

OCSP URL:

Interfejs metody uwierzytelniania narzedzia ClearPass Policy Manager, w ktdrym zdefiniowana jest metoda uwierzytelniania EAP-TLS dla
urzqdzen Axis.

Konfiguracja ustug

Na stronie Services (Ustugi) kroki konfiguracji sg potgczone w jedng ustuge, ktora obstuguje uwierzytelnianie i
autoryzacje urzadzen Axis w sieciach HPE Aruba Networking.

S
Q) CiearPass Policy Manager - Arub X 4
& > C A Intesaker | hitps://172.25.201.120/tips/tipsContent wipsEditService.a Data%3D3001 = % O &
aruba ClearPass Policy Manager Menu —
| = Dashboard [ configuration » Services » Edit - Axis 802.1X Wired
e —— i Services - Axis 802.1X Wired
&Cunﬁgnmmn o |f— e PR
43 Service Templates & Wizards o
o Name: is e
= i Description: 0 authenticate users to any wired
B Authantication hetwork via 802.1X.
=& Identity A
= Posture
5 & Enforcement Type: 802.1X Wired
<1 4 Network Status: Enabled
3 Network Scan Monitor Mode: (J Enable to monitor network access without enforcement
£} policy simulation More Options: O Authorization [ posture compliance [ Audit End-hosts [ profile Endpoints (] Accounting Proxy

Service Rule

Matches O ANY or ® ALL of the following conditions:

Operator

1. Radius:IETF NAS-Port-Type EQUALS Ethernet (15) o
. [ ol G Legin-User (1), Framed-User (2),
e S & adn o Authenticate-Only (8)

3. | Click to add...

< Back to Services
| # Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:41:27 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

Tworzenie dedykowanej ustugi Axis ze standardem IEEE 802.1X jako metodq potgczenia.
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=
Q) ClearPass Policy Manager - Ak X =+ a X
<« C A Intesiker | hipe//172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3001 =2 % O &
aruvba ClearPass Palicy Manager Menu ==
= [} configuration » Services » Edit - Axis 802.1X Wired
Elesisiiy i Services - Axis 802.1X Wired
ickipfenfioumtion ©  summary  service Roles  Enforcement
£3 Service Templates & Wizards P —— ——— :
B rices uthentication Methods s Add New Authentication Method
+ & Authentication
#1 R Identity
= M Posture
+ & Enforcement
=1 Network
£3 Network Scan
£3 Policy Simulation [~Selectto Add— ]
Authentication Sources:  [[Endpoints Repository] [Local SQL DB Add New Authentication Source
[--Select to Add— ~]
Strip Username Rules: [ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
Service Certificate. Selectto Add— v View Certificate Details
< Backto services [5ove |

&% Administration °

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:41:41 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

Konfigurowanie utworzonej wczesniej metody uwierzytelniania EAP-TLS dla ustugi.

v - o X
@) ClearPass Policy Manager - &b X 4+
€« C A Intessker | heps://172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3001 e %« O 2
aruba ClearPass Policy Manager Menu ==
= pashboard [} configuration » Services » Edit - Axis 802.1X Wired
 ——— 4 Services - Axis 802.1X Wired
i Cenfiguration Summary  Service  Authentication  Roles
£} Service Templates & Wizards =
_ Use Cached Results: O Use cached Roles and Posture attributes from previous sessions
!
i B Authentication Edfazcamentzeolicy [Axis Radius policy ~] Add New Enforcement Policy
£ Identit,
? i Enforcement Policy Details
=) Posture
+ & Enforcement Pecition;
- Network Default Profile: Allow_VLAN_203
£ Network Scan Rules Evaluation Algorithm: first-applicable
3 policy Simulation
Conditions Enforcement Profiles
(Certificate: Issuer-CN Axis device ID Intermediate CA)
(Certificate:Issuer-o Axis Communications AB)
l < (Cen!ﬁ(ate:subjéct—o Axis Communications AB) Allow_VLAN_201
(Certificate:Subject-L Lund)
(Certificate:Subject-C SE)
(Connection:Client-Mac-Address-NoDelim %{Certificate: Subject-serialNumber})
(Certificate:Issuer-CN Production CA Certificate)
-3 (Certificate:Subject-CN %{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Authorization: [Endpoints Repository): Device Name AXIS 0S version unsupported)
(Certificate:Issuer-CN Production CA certificate)
= (Certificate:Subject-CN %{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_202
(Authorization: [Endpoints Repository]:Device Name AXIS OS version supported)
< Back to services =

&% Administration o|

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 08:51:01 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

Konfigurowanie utworzonych wczesniej zasad wykonywania dla ustugi.
Switch dostepowy HPE Aruba Networking

Urzadzenia Axis sg podfgczane bezposrednio do switchy dostepowych obstugujgcych PoE lub za posrednictwem
kompatybilnych zasilaczy midspan PoE firmy Axis. Aby bezpiecznie wigczy¢ urzagdzenia Axis do sieci HPE Aruba
Networking, switch dostepowy musi by¢ skonfigurowany pod kagtem obstugi komunikacji w standardzie IEEE
802.1X. Urzadzenie Axis przekazuje komunikacje w standardzie |IEEE 802.1x EAP-TLS do narzgdzia ClearPass
Policy Manager, ktdre petni funkcje serwera RADIUS.

Uwaga
Zostafo takze skonfigurowane okresowe ponowne uwierzytelnianie dla urzadzenia Axis trwajgce 300 sekund.
Ma to na celu poprawe ogdlnego bezpieczenstwa dostepu do portu.

Ten przykfad przedstawia konfiguracje globalng oraz konfiguracje portéw dla switchy dostepowych HPE Aruba
Networking.

radius-server host MyRADIUSIPAddress key "MyRADIUSKey"
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aaa authentication port-access eap-radiusaaa port-access authenticator 18-19%aaa port-access
authenticator 18 reauth-period 300aaa port-access authenticator 19 reauth-period 300aaa port-
access authenticator active

Konfiguracja Axis
Urzadzenie sieciowe Axis

Urzadzenia Axis z obstugg funkcji Axis Edge Vault sg produkowane z bezpieczng tozsamoscig urzadzenia
nazywang identyfikatorem urzadzenia Axis. l[dentyfikator urzadzenia Axis jest oparty na miedzynarodowej
normie |IEEE 802.1AR, ktora definiuje metode automatycznej, bezpiecznej identyfikacji urzadzen i podfgczania
ich do sieci za pomocg protokotu |IEEE 802.1X.

o)
il

[ o ) —

oo
oo

Urzgdzenia Axis majq fabryczne certyfikaty identyfikatorow urzqdzenia Axis zgodne z IEEE 802.1AR dla zaufanych ustug identyfikacji
urzqdzen

1 Infrastruktura kluczy (PKI) identyfikatorow urzqdzen Axis
2 ldentyfikator urzqdzenia axis

Chroniony sprzetowo bezpieczny magazyn kluczy dostarczany przez bezpieczny element urzadzenia Axis jest
fabrycznie wyposazony w unikalny dla urzgdzenia certyfikat i odpowiednie klucze (identyfikator urzadzenia
Axis), ktdre globalnie mogg potwierdzi¢ autentycznos¢ urzgdzenia Axis. Axis Product Selector moze pomoc w
okresleniu, ktore urzadzenia Axis obstugujg Axis Edge Vault i identyfikator urzadzenia Axis.

Uwaga
Numer seryjny urzadzenia Axis jest jednoczesnie jego adresem MAC.

AXISa AXIS Q1656 Box Camera ez 0B
% Status
O Video v Certificates
& P1Z " _
Bl Add certificate R
Audio v
Name Type
@ Recordings
% Apps []  Axis device ID ECC-P256 (802.14R) Client-server
8 system A
D Axis device ID RSA-2048 (802.1AR) Client-server
B Date and time
& Network [0 Asis device ID RSA-4096 (802.1AR) Client-server
&) Gemy l [ Axis device ID Intermediate CA ECC 2 A

Magazyn certyfikatow urzqdzenia Axis w domysinym stanie fabrycznym, z identyfikatorem urzqdzenia Axis.

Certyfikat ID urzgdzenia Axis zgodny z IEEE 802.1AR zawiera informacje o numerze seryjnym i inne informacje
specyficzne dla dostawcy. ClearPass Policy Manager analizuje te informacje i podejmuje decyzje o przyznaniu
dostepu do sieci. Ponizsze informacje mozna uzyskac z certyfikatu identyfikatora urzagdzenia Axis.
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IDevID AXiSa

"C":"SE",

"L": "Lund",

"0": "Axis Communications AB",

"CN": "axis-b8a44279511-eccp256-1", %

"serialNumber": "b8a44f279511",
Kraj SE
Lokalizacja Lund
Organizacja wydajgca Axis Communications AB
Nazwa pospolita organizacji wydajacej Certyfikat posredniczacy ID urzgdzenia Axis
Organizacja Axis Communications AB
Nazwa pospolita axis-b8a44f279511-eccp256-1
Numer seryjny b8a44f279511

Nazwa pospolita sktada si¢ z potgczenia nazwy firmy Axis, numeru seryjnego urzadzenia oraz algorytmu
kryptograficznego (ECC P256, RSA 2048, RSA 4096). Poczawszy od wersji AXIS 0S 10.1 (z wrzesnia 2020 r.)
standard |IEEE 802.1X jest domysInie wigczony ze wstepnie skonfigurowanym identyfikatorem urzadzenia Axis.
Umozliwia to urzadzeniu uwierzytelnianie si¢ w sieciach obstugujacych standard IEEE 802.1X.

AXISa AXIS Q1656 Box Camera 05018
& Status . 1EEE 802.1x
Connecting
Ox Video v
Client certificate @ EAPOL Version
@ PTZ
|A><\sdev|ce\D RSA-2048 (802.1AR) ~ ‘ O 1
Audio v O 5
CA certificates (D
@ Recordings @ :
& Apps Use IEEE 802.1x
EAP Identity
8 System A~
axis-b8ad4f27a03a
E¥ Date and time
& network
@ security

Urzqdzenie Axis w domysinej konfiguracji fabrycznej z wigczong obstugq IEEE 802.1X i wstepnie wybranym certyfikatem ID urzgdzenia
AXxis.

AXIS Device Manager

AXIS Device Manager i AXIS Device Manager Extend mogg by¢ uzywane w sieci do konfiguracji i zarzadzania
wieloma urzgdzeniami Axis w ekonomiczny sposob. AXIS Device Manager to aplikacja dziatajgca w systemie
Microsoft Windows®, instalowana lokalnie na komputerze w sieci, natomiast AXIS Device Manager Extend
wykorzystuje infrastrukture chmury do zarzadzania urzgdzeniami w wielu lokalizacjach. Oba te rozwigzania
zapewniajg tatwe konfigurowanie urzadzen i zarzadzanie nimi, w tym:

® |Instalowanie aktualizacji systemu operacyjnego AXIS OS.
e Stosowanie konfiguracji bezpieczenstwa cybernetycznego, takich jak certyfikaty HTTPS i IEEE 802.1X.

* Konfiguracja ustawien specyficznych dla urzadzenia, takich jak ustawienia obrazéw i inne.
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Bezpieczne dzialanie sieci — IEEE 802.1AE MACsec

Aby obejrze¢ ten film wideo, przejdz do internetowej wersji dokumentu.

Szyfrowanie sieci z zerowym zaufaniem za pomocq protokofu IEEE 802.1AE MACsec w warstwie 2

IEEE 802.1AE MACsec (Media Access Control Security) to dobrze zdefiniowany protokot sieciowy, ktory
kryptograficznie zabezpiecza tacza Ethernet typu punkt-punkt w warstwie sieci 2. Zapewnia poufnosc¢ i
integralno$¢ transmisji danych pomigdzy dwoma hostami.

Standard IEEE 802.1AE MACsec opisuje dwa tryby dziatania:

e Recznie konfigurowany tryb klucza PSK [ Static CAK
e Automatyczny tryb sesji gtdwnej [ Dynamic CAK z uzyciem |EEE 802.1X EAP-TLS

Supplicant Authenticator Radius Server

802.1x Authentication

MACSec encrypted

W systemie AXIS OS w wersji 10.1 (wrzesien 2020 roku) i nowszych standard IEEE 802.1X jest domysInie
wigczony dla urzgdzen zgodnych z identyfikatorem urzadzenia Axis. W systemie AXIS OS w wersji 11.8 i
nowszych obstugujemy protokét MACsec z automatycznym trybem dynamicznym przy uzyciu standardu

IEEE 802.1X EAP-TLS, ktory jest domysinie wigczony. Po podtgczeniu urzadzenia Axis z domysinymi wartosciami
fabrycznymi przeprowadzane jest uwierzytelnianie sieci za pomocg IEEE 802.1X, a jesli sie powiedzie,
wyprobowywany jest takze tryb MACsec Dynamic CAK.

AXISa HPE .5

A
> I A
- 49 || I
\ 1! |
| I
|| I
o 1! |
[f\ )| |
% | I
(1) N |
|l |
P e I e |
IL.@.JI e S

EAP + MACsec EAP + MACsec
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Bezpiecznie przechowywany identyfikator urzgdzenia Axis ID (1) - tozsamo$¢ urzadzenia zgodna ze standardem

IEEE 802.1AR - stuzy do uwierzytelniania w sieci (4, 5) za pomoca kontroli dostepu do sieci IEEE 802.1X EAP-TLS
w oparciu o porty (2). W trakcie catej sesji EAP-TLS automatycznie wymieniane sg klucze MACsec, aby ustanowi¢
bezpieczne potgczenie (3), chronigce caty ruch w sieci do urzgdzenia Axis do switcha HPE Aruba Networking.

IEEE 802.1AE MACsec wymaga przygotowan do konfiguracji switcha dostepowego HPE Aruba Networking i
narzedzia ClearPass Policy Manager. Aby to umozliwié, na urzgdzeniu Axis nie jest wymagana zadna
konfiguracja przez EAP-TLS z szyfrowaniem IEEE 802.1AE MACsec.

Jedli switch dostepowy HPE Aruba Networking nie obstuguje szyfrowania MACsec przez EAP-TLS, mozna uzy¢
trybu klucza PSK i skonfigurowaé recznie.

HPE Aruba Networking ClearPass Policy Manager
Role i zasady mapowania rdl

Q app20 x =

& > C A intessker | hips//172.25.201.120/tips/tipsContent.action#tipsRoles.action e A O 2

Dodawanie nazwy roli dla urzqdzen Axis. Nazwa jest nazwq roli dostepu do portu w konfiguracji switcha dostepowego.

19



HPE Aruba Networking

Q app20

[=] Monitoring

Y -
Configuration

{3 Services
-1 & Authentication
£ Methods
£x Sources
= Q Identity
£x single Sign-on (S50)
£x Local Users
£} Endpoints
£y Static Host Lists
£xRoles
!
- il posture
£} Posture Policies
£¥ Audit Servers
£ Agentless OnGuard
- § Enforcement
L% Policies
£x Profiles
=) »4- Network
£) Devices
£% Device Groups
£ Proxy Targets

£x Event Sources
£ Network Scan
¥ Policy Simulation

£¥ Service Templates & Wizards

© Copyright 2023 Hewlett Packard Enterprise Development LP

< C A intesaker | hepsy//172.25.201.120/tips/tipsContent.action#tipsEditRoleMappingPolicy.action%3FcontextData%3D3001

ClearPass Policy Manager

] configuration » Identity » Role Mappings » Edit - Axis Role Mapping

i Role Mappings - Axis Role Mapping

© m ol P

Policy:

policy Name: Axis Role Mapping
Description:

Default Role [Guest]

Mapping Rules:
Rules Evaluation Algorithm: Evaluate all

Conditions

Role Name

1. | (Authentication:Full-Username & axis-00408c)

AxisDevice
2.| (Authentication:Full-Username & axis-acccse) AxisDevice
3. | (Authentication:Full-username axis-bBa44f) AxisDevice

€ Back to Role Mappings

Oct 26, 2023 05:08:20 UTC

[Copy I sove JConcor]

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Dodawanie zasad mapowania rél Axis do utworzonej wczesniej roli urzqdzenia Axis. Spefnienie okreslonych warunkdw jest wymagane,
aby urzqdzenie mogto zosta¢ zmapowane do roli urzqdzenia Axis. Jesli warunki nie zostanq spetnione, urzqgdzenie bedzie czesciq roli

[Guest] (gosd).

Urzadzenia Axis uzywaja domysinie formatu tozsamosci EAP ,axis-numerseryjny”. Numer seryjny urzadzenia

Axis to jego adres MAC. Na przykfad: ,axis-b8a44f45b4e6".

Konfiguracja ustug

Dashboard

[ Monitoring
o -
Fe Configuration

£} Service Templates & Wizards
o
=} & Authentication
£ Methods
£x Sources
= R Identity
£x Single Sign-On (SS0)
4} Local Users
£¥ Endpoints
{3 Static Host Lists
{xRoles
£% Role Mappings
-l posture
£x Posture Policies
£ Audit Servers
£ Agentless OnGuard
- & enforcement
£x Policies
£x Profiles
—| *§- Network
£x Devices
£} Device Groups
£¥ Proxy Targets

{x Event Sources
£ Network Scan
{3 Policy Simulation

@© Copyright 2023 Hewlett Packard Enterprise Development LP

Q app20 x s
< C A intesaker | hpsy//172.25.201.120/tips/tipsContent action#tipsEditService action%3F contextData%3D3001
aruba

ClearPass Policy Manager

Configuration » Services » Edit - Axis 802.1X Wired
Services - Axis 802.1X Wired

Summary Service Authentication Roles Enforcement

Role Mapping Policy: [7ods Fiole Wapping

3 oo

Role Mapping Policy Details

Description:
Default Role [Guest]

Rules Evaluation Algorithm: evaluate-all

Ry
1. (Authentication:Full-Username axis-00408c) AxisDevice
2. (Authentication:Full-Username TH axis-accc8e) AxisDevice
3. (Authentication:Full-Username axis-b8addf) AxisDevice

< Back to Services

Oct 26, 2023 05:09:16 UTC

[Dicovie i Copy I sove I Concer

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Add New Role Mapping Policy
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Dodawanie wczesniej utworzonej zasady mapowania rél Axis do ustugi, ktéra definiuje standard IEEE 802.1X jako metode fgczenia w
przypadku wdrazania urzqdzen Axis.

v = O ox
Q app20 x M
< C A intesaker | hupsy//172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3001 e % O & i
arvba ClearPass Policy Manager Men =
=L pashboard Configuration » Services » Edit - Axis 802.1X Wired
[Z] Monitoring Services - Axis 802.1X Wired
7] i
RigSonfiouation ' Summary Service Authentication Roles
£} Service Templates & Wizards =
Use Cached Results: [ use cached Roles and Posture attributes from previous sessions
oS vices] :
ervices
- B Authentication EDToicamEnt Pollcy [2xis Radius policy v Add New Enforcement Policy
Methods
b Enforcement Policy Details
£x Sources
= @ rdentity Description:
£ Single Sign-0n (SS0) Default Profile: Allow_VLAN_203
£¥ Local Users Rules Evaluation Algorithm: evaluate-all
£} Endpoints
4 Condi ns Enforcement Profiles
£ Static Host Lists
(Certificate:Tssuer-CN TAI Axis device ID Intermediate CA
Rol 9
42 Roles i (Certificate:Issuer-Q = Axis Communications AB)
{¥ Role Mappings " D (Certificate:Subject-0 £ Axis Communications AB) T —
-/ posture ' (Connection: Client-Mac-Address-NoDelim (. S %{Certificate: Subject- - -
4 Posture Policies serialNumber})
3 Audit Servers D (Tips:Role AxisDevice)
{3 Agentless OnGuard | (Certificate:Issuer-CN Production CA)
& (Authorization:[Endpoints Repository]:Device Name = S AXIS OS version
- & Enforcement
2. unsupported) Allow_VLAN_201
£ policies D (Certificate:Subject-CN C INS Production XYZ)
Ly profiles (Tips:Role 5 AxisDevice)
= - Network (Certificate:Issuer-CN Production CA)
£ Devices (Authorization:[Endpoints Repository]: Device Name
d 3. supported) Allow_VLAN_202
£ Device Groups A (Certificate: Subject-CN 5 Production X¥Z)
{x Proxy Targets (Tips:Role EQUALS AxisDevice)

£x Event Sources
£ Network Scan
£ Policy Simulation

< Back to services =3

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:11:50 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Dodawanie nazwy roli Axis jako warunku do istniejgcych definicji zasad.

Profil wykonawczy

Q app20 x (B v - o X
&« C A intesaker | hips://172.25.201.120 tips/tipsContent.action#tipsEditEnforcementProfile.action%3FcontextData%3D3004 e % O &
aruba ClearPass Policy Manager Menu =

. - Dashboard [] Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201

[l Monitoring L Enforcement Profiles - Allow VLAN_201
ry -
RiigGonfioumtion IR rrofie atributes
{} service Templates & Wizards [
rofile:
£y Services
= G Authentication Name: Allow_VLAN_201
£ Methods Description:
¥ Sources Type: RADIUS
- R 1dentit
2 % Action Accept
£y Single Sign-On (SS0)
p— Device Group List: 1. switches
£¥ Endpoints Attributes:
£y Static Host Lists
{¥ Roles . —
. 1. | Radius:IETF Sessien-Timeout = 10800
{3 Role Mappings
- M posture 2. | Radius:IETF Termination-Action = RADIUS-Request (1)
£} Posture Policies 3. | Radius:IETF Tunnel-Type = VLAN (13)
{3 Audit Servers 4. | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)
{} Agentless OnGuard | 5. | Radius:1ETF Tunnel-Private-Group-Id = 201
- Eenforcement 6. | Radius:Aruba Aruba-Ussr-Role = AxisDevice
{xpolicies
p
—| *§- Network
£) Devices

£} Device Groups
£¥ Proxy Targets
£} Event Sources
£¥ Network Scan
£% Policy Simulation

€ Back to Enforcement Profiles =3

o
@© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:13:21 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Dodawanie nazwy roli Axis jako atrybutu do profili wykonywania przypisanych w ustudze wdrazania standardu IEEE 802.1X.
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Switch dostepowy HPE Aruba Networking

Oprocz konfiguracji bezpiecznego wdrazania opisanej w sekcji Switch dostepowy HPE Aruba Networking, on
page 15 zapoznaj si¢ z ponizsza przyktadowa konfiguracja portu dla switcha dostepowego HPE Aruba
Networking, aby skonfigurowa¢ IEEE 802.1AE MACsec.

macsec policymacsec-eapcipher-suite gcm-aes-128
port-access role AxisDeviceassociate macsec-policymacsec-eapauth-mode client-mode

aaa authentication port-access dotlx authenticatormacsecmkacak-length l6enable
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Certyfikaty cyfrowe majg kluczowe znaczenie dla zabezpieczania urzadzen i sieci, ale zarzadzanie nimi moze by¢
skomplikowane i czasochtonne. Certyfikaty tracg waznos¢ i musza by¢ regularnie odnawiane. Bez automatyzacji
proces ten jest powtarzalny i wykonywany recznie, zwtaszcza w przypadku duzych wdrozen lub Srodowisk z
roznymi typami urzadzen.

System operacyjny AXIS 0S 12.9 wprowadza obstuge protokotu Enroliment over Secure Transport (EST), ktory
stuzy do bezpiecznego dostarczania certyfikatow do urzgdzen. Zdefiniowany w RFC 7030 protokét EST jest
opartym na standardach rozwigzaniem zaprojektowanym w celu uproszczenia i automatyzacji petnego cyklu
zycia certyfikatu obejmujgcego:

® Rejestracje - bezpieczne wydawanie nowych certyfikatow dla urzadzen

® (QOdnowienie - automatyczng wymiang wygasajacych certyfikatow

®  Ponowng rejestracje — aktualizacje certyfikatow zgodnie z zasadami IT

EST obstuguje okreslone przez IT zasady dotyczace atrybutow certyfikatdw, takich jak okres waznosci, typ klucza
(RSA/ECC) lub rozmiar klucza, i korzysta wytgcznie z protokotu HTTPS.

Glowne zalety protokoiu EST
* Automatyczna rejestracja, odnawianie i ponowna rejestracja certyfikatow zarzgdzane wedfug zasad
okreslonych przez IT catkowicie eliminujg konieczno$¢ manualnej, czasochtonnej konfiguracji.

e Najnowoczesniejsza, bezpieczna komunikacja wytacznie poprzez protokot HTTPS TLS 1.2/1.3.

e Scentralizowana widoczno$¢/dozor dla zespotow IT.
Oparty na standardach (RFC 7030) i zintegrowany z infrastrukturg IT.

e Skalowalne rozwigzanie dla Internetu rzeczy, sieci korporacyjnych i zarzadzania urzgdzeniami.

Ogo6ling dokumentacje protokotu EST mozna znalez¢é w naszej bazie wiedzy systemu operacyjnego AXIS OS.
Konfiguracja HPE Aruba ClearPass Onboard

Aruba ClearPass Onboard integruje sie z EST w celu bezpiecznej dystrybucji certyfikatdw urzgdzen i zarzgdzania
nimi w zakresie dostepu do sieci. Korzystajgc z protokotu EST, punkty koricowe uwierzytelniajg sie w ClearPass i
rejestrujg sie w celu uzyskania unikalnego certyfikatu za posrednictwem bezpiecznego kanatu TLS, ktory jest
nastepnie wykorzystywany do uwierzytelniania opartego na certyfikacie 802.1X i innych ustug. Zapewnia to
opartg na standardach, zautomatyzowang i niewymagajgcg hasta metode wykonywania zasad bezpiecznego
dostepu w oparciu o tozsamos¢ urzadzenia.

Konfiguracja organu wydajacego certyfikat
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v () Centfficate Authorities x 4+

€ 5 C  ©Notsecure  hstps//172.25.201.120/anboard/mdps_ca_list.php

Menu =

ClearPass Onboard

aruvba

g Guest

[.] Home » Onboard » Certificate Authorities

i Certificate Authorities
@ onboard o

¢1' Devices 7y Create new certificate authority

There are errors with the server certificate configuration that will prevent devices from provisioning er authenticating:
[\ =pp20.r2d2.lab: The ClearPass HTTPS server root certificate is not trusted by Apple. This will cause enrollment over HTTPS ta fail on i0S and iPadOS devices.
app20.r2d2.lab: Self signed ClearPass RADIUS server certificate will cause some models of Android devices to fail to authenticate,

rtificate

- ¥, Management and Control

(@ view by Device § How do I fix this problem?
‘ View by Username
[E=] view by Certificate

@ Usage

\3 Configuration Profiles

' Refresh

5 Provisioning Settings [

Use this list to manage certificate authorities.

Mode

Status

=] Wk Configuration Ty Local Certificate Authority root o Valid 2032-09-29T12:40:04+02:00 http://app20.r2d2.lab/onboard/mdps_ocsp.php/1
. .’rNetwurk Settings This is the default certificate authority.
(3 i0S Settings 'ﬂ R2D2 ClearPass CA root  Valid 2035-07-17T10:24:56+02:00 http://app20.r2d2.lab/enbeard/mdps_ocsp.php/2
& windows Applications {7 R2D2ESTCA1 root  Valid  2035-07-17T10:36:41+02:00 http://app20.r2d2.lab/onboard/mdps_ocsp.ohp/3
= @/ peployment and provisioning ¢ R2D2ESTCA2 root  Valid  2035-07-17T10:57:47+02:00 http://app20.r2d2.lab/onboard/mdps_ocsp.php/4

1

OCSP URL

Showing 1 - 4 of 4

20 rows perpage v

@ self-Service portal

@ Back to Onboard

&4 Back to main

© Copyright 2026 Hewlett Packard Enterprise Development LP

ClearPass Onboard 6.11.2.252294 on CLABV platform

Utwdrz nowy organ wydajqcy certyfikat w ClearPass Onboard.

I 0 "4 - O x |
" [ ] YN r——— TR0 Ml P Ay B
|aruba ClearPass Dnboard = |

i Opabasiid & CRPIRCEIE AT

Certificate Autharities

o Confguration Rrofim
B Foviskening Satlirgs

 I—

[l

Paisal

§ sk 12 Dmbaand

Mgy Bk T2 rmam

1l Enlérgprins Darvniopnad LP

I Hwwiell P

1

i, Creghe Petw CSTRCN0E gty

P oastiasa g s " BE ey snt ek
i et R . i ol v L b "N
H- Wi By Dk
I Wi by Usemams
£ Ve by Cartificaie ) - i
*F g B | mpebey o Ml
I'- CarPjaarangs 4 Wacal Crtilicate Suiharty g of e TN A8 0 Wi R ad' s TR, GO PR S
13 Ntk Sattnga Th ha el nt ortd et
£ 05 Saitingn 4 EIFF ClaarPaus CA e of Ead PER-AR- TR 4 480008 haipc Vel rddl bdonlasd maps._ oo php' T
[ 8 o BODR EEF EA L ] o i bt A RTE TEF R R B appdd r3d T labyorsasrd mdne_acip pRpl
I Daploymant prg Provisioning Jy EIDD ERTCAD r o wand TGP LEa rEeEE. ] bty el rE P S TRADA._DOID prpyd

Showing | - 4 af 4
."l:lli--[*‘ﬂ_f -

ChiaFans Orboand 4.1

CLADY glalfpme=

W ramach utworzonego organu wydajqcego certyfikat definiuje sie typ klucza, rozmiar klucza, okres waznosci i inne parametry.
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v Q) Certificate Authority Settings (F X =+

<« c @ Notsecure  hitps://172.25.201.120/onboard/mdps_ca.php?id=4&mode=edit

ClearPass Onboard
:

|R2D2 ESTCA2 |

Enter a name to identify this certificate authority.

aruvba

Guest

* Name:

i onboard

B corincars uinoriion

- ¥, Management and Control
@ view by Device
‘ View by Username
[E=] view by Certificate
& Usage

- ﬁ‘" Configuration
V“.ﬂ’.’rwetwurk Settings

Description:

A description of the certificate authority.

Mode: Root CA

Certificate Issuing
These options control how certificates are issued by this certificate authority.

Do notinclude OCSP Responder URL v

Select the information about the certificate authority to include in the client certificate.
Mote that when an OCSP URL is provided, clients may need to access this URL in order to determine if the certificate is still valid.

(3 i0S Settings
@3}. Windows Applications

* Authority Info Access:

- 7‘! Deployment and Provisioning
-,3 Configuration Profiles
5 Provisioning Settings

* validity Period:
alidity Period: @ am validity period for clent certificates (in days).
15

* Clock Skew Allowance: .
Amount to pre/post date certificate validity period (in minutes)

@ self-Service portal

Include device information in TLS client certificates
Store information about the device in the subjectAltMame extension of the certificate.
Note: Aruba OS version 6.1 or later is required to enable this feature.

Select the algorithm used to sign issusd certificates.

Subject Alternative Name:

* Digest Algorithm:

Retention Policy

These options control how long to retain certificates after revocation or expiry.

Keep a copy of client certificates

When checked issued certificates will be stored. When unchecked, only metadata about the certificate will be retained.
wasks

The period after which an expired certificate (or 3 rejected request) will be automatically deleted

Leave blank to disable automatic deletion.

Store Certificates:

Maximum Period:

SCEP Server

These options control access to the SCEP server for this CA.

[} Enable access to the SCEP server

Allows this CA to issue tis-client certificates via SCEP <
ClearPass Onboard 6.11.2.252294 on CLABV platform

SCEP Server:

© Copyright 2026 Hewlett Packard Enterprise Development LP

Wtgcz funkcje serwera EST dla utworzonego organu wydajgcego certyfikat. Skonfiguruj metode uwierzytelniania EST, aby uzywa¢é
certyfikatu klienta.

Konfiguracja HPE Aruba ClearPass Policy Manager

Konfiguracja zaufanej bazy certyfikatow

v Q) app20.r2d2.lab x 4+

« G © Notsccure  https//172.25.201.120 tips/tipsContent.action#tipsCert TrustListaction

aruba ClearPass Policy Manager
Administration » Certificates » Trust List

Certificate Trust List

This page displays a list of trusted Certificate Autharities (CA). You can add, view, or delete a certificate.

m Monitoring

2., Configuration

3? Administration S
# ClearPass Portal “ Filter: | Subject | [contains v | Axis Clear Filter records
-1 & Users and Privileges # Usage [
Admin Users
& . L 1. 0  cn=Axis device ID Intermediate CA ECC 1,0=Axis Communications AB EAP, EST valid Enabled -
& Admin Privileges
2. 1 cn=Axis device ID Intermediate CA ECC 2,0=Axis Communications AB EAP, EST Valid Enabled
- i server Manager
#”Server Configuration 3. | 0 cN=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB EAP, EST valid Enabled
& Log Configuration 4. [0 cn=axis device ID Intermediate CA RSA 2,0=Axis Communications AB EAP, EST valid Enabled
#°Local Shared Folders 5. (0 cnN=Axis device ID Root CA ECC,0=Axis Communications AB EAP, EST valid Enabled
#°Licensing 6. | [ CN=Axis device ID Root CA RSA,O=Axis Communications AB EAP, EST valid Enabled
Device Insight
& E 7.| O EAP, EST valid Enabled
- i External Servers
" 8. [ emailaddress= \CN=R2D2 ClearPass CA,0=R2D2,L=Lund,ST=5Skane,C=SE EAP, EST, Others valid Enabled
#° SNMP Trap Receivers
emailAddress= ,CN=R2D2 ClearPass Signing
Syslog Target: b , EST, i
ﬁsyglog :rgert:lt 9 ] W e P i EAP, EST, Others Valid Enabled
slog Export Filters
veleg i P 10. 0  emailaddress= ,CN=R2D2 EST CA 1,0=R2D2,L=Lund,ST=5kane,C=SE EAP, EST, Others valid Enabled
#”Messaging Setup
. il O  emailaddress= ,CN=R2D2 EST CA 2,0=R2D2,L=Lund,ST=Skane,C=5E EAP, EST, Others valid Enabled
#”Endpoint Context Servers
#°File Backup Servers 12. O  emailaddress= CN=R2D2 EST Signing CA 1,0=R2D2,L=Lund,5T=5Skane,C=SE  EAP, EST, Others Valid Enabled
P External Accounts iz 0 emailaddress= ,CN=R2D2 EST Signing CA 2,0=R2D2,L=Lund,ST=Skane,C=SE  EAP, EST, Others valid Enabled -
38 i
& Certificates Showing 1-13 of 13

J° Certificate Store

i o]

& Revocation Lists
-1 || Dictionaries

#°RADIUS

#°RADIUS Dynamic Authorizatic

#° TACACS + Services

& Device Fingerprints

4 Dictionary Attributes
1 G

© Copyright 2023 Hewlett Packard Enterprise Development LP
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ClearPass Policy Manager 6.11.2.252294 on CLABV platform
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Jesli nie zostato to jeszcze zrobione, przeslij certyfikaty IEEE 802.1AR specyficzne dla firmy Axis do zaufanego
magazynu certyfikatow narzedzia ClearPass Policy Manager. Upewnij sig, ze dodano wykorzystanie EST. Sprawdz
to rowniez dla wczesniej utworzonego organu wydajacego certyfikat z ClearPass Onboard.

Konfiguracja zasad wykonywania

Profil wykonywania umozliwia programowi ClearPass Policy Manager przydzielanie okreslonych wykonan do
aplikacji EST. Na przyktad nowe certyfikaty moga by¢ rejestrowane tylko z okreslonych punktéw koncowych lub
tylko w okreslone dni tygodnia.

~ Q) app20r2d2iab x 4 — O X
<« c © Notsecure  hetps://172.25.201.120/tips/tipsContent.action#tipsEnforcementPolicies.action * @
ClearPass Policy Manager Menu ==
Configuration » Enforcement » Policies
Fir Fm Add
[&l Monitoring W Enforcement Policies ;1 °
. mpol
4% Configuration (0] & E)(SDrt Al
1} service Templates & Wizards ClearPass controls network access by evaluating an enforcement policy associated with the service.
{3 Services
=& Authentication Filter: [Nama | contains v ( ] [ Go | Clear Filter Show records
£} Methods
{3 Sources # B Name . Type Description
= i 1. [J  [Admin Network Login Policy] TACACS+ Enforcement policy controlling access to Policy Manager Admin -
Identity gl ok policy 9 Y g
£% Single Sign-0n (550) 2. | O [airGroup Enforcement Policy] RADIUS Enforcement policy controlling access for AirGroup devices
{3 Local Users 3. [J  [aruba Device Access Policy] TACACS+ Enforcement policy controlling access to Aruba device
£ Endpoints 4. | [ Aaxis MAC Authentication Policy RADIUS
1§} Static Host Lists —
5. [J Axis Radius policy RADIUS
1 Roles —
£% Role Mappings 6. [ [Device Registration Disconnect] WEBAUTH Enforcement policy to disconnect devices from network
- posture 7. ) EST enforcement Application
£¥ Posture Policies 8. [0 [Guest Operator Logins] Application Enforcement palicy controlling access to Guest application
4¥ Audit Servers 9. [ [Insight Operator Logins] Application Enforcement policy controlling access to Insight application
£} Agentless OnGuard 10. [J  [sample Allow Access Policy] RADIUS sample policy to allow network access
= G Enforcement 11.| O [Sample Deny Access Policy] RADIUS Sample policy to d twork
5 C ample Deny Access Policy. ample policy to deny network access -
fedpoicios|
1§} Profiles Showing 1-11 of 11
] - Network
{3 Devices
L) Device Groups
£ Proxy Targets
L) Event Sources
£k Network Scan
£ Policy Simulation
© Copyright 2022 Hewlett Packard Enterprise Development LP Jan 28, 2026 08:42:38 CET ClearPass Policy Manager 6.11.2.252294 on CLABV platform

Przeglqd zasad wykonywania w narzedziu ClearPass Policy Manager.
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~ Q) app20r2d2isb x 4 — O X
<« C  © Notsecure  hwtpsy//172.25.201.120 tips/tipsContent.action#tipsEditEnforcementPolicy.action%3F contextData%3D3016 ¢ ®
aruba ClearPass Policy Manager =

Dashboard (] Configuration » Enforcement » Policies » Edit - EST enfarcement

(=] Monitoring 4 Enforcement Policies - EST enforcement

+Ji, Configuration © "9 cEoforcement  Rules
L} Service Templates & Wizards
: Enforcement:
{3 Services
- & Authentication Name: EST enforcement
¥ Methods Description:
{3 Sources Enforcement Type: Application
= Identit
Q Y Default Profile: [Deny Application Access Profile]
£ Single Sign-0n (550)
4% Local Users Rules:
{} Endpoints Rules Evaluation Algorithm: | First applicable
Static Host List:
4 Static Host Lists Conditions Actions
1 Roles "
. (Date:Day-of-Week Monday, Tuesday, Wednesday, Thursday, Friday, o
£} Role Mappings 1. lsaturday, Sunday) [Allow Application Access Profile]
- H posture

£} Posture Policies |
¥ Audit Servers
£} Agentless OnGuard
= § Enforcement
fedpoicios|
{3 Profiles
] 4« Network
{3 Devices
£} Device Groups
LJ Proxy Targets
L) Event Sources
£k Network Scan
£ Policy Simulation

€ Back to Enforcement Policies E3

© Copyright 2022 Hewlett Packard Enterprise Development LP Jan 28, 2026 08:43:37 CET ClearPass Policy Manager 6.11.2.252294 on CLABV platform

W tej przyktadowej zasadzie aplikacja EST jest dozwolona we wszystkie dni tygodnia.

Konfiguracja ustug

v Q) app20r2d2iab x4 — O X
« > C © Notsecure  https://172.25.201.120/tips/tipsContent.action#tipsServices.action * @ i
aruba ClearPass Policy Manager T =
Configuration » Services
[Z] Monitoring ] Services o Add
£ figurati © & Import
miinEonfommtion & Export Al
{¥ service Templates & Wizards This page shows the current list and order of services that ClearPass follows during authentication and autherization.
fo]services
— & Authentication i . = .
Filter:[Name v|[contains v | m Clear Filter Hit Count for [Cument hour v | Show records
£} Methods
{3 Sources # Order . Name Type Tem Count Status
- Q Identity 1 O 1 Axis 802.1X Wired RADIUS 802.1X Wired 0 (] -
£ Single Sign-0n (550) 2 O 2 Axis 802.1X Wired - Mac Authentication RADIUS MAC Authentication 0 Q
4 Local Users 3 0 3 [Policy Manager Admin Network Login Service] TACACS+ TACACS+ Enforcement 0 [x)
4# Endpoints 4 O 4 [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) 0 [=]
1§} static Host Lists
£ Rol 5 O s [Aruba Device Access Service] TACACS+ TACACS+ Enforcement Q [=]
oles
£% Role Mappings [ O s [Guest Operator Logins] Application Aruba Application Authentication 0 [=]
= Posture 7 o 7 [Insight Operator Logins] Application Aruba Application Authentication 0 [
£ Posture Policies 8 O s [Device Registration Disconnect] WEBAUTH web-based Authentication 0 o
43 Audit Servers 9 O o EST Application Aruba Application Authentication 0 (] <

Agentless OnGuard
o Showing 1-9 of 9

- § Enforcement
1J Policies
£y Profiles
| 4 Network
£} Devices
1) Device Groups
£¥ Proxy Targets
£ Event Sources
£ Network Scan
£ Policy Simulation

© Copyright 2023 Hewlett Packard Enterprise Development LP Jan 28, 2026 08:35:09 CET ClearPass Policy Manager 6.11.2.252294 on CLABV platform

Nalezy stworzy¢ dedykowangq ustuge EST.
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v Q) app20.s2d2isb

< c

aruba

Dashboard

[ Menitoring

) =
Fe Y Configuration

L} Service Templates & Wizards
e
-} & Authentication
¥ Methods
£¥ Sources
= Q Identity
£ Single Sign-0n (550)
£¥ Local Users
£¥ Endpoints
£} Static Host Lists
1 Roles
£} Role Mappings
- H posture
£} Posture Policies
¥ Audit Servers
£} Agentless OnGuard
= & Enforcement
L) policies
{3 Profiles
] 4« Network
{3 Devices
£} Device Groups
LJ Proxy Targets
L) Event Sources
£k Network Scan
£ Policy Simulation

+

Services - EST

© Notsecure  hitps://172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3008

ClearPass Policy Manager

Configuration » Services » Edit - EST

Menu =

summary [[EEFE auth Roles
Name: [EST |
Description: uthentication Service for Applications
r A

Type: Aruba Application Authentication

Status: Enabled

Monitor Mode: [l Enable to monitor network access without enforcement

More Options: [ Authorization

Service Rule
Matches ® any or O ALL of the following conditions:
Operator

|| 1. ‘ Name EQUALS EST @

2.

¢ Back to services ["Save |

© Copyright 2022 Hewlett Packard Enterprise Development LP
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ClearPass Policy Manager 6.11.2.252294 on CLABV platform

v Q) app20.r2d2.lab

&« c © Not secure

E] Monitoring
G y
i, Configuration

¥ Service Templates & Wizards
fed Se
1 & Authentication
¥ Methods
) Sourcas
- Q Identity
£} single Sign-0n (550}
4¥ Local Users
£% Endpoints
£ Static Host Lists
£% Roles
4¥ Role Mappings
- M Pasture
4¥ Posture Policies
LJ Audit Servers
£} Agentless OnGuard
- § Enforcement
£ Policies
£ Profiles
] *#« Network
£} Devices
£ Device Groups

ices|

L} Proxy Targets
{3} Event Sources
L Metwork Scan
£ Policy Simulation

Ustuga powinna by¢ skonfigurowana dla aplikacji EST.

+

Services - EST

hittps://172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3008

ClearPass Policy Manager

Configuration » Services » Edit - EST

Menu s

Enforcement Policy Details

Monday, Tuesday, Wednesday, Thursday, Friday,

Summary Service Authentication
Use Cached Results: Use cached Roles and
Enforcement Policy: [EST enforcement
Description:

Default Profile: [Deny Application Access Profile]
Rules Evaluation Algorithm: first-applicable
(Date:Day-of-Week
Saturday, Sunday)
£ Back to Services
(]

Add New Enforcement Policy

Enforcement Profiles

[Allow Application Access Profile]

[oisaie [ Copy [ sove [ Conci |

© Copyright 2023 Hewlett Packard Enterprise Development LP Jan 28, 2026 08:47:35 CET ClearPass Policy Manager 6.11.2.252294 on CLABV platform

Wybierz wezesniej utworzong zasade wykonywania EST.

Konfiguracja Axis

Konfiguracja urzadzenia Axis odbywa sie w dwoch krokach.

1. Ustandw zaufanie z punktem koncowym ClearPass Onboard HTTPS.
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2. Skonfiguruj klienta EST na urzadzeniu Axis.

Konfiguracja zaufanego certyfikatu

v () Centfficate Authorities X+

&« > @ @ Notsecure  hitps://172.25.201.120/onboard/mdps_ca_list.php

Certificate Viewer: app20.r2d2.lab

General ~ Details

Issued To

Common Name (CN) app20.2d21ab
Crganization () R2D2
Organizational Unit (OU)  <Not Part Of Certificate>

Issued By

Common Name (CN) R2D2 ClearPass Signing CA
Organization () R2D2
Organizational Unit (OU)  <Not Part Of Certificate>

Validity Period

Issued On Wednesday, July 16, 2025 at 10:09:31AM
Expires On Thursday, July 16, 2026 at 10:39:31 AM

SHA-256
Fingerprints

Certificate 2fb7855b1779c89¢c700042209dcdc94b20ba8decd 23 1edfTe39a4122d0
8dfed

Public Key 26677c1deb12b5a5ac0bad2ef75881e8d75c8f6cab08205609360debb50
32ec17

Zweryfikuj faricuch certyfikatu z punktu koricowego ClearPass Onboard HTTPS.

v 4 AXSP3265-VDomeCamera X+ = o X
&« > Cc A Notsecure  172.25.201.161/camera/index.html#/system/security b+ g ®
AXIS P3265-LV Dome Camera 9@ A 0@
Status
O Video >
[ Analytics > Certificates (33) ~
| Audic >
+ Add certificate
3 Recordings
B Apps Filter by name Select type to filter ~ ® Srows () 10rows
B, System v
[0 Name Type Secure keystore
Time and location
[0 GlobalSign Root CA - RE cA
Network
I Security [J  Globalsign Roct E46 cA
Accounts [l  Globalsign Root Ra6 ca
Events
[ 15RG Root X1 cA
MQTT
[0 R2D2 ClearPass ca cA
SIP
Storage
Secure keystore
Stream profiles () Trusted Execution Environment (SoC TEE}
ONVIF @ Secure element (CC EAL6+)
Detectors
Power settings
Enrollment over Secure Transport  Beta
Power meter
- vRL ot connete

Przeslij certyfikat CA z punktu koricowego ClearPass Onboard HTTPS do urzqdzenia Axis.
Konfiguracja klienta EST
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¥ & AXISP3265-lV Dome Camera X ar - [m] x
<« c A Notsecure  172.25.201.161/camera/index.html#/system/security 4 ®
AXIS P3265-LV Dome Camera @ oA 0

Status

Secure keystore
0 Video > -

() Trusted Execution Environment (SoC TEE)
D) S b Secure element (CC EALG+)
il Audic >

3 Recordings
Enroliment over Secure Transport  Beta
B Apps

B, System v

Ttz 27 | 2Eaiey https://app20.r2d2.ab/well-known/est/ca:4

Network

Services
I Security 802.1X/MACsec x ~
Accounts Client certificate
Auxis device ID RSA-2048 (802.1AR) v
Events
CA certificates
MarT
R2D2_ClearPass_CA x Clearall ~
SIP
Connect
Storage

Stream profiles
ONVIF

Detectors

Cryptographic policy
Power settings

Power meter Active O
() After changing policy, we recommend that you go to

Default - OpenS5L M Maintenance and restart the device.

Parametr Wartosc¢

Adres URL Adres URL EST mozna znalez¢ w utworzonym
organie wydajgcym certyfikat dla EST w
ClearPass Onboard.

Ustugi Wybierz ustugi, ktdre powinny zosta¢
automatycznie skonfigurowane za pomocg
zarejestrowanego certyfikatu.

Certyfikat klienta Wybierz certyfikat klienta do uwierzytelniania
w serwerze ClearPass Onboard EST. Urzadzenia
z identyfikatorem urzadzenia Axis sg
automatycznie uznawane za zaufane na
potrzeby rejestracji, poniewaz tancuch
certyfikatow IEEE 802.1AR specyficzny dla Axis
zostat dodany do magazynu zaufanych
certyfikatow w ClearPass Policy Manager.

Certyfikaty CA Wybierz certyfikat CA z punktu koricowego
ClearPass Onboard HTTPS, aby urzadzenie Axis
ufato temu punktowi koncowemu.
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¥ & AXISP3265-lV Dome Camera X ar - [m] x
& 5 @  ANotsecure 172.25201.161 find y ity * @ @
AXISa AXIS P3265-LV Dome Camera (OGN VC)
Status
Secure keystore
0 Video >
O Trusted Execution Environment (SoC TEE)
B Srrayis » Secure element (CC EALG+)
|l Audic >
3 Recordings
Enrollment over Secure Transport  Beta
B Apps
B, System v

Time and location https:/fapp20.r2d2.lab/well

Network N
Services
I Security 802.1X/MACsec x v
Accounts Client certificate
Auxis device ID RSA-2048 (802.1AR) ~
Events
CA certificates
MarT
R2D2_ClearPass_CA x Clearall  ~
SIP
Reset Enroll
Storage

Stream profiles

ONVIF
Detectors
B Cryptographic policy
Power settings
Power meter Active O
i () After changing policy, we recommend that you go to
Default - OpenSSL - Maintenance and restart the device.
=
Rejestracja przebiegta pomysinie.
¥ . AXISP3265-lV Dome Camera X + - (] X
& 5 @ ANotsecure 17225201161/ find y y
Properties

MName: EST Example

Version: 3

Serial number: 12

Signature algorithm 1D: sha256WithRSAEncryption

Issued by:
Common name (CN): R2D2 EST Signing CA 2
Country (C): SE
State or province (ST): Skane
City or locality (L): Lund
Organization (Q): R2D2
Organizational unit (OU): -

Issued to:
Common name (CN): axis-B8A44FBATEBS
Country (C): SE
State or province (ST): -
City or locality (L): Lund
Organization (0): Axis Communications AB
Organizational unit (OU): -
Issued: 2026-01-28
Valid thru: 2027-01-28

Public key algorithm: RSA Encryption

RSA public key o
Keylength: 2048 bits

Signature v

Certificate -
PEM format

Certyfikat EST zarejestrowany na urzgdzeniu Axis.
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@ onboard
{3y Certificate Authorities

-2, Management and Control
il View by Device

# Usage

=% configuration
;—m‘-Network Settings
(f+10S Settings
& Windows Applications
- g’ Deployment and Provisioning
-,j Configuration Profiles
@ provisioning Settings
@ self-service portal

%, Configuration

Administration

© Copyright 2026 Hewlett Packard Enterprise Development LP

[ Use this list view to manage certificates.

@ Quick Help [ columns
@
Crticate uthorty:
Certcats ype:

Filter: |

Common Name

2026-01-28
09:16:26+01:00

2027-01-28
090:46:26+01:00

7] axis-BBA44FGATEBS R2D2 EST CA 2 18 tis-client

=] View certificate Trust Chain [} Export certificate [} Revoke certificate €3 Delete certificate

Certificate Infe n

Certificate Details
Details about the certificate and its owner.

| Issued To: 5] axis-B8A44FGATEBS
Valid From: (+) Wednesday, 28 January 2026, 9:16 AM
Valid To: | £¥) Thursday, 28 January 2027, 9:46 AM
Country SE
Logality Lund
Subject: Organization Axis Communications AR

Common Name axis-B8A44FGA7EBS
DNS axis-BBA44F6A7ERS

Issuer Details
Details about the certificate authority that issued the certificate.

Issued By: [} R2D2 EST Signing CA 2
Country SE
Locality Lund
Organization R2D2
Issuer:

Common Name R2D2 EST Signing CA 2

state Skane

[£5] None

¥ & AXISP3265-lV Dome Camera X ar - [m] x
« c A Notsecure  172.25.201.161/camera/index.html#/system/security g ®
AXISa AXIS P3265-LV Dome Camera @ oA 0
Active &
Status @) After changing policy, we recommend that you go to
Default - OpenSSL ™ Maintenance and restart the device,
0 Video >
[ Analytics >
|l Audic >
Exglesotinn 2 Network access control and encryption
B3 A ® 802.1% Authorized
® 302.1AE MACSec Not secured
B, System v
Tz =72 (TEsimn Authentication method
IEEE 802.1x EAP-TLS / IEEE 802.1ae MACsec (Dynamic CAK)  ~ &Fﬂ
Network
I Security Client certificate (®
rerris EST Example v
Events CA certificates (D
MQTT No CA certificate selected 4
SIP EAP Identity
Storage axis-bBaddf6aTeb8
gz el EAPOL Version ®
ONVIF 0102 5
Detectors
Power settings
Power meter
=
Prevent brute-force attacks
Zarejestrowany certyfikat jest automatycznie przydzielany do wczesniej wybranej ustugi.
v () Certificate Management X 4+ — (m]
€ @ © Notsecure  hetps//172.25.201.120/onboard/mdps_cert_management.php?type=tls-client )
aruvba ClearPass Onboard I =

-

ClearPass Onboard 6.11.2.252294 on CLABV platform

Zarejestrowany certyfikat mozna rowniez przejrze¢ w ClearPass Onboard.
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Wdrazanie starszej wersji — uwierzytelnianie MAC

Za pomocg MAC Authentication Bypass (MAB) mozesz wdraza¢ urzgdzenia Axis, ktore nie obstugujg wdrazania
IEEE 802.1AR z certyfikatem identyfikatora urzadzenia Axis i wigczonym IEEE 802.1X z ustawieniami
fabrycznymi. Jesli wdrozenie standardu 802.1X nie powiedzie sig, ClearPass Policy Manager zweryfikuje adres
MAC urzadzenia Axis i przyzna mu dostep do sieci.

MAB wymaga przygotowan do konfiguracji switcha dostepowego i narzedzia ClearPass Policy Manager.
Zezwolenie na uzywanie standardu MAB do wdrozenia nie wymaga konfiguracji urzgdzenia Axis.

HPE Aruba Networking ClearPass Policy Manager
Zasady wykonawcze

Konfiguracja zasad wykonywania w ClearPass Policy Manager okresla, czy urzadzenia Axis uzyskujg dostep do
sieci HPE Aruba Networking w oparciu o dwa przyktadowe warunki zasad.

v - O x
Q app20 x M

&« C A Inte ssker | hetpsy//172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3006 e Y O &

aruba ClearPass Policy Manager menu =

[.] cConfiguration » Services » Edit - Axis 802.1X Wired - Mac Authentication

[ i Services - Axis 802.1X Wired - Mac Authentication

Sy | S | Gmiereinn | imes

Use Cached Results: (O Use cached Roles and Posture attributes from previous sessions

Y -
£ Configuration

{2 Service Templates & Wizards
Py services|
- & Authentication Enfoicament Bllcy: [Axis MAC ication Policy v Add New Enforcement Policy
£% Methods
£ Sources
ST, Description:
£ Single Sign-on (550) Default Profile: [Deny Access Profile]

Enforcement Policy Details

£} Local Users Rules Evaluation Algorithm: evaluate-all
{¥ Endpoints e
(Date:Day-of-Week Monday, Tuesday, Wednesday, Thursday, Friday)
1 (Date:Time-of-Day 09:00:00,17:00:00) Allow_VLAN_203
(Connection: Client-Mac-Vendor Axis Communications AB}

£XRoles
£} Role Mappings
- M posture
£ Posture Policies
£ Audit Servers
£} Agentless onGuard
- & Enforcement
£x policies
Ly profiles
= s Network
£ Devices
¥ Device Groups
£} Proxy Targets
£} Event Sources
£ Network Scan
{3 Policy Simulation

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:57 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Odmowa dostepu do sieci

Jesli urzadzenie Axis nie spetnia skonfigurowanych zasad wykonywania, nie otrzymuje zezwolenia na dostep do
sieci.

Sie¢ dla gosci (VLAN 203)

Urzadzenie Axis uzyska dostep do ograniczonej, odizolowanej sieci, jesli spetnione sg nastepujgce warunki:
® Dzien jest dniem powszednim, od poniedziatku do pigtku.
®  Godzina miesci sie w zakresie od 9:00 do 17:00.

e Dostawca adresu MAC jest zgodny z Axis Communications.

Poniewaz mozliwe jest sfatszowanie adreséw MAC, dostep do zwyktej sieci administracyjnej nie jest
przyznawany. Zalecamy korzystanie z MAB tylko do wst¢pnego wdrozenia i reczne sprawdzanie urzgdzenia w
przysztosci.
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Konfiguracja zrddta

Na stronie Sources (Zrédta) tworzone jest nowe zrodto uwierzytelniania, ktore akceptuje tylko recznie
importowane adresy MAC.

Q =pp20 %

<« C A Intesaker | hitps//172.25.201.120/tips/tipsContent.action#tipsAuthSources.action 2

aruba

Dashboard

[=] Monitoring
) x
., Configuration

4} Service Templates & Wizards
£¥ Services

-1 & Authentication

AL

ClearPass Policy Manager

Configuration » Authentication » Sources

= Add
£, Import
&, Export All

Authentication Sources

An authentication source is the identity store (Active Directory, LDAP directory, etc.) against which users and devices are authenticated.

3Bl Go | ClearFilter

Filter: [Name ~|[contains v |

£¥ Methods
o #® Name . Type
- Q Identity 1. O [Admin User Repository] Local SQL DB Authenticate users against Policy Manager admin user database =
£ Single Sign-On (550) " o ——— . Denylist database with users who have exceeded bandwidth or session
) Local Users N related limits
£ Endpoints 2l O  [Endpoints Repository] Local SQL DB Authenticate endpoints against Policy Manager local database
£} Static Host Lists 4. O [Guest Device Repository] Local SQL DB Authenticate guest devices against Policy Manager local database
{¥Roles 53 O  [Guest User Repository] Local SQL DB Authenticate guest users against Policy Manager local database
{¥Role Mappings 6. O [insight Repositor: Local SQL DB Insight database with session information for users and devices
g p Y. g
= posture o O [Local User Repository] Local SQL DB Authenticate users against Policy Manager local user database
Posture Policies =
gAum carvers 8. O [onboard Devices Repository] Local SQL DB Authenticate Onboard devices against Policy Manager local database
{3 Agentless OnGuard 9. O [Social Login Repository] Local SQL DB Authenticate users against Policy Manager social login database
- $Enforcement 10 O [Time Source] Local SQL DB Authorization source for implementing various time functions
£ Policies 11. U  [zone cache Repository] HTTP Access attributes cached by Context Server Actions in previous sessions -
Profiles
& Showing 1-11 of 11 ote
~| +§- Network
{) Devices
£¥ Device Groups
£% Proxy Targets
£) Event Sources
£% Network Scan
{1 Policy Simulation
Administration
© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:13:53 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
v - O x
Q app20 x s
<« C A Intessker | hips;//172.25.201.120/tips/tipsContent.action#tipsAddAuthSource.action e A O &

aruvba

© = Dashboard

[Z] Monitoring
) =
Fe Configuration

£¥ Service Templates & Wizards
£x Services
=} & Authentication
£ Methods
!
=1 R Identity
£y Single Sign-on (SS0)
4} Local Users
£} Endpoints
£y Static Host Lists
{¥Roles
£¥ Role Mappings
-l posture
£¥ Posture Policies
£¥ Audit Servers
£ Agentless OnGuard
- $ Enforcement
£x Policies
£x Profiles
~| *§- Network
£x Devices
{3 Device Groups
£¥ Proxy Targets
£ Event Sources
£ Network Scan
L% Policy Simulation

Ad n

@ Copyright 2023 Hewlett Packard Enterprise Development LP

ClearPass Paolicy Manager Menu =

Configuration » Authentication » Sources » Add

i Authentication Sources

TR stotcvostuits_summany

Name: [Axis Devices ]
Description: MAC addresses of Axis devices in use.

4
Type: Static Host List v
Use for Authorization: Enabl tion So

Authorization Sources:

< Back to Authentication Sources

[er = I sove Jl Corce |

Oct 31, 2023 09:21:23 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Q app20 x M

& > C A intesaker | httpsy//172.25.201.120/tips/tipsContent.action# e Y O &

| Add Static Host List

|
Name: |Axis devices

Description:

Host Format: Subnet
Regular Expression
List

Host Type: 1P Address
MAC Address

Host Entries

* Address Description

1. O B8-A4-4F-45-B4-E6  Axis Device 1
2. O BB-A4-4F-45-B4-E7  Axis Device 2
3. O BB-A4-4F-45-B4-E8  Axis Device 3

Description:

4

Tworzona jest statyczna lista hostow zawierajgca adresy MAC Axis.

- o X
Q app20 x = &
& > C A intesaker | hps//172.25.201.120/tips/tipsContent.action# e w O &
aruba ClearPass Policy Manager e —
| ashboard ] configuration » Authentication » Sources » Add
B i Authentication Sources
& Configuration @ List "Axis devices" added successfully
¥ Service Templates & Wizards
£} Services
=) & Authentication MAC Address Host Lists: Axis devi Add New Static Host List
S wtiage
FoY Sources] -
[
- R Identity

£x Single Sign-on (SS0)
£¥ Local Users
{X Endpoints
{y Static Host Lists
{XRoles
{2 Role Mappings

- posture
£¥ Posture Policies
{3 Audit Servers
£ Agentless OnGuard

= & Enforcement
£} Palicies
Ly Profiles

—| *§- Network
£x Devices
£} Device Groups
£ Proxy Targets
£ Event Sources

£¥ Network Scan
£ Policy Simulation

2 o T TS

t 2023 Hewlatt Packard Enterprise Development LP Oct 31, 2023 09:20:34 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

#% Administration o

Konfiguracja ustug

Na stronie Services (Ustugi) kroki konfiguracji sg potgczone w jedna ustuge, ktora obstuguje uwierzytelnianie i
autoryzacje urzadzen Axis w sieciach HPE Aruba Networking.
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Q app20 x M

<« C A Intesaker | httpsy//172.25.201.120tips/tipsContent action#tipsServices action

aruvba

Y Dashboard

ClearPass Policy Manager
Configuration » Services

" Services

Y -
(%, Configuration

£¥ Service Templates & Wizards

This page shows the current list and order of services that ClearPass follows during authentication and authorization.

FoY services
-1 B Authentication - -
% o Filcer: [Name < eormiais ¥ ] ® Clear Filter
ethods
£ Sources Order . Name
-~ Q Identity 1 O 1 Axis 802.1X Wired RADIUS
£x single Sign-on (S50) 2 O 2 Axis 802.1X Wired - Mac Authentication RADIUS
£ Local Users 3 0O s Test_Service RADIUS
£ Endpaints aq 0 a [Policy Manager Admin Network Login Service] TACACS+
Static Host Lists
g i 5 O s [AirGroup Authorization Service] RADIUS
Roles
£X Role Mappings 6 O s [Aruba Device Access Service] TACACS+
- posture 7 o 7 [Guest Operator Logins] Application
£} Posture Policies 8 O s [Insight Operater Logins] Application
£¥ Audit Servers 9 O o [Device Registration Disconnect] WEBAUTH

= Add
& Import
2, Export All

Wit Count for

Hit Count Status

Template

802.1X Wired
MAC Authentication

802.1X Wired

TACACS+ Enforcement

RADIUS Enforcement ( Generic )
TACACS+ Enforcement

Aruba Application Authentication
Aruba Application Authentication

000000OO0OQCGOQ

‘Web-based Authentication

£ Agentless OnGuard I .
o B Showing 1-9 of 9
£x Policies
£x Profiles

=) »4- Network
£) Devices
{3 Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

Ad

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:34:53 UTC

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Q app20 x |+

< C A Intesaker | hips://172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3006

ClearPass Policy Manager
Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

Services - Axis 802.1X Wired - Mac Authentication

aruvba

Y pashboard

2l Monitoring

v = o X

e % O & i

e 2 o
R Confiouration H Authentication  Roles  Enforcement
4} Service Templates & Wizards s 802 X Wi — ‘
Name: is. lired - Mac
e
= %Authent\ca(ion Description: [To authenticate guest devices based on
heir MAC address.
£ Methods A
£x Sources
-1 R 1dentity Type: MAC Authentication
Status: Disabled

£x Single Sign-0n (550)

{¥ Local Users Monitor Mode: () Enable to monitor network access without enforcement

1. | Radius:IETF NAS-Port-Type

£% Posture Policies
£} Audit Servers
£ Agentless OnGuard

Radius:IETF Service-Type

Connection Client-Mac-Address.

bl | £

- $ enforcement

£) Endpoints More Options: (O Authorization () Audit End-hosts () Profile Endpoints [J Accounting Proxy
0 Static Host Lists -
s Service Rule
Roles
8 Role Mapgliige Matches ANY or ® ALL of the following conditions:
= F Posture OPETotee

BELONGS_TO

BELONGS_TO

EQUALS

Ethernet (15)

Login-User (1), Call-Check (10)

7 EF
e

%{Radius:IETF:User-Name}

£¥ Policies
{x Profiles
—| *§- Network

£} Devices
£} Device Groups
£% Proxy Targets
{) Event Sources

£¥ Network Scan

£} Policy Simulation

< Back to Services

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:11 UTC
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ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Tworzona jest dedykowana ustuga Axis definiujgca standard MAB jako metode tgcznosci.
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Q app20 x M

<« C A Intesaker | httpsy//172.25.201.120tips/tipsContent action#tipsEditService action%3FcontextData%303006

arvba ClearPass Policy Manager Menu =

Bz Dashboard Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
" Services - Axis 802.1X Wired - Mac Authentication

- -
{4 Configuration Y summary Service VLRIl Roles Enforcement

£¥ Service Templates & Wizards
ot
-1 & Authentication
£ Methods - =0 s
£x Sources i
= Q Identity
£x single Sign-on (S50) .
£x Local Users
£} Endpoints
£y Static Host Lists Authentication Sources:  [Axis Devices [Static Host List]
{¥Roles
{1 Role Mappings
- i posture
£} Posture Policies
£¥ Audit Servers
£ Agentless OnGuard

Authentication Methods: [Allow All MAC AUTH] Add New Authentication Method

[--Select to Add— v

Add New Authentication Source

- & Enforcement [~Select to Add— ~]
Policies =
& Strip Username Rulas: [l Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
£ Profi P P P P p
rofiles
=) »4- Network
£) Devices

£% Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

€ Back to Services able ll Copy Cancel
| Disable i Copy [l Save Jii Cancel |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Dla ustugi zostaje skonfigurowana metoda uwierzytelniania MAC z predefiniowanymi ustawieniami. Ponadto wybierane jest Zrddfo
uwierzytelniania (utworzone wczesniej) zawierajgce liste adresow MAC Axis.

Axis Communications korzysta z nastepujgcych adreséw MAC OUI:
®  B8:A4:4FXXXX:XX
o AA:C8:3E:XXXX:XX
®  (00:40:8C:XX:XX:XX

Q 2pp20 x|+ AR
<« C A Intesaker | hetps://172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3006 2 % O@ :
aruba ClearPass Policy Manager Menu =
"‘: Dashboard Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
e Services - Axis 802.1X Wired - Mac Authentication
= i o
i Sontigumtion ) summary Service Authentication Roles
£} Service Templates & Wizards =
Use Cached Results: [J use cached Roles and Posture attributes from previous sessions
ot
- & Authentication Enforcement Polkcy: [Axis MAC ication Policy 2l Modify | Add New Enforcement Policy
Method:
Khyiotiors Enforcement Policy Details
£} Sources
- Q Identity Description:
£ Single sign-on (S50) Default Profile: [Deny Access Profile]
{¥ Local Users Rules Evaluation Algorithm:  evaluate-all
£¥ Endpoints
Condi ns Enforcement Profiles

{ Static Host Lists

VG Monday, Tuesday, Wednesday, Thursday, Friday)

(Date:Day-of-Week

KX Roles i i 5 (Date:Time-of-Day ANGE 09:00:00,17:00:00) Allow_VLAN_203
{¥ Role Mappings 0 (Connection:Client-Mac-Vendor Axis Communications AB)
- i Posture

4} Posture Policies
£x Audit Servers
{3 Agentless OnGuard
- § Enforcement
£x Policies
{x Profiles
=) +4- Network
{x Devices
£% Device Groups
{3 Proxy Targets
{) Event Sources
{¥ Network Scan
{1 Policy Simulation

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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W ostatnim kroku konfigurowane sq utworzone wczesniej zasady wykonywania dla ustugi.

Switch dostepowy HPE Aruba Networking

Oprocz konfiguracji bezpiecznego wdrazania opisanej w sekcji Switch dostepowy HPE Aruba Networking, on
page 15 zapoznaj sie z ponizsza przyktadowa konfiguracja portu dla switcha dostepowego HPE Aruba
Networking, aby zezwoli¢ na uzywanie standardu MAB.

aaa port-access authenticator 18 tx-period 5aaa port-access authenticator 19 tx-period S5aaa
port-access authenticator 18 max-requests 3aaa port-access authenticator 19 max-requests 3aaa
port-access authenticator 18 client-limit laaa port-access authenticator 19 client-1limit laaa
port-access mac-based 18-19aaa port-access 18 auth-order authenticator mac-basedaaa port-
access 19 auth-order authenticator mac-basedaaa port-access 18 auth-priority authenticator
mac-basedaaa port-access 19 auth-priority authenticator mac-based
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