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Este guia de integracdo descreve as melhores praticas de configuracdo ao incorporar e operar dispositivos Axis
em redes HPE Aruba Networking. A configuragdo usa padrdes e protocolos de sequranca modernos, como |EEE
802.1X, IEEE 802.1AR, IEEE 802.1AE e HTTPS.

Estabelecer a automacdo adequada para integracéo de rede pode poupar tempo e dinheiro. Isso remove a
complexidade desnecessaria do sistema ao usar aplicativos de gerenciamento de dispositivos Axis em conjunto
com os aplicativos e a infraestrutura HPE Aruba Networking. Ao combinar dispositivos e software Axis com uma
infraestrutura HPE Aruba Networking, vocé pode se beneficiar das seguintes maneiras:

® Remover as redes de preparacao de dispositivos minimiza a complexidade do sistema.

* Aadicdo de processos automatizados de integracdo e gerenciamento de dispositivos contribui para a
reducédo de custos.

® Qs dispositivos Axis oferecem controles de sequranca em rede sem intervencdo humana.

*  Maior sequranga em rede por meio da competéncia da Axis e da HPE.

—

AXISA Hewlett Packard

COMMUNICATIONS Enterprise

Para uma transicao suave definida por software entre redes légicas durante todo o processo de integracéo, a
infraestrutura de rede deve estar preparada para verificar com seguranca a integridade dos dispositivos Axis

antes de iniciar a configuracdo. E necessario o sequinte antes de realizar a configuracéo:

e Experiéncia no gerenciamento de infraestruturas de Tl em rede corporativa da HPE Aruba Networking,
incluindo switches de acesso HPE Aruba Networking e o HPE Aruba Networking ClearPass Policy
Manager.

® Conhecimento em técnicas modernas de controle de acesso a rede e politicas de seguranca de rede.

e  Conhecimento prévio basico dos produtos Axis € desejavel, mas também ¢ fornecido ao longo do guia.
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Integracao segura - IEEE 802.1AR/802.1X

Para assistir a este video, va para a versao Web deste documento.

Integragdo segura de dispositivo em redes de confianca zero com IEEE 802.1X/802.1AR

Autenticac¢do inicial
Quando o dispositivo Axis compativel com o Axis Edge Vault é conectado a rede, ele utiliza o certificado de ID do

dispositivo Axis IEEE 802.1AR por meio do controle de acesso a rede IEEE 802.1X para se autenticar.

Para conceder acesso a rede, o ClearPass Policy Manager verifica a ID do dispositivo Axis em conjunto com
outras impressoes digitais especificas do dispositivo. Essas informacdes, como o endereco MAC e a versdo do
AXIS 0OS do dispositivo, sdo utilizadas para tomar uma decisdo baseada nas politicas.

0 dispositivo Axis se autentica na rede usando o certificado de ID do dispositivo Axis compativel com IEEE
802.1AR.
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0 dispositivo Axis é autenticado na rede HPE Aruba Networking usando o certificado de ID do dispositivo Axis compativel com IEEE
802.1AR.

1 ID de dispositivo Axis

2 Autenticacgdo de rede IEEE 802.1x EAP-TLS
3 Switch de acesso (autenticador)

4 ClearPass Policy Manager

Provisionamento

Apos a autenticacéo, o dispositivo Axis passa para a rede de provisionamento (VLAN201). Esta rede contém o
AXIS Device Manager, que realiza a configuracdo do dispositivo, o reforco da sequranca e as atualizacdes do
AXIS 0S. Para concluir o provisionamento do dispositivo, novos certificados de nivel de producédo especificos do
cliente sdo carregados no dispositivo para IEEE 802.1X e HTTPS.
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Apds a autenticacdo bem-sucedida, o dispositivo Axis passa para uma rede de provisionamento para configuragdo.

1 Switch de acesso

2 Rede de provisionamento

3 ClearPass Policy Manager

4 Aplicativo de gerenciamento de dispositivos

Rede de produc¢do
0 provisionamento do dispositivo Axis com novos certificados IEEE 802.1X aciona uma nova tentativa de

autenticacdo. O ClearPass Policy Manager verifica os novos certificados e decide se o dispositivo Axis sera ou
nao movido para a rede de producao.
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Apds a configuracdo, o dispositivo Axis sai da rede de provisionamento e tenta se autenticar novamente na rede.

1 ID de dispositivo Axis

2 Autenticacdo de rede IEEE 802.1x EAP-TLS
3 Switch de acesso (autenticador)

4 ClearPass Policy Manager

Apds a reautenticacio, o dispositivo Axis passa para a rede de producdo (VLAN 202), onde o Sistema de
Gerenciamento de Video (VMS) se conecta ao dispositivo e inicia a operagao.
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O dispositivo Axis recebe acesso a rede de produgdo.

1 Switch de acesso

2 Rede de producdo

3 ClearPass Policy Manager

4 Sistema de gerenciamento de video

Configurag¢do do HPE Aruba Networking

ClearPass Policy Manager do HPE Aruba Networking

0 ClearPass Policy Manager fornece controle de acesso a rede seguro baseado em funcéo e dispositivo para loT,
BYOD, dispositivos corporativos, funcionarios, prestadores de servicos e convidados na infraestrutura de rede
com fio, sem fio e VPN de varios fornecedores.

Configuracao de armazenamento de certificados confiavel

1. Baixe a cadeia de certificados IEEE 802.1AR especifica da Axis em axis.com.

2. Carregue as cadeias de certificados de CA raiz e CA intermediaria IEEE 802.1AR especificas da Axis no
armazenamento de certificados confiaveis.

Ative o ClearPass Policy Manager para autenticar dispositivos Axis via IEEE 802.1X EAP-TLS.

4. Selecione EAP no campo de uso. Os certificados sdo usados para autenticacdo IEEE 802.1X EAP-TLS.

Q) Clearpass Policy Manager - Arub- X+

€& > C A Intesaker | hipsy/172.25.201.120/tips/tipsContent.action® 2 % O a

| Add Certificate

Certificate File: Valjfil | Axis_device_ID_Int...e_CA_ECC_1.pem

Usage: EAP

Remove

—Select to Add— v
Add Certificate Cancel

Carregue os certificados IEEE 802.1AR especificos da Axis para o armazenamento de certificados confidvel do ClearPass Policy Manager.
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v - O x
Q) ClearPass Policy Manager - Ak X =+
A Intesaker | hipsy//172.25.201.120/tips/tipsContent.action#tipsCertTrustList.action 2 2
ps/tips P
aruvba ClearPass Palicy Manager Menu ==
Administration » Certificates » Trust List
s ooz 5 Add
[l Monitoring Certificate Trust List -
£+, Configuration This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.
&3¢ Administration ©
* ClearPass Portal Filter: [ Subject ~|[contains v | axis device =Bl Go | ClearFilter show records
+ &y Users and Privileges Validity Enabled
= i Server Manager " n " — .
= 1 0 cn=Axis device ID Root CA RSA,0=Axis Communications AB EAP valid Enabled
+1 i External Servers
j"’EXterna\ Rerourits 2 O cnN=Axis device ID Root CA ECC,0=Axis Communications AB EAP Valid Enabled
- & Certificates 3 [0 cN=Axis device ID Intermediate CA RSA 2,0=Axis Communications AB EAP Valid Enabled
P Certificate Store 4. [0 cn=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB EAP valid Enabled
P Trust List| 5 [ cN=Axis device ID Intermediate CA ECC 2,0=Axis Communications AB EAP Valid Enabled
&P Revocation Lists 6 [J cn=axis device ID Intermediate CA ECC 1,0=Axis Communications AB EAP valid Enabled
 [/IDictionaries
# % Agents and Software Updates iShsnaiecics ullelate |
%1 % Support
© Copyright 2022 Hewlett Packard Enterprise Development LP Nov 25, 2022 08:48:50 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

0 armazenamento de certificados confidvel no ClearPass Policy Manager com cadeia de certificados IEEE 802.1AR especifica da Axis
incluida.

Configuracéo de dispositivo/grupo de rede

1. Adicione dispositivos de acesso a rede confidveis como switches de acesso do HPE Aruba Networking ao
ClearPass Policy Manager. O ClearPass Policy Manager precisa saber quais switches de acesso na rede
sao usados para comunicacdo |IEEE 802.1X. Observe também que o segredo compartilhado RADIUS
precisa corresponder a configuracdo IEEE 802.1X especifica do switch.

2. Use a configuragdo de grupo de dispositivos de rede para agrupar varios dispositivos de acesso a rede
confiaveis. Agrupar dispositivos facilita a configuracédo de politicas.

& =
ClearPass Policy Manager - At X = = X
<« G A Intessker | htsps//172.25.201.120/tips/tipsContent.action#tipsNetworkDevices.action ® % O &
ClearPass Policy Manager Menu =
P) configuration » Netwark » Devices
[l Monitoring L Network Devices % Add
Te—— < & Import
{5, Configuration © 2 Export Al
£} Service Templates & wizards @ Discovered Devices
2 Services A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.
+ & Authentication
B ﬁme”“w Fiter: [Name [ contains ~| IBRER Go | Clear Fitter Show records
=] Posture
# B Name . 1P or Subnet Address Device Groups Description
+ & Enforcement
=} 8 Network | ) J

%
£ Device Groups
£ Proxy Targets
{% Event Sources
£3 Network Scan
£y Policy Simulation

&% Administration °

@ Copyright 2022 Hewlett Packard Enterprise Development LP

Dec 28, 2022 09:01:17 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

A interface de dispositivos de rede confidveis no ClearPass Policy Manager.
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Q1 Clearpass Policy Manager - Arub: X

€& > C A Intesiker | hitpsy//172.25.201.120/tips/tipsContent.action#

| Add Device

SNMP Read Settings ~ SNMP Write Settings  CLI Settings  OnConnect Enforcement  Attributes

Name:

1P or Subnet Address:

Description:

RADIUS Shared Secret:

TACACS+ Shared Secret:

vendor Name

Enable RADIUS Dynamic Authorization:

Enable RadSec:

SWo4

172.25.200.13

(e.g., 192.168.1.10 or 102.168.1.1/24 or 2001:db8:a0b:12f0::1 or 2001:db8:a0b:12f0::1/64)

A
veity:
a
O

I

[ada J Cancel

Adicione o switch de acesso HPE Aruba Networking como um dispositivo confidvel no ClearPass Policy Manager. Observe que o segredo
compartilhado RADIUS precisa corresponder & configuragdo IEEE 802.1X especifica do switch.

Q) ClearPass Policy Manager- i X | = = B aS
& > C A Intesaker | hipsy/172.25.201.120/tips/tipsContent.action# e % O &
aruba ClearPass Policy Manager Menu ==

Dashboard [] Configuration » Network » Devices
: 4 2
Monitoring | Network Devices i
[ & Import
i, Configuration (c}

&, Export All
& Discovered Devices

£3 Service Templates & Wizards

{3 Services Device SW04 added
=B Authentication 3
P ‘A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearpPass.
= entity
1+ M Posture

i+ $ Enforcement Filter:[Name

=) -4 Network
£ % O swos
£ Device Groups
{3 Proxy Targets
{¥ Event Sources
£3 Network Scan
£ Policy Simulation

e, )

IP or Subnet Address

172.25.200.12

records

Showing 1-1 of 1

| Copy J.-| Export | | Delete

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:02:33 CET

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

O ClearPass Policy Manager com um unico dispositivo de rede confidvel configurado.
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Q) Clearpass Policy Manager - Arub X

& = C A Intesaker | hitpsy/172.25.201.120/tips/tipsContent.action#tipsNADGroups.action

ClearPass Policy Manager

aruba

Dashboard

P configuration » Network » Device Groups

i Network Device Groups
&ﬁmﬁgﬂnﬁnn (o}
£} Service Templates & Wizards
£3 Services
2 gﬂj;f"j:“““"" Fiter: [Nams < [comains v )
& entity
1+ M Posture X
#-$¥ Enforcement
=} Network
% Devices
&
4 Proxy Targets
4 Event Sources
£} Network Scan
£3 Policy Simulation

Device Groups function as a component in service and role mapping rules. Device groups can also be associated with enforcement profiles.

Description

# B Name .

#7 Administration °

Packard Enterprise Development LP

Dec 28, 2022 08:57:07 CET

ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

4 Add
& Import
&, Export All

records

|_Expont | [ Delete

A interface de grupos de dispositivos de rede confidveis no ClearPass Policy Manager.

(O ClearPass Policy Manager - Ak X +

€ > C A Intesaker | hitps://172.25.201.120/tipsftipsContent.action#

| Add New Device Group

‘
reame:

Description: ’Ac:e;s Switches

Format: O Subnet
O Regular Expression
® List

Available Devices (0) Selected Devices (1)

Filter Filter

SW04 [172.25 200 13]

Adicione um dispositivo de acesso d rede confidvel a um novo grupo de dispositivos no ClearPass Policy Manager.
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Q) Clearpass Policy Manager - Arub X

€& > C A Intesiker | hitpsy//172.25.201.120/tips/tipsContent.action#
aruba ClearPass Policy Manager Menu =
| Dashboard I] configuration » Network » Device Groups

Network Device Groups z?rf\iort
& fanfourotion @ &, Export All
Device Group "Switches" added successfully

£} Service Templates & Wizards
13 Services
=1 B Authentication

#1 R Identity
) Clear Filter Show [20_~] records

=+ [ posture Filter:[Name ~][contains +|(
#-$¥ Enforcement 2 B Name s Format Description
=+ Network i O switches List Access Switches
£X Devices
Eedevice Groups| SR fiExportiglBocie )
4 Proxy Targets
4 Event Sources
£3 Network Scan
£3 Policy Simulation

Device Groups function as a component in service and role mapping rules. Device groups can alsa be associated with enforcement profiles.

| #2 Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:05:43 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

0 ClearPass Policy Manager com um grupo de dispositivos de rede configurado, que inclui um ou mais dispositivos de rede confidveis.

Configuracao de impressao digital do dispositivo

0O dispositivo Axis pode, por meio da descoberta de rede, distribuir informacdes especificas do dispositivo, como
o endereco MAC e a versdo do software do dispositivo. Vocé pode usar essas informacdes para criar, atualizar ou
gerenciar uma impressao digital do dispositivo no ClearPass Policy Manager. Vocé também pode conceder ou
negar acesso com base na versdo do AXIS OS.

1. Va para Administration > Dictionaries > Device Fingerprints (Administracdo > Dicionarios >
Impressdes digitais de dispositivos).

2. Selecione uma impressao digital de dispositivo existente ou crie uma nova impressao digital de
dispositivo.

3. Defina as configuracdes de impressao digital do dispositivo.

Q) ClearPass Policy Manager - Arub X 4

& > C A Intesaker | hitpsy//172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action

Update Device Fingerprints

category:
Family: Axis -
e
‘Custom Rules- 1 Matches (ALL ) [pelete Rule
Operator
3 Host MAC Vendor contains_all Axis Communications AB
.| LLDP System Description  not_contains 10.12

.| SNMP System Description not_contains 10.12

=Mote: 0 Rule(s) will be deleted Update Jll Delete Fingerprint I Close |

A configuragdo da impressdo digital do dispositivo no ClearPass Policy Manager. Os dispositivos Axis que executam versées do AXIS 0S
diferentes da 10.12 ndo sdo suportados neste exemplo.

10
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Q) Clearpass Policy Manager - Arub- X

€ > C A Intesaker | hupsy/172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action g % O 2

Update Device Fingerprints

Category: Network Camera -]
Family: Axis =]
Name: /AXIS OS version suppor’ ||

‘Custom Rules- 1 Matches (ALL ) [pelete Rule

Operator
. | Host MAC vendor contains_all Axis Communications AB
. | LLDP System Description  contains 10.12

.| SNMP System Description contains 10.12

=Note: 0 Rule(s) will be deleted Update Delete Fingerprint i Close |

A configuragdo da impressdo digital do dispositivo no ClearPass Policy Manager. Os dispositivos Axis que executam versées do AXIS 0S
diferentes da 10.12 sdo suportados neste exemplo.

As informacdes sobre a impressdo digital do dispositivo coletada pelo ClearPass Manager estdo na secdo
Endpoints.

1. Va para Configuration > Identity > Endpoints (Configuracdo > Identidade > Endpoints).
2. Selecione o dispositivo que deseja visualizar.
3. Clique na guia Device Fingerprints (Impressdes digitais de dispositivos).

Observacao

O SNMP ¢ desativado por padrdo em dispositivos Axis e coletado do switch de acesso do HPE Aruba
Networking.

() ClearPass Policy Manager - &b X +

€ > C A Intesaker | hitps://172.25.201.120/tips/tipsContent.action#tipsEndpoints.action 2 O 2

| Edit Endpoint

m Attributes  Device Fingerprints

MAC Address  BS-A4-4F-30-42-EA 1P Address 172.25.201.233

Description Static IP FALSE
Hostname axis-b8a44fane2ea
Device Category |Network Camera -]
Status O known client
i i
Coipia Device 0S Family [Axis
O pisabled client Device Name [AXIS OS version suppor | ¥

MAC Vendor Axis Communications AB Added At Dec 28, 2022 14:50:45 CET

Added by Policy Manager profiled by Policy Manager
Online Status Not Available Last Profiled At Dec 29, 2022 08:18:23 CET

Connection Type Unknown

Um dispositivo Axis com perfil criado pelo ClearPass Policy Manager.

11
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Q) Clearpass Policy Manager - Arub X

& > C A Intesaker | hitpsy/172.25.201.120/tips/tipsContent.action#tipsEndpoints.action 2 % O 2

Edit Endpoint

Endpoint  Attributes [ELENTEREEN T IS

Endpoint Fingerprint Details
CDP Davice Description:
DHCP Option55: 1,3,6,12,15,28,42,66,119
DHCP Option60: AXIS,Panoramic Camera,P3727-PLE,10.12.120
DHCP Options 53,57,55,12,60,61
Host MAC Vendor: Axis Communications AB
LLDP System Description: = AXIS P3727-PLE Panoramic Camera 10.12.130
SNMP Device Name: axis-bBa44f3042ea
SNMP Device Type Host

SNMP System Description: AXIS P3727-PLE Panoramic Camera 10.12.130

As impressoes digitais detalhadas de um dispositivo Axis com perfil estabelecido. Observe que o SNMP estd desativado por padrdo nos
dispositivos Axis. As informacdes de descoberta especificas de LLDP, CDP e DHCP sdo compartilhadas pelo dispositivo Axis no estado
padrdo de fdbrica e sdo retransmitidas pelo switch de acesso HPE Aruba Networking para o ClearPass Policy Manager.

Configuracao do perfil de imposicdo

0O Perfil de imposicao permite que o ClearPass Policy Manager atribua um ID de VLAN especifico a uma porta de
acesso no switch. Esta € uma decisdo baseada em politica que se aplica aos dispositivos de rede no grupo de
dispositivos "Switches". O numero necessario de perfis de imposicdo depende do numero de VLANsS em uso.
Nossa configuragdo possui trés VLANs (VLAN 201, 202, 203), que correspondem a trés perfis de imposicéo.

Depois que os perfis de imposicdo da VLAN forem configurados, a politica de imposicdo propriamente dita
podera ser configurada. A configuracdo da politica de imposicdo no ClearPass Policy Manager define se os
dispositivos Axis recebem acesso as redes que usam HPE Aruba Networking com base em quatro exemplos de
perfis de politica.

Q) CiearPass Policy Manager - Arub X 4 v — o x
& > C A Intesaker | hitps://172.25.201.120/tips/tipsContent W#tipsEditEr F Data%3D3004 = % O &
aruba ClearPass Policy Manager Menu =

I Dashboard [} Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201
| 2] Monitoring ] Enforcement Profiles - Allow_VLAN_201
Rilpfasbanstion 2 Profile Attributes

£3 Service Templates & Wizards

Profile:
£3 Services
1By Authentication Name: Allow_VLAN_201
= R Identity Description:
=B Posture Type: RADIUS
= $ Enforcement E
d Action: Accept
L3 Policies
Device Group List: 1. Switches
fedprofilcs]
41 4 Network Attributes:

£3 Network Scan

3 Policy Simulation

1. | Radius:IETF Session-Timeout = 10800

2. | Radius:IETF Termination-Action 5 RADIUS-Request (1)
3. | Radius:IETF Tunnel-Type = VLAN (13)

4. | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)

5. | Radius:IETF Tunnel-Private-Group-Id = 201

Back to Enforcement Profiles Co Save Cancel
Py

| # Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:08:57 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

Um exemplo de perfil de imposicdo para permitir acesso a VLAN 201.

12
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v - O x
Q) ClearPass Policy Manager - Ak X +
<« C A Intesaker | hupe//172.25.201.120/tips/tipsContent.action#tipsEditEnforcementPolicy.action%3FcontextData%3D3007 2 % 0O a
ClearPass Palicy Manager L —
P configuration » Enforcement » Policies » Edit - Axis Radius policy
[] Monitoring i Enforcement Policies - Axis Radius policy
ickipfenfioumtion 2 _m Enforcement  Rules
£3 Service Templates & Wizards
Enforcement:
{3 Services
+ B Authantication Name: Axis Radius policy
#1 R Identity Description:
=1 [ posture Enforcement Type: RADIUS
--§¥ Enforcement
— Default Profile: Allow_VLAN_203
Feyrolicies
{% Profiles Rules:
4 Network Rules Evaluation Algorithm: First applicable
Net k S = 4
Ak NE otk Sean Conditions Actions
£3 Pol Si lati 3 m
A Pollcy Simulation (Certificate:1ssuer-CN Axis device ID Intermediate CA)
(Certificate:Issuer-0 Axis Communications AB)
(Certificate:Subject-0 Axis C icati AB)
i (Certificate:Subjec xis Communications AB) Ko RN 01
(Certificate:Subject-L Lund)
(Certificate:Subject-C SE)
(Connection:Client-Mac-Address-NoDelim %{Certificate: Subject-serialNumber})
(Certificate:Issuer-CN Production CA Certificate)
2. (Certificate:Subject-CN %{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Autharization: [Endpoints Repository]:Device Name AXIS OS version unsupported)
(Certificate:Issuer-CN Production CA certificate)
3. (Certificate:Subject-CN %q{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_202
{Authorization:[Endpoints Repository]:Device Name AXIS OS version supported)
< Back to Enforcement Policies ES
&% Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:49:09 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

A configuracdo da politica de imposi¢do no ClearPass Policy Manager.

As quatro politicas de imposicdo e suas aces sdo:

Acesso a rede negado

0 acesso a rede € negado quando a autenticacdo de controle de acesso a rede IEEE 802.1X ndo € executada.
Rede de convidados (VLAN 203)

0O dispositivo Axis tera acesso a uma rede limitada e isolada se a autenticacdo de controle de acesso a rede IEEE
802.1X falhar. E necessaria uma inspecao manual do dispositivo para determinar as acdes apropriadas.

Rede de provisionamento (VLAN 201)

0O dispositivo Axis recebe acesso a uma rede de provisionamento. O objetivo € fornecer recursos de
gerenciamento de dispositivos Axis via AXIS Device Manager e AXIS Device Manager Extend. 1sso também
permite configurar dispositivos Axis com atualizacdes do AXIS OS, certificados de nivel de producdo e outras
configuracdes. As seguintes condicdes sdo verificadas pelo ClearPass Policy Manager:

* Aversdo do AXIS OS do dispositivo.

® 0 endereco MAC do dispositivo corresponde ao esquema de enderecos MAC especifico do fornecedor,
com o atributo de nimero de série do certificado de ID do dispositivo Axis.

e QO certificado de ID do dispositivo Axis € verificavel e corresponde aos atributos especificos da Axis, como
emissor, organizacao, local e pais.

Rede de producgdo (VLAN 202)

0O dispositivo Axis recebe acesso a rede de producdo na qual vai operar. O acesso € concedido apds a conclusio
do provisionamento do dispositivo de dentro da rede de provisionamento (VLAN 201). As sequintes condicées
sdo verificadas pelo ClearPass Policy Manager:

e  Aversdo do AXIS OS do dispositivo.

e 0 endereco MAC do dispositivo corresponde ao esquema de enderecos MAC especifico do fornecedor,
com o atributo de numero de série do certificado de ID do dispositivo Axis.

® QO certificado de nivel de producdo pode ser verificado pelo armazenamento de certificados confiavel.
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Configuracdo do método de autenticacdo

0 método de autenticacdo define como um dispositivo Axis tenta se autenticar na rede. O método preferencial ¢
IEEE 802.1X EAP-TLS, ja que os dispositivos Axis com Axis Edge Vault sdo fornecidos com IEEE 802.1X EAP-TLS
habilitado por padrao.

() ClearPass Policy Manager - &b X +

& > C A Intessker | htps//172.25.201.120/tip ntentaction#tip action e % O &

| Edit Authentication Method

Name: \Axis EAP TLS

Description: pefault settings for EAP-TLS

EAP-TLS

Method Details
Session Resumption: Enable

Session Timeout: F— Jhours

Authorization Required: [ enable
Certificate Comparison:
Verfy Certificate using OCSP

Override OCSP URL from Client: (] Enable

OCSP URL:

A interface do método de autenticagdo do ClearPass Policy Manager, em que o método de autenticagio EAP-TLS para dispositivos Axis é
definido.

Configuracao do servico

Na pagina Services (Servicos), as etapas de configuragdo sdo combinadas em um Unico servico, que lida com a
autenticacdo e a autorizacdo de dispositivos Axis em redes HPE Aruba Networking.

S
Q) CiearPass Policy Manager - Arub X 4
& > C A Intesaker | hitps://172.25.201.120/tips/tipsContent wipsEditService.a Data%3D3001 = % O &
aruba ClearPass Policy Manager Menu —
| = Dashboard [ configuration » Services » Edit - Axis 802.1X Wired
e —— i Services - Axis 802.1X Wired
&Cunﬁgnmmn o |f— e PR
43 Service Templates & Wizards o
o Name: is e
= i Description: 0 authenticate users to any wired
B Authantication hetwork via 802.1X.
=& Identity A
= Posture
5 & Enforcement Type: 802.1X Wired
<1 4 Network Status: Enabled
3 Network Scan Monitor Mode: (J Enable to monitor network access without enforcement
£} policy simulation More Options: O Authorization [ posture compliance [ Audit End-hosts [ profile Endpoints (] Accounting Proxy

Service Rule

Matches O ANY or ® ALL of the following conditions:

Operator

1. Radius:IETF NAS-Port-Type EQUALS Ethernet (15) o
. [ ol G Legin-User (1), Framed-User (2),
e S & adn o Authenticate-Only (8)

3. | Click to add...

< Back to Services
| # Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:41:27 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

Um servico Axis dedicado é criado, com IEEE 802.1X como método de conexdo.
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b - a X
Q) ClearPass Policy Manager - Ak X =+

<« C A Intesiker | hipe//172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3001

aruvba ClearPass Palicy Manager Menu ==

[] cConfiguration » Services » Edit - Axis 802.1X Wired

[Z] Monitoring i Services - Axis 802.1X Wired

y Configuration ' summary service Uil Roles  Enforcement

£} Service Templates & Wizards e ——
2 uthentication Methods: s Add New Authentication Method
-
+ & Authentication
#1 R Identity
= M Posture

+ & Enforcement
=1 Network
£3 Network Scan

£3 Policy Simulation [~Selectto Add— ]
Authentication Sources:  [[Endpoints Repository] [Local SQL DB Add New Authentication Source
[--Select to Add— ~]
Strip Username Rules: [ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes
Service Certificate: —Select to Add— v View Certificate Details

< Backto senvices [5ove |
&% Administration °

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:41:41 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

0 método de autenticacdo EAP-TLS criado anteriormente estd configurado para o servico.

Q) ClearPass Policy Manager - Arub X 4 v = 3
&« C A Intesaker | hpe//172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3001 = % O &
aruvba ClearPass Policy Manager Menu ==

I} Configuration » Services » Edit - Axis 802.1X Wired

e i Services - Axis 802.1X Wired
iy fenbonation Summary Service Authentication Roles
£3 Service Templates & Wizards =
- Use Cached Results: [0 Use cached Roles and Posture attributes from previous sessions
]
+ G Authentication Edfarcamentzaolicys [Axis Radius policy ~] Add New Enforcement Policy
] Identit,
gp . 5 Enforcement Policy Details
=+ /i posture
# & Enforcement Descintion;
e Network Default Profile: Allow_VLAN_203
£3 Network Scan Rules Evaluation Algorithm: first-applicable
{3 Policy simulation
Conditions Enforcement Profiles
(Certificate:Issuer-CN ) 5 Axis device ID Intermediate CA)
(Certificate:Issuer-0 Axis Communications AB)
| (Certificate:Subject-0 Axis Communications AB) A EARAGL
(Certificate:Subject-L S Lund)
(Certificate:Subject-C SE)
(Connection:Client-Mac-Address-NoDelim “o{Certificate: Subject-seriaiNumber})
(Certificate:Issuer-CN Production CA Certificate)
2 (Certificate:Subject-CN %{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Authorization:[Endpoints Repository]:Device Name AXIS 05 version unsupported)
(Certificate:Issuer-CN Production CA certificate)
= (Certificate:Subject-CN %{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_202
(Authorization:[Endpoints Repository]:Device Name AXIS O version supported)

&% Administration °

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:51:01 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

A politica de aplicagéo criada anteriormente estd configurada para o servico.
Switch de acesso do HPE Aruba Networking

Os dispositivos Axis sdo conectados diretamente a switches de acesso compativeis com PoE ou por meio de
midspans PoE Axis compativeis. Para integrar dispositivos Axis com seguranca as redes HPE Aruba Networking, o
switch de acesso deve ser configurado para comunicacao IEEE 802.1X. O dispositivo Axis retransmite a
comunicacdo EAP-TLS IEEE 802.1x para o ClearPass Policy Manager, que atua como um servidor RADIUS.

Observacao

Uma reautenticacdo periddica de 300 sequndos para o dispositivo Axis também € configurada para aumentar
a seguranca geral do acesso a porta.

Este exemplo demonstra a configuracéo global e de porta dos switches de acesso HPE Aruba Networking.

radius-server host MyRADIUSIPAddress key "MyRADIUSKey"
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aaa authentication port-access eap-radiusaaa port-access authenticator 18-19%aaa port-access
authenticator 18 reauth-period 300aaa port-access authenticator 19 reauth-period 300aaa port-
—access authenticator active

Configuragao Axis
Dispositivo de rede Axis

Os dispositivos Axis compativeis com o Axis Edge Vault sdo fabricados com uma identidade de dispositivo sequra
chamada ID do dispositivo Axis. A ID do dispositivo Axis € baseada no padrado internacional IEEE 802.1AR, que
define um método para identificacdo automatizada e segura de dispositivos e integracdo a rede por meio de
IEEE 802.1X.

Coof
Jilll

[ R —

oo
oo

Os dispositivos Axis sdo fabricados com o certificado de ID de dispositivo Axis compativel com IEEE 802.1AR para servicos de identidade
de dispositivos confidveis

1 Infraestrutura da chave da ID de dispositivo Axis (PKl)
2 ID de dispositivo Axis

0 armazenamento de chaves seguro protegido por hardware fornecido por um elemento sequro do dispositivo
Axis é fornecido de fabrica com um certificado exclusivo do dispositivo e chaves correspondentes (ID do
dispositivo Axis), que podem comprovar globalmente a autenticidade do dispositivo Axis. O Seletor de Produtos
Axis pode ser usado para identificar quais dispositivos Axis sdo compativeis com o Axis Edge Vault e com a ID de
dispositivo Axis.

Observacao
O numero de série de um dispositivo Axis é o seu endereco MAC.

AXISa AXIS Q1656 Box Camera 2 MO )
X Status
O Video v Certificates
@ Pz
Add certificate =
Audio v
O nName Type
@ Recordings
% Apps [0 Asis device ID ECC-P256 (802.14R) Client-servey
8 System A
[0 s device ID RSA-2048 (802.1AR) Client-servey
[ Date and time
B Network [ As device ID RSA-4036 (802.1AR) Client-server
) iy l [0 #wis device ID Incermediate CA ECC 2 A

0 armazenamento de certificados do dispositivo Axis no estado padrdo de fdbrica com a ID de dispositivo Axis.

O certificado de ID do dispositivo Axis compativel com IEEE 802.1AR inclui informagdes sobre o numero de série
e outras informacdes especificas do fornecedor. Essas informacdes sdo usadas pelo ClearPass Policy Manager
para fins de analise e tomada de decisées de concessdo de acesso a rede. As informacées abaixo podem ser
obtidas a partir de um certificado de ID do dispositivo Axis
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IDeviD AXiSa

"C":"SE",

“L": "Lund",

"0": "Axis Communications AB",

"CN": "axis-b8a44f279511-eccp256-1", %

"serialNumber": "b8a44f279511",
Pais SE
Localizagdo Lund
Organizacdo emissora Axis Communications AB.
Nome comum de emissor Intermediario de ID de dispositivo Axis
Organizacdo Axis Communications AB.
Nome comum axis-b8a44f279511-eccp256-1
Numero de série b8a44f279511

0 nome comum ¢é formado pela combinacdo do nome da empresa Axis, 0 nimero de série do dispositivo, seguido
do algoritmo criptografico (ECC P256, RSA 2048, RSA 4096). A partir do AXIS 0S 10.1 (2020-09), o IEEE 802.1X
¢ habilitado por padrdo com a ID do dispositivo Axis pré-configurado. Isso permite que o dispositivo se
autentique em redes habilitadas para IEEE 802.1X.

AXISa AXIS Q1656 Box Camera 05 018
= Status o [EEEB02.1x
Connecting
Ox Video v
Client certificate @ EAPOL Version
@ PTZ
|A><\sdev|ce\D RSA-2048 (802.1AR) ~ ‘ O 1
Audio v O 2
CA certificates ()
@ Recordings | : ‘ @ :
No CA certificate selected -
® Apps Use IEEE 802.1x
EAP Identity
8 System A~
axis-b8ad4f27a03a
& Network
@ security l

O dispositivo Axis no estado padréo de fdbrica, com IEEE 802.1X habilitado e certificado de ID do dispositivo Axis pré-selecionado.
AXIS Device Manager

0 AXIS Device Manager e o AXIS Device Manager Extend podem ser utilizados na rede para configurar e
gerenciar varios dispositivos Axis de maneira econdmica. O AXIS Device Manager ¢ um aplicativo baseado no
Microsoft Windows® que € instalado localmente em um computador na rede, enquanto o AXIS Device Manager
Extend depende da infraestrutura em nuvem para realizar o gerenciamento de dispositivos em varios sites.
Ambos oferecem recursos faceis de gerenciamento e configuracao, tais como:

® |Instalacdo das atualizacdes do AXIS OS.
® Aplicacdo de configuracdes de seguranca cibernética, como certificados HTTPS e IEEE 802.1X.

* Definicao de configuracdes especificas do dispositivo, como configuracdes de imagens, entre outras.
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Operagao de rede segura - IEEE 802.1AE MACsec

Para assistir a este video, va para a versao Web deste documento.

Criptografia de rede de confianca zero com sequranca MACsec IEEE 802.1AE camada 2

0 IEEE 802.1AE MACsec (Media Access Control Security) é um protocolo de rede bem definido que protege
criptograficamente links Ethernet ponto a ponto na camada de rede 2. Ele garante a confidencialidade e
integridade das transmissoes de dados entre dois hosts.

0O padréo IEEE 802.1AE MACsec descreve dois modos de operacdo:

®  Modo de chave pré-compartilhada configuravel manualmente/modo CAK estatico
e Modo de sessdo principal automatica/CAK dindmico usando IEEE802.1X EAP-TLS

Supplicant Authenticator Radius Server

A

802.1x Authentication

A

MACSec encrypted

No AXIS 0S 10.1 (2020-09) e versdes posteriores, o IEEE 802.1X esta habilitado por padrdo nos dispositivos
compativeis com a ID do dispositivo Axis. No AXIS OS 11.8 e versdes posteriores, oferecemos suporte ao MACsec
com modo automatico usando |EEE 802.1X EAP-TLS habilitado por padrao. Ao conectar um dispositivo Axis com
valores padrdo de fabrica, a autenticacdo de rede IEEE802.1X € executada e, quando bem-sucedida, o modo
MACsec Dynamic CAK também ¢é tentado.

AXISa HPE .

AA
- |l A
- _o | I
N |l |
| I
;! I
T | | |
E\ | |
@% | I
;! I
| I
(2] R (2, |
F.A ) | )
l.l__‘\(\\\l__r, 4= —— ===/ —— = — ==
EAP + MACsec EAP + MACsec
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A ID do dispositivo Axis armazenada com seqguranca (1) - uma identidade de dispositivo sequra compativel com
IEEE 802.1AR - ¢ usada para autenticacdo na rede (4, 5) via controle de acesso a rede baseado em porta

IEEE 802.1X EAP-TLS (2). Por meio da sessdo EAP-TLS, as chaves MACsec sdo trocadas automaticamente para
configurar um link seguro (3), protegendo todo o trafego de rede do dispositivo Axis para o switch de acesso do
HPE Aruba Networking.

0 MACsec IEEE 802.1AE requer preparacdes de configuracdo do switch de acesso do HPE Aruba Networking e do
ClearPass Policy Manager. Nenhuma configuracdo é necessaria no dispositivo Axis para permitir a comunicacdo
criptografada IEEE 802.1AE MACsec via EAP-TLS.

Se o switch de acesso do HPE Aruba Networking ndo comporta o MACsec usando EAP-TLS, o modo de chave
pré-compartilhada podera ser usado e configurado manualmente.

ClearPass Policy Manager do HPE Aruba Networking
Politica de funcdes e mapeamento de funcdes

2pp20 x4
PP

€ > C A intesaker | haps//172.25.201.120/tips/tipsContentaction#tipsRoles.action & A O &

Adicione um nome de fungdo para dispositivos Axis. O nome é o nome da fungdo de acesso & porta na configuragdo do switch de acesso.
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Dashboard [ configuration » Identity » Role Mappings » Edit - Axis Role Mapping
" i Role Mappings - Axis Role Mapping

© m ol P

Y -
Configuration

ClearPass Policy Manager

v o X
Q app20 x 1

<« C A Inte ssker | hetpsy//172.25.201.120/tips/tipsContent.action#tipsEditRoleMappingPolicy.action%3FcontextData%3D3001 e Y O &
arvba

£¥ Service Templates & Wizards

£ Services Raticy:
- &5 Authentication Policy Name: Axis Role Mapping
£} Methods Description:
& ¥ Sources Default Role [Guest]
= Q Identity

£ Single sign-on (S50) Mapping Rules:

£¥ Local Users Rules Evaluation Algorithm: Evaluate all

¥ Endpaints Conditions
g StanifosslisE 1.| (Authentication:Full-Username - axis-00408¢)
£k Roles — ;
N v 2. | (Authentication:Full-Username & axis-acccge)
ole Mappings
- il posture 3. | (Authentication:Full-Username axis-bBa44f)

£} Posture Policies
£¥ Audit Servers
£ Agentless OnGuard
- § Enforcement
£x Policies
£x Profiles
=) »4- Network
£) Devices
{3 Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

€ Back to Role Mappings

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:08:20 UTC

Role Name

AxisDevice
AxisDevice

AxisDevice

[Copy I sove JConcor]

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Adicione uma politica de mapeamento de funcdes Axis para a funcdo de dispositivo Axis criada anteriormente. As condicoes definidas
sdo necessdrias para que um dispositivo seja mapeado para a fungdo de dispositivo Axis. Se as condicées ndo forem atendidas, o
dispositivo torna-se parte da fung¢do [Guest] (Convidado).

Por padréo, os dispositivos Axis utilizam o formato de identidade EAP "axis-numero de série”. O numero de série
de um dispositivo Axis € o seu endereco MAC. Por exemplo, "axis-b8a44f45b4e6".

Configuracéo do servico

Q 2pp20 * e

<« C A Intesaker | hetps://172.25.201.120/tips/tipsContent.action#tipsEditService action%3F contextData%3D3001

Configuration » Services » Edit - Axis 802.1X Wired
i Services - Axis 802.1X Wired

Summary  Service  Authentication BELEE Enforcement

ClearPass Policy Manager

{1 Service Templates & Wizards

o

-1 & Authentication

Role Mapping Policy: [ Axis Role Mapping

£} Methods
&s Description:
ources
-+ @ 1dentity Default Role: [Guest]

{x single Sign-on (Ss0)
£¥ Local Users

Rules Evaluation Algorithm: evaluate-all

£ Endpoints . 5
£ Static Host List 1 (Authentication:Full-Username axis-00408c)
atic Host Lists
§ (Authentication:Full-Username 22 H axis-acccge)
£ Rales 2 (Authentication:Full-U i 8e)
£ Role Mappings 3. (Authentication:Full-Username axis-b8a44f)
= i Posture

4} Posture Policies

£x Audit Servers

{3 Agentless OnGuard
- $ Enforcement

£x Policies

{x Profiles
=) +4- Network

{x Devices

£¥ Device Groups

£x Proxy Targets
{) Event Sources
£ Network Scan
{1 Policy Simulation

€ Back to Services

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:09:16 UTC

o] o]

Add New Role Mapping Policy

Role Mapping Policy Details

Role
AxisDevice
AxisDevice

AxisDevice

[ sone W Cory I sove I Corce |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Adicione a politica de mapeamento de funcdes Axis criada anteriormente ao servico que define IEEE 802.1X como o método de conexdo
para integracdo de dispositivos AXis.

- 2 pashboard

[ Monitoring

) -
44 Configuration

£} Service Templates & Wizards
o
=} & Authentication
£ Methods
£x Sources
= R Identity
£x Single Sign-On (S50)
4} Local Users
£¥ Endpoints
{3 Static Host Lists
{¥Roles
£% Role Mappings
-l posture
£x Posture Policies
£ Audit Servers
£ Agentless OnGuard
- & enforcement
£x Policies
£x Profiles
—| *§- Network
£x Devices
£} Device Groups
£¥ Proxy Targets
£ Event Sources
£¥ Network Scan
£¥ Policy Simulation

Administration

Summary Service

Authentication

Q app20 x |EE
<« C A intesaker | kitps://172.25.201.120 tips/tipsContent.action#tipsEditService action%3FcontextData%3D3001
aruvba ClearPass Policy Manager

[ Configuration » Services » Edit - Axis 802.1X Wired

Services - Axis 802.1X Wired

Use Cached Results:

&
=2
=]
be

O Use cached Roles and Posture attributes from previous sessions

Enforcement Policy:

[Axis Radius policy

~]

Description

Default Profile:

Add New Enforcement Policy

Enforcement Policy Details

Allow_VLAN_203

Rules Evaluation Algorithm: evaluate-all

Condi

ns
(Certificate:Issuer-CN

(Certificate:Issuer-0
(Certificate: Subject-0

(Connection: Client-Mac-Address-NoDelim

serlalNumber})
(Tips:Role
I (Certificate: Issuer-CN

(Authorization:[Endpoints Repositery]; Device Name

2. unsupported)
(certificate: Subject-CN
(Tips:Role
(Certificate: Issuer-CN

(Authorization:[Endpoints Repositery]; Device Name

3. supported)
(Certificate: Subject-CN
(Tips:Role

< Back to Services

@ Copyright 2023 Hewlett Packard Enterprise Development LP

Axis device ID Intermediate CA)
Axis Communications AB)
Axis Communications AB)
%{Certificate: Subject-

AxisDevice)

Production CA)
AXIS OS version

production XYZ)

5 AxisDevice)

Production CA)

Production XYZ)

AxisDevice)

Oct 26, 2023 05:11:50 UTC

Enforcement Profiles

Allow_VLAN_201

Allow_VLAN_201

Allow_VLAN_202

[Dicovie i Copy I sove I Concer

ClearPass Policy Manager 6.11,2.252294 on CLABV (Trial Version) platform

Adicione o nome da fungdo Axis como uma condigdo ds definicées de politica existentes.

Perfil de imposicao

Q 2pp20 L - = - = =
<« C A Intesaker | hetps://172.25.201.120/tips/tipsContent.action#tipsEditEnforcementProfile.action%3FcontextData%3D3004 2 % O@ :
arvba ClearPass Policy Manager Menu

© = Dashboard
g Monitoring

Y -
4%, Configuration

£} Service Templates & Wizards
£¥ Services
-1 & Authentication
£X Methods
{x Sources
- R Identity
{3 Single Sign-0n (550)
£¥ Local Users
£ Endpoints
¥ Static Host Lists
£ Roles
£ Role Mappings
- H posture
4} Posture Policies
£x Audit Servers
{3 Agentless OnGuard
- § enforcement
£¥ Policies
!
~} +§- Network
{) Devices
£¥ Device Groups

£¥ Proxy Targets
{y Event Sources
¥ Network Scan
{3 policy Simulation

Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201

Ll Enforcement Profiles - Allow_VLAN_201

m Profile  Attributes

Profile:

Name: Allow_VLAN_201
Description:

Type: RADIUS

Action: Accept

Device Group List: 1. Switches

Attributes:

1. Radius:IETF Session-Timeout
2. Radius:IETF Termination-Action
3. | Radius:TETF Tunnel-Type
| 4. | Radius:IETF Tunnel-Medium-Type
| 5. | Radius:1ETF Tunnel-Private-Group-Id
6. Radius:Aruba Aruba-User-Role

€ Back to Enforcement Profiles

© Copyright 2023 Hewlett Packard Enterprise Development LP

Oct 26, 2023 05:13:21 UTC

10800

RADIUS-Request (1)
VLAN (13)
IEEE-802 (6)

201

AxisDevice

[ Cory J sove J Coner |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Adicione o nome da funcdo Axis como um atributo aos perfis de imposicGo atribuidos no servico de integragdo IEEE 802.1X.

21



HPE Aruba Networking

Switch de acesso do HPE Aruba Networking

Além da configuracdo de integracdo sequra descrita em , veja abaixo o exemplo de configuracdo de porta do
switch de acesso HPE Aruba Networking para configurar o IEEE 802.1AE MACsec.

macsec policymacsec-eapcipher-suite gcm-aes-128
port-access role AxisDeviceassociate macsec-policymacsec-eapauth-mode client-mode

aaa authentication port-access dotlx authenticatormacsecmkacak-length 16enable
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Integracao legada - Autenticagao MAC

Vocé pode usar o MAC Authentication Bypass (MAB) para integrar dispositivos Axis que ndo sdo compativeis
com a integracédo IEEE 802.1AR com o certificado de ID do dispositivo Axis e IEEE802.1X habilitado no estado
padrdo de fabrica. Se a integracdo do 802.1X falhar, o ClearPass Policy Manager validara o endereco MAC do
dispositivo Axis e concedera acesso a rede.

0 MAB requer preparacgdes de configuracdo do switch de acesso e do ClearPass Policy Manager. Ndo ¢
necessaria nenhuma configuracao no dispositivo Axis para permitir o MAB para integracao.

ClearPass Policy Manager do HPE Aruba Networking
Politica de imposicao

A configuracdo da politica de imposicdo no ClearPass Policy Manager define se os dispositivos Axis recebem
acesso as redes que usam HPE Aruba Networking com base nos dois exemplos de condicdes de politica a sequir.

Q app20 X+

&« C A Intesaker | https://172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3006 = Y« O &

"vba ClearPass Policy Manager Meny =

[] Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
2l Monitoring L]l Services - Axis 802.1X Wired - Mac Authentication

Bé i e
RS oniaution ©  summary service Authentication Roles
£} Service Templates & Wizards

. Use Cached Results: () use cached Roles and Posture attributes from previous sessions
FoY services

- & Authentication Enforcement Policy: [Axis MAC ication Policy 2l Modity | Add New Enforcement Policy
£ Methods

Enforcement Policy Details
£¥ Sources

- R Identity
£ Single Sign-On (550) Default Profile: [Deny Access Profile]

Description:

£¥ Local Users Rules Evaluation Algorithm: evaluate-all

£ Endpoints
- y Conditions Enforcement Profiles
£ Static Host Lists

(Date:Day-of-week Monday, Tuesday, Wednesday, Thursday, Friday)
¥ Roles i (Date:Time-of-Day 09:00:00,17:00:00) Allow_VLAN_203
& {}¥ Role Mappings (Connection: Client-Mac-Vendor Axis Communications AB)
=M posture
£ Posture Policies
£x Audit Servers
{x Agentless OnGuard
- & Enforcement
£x policies
£ Profiles
~} +§- Network
{3 Devices
£¥ Device Groups
¥ Proxy Targets
) Event Sources
¥ Network Scan
{3 policy Simulation

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:57 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Acesso a rede negado

Se o dispositivo Axis ndo atender a politica de imposicdo configurada, o acesso a rede € negado.

Rede de convidados (VLAN 203)

0O dispositivo Axis tera acesso a uma rede limitada e isolada se as seguintes condicdes forem atendidas:
e (Odiaéum dia da semana, de segunda a sexta-feira.
® Ahora ¢ das 09:00 as 17:00.

® O fornecedor do endereco MAC corresponde a Axis Communications.

Como ¢é possivel falsificar enderecos MAC, o acesso a rede de provisionamento regular ndo € concedido.
Recomendamos usar o MAB apenas para a integracao inicial e para inspecionar manualmente o dispositivo em
mais detalhes.
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Configuracdo da origem

Na pagina Sources (Fontes), uma nova fonte de autenticacdo € criada para permitir apenas enderecos MAC
importados manualmente.

Q opp20 x

aruba

= 2 Dashboard

[=] Monitoring
) x
o Configuration

£} Service Templates & Wizards
£¥ Services
- & Authentication
£¥ Methods
el 5ources|
- R Identity
{3 Single Sign-0n (550)
£X Local Users
£ Endpoints
¥ Static Host Lists
£ Roles
£ Role Mappings
1M posture
4} Posture Policies
£ Audit Servers
£x Agentless OnGuard
- § enforcement
£¥ Policies
{xProfiles
~} +§- Network
{xDevices
£¥ Device Groups
£% Proxy Targets
{) Event Sources
£% Network Scan
£x Policy Simulation

a

© Copyright 2023 Hewlett Packard Enterprise Development LP

< C A Intesaker | https://172.25.201.120/tips/tipsContent.action#tipsAuthSources.action

ClearPass Policy
Configuration » Authentication » Sources

Authentication Sources

Manager

= Add
£, Import
&, Export All

An authentication source is the identity store (Active Directory, LDAP directory, etc.) against which users and devices are authenticated.

Filter: [Name v |[contains v |

| Go | ClearFilter

* Name & Type
L O [Admin User Repository] Local SQL DB
2l O [Denylist User Repository] Local SQL DB
3. O [Endpoints Repository] Local SQL DB
4. O [Guest Device Repository] Local SQL DB
5. O [Guest User Repository] Local SQL DB
6. O [Insight Repository] Local SQL DB
7. O [Local User Repository] Local SQL DB
8. O  [onboard Devices Repository] Local SQL DB

| e ) [Social Login Repository] Local SQL DB
10 O [Time Source] Local SQL DB
i1, O  [Zone Cache Repository] HTTP

Showing 1-11 of 11

Oct 31, 2023 09:13:53 UTC

Authenticate users against Policy Manager admin user database

Denylist database with users who have exceeded bandwidth or session
related limits

Authenticate endpoints against Policy Manager local database
Authenticate guest devices against Policy Manager local database
Authenticate guest users against Policy Manager local database
Insight database with session information for users and devices
Authenticate users against Policy Manager local user database
Authenticate Onboard devices against policy Manager local database
Authenticate users against Policy Manager social login database
Authorization source for implementing various time functions

Access attributes cached by Context Server Actions In previous sessions .

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Q app20 x

aruvba

[Z] Monitoring

¢}, Configuration

£¥ Service Templates & Wizards
{x Services
=} & Authentication
£ Methods
!
=1 R Identity
£y Single Sign-on (SS0)
£} Local Users
£} Endpoints
£x Static Host Lists
{¥Roles
£¥ Role Mappings
- i posture
£¥ Posture Policies
{3 Audit Servers
£ Agentless OnGuard
- $ Enforcement
{3 Policies
£x Profiles
~ *§- Network
£x Devices
£} Device Groups
£¥ Proxy Targets
£ Event Sources
£ Network Scan
£ Policy Simulation

@ Copyright 2023 Hewlett Packard Enterprise Development LP

i

< C A intesaker | hips;//172.25.201.120/tips/tipsContent.action#tipsAddAuthSource action

ClearPass Policy Manager

Configuration » Authentication » Sources » Add

i Authentication Sources

B stevctostuists summary

v - O x
e A« O a2 i

Menu e

Name: \Axis Devices
Description: MAC addresses of Axis devices in use.

A
Type: Static Host List ~

Use for Authorization: Enable

Authorization Sources:

< Back to Authentication Sources

Oct 31, 2023 09:21:23 UTC

[er = I sove J Corce |

ClearPass Policy Manager 6.11,2.252294 on CLABV (Trial Version) platform
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Q app20 x M

& > C A intesaker | httpsy//172.25.201.120/tips/tipsContent.action# e Y O &

| Add Static Host List

Name: |Axis devices

Description:

Host Format: Subnet
Regular Expression
List

Host Type: 1P Address
MAC Address

Host Entries
* Address Description
1. © BB-A4-4F-45-B4-E6 Axis Device 1
2. O B8-A4-4F-45-B4-E7 Axis Device 2
3. O B8-A4-4F-45-B4-ES Axis Device 3

Description:

4

Uma lista de hosts estdticos, que contém enderecos MAC da Axis, é criada.

Q app20 x JEis V a = =
& > C A Intessker | https//172.25.201.120/tips/tipsContent.action# e A O &
aruba ClearPass Policy Manager Menu =
ashboard P configuration » Authentication » Sources » Add
(et i Authentication Sources
:E.’, Configuration @ List "Axis devices" added successfully
£} service Templates & Wizards
£y Services
-1 & Authentication MAC Address Host Lists: “devi Add New Static Host List
- —
o
- R Identity

£y Single Sign-On (SS0)
{¥ Local Users
£¥ Endpoints
¥ Static Host Lists
£¥Roles
{¥ Role Mappings

=+ FH Posture
¥ Posture Policies
{¥ Audit Servers
£x Agentless OnGuard

= $ Enforcement
£x Policies
£y Profiles

—| *§- Network
{x Devices
£¥ Device Groups
£¥ Proxy Targets
{) Event Sources

£¥ Network Scan
£¥ policy simulation

S S ol T TS

t 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:20:34 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

#% Administration o

Configuracéo do servico

Na pagina Services (Servicos), as etapas de configuragdo sdo combinadas em um Unico servico, que lida com a
autenticacdo e a autorizacdo de dispositivos Axis em redes HPE Aruba Networking.
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v - O x
Q app20 x M
<« C A Intesaker | httpsy//172.25.201.120tips/tipsContent action#tipsServices action e Y O & ¢
aruba ClearPass Policy Manager ben =
- = Dashboard Configuration » Services
[l Monitoring Services o Add
m - & Import
(4%, Configuration 'S, Export Al
£} Service Templates & Wizards This page shows the current list and order of services that ClearPass follows during authentication and authorization.
FeYservices
=& Authentication Filter: [Name | [contains v ( ] ® Clear Filter Hit Count for
£ Methods
£ Sources Order . Name Template Hit Count Status
- Q Identity 1 O 1 Axis 802.1X Wired RADIUS 802.1X Wired 0 [ -
£x single Sign-on (S50) 2 O 2 Axis 802.1X Wired - Mac Authentication RADIUS MAC Authentication 0 [
£¥ Local Users 3 a ‘3 Test_Service RADIUS 802.1X Wired 0 (=]
¥ Endpaints aq 0 a [Policy Manager Admin Network Login Service] TACACS+ TACACS+ Enforcement 0 0o
£y Static Host Lists : — : :
£ Rol 5 WL [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) o [=]
Roles
)
£ Role Mappings 6 O s [Aruba Device Access Service] TACACS+ TACACS+ Enforcement 0 o
- M pasture 7 Oz [Guest Operator Logins] Application Aruba Application Authentication 0 o
£} Posture Policies 8 O s [Insight Operater Logins] Application Aruba Application Authentication L] [=]
£¥ Audit Servers 9 O o [Device Registration Disconnect] WEBAUTH Web-based Authentication 0 -] -

A it onGi d ‘ -
FhsgEatieion G Showing 1-9 of el e

- § Enforcement
£x Policies
£x Profiles
=) »4- Network
£) Devices
{3 Device Groups
£} Proxy Targets
£ Event Sources
£ Network Scan
£ Policy Simulation

Ad

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:34:53 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
v - O X

Q app20 x |+

€ C A Intesaker | httpsi//172.25.201.120/tips/tipsContentaction#tipsEditService action%3F contextData%3D3006 2w O &

aruba ClearPass Policy Manager Menu =
b = Dashboard Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
[] Monitoring Services - Axis 802.1X Wired - Mac Authentication

& i @
Ehpconfigmation ©  summary Authentication  Roles  Enforcement
Service Templates & Wizards
pl
!
1 & Authentication
£ Methods
£ Sources
- R Identity
£ Single Sign-on (550) Status: Disabled
{¥ Local Users Monitor Mode: () Enable to monitor network access without enforcement

Name: [Axis 802 1X Wired - Mac icati ]

Description: © authenticate guest devices based on
heir MAC address.

Type: MAC Authentication

&) Endpaints More Options: O authorization U Audit End-hosts () Profile Endpoints [ Accounting Proxy

£} Static Host Lists

£k Roles

£} Role Mappings
1M posture

£} Posture Policies

£} Audit Servers

£¥ Agentless OnGuard

Service Rule

Matches ANY or ® ALL of the following conditions:

Operator

1. | Radius:IETF NAS-Port-Type BELONGS_TO Ethernet (15)
Radius:IETF Service-Type BELONGS_TO Login-User (1), Call-Check (10)

7 EF
e

Connection Client-Mac-Address. EQUALS %%{Radius: IETF:User-Name}

bl | £

- $ enforcement
£¥ Policies
{x Profiles
—| *§- Network
£} Devices
£} Device Groups

£% Proxy Targets
{) Event Sources
£¥ Network Scan
£} Policy Simulation

< Back to Services Enable | Copy Cancel
[ Enabic il Copy Jii Save [l Cancol |

@ Copyright 2023 Hewlett Packard Enterprise Development LP Oct 26, 2023 05:15:11 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Um servico Axis dedicado que define o MAB como um método de conexdo ¢ criado.
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Q app20 x M

aruvba
©. = Dashboard
Services - Axis 802

[=] Monitoring

{53 Configuration @ el e
£¥ Service Templates & Wizards
ot

-1 & Authentication

£ Methods
£x Sources
= Q Identity
£x single Sign-on (S50)
£x Local Users
£} Endpoints
£y Static Host Lists
{¥Roles
{1 Role Mappings
- i posture
£} Posture Policies
£¥ Audit Servers

Authentication Methods:

Authentication Sources:

<« C A Intesaker | httpsy//172.25.201.120tips/tipsContent action#tipsEditService action%3FcontextData%303006

Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

Authentication

ClearPass Policy Manager

.1X Wired - Mac Authentication

Roles  Enforcement

[Allow All MAC AUTH] Add New Authentication Method

[--Select to Add— v

Axis Devices [Static Host List] Add Mew Authentication Source

£} Agentless OnGuard
- § Enforcement
£x Policies
£x Profiles
=) »4- Network
£) Devices
{3 Device Groups
£} Proxy Targets
£ Event Sources
£ Network Scan
¥ Policy Simulation

Strip Username Rules:

€ Back to Services

© Copyright 2023 Hewlett Packard Enterprise Development LP

[-~-Select to Add— ~]

[ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

(oo W Cooy T sove I conce |

Oct 31, 2023 09:22:22 UTC

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

0 método de autenticagio MAC pré-configurado é configurado para o servigo. Além disso, a fonte de autenticagdo (criada
anteriormente) contendo uma lista de enderecos MAC do Axis é selecionada.

A Axis Communications usa os sequintes OUls de endereco MAC:
®  B8:A4:A4FXXXX:XX
o AA:C8:3E:XXXX:XX
®  (00:40:8C:XX:XX:XX

Q 2pp20 x|+ AR
<« C A Intesaker | hetps://172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3006 2 % O@ :
aruvba ClearPass Policy Manager Menu —

Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

Services - Axis 802.1X Wired - Mac Authentication

_. = Dashboard

[=] Monitoring

Service

&2 i 2
i, Configuration Y summary

Authentication

{2 Service Templates & Wizards

Use Cached Results:
i

-1 & Authentication Enforcement Policy:
£x Methods
£x Sources

= Q Identity Description:

£ Single sign-on (S50) Default Profile:

4} Posture Policies
£x Audit Servers
{3 Agentless OnGuard
- § Enforcement
£x Policies
{x Profiles
=) +4- Network
{x Devices
£% Device Groups
{3 Proxy Targets
{) Event Sources
{¥ Network Scan
{1 Policy Simulation

€ Back to Services

© Copyright 2023 Hewlett Packard Enterprise Development LP

[O) use cached Roles and Posture attributes from previous sessions

Policy

[Bxis MAC

(Connection: Client-Mac-Vendor

£¥ Local Users Rules Evaluation Algorithm:
£} Endpoints
Condi
£ Static Host Lists A sl
& Rol (Date:Day-of-Week SE
a R“[ESM i 1 5 (Date:Time-of-Day
ole Mappings -
- i Posture

[Deny Access Profile]

evaluate-all

VG Monday, Tuesday, Wednesday, Thursday, Friday)

GE 09:00:00,17:00:00)

Oct 26, 2023 05:15:57 UTC

gl oy |

Axis Communications AB}

Add New Enforcement Policy

Enforcement Policy Details

Enforcement Profiles

Allow_VLAN_203

(oo JCooy I sove I Conce ]

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Na ultima etapa, a politica de aplicagdo criada anteriormente € configurada para o servigo.
Switch de acesso do HPE Aruba Networking

Além da configuracdo de integracdo segura descrita em , veja abaixo o exemplo de configuracdo de porta do
switch de acesso HPE Aruba Networking para permitir MAB.

aaa port-access authenticator 18 tx-period Saaa port-access authenticator 19 tx-period S5aaa
port-access authenticator 18 max-requests 3aaa port-access authenticator 19 max-requests 3aaa
port-access authenticator 18 client-1imit laaa port-access authenticator 19 client-1imit laaa
port-access mac-based 18-19aaa port-access 18 auth-order authenticator mac-basedaaa port-
—access 19 auth-order authenticator mac-basedaaa port-access 18 auth-priority authenticator
mac-basedaaa port-access 19 auth-priority authenticator mac-based
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