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AXISa HPE .5
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LMl TR IR T 3T 7= MZE BT B R
1 BAHFX
2
3 ClearPass ZHsE1E#%
4 YUPEERS
Bc & HPE Aruba Networking
HPE Aruba Networking ClearPass Policy Manager

ClearPass Policy Manager A% SN B L. LM VPN EZHE IoT. BYOD. g,
RT. AEFHHEREETABNRENREMEIS RS

JEIEBFHEE

1. M axis.com T# Axis 5 EH] IEEE 802.1AR IE %%,
2. ¥ Axis #5EH IEEE 802.1AR 4R CA 8] CA IEB4% FZEIZEEHIEBEFEF,
3. J2H ClearPass Policy Manager |X3@3F IEEE 802.1X EAP-TLS X2l +1& & 17T 5 M I&IT .
4. FEFEAFEAPIEE EAP, XLJFHB AT IEEE 802.1X EAP-TLS S5,
€\ ClearPass Policy Manager - Arub- X =+ b - = 3
€ > C A Intessker | hitps://172.25.201.120/tipsftipsContent.action# e %« O &

Valjfil | Axis_device_ID_Int...e_CA_ECC_1.pem

Remove

-Select to Add— v

Add Centificate

FHEE T Axis B9 IEEE 802.1AR UEF_E £ %/ ClearPass Policy Manager A9 oI 51 BF £ X o
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Q1 Clearpass P anager- Arub X | 4 = B RS
s C A Intesaker | hepe//172.25.201.120/tips/tipsContent.action#tipsCertTrustList.action =2 % O &
aruba ClearPass Policy Manager L —

Administration » Certificates » Trust List
s ooz 5 Add
[l Monitoring Certificate Trust List -
£+, Configuration This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.
3* Administration o
#* ClearPass Portal Filter: [Subject ~|[contains v | axis device | Go | ClearFilter recards

+ &y Users and Privileges Validity Enabled

%1 il server Manager

4 1. | O cn=Axis device ID Root CA RSA,0=Axis Communications AB EAP valid Enabled
+1 i External Servers

e barnlAccoustts 2 O cN=Axis device 1D Root CA ECC,0=Axis Communications AB Eap valid Enabled
= & Certificates 3. O cN=Axis device ID Intermediate CA RSA 2,0=Axis Communications AB EAP Valid Enabled
P Certificate Store 4. [0 cn=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB EAP valid Enabled
P rrust List] 5. O cN=Axis device ID Intermediate CA ECC 2,0=Axis Communications AB EAP Valid Enabled
&P Revocation Lists 6. [J cn=axis device ID Intermediate CA ECC 1,0=Axis Communications AB EAP valid Enabled

+ [ IDictionaries
51 %, Agents and Software Updates iShsnaiecics | Delete |

7 % Support

© Copyright 2022 Hewlett Packard Enterprise Development LP Nov 25, 2022 08:48:50 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy Manager # 9o/ {5iF BB &% E T Axis B9 IEEE 802.1AR LiE B4%,

MR R&E/IARE

1. BZEEHMNKIFEEE (510 HPE Aruba Networking 358135 #4/1 ) #~nZ| ClearPass
Policy Manager, ClearPass Policy Manager T Z &1t /2% fr A9 BRLE 32 N\ XL B T IEEE
802.1X Bf5. RIEEER, RADIUS HEFHANM S5 E LA IEEE 802.1X BELE ILEL
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Q) ClearPass Policy Manager - Arub X 4 v - = S
&« C A Intessker | hsps://172.25.201.120/tips/tipsContent.action#tipsNetworkDevices.action 2 % 0O 2
arvba ClearPass Policy Manager Menu =
[] Configuration » Network » Devices
i Network Devices Sadd
r— = & Import
i, Configuration © % Export Al

£ Service Templates & Wizards & Discovered Devices

{3 Services A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.

%1 & Authentication

% Q Identit = -
5 Sty Filter: [Name [ contains v |( ) | Go | Clear Fitter Shiow,
= Posture
2 B nName . 1P or Subnet Address Device Groups
1 $ Enforcement
= *4-Network | | |

o
£¥ Device Groups
{x Proxy Targets
£% Event Sources

£3 Network Scan

{3 Policy Simulation

&% Administration °

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 08:01:17 CET
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Q
<&

ClearPass Policy Manager - Arub- X =+

= C A Intesiker | htpsy/172.25.201.120/tips/tipsContent.action#

| Add Device

SNMP Read Settings ~ SNMP Write Settings  CLI Settings  OnConnect Enforcement  Attributes

Name:

1P or Subnet Address:

Description:

RADIUS Shared Secret:

TACACS+ Shared Secret:

vendor Name

SWo4

172.25.200.13

(e.g., 192.168.1.10 or 102.168.1.1/24 or 2001:db8:a0b:12f0::1 or 2001:db8:a0b:12f0::1/64)

4

veity:

Enable RADIUS Dynamic Authorization: (]
Enable RadSec: El

[ada J Cancel

£ ClearPass Policy Manager #¥ HPE Aruba Networking JEA 3SR o158 & 1EER, RADIUS HZZHMH
St E#H IEEE 802.1X BEE ILED,

() ClearPass Policy Manager - &b X +

&€ = C A Intessker | hitps//172.25.201.120/tips/tipsContent.action#

aruba ClearPass Policy Manager
ashboard [} Configuration » Network » Devices
i Network Devices “ Add
& Import
£ Export All

4¥ Service Templates & Wizards @ Discovered Devices

£} Services,
& Authentication
i+ R Identity

1+ Posture

=+ $& enforcement
= *f«Network

Device SW04 added

A Network Access Device (NAD) must belong to the global list of devices in the ClearPass database in order to connect to ClearPass.

records

Filter:[Name ~|[contains ~ | ]

IP or Subnet Address

172.25.200.13 =

{% Device Groups
{% Proxy Targets
£ Event Sources
43 Network Scan
£ policy Simulation

| Copy J-[ Export | | Delete

Showing 1-1 of 1

-ation o

Admi

Dec 28, 2022 09:02:33 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

BoE T — A Z151TME518 & 49 ClearPass Policy Manager.
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Q1 Clearpass Policy Manager - Arub: X

aruba

Dashboard

+

& = C A Intesaker | hitpsy/172.25.201.120/tips/tipsContent.action#tipsNADGroups.action 2 % O & :

ClearPass Policy Manager

P configuration » Network » Device Groups

&
{3 Proxy Targets
4 Event Sources
£3 Network Scan
13 Policy Simulation

© Copyright 2022 Hewlett Packard Enterprise Development LP

= st g # Add
[l Monitoring i Network Device Groups zl d
mpo
Configurati
4, Configuration © 2 Export All
ervice Templates izards Device Groups function as a component in service and role mapping rules. Device groups can also associated with enforcement profiles.
5 Templates & Wizard: ps fi por d role mapping ruf group. iso be d with enfe profil

13 Services
S Authentication Filter: [Name | [contains v ) Clear Filter records
7 @ Identity
- FB Posture # Name . Format Descri ion
#-$¥ Enforcement |_Export | | Delete
=} Network

£¥ Devices

Dec 28, 2022 08:57:07 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy Manager B A9 o] f= M58 & B 0.,

Q) CiearPass Policy Manager - Arub X

+

& > C A intesiker | hitps;//172.25.201.120/tips/tipsContent.action# = % O & ¢

Add New Device Group

’AC:ESS Switches

Name:

Description:

O Subnet
O Regular Expression
® List

Format:

Selected Devices (1)
Filter Filter

SW04 [172.25 200.13]

Available Devices (0)

e SFEELI 2K 375 [5]1R &35 512 ClearPass Policy Manager B 93118 & A4,



HPE Aruba Networking

v =
Q) ClearPass Policy Manager- i X | =+ o x
& = C A Intesaker | hipsy/172.25.201.120/tips/tipsContent.action# e % O 2
aruba ClearPass Policy Manager Menu =—
I Dashboard I configuration » Network » Device Groups
— e 2 # Add
[l Monitoring i Network Device Groups zl i
| mpol
Rl Conllaustion 2 Y Eepore Al
Q Service Templates & Wizards Device Group "Switches" added successfully
13 Services . .
) Device Groups function as a component in service and role mapping rules. Device groups can alsa be associated with enforcement profiles.
#1 R Identity
) Hf posture Filter: [Name ~[contains ~ ) | Go | ClearFitter Show records
#-$¥ Enforcement 2 B Name s Format Description
=+ Network i O switches List Access Switches

£3 Devices -
feoevice Groups| SRR Export | | Delete

{3 Proxy Targets
4 Event Sources
£3 Network Scan
13 Policy Simulation

#7 Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:05:43 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy Manager EFCE— MW 1R &4, AFEF—EHEZEFEEHIMNERE,

RERYRE

ZHELEETBENELZNIGE, PREEERES, fla. MACHUEFIE &R A, &0 UE
Ft{s 27 ClearPass Policy Manager eI . EHB BRI EIEL BE o] UIRIE AXIS OS fRA
R F e ELE 15 B AR o

1. HAEE > FEHl > B&/IBLG

2. EEMEMNEEHELECIEMVEEIEL

3. #HTERIBLUEE.

Q) Clearpass Policy Manager - Arub X 4

& > C A Intesaker | hitpsy/172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action

Update Device Fingerprints

category:
Family:
ame:
‘Custom Rules- 1 Matches (ALL ) [pelete Rule
Operator
3 Host MAC Vendor contains_all Axis Communications AB
.| LLDP System Description  not_contains 10.12

.| SNMP System Description not_contains 10.12

=Mote: 0 Rule(s) will be deleted Update Jll Delete Fingerprint I Close |

ClearPass Policy Manager PSR & IERELE . FEATBIF, FXFFEITIE 10.12 BRAK AXIS OS B9ZH 1R %

10
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Q) Clearpass Policy Manager - Arub- X

€ > C A Intesaker | hupsy/172.25.201.120/tips/tipsContent.action#tipsFingerprintDictionary.action g % O 2

Update Device Fingerprints

Category: Network Camera -]
Family: Axis =]
Name: /AXIS OS version suppor’ ||

‘Custom Rules- 1 Matches (ALL ) [pelete Rule

Operator
Host MAC Vendor contains_all Axis Communications AB
LLDP System Description  contains 10.12

SNMP System Description  contains 10.12

=Note: 0 Rule(s) will be deleted Update Delete Fingerprint i Close |

ClearPass Policy Manager )R &IEXECE, TEARHIF, ZFHE1TIE 10.12 iR AXIS OS F9Zfl 184
% ClearPass Policy Manager I & 891& &5 L HVE 20T IAFE % = BB #4 2 o
1. HBARE > 5 > wa.
2. EBRENRNRE.
3. BHR&HIELULET,
AR

ENERAT, SNMP EZ W REFLTFEZERIRT, FHMHPE Aruba Networking 3 N\ 3 #471LIK

o
v - o x
ClearPass Policy Manager - Ak X =
ey Manag:
& > C A Intesaker | hitpsy//172.25.201.120/tips/tipsContent.action#tipsEndpoints.action e % O 2

| Edit Endpoint

Attributes  Device Fingerprints

MAC Address ~ B8-A4-4F-30-42-EA 1P Address 172.25.201.233

Description Static 1P FALSE
Hostname axis-b8ad4f3042ea
Device Category |Network Camera -
status O Known client = e
A Device 05 Family [Axis
O Dpisabled client Device Name [AXIS OS version suppor | 7|

Dec 28, 2022 14:50:45 CET

MAC Vendor Axis Communications AB Added At
Added by Policy Manager profiled by Policy Manager
Online Status Not Available Last Profiled At Dec 29, 2022 08:18:23 CET

Connection Type Unknown

i ClearPass Policy Manager B2 & 9%l 18 o

11
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Q) Clearpass Policy Manager - Arub X

€& > C A Intesiker | hitps://172.25.201.120/tips/tipsContent.action#tipsEndpoints.action 2w O a i

Edit Endpoint

Endpoint  Attributes I)evil:e Fingerprints

Endpoint Fingerprint Details

CDP Device Description:
DHCP OptionS5: 1.3,6,12,15,28,42,66,119
DHCP Option60: AXIS,Panoramic Camera,P3727-PLE,10.12.130

DHCP Options 53,57,55,12,60,61

Host MAC Vendor: Axis Communications AB

LLDP System Description: = AXIS P3727-PLE Panoramic Camera 10.12.130
SNMP Device Name: axis-bBa44f3042ea

SNMP Device Type Host

SNMP System Description: AXIS P3727-PLE Panoramic Camera 10.12.130

FEE X HFRIZ R FHIFEAREIER, 53R, T RERINZHEEMEEIZNI (SNMP), #FH BIARKET, &
M REHLZLLDP. COPRDHCPHEMNEIIEE, XL(Z 8 /A HPE Aruba Networking A X #4145 % %5 ClearPass &
BEETERS,

SRR EXHAEE

of B B X4 72 1F ClearPass Policy Manager 4% VLAN ID H B4 Al EA9A R A, X2—
METREARER, BATEEHE “TH” FHNKZEE, EMRFEE S HHERLTER
E’a%ggg%g Q/{&FAN) HE, BNOERECE=/1EMUBEMN (VLAN 201, 202, 203) , 73NN
= [ o

B &5t VLAN HsE S B E X, #iol B TEERFIRAES T, ClearPass Policy Manager # f95&
fﬂ%mﬁﬁﬂﬁﬁﬁ(%@lﬁﬁlﬂ4‘%15']%%@3%)’(#?&% Axis &£/ 18] HPE Aruba Networking M4 4
PR o

Q) ClearPass Policy Manager - Arub- X | 4+ v - o X
&€ > C A Intesaker | https//172.25.201.120/tips/t ntent. v#tipsEditEn action%3FcontextData%3D3004 2 % O &
aruba ClearPass Policy Manager Menu =

Dashboard [[] Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201

I_J Monitoring i Enforcement Profiles - Allow_VLAN_201

ligconfauraion O | e attibutes

£} Service Templates & Wizards

profile:
£} Services

=&y Authentication Name: Allow_VLAN_201
# R Identity Description:
+ f posture Type: RADIUS
=1 $& enforcement E

L pol Action Accept

Policies

P oroiiies Device Group List: 1. Switches

=4 Network Attributes:

£ Network Scan
£3 Policy Simulation

1. | Radius:IETF Session-Timeout = 10800
2. | Radius:IETF Termination-Action = RADIUS-Request (1)
3. | Radius:IETF Tunnel-Type = VLAN (13)

4. | Radius:IETF Tunnel-Medium-Type = IEEE-802 (6)

5 Radius: IETF Tunnel-Private-Group-Id = 201

T R

| # Administration o
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:08:57 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

AVF[E] VLAN 201 £952 #IBCE X 7610
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=
tearPass Policy M Ak x4 = X
&« G A Intesaker | hipsy/172.25.201.120/tips/tipsContent.action#tipsEditEnforcementPolicy.actionZ3FeontextData%3D3007 e % 0O &
ba ClearPass Palicy Manager L —

r Configuration » Enforcement » Policies » Edit - Axis Radius policy

i Enforcement Policies - Axis Radius policy

£ Config © m Enforcement t  Rules
e es & Wiza

£3 Serv rds
&s Enforcement:
+ B Authentication Name: Axis Radius policy
#1 R Identity Description:
=1 [ posture Enforcement Type: RADIUS
--§¥ Enforcement
Default Profile: Allow_VLAN_203
Feyrolicies
{% Profiles Rules:
4 Network Rules Evaluation Algorithm: First applicable
£3 Network S

Axis devi
Axis

ce ID Intermediate CA)
unications AB)

Allow_VLAN_201

Allow_VLAN_201

ect-CN %<{Connection:Client-Mac-Address-NoDelim})

o Allow_VLAN_202
Endpoints Repository]: Device Name AXIS 0S version supported)

< Back to Enforcement Policies [ save |
&% Administration °
© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:49:09 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

ClearPass Policy Manager # g958 %% B FL & o
O T3 B SRR R B ATEI T
B M8
L R#1T IEEE 802.1X MZZ 1A ZHIIAERT, MEIGHIELTE,
HEMZ ( VLAN 203)

R IEEE 802.1X ML G126 SO IE R G, MWLM ZEEWRTIHRZR. REMNEHNR.
IR B ENERHTFIRE, DURERBES NN,

BC & M4 (VLAN 201)

T T REFRTNEENEZNHRNR, XA TREUTARREHRTHREEEINE. AXIS
Device Manager 1 AXIS Device Manager Extend, €30 ){EH AXIS OS . £=RIEBME
BB E R E N &, T E&M4E /R ClearPass Policy Manager KiiF

- IEEM AXIS OS FRA,

. %%%E’\J MAC it 5 B ER MAC #it TR 52 iR %& ID IEBAFSISEMHEL

. ?ci)ﬂ*iiﬁﬁélD EBRUWIER, FFES Axis FERBM (flinmikE. AR, MEXER/M
X ) tHES,

4 =R 4 (VLAN 202)

LM T REFER T L MERIHRNR, HEEIZEFWETETT. MEEMSE (VLAN 201) B5E
BEEEER, BEIIZTIHBNR. U T%MHEHR ClearPass Policy Manager 31 .

«  RER AXIS OS kA&,

. %%%E’\] MAC #biit 5# N @4 ER MAC it AR5 %% ID IEBNFS S EMHAER

© AFRIEB U RZEEMEBFEXRIL.
WEAREE

SRR EEX 7RI T EEEZRAENE X B SH#H TS RIENA RN, BENTGAE IEEE
802.1X EAP-TLS, B }3%#¥ Axis Edge Vault B9Z il £1& & BIAZH T IEEE 802.1X EAP-TLS,
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Q) Clearpass Policy Manager - Arub X

€& > C A Intesiker | hitpsy//172.25.201.120/tips/tipsContent. ip: action e 4% O &

| Edit Authentication Method

Name: |Axis EAP TLS

Description: Pefault settings for EAP-TLS

EAP-TLS

Method Details
Session Resumption: Enable
Session Timeout: [ Jnours
Authorization Required: [JEnable
Certificate Comparison
Verify Certificate using QCSP:
Override OCSP URL from Client: (] Enable
OCSP URL:

ClearPass Policy Manager B9 8 3IE 7750, APEX T LMEREL EAP-TLS BHIIE T,

REEE

EREFRET, BEELSBESIFA—TRS, ATIE HPE Aruba Networking W& L2l R &N S

MEAEAFA

Dashboard

[ Monitoring

& Configuration

£} Service Templates & Wizards
]
-y Authentication
=& Identity
= Posture
i+ ¥ Enforcement
+ 4= Network
£3 Network Scan
{3 Policy Simulation

Q) CiearPass Policy Manager - Arub X 4 v — o x
& > C A Intesaker | hitps://172.25.201.120/tips/tipsContent. wipsEditService.a Data%3D3001 = % O & ¢
aruba ClearPass Policy Manager Menu =

Configuration » Services » Edit - Axis 802.1X Wired

Services - Axis 802.1X Wired

oion_ e

Name: [Axis 802X Wired |
Description: © authenticate users to any wired
network via §02.1X.
i /,
Type: 802.1X Wired
Status: Enabled
Meonitor Mode: (O Enable to monitor network access without enforcement
More Options: O Authorization [ posture Compliance [ Audit End-hosts [ Profile Endpoints (] Accounting Proxy

Service Rule

Matches O ANY or ® ALL of the following conditions:

Operator

1. Radius:IETF NAS-Port-Type EQUALS Ethernet (15) o
. [ ol G Legin-User (1), Framed-User (2),
e S & adn o Authenticate-Only (8)

3. | Click to add...

< Backto services

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:41:27 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform
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Q) ClearPass Policy Manager - Ak X =+ b - a X
&« C A Intesiker | hipe//172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3001 2w O 2
aruba ClearPass Palicy Manager Menu ==

[] cConfiguration » Services » Edit - Axis 802.1X Wired

[Z] Monitoring i Services - Axis 802.1X Wired

y Configuration ' summary service Uil Roles  Enforcement

£} Service Templates & Wizards Tz =
B rices Authentication Methods:  [Axis EAP TLS
+ & Authentication
#1 R Identity
= M Posture

Add Mew Authentication Method

+ & Enforcement
=1 Network
£3 Network Scan

£3 Policy Simulation [~Selectto Add— ]
Authentication Sources:  ([Endpoints Repository] [Local SQL DB] Add New Authentication Source
[--Select to Add— ~]
Strip Username Rules: [ Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

Service Certificate: —Select to Add— v View Certificate Details

< Backto senvices [5ove |
&% Administration °

© Copyright 2022 Hewlett Packard Enterprise Development LP Dec 28, 2022 09:41:41 CET ClearPass Policy Manager 6.9.12.136929 on CLABV (Trial Version) platform

A1ZHR S5 BCE BT BIERY EAP-TLS BM I UETT %,

= @ a3

€\ ClearPass Policy Manager- Ak X +

& C A Intessker | hitps//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%303001 2 %« 0O &
aruba ClearPass Policy Manager Ll —

Configuration » Services » Edit - Axis 802.1X Wired

[ Monitoring Services - Axis 802.1X Wired
iy Sonfiguration ) Summary Service  Authentication  Roles

£3 Service Templates & Wizards -

_ Use Cached Results: O Use cached Roles and Posture attributes from previous sessions

!
+ By Authentication Enforcement Policy: [Axis Radius policy ~] Add Mew Enforcement Policy
£ Identit:

Q SO Enforcement Policy Details
+ i Posture
+ & Enforcement Pelcition;
1 *4- Network Default Profile: Allow_VLAN_203

{3 Network Scan Rules Evaluation Algorithm: first-applicable

3 policy Simulation
Enforcement Profiles

(Certificate:Tssuer-CN IN5 Axis device ID Intermediate CA)
(Certificate:Issuer-0 Axis Communications AB)
| + (Certificate:Subject-0 Axis Communications AB) ARG,
(Certificate:Subject-L Lund)
(Certificate:Subject-C EQUALS SE)
(Connection:Client-Mac-Address-NoDelim 5 %{Certificate: Subject-seriaiNumber})
(Certificate:Issuer-CN production CA Certificate)
2, (Certificate:Subject-CN C %¢{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_201
(Authorization:[Endpoints Repository]:Davice Name AXIS QS version unsupported)
(Certificate:Issuer-CN Production CA certificate)
7] (Certificate:Subject-CN %{Connection:Client-Mac-Address-NoDelim}) Allow_VLAN_202
(Authorization: [Endpoints Repository]:Device Name AXIS OS version supported)

< backcto services (5o |
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HPE Aruba Networking X\ R #4]

LW HRETINEZEEZEE X PoE Ui ANZBYL, tho] DUAId A Axis PoE RiS%E, BR%
W gL eMIEN HPE Aruba Networking FI%%, AT AN IEYIECE A IEEE 802.1X B, &
W& %% IEEE 802.1x EAP-TLS B{E 4k 23 4 RADIUS BR%5#3H9 ClearPass Policy Manager,
e~

TEARMTEEEE T 300 HESEEAEFKIE, MNRSEEKOHEZEM,
A RBIRT T HPE Aruba Networking i NI B O E,

radius-server host MyRADIUSIPAddress key "MyRADIUSKey"

aaa authentication port-access eap-radiusaaa port-access authenticator 18-19%aaa port-access
authenticator 18 reauth-period 300aaa port-access authenticator 19 reauth-period 300aaa port-
access authenticator active
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EC & Axis
Axis M&IE &

X H§ Axis Edge Vault )R LR EEE R ARMNLEE ID HLRERERIR. M LEE IDET
E PR IEEE 802.1AR 4, iZAr @IS IEEE 802.1X X T B Z &R EHINS MR B 3%,

Coof
il

u]
u]

[ o R —

oo

......

LM FIREERIER BB TS IEEE 802.1AR FREHIZA+124% ID IEH, AFIERESWRE
1 L IR EIDE#EE (PKI)
2 ZIM+IREID
TN RENLZETTHRENIEGRIPNZESBHERL T HEE 718 & 2 MaE B AN

#5 (Axisi®%E D), JELESEENIEAZHERENSMEL M, Axis Product Selector T A
F 7 R 29 +1% % X 3F Axis Edge Vault F1&ifl %% 1D,

Sy=c
R
5N ML =]
Zifl R &N FS2H MAC i,
AXISa AXIS Q1656 Box Camera ez o B :
o Video v Certificates
w Add certificate g
Audio v
Name Type
@ Recording:
% App []  Auxis device ID ECC-P256 (802.14R) Client-server
B System A
[[]  Asis devics ID RSA-2048 (802.1AR) Client-server
Date and t
ork [J  Axis device ID RSA-4096 (802.1AR) Client-server
&) Sty | []  Axis device ID Intermediate CA ECC 2 [

AT ] BOARER 2 LR F R BFFHIX R LM L8 E Do

& |EEE 802.1AR AR Axis 8% ID IEBEEEXRFISHEEMEMENFREFR. ZEL
=2! 1bCEI?'glIr:'I;’asEy\PoIicy Manager B T# T FUR R IR FREIFEIAPR, A TEETMNRINERE
D1 3k

IDevID AXiSa
"C": "SE",
“L": "Lund",
"0": "Axis Communications AB", %
"CN": "axis-b8a44f279511-eccp256-1",
"serialNumber": "b8a44f279511",
Ex/MX SE
& pEfE
RITNAR Axis Communications AB
RITNBRBR LM +i&E ID H9t
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AR Axis Communications AB
BB Axis—b8ad4f279511-eccp256-1
RIS b8a44f279511

BAEZMABAZTITASER. BREFISEEENRE L (ECC P256. RSA 2048, RSA 4096 ) 4H
EME. B AXISOS 10.1 (2020-09) &£, BINE R TEA IEEE802.1X, HMELREL N T RE
Do X{HI% R BEUSTE 35 IEEE 802.1X B4R X B8 517 55T,

DDDDDDDDDDDDDD AXIS Q1656 Box Camera 95 08 :
& Stat - 1EEE 802.1x
Connecting
D_‘ e Client certificate @ EAPOL Version
= |Ax\;devlce\D RSA-2048 (802.1AR}) - ‘ O 1
e CA O:
@ Recording: |\L‘k " @ :
% App Use IEEE 802.1x
EAP |dentity
8 System
axis-b8ad4f27a03a
B Dateandt
& Network
@ security l
LR BT H BN, B IEEE 802.1X HREE LI 1R ID IEB,
AXIS Device Manager

AXIS Device Manager 1 AXIS Device Manager Extend Tl M FE R, N FanARE B
EIEZ SRR E, AXIS Device Manager 22—k EF Microsoft Windows® I TR, EEMN
A EE FaE T A 3 ; T AXIS Device Manager Extend MMRIE = E AR iESLIN L iE SR &E
H, MENRFREEENEENE S, B,

- L AXIS OS E#f.

c NAMNKREERE, fli. TEBXARERIL (HTTPS) 1 IEEE 802 1X IEH,

- BRERFRTERENRE, fIMEGREES.
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24 WM& 1E — |IEEE 802.1AE MACsec

®

BNELANG, 1B AR M TR A

R H IEEE 802.1AE MACsec % 2 BEL £ M I ES LML INZE

IEEE 802.1AE MACsec ( &kipeliEHle s ) —FE XIPFRAIMNEYL, ©MXINET RPN
F2MNMEE FSXT S IUKMEERE, EHERDNIVIZBEURERRNYVIZEEMTEM,

|EEE 802.1AE MACsec frfEfiR 7 I AR =T .

«  FHREMXAZEHFES CAKIER
o BIESIE/EITS CAK B £ H IEEE 802.1X EAP-TLS

Supplicant Authenticator Radius Server

i

802.1x Authentication

MACSec encrypted

7£ AXIS OS 10.1 (2020-09) R EShRAHF, WTHRBLRM+TEE ID HiRE, IAEH

IEEE 802.1X, 7 AXISOS 11.8 RESRAH, FHN1XFHFX A IEEE 802.1X EAP-TLS #J MACsec B
MEINSER, ZEXBRIAMN T EARS., YBFEAY BAMEEERT &R, IEEE 802.1X # 1T
W& S MIEIE, FIEESZ1 MACsec w17 CAK 23,

AXISa HPE 2058
d — © (4] (5 )
® A0
—
° 5%
A
i~ I A
\/// | : |
I I
p ! I
| |
ey 1! |
[f\ | I
% | I
(1 B |
|| I
F.3 9 H 9 |
B t————————— ) )
LT EAP + MACsec EAP + MACsec

ZEFHNRINERE ID (1) - 5 IEEE 802.1AR #AM—FL 2R & 5H — BT IEEE 802.1X
EAP-TLS £-Fiit A AR5 11455 (2) Xf ML (4. 5) #iT5MRIE. BT EAP-TLS R1&, Bl
%IZ% I\/I%C;ec BN EIT L8 (3), MMERIPMNZIL 15 EFIHPE Aruba Networking 3£ A3 i
)-L N IX—X_L 5}[L§o
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IEEE 802.1AE MACsec E 3k HPE Aruba Networking 3 A X #41F1 ClearPass Policy Manager Bt &
A&, RRERMLRE DHTEER T Y IEEE 802.1AEEIY EAP-TLS #1T MACsec flZiE

o

MR HPE Aruba Networking 3#E N\ #Al A X #5 FH EAP-TLS 9 MACsec, T IX{E B+t Z 247
BRIFFIERE,

HPE Aruba Networking ClearPass Policy Manager

B0 B BB R
Q =pp20 x4+ b = o X
€ > C A intesaker | hepsy//172.25.201.120/tips/tipsContentaction#tipsRoles.action e % O &

AMZN L REAEEFR ZEFEENZ Y EE F 650 [ 1515 B B R
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Q app20 x R v = u} X
<« C A Inte saker | hetps://172.25.201.120/tips/tipsContent.action#tipsEditRoleMappingPolicy.action%3FcontextData%3D3001 e Y O & ¢
aruvba ClearPass Policy Manager Menu —

= 2 pashboard Configuration » Identity » Role Mappings » Edit - Axis Role Mapping

&) Monitoring i Role Mappings - Axis Role Mapping

- -
%, Configuration I5) m volicy| [ Mamping Hiles

£¥ Service Templates & Wizards

£ Services Raticy:
- &5 Authentication Policy Name: Axis Role Mapping
£} Methods Description:
¥ Sources Default Role [Guest]
= Q Identity
{xsingle sign-on (ss0) Mapping Rules:
£¥ Local Users Rules Evaluation Algorithm: Evaluate all
{¥ Endpoints Conditions ROl TaTne
£ Static Host Lists 1. | (Authentication:Full-Username - 3 axis-00408c) AxisDevice
g 2. | (Authentication:Full-Username EEGTNS WITH axis-acccde) AxisDevice
= B posture 3. | (Authentication:Full-Username E£GINS | axis-bsa44f) AxisDevice

£} Posture Policies
£¥ Audit Servers
£ Agentless OnGuard
- § Enforcement
£x Policies
£x Profiles
=) »4- Network
£) Devices
{3 Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

Oct 26, 2023 05:08:20 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

Administration

S RTOIE B2 118 5 A E RN Axis FE BB IRET KNS, REBSIFI TN T REREBETXF M. MBTHEEIE, &
&5 4 [Guest] BEAI—EB5

BINBERT, DM REFER EAP SMHIER “axis-F35" . M HRENFYISEAHE MAC

Ht, Bt “axis—b8ad4f45b4e6”

AR SECE

v - o X
Q 2pp20 x W
<« C A Intesaker | hitps//172.25.201.120/tips/tipsContent action#tipsEditService.action%3FcontextData%3D3001 e % 0O &
arvba ClearPass Policy Manager Menu =—
Configuration » Services » Edit - Axis 802.1X Wired
[l Monitoring Services - Axis 802.1X Wired
o i =)
iy Sonfinnmtion ) summary service Authentication il Enforcement
Service Templates & Wizards
p R B
- Role Mapping Policy: [Axis Role Mapping v Add New Role Mapping Policy
-} & Authentication Role Mapping Policy Details
£} Methods
Description:
{3 Sources
Default Role: [Guest]
- R Identity
{3 Single Sign-0n (550) Rules Evaluation Algorithm: evaluate-all
£ Local Users Conditions Role
% Endpoints . 2 o
g . T (Authentication:Full-Username 2 ITH axis-00408c) AxisDevice
£ Static Host Lists
& Roles 2. (Authentication:Full-Username BEGINS WITH axis-acccge) AxisDevice
£3 Role Mappings 3. (Authentication:Full-Username BEGINS WITH axis-b8a44f) AxisDevice
M posture

£} Posture Policies
£ Audit Servers
£ Agentless OnGuard
- § enforcement
£¥ Policies
{x Profiles
~} +§- Network
£} Devices
£¥ Device Groups
£% Proxy Targets
£¥ Event Sources
£% Network Scan
{3 policy Simulation

Oct 26, 2023 05:09:16 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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Q app20 x M

<« C A Intesaker | httpsy//172.25.201

arvba

=" pashboard

[=] Monitoring

7} : B
142, Configuration ©

120/tips/tipsContent.action#tipsEditService action%3FcontextData%303001

ClearPass Policy Manager
Configuration » Services » Edit - Axis 802.1X Wired

Services - Axis 802.1X Wired

Summary  Service  Authentication

£¥ Service Templates & Wizards
FoYser
-1 & Authentication
£ Methods
£x Sources
= Q Identity
£x single Sign-on (S50)
£x Local Users
£} Endpoints
£y Static Host Lists
{¥Roles
{1 Role Mappings
- i posture
£} Posture Policies
£¥ Audit Servers
£x Agentless OnGuard |
- § Enforcement
L% Policies
£x Profiles
=) »4- Network
£) Devices
£% Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

es

Ad

© Copyright 2023 Hewlett Packard Enterprise Development LP

(O Use cached Roles and Posture attributes from previous sessions

Enforcement Policy Details

Use Cached Results:

Enforcement Palicy: [ 75 Radius policy

Description:

Default Profil Allow_VLAN_203

Rules Evaluation Algorithm: evaluate-all

Conditions Enforcement Profiles

(Certificate:Issuer-CN (¢
(Certificate:Issuer-0 £
D (Certificate: Subject-0
(Connection: Client-Mac-Addrass-NoDelim
serialNumber})
D (Tips:Role AxisDevice)
(Certificate: Issuer-CN Production CA)
(Authorization:[Endpoints Repository]: Device Name
2. unsupported)
(Certificate: Subject-CN
(Tips:Role AxisDevice)
(Certificate:Issuer-CN Production CA)
(Authorization:[Endpoints Repository]: Device Name
3. supported)
(Certificate: Subject-CN
(Tips:Role EQUALS AxisDevice)

Axis device ID Intermediate CA)
Axis Communications AB)
Axis Communications AB)
%{Certificate: Subject-

AXIS 0S5 version

production XYZ})

Production XYZ)

€ Back to Services

Oct 26, 2023 05:11:50 UTC

Allow_VLAN_201

Allow_VLAN_201

Allow_VLAN_202

Add New Enforcement Policy

(oo W Cooy T sove I conce |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

oe il Bic & 31

Dashboard
g Monitoring o

ry -
<42, Configuration

£¥ Service Templates & Wizards
{x Services
-1 & Authentication
£} Methods
£y Sources
- 2 1dentity
£y Single Sign-on (SS0)
£¥ Local Users
£} Endpoints
£x Static Host Lists
{¥Roles
£¥ Role Mappings
- M posture
£¥ Posture Policies
£ Audit Servers
£} Agentless OnGuard |
- $ Enforcement
£x Policies
!
— *§- Network
£) Devices
£% Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
£ Policy Simulation

© Copyright 2023 Hewlett Packard Enterprise Development LP

¥ Axis BB B FFIEAFIERIEII B RIEEX Fo

Q app20 x |+
& C A Intesaker | httpsy//172.25.201.120/tips/tipsContent.action#tipsEditEnforcementProfile.actione3FcontextData%3D3004
aruba ClearPass Policy Manager

Configuration » Enforcement » Profiles » Edit Enforcement Profile - Allow_VLAN_201

Enforcement Profiles - Allow_VLAN_201

m Profile  Attributes

Profile:
Name: Allow_VLAN_201
Description:

Type: RADIUS

Action: Accept

Device Group List 1. Switches

Attributes:

1. | Radius:IETF Session-Timeout =
2. | Radius:IETF Termination-Action =
3. | Radius:IETF Tunnel-Type =
4. | Radius:IETF Tunnel-Medium-Type =
5. | Radius:IETF Tunnel-Private-Group-Id =
6. | Radius:Aruba Aruba-User-Role =

£ Back to Enforcement Profiles

Oct 26, 2023 05:13:21 UTC

10800

RADIUS-Request (1)
VLAN (13)
IEEE-802 (6)

201

AxisDevice

opy

En B

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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HPE Aruba Networking ¥ A\ 32 #41

BT HPE Aruba Networking A3 #:4H1, on page 15 FH#AMRSEANRBEZSN, 558 TE HPE
Aruba Networking $# N3 #4/1 93 O fic & 7~ IUEC & |IEEE 802.1AE MACsec,

macsec policymacsec-eapcipher-suite gcm-aes-128
port-access role AxisDeviceassociate macsec-policy macsec-eapauth-mode client-mode

aaa authentication port-access dotlx authenticatormacsecmkacak-length l6enable
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IEREIE - ZeFHEM (EST)

BAEBHTRIPEENNEREEXER, BEECTERERGEN . IEB2TH, BIUE
ﬁﬁfig o WMFREBBIUE, IMIEEREENTINRIE, THEERNRNENRARELXEN
HEH

AXIS OS 129 5|\ T X2 F4HEM (EST) X HE, XE—MATREZELTEEEIEBAIML, EST
7 RFC 7030 HENX, =—METIENBAAER, SEBAUNAN L EEZMEREaEL, BIF.

SEM - @REREMAIILD

T - BB AT EARIE B

FIEM - AR T EREEHIED
EST %35 IT EXMIEBBMER, BlnAENH. 2eA%LE (RSAECC) HEPAKX/N, FREEI1ER
HTTPS,
EST T EMHLHE

IT REEEN BN ER. SITMEITM, TE2HERT Fa1. RENEERK.
BIFR HTTPS A TLS 1.2/1.3 SLTLEHMN L & BIE,

AT BRSSP T/ BT,
ETH0# (RFC 7030) # 5 IT ERt& £

EATFYEM. S MENEREEERNTT BRAFE,
BREHEST X1y, 1BEZHBAIN AXIS OS F1iRE,
Bt & HPE Aruba ClearPass Onboard

Aruba ClearPass Onboard 5 EST &5, N&&#Hn A MEE AT MWL EDANREIESR, BiIHEH
EST, umma ClearPass #{THMIIE, HBEZEM TLS BEIM—IE—mIESR, ZIEBHE/E
BTET 802 X IEBH FMWIEFEMARS . XEMRT —METIHE. BxiCETHRBNITE,
ATETRESNERR 210 RKE.

IEBMEYBEE
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v () Centfficate Authorities x 4+

& 5 C  ©MNotsecure hstps//172.25.201.120/onboard/mdps_ca_list.php * @

aruba ClearPass Onboard Menu ==

iy Guest P} Home » Onboard » Certificate Authorities
= - . £ Create new certificate authorit
g Devices i Certificate Authorities = v

@ onboard o

There are errors with the server certificate configuration that will prevent devices from provisioning er authenticating:
[\ =pp20.r2d2.lab: The ClearPass HTTPS server root certificate is not trusted by Apple. This will cause enrollment over HTTPS ta fail on i0S and iPadOS devices.
app20.r2d2.lab: Self signed ClearPass RADIUS server certificate will cause some models of Android devices to fail to authenticate,

rtificate

- ¥, Management and Control
«f view by Device § How do I fix this problem?
‘ View by Username
[E=] view by Certificate
#f* Usage Mode Status OCSP URL

= configuration % Local Certificate Authority root  Valid  2032-09-20T12:40:04+02:00 http://app20.r2d2.labjonboard/mdps_ocsp.php/1
. d;

Use this list to manage certificate authorities.

.’rNetwurk Settings This is the default certificate authority.

(3 i0S Settings 'ﬂ R2D2 ClearPass CA root  Valid 2035-07-17T10:24:56+02:00 http://app20.r2d2.lab/enbeard/mdps_ocsp.php/2
% Windows Applications {7 R2D2ESTCA1 root  Vvalid 2035-07-17T10:56:41+02:00 http://app20.r2d2.lab/onboard/mdps_ocsp.php/3
-1 @/ peployment and provisioning £y R2D2ESTCA2 root  Valid  2035-07-17T10:57:47+02:00 http://app20.r2d2.lab/onboard/mdps_ocsp.ohp/4
\3 Configuration Profiles Showing 1 - 4 of 4

5 Provisioning Settings [ C' Refresh 1 20 rows perpage

@ self-Service portal

@ Back to Onboard

&4 Back to main

© Copyright 2026 Hewlett Packard Enterprise Development LP ClearPass Onboard 6.11.2.252294 on CLABV platform
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v Q) Certificate Authority Settings (F X =+ — O X
<« G © Notsecure  Betps//172.25.201.120/onboard/mdps_ca.phplid=4&mode=edit T b @
aruba ClearPass Onboard S —

e Certificate Authority Settings -
i . [R2D2ESTCA2 |
Name: -
ﬁE“ Onboard o Enter a name to identify this certificate authority.

gy Certificate Authorities

-3, Management and Control
@ view by Device Description:

‘ View by Username

[E=] view by Certificate A description of the certificate authority.
#® Usage Mode: Root CA
- COunﬂgurat\on Certificate Issuing
rﬂ’.’rwetwurk Settings These options control how certificates are issued by this certificate authority.
& D i0S Settings Do notinclude OCSP Responder URL v
ﬂj— Windows Applications * Authority Info Access:  Select the information about the certificate authority to include in the client certificate.

e Note that when an OCSP URL is provided, clients may need to access this URL in order to determine if the certificate is still valid.
- ﬁ} Deployment and Provisioning

-,ﬁ Configuration Profiles * validity Period:

Maximum validity period for client certificates (in days).

15

* 8

1 Clock Skew Allowance:

@ self-Service Portal Amount to pre/post date certificate validity period (in minutes)

5 Provisioning Settings

Include device information in TLS client certificates
Subject Alternative Name:  store information about the device in the subjectAltName extension of the certificate.
Note: Aruba OS version 6.1 or later is required to enable this feature.

* Digest Algorithm: SHA-266 v

Select the algorithm used to sign issued certificates.
Retention Policy

These options control how long to retain certificates after revocation or expiry.
Keep a copy of client certificates

When checked issued certificates will be stored. When unchecked, only metadata about the certificate will be retained.

weeks
Maximum Period:  The period after which an expired certificate (or a rejected request) will be automatically deleted
Leave blank to disable automatic deletion.

Store Certificates:

SCEP Server

These options control access to the SCEP server for this CA.

[} Enable access to the SCEP server
Allows this CA to issue tis-client certificates via SCEP <
© Copyright 2026 Hewlett Packard Enterprise Development LP ClearPass Onboard 6.11.2.252294 on CLABV platform

AE CIBETUEBME VB EST IRE 75 IBE. K EST SMM UL T X BC & A€ FE FimiE o

SCEP Server:

EC & HPE Aruba ClearPass Policy Manager
JEIEBHFHEE

~ ) app20.r2d2iab x 4+ - (m] bd
< c © Notsecure  https://172.25.201.120/tips/tipsContent.action#tipsCertTrustListaction g @ :
aruba ClearPass Policy Manager Menu ——=
Administration » Certificates » Trust List
— . . Add
[ Monitoring Certificate Trust List -
-, Configuration This page displays a list of trusted Certificate Authorities (CA). You can add, view, or delete a certificate.
3¢ Administration ©
&¥ ClearPass Portal - FHter:\Suhject v”mnlainsv‘Axis Show records
= M Users and Privileges # Subject 4 Usage Enabled
Admin Users
& 1. [J  cn=Axis device ID Intermediate CA ECC 1,0=Axis Communications AB EAP, EST Valid Enabled -
S Admin Privil
min Privileges
& Server Manager 28 0  cn=Axis device ID Intermediate CA ECC 2,0=Axis Communications AB EAP, EST valid Enabled
=6
& Server Configuration 3. ) cN=Axis device ID Intermediate CA RSA 1,0=Axis Communications AB EAP, EST Valid Enabled
yLDg Configuration 4. (0 cn=axis device ID Intermediate CA RSA 2,0=Axis Communications AB EAP, EST valid Enabled
#°Local shared Folders 5. 0 cn=axis device ID Root CA ECC,0=Axis Communications AB EAP, EST valid Enabled
& Licensing 6. [ cn=Axis device ID Root CA RSA,0=Axis Communications AB EAP, EST valid Enabled
Device Insight
- l‘" - E 72| O EAP, EST valid Enabled
-1 |l External Servers
" 5 emailaddress= JCN= earPass CA,0= ,L=Lund,ST=Skane,C= , EST, Others ali nable
4 SNMP Trap Receivers 8 a ilAdd CN=R2D2 ClearP. CA,0=R2D2,L=Lund,ST=5k C=5SE EAP, EST, Oth valid Enabled
emailaddress= ,CN=R2D2 ClearPass Signing
Syslog Target: b .
ysyglog :rgert:lt ] (] o e i Femgrer s EAP, EST, Others valid Enabled
slog Export Filters
10. emailaddress= ,CN=R2D2 EST CA 1,0=R2D2,L=Lund,ST=Skane,C=SE EAP, EST, Others vali Enable
ﬁmy 9t pst [u] iladd d K h lid bled
essaging Setup
) 5 emailaddress= ,CN= ,0= ,L=Lund,ST=Skane,C= , EST, Others ali nable
#Endpoint Context Servers 11 a iladd CN=R2D2 EST CA 2,0=R2D2,L=Lund,ST=5k: C=5E EAP, EST, Oth Valid Enabled
4 File Backup Servers 12, O  emailaddress= CN=R2D2 EST Signing CA 1,0=R2D2,L=Lund,5T=5Skane,C=SE  EAP, EST, Others Vvalid Enabled
xternal Accounts . emailaddress= ,CN= igning 0= ,L=Lund,5T=Skane,C= , EST, Others ali nable -
Ext: I A it 13 a ilAdd CN=R2D2 EST Signing CA 2,0=R2D2,L=Lund,ST=5k: C=SE EAP, EST, Oth valid Enabled
- &) Certificates e
- Showing 1-13 of 13
P Certificate Store
#meym
#” Revocation Lists
-1 || Dictionaries
#°RADIUS
#°RADIUS Dynamic Authorizatic
#° TACACS + Services
## Device Fingerprints
#” Dictionary Attributes -
4 3
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:IET;T%IZO WIAE 70 EST Big, XF = HTM ClearPass Onboard RIEEIFBMENAE, HiERIE
[l A

25


https://www.axis.com/support/public-key-infrastructure-repository

HPE Aruba Networking

5 I SRS A &

5% | Be B S 7214 ClearPass Policy Manager ¥ B2 FIF N2 EC 25 EST M . HIa0, i+ REE
MEFE R SOEM, SUXE—BAHREE B EM.

~ Q) app20r2d2iab x 4 — O X
« c © Notsecure  hetps://172.25.201.120/tips/tipsContent.action#tipsEnforcementPolicies.action * ® H
aruvba ClearPass Policy Manager T =
Dashboard [] Configuration » Enforcement » Policies
[&] Monitoring d Enforcement Policies ;f‘r‘:im
G " =
%Conﬁguratmn (O} & Export All

{¥ service Templates & Wizards ClearPass controls network access by evaluating an enforcement policy associated with the service.

{3 Services

=& Authentication Filter: [Nama | contains v ( ] [ Go | Clear Filter Show ] records
£} Methods
£ Sources ! Lhesn Type
- Q Identity 1. ) [admin Network Login Policy] TACACS+ Enforcement policy controelling access to Policy Manager Admin -
£} Single Sign-0n (550) 2. | O [airGroup Enforcement Policy] RADIUS Enforcement policy controlling access for AirGroup devices
{3 Local Users 3. [J  [aruba Device Access Policy] TACACS+ Enforcement policy controlling access to Aruba device
£ Endpoints 4. | [ Aaxis MAC Authentication Policy RADIUS
1§} Static Host Lists
. xis Radius polic
£ Rol 5 [  Axis Radius policy RADIUS
oles
£% Role Mappings 6. [J  [Device Registration Disconnect] WEBAUTH Enfercement policy to disconnect devices from network
-/ Posture 7. ) EST enforcement Application
£¥ Posture Policies 8. [0 [Guest Operator Logins] Application Enforcement policy controlling access to Guest application
4¥ Audit Servers 9. [ [Insight Operator Logins] Application Enforcement policy controlling access to Insight application
£} Agentless OnGuard 10. [J  [sample Allow Access Policy] RADIUS sample policy to allow network access
= ¥ Enforcement . ‘
11. [J [Sample Deny Access Policy] RADIUS Sample policy to deny network access -

fedpoicios|
1§} Profiles Showing 1-11 of 11
] - Network
{3 Devices
L) Device Groups
£ Proxy Targets
L) Event Sources
£k Network Scan
£ Policy Simulation

o
© Copyright 2022 Hewlett Packard Enterprise Development LP Jan 28, 2026 08:42:38 CET ClearPass Policy Manager 6.11.2.252294 on CLABV platform
ClearPass Policy Manager 449358 &35 B L
~ Q) app20r2d2iab x 4 — O X
<« G © Notsecure  hetpsy//172.25.201.120/tips/tipsContent.action#tipsEditEnforcementPolicy.action%3FcontextData%3D3016 T ©®
arvba ClearPass Policy Manager Menu =

(] Configuration » Enforcement » Policies » Edit - EST enforcement

[&] Monitoring il Enforcement Policies - EST enforcement

& " 5
&, Configuration ‘)m Enforcement  Rules

L} Service Templates & Wizards

: Enforcement:
{3 Services

- & Authentication Name: EST enforcement

£ Methods Description:

{3 Sources Enforcement Type: Application
-1 Q Identity

Default Profile: [Deny Application Access Profile]

£ Single Sign-0n (S50)

4% Local Users Rules:

¥ Endpoints Rules Evaluation Algorithm: First applicable

9 PP!
Static Host List:
4 Static Host Lists Conditions Actions
1 Roles "
. (Date:Day-of-Week Monday, Tuesday, Wednesday, Thursday, Friday, o

£ Role Mappings 1. lsaturday, Sunday) [Allow Application Access Profile]

- posture

£ Posture Policies [
¥ Audit Servers
£ Agentless OnGuard
- § Enforcement
fedpoicios|
{3 Profiles
] - Network
{3 Devices
L) Device Groups
£ Proxy Targets
L) Event Sources
¥ Network Scan
£ Policy Simulation

¢ (Dol it Efs o]

© Copyright 2022 Hewlett Packard Enterprise Development LP Jan 28, 2026 08:43:37 CET ClearPass Policy Manager 6.11.2.252294 on CLABV platform
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v Q) spp20r2d2isb

« 5> ¢

aruba

Dashboard

[ Menitoring

a‘i’conﬁgnmhn
£} Service Templates & Wizards
o] se:
-} & Authentication
£} Methods
£ Sources
= Q Identity
£ Single Sign-0n (550)
4} Local Users
£ Endpoints
£} Static Host Lists
L} Roles
£} Role Mappings
- H posture
£} Posture Policies
L7 Audit Servers
£} Agentless OnGuard

es

= & Enforcement
£ policies
£y Profiles
] 4« Network
£} Devices
£ Device Groups
4} Proxy Targets
£ Event Sources
¥ Metwork Scan
£z Policy Simulation

© Copyright 2022 Hewlett Packard Enterprise Development LP

x +

© Notsecure  hetps://172.25.201.120/tips/tipsContent.action#tipsServices.action

ClearPass Policy Manager

Configuration » Services

Menu =

; Add
Services *
o & Import
& Export All
This page shows the current list and order of services that ClearPass follows during authentication and authanzation.
Filter:[Namea |[contains v ) [ Go | Clear Filter Hit Count for Show records
# Order » Name Type Tem| e Count Status
1 O 1 Axis 802.1X Wired RADIUS 802.1X Wired 0 (] -
2 0 2 Axis 802.1X Wired - Mac Authentication RADIUS MAC Authentication 0 °
3 O 3 [Policy Manager Admin Network Login Service] TACACS+ TACACS+ Enforcement 0 o
4 O a [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) 0 (=]
5 O s [Aruba Device Access Service] TACACS+ TACACS+ Enforcement 0 °
[ O s [Guest Operator Logins] Application Aruba Application Authentication 0 [=]
7 o 7 [Insight Operator Logins] Application Aruba Application Authentication 0 (=]
8 O s [Device Registration Disconnect] WEBAUTH Web-based Authentication 0 o
9 (-1 EST Application Aruba Application Authentication 0 (] -
Showing 1-9 of 9
o

Jan 28, 2026 08:35:09 CET

ClearPass Policy Manager 6.11.2.252294 on CLABV platform

~ ) app20.r2d2iab

< c

@ Not secure

aruba

- - Dashboard

@ Monitoring
o) =
Fory Configuration

L Service Templates & Wizards
I orices
=1 & Authentication
£% Methods
£ Sources
- Q 1dentity
£ Single Sign-0n (550)
£¥ Local Users
£} Endpoints
£ Static Host Lists
L Roles
4} Role Mappings
= M posture
£ Posture Policies
£ Audit Servers
£} Agentless OnGuard
- § Enforcement
4 Policies
1§} profiles
| 4« Network
1§} Devices
4} Device Groups
£¥ Proxy Targets
{3 Event Sources
{¥ Metwork Scan
£} Policy Simulation

FEEIE—I LTI EST FR5%

x ar

hitps;//172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3008

ClearPass Policy Manager
Configuration » Services » Edit - EST

Services - EST

sy [ st
Name: [EST |
Description: ’Authenti(atinn Service for Applications
A
Type: Aruba Application Authentication
Status: Enabled
Monitor Mode: O Enable to monitor network access without enforcement
More Options: [J Authorization
Service Rule
Matches ® ANY or O ALL of the following conditions:
Operator
| Name EQUALS EST @
(]

© Copyright 2023 Hewlett Packard Enterprise Development LP
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~ Q) app20r2d2isb x 4 — O X
<« c © Notsecure  hitps://172.25.201.120/tips/tipsContent.action#tipsEditService.action%3FcontextData%3D3008 b g @
aruvba ClearPass Policy Manager =
Dashboard [4] Configuration » Services » Edit - EST
[=] Monitoring ] Services - EST
2 = =
jp; Configuration ©  Summary Service Authentication  Roles
L} Service Templates & Wizards
= Use Cached Results: Use cached Roles and Posture attributes from previous sessions
e
- & Authentication Enforcamentibalicy; [EST enforcement ~] Add New Enforcement Policy
L Methods Enforcement Policy Detal
£¥ Sources
- Q Identity Description:
£ single Sign-0n (550) Default Profile: [Deny Application Access Profile]
4J Local Users Rules Evaluation Algorithm: first-applicable
£¥ Endpoints
i . on ns Enforcement Profiles
£} Static Host Lists g . ™ " " ” 4 ured i
Date:Day-of-Weel Monday, Tuesday, Wednesday, Thursday, Friday, -
1 Roles 1. Saturday, Sunday) [Allow Application Access Profile]
£} Role Mappings
- H posture

£} Posture Policies
¥ Audit Servers
£} Agentless OnGuard
= & Enforcement
L) policies
{3 Profiles
] 4« Network
{3 Devices
£} Device Groups
LJ Proxy Targets
L) Event Sources
£k Network Scan
£ Policy Simulation

£ Back to Services isable Py Cancel
[ Disable Jii Copy Jil Save Jii Cancel ]

© Copyright 2022 Hewlett Packard Enterprise Development LP Jan 28, 2026 08:47:35 CET ClearPass Policy Manager 6.11.2.252294 on CLABV platform
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v () Centfficate Authorities x 4+

< c

¥ . AXISP3265-lV Dome Camera X ar

&« > C A\ Not secure
AXISa,

Status

N Video >
[ Analytics >
|l Audio >
3 Recordings

B Apps

%, System ~

Time and location
Network

I Security
Accounts
Events
marT
SIP
Storage
Stream profiles
ONVIF
Detectors
Power settings

Power meter

© Notsecure  hitps://172.25.201.120/onboard/mdps_ca_list.php

Certificate Viewer: app20.r2d2.lab

General  Details

Issued To

Common Name (CN)
Organization ()
Organizational Unit (OU)

Issued By

Common Name (CN)
Organizztion (0)
Organizational Unit (OU)

Validity Period
Issued On
Expires On

SHA-256

Fingerprints

Certificate

Public Key

2pp20.r2d2ab
R2D2
<Not Part Of Certificate>

R2D2 ClearPass Signing CA
R2D2
<Not Part Of Certificate>

Wednesday, luly 16, 2025 at 10:09:31AM
Thursday, July 16, 2026 at 10:39:31 AM

2fb7855b1779c89¢c700042e09dcdc94b20baBdccd 23 1ediTe3924 12840
8dfed
26677c1deb12b5a5ac06ad2ef7588128d75c816cab0820560360debbS0
32ec17

IIEF B ClearPass Onboard HTTPS i &5 B9F B4,

172.25.201.161/camera/index.html#/system/security

AXIS P3265-LV Dome Camera

Certificates (33) ~
+ Add certificate

Filter by name

[0 Name

GlobalSign Root CA - RE

GlobalSign Root E46

ISRG Root X1

O
O
[J  GlobalSign Root Rd6
O
]

R2D2_ClearPass_CA

Secure keystore

Select type to filter ~

Type

CA

cA

CA

cA

ca

(O Trusted Execution Environment (SoC TEE)

@ Secure element (CC EALE+)

Enrollment over Secure Transport  Beta

Secure keystore

5 rows

10 rows

EST ZFimEkcE

¥k 5 ClearPass Onboard HTTPS if = 69 CA _F1EEIZ 18 &,
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v A AXIS P3265-LV Dome Camera X + — o X
<« [&] A Notsecure  172.25.201.161/camera/index.html#/system/security g ®
AXISa AXIS P3265-LV Dome Camera 20 A8 0@ :
Status

Secure keystore

0 Video > .

() Trusted Execution Environment (SoC TEE)
B soalsi > Secure element (CC EALG+)
il Audic >

3 Recordings

® Enroliment over Secure Transport  Beta
Apps

B, System v

v Notcomaciad

Ttz 27 | 2Eaiey https://app20.r2d2.ab/well-known/est/ca:4

Network N
Services
Security 802.1X/MACsec x ~
Accounts Client certificate
Auxis device ID RSA-2048 (802.1AR) £
Events
CA certificates
MarT
R2D2_ClearPass_CA x Clearall ~
SIP
Connect
Storage

Stream profiles
ONVIF

Detectors

Cryptographic policy
Power settings

Power meter Active O
() After changing policy, we recommend that you go to

Default - OpenS5L v Maintenance and restart the device.

S8

=]

URL

EST URL T L # ClearPass Onboard 534
EST IZAIEBMAN R IELE,

IR 35

EENEADEMEBENEENRS .

&Pt

wFE—NE AL, AT ClearPass

Onboard EST fR&5s8#t 75 MBI, BB
Zifl &% ID MR IMNSHBENE
£, EA%ETLINLH IEEE 802.1AR
WEBEEE A INZ ClearPass Policy
Manager B ]I BHFEX,

CAiE#H M ClearPass Onboard HTTPS i & 1% %
CAUER, MEZNLLE&EEERIZmS.
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¥ & AXISP3265-lV Dome Camera X ar - [m] x
& 5 @  ANotsecure 172.25201.161 find y ity * @ @
AXISa AXIS P3265-LV Dome Camera (OGN VC)
Status
Secure keystore
0 Video >
O Trusted Execution Environment (SoC TEE)
B Srrayis » Secure element (CC EALG+)
|l Audic >
3 Recordings
Enrollment over Secure Transport  Beta
B Apps
B, System v

Time and location https:/fapp20.r2d2.lab/well

Network N
Services
I Security 802.1X/MACsec x v
Accounts Client certificate
Auxis device ID RSA-2048 (802.1AR) ~
Events
CA certificates
MarT
R2D2_ClearPass_CA x Clearall  ~
SIP
Reset Enroll
Storage

Stream profiles

ONVIF
Detectors
B Cryptographic policy
Power settings
Power meter Active O
() After changing policy, we recommend that you go to
Default - OpenSSL - Maintenance and restart the device.
=
A N
SEMA T
¥ . AXISP3265-lV Dome Camera X + - (] X
& 5 € ANotsecure 172.25.201.161/ /ind y ity

Properties

MName: EST Example

Version: 3

Serial number: 12

Signature algorithm 1D: sha256WithRSAEncryption

Issued by:
Common name (CN): R2D2 EST Signing CA 2
Country (C): SE
State or province (ST): Skane
City or locality (L): Lund
Organization (Q): R2D2
Organizational unit (OU): -

Issued to:
Common name (CN): axis-B8A44FBATEBS
Country (C): SE
State or province (ST): -
City or locality (L): Lund
Organization (0): Axis Communications AB
Organizational unit (OU): -
Issued: 2026-01-28
Valid thru: 2027-01-28

Public key algorithm: RSA Encryption

RSA public key o
Keylength: 2048 bits

Signature v

Certificate
PEM format

LM R & £ ETHAY EST iEH.
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[ use this list view to manage certificates.

o Quick Help
@ Onboard )|
Certificate Authority:
f7y Certificate Authorities
Cenicate Type:
=] ‘Q‘Managamant and Control EAEEE T S All ~
@ view by Device Filter: |
’ View by Username = N Certificate
ommon Name
[BS] view by Certificate Authority
> Usage =

f axis-BBA44F6ATEBS R2D2 ESTCA 2

= ¥ configuration
ﬂEm’i.Network Settings
(3 i0S Settings
&4 windows Applications

Certificate Infe n

Certificate Details
Details about the certificate and its owner.

= ﬁ}- Deployment and Provisioning
ff configuration Profiles Issued To: [] axis-BSA4AFGATEBS
@ Provisioning Settings [ X
. Valid From: ] Wednesday, 28 January 2026, 9:16 AM
@ self-service portal
valid To: €% Thursday, 28 January 2027, 9:46 AM

Country SE
Locality Lund

Subject:  Organization Axis Communications AB
Common Name axis-BSA44F6A7EBS

DNS axis-BSA44F6A7ERS
Issuer Details
Details about the certificate authority that issued the certificate.
Issued By: [2] R2D2 EST Signing CA 2

Country SE

Locality Lund

%, Configuration

Organization R2D2
Issuer:
Commen Name R2D2 EST Signing CA 2

Administration State Skane

© Copyright 2026 Hewlett Packard Enterprise Development LP

=] View certificate Trust Chain [ Export certificate [ Revoke certificate € Delete certificate

¥ & AXISP3265-lV Dome Camera X ar - [m] x
« G ANotsecure 172.25.201.161/camera/index hmi#/system/security * @ i
AXISa AXIS P3265-LV Dome Camera @ oA 0
Active &
Status () After changing policy, we recommend that you go to
Default - OpenSSL ™ Maintenance and restart the device,
0 Video >
[ Analytics >
|l Audic >
Exglesotinn 2 Network access control and encryption
B Apps 8021 Authorized
® 302.1AE MACSec Not secured
B, System v
Tz =72 (TEsimn Authentication method
IEEE 802.1x EAP-TLS / IEEE 802.1ae MACsec (Dynamic CAK)  ~ &Fﬂ
Network
I Security Client certificate (®
rerris EST Example v
Events CA certificates (D
MQTT No CA certificate selected 4
SIP EAP Identity
Storage axis-bBaddf6aTeb8
gz el EAPOL Version ®
ONVIE 0102 @3
Detectors
Power settings
Power meter
=
Prevent brute-force attacks
R \ > A g = A e D4
ECEMAVIEBE B a7 Bo4h 58 BT AR S o
~ ) Certificate Management X+ - (] X
<« c © Notsecure  hkitps://172.25.201.120/onboard/mdps_cert_ management.php?type=tls-client g @ i
aruba ClearPass Onboard R —

[T Columns

2026-01-28
09:16:26+01:00

2027-01-28

18 ts-client 09:46:26+01:00

2] None

-

ClearPass Onboard 6.11.2.252294 on CLABV platform

B AT 7 ClearPass Onboard & EE T AFEIIEL
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|BRRtRZ; — MAC S35&1E

#&0] ) F MAC S IRIESRIT ( MAB ) SRR A% #F IEEE 802.1AR MLl £i% %, AR
& IDIEBHTER, UREE BIMNRAT /B IEEE 802.1X, 1R 802.1X tRzk %k, ClearPass
Policy Manager £4&1IF Axis R &89 MAC Hi3EH35% F X W48 59375 8] 4R o

MAB EE# A\ #4150 ClearPass Policy Manager Be B & ., TEELNHEE F#ETIEEE EA]
T A MAB IXSEIREEN

HPE Aruba Networking ClearPass Policy Manager

5 i UK

ClearPass Policy Manager # 58§l RIS EL B & B S RB U T E AN RO LG TR EES
8] HPE Aruba Networking MI£& B9 BR o

v - O X
Q =pp20 L -
&« C A Intesaker | hitps://172.25.201.120/tips/tipsContent.action#tipsEditService action%3F contextData%3D3006 e w O & @
aruvba ClearPass Policy Manager Menu =
_ £ Dashboard [] cConfiguration » Services » Edit - Axis 802.1X Wired - Mac Authentication
[ Monitoring Services - Axis 802.1X Wired - Mac Authentication
& i G
Ry configmation “  summary sService Authentication Roles
£} Service Templates & Wizards = : : ;
- Use Cached Results: [ use cached Roles and Posture attributes from previous sessions
oY services
- G Authentication Enforcement Policy [Axis MAC ication Policy v Add Mew Enforcement Policy
{¥ Methods
4 Enforcement Policy Details
£y Sources
= @ 1dentity Description
4 Single Sign-On (550) Default Profile: [Deny Access Profile]
£} Local Users Rules Evaluation Algorithm: evaluate-all
£¥ Endpoints
: y Conditions Enforcement Profiles
£y Static Host Lists .
ok (Date:Day-of-week Monday, Tuesday, Wednesday, Thursday, Friday)
X} Roles o (Date:Time-of-Day 09:00:00,17:00:00) Allow_VLAN_203
{¥ Role Mappings (Connection: Client-Mac-vendor Axis Communications AB)
- i posture

£x Posture Policies

{3 Audit Servers

£x Agentless OnGuard
- & Enforcement

£x Policies

LxProfiles
—| *§- Network

£} Device Groups
£¥ Proxy Targets
{) Event Sources

£¥ Network Scan

L% Policy simulation

— e T
BHESAE | - o
MR REARFTEEEREFIREE, ESWIERIGRINE,
PEMZ (VLAN 203)
MBHEUTEME, DNHBEEEIETHIIZIR. RS MR

- YXHTHA, WE—ZPE

« HENEFIRETFER,

- MAC #iliH R By 5% £ A S,

TP AIE MAC HiliFp9 e e s, B ARIRT EMEEMEEILEINR. FATRIERER MAB
HTMIRE, REHE—FTFIRERE

KRR E
ARBEFETR, E—THNSNRIDE, XAFFHHSA MAC i,
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Q app20
e

x  +

C A intesaker | hupsy//172.25.201.120/tips/tipsContent.action#tipsAuthSources.action

aruvba

= = 'Dashboard

[=] Monitoring
) x
i, Configuration

£¥ Service Templates & Wizards
{3 Services
-1 & Authentication
£ Methods
!
= Q Identity
{xsingle sign-on (ss0)
£x Local Users
£} Endpoints
£y Static Host Lists
{¥Roles
4} Role Mappings
- i posture
£} Posture Policies
£¥ Audit Servers
£ Agentless OnGuard
- § Enforcement
L% Policies
£x Profiles
=) »4- Network
£) Devices
{3 Device Groups
£ Proxy Targets
£x Event Sources
£ Network Scan
¥ Policy Simulation

Ad

© Copyright 2023 Hewlett Packard Enterprise Development LP

ClearPass Policy Manager

Configuration » Authentication » Sources

Authentication Sources

= Add
& Import
2, Export All

An authentication source is the identity store (Active Directory, LDAP directory, etc.) against which users and devices are authenticated.

Filter: [Name ~|[contains v |

# Name s Type

1. O [Admin User Repository] Local SQL DB
s O [Denylist User Repository] Local SQL DB
3. O [Endpoints Repositary] Local SQL DB
4. O [Guest Device Repository] Local SQL DB
5. O [Guest User Repository] Local SQL DB
6. O [Insight Repository] Local SQL DB
7 O [Local User Repository] Local SQL DB
8. O [Onboard Devices Repository] Local SQL DB
9. O [Social Login Repository] Local SQL DB
10 O [Time Sourcel Local SQL DB
i1 O  [Zone cache Repository] HTTP

3] Clear Filter

Authenticate users against Policy Manager admin user database
Denylist database with users who have exceeded bandwidth or session
related limits

Authenticate endpoints against Policy Manager local database
Authenticate guest devices against Policy Manager local database
Authenticate guest users against Policy Manager local database
Insight database with session information for users and devices
Authenticate users against Policy Manager local user database
Authenticate Onboard devices against Policy Manager local database
Authenticate users against Policy Manager social login database
Authorization source for implementing various time functions

Access attributes cached by Context Server Actions in previous sessions .

Showing 1-11 of 11

Oct 31, 2023 09:13:53 UTC

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform

aruvba
= = pashboard

2l Monitoring

G -
{44, Configuration

4} Service Templates & Wizards
£¥ Services
1 & Authentication
£ Methods
!
- R Identity
£x Single Sign-0n (550)
4} Local Users
£¥ Endpoints
¥ Static Host Lists
£XRoles
£% Role Mappings
1M posture
£% Posture Policies
£} Audit Servers
£ Agentless OnGuard
- $ enforcement
£¥ Policies
LxProfiles
—| *§- Network
£x Devices
£} Device Groups
£% Proxy Targets
{) Event Sources
£¥ Network Scan
£} Policy Simulation

@ Copyright 2023 Hewlett Packard Enterprise Development LP

Q @pp20 X

ax

< C A Intesaker | hitps://172.25.201.120/tips/tipsContent.action#tipsAddAuthSource.action

ClearPass Policy Manager
Configuration » Authentication » Sources » Add

i Authentication Sources

Gen Static Host Lists ~ Summary

v = o X

e % O & i

Name: [Axis Devices ]

Description: UAC addresses of Axis devices in use

Type: Static Host List ~

use for Authorization: Enable

sthentication Sou

Authorization Sources:

< Back to Authentication Sources

Oct 31, 2023 09:21:23 UTC

(e~ I Sove I Corce |

ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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v - O x
Q app20 x M

& > C A intesaker | httpsy//172.25.201.120/tips/tipsContent.action# e Y O & ¢

| Add Static Host List

Name:

Description:

Host Format: Subnet
Regular Expression
List

Host Type: 1P Address
MAC Address

Host Entries

Address
1. O B8-A4-4F-45-B4-E6  Axis Device 1
2. O BB-A4-4F-45-B4-E7  Axis Device 2
3. O BB-A4-4F-45-B4-E8  Axis Device 3

Description:

4

B 7 B& Axis MAC it B9E# S FHFIER

Q apr20 x|+ v - o x
€ > C A intesaker | hitps//172.25.201.120 tips/tipsContent.action# e & O @&
aruvba ClearPass Policy Manager Meny =

Dashboard [} Configuration » Authentication » Sources » Add

=] Monitoring i Authentication Sources

i, Configuration @ List "Axis devices” added successfully
£} Service Templates & Wizards
{f Services
= %Authentication Add New Static Host List
£ Methods 5 z
e
Sources|
e [
- R Identity

£x Single Sign-on (SS0)
£¥ Local Users
{X Endpoints
{y Static Host Lists
{XRoles
{2 Role Mappings

- posture
£¥ Posture Policies
{3 Audit Servers
£ Agentless OnGuard

= & Enforcement
£} Palicies
Ly Profiles

—| *§- Network
£x Devices
£} Device Groups
{¥ Proxy Targets
£} Event Sources

£¥ Network Scan
¥ Policy Simulation

2 o T TS

© Copyright 2023 Hewlett Packard Enterprise Development LP Oct 31, 2023 09:20:34 UTC ClearPass Policy Manager 6.11.2.252294 on CLABV (Trial Version) platform
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v - O x
Q app20 x M
<« C A Intesaker | httpsy//172.25.201.120tips/tipsContent action#tipsServices action e Y O & ¢
aruba ClearPass Policy Manager ben =
- = Dashboard Configuration » Services
[l Monitoring Services o Add
m - & Import
(4%, Configuration 'S, Export Al
£} Service Templates & Wizards This page shows the current list and order of services that ClearPass follows during authentication and authorization.
FeYservices
=& Authentication Filter: [Name | [contains v ( ] ® Clear Filter Hit Count for
£ Methods
£ Sources Order . Name Template Hit Count Status
- Q Identity 1 O 1 Axis 802.1X Wired RADIUS 802.1X Wired 0 [ -
£x single Sign-on (S50) 2 O 2 Axis 802.1X Wired - Mac Authentication RADIUS MAC Authentication 0 [
£¥ Local Users 3 a ‘3 Test_Service RADIUS 802.1X Wired 0 (=]
¥ Endpaints aq 0 a [Policy Manager Admin Network Login Service] TACACS+ TACACS+ Enforcement 0 0o
£y Static Host Lists : — : :
£ Rol 5 WL [AirGroup Authorization Service] RADIUS RADIUS Enforcement ( Generic ) o [=]
Roles
)
£ Role Mappings 6 O s [Aruba Device Access Service] TACACS+ TACACS+ Enforcement 0 o
- M pasture 7 Oz [Guest Operator Logins] Application Aruba Application Authentication 0 o
£} Posture Policies 8 O s [Insight Operater Logins] Application Aruba Application Authentication L] [=]
£¥ Audit Servers 9 O o [Device Registration Disconnect] WEBAUTH Web-based Authentication 0 -] -

A it onGi d ‘ -
FhsgEatieion G Showing 1-9 of el e

- § Enforcement
£x Policies
£x Profiles
=) »4- Network
£) Devices
{3 Device Groups
£} Proxy Targets
£ Event Sources
£ Network Scan
£ Policy Simulation

Ad
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Q app20 x |+

€ C A Intesaker | httpsi//172.25.201.120/tips/tipsContentaction#tipsEditService action%3F contextData%3D3006 2w O &

aruba ClearPass Policy Manager Menu =
b = Dashboard Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
[] Monitoring Services - Axis 802.1X Wired - Mac Authentication

& i @
Ehpconfigmation ©  summary Authentication  Roles  Enforcement
Service Templates & Wizards
pl
!
1 & Authentication
£ Methods
£ Sources
- R Identity
£ Single Sign-on (550) Status: Disabled
{¥ Local Users Monitor Mode: () Enable to monitor network access without enforcement

Name: [Axis 802 1X Wired - Mac icati ]

Description: © authenticate guest devices based on
heir MAC address.

Type: MAC Authentication

&) Endpaints More Options: O authorization U Audit End-hosts () Profile Endpoints [ Accounting Proxy

£} Static Host Lists

£k Roles

£} Role Mappings
1M posture

£} Posture Policies

£} Audit Servers

£¥ Agentless OnGuard

Service Rule

Matches ANY or ® ALL of the following conditions:

Operator

1. | Radius:IETF NAS-Port-Type BELONGS_TO Ethernet (15)
Radius:IETF Service-Type BELONGS_TO Login-User (1), Call-Check (10)

7 EF
e

Connection Client-Mac-Address. EQUALS %%{Radius: IETF:User-Name}

bl | £

- $ enforcement
£¥ Policies
{x Profiles
—| *§- Network
£} Devices
£} Device Groups

£% Proxy Targets
{) Event Sources
£¥ Network Scan
£} Policy Simulation

< Back to Services Enable | Copy Cancel
[ Enabic il Copy Jii Save [l Cancol |
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Q app20 x M

<« C A Inte saker | hetps://172.25.201.120/tips/tipsContent action#tipsEditService action%3FcontextData%3D3006 e Y O & ¢

arvba ClearPass Policy Manager Menu =

=~ Dashboard Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication

" i Services - Axis 802.1X Wired - Mac Authentication

Y -
142, Configuration

Summary  Service QEULESIAIEM Roles  Enforcement

£¥ Service Templates & Wizards

Authentication Methods: [Allow All MAC AUTH] Add New Authentication Method
Wi :

-1 & Authentication
£ Methods ot
£x Sources Sl

= Q Identity
£x single Sign-on (S50)
£x Local Users
£} Endpoints
£y Static Host Lists Authentication Sources:  [Axis Devices [Static Host List] Add New Authentication Source
{¥Roles )

{1 Role Mappings J

— i posture 3 |
£} Posture Policies |
£¥ Audit Servers | —
£ Agentless OnGuard o ‘

[--Select to Add— v

- & Enforcement [~Select to Add— ~]
£x policies
Ly profiles
=) »4- Network
£x Devices
£¥ Device Groups
£} Proxy Targets
£} Event Sources
£ Network Scan
£ Policy Simulation

Strip Username Rules: () Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

€ Back to Services able Py Cancel
| Disable i Copy [l Save Jii Cancel |
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+ B8:A4ARXX:XX:XX
+  AA:C8:BE:XX:XX:XX
* 00:40:8C:XX:XX:XX
Q 2pp20 x |+ O C
<« C A intesaker | hups;//172.25.201.120/tips/tipsContent.action#tipsEditService action%3FcontextData%3D3006 e % O &
arvba ClearPass Policy Manager Meau ==
Configuration » Services » Edit - Axis 802.1X Wired - Mac Authentication
[l Monitoring Services - Axis 802.1X Wired - Mac Authentication
) i &
R Sonfigumtion © summary Service  Authentication  Roles
4} Service Templates & Wizards =
Use Cached Results: [J use cached Roles and Posture attributes from previous sessions
o B
- & Authentication Enforcement Policy: [Axis MAC ication Policy Add New Enforcement Policy
Method:
1 Mettiods Enforcement Policy Details
£y sources
- Q rdentity Description:
{3 Single Sign-0n (S50) Default Profile: [Deny Access Profile]
£¥ Local Users Rules Evaluation Algorithm: evaluate-all
£ Endpoints
. Conditions Enforcement Profiles
£y Static Host Lists
i (Date:Day-of-week VGS_TO Monday, Tuesday, Wednesday, Thursday, Friday)
£ Roles i i 5 (Date:Time-of-Day ANGE 09:00:00,17:00:00) Allow_VLAN_203
{}¥ Role Mappings D (Connection:Client-Mac-Vendor Axis Communications AB)
- i posture

4} Posture Policies
£ Audit Servers
{3 Agentless OnGuard
- § enforcement
£¥ Policies
{x Profiles
~| +§- Network
{) Devices
£¥ Device Groups
£% Proxy Targets
{) Event Sources
£% Network Scan
{1 Policy Simulation
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HPE Aruba Networking ¥ A\ 32 #41

BT HPE Aruba Networking A3 #:4H1, on page 15 FH#AMRSEANRBEZSN, 558 TE HPE
Aruba Networking 3 A\ 3 #6471 A9 O BR B 7~ 61 I 22 73 1T MAB,

aaa port-access authenticator 18 tx-period 5aaa port-access authenticator 19 tx-period S5aaa
port-access authenticator 18 max-requests 3aaa port-access authenticator 19 max-requests 3aaa
port-access authenticator 18 client-1imit laaa port-access authenticator 19 client-1limit laaa
port-access mac-based 18-19aaa port-access 18 auth-order authenticator mac-basedaaa port-
access 19 auth-order authenticator mac-basedaaa port-access 18 auth-priority authenticator
mac-basedaaa port-access 19 auth-priority authenticator mac-based
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