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Ol EC|AOIME AtESIH Axis X E %[CHSH =83 4= QEL|CH AXIS Camera Application Platform(ACAP)2
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QL2 AlAH HE
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NAS EF B Al JEUO0R MU DE SN AX LT AR MXE CA AEA
Jh CEAl M%) 8 U et
+ Add certificate(21S M F7t) : ASME F7tsid{H St
« More(H H7]|) D AMSHL MEdSE R WEE mA|RL|CH
« Secure keystore(HO 7| XZEA): 70 7|E CHHSIAH X ZsiE{™H Secure element(HOF @A)
£ Trusted Platform Module 2.0 /.\jE_*.‘E,H-I Ct. MEHSE HOF F| KMEAO| CHEE XpASH LH%% =
E:I ™M help.axis.com/en-us/axis-os#cryptographic-supports TS A| 2.
+ Key type(7| 8): °._|"HE Ho5HH EEOR S50 7|2 2= Ya2[E0|L Cf
2 st ynalEeg MY
[ ]
[ ]
* M=o Y& 0fjF0= CFS0| ZehE Lo
. Certlflcate information(QS A HH): HX = QASAMo &MHE FLCt
+ Delete certificate(ol"kl AHD: QIS M E AHISHAAI2.
« Create certificate signing request(21S A MH X M) CIX|E ID 2AZSMME MHSI| Qo S
g 7|0 2 QEM MY 8 Mg
Secure keystore(sl?j 7| MEA) O
« Secure element(EHQF @ A)(CC EAL6+): EHOF 7| HE A0 EHO QAE At252{H MEHSHL|C},
» Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g4l 2): 29t 7| HZ&EAQH TPM 2.0
2 ALE5ta{ T MENSFL|C}
HEHYD M2 Mo X Pz
IEEE 802.1xIEEE 802.1x= SM Sl BEM HEQ3 EX|Q EOQF 9ZE NIt ZE 7|8 HEQZA £9 K|
£ Q|st IEEE EZ= QL Ef IEEE 802 1x= EAP(Extensible Authentication Protocol)& 7|&2 2 $tL|C}IEEE
802.1XE H3E|l= HELIAO AMNASIHE HEYI HX7t HHEH2E 2AF E|010F gtLct 2152 Qs
MHOAN iz, 2EI™E o 2 RADIUS AMHE(0]: FreeRADIUS 3! Microsoft Internet Authentication Server) !
L|C}IEEE 802.1AE MACsecIEEE 802.1AF MACsecS O|C|0f A~ £2 mee=S 98 4joide [0l 7|
24 3 244S HolSt= [EEEQ| MAC(O|LC| 0 °“)\1l* 7*'5%) sof ii-’5-°"-IEf °|"A1CA °|’<A1 giol +4
5t H A1H1 IEM F2d AL HEdetE| 1l K= HZE HEQAo 2ASI0 XA Q5S Al=gLCt
ASME AMEY If Axis 7+31 Al 7|7 & 01T A1H'|'— EAP- TIS(EE Jhs 015 mEES - M3 AS 20h
£ ME%t0] CIXE ASME KHHECE QAFTYULICLEX 7L ABME S8l E2E|&= '-1IE°4301I o | A5t
2= QEE 3 AHE ZS2I0|YHE QIS AME EX| 0] MX|SloF B |l:f Authentication method(Q1Z HiH):
Ol=0f| AF2E|= EAP S¢S MERSHL|C}.Client Certlflcate(E'-E|-0|°1§ OI= A): IEEE 802.1xE AfOSEF 2z}0|
HE QIZME METLCH 2F MHE QTME ALE5I0 E2I0|HEQ IDE QI L|CHCA AFN:
CA QIZME MEHSIO] QIF Mo IDE HOITtL|Ct QAFME MEHSIX| o™ FHX|&= HZE MIE%E
of A l0] XtA| Q1F = Al=gL|CLEAP ldentlty(EAP ID): S2t0|E QIS At AE ALEX IDE &
2354 A| 2.EAPOL version(EAPOL HHH): HEQA AQX|0|M AIEE= EAPOL HE S MEHSHL|ClUse
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x AEE—*—; AF2%te{H MEHSHL|CL QIS diH o 2 IEEE 802.1x
PEAP-MSCHAPV2E A83tE 2202 o|2{3t MHZ 0|8E =+ %'\ﬁ'—l C.
o DIfAQIE: ST AFEX IDO| EH*°JE% %'Eﬁ.é.“-llih
+ Peap version(Peap H{H): L EI ALK 0| ALE &= Peap HH S MEHTIL|LCY
« Label(2}): 22}0|Q1E EAP USSIE ARSI M 12 MENSID, 2210|IE PEAP USEE ALRS}
M 25 MEHSIL|C} Peap H{T 12 AMBSE 2% WESRIA AX|7t ALBSHE 2t g MEigL|CH
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o QEmol A

A3

A¥

+ Add account(H|™ FI7h): M AEES =718t S2ISL|CE AT 100709 AMEES FI7Iet &= ASL|
ChAccount(A|E): 1Rt A 0|82 %Iaiul-l Ch.New password(M Zj29{E): A F2 EHﬁ"JE% 2
SHLCh DjAQSi 1~64%F Z0[0[0F SLICE 22X, 2, P&, YL 7S £ Q3 53 ASCH 2
AHAE 32~126)FF THAQE0f AFRS 4= UBL|CH Repeat password(nﬂﬁ-?-i HE):. 9 =
£ CIA| A Al 2 Privileges(3 $H):
+ Administrator(2t2|X}): 25 20| &TS| WM AgrLCH 2E2|Xt= OHE AFS F7H YO0
E 4 Xﬂﬂ%‘ 7 UFLICH
+ Operator(2€X}): Ct2S Hst ZE MY HMAS = A&L|CH
. pE System(MAzn ) A
« Viewer(H0]): 85 HATY = U&= O] YP&LCH

[ ]
 4go| ¥E oLojs Cfgo)
C}.Delete account(7-‘||JH AHD): AH™

il

2z
mlo
e

al
i
i

EE‘EI:IEr.Update account(H|™ HLMO|E): HHE =
= AMgLC root AEE AN 4= gi&LICh

o1 o

A A A

Allow anonymous viewing(2ll H7| 5| 8) AZXNo=Z ZIQISIX| L FLt 2EXZE X0 dH2

—

a4 Qe E MY Ct.Allow anonymous PTZ operating(2E2| PTZ 29¥ 35| &) : Qo] ALE
Xt7p olojx|of cHsy ©, HE X S & = UAZE St4H HLCh
SSH AHH™

+ Add SSH account(SSH A Z=71): M SSH AHEE F7(ste{dH SEIgL| Lt
« Restrict root access(root M| A X|TH): root WH A HRSH 7|55 Hstsie{H ZL|CH
« Enable SSH(SSH BMShH: SSH MH|AE Alg6t2{E ZAL|CH
Account(A|H): 17 AY 0|52 et Ch.New password(Af H{2HE): AZ2
Ct. I|AQYEE 1~ 64X|- Zo|oo E.“—I C}. _._7(|- 2XH, REX, A= 7|+
L 32~126)0F THA QI Of AtEE

[
[
Al UEHSHHAIR 2 dFS YHSLCHEN). * &0 %& Hros Ch50| 22 ELChUpdate
X

o = =2 -dHg —/
SSH account(SSH AH|H AGIO|E): AN £48 HATIL|CL Delete SSH account(SSH A AMx|): AHH
2 AXMTLLCH root HE2 AT = AUSLLCH
M SAE

+ Add virtual host(7}4 SAE FEI1): M 7Hd SAEE F715}E
= Argsfei® S ChME 0|B: Muo 0|58
LChZE: M7t AZE ZES YL ChType(RE): ALE

[ d

[

L]

2F ID SO0IM MEBHLICE 8 =
* Update(YH|O|E): 7tef SAES YOO EFLIC
« MH: tY SAES A
Hg sk MH7t Hig gtz A5 L O

OpenID T/
=Q At

OpenlDE Af83{0f 210/8t & gl A OpenlDE R43t0] 2101 I AFBH CO|HAE
EFEER -3
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2
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QIE{ H O] 2

[l
Regl
>

Client ID(Z2}0|AHE ID). OpenlD Al2X} 0|28 @ 2 etL|Ct.Outgoing Proxy(Lsl =&
ALE&St2{H OpenlD GIAS {5t TEA| FAE L CLAdmIn claim(22| Xt 2 H):
=Bt L|CtProvider URL(SE X URL): APl AEZQIE o152 93t ¥ @35 LHLICH
URL]/.well-known/openid-configuration &4l 0|0{OF EtOperato

otL|Ct.Require claim(2X Z Q). EZ0| RJA0{0 1255
X Aol gf2 UL CtRemote user(¥ZA At
o & QIHmo|A0| WX} ALEAHE HAISH= O RE&
22| 2 L|C}.Client secret(E2t0|HE H|Y): OpenlD I
&tL|Ct.Enable OpenID(OpenID £/43}): x| HAZAS
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Ch. o2 =240] Fol& 32 A

condition(0] =74 HtH): MEHSE Z{1} Bl E|= RAHS |SIH MEISIAA| 2. Add a condition(Z=Z#
H

{21 S2oiAlQ. Action(d4): 221N XS MESn Bh HEE YL
14 S5 Mol it §

L
Hr
i
ne
kel
HL
>
>
Tol

HEole Chad €2 AN A48 E 5 4587 A2 5= USLICHFront-facing LED Activation:
LiveStream(Z™ LED %t5S: LiveStream): 00|37} HXN Q1 20|E AEE0| £=AIEH 2L EX|Q HH
LED7} Ao 2 HtE L|Ct.Front-facing LED Activation: Recording(T™ LED ZS: £3}): 0t0|37F 74X Q|
I =20| 7 Zo|H Qr|Q FX|of MH LEDJ} Aoz HEE L|CFront-facing LED Activation: SIP(XH™
LED ZHE: SIP) : O}O|3A 7} 74 A Y1 SIP E3}7} &AM 3} QL AX|o MH LEDI} Moz HiHL|Ct
QL2 ZHX|0A SIPE =d3sof O O|HIE ot Q! & L|C}.Pre-announcement tone: Play tone
on incoming call(QtLf A& M M F: H3 4 A M2 F Md): 2C( FX[0f SIP 2 50| O|F0{X|H
X|of CHsl SIPE -g2tsiof etL|Ct. 2C|L2 X0
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FIP S& SFTPS ALSSIE2 HAIS MM ZS T2 0|Z0| X74El 19 AFA HBE B LL A
7Hotx| DRAALS. RSt ALE MR OMED stitol O|nIxIBt HEY & YzLch
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¥ QIE{H 0] &

-

S50= 7ol chet =k oA M MEFA A RE U BAIELCH

sy

fl

#0070 $ARE YYE + ULt

Add a recipient($ 41Xt £7}): SAIXE F7peiE Y 2LCt 0|8 $4x2l 0|28 ¢
el L CHType(R8): S20)Af M

- FTP

- BAE: MBI IP FAL ZAE O|EZ YHTYLICL ZTAE 0|EZ YHS= 42, DNS
A H 7} System > Network > IPv4 and IPv6(A|AEl > HEQ3 > IPv4 U IPv6) OfZ[0f
XE8EO UKl SASHHAIR.

- XEE: FTP MW7} AI8%l= ZE ¥ E YLD J7|&27t2 21 L}

- Folder(Er): mMtAS X ClHEZQ ZEE YHSMA|R. CIHEZ[Tt FTP MHOf O
O EXsHX| o, oS P2 U 2F MA|X|7} EA|ELCE

- Username(AI2X} 0|E). 20158 AIE2X O|EE YESIMUAIL

- ODjAQE: 2088 T IJAYEE AUHSEIAA L.

- Use temporary file name(YA| It O|E AlR): X502 MHE Al Ot 0|22 2 1}
A2 YEESIHH MEHGILICE YEEE 2AESIH oY 0| F0| {lstE O|§2= HHEL|CH
HECIL SHHE 22 &=4EF ool gSUCH agL oFs| YAl DS ¥ = UAsY
Ct. O|EA oM {Adt= O|E2 717 2E m@0| SHEX & £+ USHLCH

- Use passive FTP(=& FTP Al8). FHAXOl MI0O|M HE2 Ehed| Cia FTP MO
Hole AdE S5 QFSLCH FX|7F o4 Mo Chst FTP ®of % Ojo|E AHZA
2 25 HIHOE AETL|CE Ol YutMo = FX|Qt CHa FTP AMH AtO[of g
ItHO| U= F20o Eagy

o« HTTP

- URL HTTP MHO| Ciot HEQZ FAL QNS N|gd AJZYEE YHSLICL O E 2H
http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Username(Al2X} O|E): 2018} 2{H AKXl O|E2 YHSIAMAIR.

- HjAQE: 205 HEH IAQEE YEGYAR

- Proxy(ZEA|). HTTP MHBO| HASIY| sl ZEA MHE Suteliof 5t= 42 Zash
HEE AL LT

URL: HTTPS AMH{0]| CHSF HERT Fo 22 Malg 23EES YU & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Validate server certificate(MH QIS A| =Ql). O] MAXE MEHSIO HTTPS MH 7} MM
o IZMZ MElgtLCh.

- Username(AtEX} O0|&): ZQI5I2{H ALEAL O|EE YUEHSIMAIQ.

- ODjAQE: 205l H IjIAYEE QEHSIAMAR.

- Proxy(ZEA|): HTTPS ME{0 GIZ2l7| QI Z2A| NHE SDpejof st 2 Lo

NEE HD Ayt

- HE3 AELX
NAS(Network-Attached Storage)?} Z2 U ER 3 AEEXE FItst
A8 = AEFLLCEH oY MKV(Matroska) o & |
- SAE: HEQ3A AEZXQ IP FAL A
- Share(38): ZTAEQAM 37 0|52 YHTLICH
- Folder(EL) mMS MY CIHEZ S FJEE YSIHAIR.
[

SAE: MHO|IP FALL DAE O[5S YL L 2AE 0|E2 YHSt= 42 DNS

A H 7t System > Network > IPv4 and IPv6(A| ARl > HEQ A > IPv4 3 IPv6) Of2[of

AEE J=K =2QISHH A 2.

- XE: SFTP MHJI At8%t= ZE Blo 5 Lot J[27t2 22 LTk

- Folder(ZL): WS MY CIHERQ ZEE UHSMA|R. CIHAEZ|JL SFTP M0 O]
O ZXHSHA| o™, IS Y2Ed I LF HA|IX|7F HA|EL|CH

- Username(AL&Xt 0| 8): 2005t H ALEX} Of 2

fu

x|
£ YEHAR.
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2
=

OlE{H{|o| A

-

« SIP or

SIP: SIP M3lE Ze{H MEHSHL

- ol

H| T

. TCP

Test(E|AE). HE= H

recipient(= 4 X}
XE =St ©

H): =AAE I

VMS: VMS M3t2 Zz{ol MEetstict.
|

DAQE: 205 IHAQYES °'E—1 SHUAI2.
SSH SAE Z7j 7| w%*(MDS) AH ZAE JIf 7|32x2| 1634 22X )9l X282 ¢
213tL|CF. SFTP 22t0|QIE = RSA, DSA, ECDSA 9! ED25519 SAE 7| 90| SSH-22 A
83t SFTP MHE X|sHL|CH &AF A| RSAVF M3 E|= dHH 0|0 ECDSA, ED25519 4
DSAZ} 1 5|2 MEL|C}. SFTP MHOM Al23= SHIE MD5 SAE 7|2 Qas|ot
a“—IEr Axis ZtX|= MD5 9 SHA-256 8flA| 7|& 2% X|&}X|0F MDSECH Zast &
otS 2I3l SHA-2565 Arﬂof“ A0l EFLICL Axis X2 SFTP MHE Fdst= &
5 0] ChSt XtASH L§82 AXIS OS ZEZ HNSIHAR.
SSH SAE 27 7| SH(SHA256): 2z SAE ZJ|f 7|(43Kt2| Base64 QAL 2XY)Q
X 2S agtL|Ct SFTP 220/ E = RSA, DSA, ECDSA U ED25519 SAE 7| Q&9
SSH-2E2 AM23l= SFTP MH{ S K| ATHL|CH SA A RSA7|- MBS E|= die0|0 ECDSA,
ED25519 & DSAZ} 1 HE |I|-EL_|L'_|- SFTP A—|I:|-|01|)\—1 AFRSI= 2HI2 MD5 SAE 7|2
3 S)oF SrL|CH Axis EX|[= MD5 3 SHA-256 sijA| 7|2 2% X|35IX|0F MDSECH 243
oh HOotS Q8 SHA-2562 AtR3t= 7+o| ZSL|CH Axis T2 SFTP MHE RASte gt
ol Cist XpMlst LH82 AXIS OS ZES HASHHAL.

Use temporary file name(A| TY 0| AIR): Alzo = MME QA Ot o222 1}
2dS UZLStHT MEigL|Ct Y= S 2tEdtH oMY 0|F0| /5= 0|52 2 HHyL|Ct
YEETL SCHE 42, &dE ool S dLt ojHs| YAl mLS A&

Lict. oA ot otz O|§S 7T 2E mte0| SHEX & 5+ ASLICH

VMS(SIP EE= VMS)

E
From SIP account(ZAIX} SIP A H): S 20|A MEHSHL|CE.
To SIP address(**l X} SIP FA). SIP TAE Q&G C}.
Test(HAE): Szt 47F0| &2&st=X| HAES2{H &Lt

Send email to(O|HQ HE CHA): O|H LS MEL O|HY FAE YHTYLCH FAE
o] 7 Y=gt AEZ O|H Y FAE FESIMAIL.

Send email from(O|H|Y &) HUjE= MBQ O|HY FAE UHTHL|CH
Username(*fﬁxf 0|8): MY MHL| ALK OS2 YHTLICE oY MHOM 2SS
75X = 4% o] EEE H|f st

DAL E: IJ1|°' A1H1°| WAQAEE AHeLCh olmY MHOM 152 Q75X &

= 4% 0] 2EE H|® sL4Ch

Email server (SMTP)(0|I11|°E MH(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.com
ot 22 SMTP MH O|E& gLt

EE: 0-65535 H 29| 1% AF23S0 SMTP AMHQ| ZE HSE asL|Ct 7|23

2 5879QIL|LCt.

Encryptlon(°*9_9.|') UASTE ARSI H, SSL EE= TLISE MEHSIAMA| Q.

Validate server certificate( '|H-| I%M }ol): 0*22}2 ARSI 42 EX| 9

& MEfstL|Ct. of °|"A1“ °._§ 7120 At MESEALE Helish = AL
m

POP authentication(POP QI=): POP MH| 0|22 Qast{™ HAA|2(0: pop.

SAE: MHO|IP FALL DAE OS2 °'E1§.“-IEL SAE O|ES YHS= 82 DNS
X7} System > Network > IPv4 and 1 e

AEE0f A=K =HQASHYUA L.

Port(ZE): MH M0 AMBE= ZE HZE YL

AE
HI7)): B
SaisiM 2.
Froz A

Uy
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AlgUc Add schedule(AAIE F7h: Y & BAS 4aoi2® gL

o
rin
no
o
=1
1]
[ >
N
H

+5 E2/HES N80 B2 $502 E3AY & UBLICL 2 SO +5 2|2 ME MK X 7Y
SE Sof M2 AEW 4 ST

MQTT

MQTT(Message Queuing Telemetry Transport)= AIE QU (oS st BEF AN Z2EZSQL|CH e
SlEl IoT E3H2 9o dAZYer 22 AL FZZHsmall code footprint) i} %A HEQI CHYZCZ AH
HXE A7 flof ot MY MEELICE Axis FK| £2ZEQO{S] MQTT SEI0|HEE S TX
Ol M MdE HOJE S O[HEE Ay Ee| AZEQO{(VMS)7t Ofl A|ARI0)| ZHHSHA S8t = UASLICH
7|71 MQTT 22t0[QIEZ JEetL Ll MQTT S4l2 SEI0|HEL} BEEFEt= F AHE|ISE 7|82 ofL
Ch. 22I0|HE= HAIXE B0 2 &= JYFLICL B2 Z2H0|HE 2to| HAX| 2tRE S HIEE
LICHAXIS OS Portalo| M MQTTO| CH3{ XtAS| 2Ot == ASLICH

ALPN

o
rir
T
_‘
=i
O
o
N
o
il
M
[H
HU
Hm
MU
=2
>
o
m
rir
T oin
no
_(3_}

NS ALBSIN otsofl s185ls EX ZEO|A MQTT
| ct.

MQTT Z2}0|HE

Connect(¢Z): MQTT S2t0|HEE 7L} GL|CtStatus(ME): MQTT E2I0|HEQ| HX| MENE HA|T L
CHEHSAE: MQTT MO SAE 0|2 L IP FAE QEHSIAA 2 .Protocol(ZRER): AIRE Z2ZE
S22 MHYLCLEE: ZE HDE YHTL|Ct

. 18832 MQTT over TCP(TCPE E3 MQTT)O| 7|27+l L|C}.

. 88832 SSLE E3 MQTTO| 7|£7+L|Ct.

- 802 ¥ A3g ST MQTTO| 7|2t L|LCt

« 4432 W A7 HOZ 83 MQTTQ 7|27tL|CH
ALPN protocol(ALPN Z2E &) MQTT E27 Z2XI7t K| &3t ALPN Z2EZ 0|28 et} 0=
SSL2 &%t MQTT 3 & A7 Bot3 F% MQTTO| ot M-8 & L|Ct.Username(A& X} 0| &): 22I0|IE 0N
ME{O| BN ASEZ| 25 ALRE ALEXL 0|52 YU L|CLIfARE: AKX} O|FQ HAJEES UHStL
Ct.Client ID(220|HE ID): S2t0|HE IDE AHSIMA|R. S20|UE AEX= Z2I0|HAETL MHO| AZA
g 1 MHE ™MEELCHClean session(Z2 MM): 12 X AZ ofx| Ao SE2 HojgL|Ct MEHSIH A
4 9 AZA S| Al ME} HETJ ALK E L CEHTTP proxy(HTTP T EA|): %|CHf Z0|7} 255HF0| E QI URLYIL|

Cf. HTTP ZEA|2 AI24tX| 2%O2{H LWEES H|Q = 2 Q& LICHHTTPS proxy(HTTPS TEA|): %Cf 20|

7} 255HF0|E QI URLQIL|CH. HTTPS T2 A|E AIR3SIX| $Oop{m LWCZ H[Y S £ U&L|CHKeep alive

interval(Zt2 ©X|): 22fo|E7} 71 TCP/IP AjZF X112 7|t D2 glo| MHE O o4 ALRS + gt
I

= HEFAL MQTT S2I0|AHE B0l A OAIX] H LWT o
EHO| A Al =AM AR E L|CHReconnect automatically(Xt52o 2 xjHZE): AZA 8| & SEI0|AHET}
2 CHA| AA8H0F St=X| 2 E X|ELCLHAX| HAAZAO MHYE I HAIXE EHX| ofF
HetL|Ct.Send message(H|A|X] M&): HA|X|E ELZH A2 HHSIM 2.Use default(7] 23 At
Xalel 712 AXIE LS DA Topic(FAH): 7|2 AKX FHE YL Ct.Payload(H|
E). 712 oAIXIel &2 Y= L|CtRetain(FX]): O Topic(FH|)0|A S2I0|HE MEfE FX|S}
ot o QoS A2 HATL CLOMX|9 g HA|X|OrX|S FA(LWT)S
SIH SEIo|AETV EEA0| GZE I X4 S &

SHOo=E HAO| BOX|H(TR
of AIXIE MEE &= ASLICH O LWT Oj|A|
Ct.Send message(H|A|X] ™& M A
o ARR): AHel 7|2 MAIXIE LHSIHE DYA . Topic(FH): 7|2 O
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H QIE{HolA
L|Ct.Payload(H|O|2E): 7|2 HA|X|Q| L& YA TL|CtRetain(fX]): O| Topic(FH|)0|AM S2I0|AE 4
BHE RXIStHH MEISIL|CEQoS: T2l SEO0| Cist QoS AES HATL L
MQTT &3
712 FH HEA ALE: MQTT Cllent(MQTT S20|AE) HOM TX| FH HEAN HoE 7|2 FH HF
AME A23e{0 MENStL|CEEN o8 Eeh MQIT ZHOM ZHS MBsts X2 mersiaiol MejstL]
CHEH Hd2mHo|A Z3: MQTT FX0f ONVIF | '-1I‘?:Iﬁﬂ1lolﬁ% ZotSt{H MEiSHLCHLYH HE =
e MQTT HO|2E0| FX|o M HSE Zotste{™ MEiSLICE + Add condition(Z# F7}):. =S
Fotety® S/ L|ChRetain(FX]): O] MQTT HAIX|7t ER 2 MEE|=X Fo|gL|LCt
« None(813): 2E OAIX|7} HIFX| B2 M&SL L)
. Property(£41) AE| =X Jt5 BIAX O R BE MEj 2 BULC
« Al(RF): ME| =8 Jts 8 dEE FHY = Q8 HAIXIE ZF E2HE dE2 2L
QoS: MQTT a4 of CHsH °JOPL 2SS MEdStL(Ct
MQTT 75
+ Add subscrlptlon(—',LE FE7H: M MQTT +E5& FIt5t8{™H 22l gL Ct.Subscription filter(1 S &
E). £E5t8{= MQTT "‘XﬂE Q=S A| 2.Use device topic preflx (BHK] 2 HMEA AIE): 25 = 1
£ MQTT FH 0| EFALZ F7tgL| C}.Subscription type(11= §€):
+ Stateless(%}Ef *’51 =271s). MQTT HA|XIE HEf = *7‘* “'7“ HA|X| 2 Hotsta{ ™ MEISEL|CE
« Stateful(ME} =X 715): MQTT HIAX|E E?ioi t”RFOPEF” MEISHL|CE HO|2E+& AEY
2 AIRE |_||:}
QoS: MQIT T&of Cheff ste g Mg
SIP
4y

SIP(Session Initiation Protocol)= A2 X} ZtO| CHSIAl EA M MO AFEEILICE MMO| QLo A8 mst
& 2 QlaL|Ch
T

SIP dd =<0 250 SIPE E*ﬁl%”i 28 W FEELICHSIP 283} SIP S3HE ARGt #4E
= UALE Sl3{H o] FMZ MEiT IEfAllow incoming calls(=4 & §|8): Ct2 SIP ¥X|0M =
olees E2 58352 H 0 %ﬁ% MEdSHL T}
g Mzl
+ Calling timeout(Z A7t *l}) OLR = SHOIX| U2 42 &3 A|Zo| %0 AlZtE A™T L}
+ Incoming call duration(Z 4 7|17t =4 S3E K& = U= 2O A|ZHE -
ChHZICH 10&2
+ End calls after(°|§- Z Z8) E2 XN&5E = s Y A2 BYTLCHE D 60=2) 3 Al
2 XX o= 4L Infinite call duration(fH|st £33 A|ZHS MEdSHL|C}

HE B = 1024 ~ 655350{0F ghL|Ct.

o SIP port(SIP ZE): SIP SXMO| AL = HERIT ZEQLCL O] ZEE E3t AT Effjme &
Soex| LT V|2 EE WS 50609LCH Bad PP (2 EE oS AHPLICE

+ TLS port(TLs Z£) Yuoiel S So) Al HEYI BEYUC, O XEE St 4
s sege sy 5 Bohs A8stel gmetE Ul V|2 = Wsk 50612 C

oo
= in

QG
EIVES =
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o QEmol A

H|l
NAT S1f 7|s& Ar8ote{H 2t HOA X[ 8HoF SfLCt ESH 2t E 7t UPnPE X|&oiOF gL Ct.

Z NAT 81t ZREZS WEH2 MESIAL HENR g0 o2t of

r
o
ot
|o
Hu
>
ol
ot
4
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i)
-
n

« ICE: ICE(Interactive Connectivity Establishment) T2 EZS AI8sIH |0 TX|

O|20{x| =2 % ZEHol A2 &J| 4YYLICE STUN X TURNS 24
oM 7td 2882 428 &2 = Us 7127t Sy E LT

» STUN: STUN(Session Traversal Utilities for NAT)E HZ0| NAT E= i
1Y 2o oigd 22 P 2ae 5= dag Mg + U AT S
m2EZoLch P =4 22 STUN A 542 Jegic

« TURN: TURN(TraversaI Using Relays around NAT)2 NAT Z}2E L= 2i5tH £

= & | A= FXK
7t TCP = UDPE E3f qe SAENM S02= HOHE e &= UAXE 3iF= Z2
E2Quch TRN A8 72 2 219 ¥22 gz
2r|e
« Audio codec priority(2LC|2 A M &=2|): SIP 20| Cfsl Kst= L) EEE 77l StLt 0]
Mol orje [Eg MEFLTL SM 9 £M2S WA Y Zojq st
H| T
22 4%y O +M% 20| ZYEOE MY IHO| BE SN IHI AX|SHOF FLCh
+ Audio direction(2C|2 W) HEEH 9 AUE MEigLIC
=7t
+ UDP-to-TCP SWItchlng(UDPQI- TCP 7t M3l): UDP(AFEAF HO|E O3 T2 EZ)0A TCP(HE
MO Z2E3)E2 S Z2EZS YAHOZ [edts 353 5|85t H MEbetL| ot Fgt
St= O|R<= ZOOHfOIE O|Ly EE'— 1300HI0|E Z=1F MTU(E|O ®& CHel) /80| A= B8R
CHHSLE X[ $I3HM°.=I'—IEF.
o Allow via rewrite(C}A| M2 7|E E3|| §|8) ZIR2EHO 2L IP =4 Al ZEZH IP TAE H
L™ MEfSHL T
+ Allow contact rewrite(g2tX| CIA| 27| 5| 8): Z}RES BEIP FA AN ZHIP FTAE B
L™ MEfSHLCH
+ Register with server every(&4 MU0 §8) HXE 7|& SIP AFO| Cft SIP MHO| S5
g s ddgL o
+ DTMF payload type(DTMF E1|O|E'= o4). DTMFO| 7|2 HO|2EE S E HATHL|LC}
« Max retransmissions(X|C} X HZL): X7t A|EE FX|5}7] ™o SIP MHO| HZAE A3}
:: _;ElEH "'lAE A-IJH‘é‘I-l_||:|—
« Seconds unt|I fallback(IFOH HIANX| ge j’<) EX SIP MHZ Zof =X|st = ZHX[7t 7|2 SIP
MEO| CtA| HZES AT Tf7EX| 9 AI’* )& 2E Lo
A
= X SIP #°§0| SIP accounts(SIP A|7d) otzjof LtEELICH SEE AFel 2 MY0| U= &
o2 MEfE ¥ &+ Yslich
o
AE0| SIP MHO| 43Xz SEEJUASLIC
([ —— =
AZo X7t AELIct S0l HufstALL AE XH SHO| BREUALL SIP MHOIM AE
=2 X2+ o7l WY PR

peer to peer(Z|0{ & I
L A"ES 7l=UL AN
1 VAPIX® APIOfS2|AO|M =2 QKL 0|A) 2=

+

712 M) AYS NHSO2 MME AFYUCL st 0|40 L2 AYS oS
4 S AsLith 28 A SP ANS KFeA ¥
+dg A9 #4712 AFol A g
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¥ QIE{H 0] &

-

Make default(7| 2Zt2 2 X|d): 0| AF S 7|= AZ2=z X|Fsta{™ dEgL|C 7|2 AF0| A
OfOF 3oy, 7|= AZ2 oLttt = = UASLICE
o
=

=
Answer automatically(XtS2 2 SE): =4 E30| A5 2 SEste{H MEHSHL|C}.

~

Prioritize IPv6 over IPv4(IPv4ELC} IPv6E 2 MSI & M) @ : IPv6 over IPv4 FA0| 2
M 9l2 XHote{ P MUSILICL O IPv4 9L IPv6 =4 DEOIA Qlg|e 2P oLt

Eojol O[S0 U H LRELCL Pv6 20| HE Toigl 0[S0 ChsARt Pv6Q)

oM =92 NFE 4+ Ysii

0| Mool mE 0|52 YAWLICL OB SOl ¥ 0|8, AT E& ANY + YL

cf 0|20l FEEALLICE

User ID(ALE X} ID) X0 LEE N3t A EE Mol MBS 2isicy

Peer-to-peer(I]0f & To{) 2% LESIZ0IA T2 SP X2 N& Fojt o ALBELICH

Registered(SE&)): SIP M Sof 22 LEYS o=ol SP HXg Sott O AZEUL

EHOI A8 Jt53 ZP 28 =019 0152 YBLICL =09l 052 2 AE 25 ¥
ol ElL|C},

I AE HAYSE Y Ch
918 A8l 0I5 DS YL 913 D7 AL8Xt Dt

52 22 03 Ibs baE meor ge i

Caller-ID( Al X} ID): Axis A OfA 2= E3to| £MXto| A HA|E= 0|2 L|ct

Registrar(SEX}l): SEXQ IP FTAE AT O}

Transport mode(M& R E): AHO| SIP & REE MEHSHL|CHUPD, TCP E& TLS)

TLS version(TLS HE)(H& T E TLSOH): AT TLS HHHE S MEHSHL|ICH KA vli.2 & v1.30] 7}
=1 o]

& QHHEL|CH Automatic(XHE)E A|AH
Media encryption(0|C|0{ 2S5 (ME ZE
oS3t RES MEABHLICE

Certificate(only with transport mode TLS)(QIZM(HE D E ): = =i .

Verify server certificate(only with transport mode TLS)(A|H QIZ A =QI(HE 2 E TLSTH): MH
AISME =olsta{d MEighL|C)

Secondary SIP server(2 X SIP AH{): 7|2 SIP MHO| S&

Ol 85 AZStEE St AL

SIP secure(SIP X 9QF): SIPS(Secure Session Initiation Protocol)& At83d}2
TLS & REE A% EfjEE Lzt o).

o] ufst B

0

X7t EZ SIP MH

o
o
o MESHLICE SIPSE

ZTE)\|
Proxy(ZEA|): TEAS 71520 22gfLct
- Prioritize($M 29 X|H): £ Jf 0|49 EEAIS F7H ZLO0| ZEAQ R4 29IE
AEL R
- Server address(MHB FA): SIP TEA| MHO| IP TTAE QST C
- Username(At87%} 0|2). T3t AL SIP T2A| AH{o] ALRA} 0|28 YLt
- DJAQE: T3 AL SIP ZEA] MH{o IAYES Qs
HCle ©
- View area(27| E9HY). 3o 240 AHEY 27| SFS MEHTILICE None(3la)2 ME
of 2% A& E7|7t A ZE L L
- SlYEr oty S0 AR S = E MEISLCH s E= Hath 9R0 F&E L
- ZY BOIE: 3ty S3o| 2 = 5 MEGLCH Zy olEs East

P: M| DTMF(Dual-Tone Multifrequency) A|HAS MAst2{® S 2IstL|Ct H

o 4y
> N

o
X E0 o8] EM3E|= MASE2{™H Events > Rules(O|MIE > E)Z 0|5 L|Cl.Sequence(A|AA): &
= 2dstd A4S YL 585 Es Ak 0-9, A-D, # *QL|Ct.Description(d8): A|FAZ2 EZ|AHY
AWMO| CHot HHS YHTL|ClAccounts(H|): DTMF A|EAE A8 AEZ MEIBL|Ct peer-to-peer(X]
of & H0)E MEHS= 29 2E I/of F mo AX2 Lot DIMF A|2AE SFELULCH
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H QIE{HolA
ZEEEZ AYo M8 ZEESS MEMYLCH 2E D0 F OO AE2 a3t Z2EE **3% S
S3tL|Ct.Use RTP (RFC2833)(RTP(RFC2833) Ab2): RTP TfZl0| A DTMF(Dual- Tone Multlfrequency)
CIE E AS 9 M3} O|HIEZ & 838}2{3 ZL|Ct.Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Ara)
SIP EEE*Z-OH INFO I31|)\1':E Zotste{ ?j'—l':f. INFO HMEE YEIHOZ MM 2tEEl MERE of
E270|8 ASZ HEE FItL L
HAE &
SIP account(SIP #|d): HAE HN3lE 4 AHES MEHSL|CLSIP address(SIP F£4): SIP =AE Q&stn
e 2250l HAE HNIE Z0ol AFO| ZSst=X| &QlghL Lt
WhN2 FE
Use access list(U M2 S5 AHE): ZX|0| ME 4 = U= AHEHE Hotste® AL
)
« Allow(5]8): dMA B2 U= 2AZEEHT 4 MILE S| E5te{H MEIGHL|C}
+ Block(xHEN): ANA SS0f Qs AARREH 4 MSHE AHErotB MEiFLCh
+ Add source(AA F7}1): WMA BE20 A =22 MMEe{H Z 2L CLHSIP source(SIP AA): AA
of YAIXL ID = SIP MH FAZ QSHL|C}.
HE|JH|AE HEEY
User multicast controller(A}2 X} HE|FJHAE HEED): HEJ|AE FHEEYHNE Y5t AL
Ct.Audio codec(2C|@ IH) QC|Q AHES MEHiSHL|C} + Source(AA): M HE|FHAE HEE
Y a2AE F=IgCh
 Label(2}'8): A~ 20|AM OtZ] AtESHA| Qf2 2t#o| 0|5 Y=L Lt
o Source(AA): AAE QUHSHL|LCL
. EE: mEZ QESL|CL
. Priority(2 8 £8I) 4 292 Mz
« Profile(Z2mY) =203 MEASIL|CE
« SRTP key(SRTP 7|): SRTP 7|2 Q&{stL|C},
[ ]
: 420 e OFol= CH30| ZotE LICHEdit(HE): HEFWAE HEER AAE HITLICH
AR HEHAE eSS aX8 MAFUC
XNE
HEYA AE2x|
Ignore(2A]): HERQZR AEE|XE FA|S2{H ZL|Ct.Add network storage(W|EQ3 AEE|X| F71): =3t
S MEyY & At HEYT 3RS ot Y 2L
o Address(FA) TAE MHOIP A E= SAE 0|28 DL CH L™ o 2 NAS(Network
Attached Storage)YL|Ct. 0™ IP FA(SH IP FTAE HEE 5 Qoo E DHCP HeheE Af
SlE2 SAES TABI7LE DNSE AF82tE 0] Z&LICk Windows SMB/CIFS 0|2
NEE =
+ Network share(JEQ|3 3]) ZAE MHO| 37 X9 0|2 YHSLICE 2 FXol= 17
oh E07L QoD 2 Olaf Ads HA7f SYS YEYT 3RS A8Y & AzLICH
. User(AbXH): AH{ 0] EJO'OI “'83.} 4% AEXt 0|52 gL EF =OQ Muo| 23
stz M THQONAIS A 0|8 UHBIMAIR.
 HAQE: MEO| 21210 %‘ ot 4% AQEE LHSGHYAR.
« SMB version(SMB H{T): NASO| & SMB AEZ|X| ZT2EZE HNES MEHGIL|CE Auto(XIE)
E MEISIH K= 2o A SMB & StLIE 4ot A|=gLCt 3.02, 30, £ 21 49
HAEE X 5HK| &= 0| NASO| HZASIH ™ 10 E= 202 MEHSHAMA| 2. Axis 7gX|9| SMB X|
Hof cish 077/01IA1 7W\1I3I 2dotE = A4
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2
=

QIE{ H O] 2

« Add share without testing(H|2E gi0] 38 F71): ¥Z4 H2AE &0 &7
EQ3 SRE F7I5ta{H MESLICE O|E 0], MH0o| I|AYETH EHRSHX| T O]
U7 RO QLFI LS = JAGSL|LCH
HES3 AEZX| HAH: HERAD 3]0 Cist AAS O E S|, HQIY oA X XAt ™ SElgtL|Ct
O™ dtH HESRZA 370 st 2= 0| MAHELIChUnbind(HEQIY SiH]): HEXI S/FE HlY

SiFSty AdE2 o FEEL|CL N
SE HioIdstn HASHEH ST L CEUnmount(OIRE 8lA|): HEYI 28E

o
Bind(HHoIE): LIEQIS 3
oheE S ota e 22E

=1

Mount(OI2E): HE23 S3RFE OI2ESI2{H 22 gL|CHWrite protect(#7] WX|): HEZT S R0 #
7|18 BCstn =3tE0| ALK REE staiH HLCh M7 BHX] HE/T S/ ZUE = Q&L
C}.Retention time(EE A|Zh): =3 22 7|7t QeE =39 & 3t E& HO|H A&t HHE AH FE
£ MEigtL|Ch HEXT AE2X|7F 7t5 X MEISE 7|17H0] X|Lp7| MO O|™ =37t AN EL|CH =
+ Test connection(PZ HAE) HEI 370 st A2 HAESLCH
« Format(Z9): 0| =0 ZE HO|HE WEH X|0f st= AL, YERKNT 332 ZUeL|Ct
CIFS= A8 7t ot A& SMH LTt
Use tool(E4 At8): eI MEISH S5 ZdztetL o}

2HCE AEE|X|

T2 AL
HO|E &4 8l &4l =3t 9z, X7t o

3l
o o
ZtEE MA3t7| Ho| Or2EE SiMStH Al L.

MI17t XD =350 MAE= AS
9l & L|CHAutoformat(XFS Z9): A2 AQUSHS

ext4Z2 LOHBHL|ClIgnore(fA]): SD 7IE0| =3 H%& H Al 7
ASS A7l § O|4 QIMSIX| 2oLt of 4H 88 = US| CLRetention time(HE A
Zh): @efE =3t &2 HotstAL HIO|H NE ™82 F07| Yo =3tE Eftg 7|2tE MEigtL|Ch
SD 7tEZt 7t XtH EFE 7|Zt0] X|Lt7| Fo| 2

—

t
rm
I
ot
MO
fjo
1z
=
ot
=
H-|

+ Check(¥Ql): SD 7tE 2F5 &OIStHAR
o Repair(273) LY A|AHO 27 Q27 A& C}
« Format(ZM): SD 7}E= ZOHS10] O} A|AEHIS HZASID ZE HO/HE X|SLCl SD Il =

[}

extd Y A|ARo20h ZOie 4 QUSL|CL Windows®O0j| Al Mt A|AFOf| M A5k H EFAL
ext4 E2I0|H E= OfZ2|# 0| M .

« Encrypt(@z3h): O =75 AME310 SD 7tES ZOUSID AoE 2GSt AIL. O|EA
St SD 7tE0| MFE 2= HIO[HZE AR St ZE MZ2 Hol
He= Y=g L.

* Decrypt(@=2} sfH): O =5 A3t Y=ot 80| SD 7FIES EUSHYAL. O|FH ofH
SD 7tE0f MgE 2= HOo|H7F AXMELL SD 7h=0 Mot O MZ2 HOolHE &
Dot K| &Lt

« Change password(ZjA L E HZA): SD FIEE
Use tool(= AFE): 250 MEISH =& 2dotetL Tt
Wear trigger(Ot2 E2|H). AMZ E2[AHS2= SD 7IE OE #=F ¢S HAFLICH 02 £=F Hel=
0~200%QL|Ct S HE AFSIX| 22 M SD 7IEQ| 02 =& 0% YL|Ct 100% Or2 ==& SD 7}
E7b oA o 7tZCHe AS LEFHL|CH OFR E7F 200%0] =2st™ SD 7tE7F itEsE Q& 0|
=&LC O EEZ|AHE 80~90% AtO|2 HAESt= 0] Z&LICH oA StH

SD ZtEVt Ao 2 DR &7 Mo Mujo] nHe = ASLICL 02 E2|HE ALstE
Fotm orm E0| 8F ol EESH ¢S e

ONVIF
ONVIF #H

5 SeAL HEHE 3 HZAZL HEYA HCR
224 OIHMO0|A BXQL|CI. ONVIFE E&f A2 C}2 Hi
oA of ojzf

AMHS =2 £ QIS L|C}

N =
JlEgs % tsds €A #2E8Y = UA GiF
xE“ =2 T Mg
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¥ QIE{H 0] &

-

ONVIF A8 S g5t ONVIF S410| Xtso= gyt LIt FXQto| 2= ONVIF S0 AEX AF 0|

F
o= o
o HAJAEES ALEELICH XtMet 82 axiscom?| Axis WEXL HFUEIE HZHHUAIR

+

Add accounts(H|™ F=7}): M ONVIF NS =7}5t2{H SISt CLAccount(A™E): 19 AN o2
S YETIL|Ct.New password(AM| IjAQE):. AHO MAKJEE LHTLCH INAKEE 1~64K} Z 0|0 0F
SLTH 2R, £x, RN, U I3 S 0l Jhseh ASCH 2XHIE 32~126)% HAYCO| ALSE £ Y
FLC 2 CEAl 2 25t Al 2. Role(HE):

f.Repeat password(IjAQE HIE) Z Qs TAQJEE
« Administrator(Z2|X}): ZE MHA0| 2™
E S HAY = A& LCH N
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