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3. AREE ChA| @ HhL|CH
4. Add user(AIXt F7HE S=/eLCt
2 Atst
X0 7|2 AFO| 81% LICE 22Xt AHo AJEE QOB B, X E A Fs)of gLt &
& Fof A J/E HFOZE HET HO/X 4452 HERSHHAIL.


https://www.axis.com/support
https://help.axis.com/access-your-device
https://help.axis.com/axis-os#browser-support

AXIS C1310-E Mk Il Network Horn Speaker

Al &5t

—_
TR A
Axis SX|[7F =7|0f - E AQES BE JAo2 HERJIE Sl MSYLLL M 2a0let = XS
Bt M et Ao otE HTTPS HZES 2o Chs A EES HESH UL

S|
o Z& 8t OlYo T

>
(%}
[n
mu
>
ol
ot
-
_!TI_
§=|
>
(%}
[n
0=
0x
N
Hu
='|==I
|>
(¢}
n
i
0z
0x
el;
rir
P
o
m
OH
i)
-
anl

4 UEIolA e

O HIE|2& dX|of & AHHo|A0 gt 7H2E M-S L

O HIL|RE Algst2{H o] 2A2 @l T2 2 0|SsHdAl2.

help.axis.com/?&piald=89725&section=web-interface-overview

Axis B A & oI E I o] £



AXIS C1310-E Mk Il Network Horn Speaker

B A
oK
o m al AlS
U7 ATH HAE BY U A
AL HAEE MG /4 XA AL|AHZ ot 2 &F5teX| &olst = JEFLCH ALlZH= L Of
0|32 SEE LS HAE EZ MUt HAEE +HTLICH HAEE M3g MjoiCt SE = g0 27
F0| SE= Ztot Hl gL C}
Sl
HAEE A% 20 & X0 2736|0F BFL|CH ALIHE 7| AL = 2HZ0| HatX|H©o: H23 A
ALt Qo= d2) AL|HE CHA| 280 2L L}
HEHSE SO FE7H7 ANZE X HEO| JASHM HAE E2 1, ALl S 220 Q=X g2
i S0| AN HAE EO| X|X| 7Lt B3| X| =& offOF 2L L,
1. X[ OIE{H O] A >Audio(2EC|2) > Speaker test(2I|#H E|AE)Z 0|53 L|LCL,
2. 2L XX E EHE2{H Calibrate(EH)E Z 28 Lt
3l
Axis M| E0| EFEH AKX EX| A6LH HAEE Ml = USLCH
3. A0 HAEZE Mdidt2{H Run the test(HI2E M3)E F 25T}
3

10l HES =2 282 28 & ASLICE Mo HES NS HF 2 40/
A

=l
SUHIP HEYAO U= A=0| AHEX} OO|HE 7H0] S410| O|RO{X| 1 PBX MH 7} M3 5= A= HEQ| 7|
SO0| 2R Qo™ oo & D05 ArESIMA|R. P2P 25 WA S O & OS5t H Peer-to-peer SIP(E/0f £ 1]
0f SIP) B0/ X] 37 H =2 HERSIMAIL,

MY S0 theh RtMSH LI S/p 10/ X 29 & =8 RS AL,

1. System(A|AFl) > SIP > SIP settings(SIP %) 2 0| =%t 11 Enable SIP(SIP &’d3hE MEiEL|Ct

2. BX|7t A 28 & 524 Allow incoming calls(=4 & 5| 8)E MEistL|Ct
3. Call handling(82t X2|)0| M S&t A|ZH =3t 3 X| & AlZtE AL
4. ZE(Ports) Ol2{O M ZE HSE QA AHTBIL| LT
- SIP port(SIP ZE) - SIP S0 AtE&[= HESI ZEYL|LL O| ZES &9 Mo Ecjo= ¢
DL X| RELCH 7|2 ZE Ho = 5060 LICH Rt ZR OHE ZE H E AL
- TLS port(TLS ZE) - A2 3tEl SIP SA 0| AHEE[= HEYT ZEYLICE O ZEE &3 4
2 EfE2 TIS(HS AT HehE A85t0] =t ELICt 7|2 ZE M= 5061 LICH.
Zast 4R OE ZE Ha & YA
- RTP start port(RTP A|Zt ZE) - S|P S 0| A X HA RTP O|C|0] AEEIO| AHEE|= ZEE Y
SHLCE 0T M&Q| 7|2 A|2F LE &= 4000 LICt Y& Hoteo] EX-sH ZE HZ 0| A RTP
Egfm S XEe = ASLLCH ZE Mz = 1024 ~ 6553501 OF §fL|Ct
5. NAT traversal(NAT S3}) Of2{0i| A NAT S1t0f| A2 S Z2EZS MEiBL T}
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ZE A
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7. Additional(F7H 0 A &M F71E MEdBFL|Ct
- UDP-to-TCP switching(UDP2t TCP Z} F & - UDP(AtEAL HIO|HO M T2 EZ)0| M TCP(H S
MO Z2ER)Z S Z2EES YAHOE MEsts =2 o{8ta{H MeigtL|ct M
gt5l= O|f&= 200HIO| E O|Lf EE= 1300HI0|E &1 MTU(X|CH & tHel) 2 80| e 8<%
CHHDLE BEX|SH7| oA & L CH

- Allow via rewrite(CtA| 27|15 o 5|8) - 2}RE 32 IPFA WM ZH P FAE E
Lied @ deEietL|ct.

- Allow contact rewrite(H2tX] CIA| 27| 5| 8) - 2R HS| S IP FA O 2ZZH IP Fa
£ HLje{™ MEdstL|Ct

- Register with server every(&d MHO0| S5) - ZXE 7|E SIP A FO| Lt SIP MHO| S
S oz E ¥

- DTMF payload type(DTMF HIO|2E 2%&) - DTMFO| 7|2 H|0|2E RS MG LICL

8. Save(XMEHE =Lt

MH(PBX)E Soll siP 238

IP HIERI3 Ottof A FoCHS| ALZ X} Of O] T E ALO|0f| S 410] O| 2 0{XOf & HL PBX MHE AFE35IU AR,
PBX S At0] matM d780l| 7|50 O F7hE = AELICH p2p 25 WA S O & OS5t PBX(Private
Branch Exchange) Zf O/ A 37 &5 & EXRSIHUAL

MY SMO|| CHS XEMISH LI 2 S/p B0/ X 29 S22 HZBIAMAIL.
1. PBX 307 Ct& B2 E QLT
- MEXID
- Zoel

- Password(Tf 22| E)

Registered(S & &)E MEiSL|Ct
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ZTHE AMESIO HMZ EQ|HE &= JSLICH O 9, HX|7t 2 E0 et = 22 $A5IH 20 &
2 MASHALE &KX Ip AT HALH O|H Y2 2 &= JUSLICH

XFMIBl QOIS T O/MIE 74 4S5 OIS S Bl

1.1 EX| AHIO|A > System(A 28) >Events(O|I E) > Schedules(2 )2 2 0| 5&fL|Ct,

1.2 0§ 18:000] A|Ztst 18:010] BEE= LS W HELICt O|F2 'Daily at pm(If Y 2%
6Al)E XL L.

2. ol AR Wd:
21 X 2AETO|L > System(A| 28) >Events(O|'l E) > Recipients(+=4Xh 2 0| S LIC}.
2.2 Add Recipient(=4Z%t F7HE 222 CH
23 "= AtE 0|22 'Speaker test recipients(AL|FH HAE = A2y O 2 X|H
24 Type(9¥) Ot2foil A Email(0|HIY)S MEdFtL|CH.

2.5 Send email to(O| M| ¥ ELY7|) OF2{ O M 4Rt O] Y =425 LHBYL L HEHE A
8730 o8| FAE TFESHUAIL.

26 EH AECl oY AZof Chet MF SEE LHT LI

27 TestEI2E)S 22ot0] HAE 0|2 BYLICE

&a
UL o0 Y BIAHE O|OFE Ol AT o SAS HEHS S AGHBIA AZXIL 2 HE TYUS o
LB HE TS| 93] BOF BE|S AZBLICH HE X L OIS AE HUS w5t
o 0|02 B HOH HHS HEISHUAIR

28 Save(ME)E SEYLICH

3. Ats 2O HAE 4%:
3.1 ZX| QEHO|A > System(A 28) >Events(O|Hl E) > Rules(Z)2 0| S&L|Ct.
32 Add arule(8 7)€ £3/LLC

33 E0f tigt oS YHLLIC

=l

_

3.4 Condition(&EH) Ot2i O A| Schedule(¥ )2 MEiSIT EB|H SZ0j|A MEY
3.5 Schedule(2%) OF2H0oil Ao LM ('Daily at 6pm(TH Y 2= 6A|))S MEfSHL|C}
3.6 Action(M) OF2H 0| A| Run automatic speaker test(X}E A T|FH HAE Mal)g MEHSHL|CL,

3.7 Save(XMZhHE Z& Lt
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4, AOZ HAEJAHIIE I O|HYE Ef= ZHS 2 LICL
41 FX| QIHHO|A > System(A|AH) >Events(O|#I E) > Rules(8)Z 0| 5% L|C}.
42 Add arule(2 F7hHE =Lt
[=;

43 E0| thet 0|§2 YHYHC

LY

44 Condition(&EH) Of2{l 0| Al Speaker test result(2 I3 HIAE AIhE MEHTL|CH

4.5 Speaker test status(2 I E|AE &FElj) Of2{ 0| | Didn't pass the test(HIAE & S1t5tX| £
MELICHE MESrLCH

46 Action(@M) otz 0] | Send notification to email(O|HIY 2 L2 ME)S MEASHL|C}
47 Recipient(F=XX}) OF2H 0| A 2= AIX}('(Speaker test recipients)A L7 EH|AE £=AXYE MEHSHL| T

48 HM=1 HAIXE Y51 save(XE)E S LI

7tHI 27t SEE A XISHH 202 xS

Ol OO M= Axis HIER A ZtHEt7 RS2 X e I 2L S22 MYSIEE QO X E dYste &
e /\‘|D10|-L_||:|-.

HH =4

—_

o Axis 2L ZX| 2 Axis HEY A 7t 27t S L3t HE R A0 *L0{0F HL| L},

- 2 CEY ofZ2lAH ol M0l YO A1 FHHERO A 2l F0|O0fOF ghL|Ct.

1. Qre & &3 FH|:

0

1.1 Audio(2C|2) > Audio clips(2C|2 & &)Z 0|t}

12 2C|2 2T ALY * > Create link(Z3 MAM)E SEISIMUAIR
13 SHS HEE 2B S8 48240
14 =AOO|E2E 25t I E SAL LT

2. M 2 AN

2.1 Settings(dd) > Events(O| ¥l E) > Recipients(+XXhH 2 0|5 L|C}.
2.2 + Add Recipient(=2X} F£7hHE Z8/gtL|Ct

23 AKX ol E(0f: "HEA"S YL

24 Type(R¥) EESCHR S E0|M HTT
25 URL ZEO| 2C|2 HX|of +d& &3 E 0 da Lt

v
mujn
>
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I
=l

=
26 2L TX|ol AHEA O X A9 EE YL
2.7 Save(XF)E SEgrL(ch

2.8 Rules(E)Z O0|FdI1 + Add a rule(E
29 UM E2| O|F(0: "2 ME"S

[[9’\
I
o

r

o

2.10 Condition(Z=H) =& 2| Applications(0§ 2|7 0] ) Of2{0j M HIC|Q 24 C|HEM CjetS M
EH &} |__| |:|-
== .
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HIC|2 2M CIEMof| CHet S M0| 2l= 22 Apps(¥)E 0| S35t AXIS Video Motion Detection
= 28038 24 C8d S gy

2.11 Action(¥ ) 2 Z0f A Send notification through HTTP(HTTPE S35 & H

3
o
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DTMFE 2LC|2 =X
Ol OO M CtS S s3ste Wils st
« ZX oM DTMF 7+
- DTMF HEO| X0 MEH QLIRS FX|SIEE OHE MF
1. System(A|2&) > SIP > SIP settings(SIP 2&™)2 2 0| 5%tL|Ct,
2. Enable SIP(SIP &/42h 7t 74X UA=X| 2elghL|Ct.,
710 5t= 42, L1350l Save(ME)S 283t A2 LA OMAI2.

3. SIP accounts(SIP A|&)2 2 0|5 L|LCt.

LY

[
[ d
SIPAE Fofl A=, ¢ >Edit(HE)S S LICH

DTMF Of2{{0j A| + DTMF sequence(+ DTMF A3 A)E S&lgtL|C},
Sequence(A| # 2) OfzHo| M '1'2 = L|CE.

Description(& ) OF2H Ol Al 'stop audio(2 LI SX|)E = stL|Ct.

Save(M&(E 2Lt

System(A| 2 &) > Events(O| I E) > Rules(£)2 0| =31 Add a rule(E F£7hH S 22 8L L}

© ®©® N o u &

10. Name(0| &) Oz} Of A 'DTMF stop audio(DTMF 2C|2 X[y & st C}.

11. Condition(# El) Of2{ Ol A{ DTMFE MBS L|C}.

12. DTMF Event ID(DTMF O|#l E D) O}z Of A stop audio(2C|2 FX[)E ME{TIL|CE
13. Action(2 M) O}2 Of| A Stop playing audio clip(2C|2 £ M SX|)E MEistL|C}.

14. Save(MZ)E S =L,

4>
r=
2}
)
Ofm
for
=2
=
rot
lo
a
o
nx
o

QLR SO ZT=2EH 2 SIP S0 AT =2 = 7t E2 28Y == ASLICH Ol= L& uspo| 2]
2 X X0 A= MBS FOIE &M SH S TG E FR0 FEF + AU 0l 2
Ll X0 SIP 2 ES ol L0 QLR HX|= 202 X[ 2K A= AFFHOA Fst7] 98 2L

2 2ES MAYLCL 2L S§ H0| SX W QL2 FX|OM SIP S3H0| A2 = SEStD 2F ugt
i L A MO A= AtE Zte] S410] O| R E 5= ASLICH

Sip 278 =43}

o
1. 8 222X IpFAE Yoo AOFHol XA AHHO|AR O|STL L
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7.
Sip £33
1.

N o vk~ WD

to

8.

System(A| A®) > SIP > SIP settings(SIP )& 0|53} 11 Enable SIP(SIP £43hE MEistL|Ct,
K7L =4 22 & 5t2{ ™ Allow incoming calls(3=4 & 51 8)S MeistL|Ct
Save(MEH)E S2gLCt

SIP accounts(SIP A|™)S 2 0| 5% L|C}.

Settings > System > Events > Rules(d’d > A|AH > O|HIE > §)& 0|5t E2 Tt LTt
E0il it O|§S Y™ LT
B

A 220 State(MEN)S HEL|CH,

dEf SE0M MT S-S MEIFL O
oM Ol A Play audio clip(2C|2 S8 MA4)S MeistL|ct
28 FEOM U5t = 2|2 S ES dEgLH T

o =
C2 SY2 U= R4S ML 02 "3 ¥ 42 ololg Lt
X

Save(M &) E S= Lt

L 28O T2 2 SIP &340 Ars2=2 SE:

1.

© © N o v o~ W N

Settings > System > Events > Rules(2d > A|28 > O[HIE > §)Z 0|35l &2 F7HLICL
E0|l it O E2 Y LI

ZH 550 A Audio clip playing(2C|2 28 T’ d)2 MedstL|Ct

Use this condition as a trigger(0] =& E2|7 2 AI8)2 2= &Lt

Invert this condition(0] =71 ¥HH) 0| EA| S L|C}.

+ U FILE 2 ES O[HIEQ F BIM| ZHE F7tetL T

22U 5 E0| M State(HEH)E MEHT LT

HE SE0M Mz 2-HS MEiBL T

!
A ZZ0 M Answer call(S=t SEH)S M= LI

10. Save(MZ)E SggfLCt.
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Ko ¢ QIEHO| A0 WD Y Y 2t Ho| HA|Q 1P FAE YHEAAIL.
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I:I
O] MMOj A ML 7|5 Ol RO Cf3t x| &2 AKX O} CHELICE O] @ ofo|Ze Yk FX|of At
5ol S A RY & AS S Lheti LT
7|2 0% 5 EAISAL UL

42 B0 £ O 2 B0t MFBLD,

g @ & @ &
e il
<
i
rE
ox
ot
-
_|T|_

& B AHE AL O 0l = CHS 0] =& g L .
« E0I5 ALEXIO) CHE FH &,
. - Change account(A|’8 HZA): A AHOM 22025t A AHEo| 2 QI8 T},
. B g ouzaoisy sm Aman za0z e

g0 ¥ HFole CHS0] ZghE Lt

=
Analytics data(=4] G| 0| E]): H‘?J%OI
Feedback(ﬂl CHl): AL X FES T
Legal(*4 E): —:rl7| S 2to] Ml Ao :
About(HE): E JI01 B X dE Ho B Zotol X YEE LT

2}
'31| E%OI gl= ul_“ﬁ"% SHotHAIL.

Status(2HEH)
Hot

2 Ao st AN A FEHI AL
OS Hardening GuideE& 7|Bt2 2 g L|Ct

o>
fo
ol
ro
o2
fot
ot
[El
HuU
HM
1l
mjo
frl
>
ot
-
n
b
bl
=2
fim}
rot
it}
>
0ot
rlo
>
=
wm

Hardening guide(2.9F Z+3} 7}0| E): Axis ZHK| 2| AtO|H| HOtTF 2= AL of CHa) XtA|S| LoteE 5= U=
AXIS Os &3 7F0/= F A YL L}

Azt 5 7|3h ey

t

YR|7F NTP At S7|StE|A=X| O F 8 Chg S7|2HA| B2 AlZts Ze5l0 NTP 57|= §2E EAIFHCH

NTP settings(NTP ‘28): NTP 282 210 A O|ETLICH NTP HEE HZEE 4= £ Date and time('d
A AlZh HO|X| =2 O] FgfL|Ct.
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o elEmol &

R

Hellol M Sl 2 HS E Zedol YA FEE BAIPLICH

Upgrade firmware(E9 0 a1 0|E): X |o HANHE PO O|ETLICE HYN YO o|=EE =&
= A= §X 22 Ho|X2 OI%%”—l Ct.
Connected clients(Z@Z El 22}0|HE
gl Sl OZE Zet0|ME =8 BA|SL|CH
View details(M| 5 At 27]). HZEl S20|0E 558 E1 QO O|ESLICH 5&0|& Z SE0|HAES IP F
A D2EE ZEGP D/J-LE)\1|*7|' HAE I r
3 Y
T 0l =3t X|FHE K& 32tE BEAI gL
53k MY F0|0 HEHEE S50t ofiE AAE FSLICH XNS LHE 2 =8 H0/X] 16 52 BESHAUAL.
&
= | .
o =20 MEEE HE S22 EAIEL L
(=X =l =)
HF
Locate device(&X| #7]). AL7{E AHStE O =20| El= A2 & MESTLCH 28 HES E2, X0

M LEDZ} ZefL(Ct.

Calibrate(E %) @ o|HE 2™t LY,

Launch AXIS Audio Manager Edge(AXIS Audio Manager Edge A|%}): Of 22| #|0| M S A|ZtgtL|CL.

CRNI-ES

U L2 Ys AL GLC 28 fdS EASLCH
H Z:

Gain(Al2l): £2t0|E{E AH8otd A QIS HELICE OF0|3 O0| 25 23t 27 £ 527 SiM LI

Output(ZH): =3 {FHES EAIZ L

Gain(Al2l): £2t0|E{E AEot0] A QIS HEYLICE AL|7 Ol0|2 & 280tY S22 £ 527 SiM LI

A E 2l

——na

Encoding(A A T). YA 2~ AEL| YO ALES QAYS MEABIL|CE QO Y0 HY A= P
OlACIS MEHTH &~ QS L|CH QC|Q 30| /AN 92 Z2 7{2{H Enable audIO input(2C|2 23
she ST

o
g

—_

[u]
[

‘8

L

Echo cancellation(0l| 2 H| ). FL& S SO IS HMASH2 EH AYAL.
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[ -

# QIE{H 0] A

Audio clips(2C|2 23)

+ a2l X

Add clip(2E F7h: M 20| 2 S F7HELCE au, .mp3, .opus, .vorbis, wav TS ALE S 4= UELICE

= AA

>

« Rename(O| & HIH7|). @C|2 2 0|2 #HAGTL|LCI
+ Create link(23 MA). A =
Wee =50 3l
« Download(CI2 2 E):
+ Delete(2H]). ZX|0jM 20| S &2 A ML L

olo
fuot
ot
>t
=2
>
to
ni
ol
il
e}
mjo
=
0=
Ot
rir
C
po)
mjo
0=
0x
ot
-
inl
il
ru
mjo

o . " o " . "
20|E QL@ AERQ| X|& 5315 A|&SLCH =32t8 SX|5te{H™ CHA| F gL L 52171 T
o FOl AL, MEE F A5 22 CHA| A|RHE LT}
gl
K YOl HAM AOoft E1 =3 = QYSLICEH YHS 742 ™ Audio > Device settings(2LC| 2
> FA| 4¥)E o|sLCt
-

—
SO zxjof thef FHE AZEIX|IZ EAFLCL AS2[X|2 PASI2H 22Xt 2OQs)0F Bt

C| 74M

Input(g &)

dl e D25 @C|2 o[ EEt0|H: L2 M= LHOA CHE FOb4- Lol S =gt ® HLIL 0| 7|5
2 ehe 18 482 Ercet 15 ALEALE ¢t AYLICH

s
e.
o
o
=
>
Q
=
(2]
]
3
o
=]
=
0jo
0x
N
—
E.-
o -
M
>
L)
o
=
e
el;
2
ojo
0x
rh
rz
[
i
oot
0z
>
N
i)
rg
in}
-
)

QC|Q MO|E HO

CA Certificate(CA 215 Al): 2C|2 AIO|E0f | E
AXIS Audio Manager EdgeOll A TLS Q152 &/datsfof gtL|LCt.

Save(MF): & =52 2d=tstn MY
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o elEmol &

AL HAE

7 HAEE A82l0] g7 o= Am7{7t o ¢t (|2 RESHER| 2OIY 5= A LT

Calibrate(2 &): % | E|AE M| A7 =H 0} L0}, BESHE S0t AN U 00| 30f of8) £
=5l A2i0] HAE E2 NYYLICH ALE 2 W 0f 23 SIX(0] UXS0F BLCE L0l ATHE 2717
Lp Bg THSHL HASE § T8 20| B AL|7 S ThAl B8]0} 2L ot

Run the test(BI2E M%) 2% F0f M= A2io| HAE ES XY 2 Yol SSE 31 vlmLIC)
=3}

=318 LHYsHY - 2 2N

From(Al %) S A% 0|20 +8E =318 BAIRLCL

To(B): S8 MK =28 BAIZUT

Source(22) @ : AAE J|HIO 2 5512 BEA|BL|CH AAE MAME YtL|CH

Event(O|HIE). O|HIEE 7|Hto

2 5315 BAIPLIC

Storage(2E2|X[): 2AE2|X| RO Met 525 EAITLIC

B -s=c vxsam 22800,

—

[

Export(LH ELH7]): =32 T &= 2E WLt

Ongoing recordings(=53t Z& J): ZX|0M Tl 5 ZE 535 FAZLICH
° .
XM =25 AlZRtL C
ﬂ Mg M &K E deigct
o .
HXOM 52t SX|LCH
£SO 2 SX|8}HLt TX|E S =28IH Triggered recordings(E2|H 537t 2 E LICt
HE 53l =522 XY WX AZELCH ZX7LAM U e FKE CHA| A|ZSHH =37F A % E LTt
> =3 ES ML
= =38 Hde XL
v A . N I
=320 Chot 2t SME BAISHAL &4 LICH
Set export range(L{ 2LH7| Hel 2H): 5322 & WWEL2H 7|2HS Y=Lt
ETC"YQE(%:-"EQ) HEH =520 Ciot AEE P52 MEigL|Ch L ohd2 BjAQE gl
ol o 21
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# QIE{H 0] A

[ -

OH
=

Add app(¥ F71): M ¥ AX|gLct
Find more apps(F7t ¥ #7]). 4X|& ¥ 2 §
Allow unsigned apps(MBEIX| %2 ¥ 31 8) MYLX| %2 Y HX|E 5 8st2{H AL|CH

Allow root-privileged apps(root 0| = W &-&): root #TH0| A= WO| FX|of Chot A DS 5
25t ™ Lo

ot
EI)
E
>
5

Yol 72 mo|X|= oS & L Lt

q
>
=
wn
(@]
wn
>
D
>
v}

o]
1o
H
e
e
fin]
o
[m
mu
ot
re
s
>
=
to

=
Open(B7]): Aol YO HMASLICEH ALE 7hse @82 O S 2|7 018 0f mat HatyLTh L2 oSz
o

+ Open-source license(2Z A A 2LO|{IA): HO|M AIBE|= QE AA 20| A0 CHE HEE SLCH

« Applog(¥ 21): W O|HECS 28 FLICH 2= X[ MH[20| 2o/ I R88LCH
Activate license with a key(7| 2 20| Ml A &/d3}): A0f| 2to| M AT H ot 4 &d3lsloF gL|Ct
X7 QE U0 (AT 4= gl 2 0l S22 ALESHMAI2.

E}O|A1IA 7|7t QLELH axis.comyproducts/analytics2 O| S et LITt. 2tO| A 7| S H-g3t2{E 2ol
A DEQ} Axis M| E 93 B ZQdhL|C},

« Activate license automatlcally(EI'OMilﬁz Asoz s} Hoj Zto|MAT Hast AL 24T
S OF gHL|Ct &X|7t QIEulo] AAY == U R 0] SHS ABSHHAIR. 2to|MAE &d3}st
HH 2o MA BT HagtL|oh

« Deactivate the license(2I0| I A H|Z/d3}): 0| E S0 N ™ T 2tO] A AM T2 E}O
4ol= 42, 20| MlAE H|Z2detsto] CHE 2tOo| AR m XL ot Efol*“*% H 2

KoM= J(1|71 gLt

Settings(d’d): Of7H &

« Delete(2HA]): =X 0| M
M AMEf 2 SX|E LCt,

o
11
4
ox
Il
C
Ia}

MS YTHOR MXSHAAIL. BA 2O|MAS HZHSIGIX Yo ¥

HAle o 2ate w9l olof Mo utat chE Tt

X2 MLt Al ZES NTP MH et S7|3tot= 20| F5LICH
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o elEmol &

Synchronization(S7|3h): X[ R U A7t 7|3 &4

[=

fjo

MEdBEL| O}
« Automatic date and time (manual NTS KE servers)(X'S 2% % A|ZHES NTS KE AMH)): DHCP A
Hol GZ=l 2o NTP 7| 27 Aot 57|3tet L Ct,

- S NTSKE MH: StL} = 5 IO NTP ME Q| Ip =45 A SLICH £ JH2| NTP MH &

| 1P e L L
AEotE 42 BAle F MY LHE W8S 7|HOE NS S7|36tn 2 ELICH
« Automatic date and time (NTP server using DHCP)(XI-Z &% % A|ZHDHCPE AE3H= NTP A

H)): DHCP MO HZA =l NTP A H 2t 57|33 L C}.
- COHHI NTP MY: St} EE= & 7Ho| CHA| ME Sl IP =25 ¢ b,
. Automatic date and time (manual NTP server)(X}S E% S A ZHES NTP A{H)): MEISE NTP A
Het S7|2std Al 2.
- £S5 NTP MH: 8tL} tE= &= Q| NTP MH{ 2] IP FAE &HstL|Ct & 7io| NT
St 42 K= &£ AHO

oF Xt&| 7HM & LCt.
Time zone(A ZHCH): AFRSH A[ZHH S MEfSL|CH U3 Rt

ESEE S

|
O L
AM2"OME ZE 53, 20 S AL 20 2R 8 AlZE 2780] A& E L
HEXI
IPv4

Assign IPv4 automatically(IPv4 X}-E &%) EF 2R E 7t &KX
MEdStLCH HE 22 WES o Chsl X5 IPDHCP)E A& THLIE

IP address(IP F££): HX|e] 183l |p FTAE AUH
HEA Lo M 2= 51
3 2| XA 22l5t= AO| &L L

Subnet mask(M E : Ol 2
Ch. LAN 2829l B = F4 & 22 HE SatetL ot

Router(2}El): CIE HEYI Y HERI MOHEO HAE FXE HZst= O AHEE& 7|2 2H%H
(HIO|EQIohel Ip =AE B L T
Fallback to static IP address if DHCP isn't available(DHCPE A% = U= A2 1M IP FAE EU): DHCP
EMNEL QT IPFAEXNSCE gt =gl AR UHE MEZ DT IP FAE FII6I2{H MESLICH
&0
DHCPE AIEE = QI X7t 178 FA N E A8t E2, 1™ A= NotE HYZ g E Lt
IPv6

Assign IPv6 automatically(IPv6 Xt &Th): IPv62 7110 W ER T 2R E 7L BX0f IP FA2E X522 &
Yotz ofa{H dE Lt

SAEO|ES AISOE B YEYI 2t9E T A0 SAE 0|22 P F2E3 HEOR YUBEE 3
ZERE ]

DNS A{H{
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<l
=

QI E{H| O] &

0

Assign DNS automatically(DNA X+& &2h: DH
SotA shaH MEistL EK EES HESI0 s X

ZM =2l 3 DNS ME =AE X0 (S22 &
Search domains(=H| ¢l ZM). 3L X| Y2 2 AE O]
FIhHE S FK| 7t AESHE TAE O

DNS servers(DNS A{H{): Add DNS server(DNS A{H 37}
MH= HEYIANM 2AE OS2 IP FTAE HESH]

HTTP % HTTPS

HTTPSE AF&AFe] HO[X| 28 91 2 MB{0| A EHetel Ho[X|of Chst ot e s
Y2 e NHO M2ge 2Yste H i

rir

X0 M HTTPSE AEot24 ™ HTTPS 215 A& EX|8HOF P LIC}. System > Security(AM 28 > Heh 2 0
S5t 2B ME Y dsta dXgu Tt

9
s
o

ccess through(®
SOl gx[of HZ

1P
|
]

k

HTTPSE Sdll Y= otEl @ HO|X|E E= 3% 59 HO|XE Mg 28 I 450 M3t

+>
0
rp
r~
il

I
_|
_|
el
i}
[e]
-
I
_|
e
el
Hl
[m
>
ol
fuot
T
_|
_|
— 0
H
Im
(1
o
an
gt
il
Iul

SHLICH TX|= LE 80 £= 1024-65535 Q| B & &
SLICH PE[NZ 2005 2 1-1023 Hel2l ZEE YT +& UAGLICH Of o ZEE

EE 35 8¢ |

AL8SHH A7t #AE LT

HTTPS port(HTTPS ZE): At2& HTTPS ZES Q2L &K= LE 443 F£+& 1024-65535 HQo| R & &
EE 5| 82LCt X2 2RI Z2 1-1023 Helel ZEE 3T =2 ASLCH O] HRle ZEE
AL8StH B #AE L T

Certificate(2 S M): ZX[0] HTTPSE &d%tst2{H QS ME MEISHY AR,

HESI ZM Z2ES

Bonjour®: WEQA0M Ats HAME 5 85t2{H 0| 8 S ZLICL

Bonjour name(Bonjour 0| &): U EQ 30| HEA|Z 0|52 YHSLICE 7|2 0|52 TX| 0| E1 MAC FAYL|CH

UPnP®: L EQII0|M Xt5 HAMS 51851248 0| 545 HLICH

UPnP name(UPnP 0| §): LIEQIZ 0| #A|E O|F2 YEHYLICL 7|= 0|52 X 0|51t MAC =2 LT

=
WS-Discovery(WS-ZM): HEQI0M Xt5 HMZ 5 E5t2{H o] S8 S AL

One-Click Cloud Connection
One-click cloud connection(O3C)1t O3C M H|AE Ol = X0 AL} 2t0|E A =3} &= H|C| 20| &1 otHsk OIF
L]

Sl ANAE HSTLICH O] MH|AO CHE XpMBH W82 axis.com/end-to-end-solutions/hosted-servicesE &
e N PNE®N
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2 olE{H| 0| 2
Allow 03C(03C 5| £):
+ One-click(28]): 7|2 Y YULICL 2NE{LIS Sl O3C AMH| 20 AZBI2H FK| 2| Mol HES
2 FELCL MO HES FE = 24A|2E O|L{O]| O3C MH|A0| HX| S SE3HOF Lt O
X o™ HX[7F03C MH|A0M AZA shMELCH ZXAE SSEH Always(S )7t g3tz
K7L 03C MH| 20 HZE X /X ELC
+ Always(24h): ZX[7t QIHUlS S3lf O3C MH| A0 Cist HAS XEKHOZ A LRLLCHL HXE S5
St O3C MH| 20| AZAE X FX|ELCH X2 MO HEO| THA| fie= B2 0| SHS AHEELIC
+ No(OtL| 8): O3C MH|AE H| g datetL Tt .
Proxy settings(ZEA| A7) ot 4@ ZEA 2H 2 2350 ZEA| Mo AZAS LTt
Host(SAE) ZTEA| AHO| Z=AZ QlaistL|r}
Port(ZE). AN A0 AHBE[= ZE HSE LHGMUAIL
Login(21¢l) X Password( 2 E): 2Rt A2 ZEA M 0f CHot AHEXL O|F X THAQEES YL T
Authentication method(2! S )
+ Basic(7|2): O] &'#2 HTTPO| CH3l 7t =2t 0| F Ot 215 M A Y LICH A=ote|X| 2 AHEXL
O|ENt HAYEE MHZ HMS58L7| If- 20| Digest(CIO|HAE) & #H =Lt QM SHX| Y& LICt
- Digest(CIO|H|2E): O] Y2 SY HEJAI S Sl Y=otel YAYEES TS| W20 ©f ¢
gL o
+ Auto(XIE): O] M S ALESIH X| A= WHO| w2 X7t o5 S-S MEde = &L *
M =2 = Digest(CIO|HAE) B Basic(7| &) &8 = L|Ct
Owner authentication key (OAK)(2 R%} 21 F 7|(0AK)): 2R At 215 7|E 7t 22{H Get key(?| 7t 27)E
SESHYA|2. 0| A2 A7t LatHo|Lt ZEA[QIO] QIEUlo] AZE A0 7S L
SNMP

i

SNMP(Simple Network Management Protocol)E O|&3510] LIEQ3 FX|E Ao = 2a|g = Y& LT}

SNMP: A28 SNMP H{ ™2 MEiSHL|Ct

« v1 and v2c(vl ¥ v2¢):
- Read communit¥(';'=_’-l7| HELIED: X 5= 25 SNMP 2K 0f CHS 47| M2 AHSHO| e 7
FLIE| O|E2 L=HTLICt 7| 24f2 public(37H) & LI Ct.
- Write community(227] HR{LIE[): X[ AL 25 SNMP 2K[0f CHsl &1 7| EE& M7
SHLCHQI 7| M8 A H Q). 7|22t write(227]) A L|Ct
E

1]

U= AwLIE| 0|

[=] H g .

- Activate traps(E™ &/d2}) EYE NS 2o}t H H YA A= EYS AHESHY
80t O|HE = MEf HAO CHot HAIX|E 22| A|A-O| EEL{Ch 3 QI I o] A0
M SNMP v1 3 v2col| Cist EEZ MY = ASLICE SNMP V3R E HASI7LE SNMPE
N EMO| X522 JHZLICE SNMP v3E AF&5t= 4% SNMP v3 22| of ZE2|AH 0| M2
S ERS A48 = AS L

- Trap address(E® F24): 22| MHO| IP FTA EE TAE 0|E2 YEHSIMAL.

- Trap community(E HFJL E[): ZX|7} 22| A[AHO E HAIXE 22 I AL

Ml

7R LIEIE &=Lt
- Traps(E™):
- Cold start(BE £8). ZX|7} A ZE [If E HAIXE E”LICE
- Warm start(g2 5 &) SNMP 88 HAS [ EX ES
- Linkup(33 €): 37 CH20|A RO HEE 42 EY HAIXE EHL|CH
= - Authentication failed(21 5 A Ij|): 215 A|=7t MIisH EH HAIX|E E-L|CH
S|

for
0x
ot
oo
-
_l"l_
Pl
=
rot
=
o
rlo

SNMP vl S v2c EZ 7{H ZE Axis H|C|2 MIB E-O
AXIS OS Portal> SNMPE EZ8tM .

« v3: SNMP v3= &= 3t 8l
AQETFHTTPSE Sl |
ALK A2 SNMP vl H v
SNMP v3 2| 0
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AO_IEE oladol-|_||:|- HTTPS% %gg‘gf
S LT SNMP v3 Tf A Q| E = of HEF Aot
O Z5LCt A9 =S dF5HH

7

=
Al Bt E IXE B

[ i |
FX] 83*15 EHﬁ% ce 7.‘1%'5-'% # %lﬂl'?_r FaPSEION

=

M S 9l HTTPS T FA2E FQ 0B Mt
HAS Beo o Oy EACIX BoLich HARSE &

HL
re

re
ol¥
R

ASM = HERINM HXIE 21Sst= O AAEELILL o EX=

+ Client/server certificates(Z 2} 0| 21 E/kll:l-i QU= M)

M
Rl
m 0
ot
ru

PIatform Module 2. OE MEfSHL| T M

_._ -/ T
st %*_T'_EI’.:.‘Q dEfghL o

g0 &= H7ol=s th30l 2 EL L

- Certificate information( ZAM HE): EX| =l AF N £
« Delete certificate(Q S A At AFR H):
« Create certificate signing reques (

7|20 2 OIBM MEB ES M
Hot 7| MEL @

« HOF QA(CCEAL6+): HOt 7| A0 2Ot @AF ALESHH
« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2| 2):
St H MESHL T

— "1 -d

o E EARLYLCH
{™ Secure eIement(EL°* i) EEt Trusted
) HOb 7| M40 Cigh XpMeH LIS 2
help.axis. com/en us/axis-os#cryptographic-support= OIEOH;! A2,

* Key type(?| #3). ASME E=25H EFLE SF0A 7|2 Y=ot Z0

—

= F 7 FE€e 2SME XLt

E20|UE/MH AZ M= HX[2 IDE ABoIH AtM MBS = A2 CAQIS 7|2HoM LFE 5= A
SLICE AHA MY QIS A= KiSHE Eéé NSotH CA Yg QABME 7| MK AFEY = JASLCH
« CAQYUSAM
CA QIS ME AHESI0] mOf QAFME QB TLICt OE S0, X7t IEEE 802.1XE EZ &&= HERA
o] HA= B 2F MO IDE BB LICE TXol= o] 4o AFH HX| =l CA AT M7 A& L L
g = gda2 o8t 25Ut
o QAZ A HA: PEM, .CER, .PFX
« JH0 7| "HAl pKCS#1 U PKCS#12
38 At
HAE SH SO Al 7| 2402 MEHSIH R E QAS M7+ ALK ElL|Ct AP AX|El CA 9IS M7t Tt
Al M X|E L C,

1n2|E0[Lt CHE

IEEE 802.1x
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Lo HAAE 2K

Use filter(2 E| AI8): ZX[0 AT 5= QY
FA: ZK[Of ofe ™ 20| S EE[AHLE A

A2 Xt H9| Signed Firmware Q15 A

Accounts(Ald)
Accounts(A| &)
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[ -

# QIE{H 0] A

+

Add account(AI’d F7h): M AE S F7rote{E S LICE X 100702 AZS F=7te &+ ASLICH
=

= AN
Account(AlIF): 133t AH 0|

New password(M| {2 I E): A 7go| I AJAEES LHYLCE IAJAE= 1~64X ZO|O{OF BLICE 22Xt =X},
T, Y8 7= S QM 7hsT ASCI 2XHE E 32~126)0F IHAJE0f AHER = USLICH
Repeat password(H{ 29| E BH5). S LS AL EE CHA| LT}

Privileges(H &):

7t, ol

0
o
ol

- Administrator(22| X} @S MHO| H3| YNATLICH BE|XHe CHE A
U HAY & dsLct .
- Operator(2VX): CHSS X8t BE BHo| A2 4 ULt

A

s

- EE System(AMAER) Y
- T
+ Viewer(70]): 28 S HEY = U= ASO| Y&ELICH

[
[
* Y0 &= tiwo= a0l = EL L

Update account(A’d CI0|E). AHE £482 HETLICL

Delete account(Al1d AHH|): A H 2 AN SLICH root A™2 AXE &= el&LICtH

Anonymous access(YE M 2)

Allow anonymous viewing(2 ¥ 27| §|8): AHC2 208X YDk FFL HO{2 ZX|0f HMAT
= AR E AL CH

Allow anonymous PTZ operating(2 82| PTZ & 51 &) 42| ALZX7t O|O|X|0f CHs ™, 2HE 3 &
g = AT S H HAYAL.

mjo

Hoz gdeiste AS o] fle 8Lt
Condition(Z): S S0|M =S MEISILICE X7} %A S S5 H =AH0| ZFL|0fofF oL Lt of
2] ZO0| HOlEl FR WMS E|A o2 H ZE =0 SFEOjOF Lt §FY A0 thet S =

O/ E 2 A|Z3} 75 EZRSHIA 2.
Use this condition as a tri?ger(ol
™ MEdSIL|CE O|= 0| 2g3tk] | &=
FAetChE QO YL O] S HEiSHR| o H 2E 0| SFE WotC 20| &9 HEf7F & LICH
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Add a condition(Z=ZA F7}):

+

Invert this condition(O|

QIE{ 1| O] &

=
Ho

=
—

=
= o
t= 82,

fL|Ct @C|
% |1Pv6) Of Y

=
o

o

of SEE
I
v4

0| &
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AN E

“TlelE 2|7t FTP M of o]

242 21 LHCt

HIAI.

k=

LICh S50 790 et Y=ot o
> HES]

detE o] l= 3¢t 0j2] YolE 2L

b A
=
L|Ct.
El
— o

el M QO] FX|o| M LED7t SMQ 2 HE LT,
=2

2to|2 AEFHO| 4lEH 202 X[ HH LED
O|H C| ¥X|o MH LED7} S o2 HEE LT}

i
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=7}3t2

o
A
A2,

=

=

o
o
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o

A
LI C}.

HOF gL

[e]

k

o

» 0o =7t AKX
ke
X|off chal Si
4

|
Xt
(=]

FAREF BA| LT
ol

X FE7h: =

| fefAL oS 2l
A
EH.

[

2 Hag): 202 KXo
A

Host(BAE): MHB{O| IP TALI SAE O
DNS MH 7} System > Network > IPv4 an

|Ct 2C|
ol X0
Port(®£E): F
Folder(ZG):
TSR g2
Username(At
Password (I 2
Use temporar

[e]

=l

[

ss

L

}: SIp: OHO| 27t AKX
=)
L

3
e

) +AxtO| 022 @

‘g
X0l M SIPE E-dstsfiof O]

er(Al D
Wi

=}
=

=
FTP

7

0
Add a recipient(

d): F0M

ED €443} =3} 010|217t X

Z|TH 207K 2]

L

H

+

Ch 2O FXoM 2L S 20| HHE=
Name(O|

Pre-announcement tone: Play tone on inco
S E0| O|RO{X|H FX| 7} 0| 2| | &l 2L
o] SEHsHA X=E SIP ™S +

Pre-announcemen
X0 cis sip
Loud rin
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o elEmol &

URL: HTTPS MHE{Of CHTF HER A %ﬁgr QXS N A3UEE
https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

=M2 MEdsFL| T
- Username(A}Q-X} 0|E). 20I8t2{H AL X} o|§% Ol BIAA| L.
- Password(T{AQE) 20I5}2{H IjAQ
- Proxy(ZEA|): HTTPS A H{ 0 S1Z3S}t7]| 2l
HHE 7|0 &gt
+ Network storage(HIE¢|3 A E2|X])

|r|
H mlm
_IEE
el;
igaf!8
>
to

3 £ QlAL|Ct mYULS MKV(Matroska o Ao 2 XEHE L O}

- Share(839): TAENA 3 0|22 LHTL|CE

- Folder(EL): mt¥ g JQ'I”SF CleEz|ol & )

- Username(Af-Q-If 0| &) 2EaQl5I2H }RXP 0|22 YEsiMA 2.
Password(I{ A9 E). 210152 H LLH SEE YHIGHYAIL.

|
DNS A H{ 7} System > Network > IPv4 and IPv6(A| A2 ® > HES3
ol XI'8&|of %Eﬂ SIS AR,
- Port(EE): SFTP AH{ 7} Af23l= ZE HS E ¢ #HT

-

|Ct. 7| 232
EXSIA| o™ mAZ YEET W F HA|X[7F BA|E L|C}

- Username(*iﬂxf O|§): 210152 ™ ALEXt I%% AHSHA 2.

- Password(I|AQE) 2015} H IHAQEE QHGIMA|2.

. SSHSAE 271 7| SHMD5). 97 SAE 2] 7|@2KtE] 16714
SHL|Ct. SFTP 22}0| ¢ E= RSA, DSA, ECDSA 94 ED25519 SAE 7|
Sl SFTP M2 X|AStLICH SAF Al RSAZF M S &= 900 ECD
7l 3 §HE WEL Er. SFTP MHO|A AIESHE 2HHE MD5 ZAE 7

« SIP or VMS(SIP EE= VMS)
SIP: SIP M3t 7*E1E'4 M el 5} .
VMS: VMS HztE da{H MeistL|Ct

- From SIP account(“a”}_
- To SIP address($=2I X} : £ ot
- Test(HIA2E): S5t 40| 2&5t=X| HAESI2{™ 22/ gL C}.

- ol

sl H 2 EZ ol Y =
- Send email from(0|“1|°a' g =L

25

Host(ZAE): MHQ| |Ip FALI SAE O|F2 YHELICH A E O
E

Axis QXIE MD5 2 SHA- 256 oHAI 7|8 25 K| YSHX|2 MD5ELCH ZH S

« HTTP
- URL: HTTP AMH{0j| LSt I EQIS _+_9-f 2Y¥e Melgd AIHEE AL OE ST
http://192.168.254. 10/cg| bin/notify.cgi & L C}.
- Username(At87%} 0| 8): 2 10I8[2{3 ALR X} 0|22 BBIAAQ.
- Password(I|AQIE). 2018t M IjAQEE QESIAMAL.
- Proxy(ZSA]): HTTP ME{0| HZDL7| 2[3] ZFA| MH S Satsfof
£ 710 ¢gggyo

- Validate server certificate(AH QZ A &Ql). O] AXE MEHSIO] HTTPS A H{ 7t 4 g3t 2l

NAS(Network-Attached Storage)2t Z2 HIEHI 2EE[X| S F7I510 LY S MYots T A2 A

- Host(g*E) HESS AEE2|X|Q IP FAL SAE 0|52 YHY LI

22U L L.

=]
- Folder(ZC): S MY CIHEZO ZRE ?TIE—*.ﬁf“*IR CIM =27} SFTP A B{0f 0|0

SHA—256 Arﬂ‘+_ 20| & I-I Ct. Axis X2 SFTP AHE TF45t= & 0of tish XHA|
St LI2L2 AXIS 05jf.§*° H'AIE

. SSHSAE 27| 7| Tr% 25 A SAE ZI 5’| (43Xt2| Base64 QAT EXIE)o| X| 2
S YL CH SFTP 2 r |°.JEE RSA, DSA, ECDSA 9 ED25519 A E 7| 8% 0| SSH-2&
Arﬂor SFTP MHE X|@BtL|Ct & Al RSAZL *milt Hhe4 0|0 ECDSA, ED25519 &
DSAZt 1 TIE g4 Er SFTP MH{O| M AIR%l= HIE MD5 SAE 7|2 Qas|0f Bt
Ct. Axis ZX|[= MD5 ® SHA-256 SiA| 7| & 25 X| AKX B MD5ECH 23 20HS 2|8l
SHA- 2562 AHESHE 740I Z & LICH Axis ZX|2 SFTP MHE F-dsh= B0 CHak XpA|
ot LHIE2 AXS OS ZES FIH A L.

- Use temporary file name(A| It O| & Al8). XIS E M= QA ItY O|ECE IjUS
AZCote{™ MEiSL|CH A2 EE 226t LY 0| 50| |st= O|EC 2 HHEL|CH ¥EE
7t SEHEl 22, &4E Oho| QELCH Ot oS LA A2 BS 5= USLICEH O|ZA
SIH AStE O|E2 7HEl 2 & TbYO| SHEX| & = USFL|Ct

- Send email to(0|"1| ! H% CH4h: O|H Y S MES O|H LY FAE LHBILICH FAE ] 7Y
= A
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# QIE{H 0] A

[ -

- Username(At2 X} 0| &): O
TR Y= d2 0| EEE
- Password(TA9 E): 0L A
e 42 0l ZEE H

Y Mol iexolge QlaetL|ct oY MO AES
b9 & LiCh,
o IAQE 2 laetL|ct 0| Y MHO|A AZS QTSI

C

H (SMTP)): 0 & &S0 smtp.gmail.com, smtp.mail.yahoo.com1
Z2 SMTP MH 0|52 L|Cf.

- Port(EE): 0-65,535 H| 2| 22 AH&3t0] SMTP AMH{ 2| &

2 587 LICt.

|m
re
fot
i
L

YLt 7|2

g

m
>
0
=
<
©
o
o
2
(11S)
fot
fot
o2
fot
ot
i
>
oo
e,
i)
fﬂ
wn
wn
—
A
rir
_|
—
wn
n
rx
Ju
Mot
=
>
o

g MEigLCH O QIEME CARIE 7|20l M REM| M ESHALE Lalieh 4= & LT
- POP authentication(POP 91%): POP Mt 0|E2 2 &H3|2{™ H YA 2(0: pop.gmail.com)
g
U2 o|i Y SSAt= O 2 E OO Yut 1o FAISE HENE =MSHHM ALEAIIL 80| 2 HE
omAg HAL B A2 MHst7| @id) 20 EHE AMSTLICH O|H Y M YA 2ot HMZ
2HOI510f O| i Y AH'HO| 7| ALt of| & O] Y2 K= YOl YEE SHHAL.
. TCP

~ Host(32AE). MH{O| P RALI SAE 0|28 YBIL|CH SAE 0|28 Y2t B2,
DNS A{H{ 7} System > Network > IPv4 and IPv6(A|AH > HEY 3 >
of XI"g 0] AE=X| ZHASHHAI2.
- Port(ZE): M HMA0| AFBE|= XLE HD E YL
Test(HI2E) 22 HAESH2H SESHYA 2.

Al
(=]

olot

fof| Bh= o /0= CHS 0| =& & L Lt
View recipient(3=4 X} &.7|):

2
Copy recipient(F=4 X} SAh): =4XE FASIEH SR, SALE I M2 =UXE HES - ASHECL

Delete recipient(F 4 X} &HA|): =AMXE P2 AKX St H 2L CH

PN BAE E0M ZHOZ AEY = ASLICE S50 = 7400 it G2 o) oM MEo +88 2
> -

Add schedule(27 F71): 278 == EAE 4952 H SEUAL.

+=& E2HE AI85I0] ES =522 ER[AY #= JAEULL OE &0 =3 EZHE HE g4 ¥ 74
Ste S HMES HTY &= UASU T

MQTT
MQTT(Message Queuing Telemetry Transport)i= AtZ 21 E{Ul(IoT)S ?lot EF HA|E T2 EZYLICH Chaste
loT St S ol HAZUSH %2 3 E FZH(small code footprin) It X4 HEJI CHAECZ AA X E A
Z5t7| Qo CrFst Ao ALS ELICH Axis A Y09 MQTT 22t0|HEE S YA A W& GHo|H
U OHEES G4 B AT EQO{(VMS)7}F ObLl A|A B0 ZHHSIAH S5t = &L T

XS MQTT 22I0|HEZ HYSL|CH MQTT S42 S20|AERt BE272t= & AHE[S 7|HIO 2 S L|C}
SUO0IAEE HAXE EWD & = AU BE27= SEH0[AUE Zte| HAIX| 2t E S HEeH

AXIS OS Portaloll Xl MQTTO|| CHSH XHA|S| L ot=E 4= US LI

26
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# olE{H 0| &

[ -

ALPNZ S20|HE 3 MH 7t
2 L|Ct Ol= HTTPSt

[

Zo| HENO[S EHAOf
tE Z2EZS0| AL L

>
2
M|k
i

MQTT client(MQTT Z2I0|HE

=
AEE

Connect(@Z): MQTT 22}0| ALt B CH

ofEO

==

Status(&EH): MQTT S 210]
Broker(E 2 #)

A SEHE EAIRL L

oo

st MQTT2| 7| &
=
MQTTQ| 7|2
2 Qt2 S8t MQTT2| 7| 22t L Ch.

ALPN Z2EEE: MQTT EE7 47t M S ALPN ZE2EEE 0[ES
A% Bote ST MQTTol 2 X & E LT}

Username(AH2 X} 0| E): S2I0|AEO| A AE{of
Password(T{ 29 E): AtXA} 0| 29| A QE

Client ID(22}0|¢ E |D): 220|911 E DE ¢
 MHZ ™S E L Lt

[==|

ofm

HT

bS]
S|
oA Ml E

2517| 25 AHE

Clean session(2 2l M|M). ¢4
B HE7F AKX & L C
7t ©

b {X|: S2tO|AETL 2 TCP/IP Al ZE Z=3HE 7|
Xg = AFLICH

7t 7+ A

2 =t

Timeout(A|ZF ZX1}h): A A0 =4k

X g2 HEAL MQTT 2210|9E
Of HAl =AM AtEE L|LCE

=

QR E= Al (=) 4Lt 7]

O Al K|

60
S LWT M A X2

Bo| o1

-
o
.

Reconnect automatically(X}S 2 2 T ZA). A4 s x|
2E XEg L

=M=

Connect message(H| Al X| &)
AZ0| dFE M HAIXIE EHX| | FE X|HLL L

Send message(H Al X| ME&): HIAIX|E ELHH T ALE HESHAM 2.
Use default(Z| 23 AH8): AHA Q| 7|2 AKX E YHSHEH DY,
Topic(FHl): 7|2 HAIX|2] =HE A

Payload(H| 0|2 E): 7|2 TA|X| Q| L&

St

LI C.

=
o ol gy
=

gt

.

s EH

=
A E AHE] A-|_|

—

Retain(®X|): 0| Topic(FH)0| A S2t0]

Qos: T2 SE0f L3t Qos HISS HATL

HE 7 XIo24H ot

C

_

o
T

A HIAIX])

Last Will and Testament message(DtX| 2}

27

OI:IE1

=

stL|CE O]= ssLg St MQTT &

=

FARE AL O]

745t
=

dAt= S0 AETE ME O A

FHOf CHer 7= gk MQTT

AHS2 = ChA| HAOF 5h=X] Of

Al
=]

AlR.
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# olE{H 0| &

=

OFX| 8 R OA(LWT)2 AtE3stH Z2l0|IET H2Ho| AZE [EH A s EH S Hag 5 A5
Ct. E2t0|HET} LIF O O{= A EHOIM B AN OZ IZ0| BOX|HH KO0 BOFI| HEU £ AS) &
E7{7} CtE SEt0|AE0f HAIX|E MEE &= AUSLICE O] LWT D1|A|XIE Lot M AKXt &L HAO|H
SUS HFAHLIES Sofl 2t Y E LT
Send message(HIAMX| H&): HAIXIE 2L ALE HYSIN L
Use default(7| 22} AF8): AtAQ| 7|2 HAIX| S Yt H DA,
Topic(FH|): 7|2 HAIX|| FHE =HTL| Lt
Payload(HIO|2E): 7|2 HA|X|o| LIES YHTL|Ct
Retain(X|): O| Topic(FH)0 A SEI0|HE HEHE FXISt2{H MEUSIMUA2L
QoS: IjZl SE0| Cist QoS AlES HAELILCL.
MQTT publication(MQTT &%)
718 FH HEA ALE: MQTT client(MQTT 22t0|HE) oA T X| FH| HFALO Holgl 7|2 =X M F
AtE AtE5l2{H MEdstL|CH,
FH o|E =& MQTT FHOA =HS BYHSt= THE Zatote{H MEiStL|C
FH YYAamolA =gk MQTT FH O ONVIF FH W YAHO|AS metsta{™ MEistL|Ct
UM M Eoh MQTT HO|ZE0| MK Y& HSE Zotsiai™ MEfSHL|CH
T Add condition(Z7 7l ZAS FojsteiE 2L
Retain($X|): O{™ MQTT HIAIX|7t ER 2 MEE =X FolgtL|ct
« None(2): ZE HA|X| 7} H|SX| MEfZ M&stL|Ct
. Property(-'-*") AE =X Jts A X2 2 2HEl HE 2 =YL
o All(RF): AEf =X 7r g HEHE F=HT £ QT HAIXE ZF E2E MEfZ2 2L}

QoS: MQTT A0 Cfof %&E o2

MQTT subscriptions(MQTT T+ 5)

ES *x

+ Add subscription(#5 F71): Ml MQTT #+ 52 F7t5t2{H
Subscription filter(? 5 2 E): 7 =5t2{= MQTT FHE LAt
Use device topic prefix(ZX] &5 HFAI A2): 715 ZHE MQT

Subscription type(Tt5 f3):

. Stateless(&Eil =X E7l5 ) MQTT Dﬂ)\le% s
« Stateful(AE{ = *"* 7ks): MQTT AR E Z=H2

2 AFRE L q
QoS: MQTT 7+=0f Lo JAdt= 2SS MEHSLICt

MQTT 21 20]

28
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o elEmol &

ozt
fl

MQTT 2B 20| +=FXHE F7t517| ol MQTT E2 70| HAZSHUAL.

+ Add overlay modifier(2H2Z{|0] $=-X} F71): M| 2B 20| =HXE F7tsta{H 22l L|Ct,

Topic filter(FH EE): 282 0|0f EAISt2{= HIOIE{ 7} ZtEl MQTT =X E 7t L T

Data field(Cl|O|E{ E E): | A[X| 7} JSON 40|t 74511 2B 2 0|0 EA[SI2= HA[X| H 0|2 E2
7|18 XEgLCt.

Modifier(+=’dXt): 2H 20| 25 I Zut +=FAE AEFLICE

o #XMPZ AEStE A= FHOIM 22 2= GO E #EAIE L L
« #XMDZ A|%5t= =8 Xt= HI |8 220 X8 E HOIHE BAIFH O

SIP

A

SIP(Session Initiation Protocol)= A& At ZHo| CHS}A! I M40 AFEEILICH QLj2et H&2 MM £
gtet = AL L

SIP #2438} SIP S8 Al&StD =4 5= =5 st H
Allow incoming calls(E =4 8§ &): CIZ S|

Call handling(Z X 2|)

« Calling timeout(Z& A|Zt *I'-f) OLR = SESHK| b2 42 &3 Al=o| Ko AlZtS d-TtL|C}

+ Incoming call duration(Z 5 7|?_*): A ESLE X[&HT = U= XY A|ZHS - SLCHETH 10-2).

« End calls after(OI $ 3 "Eﬂ) 2 X&E 5 As Ho A|ZHS AHT L CHEICH 602). E3t A|ZHS
X BHSIR| Yo f= Inf|n|te call duration(FH| gt S8t A|Zh S MESL|C}

Ports(£E)
HE B35 = 1024 ~ 6553501 OF &tL|C},

+ SIP port(SIP ZE): SIP &
CIX[ &L 7|2 ZE
- TLS port(TLS ZE): &S ot SIp P EAIO| AFS 5= L1I SE| ZE QLY. ol
2 TLIS(H & 74|% HohE AH85I0 2= 3tE LICH 7|5 ZE M= 50612 LCH 2%t E
S medsE gL,
« RTP start ort( RTP A|Zt L E):
Cf 7|2 A[Zt ZE 4
NAT traversal(NAT E1} 7| 5)

X7 ALE S (AN O A0 S HEAT R0AM FXE AEL = AES SIHH NAT(HERR F2 H
gh &1t 7IsE AHEELILE

NAT St 7| 52 ArEot2{H 2t O A X| &I OF T LI Ct. ot 22 Ef 7+ UPnP-& X[ &3 OF B LICt.

ZENATEN ZZEZS /HHMOZ AFRS AL Y EYT &AH0 et ot

ru
[
EOJ
HU
>
ofo
gt
-
30
>
r
n

« ICE: ICE(Interactive Connectivity Establishment) Z2EZ& 2 AMHESHH IO & X| 7H0f| |5 S
=

O| O|RUX=E 7IE T80 ZEE 7] £ TLICH STUN S TURNS 243l = ICEZEE
oM JME BSX0l BEE RS & QL 73|} SEAFE|L|C},

« STUN: STUN(Session Traversal Utilities for NAT)= X2 0| NAT == 93t F 0 QleX| @olsia O H
42 gz S& |P %Siﬂ iE H*§% 7”@% = QA S S20|HE-MH HERIZ Z2ESY
I-| Ef. STUN *‘I'JH 2 1P F2)E SO

29
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o elEmol &

« TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t H E& &3} g
= UDPE SOl CHE 2 AE0AM S0{2= HIOHE 4" = JACE HF= Z2ES
TURN M F& 2 230 §EE = eL(Ch

Audio(2LC|2)
+ Audio codec priority(2C|2 3™ 2M &2|): SIP S0 Ci3} Ydt= 2|2 FES 74T 3tLt 0|49
Qrle FEZ MEHRILICH M =2 &M E HE52H 20 s&LC
X7
a
Z2 Y O 4K 2H0| AYE S 2 MEdGH AHO0| B E 4K A0 AKX s of ofL|Ct.

« Audio direction(2LC| 2 #gh): 5|2= 24 LS MEISHL| T}
Additional(E7}

« UDP-to-TCP switching(UDP2} TCP 7 M $H): UDP(A2 X} H|O|E{ 12 =2 £ 20| A TCP(H & |
Ol ZREEE)E NS ZEEES MR Mokt 2 &
£ 0|+ 200H}O| E O|LY 4= 1300H0| E &1t MTU(X| CH
£ 2XI5H7| fIshAM &L o

« Allow via rewrite(CtA| 27| & E3| 5| &): 229
B o L O}

o
o
%

o MERSEL| T

« Register with server every(2d MHO| S&). ZX[E 7|E sIP AFY
£ g3goh

. DTMF a-lyload type(DTMF H|O|2E §9): DTMFO| 7|2 H|0|Z2E RS HATL|C}

- HOj Ier‘_-é:- SR A EE SX[5H7| O SIP MHOf A Z = g

o EO ERAMK P X EX SIP MHE O ZX[BH S
o WKl 2 AlZhE)S dE gL T

o
o
)
o
X
T
=2
oln
o
e
r
|.|-|

Accounts(A|d)

Z2E 7 SIP 70| SIP accounts(SIP A1) ofafiof LtEEL|ICtH &
HEE & = AF U

i
pull
!
bl
1o
ox
o
1=
0%
i=)
30
rir
Y
o)
Hu

AZOl siP MEH O §3H 2z SEEASLICH

. ES =] | =
Aol A7t ASLCH S0 HIjStALL AH Xt SHO| FREIQJAALE, SIP MBOM A-S &e
£ 97 MEY 2 YZL|C}
T HA —=2 T Mg
peer to peer(L| 0] £ T 0], 7|2 MH) AYE At50=2 WHE AFYYLICE StLf O| 4O CHE AYS BHED S
dAZ= 7|22 280 42 0| AEE ANE = ASHLE 25 AMAL SIP A= XIF5HA| @11 VAPIX®
API(OfZ2|A 0| =2 0eiY AHHO|A) ZS +HY ZR &4 7|2 Aol ArgE U Tt

+

Add account(AI™E F=7h): M SIP AI™ S MMsle{H S gL CH
+ Active(E2d3l): AYS AHE5t2{ ™ MEigtL|C}
« Make default(Z| 222 X|&): O] AN
OF StH, 7|2 A8 StLitt & = JSLIC

« Answer automatically(XIS22 S

TN
tr
X
o
lo
Hu
P
0
Ot
v
rg
rx
i
ot
-
n
N
rtr
X
0
o
30
il

« Prioritize IPv6 over IPv4(IPv6 over IPv. A : M =2 =
X7 Yot MEHSILIC O] = IPv4 R IPv6 =4 R0 A 20l = p2p AZO|Lt =0 Q1 0| 50f AHZ
2 M & eLICt 1Pve 400 OfEE =0 O 0| F0ff CHSHA 2F IPveS| 241 =9 & X[F& = JUSLIC

|
« Name(0| &) 20| ZatE 0|52 YHY L O E S0
UAELICt O|E0| ZHE[ASL L
+ User ID(AHE X} ID): X0 2PFE 075 L4 E
+ Peer-to-peer(Z|0] £ 1| 0{): EZ HE
+ Registered(SSE): SIP MHE

= Hap Ho 2 Y4
EI0NM BHE SIP XS MY 2ot= O AEE L
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# QIE{H 0] A

[ -

. EHOl ALE JHSSHAS ZUY £0jol 0|22 Y LICH TOjQl 0|22 CHE HHE S5 ¢ 1 Sip
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2S A2 o= D2 Y TWaut el LD
Caller-ID(2ATX} ID): Axis RX|0I M 2 L= S8} 4AIXH0|# BA|T/= |2 LICt
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SES ML E ot H HLCL
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S ZEE MBS EgE S Lot L}
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gde2 FL o

- Frame rate(Z 2|2 20| E). & S| = =y =& METLICH = 2f0|EE
L3t gZE0 g2 FLC
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+ Add accounts(A™ F=7h: M ONVIF AE S Z=7tste{® S2lgtL|Ct.

Account(AlIH™): 1% A 0|52 L

Repeat password(H{ 29| E Bt5). LSt IAQEE ChHA| LHT L
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e}

« Administrator(Z2|Xl): 2 E HH0 25| HMATHL L
E Y XNAY = A& L LCH
« Operator(2Q%}): CtS2 M ZE A0 HMAY = ASLICH
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- ¥ =T
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New password(M HI A E): AHHO| IHAJAEE YT LICH IAREE 1~64KF Z0|O{OF THL|CH EXl, At
TEH €7 712 & UM 7h5T ASCll 2XH(E E 32~126)2F A E0f AL = JUSLIC
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Video source(H|C|R & A): 7140 s HIC|Q &AAE MEISHN Q.
o T ME: S 20| AFEX} Ho| £H S MEISILICH EECHR 589 12 HEI &/, 27| E9 9 7t
o MES Zefol YX|Of HIC|2 K20l ST etLlCt. N
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o T ME: SEO|M AFEXFHO Y2 MEHStD oA Y MY 2 ZFYBLICH EELCIR 589 #42
HIC|@ QIR 9| A#HX}/0|5 A THLICt ALEX} 0~155 MENSIOf XHADHO| ¥ S -85 7
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FXol @r|2 Ao sfetL|Ct HX|0 stLte] 2Ol 0| L= E2 user0R LICE E X0 o 2
Mol @Cj Y=HO| Y= B2 SE0| F7 ALEXHZF A E L L
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M 2|ZEo| ZgtE Lo}

o A MH B|EECIREE: SiXj MA|ZHE | O|O|X| o] AMAFE OFL|2} UTF-8 & Al Q| TA| MH
2|ZE HAE mA0| ZotE zip ThUO| WYE LICH X2 ME|20 2o/g I 2 MY 2[ZE
zip THY S ZRSH AL

« Download the crash report(5& H11M C22E): A ME{O| Cist XtAst HEIF Qe OH7H0| =
EOREEYLCH 55 2|ZE0 = AtMe CIHI HE MY 2|ZE0 = HEIL ZotE L
Ch Ol 20 MOz HESQI FXat 22 DIast EZL US = JASULCH EOME ddste=
o 2238 20 = JSLHLL

23

+ View the system log(A|2A® 27 H7|): &X| A%, A1 Sl Q3 HA|IX|QF ZH2 A|AH O|HIE Q| CY
ot HEE HAISHHH ST

. WHA BRI HI HRE 20 IHAYCE AR A2 5 AIS XX UMA AZE BE
HAISHHEH S ESIHA 2.

HEYD =3

%_g_ Al-'é'l-

HESD N TS AFN Tt HAYSOH T UL Yt T3 4 ASLC

Syslog= MAIX| 240 EEYLIC} SyslogWlAl= HAIXE 4 G5tE 2ZEL O, HAXE M= A|LH, OjA
AE BN S ZM3t= 2D EQ0 S Z2(e = UASLICE 2 HAIX[EZ O HAXE 485t 2ZEQYA rEE
LIEtL = AlE 2E7F BEAIE D 44 E 50| & L

Server(AB]): Al MBI E it ® S ESHY A 2.
Host(SAE): AH{Q| SAE 0|2 wi |p ZA2 Q2{BiL|ct
Format(Z ). AtES syslog DI A|X| ZBHS MERBHL|CE

+ Axis
+ RFC 3164
« RFC 5424
Protocol(ZE2EEE) MEY Z2EE Y ZTES MEiTL| O}

. UDP(7|E E"g, ZE: 514)
LT 77|'§ 55 25 o)
. E T E

Severity(*"*E) CeToiE T Mk BIAIKIE HE L
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CA certificate set(CA Q1Z A A7) A MY 2QISIHLE QABME FIISHMAIL.
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SIP(Session Initiation Protocol)

SIP(Session Initiation Protoc o= VolP ZE2 B, 9 U Z=st= O AFHESELICH & 0|49 LIE| &, SIP At
X} 01|0|7°'I E 2H0] 28 Y = YSLICEH SIP 22 s SIP M3t7, EE% = SIP X ¥ Axis
X S22 A EE = %lﬁ'—l F.

RTP(Real-Time Transport Protocol) 2| M& TEEE S AHESI0 AX| 2C| Lt HIC| 27} SIP AHE XL 0f O
ME 7t0of mehE L|C},

ool & mof 82 AL8310] 22 HEQI0M = PBXE A3 HIEQR 740 22 Y &= ASLICH

Peer-to-peer SIP(Z| 0 & |0 SIP)
71 71280 o SIP 42 = 0| 42| SIP ALEA O O] M E ZHof| 21F O|F O & L|Ct. O] &4l2 peer-to-peer
SIP(L|0f & m[0f Sip)2t HL|Ch 2Z HEXZ0|A o] 410 O| O|X|H AL XL OO|MEQ| SIP AT YO
EILICt O] 42 BNl SIP FTAE sip:<local-ip> YL CH.
Gl A|
y: SIP

Sip:192.168.1.101 sip:192.168.1.100
ojof & mof SIP 42 A8t YT HEYAN QLR HXE ZESEE SIP X2 M7 |2 48
+ ABLE

PBX(Private Branch Exchange)

EHIPHERAZ LM SIP EFE2 7 "%‘ I} PBX(Private Branch Exchang Q)7 Y BjE ATS 8T 2 QAL
Ct. PBXS| =8 74 Q4= SIP = EXlgtnE 8= SIP A H 8 =4
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e
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« STUN - STUN(Session Traversal Utilities for NAT)2 Axis M| Z=0| NAT == &3t Fof U=X| &olstm 1
HZE% °J7—1 SAE HZEOo=2 StHE I1WE| 0T S & IP-r tEZE H E 7N Z = JAH siF== 2
2}o| ol -meEJEuEEEWMWszMH 20 1P m%%ﬁ@uq

+ TURN - TURN(TraversaI Using Relays around NAT)._ NAT 2t H E= ot Hof s &X|7FTCP E&
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E

i gtl §10| JHEE 0IE10|-|_||:|-

Of & 2| #| o]

of Z2|#H 0|2 f%ﬁﬁ Axis HX| & Z[CHst 28%F 4= & LICt AXIS Camera Application Platform(ACAP)2 EFA}
7F Axis X9 24 8l 7|Ef Of F2 2 QI Jfube ZEQLICE ojZa|H 0| e RKof APE A
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