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Secure keystore(H ot 7| X{EA)O:
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= At85ta{ T MEigtL|C}

HESI E2 Mo A S=3}

25



https://help.axis.com/en-us/axis-os#cryptographic-support

IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93
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Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}
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+ THAQIE: ST AL RHDO| THAYEE
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£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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NE 2ZE uwﬁ;ﬂﬁ%nr Axis B =0] 2|8} Ol

2kl of e & 29}*' D2 AlHE| s S5 K of ot Alsiet
Ue L C XISWH%‘E °|°F 7|8 Efotl Qe B2 AxisZHo| ALEA X7 M & AXIS OS ¢
ME 48 = ASLICH
Install(@X]): 21 SME EX|52AH SELLCL 2ZEY A E EX5H7| Hoj| AEME EX|5H0F
'6I-|_||:|-
=

« Delete certificate(QAS A

AE
A

T Add account(AI%g £7h: A A S tstel B SEBLICE AT 1007He] ABES 7t 4

OIA |_| [:|.

Account(H%): 173t AE 0|52 L LT

New password(A Tf AR E): A|FH2| ALEE YUHSLCH IAQE= 1~64Xf Z10|0fOf SFL|
Ch 22X}, A 158, Y2 7|3 5 Q4ff 7H53H ASCIH 2XHFAE 32~126)0 THAQ S0 AL S 5=
UASL|C

Repeat password(I]| A Q| E HHE): SASII|AQEZ CHA| QEHBIAA|R

Privileges(# ¢h):

*  Administrator(22|X}): 2= 270 TS| AN AL CE B[R T E AFE F7h €
HOIE X MAHE = AF LIC.

*  Operator(2FA}): L5 & Melot 2= 27380 HM 2 - ASLCH
- &= System(AAR) 27

+  Viewer(R0{): 282 HEY = A= 20| g5 LICH

_I

Update account(#|™d HH|0|E): AH &84S HE S

L|
Delete account(AH|’d AtH|): A8 2 At K| gLICH root A2 A = & LICH

SELIETITES

Allow anonymous viewing(2d E7| &) A™MCZ 2AQISIX| U0 =1L 2HEXE ZHX|
of M AT S UEZ AL CL

Allow anonymous PTZ operating(2d2| PTZ 24 5| &) @: ol o| AFEX}7} 00| X|Of CHH

M EEfg =2 "'I-AOIEEO|.E1D:| :I L|C}.

SSH A8
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+ Add SSH account(SSH A7 3=7}): Al SSH A|H & F718l2{H S 2lgtL|Ct.
« Restrict root access(root 2 M| A X|St): root WM AT} ERSH 7|52 Notste{ ™ AL L}

« Enable SSH(SSH £443}): SSH MH| A S At23)2{H Z4L|Ct.
Account(A|H): 1335t A 0|52 YHE LT

New password(A| {22 E): A7 2| A E S o SRLIC 29| == 1~64A} ZO| O OF Bl L
Ch. 22X} AL FEH, Y8 7S 5 Q1| 7458 ASCI 2XHT E 32~126)3 TIA QI E0f AFR S

Rl LICH
Repeat password(T| £ 9| = #H): S A3t | A9|E 5 CHA| QEsHAIR
M 42 YABLICHEN).

© Mg 9 o R0l Ch 0| EEHE L O
Update SSH account(SSH #|”d YHI0|E): AN £ 42 HAT

L
Delete SSH account(SSH #|7d AHH|): A|"H 2 AtK| g LICH root A E 2 AX|e = gl&LICH

7 5AE

_|_ Add virtual host(7} 4t

BAE TP M M SAES FTbot2 B 2t
BB 0| THY SAES ABSIR B MEyRLICE

M O|Z: AE{0] 0|22 YR{BLICH %7 0-9, 2XtA-Z I 50| Z()F ALBRILILH
EE MU GIZE ZES AL

=
= =
Type(Rd): ALEE 218 RS WELICE 7|2, CHO|HIAE,  E 1D S0 Af ME{gtL{CY.

—— |

18

ZrE
+  Update(YH|0|E): 7}4 SAE S QG0 EgL| .
. Al-x-“ |.AI-2A EM‘X-||'<'>,;,H_|

—= T
H| g3k MH 7} H 2 d ot = &L T

OpenID 74
Ta A

OpenIDE AFR3}0 21013 %= g A2 OpenlDE A8} 21013 [ AFRSH CLO|HAE
wE |2 A ZHS A

29



otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

e
o

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l TEA|): ZTEA| A H
Admin claim(&2| X} 2 H): 22| X}
URL]/.well-known/openid-configurati
Save(X{%&): OpenID

Provider URL(Z2& X} URL): API ¢l
Remote user(@Z A}

Operator claim(
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HE0= ot 22 A 48 & & €77t US = ASHL
L

Front-facing LED Activation: LiveStream(&H LED %t-5
8 AEEO0| #AEH 0| TX|of HEH LED7} 5440 2 HpR L L.

Front-facing LED Activation: Recording( ™ LED %£t-&: =2}): O0t0|37f 74 10 =30
FO0|M Q| HKX|o| MM LEDI| sM O = HHYL|CE

Front-facing LED Activation: SIP( ™ LED 2t3: SIP) : 00|37t 744 Q111 SIP E3}7
M LR FX|o M LEDIt =AM o = HHEL|CE L2 F X0 A SIPE &/d2ts0f 0
EB| A & Q& LC}.

=2 T Mmd

[l
0%

O [kt
rE0x
|m tot
un

Pre-announcement tone: Play tone on incoming call(QtL}] Bt& M MS2: M3 =4 A MS S
X ’d). 2|2 ZX[0f SIP 2 =0| O|F0{X|H X7t O|2| Ho|El @C|2 S &2 MlgL|Ch C|
@ IX|0of Cisl SIPE 2-datsljof gfL|Ch RO FX|0|M 2C|2 S EO| MM |= SoF SIP 2l
A7t AR E =2 ot X7t As L2 S2t0| SESHA| R =5 SIP AES F/dsiof & L|Ct
Pre-announcement tone: Answer call after incoming call-tone(QtLlf & M MS S =41 Mo}
MS 2 = Mt 8H): 2L S 20| ELIH =4 SIP =&0f| SEHEL|CH L[ FHX|0f CHsf SIP

[=]
g =tof| OF gL L.

ud ringer(AM|112{2 AWA2]): 2C| 2 FX|0f SIP o =0| 2Y5IH 0| 2gstk|of Y= S 0|
FolE 2|2 SEO0| LT 20| FX|of thsh SIPE 2d=talof & Lt

LS

H| D
FTP = SFTPS AL OLE S XS M3 Z2 T2 0|20) X718l 1.9 AMA BB S B
PLE R HR| DRI Q. 818t {LE HI Aok 8i O]l S5 SfLto] ofO[X|8t &3t 4+ ASLICE

|
=E0= gof chet § 22 eA X M F0i

H|
£|C 207 2] SAIRHE AW AE 4 LT,
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_|_

Add a recipient(4= MK} £7}): AIXHE 7182 0 223t ct
(o]

O] F: =4IXte| 0| 55 Y H Lt
M

Type(§d): 559

A EH-

— ~1-

. FTP@

. HTTP

SAE: MHO|IP FALI SAE 0|22 YHFLICL SAE O
DNS M7} System > Network > IPv4 and IPv6(A| A& > Lj|
IPv6) Of 2 of 7<|7é*>5|01 U X[ 2ol A2

ZEFTP MH 7L A E0t= ZE HS S YA LI 72402 21 L CH

Folder(BCf) el & XISl CI2A=2|0l H2 8 YAUNL CI2AR2|7HFTP Al
off 0]0] EX{oIA OB, T YR o 1 ©F HAIX 7 EAIHLICE
Username(A}-2 X} O|§ 918} =5

AQE: 2O0I52{H I AAEE YHSIMA|L

Use temporary file name(A| I} 0| & AI8): XIS 2 MM E A ItY 0|52
EOYUS UZESIE{ ™ MENSHLICEL Q2 EE b2 51 H Ut 0| 0| |st= 0|22
Z HHELCL YZE7 STHE A &4 mAo| Q& LT defLt of M| YA ot
UAS HdS 5= UYSLICE O|HA o} H {St= 0|22 71T B E THYUO| SHIEX| & =+
USL|Ch

Use passive FTP(=& FTP AF2): HA N Ol M2t M HE2 Chd| CHA FTP AMH
Of CIOjEe HZE2 E=& 8oL Ct & X7} CHa ME{Of| CHSF FTP MO % G| O]
HZZ2 RE NI™MOZ A|&StL|CE O] &= YEtX o 2 FHX|QF CHat FTP A{H AtO| 0
HIotE 0| Qle= A0 gL Ct

URL: HTTP MH{ 0| CH3t H[EST =40t QXS x1a|6+ ABIEZ QASHL|C} 0
£ =5 http://192.168.254.10/cgi- b|n/not|fycg| IL|CtH

Username(AI2X} O|E): 21252{H AIE X 0| 2 QUESHAUAI 2.
IfAYE: 205 H I AES AHSIUA.
Proxy(ZFA|): HTTP M Of HZ5L7| ?[3] ZEA| MHE S5H0F ot 89 ER

[0)

URL: HTTPS AB{0fl TS S22 =290 28-S X2lD ~3TES AHIALICL O
£ =M https://192.168.254.10/cgi-bin/notify.cgi  L| C}.

Validate server certificate(AH Q15 A =Ql): O] M XIS MEHSIO HTTPS A{H{ 7t A4
dot IS ME MENTEL|CY

Username(Al2X} 0| 2): 2 101t2{H AR} 0|22 QS BIAIA|Q.
A 201612 B AYES LSBHUAIR.

Proxy(ZFA|): HTTPS ME 0 AZSLY| 23 Z=A| MHE Sutsl{0f ot = &2 &
3l I—IEE 71 QlastL|Ct.

« HES3I 2EZ|X| @
NAS(Network-Attached Storage)2t Z 2 HEQI AEE|X|E _,_ 71510 S M ESH=

TR ALES & 91’.:7 L|Ch 0} Y2 MKV(Matroska) I+ 4]
o

SAE: |:|| o3 AEZ|X|OIP AL SAE 0|22 Q1
Share(28): SAENAM ZQ 0|22 Y &stL|C}
Folder(=é=l:-|): oS MASHC|HER|ol AZE QESIAAL.
Username(AI2X} 0| E): 219Q15}8{H AKX 0| ES ¢ =
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L=

AE: 205k I~

it
i

2SI AL

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) Of 2 0 Jil"*EICH U= X[ 2B A2,
EE:SFTP MH{7} AFR3l= ZE MBS E Qs

p't
In
=]

oY [
Hu
N
(o]
I

=) BN
>

Zre 229/uct.

Folder(ZC): I g XAt C|al£2| 9 = 0l 5HAIA| Q. C|2 £ 2|7} SFTP A
HOfl O|0] EXHSHX| o™, oAU S P2 Eg U @ F H|A|X| 7t HA|E LICH
Username(At8X} 0| §): 21015t H AL X} O| B2 YESIUAIR

|

TAYE: 2 1016t B HASES Y3

SSH SAE Z7|| 7| S8 (MD5): 22 SAE &) 7|(32Kt2| 16714 EXtQ)0| X| 2
S QlaistL|C} SFTP 2210| 9 E= RSA, DSA, ECDSA 3 ED25519 SAE 7| 89|
SSH-2Z AFRSF= SFTP ML= X[ I3H|CF $1AF A| RSAT MBS 5| = Brei o] Of
ECDSA, ED25510 81 DSATH 11 #1 £ THE LIC}. SFTP AB{ Ol AFR B]= S HIE MD5
SAE 7|2 9l s]0F BHL|C}. Axis A= MD5 B SHA-256 SA] 7| = B = x| o
X|OF MDS5ICF Z+2ist 510k ©|3) SHA 2562 AFR 812 240] Z&LILE Axis K| 2
SFTP MH & 79 2ol EHOF REMISH LIRS AXIS OS ZES & 13l4A|Q.
O

Sl o
SSHSAE 27 7| S8 (SHA256): 14 S AE Z7| 7|(43X}2| Base64 QA E 2
XtQ)o| x| 22 gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA % ED25519 & A
E 7| §YO| SSH-2E A& dt= SFTP MHE X| 22 L T} o4 Al RSA?f M2 t
B 0| ECDSA, ED25519 3! DSAZ} 11 |2 S L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 SAE 7| £ ggeqanor &L C}. Axis & X|-= MD5 4l SHA-256 oHA| HAEE
5 K| ASHX| 2t MD5ECF ZH 35t H ok 2|6 SHA-2565 fﬂﬂ“ 20| & LCL
Axis XHK| 2 SFTP M E A SH= ehHof| CiSH XFA| St LIRS AXIS OS &= TES AT
SHAUA|Q.

o
> ot
=
Jz
to

POP

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(O|H|Y ME CHA): O|0| Y S S O] Y FAE YHPLICEL Fa
S0 7 YT AHE O|H Y FAE FESIUAL.

Send email from(0| | E4l): ELfj= MH 2| O] Y FAE &L CL
Username(*fﬂxr OIE O Y MOl ALEX} 0|2 YTLICE 0|0 Y M H{Of| A
015 S 7| = 42 0| EEE H|Y L CH

IjAQIE: Y MO I|AQYEES aTLICE O|H Y MHO|M Q1S5S 7SHA|

Z2 0 WEE B9 BLIC
Email server (SMTP)(O|{| & A :

yahoo.comi} Z+2 SMTP AH{ O|E& Y =H3tL|Ct.

ZEE:0-65535 H 2| 442 A5 SMTP MH Q| ZE HS E L SL|L} 7| 24!
= 587 L Ct.

rr
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

|Amumwmq¢ﬁ§$ny%mEfgﬁgwmaaagaaqq

+8 E2|A
+& E2[7E AI83I0] E8 $E2R E2|AHY = JUFLILL O E S0 5 E2[AHZ HF 2%
U T Yots SO AN S AT = UG

MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AFSL|CE MQTT S412 220 ER BEEAHEI= F
o 2 ofL|CE 22I0|AE = HAXE ELjD 22 5= JUESLICL EEF= Se0|E 7t

A2t ES BERLL

AXIS OS Portalo| A MQTTO|| CH&H XFA|S] Lope 2 9J&L|CH
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AXIS C1410 Network Mini Speaker

ALPN

ALPN2 20| E 22| HENO|T EHA A O SE[HO|H ZRESS
UA| Bti= TLS/SSL 2HH U L|CE. O] = HTTPR Z0| Lt E T2 EE0f| AFEE|= S Yot I
MQTT E2iH S 2 d3tdt= H ALEELICE Z20f W2t MQTT S4 ME2 2 U E ZET} QlS
=L ASLICEL J2iot Z 20| S ZH 2 ALPNS ALEoi M Wt M HEE = EE ZEO|N
MQTTE oiZ2|7 0| MEHXIE 285t AYLICH

MQTT E2}0|AHE
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Connect(@Z): MQTT 22}0|HEE HAHL} HFL|C}.
Status(AE): MQTT 22}0| X E0| S4XY ALEfS TA|SHL|C}.
2027

BAE:MQTIT AMH{O| SAE Q|2 EEL [P =AEZ QHBIAA|Q.
Protocol(ZE2EEZ) Al T2 EZ S MEISHL|C}

EE ZE WSS QastLCt

« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.

- 88832 SSLE E3HMQTTO| 7|=Z+QL|C}

« 802 ¥ 23S STHMQTTL| 7|22 U LIC

o 4432 ¥l A HOkZ B3 MQTTO| 7|2t L|Ct
ALPN protocol(ALPN Z2 E&): MQTT £ 2 1 g-axm HSctALPN T2 EE 0|22 st
Ct. O]= SSL2 &% MQTT & & A7 Hotg S5t MQTTO| 2t &8 & L Ct.
Username(A}-8X} 0| &): 2 20| AE 0| M A0 BMASHY| s AHE S A X} 0|52 LT
Ct.
AR ALEXL OB AR EE YT
Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

Ho| HZ I NE{2 MEELCH

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH ZEEHY = 5+ JASLICH

HTTPS proxy(HTTPS ZEA|):

II:I

N~

Z|CH Z 0|7t 255H0[ E @I URLYLIL. HTTPS ZEA|E AFESHA| B

oy ES 1Y £ ASLC
Keep alive interval(ZtZ §X|): S2t0|AHE 7} ZI TCP/IP A|ZF =12 7|CHE EQ Q0| MHE O
0|4 AFRE % Q= AR S ZX|E 2 USLICE

O

Timeout(A|ZF X1p): &1 A4

Al g5 M5ALMQTT SEI0|HE §o| AZ HA|X] L LWT HIA[X| 2| Z=H|0f Chet 7]= 2tk
MQTT el go] A|A] Z 0] A A& LT

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HIA|X] HZ

AZ0| 2 E M HAIXIE 2EX| HFE XZHLIC.

Send message(H|A| X| HE): HA[X|E 22 A& 2F5HM L.

Use default(7| 27} AF2): X}AIQ| 7| £ HA|X|E Y HSI2{H IIMA| L.
Topic(FH): 7|= HAIX[2] =X E YH LT

Payload(H[0| 2E): 7|2 A|X|2| &S YHTLIC,

Retain(fX): 0| Topic(FH) | M S2t0|AE HEHE X[t T =L LIC
QoS: izl S F0f Liet QoS A5 S HBE LI

Opx| 9t 5 A HA[X]

| b2 E|= A|ZF ZHA(X)QL|C} 7| 22 60
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 S210|QIE AEIE SX|SHE B MESLICE

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

QoS: 2! SE0] Cf3t QoS ABS BTt
MQTT e
7|2 FH HEAL AL: MQTT client(MQTT 22t0| 91E) S0 M &HX| ZH| S ALof Ho|=l 7|2

=H & 3 FAHE Aot H dEEL
FHl o] F =& MQTT =X oA =S 2F5t=
FH d Y Am 0] A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

0
a—
Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

= =

)
|u
u
9'1-
I
=]

=+ Add condition(=Z1 F7}): THES £7}15)e
Retain(SX|): O{ T MQTT HA|X|7} B9 2 M=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL

+ Property(£): MEH 2% 7h5 B AIX| B 2 HE ME2 2 EL|Ct
CANRE): ME| T JHs 3 NS EHT 4+ 942 HAIXIS 25 HRE ME2 2 YL
QoS: MQIT #of Ciieh st 2We Meyguch

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}
Subscription filter(71 S EE): 1 =5l2{= MQTT X & YLSIMA|L.
Use device topic prefix(ZX| &5 HE AL AI): 15 ZEHE MQTT FH | B FALZ F7ttL| Ct.

Subscription type(7+ 5 §39):
« Stateless(MEf| =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 B35t MEH
2LICh
. Stateful()},"EH $I‘| 7|‘°) MQTT D‘llAle% X -|O_'E_ Eg_-c‘)-l_a:itﬂ A|_E_I-||'6';|l-|_| EI'- H-'”ol_IE_EE Aol'
Ef 2 AMEE LI EH
QoS: MQTT 7=0f Ciisl Jote 2 &S =L L.

MQTT 22| 0]
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H| 2

MQTT 82| 0] ="FXtE F2t517| o MQTT E27{0f| A ZSHUA| 2.
_I_ Add overlay modifier(2 H{2{|0] =2 X} F7}): A} LB g)|0] ="HXtE F7tsle{™H S2lgtL|CL.
Topic filter(=H| ZE{): Qu{3|0|0f| EA|S2{= H|0|E{7} ZHE MQTT FH|S 2743 L|Ch

Data field (K| 0| E{ & £): B A|X| 7} JSON & A{0|2}m 7HEstn @ H2i|0|of EA|SH2l = HA|X| H
olz 0| 7|2 X|IH BT,
Modifier(+=8X}: Q20| S BS I A1} £MALS AR SHL|C}.

. #XMPZ A|RISIE £HAE FRO|M We D= Glo|E S mAIL|CH

. #XMDZ A|f3}= 2FAHs HlO|E Leof A E Hlo|E S EAIGLICH

on Initiation Protocol)= AF2 X} ZtO| CHSIAl EA M MO AP EL|CE MMOf| 2C|2et Y
o2 2y = ASLLCH
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= H = [ M |
Allow incoming calls(=4l & 5] &): LI & SIP FX|0| A S0{2= =2 o{8ot2{H 0| = HUH
St |_| |:|-
St CF.
= M&l

Calling timeout(Z A|Zt H3H): O} = SESIX| 242 29 S2t A=l 2/0) Al2tS B
L|c}.

« Incoming call duration(Z £l 7|Zh: =4 M3LE K& = Q= X[ Cf A|Z2HS A-HTHL
CHE|CH 108).

« Endcalls after(0| 2 & E&8): 2 X| CH )
o} AlZH2 H|BHSHA] 2o 2= 42 Infinite call duration(F2H| gt 3} A|ZH S MEISHL|CT.

S = 1024 ~ 6553504 Of $tL|C}.

. SIP port(SIP ZE): SIP EAIO| AFRE|= HEQT ZEQL|CL 0| ZEZ E3F AlS EFj| T
o oo sle|x| LIt /R EE WSS 5060LITh LRt Z9 C1E ZE Mo E 92
gt

+ TLS port(TLS ZE): Y 3}El SIP MO ALBE|E HEYT ZEQYL|CL 0| EES E31 4l
S ETe TIS(R % 7|5 HohE AF8otol S steE LTt 7|2 == HaE S0e1@lLict.
s A9 2 EE Mo AL

+ RTP A|ZH ZE:SIP 20| A & WA} RTP O|C|0f AE 20| el AFBE|E HEYT ZE QL
Ch 7|2 A5 EE WSk 40002 L Ch 25 rete S S EE WO oA RTP S84 2 &t
chatLITH

ZNAT STt Z2E 22 N OR AFSSILL Y EST B0 (2} (2 £3o = S
Ol L|CF.
AMH

« ICE: ICE(Interactive Connectivity Establishment) T2 EZ22 AIESIH I|Of &X| Zt0] 2=t
ot A0 O|ROX=E VI 2880 25 7| |/ T L|CH STUN 8! TURNE &g %t
SHEICEZ2EZ0AM 7 288 d2E 3= + Ue 7|27t S E UL

« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z 0| NAT L= g5 L0 Q! =X| =t
olotn 12 42 U8l SEIP T4 ZE Mo S 7Kg 5 U 8lF= S20[UE-&
HUHESI Z2EZYULICEIP 34 22 STUN M 25 =L

«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E EE= 8ol S0 Q=&
K7t TCP .= UDPE S8 LHE S AE0M SHRE= HIO|HE #4e = AEEHF= =
EEZYLICE TURN M F4 Sl 200 HEE Y=gt

o ul =)
« Audio codec priority(2LC|2 IAH 2M =2|): SIP 0| Cisl |dSt= L S& 2 7HE of
Lt O] &to| @C|@ FHZ MEATIL|CE M &2 =AM E HE5I2{H B0/ S5 LT
=1}
22 Y I =X 20| ZYE 22 MElo AHO0| 2 & A A I = X[ Of Lt
« Audio direction(2C| 2 Wak): 5| 2= M QL E MEATEL| T}

+  UDP-to-TCP switching(UDP2} TCP 7t M%H): UDP(AFR X} H|O|E{ 12 =2 £ 2)0j| M TC

—

EZERNEZHMS ZZEZS LANEHOZE MaSle =S

E —
= 8% HHE=E LXIoH| oM Y LIL.
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Allow via rewrite(C}A| 27| & E5)| 6| &) 2t REHO 32 P FA AN ZHIP FAE HLY
o B AEfetL|Ch

Allow contact rewrite(HZ2tA] CIA] 27| 6| &) 2} RE Q| S IPFA M ZHIP FAE
Hij2{H MEdStL|C}.

Register with server every(&4t AHO| S&): ZHX| £ 7|Z SIP A[H0f Cist SIP O S
23} H 2 MXSHL|C}

DTMF payload type(DTMF H|0| 2 E §&): DTMFQ| 7|2 [{|0|2E S S HAT!

Max retransmissions(ZX|CH X H&): ZEX| 71 A| =2 SX|5}7| ™Of| SIP A{HO| HZAES A=

ot= 2 -5 -

Seconds until failback(&0f 23 7X| & X): 22X SIP M H-IE EHOj =KX 8 = RHX| 7} 7|
2 SIP MHOf| CHA| A2 A= Oj7FX| Q] A|ZHX)S MRt

L
9'1-
I
aml

A%
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rr

2.E # x| SIP A% 0] SIP accounts(SIP A7) O} 20l LIQE L} S2 & H Ko 22 AALo| 9
Qo= AEJE 2 4 Ql&LCh

® HFo|SIP Mo AEXoR S25 UL L|CL

[ ]

71I"*01| ﬂ—X1I7f AG L L S0 HIHSEAHLE AE Xt4 SEHO| ZXE| AL, SIP AH O A A
M RS 2 97| [0 '

= T HA
peer to peer(I| O] & 1] 0f, 7|2 BH) A TS A5 = S & AYLULIC ofLt O] S| LHE AS
= USDHS AZYS 7| =422 40t 42 0| AP S HHY = ASLICE =S AIEE SIP A
HS X HBHA] 011 VAPIX API(OF S 2| A[0| M =2 13| QIHH|0|X) 2S 435t A< 3t 7| =

Ago| A LIt

_I_Add account(A|™ F=7}): M| SIP A H S Mdste{™H Sl C}.

. Active(ZHAISH): A|H S Atgsi2{l MetgtL|T
+ Make default(7| 23t 2 X|5): 0| AB 2 7|2 ABo2 XHsI2Y HAZLICE 7| 2
0| 2L0{0f 50, 7| 2 AHE BfLipt £ & UBLITF.

« Answer automatically(X}S2 2 &) =4 Moo X522 SESHE{ H MEHSHL|CT.

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M =2E X|-ole{H MEISHL|CE O|=IPv4 S IPv6 =4 2 =0 A =@l E|= P2P A& 0|

200l 0|20 AT I S8 BtL|CH IPv6 A0 YT E =09l 0|2 0f T3 A IPV6
ol oM 292 XNFS F Ax T
. 0|2 43O ZeE 0|22 YALICL OIS SOf I} 0|2, At T XY 2 UL
c}. o|20] Z= g A Lct
+  User ID(AFSX} ID): 4|0 S 2tEl DQeh LI i Hat HS 2 laishi|ct
= =Y 23 o AFREL

« Peer-to-peer(m|{ £ u|0]): 2Z HE XA A CtE SIP HX|
C}.

+ Registered(SS): SIP MH{Z Sof 22 L E9/3 9|2 0| SIP XS Bt O AL EY
C}.

- ENQLAE VST E? 58 = 0|52 YHYUCL EHO 0|2 HHE AZE =5
S} SIP =40 QE

« TARIE:SIP A0 Cheh 2155H7| U3 SIP AHI HAE YAYCSE YBILICE
= ID
o

+ QIS ID:SIP A0 CY3 2155}7] 7t ARt
D%} 22 3% A3 D2 YE Wart gL

« Caller-ID('& X} ID): Axis & X|Of| A £ LK
+ Registrar(SEX}): SEXIQIPFAE

b

oo OF % o
b C
In 11

« Transport mode(M& B E): AHOl SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O] 7t Ot gL T Automatic(X}&)2 A|AR0M K EI%F = Ues 7t st HE S M

LI

* Media encryption(D|C|0] ¥S2h(TE 2 TLSEH: SIP S0 A O|C|0f(2L2 & S&)o
CHot Yoot mds MEfgtLIC.

« Certificate(only with transport mode TLS)(Q/ZM (M & 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2tol(M& 2 E TLS
oh): M QS M E =Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| At 4 &X| 7} 2= SIP
MH 0| 52 A|=5tE= St2{ ™ F L Ct

« SIP secure(SIP K 9F): SIPS(Secure Session Initiation Protocol) & A58 ™ MEHSHL|C}.
SIPSE TLS & REE AHESI0 EfE 2 Y= otetL Lt

11




SAIE Fototi® 228t
: Mmmm@ﬁ%ﬂ B): ) Oluel ZRAIE F718 20| ZRAS 4 &

oIS lNsta{n 228

):SIP ZEA| MHO|IP FTA
- Username (Al X} 0| &): %ROP HRSIP ZEA| MHO| AFEX
- TAYE LR FQ SIP TEA MU HAYEE UL

=
« H|C|2®

- View area(H 7| H9H): o4t 210 AHES E7| LS MEATHLICE None(Bl2)2
MENSE ZL /& E7|7F AL &L C}

- M E: oHA S0 At2S SHA = E MEISLICE S == ZRd HEE0 eSS
ELICt.

- ZH Y YO|E: otAt SO 2T = 8 METL|CL =8 0| EE EHast
Q=0 g2 FLCH

- H.264 profile(H.264 =2 h}Y): PA E3}0j| AtRE T2 QS MESHL|C}

DTMF

_|_ Add sequence(A| 3 A ;
SHLCH HX| E0f ofsl 2dotkl= ES

Sequence(A|E2A). ES
D%mmbmgﬂkﬁ_E_ﬂﬂaﬁﬁwtﬁﬂ%%ﬂﬁﬂuq

=
Accounts(H|H): DTMF A|HAE ALB S AHEH S M EHSIL|C}. peer-to-peer(L| 0] £ I|0)E 14
Ste 29 ZE OO0 £ OO AE2 SLst DTMF A|AAE 3 RELICH

i
0x
m kot
mot
Ho
>
ujn
zo
1
E&*
to
m
rir
Hn
r|r
T
L
>
o
) *
o
-
il

Z2EEE

AAYA ANES Z2EES WESLCL 2= 0|0 R OO AE2 SL Z2E
S| CF.,

~
o

M
mx
mjo
OH

=0

Use RTP (RFC2833)(RTP(RFC2833) AF&): RTP Tf| 71 0 A{ DTMF(Dual-Tone Multifrequency) A1 &
CHE & A= 3 Fol O|HEE 5 &ota{H ZLICH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al-): SIP T2 £ 20 INFO MM EZE ZstHs}e{ ™
HUICEINFO B A S YutH o2 HlMIL Bisl Metx ofZal7olH A% B s SreLch

HAE S
SIP account(SIP A| ). H|AE NM3E 4 ANHS MEHSHL|C}
SIP address(SIP Z=A): SIP =AE olaist 1 a2 Z2I510] HAE M3IE ZHO| A HO| ZHESH=

x| SHOISHL|C}.

HE|FJHAE HEER
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User multicast controller(A}2 X} HE|F|AE HEEB|): HE|FHAE HEEZE
L|C}.

Audio codec(2C|@ AH): 2C|@ AL

mjo
>
o
et
r
n

+ Source(2A): M HE|FHAE AEER AAE FItLICE
+  Label(1'): AA0)A OFE ALRS}X| %2 21 0| 0|28 Y2 tL|Ct
+ Source(2A). AAE 9
« EZE ZEE UL
*  Priority($4 =2I): M =& MESLIC
« Profile(Z2nt): T2t MEHSHL|CE
« SRTP key(SRTP 7|): SRTP 7| & &l =5tL|Ct.

© g Y= dwols

X

HESI AEEX]|
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Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

Add network storage({|E 3 AEB|X| F£7}): =312 HESH 4 = HEQT ZRE F718}
™ SEletL(Ch
« Address(FA). D AE MHO|IPFA
(Network Attached Storage) I L|C}. 07
HeDE MBS E 2 AES T4
CIFS O| 82 X| &l £/ X| Y=L Ct.

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

L M

S nRet EG7L QoD ofa] Axis HAJH S U EYT ZHE AFRS £ ABLICH
. User(AF8XH: M0 21010 TRt A2, AFRX} 0|22 QB LICE S T0|Ql M

-

O 21915}28{™ DOMAIN\usernames Q2T

2fL

o DARE:MHO| 21010] B2 B2 IARES YA
=

o]
A
« Add share without testing(E| AE 10| 38 F7I): ¥4 HAE S0 2FI7I HHE ZBLR
Ol HEHI SFE F75te{ ™ MEitL|C} O E S0, MHO| Il AL =7 HQSHX| T Of
C

=
N
il

-

Unbind(H}Q1S SiA]): LI EXS
Bind(H[QIQ): HEQA S/RE

Unmount(OI2E Sl|H|): HEQA 38E O
Mount(O}2 E): L|E 3 57 & Or2 Edt
[=He)

Retention time(HE A|ZhH: =35 22t 7|2t Qe =l =3}19| F St tt= O|O| B A&t Df 2t&H =

H EE ML CL HEYI AEE|X|7t 7H5 AHH MERSE 7| ZHO] X|Lt7| F0Of| O™ =317t 4
M|E LT

=

« Test connection(HZ HIAE) HERQ3I 50 St HZAS HAEDL
(o]

+ Format(Z%): 02 SO| 2E T 0|E{S w2 7| X| Y0} sh= A2, U
L|C}. CIFSE AFR 7H5 3 IFe Al A8 ML Ch
=

=
Use tool(= 7 AHE): 2 &H0] &S =+ 5 2datetLCt.

— =

ONVIF

ONVIF A&

ONVIF(Open Network Video Interface Forum)& %|& AtEXL S8l ZAAEEHE S HEAHHESR
S HLR 7|22 s 7IsdS A 28Y = UA SlF= 2 =2 8 QT 0|A HF I L|CH ONVIF

=
£ 8 MZ CHE #IE N F M2 4228
ol & ol |C}

ONVIF 7| g S ‘445t ONVIF S410| A5 2 2 =g ot E LT} FX[2t2| 2= ONVIF L0 At}
A’E OBt HAYES AFEELICE AtM|et LI &2 axis.com| Axis 7§ Z At A7 LIE| S &5 Al
2
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https://help.axis.com/axis-os#about-cifssmb-support
https://www.axis.com/developer-community-intro

—I_ Add accounts(A|d F7}): Af ONVIF A™ S F7t6t8{H S 2IgHL| L.

Account(#): 198 7 H 0|22 Y LIC
.l

New password(| TIASIE): 7|52l THAYIES 2/2SL|C. A E L 1~64% 20]0{0f 1|
Ch 92X}, 24}, T8, UH 7|3 £ Olaf 7453F ASCI 2XHAE 32~126)0F T| AL E0f AL S &
ALt
Repeat password (I 29| E BIE): 5 Qo I AQ|E S CHA| YHIIYA| .
Role(¥gh):
+ Administrator(#2|Xp): RS MH 0| 2R S| WM ASHLICH BE|XHe CH2 AR E 7, ¢
HOE X HAL = A& I—I 53
« Operator(2gGXh): Ct22 M 2ot ZE A0 B2 5= JASLICH
- BE System(*lﬁ"%!) 4%
— OH ;tjl_

*  Media account(D|C| O] #|%): H|C| 2 AEZOf| T YAk = JUSLC.

(-
©
o
Q
-,
(]
Q
(o)
(o)
o
c
=
=
X
o
e
jin]
2
m
é
o
I
0x
mjo
rkl
A
ot

ONVIF O|C|0] =2 m}e

ONVIF O|C|0f Z2hj A2 I3'|E|01 ~EG s HEots H M8 + U 7+ 3 LY Z 0|R0
M AL Aol Y MEZ M Z2MAS d-Jot7 L iE 282 ?Iol AP 8 =20t

LS MY =+ JAFLICH

45



—I_ Add media profile(O|C|0{ Z2n}Y 3=71): A ONVIF O|C|0] =20t S F7t5l2{H 2
L|C}.

Ju

-
o
=}

=
=
« Select configuration(1td MEl): S E 0| A AFR X} X|H 74
of +d2 HE| 7 BV Y A 7t k€8 =atot X[l H

o
Video encoder(H|C| @ A E): /40| = H|C|Q QI FE HAS MEHSHL|

« Select configuration(t/d 41&H): N AAS MEHSID QIFAE ANS X
SYHCL ES02 S50 72 H|E| R AIAH 79| YEX/O0|F A& S YLCH ALE
bS58 2 A0 s AP o=l &

H| D

oH2 24 U 902 AAH THE HESHE BHE VoM BAN 20128 SHIL
AlL.

Audio source(2C|2 A A) @: TH0| StE QC|Q 3 AAE MEH

oh= MEADHL|CH
« Select configuration(td MEH): 220 A AFRAL X|H 1S MEHISID QO MHE X
FeLCL EECRR 252l 42 TXQ 2|2 Y0 s FetL|Ch & X[0f 5tLte| 202
20| U= A2 userOYL|CE EX|0f 012] 7§ 2L Q20| U= HLR 220 £ AR

X7 EA| =L L}

—
g2 YL EEOR S8 782 QU AAH 7o HEX/O0|§ des YL
C}.

Audio decoder(2LC|2 C|AGH) @: TN 2= @0 I

|
« Select configuration(2/d MEH): S E 0| M AFEX}L X H
Ch EECH2 220| B4 2|2 70| AlEX/0|S A FLCH

Audio output(2C| 2 E&) @: TN Qe QO =3 Al S MEHSHL| LY.

+ Select configuration(qt/d MEH): S 20| M AR AL X|H LS MEHSI D MY E ZHSHL
Ch SECHe S20 B2 OC|9 X0 AR5 HBHS FLC
Metadata(H|EFE] 0| Ef): A 0fl Z 38 B EFG|0|E{ S MEdgtL|Ch
+ Select configuration(qL/d MEH): S 20| A AR AL X|H /S MEHSI D B EFG| O] H A
=
—

[ |
= ZFYUCL EELR 582 #92 202 HEIHOIH 42| A EX}/0[5 dgs &
L|Ct.

prz@  2y01 21 P17 e Hee o,

- 14

- Select configuration(7+4g M=) SE0| M ALEX X S MDA PTZ 4H S =F
SLICH EELH2 552 42 PTZE X|/St= FX(Q H|C| 2 x{'Eof s Ch
Create(MM): A NS NAstD T2OUS MM S H S 2/5HL|C}
Cancel(F4): 742 FAstn 25 F 2 X2 S 2LCL

profile x(Z2TY x): T2 0SS SO AN THE TEMUS I0 HEE
C}.




|ty

| ZX|
Zt @) a0 o & Ar8E = AUSLICh
Sound level(A2 £ £F): A2C 222 0-100 102 HHE + 9IELITt 0714 02 71 91
o 2:750|0 1002 7P QIZSIX| &S FEQLICEL AFSE 258 S-S 1, 22/Q HA|7|2 7}
O|C2 ALZSHIA|Q OMIES MAS I ALRE 52 RO A8E & ASLLL ARE &
TO| A7 2 Ol 22 Set7tALE L 7tALE 27 b2 Z105HH 2 2 ER| A E MEig =
ALt
21
Baxg =z
HIA
« View the device server report(ZX] M H 1A H7|): £ &HO|A NS MEHO|| Cigt HE
E SLCL YMA 20 Xts2 = MH 20 M0 g Lt
« Download the device server report(ZX| A{tH H11A C}2 2 E): S| 'A|7r H7|0|O|
X| O At OFL|2h UTF-8 34| 0| MR Ab{ E1A SAE Thelo] E&E zip TA0| 4
MELICE R M| 20| 2|3 [} 84 M BN zip T LS TESHAIL.
« Download the crash report(Z& E1A CI22E): A AEJO]| CHS XpM|SH HETH QU=
O7}0|EE CIREEYLICL SF EJ_M Ol = XtM ok Ol 1 H 2 Qf H HAMO A= E
Bt E%*E.' LICE O] HE MO HEXZ =Xt 22 Dot dEIFUS = ASLLCEL &
IMEYESl= R EEE iﬂ%‘ = AL
=21
« View the system log(A| A 271 H7|): &X| A2, Z10 9 S Q3 HA|X|QF 242 A|AH
O|HIEQ| CHPH HEE HA|SH T 2L Ch
« Viewthe accesslog(¥M|A 2 H7|): 2= 22 A EE AIESH 42 S Anfst
X ABMAANEE BT HAISHHEH S 2L CH
HESI FH
=Q At
HEQT XN TUOIE QIS A £ HAYES 2L AN Yot T & YL
HERA FH OIY2 HEHI 252 7|55t 2ME st d =22 & = ASHLH
Trace time(FH A|Zh): =X 7[ZH=X E&= &)2 ME4StL] Download(CH2 2 E)E 222 LT
AAANAR 2T
Syslog._ Ol A| K| E%‘ | H & QLI SyslogOf| M = I31|/\|7<|% Agots 2T EQO], HAIX|E M5t
= A LH HAX S ED 2 245l= 42 E°J|01 S 22| = JASLICE Z4 HA|X|EE O OA[X]
A d5t= AEET-"O'I %i% LIEtL = A2 ZET BA|E 2 o2 e =70 2 HE LT
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| Server(MH): A Mt S Z7}45t2{ @ S2/3fLCt.
SAE ANHOZAE O|F E£IPFAE YL CL

Format(Z%): ALY syslog HIA|X| S BB L|CH.

o Axis
« RFC3164
« RFC5424

Protocol(Z2 E&): Af%% TZEZ MEH:

. TCP(7|%

o TLS(Z|&
ZE: OE ZES AE0IHEH ZE Hio S HEUSLICL
Severity(MZtE):

2l A= Al
CA certificate set(CA IS M MH): sixjo| MHE =0l ALt QIZSME F 718t L

U= Ag AFEALE ¢l &= YLICE O] O] X0 A L F=2
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X2

Restart(R A|Z1): X|2 T XIS LITH O] ST 0| F&S FX| LLICHL A S0l 0j= 2]
Aol Mol XHE = MAIELICE,

Restore(27): ({250 4HS B S5} A| 7|22tO 2 £ S2|4A| 2. LIE 0 EX|2 942 ChA
TS A MX| (X S BE RS CRAl MA[3[1 O E 9 3| M ChA| BHS0{OF BfL|C}

- AMEH O3

« B8021XAH

« 0O3CHd™

« DNS MHIP
Factory default(&
=2 0ff ZXI0f A M2
H|Z

& Axis §A| AT EQ0 = CIX|E MO X HSE 2ZES

Ch. O| A 3} Axis &HX| O x—|upc—| Of X|A AFO|H| EHOF 2=

LH- 22 axis.com0j| A| B M "Axis Edge Vault"E & RS A|

Nzt Jy

ESLA| 7| 2O TS |AMAQ. O
Ct

AXIS OS upgrade(AXIS OS Y 10| E): A AXISOS HF S 2 Y 2{|0|EBL|CE A ZZ2|A0=
SdE 7S HA 8 U 2| 2R 7|s0| ZetE L Ch o =4 AXIS OS 22| =& Arg5dt
Z 50| Z2L|C} 24l Ha|xe2 ChezC3i2m axis.com/support= 0| E8tL|C}.
Ygago|=g I = M 71X S SO M sl o~ QS LICH.
« Standard upgrade(;H-.—.-_— =|:lE1|0| E): AH AXIS OSHMo =z g o|EstL|C}.
+  Factory default(Z% £3} A| 7|23}): @ 20|E8l 1 BE MY ZH £3} A| 7|27t
2 K E2[HAR. 0] 8= MESHH 20| =0f O™ AXIS OS HEc=Z £|l23 &= ¢
LI

«  Autorollback(XHS ZHH): MHEl A|ZHLJO| Q10| =80 YA O|EE SQOISHAAIL.
SFOI5}X| 2O B 2| 7} O| 7 AXIS OS B{FH O 2 &= 0FZFL|T.

AXIS OS rollback(AXIS OS E4): 0| 0f| A% =l AXIS OS H{H O 2 | S&lL|C}.
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32-75;%3} A 7222 ME-2 FoS M ALESHOF 2t L|CL ST =5t Al 7|24t = 25t
HIPFAEHRot B 2780 3% &t A| 7| 2422 2P E L
NEsSY EotAl 7|2 42 HEHSIHE CIES A A |2
1 NESI TS BELLC
2. HMOlHES FE YEOM RIS CHA| HAYLICE 2 HRSHMAIL.
3. SYEf LED HA[Z|7} ChA| M0 2 HHE MY77X] 10X S Mo HES =210 AS L Ch
4. MO HES S5LICHL HEf LED HA|SO| MO 2 HH| H 10| 2tz E L CH W ER( 0|
DHCP MHE 0|8 = Y= 8% X9 IP FAE O3 FotLE 7|2 ¥ EL
- é:X)I\S 0S 12.0 O|&t0] AX| =l ZX|: 2F-ZZ T4 A EHI(169.254.0.0/16)0| M 7} 2
FEA

- AXIS OS 11.11 0|5} 7} M X| =l &HX|: 192.168.0.90/24
5. HX| S | AZEQO 7 E ALESIO IP FAE S, IAQEE AFS L, HF0
OH 4| A BHL Ct.
S X H QIHTO|AE Sof D78 5% St Al 7|24 E - = ASLICL
Maintenance(8X| 2 4) >Factory default(3 %
2|k C}.
|

M O
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HU
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ri
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1. ZX|o] ¢l QIE I O] A > Status(AHEH)
2. Device info(ZX| ™ H)| A AXIS

AXIS OS ¢ 1zo| =

2 At
. Axis Communications ABOJA] 0|2 & &F&FX| = X|THAL AXIS OSO|A 7|52 AL SH 2 9)
=
C}.
20| ZE2MA F0| ZX|7F HR0| HZE L0 Uqe=A| =elghL| ot

H|
2d ESo| XM AXISOS e 2 HX|E Y 0| E5HH N ZF0| AHE 7tsot x| 7|52 =4
SHLICE ¥ 20| ESHY| Hof &&F Mf H2|A0ICH Sk = 2= HEe Y 0lE K& &
ASIMA|Q. Z| A AXISOS 1t 22| = HEE & o 2 axis.com/support/device-software 2
OlsgLct
1. axis.com/support/device-softwareO| A 22 & N &&= AXISOS L2 AFE CIREE

L Ct.
KXo Zext= 220t LCY.

3. Maintenance > AXIS OS upgrade(fX| 24 > AXIS OS ¢ 18|0| E)Z 0|55}0{ Upgrade
(dazo|E)E St Ct

YA O|=7t AR E|H X FO0| Aks 22 XA X E LT
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712X 28, T Lo E Tt

A= LHE0| o7|0f gl HL20|= axis.com/supportO| M 2H| sfZ2 MME 2toIsl EMA|Q.

Hellol ¥adolE 2H|

ool Y20 ESIO| Y12 0| S0 ATBHE KX} O B OIS CIA| 2ESHLCE. I}
A & ks ol oo TR &l Ho|of Io| o2 S LI &Ko of T
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P Fa 4 25
AK|JCI2 MEU X O SHEHShs 1P A0t TX| AN A0 AFSEl HEEO| P FAT| Cf2
| ULt Mol 9ls Zo0= 1P FAS MW 4 gaLIch HEYD B2/
A 2OI510] P FAE BOHAIR

IPFEA7ICHE EX| HEQIA0|M Axis XS E2|8tL|C} Ping
oM AHE ZQILICE.  ZE/DOS &0 M ping X HX|QIP FA ¢

e Reply from<IP address>: bytes=32; time=10...0|2}= O
AXIE £ A3l A2, 0 ST IP FAS L EYANO| TH2 HX|
7} 0|0 AFE35t 9;12 &= AULCk= 7"° o[0|tL|Ct W ES{A 22| X}
O|A M IPF=2E O EX|E EMI HX|SHAIAI 2.

e Request timed outO|2t= HA|X|E —1‘—).\_|'6|-E 42 0l ol 1P
Z= A0} Axis X8O 2 AF THSBHEH=
O| 2 HiME =Qlstn TX|E CHA| 2X|5HY

SYstAEUO| Tt DHCP AE{0fA| CHO|LjSl 45 M2 7| HOj Axis &X|of 1H IP Fa

E YKt BEste  ZFAEEYUSUCLE Ol Y0 7|2 A IP FATLCHE TX|0ME AL

7HEIPFa e BF X AN 22X 7L ERHE = AS S 2oLt

X E B2 MM AM A = QS

20% =gl HTTPS7} 2t M3l AL 20 S A|ES [ SHE T 2EZ(HTTP L=
HTTPS)O| AMNEE|=X| 2OISHAUA| 2. HEFR MO =4 ZEO http EE&= '—
httpsE 522 UHGOF & == JASLICH
A& X} rooto| H{EHM S E ZAot ZR0|= X E 3T ot A 7|2 24
o=z M2 gLt & TRSHUAIL.

IP 47} DHCPO|| 2|  DHCPA{H{O| N SIS 8P R EX0|0] HHE 4= AFL|CLIP FoT}

Sl HA = HZA =l 420 = AXIS IP Utility EE= AXIS Device ManagerE A5G L
E°4301|A1 AR EXSLICL T ZHO|LL Y HDS EE=DNSO|ES
O| 83t HXIE A EELICHOISO| +EE EB2).

Ao 222 HM 2T
Q [Eae

| Ol A ZK[Off KA
B
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ot

Ct2 1} 22 Windows®& 0 Z2| A 0| = SILIE AR SH= Z{0|

« AXIS Camera Station: 30 22 MIITH0|0, SAF 2 A|AEIO| ASHSH|C}

=

X| %l 9 CH 2 E = axis.com/vmsE 0| S| C}.
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TEUEETT

PoE(Power over Ethernet)E X| &5}= RJ45 0| ull 74l E

EX|

[e)
KHH W ER 3 # 0| =(STP)S ALESI0] MES HZEHO
E7j0j22 S5 852 ¥ A0S QLICE HESS
K| OIS Al 2. www.axis.comQ| A K| 7}0|EOA -
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API & &

VAPIX®+= AxisO| &7 APIO|Z2|AH o|M =2 Iz QIH I 0| A)Q L|Ct. VAPIX®ES E38| Axis ZHX|
o Q= 710 BE 7|52 MOjE 2 QUSLICH R VAPIX® A B A{0f A AS}2{ 3 Axis Developer
Community(axis.com/developer-community)0 7} S A| 2.

,—?;i Eraf-?-ﬁ O] B2S QaAB} T, <deviceIP>2 AR A} EHX|O|IP FA F= SAE 0202 HiE
L(Cr.

API 0| SA| A ELICE X & St L 2 8otH 2= &80| AL E o & S0,

04|: Request

R THAIZ

Request
http://<devicelIP>/axis-cgi/restart.cgi

0i: Request

X EF Q2 HREES HE2 7| 2ULE [E2| KPP FAaEs FX[L|CH
Request

http://<deviceIP>/axis-cgi/factorydefault.cgi

0|: Request

X WHEY Q2P FL
Request
http://<deviceIP>/axis-cgi/hardfactorydefault.cgi

i

Zzgot @

rn

2ES 72Uz ==yLCL

04: Request

DEFXOPNEs S5 BT

Request
http://<devicelP>/axis-cgi/param.cgi?action=1list

0i: Request

C/H 1 OFZ10| 8 7} 27|

Request
http://<deviceIP>/axis-cgi/debug/debug.tgz

04|: Request

MY E0M 7} 27|

Request
http://<devicelP>/axis-cgi/serverreport.cgi

0|: Request

300% HEQR =8 N

Request
http://<devicelIP>/axis-cgi/debug/debug.tgz?cmd=pcapdump&duration=300

04|: Request

FTP &3}

Request
http://<devicelP>/axis-cgi/param.cgi?action=update&Network.FTP.Enabled=yes

04|: Request

FTP H| 2 d 5}

Request
http://<devicelP>/axis-cgi/param.cgi?action=update&Network.FTP.Enabled=no

04|: Request

SSH 2hd 3}

Request
http://<devicelP>/axis-cgi/param.cgi?action=update&Network.SSH.Enabled=yes

04|: Request

SSH H| 2t 3}

Request
http://<devicelP>/axis-cgi/param.cgi?action=update&Network.SSH.Enabled=no
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