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NTP settings(NTP A7) NTP MAME H1 AHO|ETL|CE. NTP d™ME HAL £ QA= Time and
location(A|ZF % 9|X]) T O|X|2 O|=gL|LCt.

HOb
=M Y0 CHEE AMA FEI AHE T st TZEE, MYEX| A2 Mol 518 OEE BAIZLIC
HE0| oot HE Alg2 AXIS OS Z3t 710|EE 7|Hte 2 ghL|Ct

Hardening guide(&
= AXIS OS &3 7to/= g3 °,=,|_| |:f

2}
ol
ﬁ
H
2
In
b2
=,
(%]
oz
s
lo
>
o
i:
hr
ro
=
H:

Ao CHOH XHAMIS] ot o= R

View details(M| 5 At H7|): AZE SE0|HE FTEZ E0 HHOIELLC FF0= 2 HZ2 P F2,
DZ2EZE, ZE, MEj 9 PID/Z2M AT} EA|EL|Ct

Z3/58 WY B

Il 52 =3t XEE MY S¢S BAISLO

=318 Y 0|2 EHYE =50 T 225 UL XMt W2 &8/F 4/0/A 1782 E=

" (= e

SHYAIR. =3=0| M¥E= M S¢S BAIELIOL

QLR

AXIS Audio Manager Edge

‘ AXIS Audio Manager Edge: OfZZ|#H O|M& A|ZtatL|C}.

QC|Q AIO|E EO

CA Certificate(CA Q1= A{): 2LC|2 AIO|E Al EH St L| C}
AXIS Audio Manager EdgeOj A TLS Q=& &M 3}8|0f 'O;,FL| Ct. Save(IP“) {j';” OF%% = stst
Mg o

gx 2%

2 20 AHS AHAL SHC 98 RS BAYLCLGan(AQ): £2t0|HE A8 A2ls
LICh 00|32 ofo|Z2E S0l 47 Ee §47 oiME LI Chinput type(YH {8) DY R
= EfgtLCHPower type(HE #9) D HE RYS dERLOH

oX

1%

£ 28 RES BEAYHCLL

Gain(#Ql): £2t0|HE AME3tH A Qs HBELICE. AH7 Of0|2S 28510 F4H £ 47
Sif & gt L Ct.
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2 QlE{H oA

e

A E 2l
—— o
Encoding(QI3 Q). 2 AA AEZ|Yo| AHRY Olage MEiSLICL orC|e 0| HHM As B2
ofZr 913 S MEHS £ ASLICh 202 YHO| AN UAS % 72{H Enable audio input(2C|2
ol M3 ZalsLcC

-1 =20 =2 =2 -

‘ Echo cancellation(0j 2 H|7{): <& 4 S0 2 E XAHSIHH ZLCH

g2 + gzur. O ore sas muzuc. U ore 2w mue sneun ¢ aw
of 2 Ojols crgol ZELCH

+ Rename(0|& HIT7|) oCjo 23 0|22 HYLICH

+ Create link(Y3 WA): A8T 0 HAON 2T 2SS WAsts URLS MHLCHL 2TS

o SEL 2 = S,
SISt Ch =27t T 2 3% MEE = AS2=2 CHAl AR E L
Hl 2
X 4ol X AojorRt EN 53 + UAFLILL YHS 724 H Audio > Device settings(2C|2
> X 2¥)= oS

8 X of thol 8 AE2XE BAGUL AEEXE 5t B2 X2 2QI80f eFL|C}.

ALllH HAE

2Am7 HAEE ALE5I0] BAC R ALFIt o|ot |2 HF5h=X| &olg = Q5L Ch.Calibrate(2H):
R AW B AE Mo AnHE 2Po|of StLC). BEFS= SQ AO7= WE 00|30 o) SE& azio
HAE =2 Mgttt 207 S 238 M X X0 ZX|8H0f gtL|Ch. LIS AHE F7| 7Lt H=
US7LE HAHStE & FH 2Z0| B H ALHE CHA| 27Y5H0F oFLCLRun the test(H|2E Hd): 273
SO MY Lo HAE E5 MYStD 2P0 SFE gt HugtLth

=l =
=3ol=

T =312 Tejgs Y SAUCFrom(AE): S5 AF 0[S0 NME =318 EAPLICHTo(E): 573
A EIK| =32 BA|EL|CLSource(AA) @ @ AAE J7|HIOZ =312 BA|BL|ICH AAL MAME Lot
Cl.Event(O|HMIE): O|HIEE J|BIC 2 =35 BEAYLICLANE BX: AEZX G M2t =32 EALCH
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H QoA
o L o
Ongoing recordings(=3} 2 ). EX| 0N 2 S0 2= S35 HA[GLICH AN S2E Al
[
Attt @ MNEg AEL2|X| ZXE MEfSL L XM =38 SAYLLLF=52E SX|5HA
Lt &X|E ZZ35}™ Triggered recordings(E2|7 =3})7t & = E L|Ct.Continuous recordings(H % 3=
TELE TR WX AZE UL ZXZ7E AN U0z TXE CHA| A|ZSHEH =S347F AL E L

oo AH S| D =] MO =118 A\ N\ =] 5 o o
== ML =ot= Ml SK L =2t=0f CHot Y2 SMS HA|

H = = —=
St7{Lt = d L Ct.Set export rémsije('-HE'-Hﬂ We| M) =320 Asot YmljzE J|zte YLD, &
Al| Ao T2 A|ZFCHOIAL ZIABICIE, AlZF B2l ZX|o| NS 7F22 oL ChEncrypt(% = 2f):
W ssieof ojsf jagcs Ssieo MefL|ch. (e nole WAQe glo| ¥ & gi&Lch
@ =otE2S MAHSIE 2L ChExport(LHELY7]): St N E= FE WEHLC
OH
=

| Add app(¥ F71): M ¥S 2RI LICEFind more apps(F7} ¥ &7): 2X|2 ¥S § RSLICL Axis

ol 712 M O|X|2 O|sE L|CtAllow unsigned apps(MEE|X] %2 A 5 8) D MEEX] G M|
£ 5|85t H ZL|CtAllow root-privileged apps(root #eH0| U= A 5 &) : root ETHO| Q= MOl

RAIOf CH3t HA| BEHS R AL Q AXIS OS 2 ACAP 0| ot QI 0|ES 2B AL
H| 0
SAl0] of2] Y2 MHEE Ko M50 Aee O/F % YU&LICH

A OlF Fo| A= 22AKE A3 A2 AMZESHAL SXSLCHE|: ol AF0| AMATLICEH A
g Jtset 82 ofEe|Aold0 et St Lo L8 ofE2AH o= 20| flsLe o o
2o = Hrols otg &M F StLh 0|¢0| ZotE 5= AHL T
« Open-source license(2E LA BIO[MA): HO|A AIEEE QLE 44 2io|MA0 Cist HE
2 =L}
= =

« App log(¥ 21) ¥ O/MIESl 2OF FLCH 2+ X MH[A0| ol If R8¢L|Ct

+ Activate license with a key(7|2 20| A 2435} 40 E}O|H|A7f Zost AL =tMstefof g
LICH ZX| 7} QlEUlo] 1de = gl 4% 0
2to| MlA F|7v QICHH axis.com/products/analyti
A AEQ Axis ME 23 HS T QoL L}

+ Activate license automatlcally(Ef0|J\1IJ\E AIsoz 3. Ao 2to|MAT Tost AL 2
otefoF oFL|CE A7t QIE U0 AZAY = e 42 0 SHS A8 LLCH Ztojda
2ot 5t M EPOI*“ﬁ AL "t}

« 2to|dA H|Ed3L o E S0 HI%“F_P 2to[ A0 FA 20| AE S
H 2t d=tst0] CHE Efol*lﬁi LHELCE 2to|MAE HlZHY3l5HH EX o
Settings(&d ). Oj7jgix~E 2

o AH XM WS %“?’5*.2

JEf2 JX|ELCH

i

Q_

MR

gy
S MFSHYAIL. BN BHO|MAS HEABIGA 2B A
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g QE oA
Az EA 2 3 BetRMo| 210 40 wel CHELIC
H| D
RO It AZHE NTP Mt S7|3t5t= AO| F&LICH

Synchronization(S7|3}): X9 ERt G AlZt 57|31 SNHE )\_'llﬂ‘*@q C}.

o WK A7 J|CiE{oF S K4 AlZHS MESILICH
« Automatic date and time (manual NTP server)(X}S Y& 5! A|
NTP Aft{ et S7]8l8LIct

« Custom date and time(Al2X} X| ™ 'é*W EY

e s k3 7t Ch
AZHH: AFRE A|ZHCIS MEBILCH A HOF A7t 9 BE AIZHO| 3
- DHCP: DHCP MH{o| A|ZFTHE HE3tLICE. O Mg Metdia
of ®Z ol QLojof Lk,
. Manual(#5) =2Cf2 SE20|M AlZ)S Mefstct

[

=

£ NTP MH{: 3L} & £ 70| NTP MH{o| P Z4 5 12ty

MROP" 4% R = & MHO| 2=E WES 7|8o 2 AZts

- Max NTP poII tlme(*ll:H NTP Za A|ZhH): AUGO|EE A|ZtE oA
g W7ER] FX[Z7F 7|Cte{OF St= Z|O AlZtS MEHgrL|Ct

- Min NTP poll time(X|4& NTP Z8 A|ZH): YOO|EERl A|ZtE A
& W7ER| FX[7F 7|Cte{OF St E A AZbE MEHSrL|Ct

« Automatic date and time (manual NTS KE servers)(X} & 8l Al ZHES NTS KE MH)):
DHCP Ao Ael 8ot NTP 7| 53 Lol 5 lsteiLch
= NTS KE MH: SlLt EE= = TS NTP AMHO| IP =AE UEBILICE = 7S] NTP AH
APR5P‘— 4% e & A1H101I LHE HWES 7|H*°§ AlZtg &7|8tstn ZFeL
- Max NTP poII t|me(*||:|| NTP Z&| AH_I-): AHO|EE AlZFS 27| 8] NTP AMHE =3
S LR A7 7|CHR{OF SR ACh AjZbS M LT
-~ Min NTP poll time(%|4& NTP Za A[ZH: SIE|O|EE A[Z+S 7| 8} NTP MHEZ Z2|
& W7LX| F X7 7|Ch3OoF St *IA A ZhS *JE”u'—IEf
« Automatic date and time (NTP server using DHCP)(X}-& gl A|ZHDHCPE AlI23l= NTP
A1H'I)) DHCP MHOf HZAE NTP MHQl S7|3tgtL|Ct.
Fallback NTP servers(EHXﬂ NTP AH{): 3lL} EE= &= Jo] CHA| MH Q| IP =AE Q&L CH
- Max NTP poll time(Z|C{f NTP E3 A|Zh): 01I:1|O| E| AZHS 7] Q8] NTP MHE Z2
& W7LX] X7} 7| CheqoF 3#% iIEH AlZtE MEfgtL T
- Min NTP poll time(X|4A NTP Z& A|Zl): AOO|EEl A|ZHE 27| 8 NTP HE Z&

5 NTP AH): M3t

I
=]

Al ZH): A
from system(AARIO|M 7IM27|)S S0 HRE £ ZHY XM SR

H| 3
ANAHOANE BE =3t 20 P AL T LA U A2 AFO| AgHUT
A 9K
AT UE NS YBLCH Y Tel AAHON O HEE ASsol KoM FXS REUH
- Latitude($IE): ¥+ P2 HE TS LEPWLICE
+ Longitude(FE): ¥+ g2 BAXQM SZ2 LLEYLL
+ Heading(&): FX|7t Sets Liauh wats Y2zttt 02 H2S LiErYL T
+ Label(2F#): Sx[0f T3t S0 ZBE 052 YRt
+ Save(HE) A PAXZ Mot SBLCL
HEH3I
IPv4
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g QE oA

Assign IPv4 automatically(IPv4 XIS &2): L EQA 2t2EH7F X0 IP FTAE K522 HHSIEE ol
M MEdStL|CH CHREEC| WER IO sl Xt& IPOHCP)E HESLICHIP FA: FX|O| 1/t IP FAE ¢
YA R N IP FA= ZF FAT AR AL A2|E HEYI oM FAe2 2E = ASHCLH
SES XS 1 P FAE Sely| MO HEYI B|X0H 2olsts H0| SSUCLMEM OfA
3. MEd OA3E 23510 LAN(Local Area Network) L0 Q= FAE HOL|CL. LAN 2E9| B &
Fas 2f2EHE SuLICLRouter(2}2E): CHE HERI U HERI MOAHEO AAE X E HZESI=
O AF2E= 7|2 2tREHAHOIEY0])S IP =AE =Tt C.Fallback to static IP address if DHCP isn't
available(DHCPE Al28 £ gl= ZQ 1M IP TAZ ZEUl): DHCPE AMES £ QI IP FAE KI50=
sotst & gle A HNEZ ASE 1N P F45 FUsta® MeBc
H|

DHCPE AF8T 4 @1 BX7 1F F4 [IXE A8 3L, 18 FoL NoE ¥z 3

MEIL|C}

=

IPv6

Assign IPv6 automatically(IPv6 X} &) IPv62 HD HESQA 2t2H7t X0 IP FAE Xt
o= HHStEE stafB MUl

oln

SAE 0|2

SAE O|E2 XHEOE HEh U EQD BHPE I BA|) SAE O[22 P F42 HEO2 ALEE
B3 MEISILCLSAE O[S FXO| HMAshEs CHE LHOR ABs Y SAE 0|52 £502 YAy
LICH M EIM Y A|AEH 2= SAE O|2E2 AL 8= EAH= A~Z a~z 0~9, -QL|C}
57 DNS H0|EE &/dstptL|cH:  FX|Q IP ATt HAE Mot X7 =0 Ql 0| AH{(DNS)
J|Eg AHEo2 UHOES S B{RFLICLDNS 0|5 S5: EA|o| P =42 Jt27|& 1 20

Ol 0|28 UHTLICL 8= EX= A~Z, a~z, 0~9, -QL|CLETTL: TTL(Time to Live)2 DNS HZE

7t HHOIER|7| Mo faot 4E{E |X &= AlZtE AL
DNS AMH

Assign DNS automatically(DNA X} &%) DHCP ME{Z} AM =0iQl S DNS M FAE FX|0of Xt
SOE St St MEHSIL|CE CHRE2| WEA0| CHeh Ats DNS(DHCP)E # & gL Ct.Search
domains(EH|Q ZHM): HASIE|X| U2 SAE 0|E2 AIRSt= A2 Add search domain(ZM ol
F7HNE 2D X7t AH&St= ZTAE 0|§2 AMY =S AT L|CI.DNS servers(DNS A{H{):
Add DNS server(DNS A Z£7HE Z 23l DNS MB{O| IP =AEZ Q2{stL|Cl 0] AL L ESI0|A
SAE 0|22 P Z=AZ2 HSHSH0] FZBHL|C}.

HTTP % HTTPS
|Sste ZREZYLCE &=
I

S
X0 HTTPSE At3t2{H HTTPS QIEAME MX|s{of &L|Ct. ASME MM MX|5E{H System >
Security(A| 28 > HONZ 0| FTL|Ct.

Allow access through(8 M A | &): AFEX7F HTTP, HTTPS 2= HTTP and HTTPS(HTTP 3! HTTPS) =2
EE & OE S X0 AA5t=F S LX| MeigL|C}
H| D

HTTPSE 3 siE @ HOXE 2E AL S3] HOXE N @¥Y 1 50| g 4+
ol L|Ct.

HTTP port(HTTP ZE): A% HTTP LEE Q2igL|ct HA|= ZE 80 Fi 1024-65535 # Qo @
= ZEZ 5|8l A2 200 22 1-1023 P9l LES YHY = ASLICL O] HP9
LEZS AMBSEH A7t HA|ELCLHTTPS port(HTTPS ZE): AL83t HTTPS ZEE Q&{giL|Ct. FX|
£ EE 443 T 1024-65535 #9|o| RE HEZS SSYLCt HE(AE 2IQIS A 1-1023 # P9
ZES 98 =& gLt O #Helo ZES ALE5tH Z1n7t HA[E Lt Certificate(AFM): X
Of HTTPSE g gstote{® ASME ML L

20




AXIS C15 Series

e

2 QlE{H oA

HERI dAM ==2EZF

Bonjour®: WESIION XS AMS o{gstaiB o S

QEf3tLict 7|2 0|E2 &K 0|57 MAC FAQLIC

S HUCLUPRP O[S LE9I30) EAIY O[22 ¢

CEWS-ZM: WEATON Its AMS |
|

2 ZL|CtBonjour O|&: YERI0 EAIY 0|
PnP® HEQA0M XtE AME 3 Et2{H O

= stLCh 7|2 0|52 ZX| 0|21 MAC =L
5l2q M2 ZLICLLLDP Sl CDP: HEQ[I0|A XtE ZHAM
DPE 11 PoE Ml A0 X|&HO| ¥Z = AEL|CE PoE M
PoE o HEOE PoE AQXE FgetL|Ct

Http proxy(Http TEA|): 8|25 HAo| M2} 229 TEA| SAE EE P FAS XML CHHttps
proxy(Https ZEA|): & MO M2} I 2 TEA S2E £ P FAE XFeLCL
HTTP Sl HTTPS mEA|Q 5= YA
 http(s)://host:port
 http(s)://user@host:port
« http(s)://user:pass@host:port
H
HXE MAIESI 222 ZEA 482 H8gU O
No proxy(ZEA| 18) 22E ZEAE 23(5t2{H No proxy(ZFA| gIF)E AMESLICE S50 A= &

A &
M T StUHE YHotAL dEZ FEot0 o2 HE YHE LI

« HIYF7|

o IP FA XH

« CIDR HAlO| IP =4 X|H

« EHO Ol XIH(O: www.<EHQl 0]Z>.com).

« EF ZOlel 2E 5% =02 X|FH(0: <=Ml 0] &>.com).

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|AE= = QXA LE MAIZE S =31 A
HMNAE HMBELICL XMSH LHE 2 axis.com/end-to-end-solutions/hosted-servicesE

Allow 03C(03C & 2):
« 28 o|A0| 7|& HFEYULICE AEHUHUS S8 O3C MH|20| HZASIEH FX[Q MO HE
2 24 =84 Mo HES FE = 24A1ZH O|Ujof O3C MH|A0| FXE S=50fF L
Ch "X o™ FX|7F O3C MH|AMAM A M ELIC TXE SEZH Always(24)
7t 2detEla FK| 7 O3C MH| A0 AZAE X FX|ELCH
o 24 FHXIF AHUE S8l O3C MH| A0 CHet HAS XEH =2 ALl T HXE S55IH
O3C MH| A0 HAZAE xf RX|ELLCH ZXQ MOl HEO TFX| Q= 42 0] FME AL LIC
« ofLR: 03C MH|AE H|ZdatetL|Ct
Proxy settings (ZEA| d%). oot 42 TEA dF2 YHSI0 TEA| MHO| HASLICLSAE: IF
Al Mol FAE UHGLICLEE: AMA0| MEE= ZE HSE AUHSGYAQ2Q & IjAQE: EHR
ot B ZEA MHO| Ciot AL8XL O|F 3 WAQYES Q2 ofL|ChAuthentication method(Q15 ).
« 7|2 O] Y2 HTTPO| CHo 7HY 2ehdo| Foje 215 MAYLICH L=otE|X| 42 AMEX} O
sS4 HAY/YEE Mz ©E5H7| [ 20| Digest(CIO|M|AE) 2 ECE QHHSHA| Gr&L|Ch
« CIO|F|AE: O HH2 Ttet HERIE Sl Hd2otE AYEE TESH7| 20| o HFerL Tt
« A& Ol FUE A8SHH X kl= Yo met FX|7F 95 WS MEY = YL M=
?l= CHO|HI2E &, 7|12 9 =M= 2Lt
27X AF 7|(0AK): £F7XF 21F 7|5 7IM 22 Get key(7] 7tH 27|)& S gLt o[Hd2 TA|
7b ot o|LE ZEAIR0] AEUO HAE F20T JtseL T
SNMP
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Yl OlE{mjo|A

e

SNMP: At23% SNMP HH S MEfTHL|C}.
« vl 89 v2c
- Read community(8}7| #

LIE|): X|2&l= 2= SNMP Ko Chs &7 ©& #eHol
A= HRLIEl 0|55

ULk 7242 SIHYLC

=

JE:‘E

- Write community(2A7| HRFL|E|): X[ k= 2E SNMP K0 CHsll Q47| = M 7| Aot
Of A= HRFLIE| O] 52 AUHSLICHS 7| ME AH H Q). 7|22 27|YL|C}

- Activate traps(E &/43l): EHME NS Y352 HYUAQ. X = EWS ALY
Z2%t O|HIE == MEj HZAO Chst BIAIX|E 22| AAHO EL“'—I Ch g QIE{m O] A0
A SNMP vl B! v2cOf H?_F EaH2 MXSH &~ Q&L CH SNMP v30 2 HZAS AL SNMP
E 11H E-MO| X522 JHELICE SNMP v3E A28t 22 SNMP v3 22| ojE 2|
Oldg &dl EHE E”S'%* = ASLLCL

- Trap address(E® FA): 22| MHO| IP T4 = SAE 0|28 UHGMA|R.

- Trap community(E3 FHJLIE|): ZX|7} 22| A[2H0| EB HAXE B2 0f AHE

(
7R LUES YBrLch
- Traps(E®):

- Cold start(E_ F.’-Eo'): X7 AZHE I ER™ OA|XIE EWLC
- Warm start(g AELE). SNMP dF S BZY I E& HAIX|E EHL|CH
- Link up(3 @) 237 L20|M goz HBZE Z2 E- HAXE EHLCL
- Authentication failed(21Z A1l): OI= AT 7} AMIjstH Eg A|X|S EWHL|C}
H| T
SNMP vl & v2c ER2 3 BE Adis H|C|Q MIB E0| g4t XA 8L
AXIS OS Portal> SNMPE =314 Q.
- v3: SNMP v3E o3 9 HOF 9SS FEdHs EOH OFH3E HHQLICE SNMP v3E AFR3I2{
A7t HTTPSE Soff MS B2 HTTPSE &dotdts A0| SHLICH EoF #oH0| @l SARALZ}
Aoseln o2 SNVP Vi O v ERo] A Aois (g UXIYLICL SNUP S ABelE B2
SNMP v3 B2 0fZ2/#0| 48 Sof EMS HHT & YsLCh
Password for the account “initial” ("X 7|" AHdo| AL E): 0|E0] 'initial'Ql A H9|
SNMP WAQIES geiSiLic HTTPSS HABISIA Qs HACE s = oxal
x| °+*L|:r SNMP v3 TjAQIEL "3 Wk M3t & 9Im HTTPSTE Bt Z2
o5t SHSHE 20| LI HASICES HHSHR HASIC HCo} of o4 EAER @
S ﬂH*TEE CHAl 275t FRE S 7|2 2822 MadsioF gttt
Hot
e

Client/server certificates(Z22}0|AE/MH QI ZA{)
Seo|olE/ME OIS A &Ko IDE AZSD XK A
S = yUrh XN MEB OIEME NSE B2 A

ASME HEAILS XS 2AFsts o ALEELUCLL O X F 7HX RY2 ASME XY HCL
H

o_HO

X
CA JISME A82I0 WO JISME ASULICL OS SOf, ZX|J} [EEE 8021X2 H gl
o = &

— = = E
HEIo| AZE Z 25 Muo| IDE HBeLICH TXol= oAz /4ol AP HX|E CA
AZ M7t UG L L
Xaele gAle o3t 25U Ch
. OIZA HAl: PEM, .CER, .PFX
« JHQl 7| HAl: PKCS#1 I PKCS#12
T8 Atg
X2 ZE =3} A| J2USE MHEYSH ZE AS M AN ELICE A HXE CA BN

| Add certificate(QIZS M F7}) : S ME F7tstz{H Z=ltL|C}
. More(t| ®7)) 7 : HMsiAL ME X7} WES BABILICH
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« Secure keystore(HQt 7| X&) 70 7|& CtMSHAH X ZASt2{H Secure element(H Qt 9._4.\_) =
L Trusted Platform Module 2.0 MEHSHL|CI. MEHSE HOF 7| XMZAAO| CHSH XHMSH LIS &
2 ¥ help.axis.com/en-us/axis-os#cryptographic-supports EZSIAMA| L.

« Key type(Z] §d). QEAME E=otH EELIE SE0A 7|
29538 Ang|ES A—|EHoI-|_||:|-.

o= [

rhr
o2
ot
ot
ne
|_

o
oM
o)
IS
o

© Jgo %= Hwos ChE0| ZetE Lo
. Certlflcate information(QSA HE):
» Delete certlflcate(ol"kl AFH|): QIS ME AX|SIAM A 2.
+ Create certificate signing request(QISAM MEH @XF MAM): C|X|E ID AIEME AMH
g 7080 EH 93 M 2F 2 gL
Secure keystore(sl?_i 7| MEA) O
» Secure element(E 2 2 4)(CC EAL6+): EOF 7| X H A0 E?_P QAE A2t H MEisHL|C}
» Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 g 2). £9 7| MZE
= ALE5te{H MEiStL )

2
Of
N
40

of

n

HE{I ™2 Ao o 433t

IEEE 802.1xIEEE 802.1x= M % BM HEZA KXo EQ ASFE XNIsl= ZE 7|8 HEQZA 59 X
O£ {3t IEEE &= L|Ct. IEEE 802.1x= EAP(Extensible Authentication Protocol)E& 7|—’.._‘—9§ ShL|CFHIEEE
8021XE H3kl= HERA0 °"*1|*0PE1'1' HEZ FX7t HHH2E ASE00F gLICH AF2 2T
MHOAN Sz, YEI™ o 2 RADIUS A H(0]: FreeRADIUS 3! Microsoft Internet Authentlcatlon Server) ¢!
L|CtIEEE 802.1AE MACsecIEEE 802.1AE MACsec2 0O|LC|0f °"A1|ﬁ S8 D2EZES Q3 HYZAH Oo|H 7|
2 2AES Folst= IEEEQ| MAC(O|LC|0of @.‘Mlﬁ HEE) E‘?J E-’.-_‘-%I L|CEQISMCA ._oM glol +4
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Add a recipient(-’,‘-l}_lx} £
ZHetL|ChType(R8): S 20|A MEi:

4

. FTP
- BAE NHO P RAL SAE 0|53 YHY

X H 7} System > Network > IPv4 and

XEE O UK SSHHAIR.

- EE: FTP MH7| A 8% ZE ¥ E YHTL|CL |42 21 L0}

- Folder(Z2Q): OYS A& CIHEZQ HEE QUESIAUA|Q. CIHEZ| 7} FTP AMHO| O]
O EXSHA| tod, ndS P2 ES Wl @F HAIX|7} EA|ELCE

- Username(A}RI} 0|E) 2018l H AIE2XF 0|28 QUESIAUAL

- IALE: EO0%I8{H INAQEE LESIMAIL

- Use temporary file name(Q A| _H’E O|E Al2): X502 MME QUA| It O|ECZ I}
U2 YEESIHH MEdSLICE YEEE AESIH DY 0| 0| {stE O0|ES =2 HHEL|LCH
O*EEW SHhE 22 &=4E lLPOE'OI SiELCh OgLy oj™g| AA TIPS 22 = USL
Ct. O|&E7 ™ R3t= 0|52 77 BEE mao| SHEX & = USL|CH

- Use passive FTP(=& FTP Al8). HHE Ol MH0|M HEF2 Tthed| e FTP AH O
ol AAdg E= 5 FTLCH X7 o4& Mo Chst FTP Ao % GOjojE HZA
2 BF HIFHOE AFTLICE Ol Yutdoz FX|Qt CHA FTP AME AtO[Of
20| A= 420 EaghLoh

« HTTP
- URL: HTTP AMH{0f Ciet HIEAS "*5& 2¥S Mg A3 EHEES YU O =H

http://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Username(ALEXt 0| 8): 205t H MEX O|FS YHIIYAIR.

- DAE: 200523 YAYES YASHAL.

- Proxy(ZEA|): HTTP MHO| AZSL7| 23] ZFA| MHE SHHeHOF o= 82 Zas
CEE N

URL: HTTPS AMH{0f Lot HERI T2t RS XMalgd A3HES YHYLLL & =

M https://192.168.254.10/cgi-bin/notify.cgi & L| C}.

- Validate server certificate(A|HH QS A =0l). 0| AXIE MEHSIO HTTPS AMHZF MM
& OIZMZ MENSHL|C].

- Username(A}B-x} O|E) ZQIslz{H AIRX 0|28 YEHEAMAIR.
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X UJ=X 2QISHH A 2.
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Q|sf SHA-2565 Ar&3t= 20| ZELICL Axis ZX|2 SFTP MHE 745t &
XtMst W8 AXIS OS ZES TSN R.
orary file name(YA| TtY 0|5 AlR): Az 2 MME A ItY 0|2z
st MEfstLCh YEEE §FSHH Ot 0|0
C | 9 ol

0 SIErdre G X RuEror
® 285 FHI T =200
e S oy 0 oy
3 oo 5" o >
T

I Ha 2y [m

oen
L1 Humjo
i

e SIP or VMS(SIP &= VM :
SIP: SIP M3l2 Za{m MEHStL|C.
VMS: VMS H[E Za{o MetstLict

- From SIP account(Z X} SIP A7) SE0|A MEHSHL|CH
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- Encryption(d33}): 2SS ARSIE{H, SSL &= TLSE MEHSIAMA| 2.
X

Ko IDE =oldt
EE MEigLCL O 21EME CAQIE Z7|E)olM XA MESEAHLE Laa 5= JAEL O}
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o HMZ =0I5t0] Ol Y AHHO| EI[AHLE o4 o|HYeE sX= 20| YEE StAL

« TCP
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MQTT

MQTT(Message Queuing Telemetry Transport)= AFE QIEUl(oT)S st BEF: HA|E Z2EZSQL|CE cia
SlEl IoT E8H2 QI8 dA e X2 FE FZZHsmall code footprint) i} %A HEQA CHH=Zo=z2 A
HRE AASH| o Cryst LYol AL E LICH Axis X AZEQ0{o MQTT 220|PIEE Sl FX|
O|lM MdE HolH S OfHIEE Ay 2| AZEQO{(VMS)7} OFHl A|AE0| ZHHSHA Sote = ASLICH
71715 MQTT 22t0|HER HFeL|CE MQTT 412 S20[QEQ HE7et= F AHEIS J[HeE oL
Ct. S20|AE= HAIXIE ELfn 23 5= JFLCL B2 = SE0|QUE 7Ho| HAIX| 2tfE S HES

L|CFAXIS OS Portalo| M MQTTO| CH3H XFA|S| LOp=E 2 Q& L|Ch

ALPN

MQTT E2}0|HE

AL} SL|Ct.Status(&EH): MQTT S2t0|HEQ| oiXf JEIS EAITL

Connect(¥Z): MQTT 20|
o] E L [P FAE UHGAA L Protocol(ZEEE): A2 T2E
5

CLEEHSAE: MQTT AHQ|
22 UHYLCLEE: ZE W
- 18332 MQTT over TCP(TC
. 88832 SSLE E3 MQTTO| ol
« 802 ¥ AFS T MQITO| 7|23}
¢ 4432 @ 2% HolE ST MQTTO|
ALPN protocol(ALPN Z2EZ). MQTT E27{ Z2Xt7} &3t ALPN ZZEZ 0|28 et
SSLE &%t MQTT 2 & 27 Bot2 S MQTTO Bt M8 & L|Ct.Username(AL&X} 0| &) 2
2 Xt 1=
=

£3 MQTT)o| 7|27t L},

ME{O| AMASHT| B ALE S AFEX} O] 5 SILICHI|AQIE: ALEAL O|EQ| INAYEE
Ct.Client ID(Z2t0|UE ID). 220|HE IDE YHSIHA|R. S20|HE AMEHXE= SEH0|AETL M
g I MHE MESELCLClean session(ZF 2 MM): AZA S AZA oA Ao S-S MojgtL|ch MEd
4 U AA M Al HEf EEIL AKX ELICLHTTP proxy(HTTP T EA[). Z(C§ Z 0|7} 255H}0|E QI 2
Ct. HTTP Z2A|E AIR3IK| YO2{H TCE HY S + UL LICLHTTPS proxy(HTTPS TEA|): #|Cf 20|
7} 255H}0|E Q1 URLYL|Ct. HTTPS EEA|E AIE3}X] & = T UELCtKeep alive
interval(ZtZd X|): Scl0|HET} 71 TCP/IP A|Zt 10| A
NEE ZXg = AUSLICHTimeout(A|ZH =3}): 1O = A2 ZEA(Z)Y LT 7|22k 60 K|
g5 HEFAL MQTT S2[0|HE ®o| AZA HAIX] U LWT HAIX|IS] F=Xof gt 7|=27t0t MQTT H#
EHO| AA| =M AP E|L|CHReconnect automatically(XfS2 2 IHZA): A4 oix & S20|AET}
Aso 2 CHA| AZAOF St=X| R E A[EEL|CLHAIX] HAAZ0| dEE I HAIXE ELX| o5
£ X|’dL|Ct.Send message(H|A|X| HE): HAIX|E EU2{T ALE Use default(7| 23} Al
8): AAol 7|2 UAIXIE Y5t EH DM A 2 Topic(FH): 7|2 OAIX|Q] =XHE 2T L| Lt Payload(H
O|2E): 7|2 OjAIX|el {8 & &HeL|LCtRetain(FX|): O] Topic(FH|)0|A Z2l0|HE HEFE FX|5}

ot L | T3t QoS AE2 WZgL Chorx[eh g HAX|OHX| 2 S AHLWT)S
AEstH S20|HETZ HEAH0| AAE I Xt SHu & = H3g

A

fu
C_I
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—
or.

LY

g
ME pE
fo|n
zolll
O

To

]

£ O old ALY = Sle

M -re

o

M
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ot 0.

>

fo

Cc

vl
rg
rx
Jm
o
s
il
o
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=|1:=|
P
o
ol
2r

=

C
7t LIE0| Of= A[HOAM HEYHo2 AZO| BOX|EH(HRO| BOFY| HEL & UAF) B2HIt .t

£ S2O|AE0 HAXE IS = ASLCE O LWT HAX= Lt HA[XF U HAHO|D S

ot HAHUES Sof 2t Y ELICl.Send message(HAX| HE): HAX|E 22T AL 2F5IM Q.Use
default(7] 2 2t ALg): Atilo] 7|2 HIAIXI S &SI H DHUA|IL Topic(FH): 7|2 HAXS F=HE 2
L|Ct.Payload(H[O|2E): 7| = MA|X|Q] &S e L|CtRetain(FX]): O| Topic(FH)OIA SEIO|HE &
EfE ®AIote{® MEigtLICI.QoS: Il S50 Chet QoS ASS HATLICE
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o QUE{H oA

ME ALESt{H MESIL|CLEXR O] F E8: MQTT FH|oM =AS 2 F5t= =X
ChEH HiAmol2 Zg: MQTT FH|0f ONVIF =X W JAHOAE =

_|_

g MQTT Ho|ZE0f FX|o 2 HS S xotota{H HENSHL|CT dd condition(Z=
Fotote{E 28 gL ChRetain(FX]): O] MQTT HAIX|7} Bg2 MEE=X ZofgLH L

« None(28) Z&= HAIX|[7t HIRX JEfZ T :

* Property(£4): HEf =X Jts HAIXT &

« AlRE) HEf £H 7t 8l YEIE =HL
QoS: MQTT ZLof CHsl #ot= 2ES MEeL

ra
of>

_Oi
Ind
=l

ot
— o .
T Q8 HAXE 27 E2E JEH=Z 2L

nA

712 FH H5A ALE: MQTT client(MQTT S20|AE) "OIM TKX| =X FFAY FolE 7|2 =X HF
L

rx
1
>
P
X

MQTT 75

_I_ Add subscription(t S F71): M MQTT LE& Z=7tt2{H 2 2lstL| Lt Subscription filter(71 5
E). 7 E35t2{= MQTT FHE 5 A A 2.Use device topic prefix g
2 MQTT ZH 0| HEALZ 37}3 L]t Subscription type(715 S8):
« Stateless(¥El FX Z715): MQTT HAX|E HEf =X &7t HAX|Z2 Hets | H e
+ Stateful(MEf =X 715). MQTT HAIX|E ZHC=E Hetsta{®™ MEISILICH K O|=
2 AEELUCH
QoS: MQTT =50 Cis{ J5t= 2fHES MEdStL|Ct

o3
>
o-r-
Jio
24}
4n
>
>
oo
-4
I
ME
m

MQTT 2H{zo|

H|
MQTT @H2|0] =FXE F75t7| Ho| MQTT EEH0| AZASHUA L.

—I_ Add overlay modifier(2 {20 £=TX} F7}): A 20| =™EXE FItste{H 225t Ct.Topic

mAIX| 7} JSON & Alojatn JPdsn ouejolo] mA[Siei= HAIX HolzEo| 7|2 x| HEL|C
Modifier(+ & x}). @H{20|S BHE 0 ZIp +MXE AR LCH

. #XMPE A|RISIE £HXE FHOIM $S mE GO|E[S EAIFLICE
. #XMDZ A|Zels &FAHs fo] of A= HolEs mAleL| ot

n
3]
[N

t
filter(FH| EE): @H2{ 0|0 BEAIStH = CIO|H 7} Z&E MQTT FHE F=7tgtL|Ct.Data field(H|0|E{f HE):
I

SIP
a3y

SIP(Session Initiation Protocol)’= AFRX} ZtO| CHBFAl EAI A MO| AFREIL|CE M MO| 0|9 HAS =
&k 2 QA L|C)
= T AMm-d

SIP M £90] 22510] SIPS CAEE HF Y THULICISIP FYBk SP SHE ANSD 2N
% I== &}2fB 0| S42 HYBtLICHAllow incoming calls(:41 & Si8): IE SIP FH oM &
oot 22 ogstei® o SME M¥LIC

=

+ Incoming call duration(& £l 7|Zb): A E3IE K&

+ Calling timeout(Z A7t Xx1}): O}2 = SHSIX| k2 842 &
|
CHED] 10:=).
7

+ End calls after(0|Z & £8): Z€ X8 = UL A0 A|ZHS AHSLICHAD 60L). E3}
2H2 HBHER| Yo AL Infinite call duration(2 M|t £33 A|ZHS MEASHL|CY
ZE
ZE H3sE= 1024 ~ 655350{0F &hL|Ct.
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o ol

e

Hoj £

« SIP port(SIP ZE): SIP EA0| AlRE|= HEQZ ZEQLICE O] ZEE E3t Mo Egjoe ¢
DOtE|X| EELICHL 7|2 ZE Ho= 5060YLICH Qo 4R CHE ZE BisE oL CL

« TLS port(TLS ZE): %5313 SIP EAO| AFRElE HEYT ZEQLICEL O ZEE E3l Al
= EfE2 TIS(ES A5 22HE A8l Lot 7|2 ZE Mo = 5061 LT
2act 49 LE ZE Bio S gL

« RTP A|ZH ZE: SIP 20jA X =AY RTP O|Cj0] AEZI0| s AtREE WEYI ZEQL|CL 7|
= AR ZE Ho = 4000 L(CH L5 HoH2 EF ZE BiSO|A RTP EcfHE S AtCHeL Ot

2LLANO AL ST HEYHT AR0AM HXE AEE = AEF 51248 NATHESRA
s b.

NAT S1f 7|s& Ar85t2{H 2t HOA X[ 8HOF SfLCt. ESH 2t E 7t UPnPE X|&loiOF &L Ct.

i}

« ICE: ICE(Interactive Connectivity Establishment) ZZ2EZS AIE9|
O|ROXEE 7IY 2280 H4EE 7| | ¥ELLCL STUN 3! TURN
oM 7td 2882 428 &2 = Us 7127t Sy ELCH

« STUN: STUN(Session Traversal Utilities for NAT)2 H|Z0| NAT L& i
12 Z9 HIUE 38 P FA0 BE HMSES JIHS £ AUH ofFE 2
D2EZQULICH IP & Z2 STUN ME FAEZ olaistLc},

« TURN: TURN(Traversal Using Relays around NAT)2 NAT Z}2E L= 2istH £

rg
i<
mo @
02
Pa
r

= | A= FX
7b TCP L= UDPE S| LtE SAENM S0{2= HO|HE 4 = ARE SF= Z2
EZYLICH TURN MH F& 8 2730 YEHE Lot
2C|e
» Audio codec priority(C|2 TG M =2|): SIP 0| CHs| Ast= 2Ll EE =2 77l okt 0]
Aol or|e Mg MHFLICL M 29 £MS WHstAE BojM ST
H| O
2 WY 0 $HX 20| ZYEDE MU BHO| BE MK BUD AX|so FLITH
+ Audio direction(2C|2 3k {2 24 OHLHE MEHSHL|CT
F7t
+ UDP-to-TCP switching(UDPQ} TCP 7t F2t): UDP(AFR X} HO|E{ 13 Z2EZ)o|AM TCP(HZ
Mol ZREZ)2 & Z2EEZ YAFHOR Hetdts 253 5|85t MEHGL|CH TS
= O|f& 200HIO|E O|Lf E& 1300HIO|E X1t MTUEIDH & ©H9l) 880 e E2
CHESHE S X[oh7| SHAM L Ct.
« Allow via rewrite(CtA] 27|12 Boff 6|2): 2IEHS B2 IP FTA AN ZH IP FAE H
Lfed® MEfghLCh
+ Allow contact rewrite(HEtX CIA| 27| &) E2IRHS 3 IP FTA A ZH IP FTAE H
L2 @ MEfShLCh
- Register with server every(ZH4 MHO| SE). BXZ 7|Z SIP Ao fgt SIP Mu{o] S2
SIS AFerct
« DTMF payload type(DTMF H|O|2ZE §¥): DIMFQ| 7|2 HO0|2ZE {F¥S HFETL T}
« Max retransmissions(Z|C} Z§HE): ZX| 7t A|EE FX|SH7| ™o SIP HOY HZEES AL}
= o sl+=8 d¥LLL
+ Seconds until failback(Zof S7X| e X) EX SIP MHZ Zof =X|st & ZX|7} 7|2 SIP
MEO CHAl HZES Al=g W7HX| 2] AlZHE)S H- LT
A
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2l
| — |

i SIP A°80| SIP accounts(SIP #|’d) otz2{of LIEELICE S5& AEel 8
e & = AsHCh

40
J
0

AEO| SIP MH O 48Xz SEEASLIL

A

T

peer to peer(m|0] £ I0f, 7|2 HH) AE2 X522 M= AFGYLICH oLt o|&ol CHE AEZ Tt
I8 A™S 7|24 E dFT

T VAPIX® API(OfZ2|7 0| =2 1a)a QIEmo[A

$0
o>
r
iul
T

= AXE SIP AEE X

oy .
Make default(7|22t02 X|&): O] Mg 7|& AHoz XMl Meyetu|ct 7|2
ofof sDf, 7| AMS 3jLpat 5 & AUBLICH

(=]

=)

AN H
Answer automatically(XHS 22 S): $4 S30| AtSo= S Mgt

30
rir
[0

ol 2H7t ALt S0 HustALL, AY A4 SOl EREU[ALL SIP ME A AE
t

gomn

=
| S5t

dg A9 g4 7|2 AFol AU

Agol A

Prioritize IPv6 over IPv4(IPv4ELC} IPv6E R MSIEE M) @ : IPv6 over IPv4 FA0| 2
M =22 K™t MEISHL|CE O|&= IPv4 9 IPv6 A ZEO0|A =Qlg= P2P HH™HO|Lt

ool o500 oZe f FE82L|Ct. IPve =20 DfEE =M O]S0f CHsHA T IPv6o

LM =2 & K- = A&

O|§: Aol =3zl 0|52 YHTLICE OE =0 dut 0|5, 9 = XY = A&Y

Ct. O|E0| S5E&|A& L CH

User ID(AEX} ID): FX[0of 2YE nQ9 M = M3 HZE A=HotL|Ct

Peer-to-peer(L|0f & H|0{). EZ HEQIAOAM CE SIP HX|E XHE = O AHEELIC

Registered(S £ &): SIP MHE Sl 22 HERA F29| SIP ZXE Et= O AHEELICH

ool A8 s 42 38 SO o|E2 YHetL Lt =09 O|E2 CIE ANE &8 &

Iy SIP A0 UEZ FA|EL|LC}

DAQE: SIP MO CHe Q1B st7| @t SIP A A= AAEE 2 HetL|Ch

Q15 ID: SIP MHO| CHsli QFSH7| 93 AHEEl= 215 IDE HetL|CH Q15 ID7} AFE Xt IDQ}

Z¢2 22 2Z IDE U Lt eisu ot

Caller-ID( M X} ID): Axis ZHX|[O|AM ELj= £310| 2 AIXO|H HEA|E = 0|29 L|C}.

Registrar(SEXl): SEXo| IP TAE HTHL|CL.

Transport mode(F& BE). AHo| SIP A& REZ MENSHL|CHUPD, TCP = TLS).

TLS version(TLS H{H)(M& 2= TLSOH: AF2T TLS M S MEistL|C HA vl.2 9 v1.30| 7t
2 AUes 7tE ot™st MM E MEHSEL|CE

X OFMSILICH. Automatic(AHE)S A|XEIO|M M2 = 9
Media encryption(O|C|0| 253 (M4 ZE TLSEH: SIP S20|A O/Cjof(2L| & FAb
o3t RS MENBL L
Certificate(only with transport mode TLS)(QIZEM(ME ZE T

AASME =tolote® MEfStL|C

: M EH .
Verify server certificate(only with transport mode TLS)(AMH QIZ A =QI(HE& ZE TLSTH): MH
=

Secondary SIP server(2 X SIP A{H): 7|2 SIP MHO| &
of SE2 AZS=F 528 FHL L

SIP secure(SIP K.QF): SIPS(Secure Session Initiation Protocol)& A}&3}2]
TLS & REE MESIY Eafd g Y3t Ct

o] Alofjst &

[

MEfSEL|C} SIPS=

TEA
. T Proxy(ZEA|): T2A|2 71520 S2stL|ct
- Prioritize(SM 29| X|H). £ Jf O|Ao] ZEAZ ZJIs AP0 ZEA|Q M 292
X|gste{® S gLt
- Server address(MHB FA): SIP TEA| MHO| IP TAE &dstL|Ct
- Username(Al87%} 0| ) Z Qo AL SIP T=A| M| AFRX 0|22 astL|ct
- UAHE A 52 s 22l Ao adsE YEhc,
H|C| 2

View area(27| HH): 24 30| AEY 27 S MESLICE None(8l&

F.
- SR ohY S0 A8 YRS MEYLICE s BRt YR Y
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o QUE{H oA

- QY Ho|E: sty B3| £Y T2 £5 MHYULCL T 2olEL Hay

. = [
CHA =0 IS FLCH
- H.264 profile(H.264 o2aled): A S350 MY T2 g MEiSHL|CT

_I_ Add sequence(Al 2

Z7h: M DTMF(Dual-Tone Multifrequency) A|RAS MAMs{H S aIstL|C} H
01| oo FYstE= 25 o

o o
MM S Events > Rules(O|IE > £)2 0| S g LIC.Sequence(A|A2): £
C}. 1-9-E|._ 2X= 0-9, A- D # *O'LIEfDescrl tion(d@H): A|RAZ EE|7-|°F
Ct.Accounts(A|H): DTMF A& INE=X=1; 74|7<‘|% MESEL|C}. peer-to-peer(qd]

= —E
dESHE 29 2E O/of & mlo] A2 2o DIMF A|EAE SRYLE

-

E%?I- HHEO A|._9.'é'l- TZ2EZES A-|EH'6I-|_|[:|- DE 100 & oo AME SUst T2 EE M% 3% =
e RTP (RFC2833)(RTP(RFC2833) At&): RTP IfZl0| A DTMF(Dual- Tone Multlfrequency)
3 T3t O|HIEE S| 235t2{H ZL|Ct.Use SIP INFO (RFC2976)(SIP INFO(RFC2976) A}Q-)
of INFO M C2 marotei® ZLICE INFO ML U8t oz Al4m Baie Metx| of
|8 AS Q2E F7retHct

oot
I
n
cd
w

v}

M £ 150 |H

SIP account(SIP A|7d): EHIAE H3tE Z AYE METL|CLSIP address(SIP F£4): SIP FAE UHSID
ol

= 2900 HAE HotE 20 A

HEIFH2E HEED

User multicast controller(A} 28X} HE|FHAE HEED]): HE|I|AE HAEEZHE &d3stz{H AL

Ct.Audio codec(2C|@ IH) QC|Q IS MEISHL|C} Source(2A). M ZEEF|IAE AEE

2l A28 ZIHELCH
Label(Ef‘%)i 20| A OtZEl AESHA| Qf2 2t#o| o|E& Y=L Lt

Source(A2): Aﬁa Aot Ct.

EE ZSf AatLY

Priority(2 M =9l): M =%E

Profile(= 2 I} ): Eiﬁf%% MERSHL| C}

°
.

© o JEo e Hwo= oS0 : HE
AN ZEWAE HEER 228 MATUCH

g

HEHI 2E2[X|

Ignore(2A]): UEI AEEXE EAISt2H ZL|CH.Add network storage(H|EQ{3 AE2|X| F7}): =3}
S HEY $ dE UEYI B3RS Fotstaw 2L

+ Address(FA). SAE MHO IP T4 = SAE 0|28 YHTHLCH LdHI™ O Z NAS(Network

Attached Storage)QIL|C}. X IP =A™ IP FTAL BZHE 4 919 DHCP XehE *f

E

o n [
8ol=s S AES G5t L DNSE MEdtE A0 FFL L. Windows SMB/CIFS 0| &

NEER ]

+ Network share({ E9|3 Q). SAE MHO| 37 2(X|Q 0|52 YHBLICE 2t HX|ojl& 1R
o EC7t J2B0=E O3] Axis IX|7t St HET S/E ALBY 5 UASLCL
. User(AL2X}): MH{0| 210l0| Tast A9, AFgA 0|28 ABLICh S8 ool Muo] 21
olstz® THRNAIEA ol %!EéérﬁlAIP-.
- DAQIE: MHO| 2010 %t AR IHAQES YHGUAIR
» SMB version(SMB H{T): NASO| C1ZE SMB AE2[X| ZREE BTG MEABILICE Auto(XHS)
E MEsH Xz 22 HH SMB F StLHE @4ste{n Al=gtLCh 3.02, 30, £ 21 &
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H QlE{§o|A
HMS X|QUSHX| U= O|F NASO| MIZSIEHE 10 £ 202 MEISIAA| Q. Axis XHk|o| SMB X|
Qo cisf o/ 7/ol M XEMS] 2ot # 9A§thr
« Add share without testing(Eﬂ E Qo] 838 F71): 94 HAE T0 E7F HAH= A0z L
ER3 SR/E F7tste{H MEBILICH & S0, 1H101| AET ZRsHX|T 0| YUK
Q7| WEo| 2LFIt ”e”o”%“ = AHLLCH
HES3 AESX| HAH: HERKI 330 Cist AAS O E SN, QY i X MAHste{™ S=gtL
o2 otH HERAZR S/0 izt 2= A780| MAE LICHUnbind(HEQIY 8l H[): L1IE 3 3{E Hog
SiMstn HEES Hoed®d L L
Bmd(Hr°|=') Lﬂ 23 3/E HQESD AAG2H S2TL CUnmount(OF2E 8iH]): HEXI SRE
O-2E o Nsted ™ EE!E.*LIEA
Mount(OI2E): HEQ3 ZRFE OI2ESI2{H 22 2L|CHWrite protect(#7] WX[): HEZT S0 #
7|18 &ttt iargol MAEX R=2 ste{M™ ALCH M7 UX| HERKI S/ =S = 5L
Ct.Retention time(EE A|Zt): =3t H3t 7|7t Q2fE =310 & ot = OOo|H ME #HE A48 &=
£ MESLCHL HERA ﬁEEIIWr 7t5 X MEISE 7| 70| X|LtT| 7‘*Oﬂ O™ =3t7p AXELCEH EF
+ Test connection(@Z HAE) HEI 370 Cist HZAZ HAED L Ef
« Format(Z9): 0| & 201 DE HOHE WEA X0F st 22, UEYI 575 =WeL Lt
CIFS£ A8 7tssh oY A" S ML
Use tool(=¢ At8): SE5I0 MEISH S+ 5 ZdztgtL o}
2HE AEDX|
89 Atgt
Oiole &4 U 245 =3 Y. A7t A D A= S0= SD 7L=E 22|6HXA| OpMA[. SD
JIEE HAHst7| Mo QREE siAMst Al L.
Unmount(OF2E SjjA|): 2250 SD FIEE Q™SI AH K 7SI A| 2 Write protect(227]| HX|). SD 7=
MI|17t BXED =320 MAHE = A2 E=le{® 0] M2 ALCH M7| WX|= SD FtE= =g =
== Er.Autoformat(Ir% ZEOH): M2 AQS SD JIEE X502 HOHSZEH HAAQ. I A|AHES
ext42 HEOHSHL|ClIgnore(£A|): SD 7tE0| =3 XM&ES EX|SHHH FHAA |9 SD FIEZ SA|S}H FE T}
ASS A7t § o]y QIAISHK| ZotL|Ct o] MA2 | Xt AHEE 5= UL L|CtRetention time(EE A|
7h): QefE =3t &2 MTStALE HIoje HE ™2 &017] fdl =3 r Bagt 7|72 MESSL CE
SD 7tE7t 7t5 PE" E" 7|12t0] X|Lp7| Mof @efE 2= AN CLES
« Check(#9Ql): SD FIE QE2Z HOISIAIA|Q.
¢ Repair(873): Ot AAHO 4 F7 WS LICH
» Format(=8H): SD 9PE% HOISIO mY A|ABES BZstD B E O E X|FLICh SD 7tE&
ext4d MY A|AROCZ0F OIS o= QUL L|CH Windows®O| Al IpQY A|ABIO| MM ASI2TH EfAF
extd E2}0|H EE= OfZ2|#0|M0| =QdstL|Ct.
o Encrypt(2=3}): O] =& AESI0 SD 7tEE EBSID AZ3tE HHSISHMAL. O A
St SD 7HEO| X&E ZE OO[EH7t AXELCE SD 7tE0 HESHE ZE MEE Hof
E_il— OI-§>_§|.EI|_||:|-
« Decrypt(Z=3} sfH|): 0| =F+E ALESI0 A=zt Q0] SD 7IEE ZBUSIMA|2. O|HA StH
SD 7tE0| MEE 2E HO|E 7t AXMELICH SD 7ZIE0 MZEStE OfH MZ2 HOolHE &
2otE| K| &L
+ Change password(IjAQE HZ): SD 7ICE AS35te O ZQsh INAQYEE BHATHL O
Use tool(= ¢ AtE): SEI5t0] MESH T E = MatghL|Ct
Wear trlgger(ﬂfE EZ|A): AMS E2[ASHE SD 7IE OtR #=F 212 AL L Ot2 =F "=
0~200% & I-I Cf. o HE ALESHX| 242 Af SD 7kEQ| OrR =F2 0% L|Ct. 100% Or2 =&F2 SD 7t
So} oA 290 JIZLCHE AS LIERMLICE OFR &7} 200%0] E2Hl8 SD 7=} @XES ool
=& Lo DrE EE|7HE 80~90% ALO|2 AHSt= 0| ESLICE O|EA o™ =3E CHREESHD
SD 7tE7l FHEC 2 Or2 &7 Mo Mo wmAe = ASLICHL Ot EZ(AHE AESHH O|HEE 4
gt ofR =F0| A 40 =M LE S 22 = JASLICH
ONVIF
ONVIF A H™
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2 QlE{H oA

e

ONVIF(Open Network Video Interface Forum)e= %|& AF2X, E6XL, AMEHE L A7 HEQ A HC
182 % /tsdE g #8E + U siF= =29 QHHOo|A HFEYLICE. ONVIFE &3 M=E CHE H
O ME ¢te 4228d, /4 o, HE B A A2 Dj2f dHEE =Y 5 ASHCH

S AEX AF 0l

| Add accounts(A|™ 3=7}): Al ONVIF AH

= F7rote{® 2 EtLICHAccount(A|d): 1ot A 0§
= Y YL|CL.New password(M| TJAQE): AFO| WAJEES AHFL L IHAJEE 1~64XF ZO|0]0f
StL|CH Xt AL £5EH, 48 7|3 S QM 7h58 ASCI 2EXHRE 32~126)7F TfA Q=0 AFRE 5=
S L|CtRepeat password(I{ 29 E HI5): S ATt AQEES CHAl AEH S Y A|2.Role(HE):

* Administrator(22|X}): ZE 2F0| TS| HMAGL L #2XE THE AZE F7H YOOl
E S HAHE = AsHCCh
* Operator(2FX}): Lt Moot ZE 280 AMN2Y = ASLCL

- EE System(A|[2H]) 27
- ¥ FThH
+ Media account(O|C|0{ #’d): HIC|2 AEZOT BhNAT = ASL|CH
* dE 2E MRE A

20| ZgE L Ct.Update account(H| ™
C}.Delete account(H|™ AHA|): HHES

= :
AH LT root A¥2 M4HE + YSU

ONVIF DOjCjo| =2 m}¢Ql

ONVIF OjCjof Z2ma2 O|C|o 2AEQ HFS HFAS= O A8E + A=s 714 T2z O|R0/M AFLIC
Apgte] Y MEZ M Z2otas HgstrL WE 28 S 2ot A 7EE Z2oYE 48 = ASLICH
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« View the device server report(&X| M E A 517|): o AOM HE AMEY Cist HEE
UL A 2= ANHE522 ME EAM0| ZatE L
« Download the device server report(%X| A-|H-| M CF2E2E): S| AAZE EH7] 0]OX|9 A&
Ak OfL|2t UTF-8 WAl MA| M E0M HAE THA0| el zip ThA0| M- E LT el
*1H|*01I =olg M o MH HE1M zip ﬂf%% LY AL,
+ Download the crash report(% HIOM CIR2ERE): A AE{o Cist XtMSH HEIL Qe OFFHO|
BE OREEYLULL 55 EXM0= XM C/HI FYEF MB E0M0f| = YEIF 2ot
gLk o EnMol= HEI =X 22 Qizst YEIL YS = ASLLL BEIAME S
dote O 2 & 8k 488 = JAFULL
23
+ View the system log(A|AH 21 H7|): FX A2, A0 9 S5 AKXt 22 A|AH O
HIEO CHot HEE HAISIHHE 2oL L
« View the access log(¥MA 23 H7|): ZZE= ZI9 I|AJYEE A% 22 & AHIfsH &X|
MM AMEE ZF HASHHEH SE/eL(Ct
A ANAH 2O
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Of RYES LIEI= Al ZETL BAIRD o224 E £=F0| &L LCH
—l_ Server(MH): A MHE F7t512{H S E|SLICLZAE: MHQO| S AE O|F £ IP FAE YL
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» Axis
« RFC 3164
« RFC 5424
Protocol(ZE 2 EE). AlEY ZZEZE MEH:
« UDP(Z7|E MM ZE: 514)
« TCP(Z7|E2 MM ZE: 601)
o« TLS(Z7|E MY ZE: 6514)
ZE: [ ZEE MESIHH ZE Ho 5 HEYSIL Ll Severity(MZ ) E2|AE I M&EY HAIXE E
SILICHCA certificate set(CA QIS A ME): 3ixjo] MHS oLt ASMHE =TbefLt.
w7y
2ot FH2 Axis HA| 8 0| A= ag AEXNE flot =YL O HO|X|oA CHEZ2| O47H
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X &e|
X &g
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ol Se= FA| LIt 2 S0 ofZ2[AH 00| At
2 3Y £5t Al 7|=2UCR SSE[HAR. LHS0| TRt
= CiAl X5t O[HE 8 =2|ME ChA| 2FS00F LTt
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R AXIS OS H{T = =olste{d b3S ALt
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in]
g E240| %Al AXIS OS
C. @320 =47| Fof =
XAl AXIS OS HA 1} 2g|=

(@]
| 2a/Anic MZEE 2ax Heot ¢
HMHE xtof

1. axis.com/support/device-softwareO| Nl 222 M3 L|= AXIS OS OIS
2. ZX|of| ZE|XtE 2IQlTHL|C}.

39

2 ZXE YA O|ESHH HF0| AHE 7tseh 4
2

H  axis.com/support/device-software2

MLt

=

S
pN3
(=]

Ct.

[o
o

St
— =]
Al

a0l X|&
0

Al
—
Al
(=] B
5
S

L
2.

oMo N
!

-

-

AFHO t2REYU L


https://www.axis.com/support/device-software
https://www.axis.com/support/device-software

| EAAI2.

Z

i

k

HlO
O -

4

Z
=

Of Ats22 TA|ZE L L

iz
=

gLt
|

=
[

| =

oE)E 23

=

74
3. Maintenance > AXIS OS upgrade(§X|H 4 > AXIS OS ¢€80|E)Z 0| 5350 Upgrade( 1z

a0l A=EH A

#lol @z ol

=
s |
=]

Zled =M, T 3L sl
g 8ol oj7lof g

Ml ol

A

AXIS C15 Series

=
(L

m._n_m.u SBlo|-23 oo =} N R =
o o= < = VoK 0=
°s T kg S LONR BOR T
KOoF mws o, R0 X RRO = X oo o
~ Al = 5 ouio o = T A XU Sors Ol
0% 8 mgpr. > du = quis N
Rl ~xK S s Krg JHupS Yy b} o M
O DL AR o obR KET OO A
= o da mw ooz, 2 =% a 0N ame  o_
Bl Kk - IR go= EaL S e EL
up*e o M = 9° E____HE___ = W___moear Toonp X3
WS __OF = Ak 3 B 7, K %5 =<
K ofw| W o KT ol :_._cut R =
<o o B WREe RPS s Bwmg 22
] HE W< ==<= o el 9%y g SR
- XOTT Tz & KO- Hl < o o b
Ly [y o w31 ol -2 e E_._|H_Lr <+ T M
S mr mw oEudm <MWz .r:W_maW MmEH < g
50! il m SR WS sl DT R0 W
RS 5% QRONS 2= o — 361 o 10 o
< o Kk Doy RIND a7 By =T
..IH._ _ C ..=.__._ 3 O._ |AA_O|_ u_.H...Hn_..LLLI < B E c
& + £ a oo o 3 -
Sul . =) & s omM.A |J|_A_|o_e .rex_vmwon ._m_|%4_._ﬂ i ©
- i —_ —_ 0 = e} [
ol o . <06, 3 Pa Elfﬂo | Zrwol ok
Nz RO w\).|_._._|mA_Jo RO = ofn J1ol% wol K™ =0 ojo
K =3 arzu = ml_%o>~ %Wﬁ_ X W03 =< o_A_ugou..AnM o< To KO0 A &3
RS o 2O oo™ <k Parims HMRT e <+
By R0<lo] k- Tm §Xz gy 2ol d¥gm X8 -
o= sfbz Ko g™ By K i Al__uax.on_u Ko T B £
Foz dezn Wa U5m &y om0 of " azWn 529 =
Mo TT Kb ol B snofskbzr Toudl b0 o L SF_ BaL g
__ 0 P2 gooTo N hrr o o MR BT 1,0 or
g ez g ek QUx SART urfmm wdI g
— — . — Ta — —_— - .
2R .__._o_|=___= % ._.A.oLI_A_lL m=r PR w:r_IL _K WM8Ts Krsiol =
O L =] e <™~ H .HS - Boda TS -2 b=
THIO] U e g e B oo | oEr ™ MAM_MD. WU ot
o™ w2 TWTORS QT | mgll., AT T ° @
305100 T . . e R Y VT - SO T B
SR 555 oF ~ a M= DU Ol JOHRT STl '
%QLO =D _._.__|.A.I mmu.MO_u ol WQoOH__-._orA %70_AOA_| _A_o._o ﬂu-_ o3
IR RI5T Ta cmr dETuwwy Smzw 8T ¢
3
“ﬂ e
== (<] = ._o_____
= — = 10 J4
=l 5 = o ¢ o Lo al
E_ = ™~ Wo . [N = — Rox_o 3
= o | 2 T T4l 7| % S <o &
o X T - &5 @)
En 0 s o mv._“ T | A4 iy
n ol _.|_._._I._ o M_.o ] | <F o H._Imvl T
31 T = <Ko 1| N i 20 H
4| =5 oo L S
oy R <100 pEd | <4 3 Q3 =
= R KX ok =i Kko w3 =
i o | 053 ax oo e, KO | M o il wl ok KO

2| A 0] &

ooy, S&712 Al

—
L| C}.

T

=

40

I

I

2 Windows®& of
I=h

o

A
=

te{® cH=3at

.
(o)

A

LR 2E = axiscom/vmsE 0| Z

o AXIS Camera Station: 30 22 T}

m]
SIS

QI F O A FXOf HAM

N



https://www.axis.com/support
https://www.axis.com/vms

AXIS C15 Series

H oz

=
(L

H
w| ml._
o
SR
— TN
<ro-
o 5 O
E_o_..__._._
oMK 4r
[
= o0 iy
wl_b:._w_”_
]
_ =4
[T ] or
%E%m
_u_amow_”_%
M_H_H._o|_4
O g o
Z_._._._kLI .
I Moo M
zolTud
O =L =R
. H0o0g
O ol
- H =00, H
)
4 o Mmq
ofl _od
= Mpi% s E
K — ol
_ Wo|YAagr
© WrTgo
=l ==
<r _._-.:mom_.._IOH
-1 i 23|_
100 O|_| A_3ﬂ
_ ol 4
ul :_.__m_u___mA_
i WWU_._mL_L
of 51zH3H
_I_ L] L] L]
of
ojn
T
o1
]
nH
Fo!
o
A0
mu=
1
WF
— Q1
[}
ER

e Abgd

Jl0
X0

-
o
[

0] ‘450 ofrg

e

F(HIE 20| E)0f Ctefet 278at

BT

N3
<

L|Ct.

2| 0|

=
=

2| AXIS Camera Application Platform(ACAP) Of

| o
= S84t

of

41



AXIS C15 Series

AL

AL

HE e

0000 00 06

1 MO LED
2 XMoo HE mjojx] 43
3 O0f0/3 HIZEZ ALYRA HOJA 43
4 SD F}E =2 mojx 43
5 YO F/4E mjojx] 44
6 AEY LED
7 Qerje F4EH Lfojx] 43
8 EYT FHYEH mOJA 43
LED HEA|

AME{| LED HEA|

AM UX| YS 8 23 Al A™ UX| @#S

=AM AZH 2tz 3 J4 ZE Al 10X 50 AL BEAE
L|C}.

T2 AZ Al AX JAEULCH X AZEQQ ol
E 3 Es 3% 5 Al 7242 MEE Al &
gL ot

TR/ 7 HEZ AHE M8 == gi7LF HdZ0l BT &4
< ZAeruck

7k Al Y ol=of HufstH HMS| ZEL(Ct

ZHAM /= A Locate device(ZtX| Xt7|)E MEHSIM = A 72tetol
L|C}.

42




AXIS C15 Series

AL

[E—E— ET 85 A4M E= ot=

SD 7t JHZE A2 axis.coms EISIMUA L.

s> s
s> XZ sp, SDHC 2 SDXC 21 SD-3C LLCO| ALEQIL|C} SD, SDHC 9! SDXC: O|=0|Lt 7|Et =
7t 2 0] & BFO ZUL0|A SD-3C, LLCO| Mm £ SEEMmQL|CH

HE
xof HE
of

Mol HES 8= oSt 2Lt

« 20/ HAEE EFYUL Mo HES s &2 HT H2E &

o

| A& E Lt

- HES S B Al 72 282z MEZYUL. F& £ A 7/&2 T2 HEEF 10/ 39
k=3
=

ARl ME 7j2 LHOo/A 42 d55 HZOGHUAR.

2K
K= 7IAH22 00| A7 = 7|2 285= O AEELUELL Of 22(X2

ojo| = | A
3 £ 2 4382 A7

4 Ef

HEYI HUE
PoE(Power over Ethernet)E X|&3}= RJ45 O|Eul 74l E

=
AH HEQI 0| S(STP)S ALE30 MES HZASHOF StLICL HMES WEHIN HAS= ZE 70|
=22 58 8L E flot Ao2YUCE HERI X7t HE=AL X|FOf mat SX|=[J=K| 2 QIS A
Q. wwwaxiscom®| MX| 7I0|E0AM FAE QA CHsH XtM|S| LOotEAIAQ.

e #HYH

+ 2rj Y¥ - AHZR 00|13 £ 2he ¥F AHYL M2 E fleh 35mm YE YL

[

17 2 3
2L o
18 2 3 zalu
HEY OO A(YHES MY FF0f A | MEE H2 YHES M PN
2) E&= 2ol

43


https://www.axis.com

EX|
A

o

d &4

iiE
ME 1 HEY 2o, 2

o

50 mA

0 ~ Z|C§ 30 VDC

0 vDC

12 VDC

A[t) 23

0 ~ Z%|C§ 30 VDC, 7jgt
E g ¢l, 100mA

L=
[

2tel,

[

AT

CcC

orol A (

311, “Hot”
PABL2)

Hzle 88 0ro]3(

q &

iTE

o
ME 1l HEY 22, 2

C] x|

A

o
orle &9

o

=

I
Al
o
|Ct.

i

=

20|
L

.
O:

F

=

<)

oF Mt

2| 0{(DC FX|)
L|C}.

& 28l of

44

<k <
ol =
BITR Y S
o | IW
— | —| = il
2|55 = om =
R RD| R > ® .
Q = )
<3
|_M_b m VA_H_ 50
=T U3 e
.. & Kot h
oo = KO
s oty o _
Kir .AH_H of E._W
mj ) E_Emo mH T
o gl Uy 13
S I S ®lan
- - T i) o
Yla) | m T = ux
Aol o d J3
Slml ¥ < Qo o . ©ld
S8 w| = —m UT ds
< | m S x 1 <E
WU - el s WOL = M_H_ = O ||«
2| o R pril _Aonr._ Nl o3 od
T || u_.s «“ . O J|»
. T 15 oF
p|z=|m| It oF_ M.. L Rier O )|~
| < |&| o 5 ol ol al-
oF Fop w 0w BIK
70 0T o N leo
_ HE =  on KM
47_._q._=__ uoor W oo KOH
Bl me R0 Ho IbE
o Aok Emﬁ W ﬂa_a
. 0 su, oHP T oubw
i % 8 =% - o3 r
K < =° % T oF =
o o N>y w30 a
) N RS T
= = =
o | ol o o Ul 5 X om =9
<A m._u mn_uu w| & ﬂ&. Eﬂ op Al
3 = m =
BB | o g £ T me
T | 10 K0 o) P@.._ n c mr
S = - R Lo Iju
- | 34 —_ w | oo MJ
ol T| o gy KW AL AR g
ol Jl o< 81X ol #mE —
u|l=| O_ ﬂ o =0 € o
|2 m| & Q @< W o@gE w 10
i<z M Q ¥>S KM T RY g ~
N N Ho "ot Wl TOX <

DC ®X|

ol

AXIS C15 Series

AL



AXIS C15 Series

AL

) (&) (o) (uo]

1 2 3 4

L)L LI

TR,

4.7 kQ

DC &HAf

DC &2 12V Z/Lf 50mA
vo7 #ajE ggoz AyE
Vo7 4oz 78

N WN N~

45



AXIS C15 Series

API &3

API 3™

VAPIX®L Axis®| 27§ APIOjZ2|# 0| m2 2§ QIE I 0|A)QL|CH VAPIX®E
Ae e BE 7|8 MO == USLICH TX VAPIX® HHAO| WM ASHEH

Community(axis.com/developer-community) O] 7t ASHMA| 2.

g E2EtXM0 BEE YHOL <deviceIP>E HA|O| IP FALL SAE O|F22 HiEL|C)

2780| Atebg L L

T2 A
APl HHO| SA| HAELICH FXE FFoHAL HEHYSHEH 2=
of, Hd E2 A ELIC

of:

SR PNES)

2%

http://<deviceIP>/axis-cgi/restart.cgi

ofl:

X 57 282 QRE29 482 7|2URE HEF2X IP FAs |X

2%

http://<deviceIP>/axis-cgi/factorydefault.cgi

ofl:

X WEY. E2 P FAE 2ot BE 4EE J|2ULE EHEHULL

2%

http://<devicelIP>/axis-cgi/hardfactorydefault.cgi

of:

2= ZX O 25 27

2%

http://<devicelP>/axis-cgi/param.cgi?action=1list

of:

C/H OfZt0lE 7} 27|

2%

http://<deviceIP>/axis-cgi/debug/debug.tgz

o :

ME EaM 7HHR7|

2

http://<devicelIP>/axis-cgi/serverreport.cgi

ofl:

300 HEQYR =X WA

2%

http://<deviceIP>/axis-cgi/debug/debug.tgz?cmd=pcapdump&duration=300

ofl:
FTP 23}

2%

http://<deviceIP>/axis-cgi/param.cgi?action=updates&Network.FTP.Enabled=yes

46

S5 Axis EX[0f
Axis Developer

NE =


https://www.axis.com/developer-community

AXIS C15 Series

=t

API ™
o :
FTP H| & M3}
28
http://<devicelIP>/axis-cgi/param.cgi?action=update&Network.FTP.Enabled=no
o :
SSH =M 3t
84
http://<deviceIP>/axis-cgi/param.cgi?action=updates&Network.SSH.Enabled=yes
o :

SSH H| 2t d 3}

¥
http://<devicelIP>/axis-cgi/param.cgi?action=update&Network.SSH.Enabled=no

47



ArER HENM Ver. MI11.2
AXIS C15 Series SR 118 2024
© Axis Communications AB, 2022 - 2024 BE W, T10177746




