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« AXIS Audio Manager Edge — A 12 A|AEHIE QC|Q 22| AZEQ|0]. B 0{7} 10.0 0| A
ol BE @O ZX[Of AHH EX| & dEf= NS E LT
- AXIS Audio Manager Edge AFE X} & F A

+ AXIS Audio Manager Pro — O F 27t A|AHE 15 QC|Q 22| AT EQ
- AXIS Audio Manager Pro A& X & 3 A

« AXIS Camera Station Pro — [ 1 2 A|AHIS Q|5 T2 A& 22| AT EQ.
- AXIS Camera Station Pro At X} & FHA{

KMot 82 2L/ #2] £ ZEQ 018 HESHAL.

O HIC|RF A3t O] EA2 B HTEH 2 2 0| SOt AL,

HEYI 2r]|2 25 HH4] o 2 g/L|Ct.
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A0 HAEE AAlsto] A4 QX0 ALH 7t o| =5t T 2 &St X| 2holgh = QELICE A
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7| I8l X[Xt= HAE S0 AL|F{te| ot 2| F K|S of g LTt
1. ZEX| QEHHKO|A >Audio(2C|2) > Speaker test(AL|7{ H|AE)Z 0| 5¢L|LCt.
2. QUL KX E E7Y5t2{H Calibrate(2H)E S 2L}
H|

Axis M E0| EFE|H AMEX| 20H HAES &l = ASHCH
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1. Light(=%®) > Profiles(Z2 )2 0|55l | Create(MA)E ZSElstL|C}.

2. Name(0| &)1} Description(dH)S = gtL|Ct.
3. Z=2ntof st &5t Light(ZFH) 2782 MEighL[Ct.
4. Z9Y Priority(2M =%I)E 45l Save(HEE S LTt

5. ZRIUZ B ¢ 2 2YokD Edit(HE)IS MBI

Clo|& E SIP(P2P) A

S Yot IP HELA0| U= A2 ALEXL O|O|ME 7H0f| S410] O|F0{X| 0 PBX MH 7t K|S =
Ue EEo 7|50 ER YoM m|of & H|0|E AFESHYA|R. P2P 2t& HAlS I & O|5ista{H &
=2 FA5HAIR
A7 S0 st ZtMot L& 2 gt 52 R ASIHAIR

1. System(A|AEdl) > SIP > SIP settings(SIP %) Z 0| 55|11 Enable SIP(SIP /43| & MEH

K| 7F =4l 2 2H| 812{ T Allow incoming calls($=41 & §| )2 MEiSHL|C}
Call handling(&2} A 2|)0| M St A|ZF =0t & X| & AlZts AFeL o
4. EE(Ports) OfZOj A ZE HSZ QlaistL|C}



- SIP port(SIP ZE) - SIP EAI0| AF2E|= HEQ3 ZEQ|L|CL 0| ZEE E3HAIS
Ejo2 Yo oth[X| RiSLICL 7|2 LE Mo = 5060 L|CL HRot ZR OHE ZLE
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- RTP start port(RTP A|Xt ZE) - SIP 20j| A &1 HR| RTP O|C|0] AEZI0| AFRE|= =
EE YUHSLICL OIC|Y &9 7|2 AR ZE = 4000 L|CtH Y2 HolH2 EH &
E H30|M RTP ECf LS AtEheh o= ASL|CH L E ¥ = 1024 ~ 655350{ O gfL|
Ct.

5. NAT traversal(NAT E1}) Of2{{ 0| A| NAT E1}0f| AR =2 ESS MEASHL|C
H|

X7 NAT 212 B = ot £ 0 = HESIM HZE O /U= 82 NAT SIS Aot
AL XtMet LIE2 & EZ3taA 2.

6. Audio(2LC|2) Of2H0f| M SIP Z20f L8l St= QL EX S JHFl 8Lt 0|40 @C|Q A
= UHYLICE 24 =9 =M E #HEsHE 20 S LL
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- UDP-to-TCP switching(UDP2} TCP ZF F 2t - UDP(AHE XL H|O|E{
MTCP(HS MO Z2EZ)Z HS ZZEES YAHOZ W5}
l | 0 LY =

A= BF HHEH2E LX5H7| S LT

- Allow via rewrite(CtA| 2A7| & Eolf 5{8) - 2t REQ ZEEPFA UM ZEAHIP FAE
Hif2{™ MEdetL|Ct

- Allow contact rewrite(¥2tX CIA| 27| 5| 8) - 2IREHO| 2 IPFA A 2AH 1P
FAZ 820 Mefsii|ch

- Register with server every(gt4 M 0| S &) - ZHX|ZE 7| & SIP A -0 CHst SIP A H

of S5 =g YL

- DTMF payload type(DTMF H|O|2E §3) - DTMFQ| 7|2 H|0|2Z2E S S HATL
C}.

8. Save(ME)E LIt
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1. PBXZSEX0|A CHE AEE QXL T}

. AF2XHID

- =02l

- RTP A|&t ZE

2. MA™E =715,
Account(+4|H)E =

3. PBXHIZYMZRE We fRHES Qg
4. Registered(SEE)E MEHSIL|CT

ystem(A| AEll) > SIP > SIP accounts(SIP A|’d)Z 0| =511 +
StLCH,
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2 PHELCL T2 AFBOI0] AMS E2( 72 & UELICL 012 S0f, HX|7F A Z0| nfe} =
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AFNIB| LOLE 2T Of#IE £ A55}7] 7H0| EE SHoIstN 2
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O oAM= AL HAETZ) HINSHH FO| &l =4 X0 A O|H e S EWEE QL2 X7t 9 &
LGt 2 0)7 HAE &= Of Y 18:000] O| RO X[ == 1+ & L|Ct.
1 2OAHAE LY EE:

1.1. 2 K| QIEH O] A > System(A|AE) >Events(O|HIE) > Schedules(2d)2 2 0| 5%
L|C}.

1.2. Of & 18:000] A|ZtSHD 18:010) B2 E|= YES M deL|Ct 0| &2 'Daily at 6pm(OHf
U 23 6A|)'E X[t CL
2. O|O & =AIK} Md:
2.1, 2 K| QI H| O] A > System(A|AE) >Events(O|HI E) > Recipients(=24lIXHZ 0|5t
L|C}.

2.2.  Add Recipient(=4IX} =7} E S &!etL|CL.
23.  Bb= AtZ 0| E & 'Speaker test recipients(AL|7{ HAE BH= At2h'C 2 X7
24, Type(F¥)0| A Email (0| 0| )2 1 E8 S LT}

2.5, Send email to(O|H| Y HLH7|) Of2{O| A =L Xjo| O & 25 ASTLICE HES
AHEOHO] 02 A8 FESHAL.

26.  EUW AR OO Y A GO CHot M QEE
27. Test(HAE)E 2&/6l0] HAE O|H LS EHL|CT

=1
25 Ol 2 S5Aks O 2 O|of Laf 10 FAMSH JEYS = 4I0tHAM AAERIE 2 HE IS
AL 2= A2 Hotshy| (s 2o HE S AL HE X &L o|HE A HaS X
Ste{TH O|H Y SeAte| Hot YMS 215 AR

2.8. Save(XZhE ZzlstL|Ct

)l
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31, &X| 2IE I 0|4 > System(A|AEl) >Events(O|$l E) > Rules(8)Z 0|5 3tL|Ct.
3.2. Addarule(& F7hHE Z=lgtL|LC}.

33. B0 ticto|E= YHLICL

3.4. Condition(&El) Ot2lj0f| A| Schedule(¥™)S MEHSI D EB|H SE 0| A MEH
35.  Schedule(7) Otz o A| L (Daily at 6pm(TfY 25 6A]))S ME#BHLCH.

3.6.  Action(iM) Of2l 0 A Run automatic speaker test(X}5 A L] HAE Aldl)S M
ENSHL| O},
=]

3.7. Save(XZhE ZelgtL|LC}.

4. AOAHAEJMAIE I O|H| S Elf= 2AHS AETLICH
41 ZX| QEHHO|A > System(A|AE) >Events(O|HIE) > Rules(&)Z O|s&tL|LC}.
42. Addarule(& F7hH)E =gt C}
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43. E0|Cist 0| Y BtL|Ct.
44, Condltlon({_&,l'EH) Ot2}j 0| A| Speaker test result(A |7 E|AE Zah)E MEHSHL|CT.
A

45. Speaker test status(A 1|7 E|A E AEY) OF2 0| A| Didn't pass the test(E| AEE &
WX ZSLEHE e T

46. Action(2iM) Ozl 0f A| Send notification to email(O|H|Y 2 LTl ME)S MEHSHL|
Ct.

47.  Recipient(3=41X}) OF2l O] M 5= A X}('(Speaker test recipients) AL 7 E|AE $=AK})
= MENSH|C}.

48. M= HAIX S YH5t1 Save(XF)E S LICE
7HIEL 7t A2 AXI5HE 2|2 /Y

Axis HIEQII 7IHZH7F 2M S A [ 2L 28 S MYst=E L FX[S &

g Seec,
+ Axis QT @ FX|Qf Axis LI E |3 Fho 7t S UsH H E9| 30 RLofof STt
« DM CIEM OfE2|AH 0| MO| FEEOf A1 ZHH| 2o M A& S 0[O0 oF gL Ct.
1. QC|Q =22 a3 FH|:

11. Audio(2C|2) > Audio clips(2C|2 )= 0|5 gfL|Ct.

12, QC|Q 229|ZL * > Createlink(¥3 SHS7))= S 2IstL|C}.
13, SYgu=s 250 i4E S-S
14, =2AHOIO|22 22310 A S = AFgiLCt

2. oM 2 AHAL
2.1.  Settings(d%) > Events(O|#Il E) > Recipients(=4IX}) Z 0| 58t L|C}.
2.2.  + Add Recipient(=4IX} F£7}H)E S =L C}
23, $AXto| 0|2 W"mﬁn"eu 43t Ct
24, Type(8¥) CECHR 2204 HTTPS MEiSHL| L}
25. URLZE=O 2E|2 XHK|o| M E 232
2.6. QC|2 &Ko AFRX} 0|2 Y IjAQYEE ¢
27. Save(MZEhHE Z =g}
28.  Rules(2)Z 0|53} 1 + Add arule(E 7hH2 2Lt
29, M 20| O|Z(0]: "2 MA")S YFLICY.

2.10. Condition(Z=Zd) 5= 9| Applications(0j Z2|#|0| M) Ot2jof| M H|C|2 2™ C|ElM Cf
ots dER Lot

H|
HIC| @ @4 Tl MOf Lot 840 8l 22 Apps()2 0|3} AXIS Video Motion
Detection2 S22t C}2 T M C|EIME ZAL|CE

2.11. Action(®M) 5 =0 A Send notification through HTTP(HTTPE Eoj| L&l HE)
MetstL|c

2.12. Recipient(F=2X}) Ot2 0| M =AM XHE MEHSHL|CF
2.13. Save(MZhHE ZS=lgfL|Ct

T

i
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DTMF FHO| A0 V&S| H QL E SX|SH=F O|H
System(A|AEll) > SIP > SIP settings(SIP 7)o 2 0|52t L|Ct.

Enable SIP(SIP &A18h 7} HX Q=X| EHolstL|C}.
7{0F St= 42, LIE 0] Save(XM &) 2 25t= A

mjo

QIX| O A 2.

3. SIP accounts(SIP A|d)2 2 0|5 gL}

4. SIPHHE Fo A=, + > Edit(EI)S S

5. DTMF Ot2{{0f| A| + DTMF sequence(+ DTMF A|&A)E 2 &|3tL|CH

6. Sequence(A|AH2A) OtZfo M '1'S Y THL LY.

7. Description(dQ) Of2|0f| M 'stop audio(2LC| L2 FX|)'E = StL|Ct.

8. Save(M¥)E SELIC|

9. System(A|AHl) > Events(O|HI E) > Rules(£)Z 0|55} Add arule(& F7h=2 &L

C}.

10. Name(0| &) Of2{0f| M 'DTMF stop audio(DTMF 2 LC|2 TX|)'E Y=gt Lt

11. Condition(%EH) OF2Z 0| A{ DTMFE MEHSHL|CY.

12. DTMF Event ID(DTMF Ol E ID) O} 2} 0f| A| stop audio(2LC|2 EX|)E MESHL|C}.

13. Action(2 ) Ot2[i 0| A| Stop playing audio clip(2C|2 & M SX|)E MEiSHLICT

14. save(X&)E SELIC,
T4 SIP E2}0f Clist 2C|2 27
SIP HelS g [ 202 28 S Mdst=s &5 28 = AaHt
QLR SEO| Z2E 2 SIP 5310| AAs2 2 SESt=E It 82 28Y == UFLICEL Ol= L&
w2t 0| L KX ZHO| A= AtEe| Fo|S 2H7[A|7| 1 Sl 2| dS Fotd = 420 7&
5 ULSLICE Ol = QL FA|0]| SIP &L 310] $3ML|H QLI HA|= QL] BX| 2X0f U
= AEO|A Z5t7| flof 20| S &S WAL L 202 S & 0| SX|EH 20| FX[o
K SIP S310] IS0 2 SHdtn Y2 WSl 9C|Q B ZHO| Qe A 2ol S40] 0[20|H
A ol |}
T Mg

SIP AX =l 3}

6.
7.

0
T

2t KO IP FAE Y5 AL el K| QIHL|O|AZ O|sg LT}
System(A| AEl) > SIP > SIP settings(SIP %) 2 0| 53}0{ Enable SIP(SIP &/d3sh)&E MEH

K| 7F =41 22 A Sl2{ T Allow incoming calls(=41 2 5| 8)5 MEiSHL|CT.
Save(MF)E S LICh

SIP accounts(SIP 4| ) Z 0|5 gL LC}.

SIP A1 G0l Y, ¢ > Edit(HE)S SYBLICH

xS SES M3 AL

SIP E3} 241 A| QT|Q TAY:

1.

S A T

Settings(d %) > System(A|AEl) > Events(O|#I E) > Rules(8)Z 0|31 E2 F7tg Y
Ct.

S0 tict O] E= YL

A
HEl FE0M M= 28-S LT
HM ZZ0fA Play audio clip(2C|2 2 *’d)S M= L CH
SH S0 Mste= U2 S WL



- 14 . — —

O 2YS HrEY QS MTLICH 02 "3 # X4 o0j3Lct
x

e 20| +f‘1%‘ = SIP &2 Poﬂ Aoz SE:
1. E(I_ettlngs( M) > System(A| Ell) > Events(O|HI E) > Rules(E)Z 0| 53}0] ES2 F7et
2. 20 jgt 0|2 YELICt
3. & FF0|A Audio clip playing(2C|2 2 Ifd)S HE LT
4. Use this condition as a trigger(0] ZZ1 2 E2|H 2 Al8)2 S}
5. Invert this condition(0] =74 HtH)0f| EA|BtL|LC}.
6. + X FIE SN O|HMEQ| F HW =S F7hefL T
7. ZU =20 XM State(HEH)E MEHSLICE
8. JEf FF0|M M= TS =L L
9. UM =ZZE0|M Answer call(E2t SE)S MEISL|C]
10. Save(XZhE ZzlstL|LC}.
Cl2Zgolofl HIAIX] 2 A5}

NE 2T C|AS 0|0 HAE HAIX] EAL:

1.

© 0 N LA W

2 Bl Xo| Aol P FAE Q245l0] ¥ QIE{HO|AS ULt

System(A|AE) > Events(O|HI E) > Rules(&)Z 0|5 gtL|LCt.

+ Add arule(& F7hHE ZSzlgtL L}

2 0|22 x| ™S C}.

Condition(ZZ1)0| A{ Manual trigger(+& E2|7)E MEISL|C}

Action(2 M) 0| | Speaker display notification(A L|7{ C|AE2{|0] LTS MEHSHL|C}.
Message(H| A| X]) 0| AT|7{0] EA|S SHAES QaitL|ct

T Qof uat Ly X WEE A Lich

Save(®E)Z S2/8L|ct

. 20| AN UA=X| =elghi|ct

AN -

. Manual triggers(+& E2|AH)Z 0|sgL|LCt
. Trigger 1(E2| A 1)& AL|LCt

O[M| &&ol A2 ™ESE L

MME A3 LED EE|A

o Uk wN

& 22X 0| AT[FHO IP =45 Y=o E AHI0|AF FLL
System(A|AEl) > Events(O|$l E) > Rules(&)Z 0| s 2tL|Ct.

+ Add arule(& F7hH & 22/ LI

2 0|22 X|ABHL|C}H

Condition(ZZ1)0f| A| PIR sensor(PIR *1Ik| )E MEHSHL| L.

Action(2 M)0j| A Light and siren(ZH 5! At0|&l) > Run light profile while the rule is

active(S0| &/ ArEjQl SOt x™ ugrq-oa M) 2 MEASHL|C}

—

=
E
Profile(Z 2 I}e)0) A A1S LED Z 202 5 8}L+E MEHSIL|CHIHQH 912 LR A S JhK 2
Save(I-|I|' = Zaist|c}
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AXIS C1710 Network Display Speaker

# QIE{H 0|2

gXo| W AHIO| A0 HEota{H B 22t X0 ZX|2 P F2S YHIYAL.

=

H| 2

o

O ye b ee oz oz smaun.

S Arﬂxr o 0= Chgo

ojo

ZE LT

M.
% —_ . —t
« < Change account(A|d HZ): S| AFo|lA 20tk A AHo| 2QItL|Ct.

. EI:—)Log out(210}2): S x| A ™0 A 20Tt L|LCt.
" A=) B o0& CHE 0| ZEHEL o
. EM GO|E]: 7{QI- 80| OFH BBt X H|0|E{S 2820 248 HA|Q.
. Feedback(T| EH): Al2X} AH S M= [ £20| = D EHS ZQ8AAIQ
+ Legal('dE): 77| & 2tO[ A0 Lot SEE SLICtH
« About(FYH) AXISOSHT 2 g M E motot X HEE SL T
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! c
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o AN EX M WS STFHCZ ANSHIAR. B 2HO|MAE |2 dl5HA| o B 2y
MEf2 SX|=lL|C}
A| AE
AlZhap g a
SR L AIZE
AZE A2 3 BEetR el ¢10] 278 what S LT

21



https://www.axis.com/products/analytics

Synchronization(S7|3}): 2 X| 9| R U A2t 57|13 M S MESHL|CL.
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S M| FX|7F 7| Ch2{OF Sh= %[ A[ZHS M EiSL|Ct.
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L|C}.
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H| D
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. Format(EH) Tx|o| 9ol AT S Q2{e [ ALBE HAIS MeletL|ct
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. Longitude(ZE): ¥+ gtS BXXIOM EZS LIEFHLICH
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+ Label(2h): ZX|0f Tt Mo ZetEl 0|22 tL|ct

. Save(ME): BA| 9IXIE MAS2 W 22 LICt

HE/I
1Pv4

IP

=

Stz = of2f B MEBHLICH Ch 20| LIE 9|20 Choh XS IPOHCPYZ A ErLCY.

IPZA KO DQBHP RAS YSHIAIQ NHIP FAL 24 FAJL 1R A ZHol8 s
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[e]
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S Ol 2 MO A 2HEEEl H 0| X| of ChS QS B2 K2
NEP TTPS QIS M Z A} z

FefLC S ME d ot X[t H

Hu
0.
o mjo
HL
02!
O
rr
o I

X7 HTTP HTTPS t2= HTTP and HTTPS(HTTP 5!

Allow access through( MM A S L) AIR

HTTPS) T2 2 & CHS Sof HXI0) AZHE =2 5{8X| MeBLITh

B[
HTTPSE S3ll 2ot & HO|X| & E= 8% £5| HO|X & M3 28 I 450 Mste =
i
AN H

HTTP port(HTTP EE)AESHTTP ZEE 3L CEH &X E 4-65535 H 2|
o BE TES S|QBLILL BRI 2003 A% 1-1023 HPjo| EES A £ ASLICE
ol welo| mES AHetel ot mAIELLE
HTTPS port(HTTPS EE) AT HTTPSZTEE
#olo| DE HES o ZEHL|CE. B2 X2 21018
it of #olol ZEE ABSHH 7t EAIELIT
3% o

Certificate(QUS A{):

HEYI HM ZRES

Bonjour®: 4 EQ I 0 M Xt5 M S 5 85t2{H 0| S8 S HUCH

Bonjour 0| &: H EA 0| EA|S 0|2

mjo
oo
It
ot
-
|
N
rhr
o
o
rlo
02
>t
o
o
=t
<
>
(@)
-
B>
()
-
i

=]
UPnP®: | EQ/30IM XIS HMS 5|85t B 0] S42 ZLICH
UPnP 0| 2: | EA0| EAIE 0|22

i

o
C
il
N
rir
o

E2 X 0| B MAC =L CL

ol
=
WS-HM: L EAINM Xts HHMS 5| 8ote{E 0l g
2

LLDP 3! CDP: | EQ| 0| M Xt& HAMS 74L|C}. LLDP 3! CDPZ 11M PoE
Fel A0 X|Z0| 2 & QU LICE Pok Ml #4110 BHetsh 27 S o) Z5t2{ B L= 2 of PoE M
9344 B0 2 PoE A9I%|E RABHLICE

E- N

24




Http proxy(Http ZEA|): 5| &= FAlOf| 2t 2 EH ZEA|SAE TEIPFAE C
Https proxy(Https ZEA|): 5|8 5l HAI0| I8} 22 T2A| SAE TP FAS K| HELC

HTTP S HTTPS T2 A|0f 32| = HAl:
s http(s)://host:port
¢ http(s)://user@host:port
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Authentication method(21Z HitH):

o
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+ CHOINAE:O| Y2 Y HEAIE Soll =otel A ES TESH| WE0 o &
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SNMP(Simple Network Management Protocol)E O| 23510 H ERA HX|E /42 =
s

rk

1|

e
N
$0

SNMP: A28 SNMP A S MEHSHL|C}.

« vl%v2c
- Read community(2{7]
oto] 9= HELE| 0|2

o= -+d A

- Write community(227| Z{FL|E|): X| &&= 2 &
7| Moo A= HRLE| O]
L|C}.

- Activate traps(E®H 2/d3}): EFE N E S35 H HAMA|
£5}0] S0t O[HIE L=
Ol E{ | O] A O A SNMP v1 2l
$2 5174 Lt SNMPE 1181 E210]
SNMP v3 22| Of 22| 0]

NMP 24 0] o 9)7] = 44
2 xl2)). 7= 2ke MY

mjo
()
I
of
-
I
o
N
™wn 0
oo

[m
1

- Traps(E#):

- Cold start(EE ELEl): R X| 7} A|ZHE [ EY HA|X|E 2HL|C}

- Linkup(33 ¢): 237 CtRO|M P2 HEE FR E
Ct

- Link down(d3 C}2): @37 HO|M 22 HAE 42 EY HAIXIE
HHML|CH

- Authentication failed(Q1Z AlLf): 01 A|Z 7} ATI|SIH E2H QAKX 2 E'H
L|Ch

i3
=
>
A
i
HT
1
-

H| 2
SNMP vl 2! v2c EHS 740 B E Axis H|C|Q MIB E240| ZA 3}l L|C} XFM|3H LIRS AXIS
OS Portal> SNMPE £t S}HA|

2.
A HOH A2 S M St
[} H

« Vv3:SNMPVv3E= 2535} Q! HCF ot S H M QILICEH SNMP v3E AR
St 227 HTTPSE Solf &S E|E 2 HTTPSE &/d3ldts A 0| S5 LICH ESH HTHO|
A= A7 42 ot X| Q52 SNMP v1 8l v2c EROf| M| ASH= A4S WHX| L C
SNMPV3E ALl A2 SNMP V3 22| 0 Z2/A[0| M2 S8 EY2 MEE = Y& LT
- Password for the account “initial”’ (‘X 7|"' A 2| T AL E): O|E 0| 'initial @l A

O] SNMP If A EZ Q&S| Ch HTTPSE SAS}ISIK| YD E IHAQEE Mast
% QUX| PESLX| QZLICE SNMP v3 TjAQIE = St HEH MRS 4 97 HTTPS
7t 2 otE 3202 A-St= A0 ESLCE AR ES H7YSH A9 E IE
7O O] EA|E|X| &L CH IIAYEE CHA| 278512 X E ST 7|2 23

=]
O 2 XA ™ of stL|LC}.

HL
2

re
ol
x
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(22}0| A E/AH Q1= A{)
SEI0|HE/MH QB ME X IDE ASSHH XA MY = 2 CA(RIF 7|20l A
a2 = USLICHE XA ME QIS A = KMotel E5E MSHH CA LM ASME 7| ™

T_LMlzl
MA| Mg 4= ASLICEH

« CACQZEA
CA SIZME AL30] T|Of QB ME QAISTILICE 0|2 SO, KX| 7} EEE 8021X2 B &
S YEYT0| ZE A2 15 MH{| IDE ZZELICh ZX|0fE ofa] AHof AbH HX|E

Il%Eli S{AlO [|-°_||- 7}-§|__||:|.‘

— O = =
.  QOI=M HAl: PEM, .CER, .PFX
Ol 7| HAl: PKCS#1 3! PKCS#12

AKX S DA ES} A 7202 A RE OIS M7 AKIE LICH AFH MX|E CA QI5A
Jh CEAl M X E L

+ More(t| 27|) ™ : ZtASIALE MEIE 27} WES HAIEL|CH
« Secure keystore(E.Qt 7| K& LA): 7|9l 7| E 9t SHA X ZESHE{ H Trusted Execution
Environment(SoC TEE) EE = Secure element(H Ot @ AN E At2SIE E MEHSHL|CH, A EH

St HOF 7| MA A0 Chst XFA| Bt LH8-2 E2{H help.axis.com/axis-os#cryptographic-
supports & XSIMA| L.

« Keytype(?| ). 2ISAE E=ol{H EESOE SE0M 7|2 Y=t Z02[SO[LE O

=
= ot ¢na|5S MERstL|Ct
¢ Abglof OHe O 0= ChS 0| ZBhE L C)
~

L

o

+ Create certificate signing request(QSM MY @8 MM). C|X|E ID IS M E AHEL7|
Qs S5 7|20 2 IS M ¥ S ddgL L

Secure keystore(H QF 7| X{EA)®:

« Trusted Execution Environment (SoC TEE): 20t 7| & A2 SoCTEEE AI252{H MEH
L Cf

+ Secure element(EQt 2 4)(CC EAL6+, FIPS 140-3 Level 3): 20 7| H&A0| EQOt QAE
AHE5te{H MERBHL|CY

HEHI 2 Ho X =3}
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T
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Firewall(2ts}): iS5l S 2t 5}6le{ ™ ZL|C
o_l_

no
]
o
Q
c
-
)
S
a
=
N
re
o
2
M
=2
x
i}
u
A
51’
rir
e
Y
FO
ot
mjo
0L

SHHO| Of A M ex| dEigtY
Ct.

+ ACCEPT($:): TX|0f [t R E (A & 8ELICL 0] M 7|2 MHE|of YL LC
- DROP(H&): BX|0f (3t 2E ¢i2 st|C

=
OF

=
+ New rule(\] & F7}): £ 451248 S =T LICH

Rule type(£& §%): o
« FILTER(EHE): 20| Zol& 7|= 0t LX[St= FX| 2| AZ S 5{ESHHLE ALEStE & e et
L|c}.
- M eholH S0f L) Accept($=2) == Drop(H&)S MEfBL|C.

- IP range(IP M Q|): 5{ &5t HLE X EHet =4 HR|E X|HSI & MENSHLICE Start(A|
=H 2 End(&)0| M IPv4/IPv6E AFRSHL|C}

- IP =4 5|28} 7L} AEHStE{= =AZ QI 243HL|C}. IPv4/IPv6 I = CIDR HAIS A
.9.ol-|_| |:|-

- Protocol(Z2 E&): 5{ S} Lt Kpthed
El

MBSt Z2E 22 Mot 2

— o
- MAC: 5| 25| AL} XSt = X[ 9

HEQAIA Z2EZ(TCPUDP == E CHE
JmE & X|H80} LT,

S AC TS AL CH
- Port range(Z £ U 9]): o{ 3}7{Lf Attt L E HR S X GO E e gL ot

Start(A|Z}) 2 End(8)0] 7L Ct

- Port(ZE). 5| &5t AHLI A CHSte{= L E HS 5 Y L|CH ZE HS = 10 M
65535 AF0| 0fOF &FL|C}.

- Traffictype(E2T 93): 58317 Lt XTHlel s 2T S MegLIC
~  UNICAST(SLIFHAE): THY SHAIX{7} THY S AIXFOI A R L EjmielL|

C}.

- BROADCAST(EZEI|AE): Ct EhMXI7 HEQFo B E X2 ELf=
Egfj=eiL|Ct

- MULTICAST(HE|F| A E): StLt O] &f 2| = AIXE7} SfLt O] & 2] =4I KO A 2
L= EciE & LCh
«  LIMIT(Hgh: 20 Fol& 7| =1 LX|o= HX| 2 AZS +&HoX| 2 Mot EAfH S =

0|7 ?iell Mets MH-8oteH MEgtL|C.

- IPrange(IP 'H?|): 5| o[ HLf XTI =4 HRZ XYoL F MEGI LI Start(4]
) & End(8)0f| M IPv4/IPv6 E AHERFLCY.

- IPFA S ESIL e FAS Q2{3HLICE IPV4/IPV6 = CIDR HAIS A
23t C}.

_ Protocol(ZE2 E E): 5| 25} HL} X}
MEHSIL|CH T2 E22 MEY PE’

- MAC: 5| &3} 7{Lt At EHSEA = F K| 2

- Port range(EE H2): 1%6}7{ L} XpChst
Start(A| %) S End(8)0f Z=7tetL|Ct.

- Port(£E): 5{ 85| AL X}CHota{= ZE Ho E QHSIL|LEL ZE Mo = 101N
65535 A}O|Of OF ©+L|LC}.

Y EXQI Z2EZS(TCRUDP E&= E CHE
S 2E E X|d sl OfF tL|LCt.

~ Unit(EHS): 3183} LE AHEHS o] Rue ekt
~ Period(7]Zh): Amount(R1)2} B El A|ZH 7|7k MeEdgtL|ct
~ Amount(3l%): A4 5| Period(7|Z) L0 BX|7t QS 4 QU AT S4E M

2 LI 2|0 242 65535 L LY.




- Burst(tH{A E): 27 =l Period(7]|Zh) =0t of H A
A= AE slE =
HAEE A0S EELCH

- Traffic type(E2i T |): S 5L X HSH= E
- UNICAST(RFLZHAE): THY ZAUR7F B =LA A EU= EfEH Y
C}.

- BROADCAST(HEEIF|AE): CtQ EIAXI7 HER TS RE AKX 2 E&=
=3 ZQ Lt

~ MULTICAST(HE|FA E): 8} Lt O] Abo] SAIX}7} SHLE O ko] 2= A RLO A &
e ezl

Test rules(& E|AE): Ho|st EE HAESIZH SEIgHL|CH
« Test timein seconds(X EtQ| H|AE A|Z
* Rollback(E%H): E2 HI2ESI7| T2l O|F ME{Z Yot

o
= =]
. Apply rules(8 ®8): HlAE3X %0 22 TS M S2ALLICE 0|2 H e e
ol K| LTt

MEXt X MHE AXIS OS QIS5 M

0

ZX[0f AxisO| HIAE AT EQO| EE= J[EF AFEAL X|H 2T EQIO|E AX|S2{H ALEA X[ A
FE AXISOS Q1S M7t HaetL|Ch QIS = AT EQO| 7F THA| AF KRt Axis H 50| 2[sH 5¢I

LI A=X OIS CEL AZELI0j= 3ot A Ho o A IDE AlHL[= E7d TX|0f| A2 Alis
T ASLICH Axis7} MHES @[t 7| & ERotD AL B =2 AxisTHO| ALE A X|H A& AXIS OS 2l
= 4 2L|C}
o (=]

—

>
i
>

o
Install(4%]): QIS AIS AX|5t2f P S2YLICL AZEQI0{Z MX|5}7| Fof ASM S Ux|8Ho}

A

A
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+Add account(AH8 F71): Mf A S 7ot S LT X0 100712 A& =7t =
OIA|_| |:|.

Account(A|’d): 17t AE 0|5 YT LIC,

New password(AH IjAQIE): A MO I|AQAEE Q&stL|Ct DA QEL= 1~64X Z0|0{OF THL|
Ch 2t 2k, PEH, A 7|5 £ 0l 75 3F ASCI 2XHZE 32~126)8F T A Eoff AR &

A& Lt
Repeat password(Ij A Q| C HIE): S S I AQEE CHA| LESIMA| 2.
Privileges(#oh):

«  Administrator(22|X}): .= MX 0| 2HH S| WM ASHL|C} BHE|AHe 2 AR S =7}, 9
HIo|E S XMAHY &= ASLICH

= T M-d

 Operator(2FXh): LSS A Q3 & AF0f AMAT = ASLICH
- (=)= System(kl_ JREES
«  Viewer(H0{): Y3 AT = U&= AHsHO| i LICH

| Mg % ool Ch 0] EEHE L O

Update account(A|d QH0|E): AN &8 HAE

L
Delete account(AH|™ AMH|): A &S AMN|SHL|CE root A ™H 2 AMX|et 4= 9i& L CF

SEEIETTES

Allow anonymous viewing(2d E7| §5{&): A™CZ EAQISIX| U0 =1L 2HEXE ZHX|
of AMAZ S Y= MBI

Allow anonymous PTZ operating(21H2| PTZ 24 5| &) @: ol o| AF2X}7} O|O| X|Of CH3H
o EIE Q=SS & QL2 S 7 2L L|C}.

SSH A|’d

+Add SSH account(SSH | Z=7}): A SSH A/ M 2 =71t H 22/t Ct.
«  Enable SSH(SSH &/d3}): SSH AH|A S ALR38F2{ ™ ZL|C}
Account(AH|’g): 173t ﬁl’éﬁ O|5& YL

New password(A| {22 E): A7 2| | A E S o HRLIC} D29 == 1~64X} L 0| OOF Bl L
Ct. AL <AL #573, Oe'—‘?'— 7|% S Qlaf FH5SFASCI EAHE S 32~126)2 A E0f AFRS %
EN

Repeat password(If A Q| E HIR): S USH I|AQIE S CHA| YESIMA| 2.
A% 43S YL NS ).

© Ago| 2 R0l Cho| I Lt

Update SSH account(SSH A’ AHH|0|E): AH £ S ®ET

J

L
Delete SSH account(SSH A AN|): AE S AN SEL|C} root A H 2 AX|e &= & L|CH

I sAE
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+ Add virtual host(7} A+

23 O] 7HM S AEE A}

Type(f4): AHE

MH 0| &: MH 2| 0| 5= Y= LT =X} 0-9, XA A-Z Bl 5102 ()2 ArE LI

Port(ZE): M7} HZE ZEZ YL CH
(0]

BAE FIN: M It 2AEE FItoE S L
8ot H dEdtL|Ct
=

=
2 S rds UEELCL 7|2 TO|HAE, 2 E1ID SO0 A dEfghL(Ct.

(m
mu o
1(%

HOo|EgtLCt.

=
Operator claim(2FXl @H): 2 FAt FG&o| ZtS st Ct

Admin claim(22| X} R &): THa| X} Aol ZhS QlastL| ).

N
Verification URI(ZZ URI): APIAIE QI E OIS & Q|5 ¢l 213 & st

|
Require claim(28 ER): EZ0| 00t S5t= O|O|HE =TTt
Viewer claim(Zt& X} 2 H): =

Save(M%&): 4/ 2

i Fxl. 04'6|-<_3_| 7|-% OIE#'(':'I-L_l

—

1=
MNgote{EH L Ch

OpenID T4

T2
OpenlDE At

S510] 210I% 4 Q1= Z OpenlDE T4610] 21918 If AFS
EE |2 RE 5YS
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otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

e
o

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l TEA|): ZTEA| A H
Admin claim(&2| X} 2 H): 22| X}
URL]/.well-known/openid-configurati
Save(X{%&): OpenID

Provider URL(Z2& X} URL): API ¢l
Remote user(@Z A}

Operator claim(

) X0 H_lH " %0
RI - oumo  prl  KTKIKO i
& = aK &g olllis —
pv) 5l £ oll s o S
o0 = 5 g w9 N
Hio <ol ur - w=g X 1
10 = =40 kjo™. o < Kl
= N —_— ﬂﬂ@A._mD o —
oju 1 <o U od o <
Klo = gqou N XEOL g RT
od < —_— Kq 1ol o Mol =l Mk
K r ke B ok El |
s . = ™ w {0 o .
$ o R = TR &
= I SoF.. gk Blgx g = o
- ol BROL (0 Rl @ g 2
> mﬁ_u ﬂ_w_mﬂ% oo S Kzl Ki m =
- K Lo 107 sod _. ==0[T jol
K o |._.ogo e AR 1 8l
D l SN0 K Mms T g o
Mo ] Ml . X~ B
Kd <= S TRANEE ©
H 1 BT o |
U 4 oiol L &oml Hol & KF o
LH O=n o~ o= el ol K
o oS o gl U< yiis Y T <
R o T | - oA JRzn DX0oT g o
n - L Mk = =X ol = K "M
& L] {0 T oo PI=do LRI @ m
= = ot | = Ul U M o x4
= o o jol [ N ._l._E_ur _A._ = 7o)
0 <k 0 = Mo Tt =TT o
= = = z U iy vjum Sk K 2 7o
o1 S foll = T DEL T Toorkm om0 N O
o] J =0 _/L ~N e) H
2 = - i {0 w0 Ki° 35 gLI=.__=__/ 1 w3l
il R < Lo ol = e~ il 2
o © . ofn |_./\U ol mmea:.: WﬁoM p H_u.AroMo > K4 xﬂO
o WW @__ KF ol Siiuo) WrRr @ =r20%0 £ & Wo
S Nm 2 owm W oEEg WOTE cmame 2 E g
) 2= o | ¥ 2 SoW XU EmEic T2 g
= 1o = ol s P! Swupm OFl Byl o o ..
o oo O © —_ 3 7ol /ﬂ\_.A._ QOUHL © X
< it & B2 FIW T Ny £ Z T
v 2 — < M Sz ETH = ukET = S t
o) 11]] 3rujl ] .. t._4mH_|J| Ta = = = O
.| = o H® I_I o SEH ST epom $ 5
—r I — — —t— -
w S I o T S SolE gl SUTIKr & _ &
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HE0= ot 22 A 48 & & €77t US = ASHL
L

Front-facing LED Activation: LiveStream(&H LED %t-5
8 AEEO0| #AEH 0| TX|of HEH LED7} 5440 2 HpR L L.

Front-facing LED Activation: Recording( ™ LED %£t-&: =2}): O0t0|37f 74 10 =30
FO0|M Q| HKX|o| MM LEDI| sM O = HHYL|CE

Front-facing LED Activation: SIP( ™ LED 2t3: SIP) : 00|37t 744 Q111 SIP E3}7
M LR FX|o M LEDIt =AM o = HHEL|CE L2 F X0 A SIPE &/d2ts0f 0
EB| A & Q& LC}.

=2 T Mmd

[l
0%

O [kt
rE0x
|m tot
un

Pre-announcement tone: Play tone on incoming call(QtL}] Bt& M MS2: M3 =4 A MS S
X ’d). 2|2 ZX[0f SIP 2 =0| O|F0{X|H X7t O|2| Ho|El @C|2 S &2 MlgL|Ch C|
@ IX|0of Cisl SIPE 2-datsljof gfL|Ch RO FX|0|M 2C|2 S EO| MM |= SoF SIP 2l
A7t AR E =2 ot X7t As L2 S2t0| SESHA| R =5 SIP AES F/dsiof & L|Ct
Pre-announcement tone: Answer call after incoming call-tone(QtLlf & M MS S =41 Mo}
MS 2 = Mt 8H): 2L S 20| ELIH =4 SIP =&0f| SEHEL|CH L[ FHX|0f CHsf SIP

[=]
g =tof| OF gL L.

ud ringer(AM|112{2 AWA2]): 2C| 2 FX|0f SIP o =0| 2Y5IH 0| 2gstk|of Y= S 0|
FolE 2|2 SEO0| LT 20| FX|of thsh SIPE 2d=talof & Lt

LS

H| D
FTP = SFTPS AL OLE S XS M3 Z2 T2 0|20) X718l 1.9 AMA BB S B
PLE R HR| DRI Q. 818t {LE HI Aok 8i O]l S5 SfLto] ofO[X|8t &3t 4+ ASLICE

|
=E0= gof chet § 22 eA X M F0i

H|
£|C 207 2] SAIRHE AW AE 4 LT,
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_|_

Type(Rd): S0

Add a recipient(4-AIX} £ 7)): S AIXIE X718t @ S 2Bt Ct
4AIXto| 0|2 Btk
A

A EH-

— ~1-

FTP @

SAE MHO|IP FALI SAE 0|52 YHYLICL SAE 0|52 YHSH= 32,
DNS A|H{ 7} System > Network > IPv4 and IPv6(A| Al > HEL|3 > IPv4 Y

IPv6) Of2j{ Of 7<|7é*>5|01 US| 2RISR

~ Port(EmE):FIP HH{JL B EE WS E YT 722 218
- Folder(ZL): mOIO x xrcg Cl2E2|o) AZE QUASIAA|Q. CIAEZ| 7} FTP AH

S
|AIX|ZF Al E L CH

|2
of ojo] ZXSHA| 2 H, E
o H ALE AL O| & YHSAL.
|

iy
- Username(AIX} 0| E): 219018
- IjAQE: 20182 I

=

| >
i)
[
ujr
o
1
Of
>
>
fo

- Use temporary file name(QA| T} 0| B AI). A5 02 MM El AA| Ot 0|22
EOYS 2Lt MEiSL|CL F2EE tEstH O 0| 50| )Ist= 0|2
E HELCL H=E7I STHE 42 &4 F 0| gLt 2Lt O[S YA| o}
AdS P2 = USLICEL O|E A StH Rt= 0|2 717 2= mHO| SHEX| & =+
AS L

~ Use passive FTP(:5 FTP AL8): T AX O ASI0| M K| Z 2 Ehad| ThAF FTP A1
O HIOJE HZE S & QLT FX| 7} T4 MH O Ciot FTP X 0f & 4| O] H
HEE 25 XHF —19% A2t L|CE Ol = YRt o 2 K| QF T &f FTP A{H{ ALO|0f
53} {0] 9l F Lol Bagc

- URLHTTP AB{O) Chot | =913 a0t 282 Ha|st ASREE YL
£ = http://192.168.254.10/cgi- bln/notlfycg| IL|C}

- Username(AI2X} 0| E): 21252{H AIE X 0| 2 QUESHAUAI 2.
- IARIE: 20083 HAEE YL,

~ Proxy(ZEA|): HTTP NH{0| Q1Z3}7| QI8 T2 A| MH{S STfsl0} 51 A T
ECER I ENaY

HTTPS
- URL: HTTPS MHE{Of| CHSE U ES{E F=4% QHE I1EI3* A EHEE YgetL ot of
£ =T https://192.168.254.10/cgi- b|n/not|fy cgi L}

- Validate server certificate(AMH Q1S A 2H0l): O] AXIE MEHSIO] HTTPS A{EH 7} A
M3 OIZ M2 MENSHL|C}.

- Username(AI2X} 0| £): 2 Q15I2{H AR X 0|2 S QAUSIAA| Q.
- HAYE R0 HAYEE ¢

- Proxy(Z S A|): HTTPS ME{ 0 AZSH7| ol Z=A| MHE SIHH0F ot= 87 &
st JSEE 7110 QB C}

[0)

HEL3I A2EZX| @

NAS(Network-Attached Storage)2t Z 2 W EQ3 AEE|X| & F7t510 LY S MY st=
AR AL S 4 QU LICH 01 S MKV(Matroska) If 34|02 X &HE L|TH

- SAE: L1|E 9|3 AER|X|Q|IP AL SAE 0|22 Q&S| C}

— Share(28): SAEQAM 28 0|2EE st Ct.

- Folder(=é=|:-|): OIS MEsHC|HERZ|o) GEE QLESIAMAL.

-~ Username(AL&Xt O|2): 2 19152{ M ALR R} 0| 22 YUBBHIAI2.
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L=

TAQE: 2101502 H A

it
i

TEETNES

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) OF2{ Of JQI’SEICH USR] QIS A 2.
Port(£E): SFTP MH{ 7t AtE3tE ZE Mo S Y e = A2
| &

Folder(ZC): I U2 M & C|AER|0 FES UBIAA|IR. C|HE2|7} SFTP A
{0 0|0 ZX}SHX| $O B, MAUS A= ot ] Q= MA|X| 7} EA|ELICH

Username(AF8X} 0| 8): 21015121 H ALEX} 0| §& YHIMUAIR.
AQE: 20052 H LAY ES YHSMAL.

SSH SAE 27| 7| SE(MD5): Y2 SAE 27| 7|(32X}2| 16%I4 2XFY)o| K| 2
2 QI24StL|C}. SFTP 22}0| 91 E= RSA, DSA, ECDSA 3! ED25519 SAE 7| & 9]
SSH-2E AH85H= SFTP AH E K| 2L CF & &F Al RSA7H19_EI B 0|
ECDSA, ED25519 81 DSAZ} -1 £ S [ & LIC}. SFTP A{H{ O A] AFR 3} = S HF-2 MDS
SAE 7|2 OlZH|0F BHLICT Axis ZHX| = MD5 I SHA-256 3jA] 7| = B= x| o}
X|OF MD5SIC] Z+2i3H 510k O[3 SHA 2562 AFRSH= 740] Z& LI L. Axis &Hk| 2
SFTP MHE +4 ==y EHOF REM| S Lj 22 AXIS OS5 Z ES & n8HAIAIQ.
(o]

Sl o

SSHSAE 27 7| S8 (SHA256): QZ1 S AE 27| 7|(43X}2| Base64 Q1A E 2
Xtg)e| K| 2e gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA 3! ED25519 & A
E 7| S8 0| SSH-2E A238}= SFTP B2 X|KITHL|CE HAF A RSA7f Mz :
HEEH 0| ECDSA, ED25519 2 DSAZ} 1 5| £ &L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 S AE 7| & C;:Eqanor SHL|CH. Axis & X|= MD5 9 SHA-256 oHA| HEE
T K| 2SHA[ 2t MDSECH 435t HOotS 2|5 SHA-256E fﬂﬂ“ 20| E5LLCL
Axis AHK| 2 SFTP AH{Z A1 at ol TS XHM|3H LI2-S AXIS OS ZES &1
SHAUA|Q.

e

|} 72 ghe 229iLct

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(0| |2 H& CH4): 0|0 28 HEE Ol L F4E QB F2
E 02 7 Lo F 2R O|H Y FAE FESHUAIL.

Send email from(0| | Al): B L= AH{o| O|H|Y ZAS QgL
Username(*fﬂﬂ OIE ): O 2 MEH 2| AtEXt O] S5 I eL|Ct O[O & A H{Of| A
25 Q70X = 4% 0| 2EE H|H SLICH

WASIE: 02 Aiol HASICE AL LIC O|H 2 Mol AFE 27K ¥
@S0 TESH|Y S

Email server (SMTP)(O|H| ¥ MB{(SMTP)): 0 & =0 smtp.gmail.com, smtp.mail.
yahoo.comi} Z2 SMTP A|H 0| E&2 ¢ _|3,=,H_| C}

Port(Z E): 0-65535 B2 0| 7S AF2310] SMTP A{H{O| ILE BB = ol24atL|C},

7|2 at2 587 YLICt

T HA T
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- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

| Add schedule(AFA|S £7}): YN E HAZS A M0 S 23| Cf

L5 E3|HS 80 22 502 E2|{3 4+ USLICEOIE S0 5 E2|H2 HE 4K
U TNoHe O NS B & ALt
MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AHSL|CE MQTT S412 S2I0|AER EEFH 2=
Ho 2 L CE 220 EE= I

A2t ES BERLL

AXIS OS X[ 4] H]0] 201 M MQTTO|l T3 XbA|3| 2Lob2 4 &L ch
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AXIS C1710 Network Display Speaker

ALPN

ALPN2 20| E 22| HENO|T EHA A O SE[HO|H ZRESS

UA| Bti= TLS/SSL 2HH U L|CE. O] = HTTPR Z0| Lt E T2 EE0f| AFEE|= S Yot I

MQTT E2iH S 2 d3tdt= H ALEELICE Z20f W2t MQTT S4 ME2 2 U E ZET} QlS
=L ASLICEL J2iot Z 20| S ZH 2 ALPNS ALEoi M Wt M HEE = EE ZEO|N
MQTTE oiZ2|7 0| MEHXIE 285t AYLICH

MQTT E2}0|AHE
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Connect(@Z): MQTT 22}0|HEE HAHL} HFL|C}.
Status(AFEH): MQTT 22101 E 0| S AFEfS FA|SFLIC.
2027

SAE MQIT MHO SAE O|E E=IP FAE QSR
Protocol(ZE2EZ): A2t T2 EZ S MENSHL|LC}.

Port(ZE). T E H$ 5 Q&gtL|Ct

« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.

- 88832 SSLE E3HMQTTO| 7|=Z+QL|C}

« 802 ¥ 23S STHMQTTL| 7|22 U LIC

o 4432 ¥l A HOkZ B3 MQTTO| 7|2t L|Ct
ALPN protocol(ALPN Z2 E&): MQTT £ 2 1 g-axm HSctALPN T2 EE 0|22 st
Ct. O]= SSL2 &% MQTT & & A7 Hotg S5t MQTTO| 2t &8 & L Ct.
Username(A}-8X} 0| &): 2 20| AE 0| M A0 BMASHY| s AHE S A X} 0|52 LT
Ct.
AR ALEXL OB AR EE YT
Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

Ho| HZ I NE{2 MEELCH

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH ZEEHY = 5+ JASLICH

HTTPS proxy(HTTPS ZEA|):

II:I

N~

Z|CH Z 0|7t 255H0[ E @I URLYLIL. HTTPS ZEA|E AFESHA| B

=
osm W2 H|Y & %+ AsL|CH

Keep alive interval(Zt2 SX]): S2/0|9 =7} 71 TCP/IP A|ZH [SHE 7|0t T e 910| MHE
O|AF AL % 9l A S ZA|2 & S L

O

Timeout(A|ZH X|shH: A4

A = HEAL MQTT ctO|AE §RHo| AHZA MA[X] B LWT HAIX[2] Z=H|of Chet 7|2 gt
MQTT %4l € 0| Al ZZI01 A ALS S L|CF.

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HIA|X] HZ

AZ0| 2 E M HAIXIE 2EX| HFE XZHLIC.

Send message(H|A| X| HE): HA[X|E 22 A& 2F5HM L.

Use default(7| 27} AF2): X}AIQ| 7| £ HA|X|E Y HSI2{H IIMA| L.
Topic(FH): 7|= HAIX[2] =X E YH LT

Payload(H[0| 2E): 7|2 A|X|2| &S YHTLIC,

Retain(fX): 0| Topic(FH) | M S2t0|AE HEHE X[t T =L LIC
QoS: izl S F0f Liet QoS A5 S HBE LI

Opx| 9t 5 A HA[X]

| 2t2 = AlZE ZhA (=) LB 7] 2 2L 60
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 S210|QIE AEIE SX|SHE B MESLICE

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

QoS: 2! SE0] Cf3t QoS ABS BTt
MQTT e
7|2 FH HEAL AL: MQTT client(MQTT 22t0| 91E) S0 M &HX| ZH| S ALof Ho|=l 7|2

=H & 3 FAHE Aot H dEEL
FHl o] F =& MQTT =X oA =S 2F5t=
FH d Y Am 0] A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

0
a—
Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

= =

)
|u
u
9'1-
I
=]

=+ Add condition(=Z1 F7}): THES £7}15)e
Retain(SX|): O{ T MQTT HA|X|7} B9 2 M=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL

+ Property(£): MEH 2% 7h5 B AIX| B 2 HE ME2 2 EL|Ct
CANRE): ME| T JHs 3 NS EHT 4+ 942 HAIXIS 25 HRE ME2 2 YL
QoS: MQIT #of Ciieh st 2We Meyguch

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}
Subscription filter(71 S EE): 1 =5l2{= MQTT X & YLSIMA|L.
Use device topic prefix(ZX| &5 HE AL AI): 15 ZEHE MQTT FH | B FALZ F7ttL| Ct.

Subscription type(7+ 5 §39):
« Stateless(MEf| =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 B35t MEH
2LICh
. Stateful()},"EH $I‘| 7|‘°) MQTT D‘llAle% X -|O_'E_ Eg_-c‘)-l_a:itﬂ A|_E_I-||'6';|l-|_| EI'- H-'”ol_IE_EE Aol'
Ef 2 AMEE LI EH
QoS: MQTT 7=0f Ciisl Jote 2 &S =L L.
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AXIS C1710 Network Display Speaker

SIP(Session Initiation Protocol)= AF2 X} Zt0| LAl S A MM AL EIL|ICH MM 2C|22t Y

g Zge + AS LI
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= H = [ M |
Allow incoming calls(=4l & 5] &): LI & SIP FX|0| A S0{2= =2 o{8ot2{H 0| = HUH
St |_| |:|-
St CF.
= M&l

Calling timeout(Z A|Zt H3H): O} = SESIX| 242 29 S2t A=l 2/0) Al2tS B
L|c}.

« Incoming call duration(Z £l 7|Zh: =4 M3LE K& = Q= X[ Cf A|Z2HS A-HTHL
CHE|CH 108).

« Endcalls after(0| 2 & E&8): 2 X| CH )
o} AlZH2 H|BHSHA] 2o 2= 42 Infinite call duration(F2H| gt 3} A|ZH S MEISHL|CT.

S = 1024 ~ 6553504 Of $tL|C}.

. SIP port(SIP ZE): SIP EAIO| AFRE|= HEQT ZEQL|CL 0| ZEZ E3F AlS EFj| T
o oo sle|x| LIt /R EE WSS 5060LITh LRt Z9 C1E ZE Mo E 92
gt

+ TLS port(TLS ZE): Y 3}El SIP MO ALBE|E HEYT ZEQYL|CL 0| EES E31 4l
S ETe TIS(R % 7|5 HohE AF8otol S steE LTt 7|2 == HaE S0e1@lLict.
s A9 2 EE Mo AL

+ RTP A|ZH ZE:SIP 20| A & WA} RTP O|C|0f AE 20| el AFBE|E HEYT ZE QL
Ch 7|2 A5 EE WSk 40002 L Ch 25 rete S S EE WO oA RTP S84 2 &t
chatLITH

ZNAT STt Z2E 22 N OR AFSSILL Y EST B0 (2} (2 £3o = S
Ol L|CF.
AMH

« ICE: ICE(Interactive Connectivity Establishment) T2 EZ22 AIESIH I|Of &X| Zt0] 2=t
ot A0 O|ROX=E VI 2880 25 7| |/ T L|CH STUN 8! TURNE &g %t
SHEICEZ2EZ0AM 7 288 d2E 3= + Ue 7|27t S E UL

« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z 0| NAT L= g5 L0 Q! =X| =t
olotn 12 42 U8l SEIP T4 ZE Mo S 7Kg 5 U 8lF= S20[UE-&
HUHESI Z2EZYULICEIP 34 22 STUN M 25 =L

«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E EE= 8ol S0 Q=&
K7t TCP .= UDPE S8 LHE S AE0M SHRE= HIO|HE #4e = AEEHF= =
EEZYLICE TURN M F4 Sl 200 HEE Y=gt

o ul =)
« Audio codec priority(2LC|2 IAH 2M =2|): SIP 0| Cisl |dSt= L S& 2 7HE of
Lt O] &to| @C|@ FHZ MEATIL|CE M &2 =AM E HE5I2{H B0/ S5 LT
=1}
22 Y I =X 20| ZYE 22 MElo AHO0| 2 & A A I = X[ Of Lt
« Audio direction(2C| 2 Wak): 5| 2= M QL E MEATEL| T}

+  UDP-to-TCP switching(UDP2} TCP 7t M%H): UDP(AFR X} H|O|E{ 12 =2 £ 2)0j| M TC

—

EZERNEZHMS ZZEZS LANEHOZE MaSle =S

E —
= 8% HHE=E LXIoH| oM Y LIL.
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Allow via rewrite(C}A| 27| & E5)| 6| &) 2t REHO 32 P FA AN ZHIP FAE HLY
o B AEfetL|Ch

Allow contact rewrite(HZ2tA] CIA] 27| 6| &) 2} RE Q| S IPFA M ZHIP FAE
Hij2{H MEdStL|C}.

Register with server every(&4t AHO| S&): ZHX| £ 7|Z SIP A[H0f Cist SIP O S
23} H 2 MXSHL|C}

DTMF payload type(DTMF H|0| 2 E §&): DTMFQ| 7|2 [{|0|2E S S HAT!

Max retransmissions(ZX|CH X H&): ZEX| 71 A| =2 SX|5}7| ™Of| SIP A{HO| HZAES A=

ot= 2 -5 -

Seconds until failback(&0f 23 7X| & X): 22X SIP M H-IE EHOj =KX 8 = RHX| 7} 7|
2 SIP MHOf| CHA| A2 A= Oj7FX| Q] A|ZHX)S MRt

L
9'1-
I
aml

A%
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rr

2.E # x| SIP A% 0] SIP accounts(SIP A7) O} 20l LIQE L} S2 & H Ko 22 AALo| 9
Qo= AEJE 2 4 Ql&LCh

® HFo|SIP Mo AEXoR S25 UL L|CL

[ ]

71I"*01| ﬂ—X1I7f AG L L S0 HIHSEAHLE AE Xt4 SEHO| ZXE| AL, SIP AH O A A
M RS 2 97| [0 '

= T HA
peer to peer(I| O] & 1] 0f, 7|2 BH) A TS A5 = S & AYLULIC ofLt O] S| LHE AS
= USDHS AZYS 7| =422 40t 42 0| AP S HHY = ASLICE =S AIEE SIP A
HS X HBHA] 011 VAPIX API(OF S 2| A[0| M =2 13| QIHH|0|X) 2S 435t A< 3t 7| =

Ago| A LIt

_I_Add account(A|™ F=7}): M| SIP A H S Mdste{™H Sl C}.

. Active(ZHAISH): A|H S Atgsi2{l MetgtL|T
+ Make default(7| 23t 2 X|5): 0| AB 2 7|2 ABo2 XHsI2Y HAZLICE 7| 2
0| 2L0{0f 50, 7| 2 AHE BfLipt £ & UBLITF.

« Answer automatically(X}S2 2 &) =4 Moo X522 SESHE{ H MEHSHL|CT.

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M =2E X|-ole{H MEISHL|CE O|=IPv4 S IPv6 =4 2 =0 A =@l E|= P2P A& 0|

200l 0|20 AT I S8 BtL|CH IPv6 A0 YT E =09l 0|2 0f T3 A IPV6
ol oM 292 XNFS F Ax T
. 0|2 43O ZeE 0|22 YALICL OIS SOf I} 0|2, At T XY 2 UL
c}. o|20] Z= g A Lct
+  User ID(AFSX} ID): 4|0 S 2tEl DQeh LI i Hat HS 2 laishi|ct
= =Y 23 o AFREL

« Peer-to-peer(m|{ £ u|0]): 2Z HE XA A CtE SIP HX|
C}.

+ Registered(SS): SIP MH{Z Sof 22 L E9/3 9|2 0| SIP XS Bt O AL EY
C}.

- ENQLAE VST E? 58 = 0|52 YHYUCL EHO 0|2 HHE AZE =5
S} SIP =40 QE

« TARIE:SIP A0 Cheh 2155H7| U3 SIP AHI HAE YAYCSE YBILICE
= ID
o

+ QIS ID:SIP A0 CY3 2155}7] 7t ARt
D%} 22 3% A3 D2 YE Wart gL

« Caller-ID('& X} ID): Axis & X|Of| A £ LK
+ Registrar(SEX}): SEXIQIPFAE

b

oo OF % o
b C
In 11

« Transport mode(M& B E): AHOl SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O] 7t Ot gL T Automatic(X}&)2 A|AR0M K EI%F = Ues 7t st HE S M

LI

* Media encryption(D|C|0] ¥S2h(TE 2 TLSEH: SIP S0 A O|C|0f(2L2 & S&)o
CHot Yoot mds MEfgtLIC.

« Certificate(only with transport mode TLS)(Q/ZM (M & 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2tol(M& 2 E TLS
oh): M QS M E =Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| At 4 &X| 7} 2= SIP
MH 0| 52 A|=5tE= St2{ ™ F L Ct

« SIP secure(SIP K 9F): SIPS(Secure Session Initiation Protocol) & A58 ™ MEHSHL|C}.
SIPSE TLS & REE AHESI0 EfE 2 Y= otetL Lt
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SAIE Fototi® 228t
: Mmmm@ﬁ%ﬂ B): ) Oluel ZRAIE F718 20| ZRAS 4 &

oIS lNsta{n 228

):SIP ZEA| MHO|IP FTA
- Username (Al X} 0| &): %ROP HRSIP ZEA| MHO| AFEX
- TAYE LR FQ SIP TEA MU HAYEE UL

=
« H|C|2®

- View area(H 7| H9H): o4t 210 AHES E7| LS MEATHLICE None(Bl2)2
MENSE ZL /& E7|7F AL &L C}

- M E: oHA S0 At2S SHA = E MEISLICE S == ZRd HEE0 eSS
ELICt.

- ZH Y YO|E: otAt SO 2T = 8 METL|CL =8 0| EE EHast
Q=0 g2 FLCH

- H.264 profile(H.264 =2 h}Y): PA E3}0j| AtRE T2 QS MESHL|C}

DTMF

_|_ Add sequence(A| 3 A ;
SHLCH HX| E0f ofsl 2dotkl= ES

Sequence(A|E2A). ES
D%mmbmgﬂkﬁ_E_ﬂﬂaﬁﬁwtﬁﬂ%%ﬂﬁﬂuq

=
Accounts(H|H): DTMF A|HAE ALB S AHEH S M EHSIL|C}. peer-to-peer(L| 0] £ I|0)E 14
Ste 29 ZE OO0 £ OO AE2 SLst DTMF A|AAE 3 RELICH

i
0x
m kot
mot
Ho
>
ujn
zo
1
E&*
to
m
rir
Hn
r|r
T
L
>
o
) *
o
-
il

Z2EEE

AAYA ANES Z2EES WESLCL 2= 0|0 R OO AE2 SL Z2E
S| CF.,

~
o

M
mx
mjo
OH

=0

Use RTP (RFC2833)(RTP(RFC2833) AF&): RTP Tf| 71 0 A{ DTMF(Dual-Tone Multifrequency) A1 &
CHE & A= 3 Fol O|HEE 5 &ota{H ZLICH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al-): SIP T2 £ 20 INFO MM EZE ZstHs}e{ ™
HUICEINFO B A S YutH o2 HlMIL Bisl Metx ofZal7olH A% B s SreLch

HAE S
SIP account(SIP A| ). H|AE NM3E 4 ANHS MEHSHL|C}
SIP address(SIP Z=A): SIP =AE olaist 1 a2 Z2I510] HAE M3IE ZHO| A HO| ZHESH=

x| SHOISHL|C}.

YN~ 5
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Use access list(H M2 55 ALE): ZX[0| HM2tE 2 &= U= AR S HoHsta{ ™ HL(Ch
i XH-
o
*  Allow(3{8): HM 2 S =01 R
«  Block(X}Th: dM A ZZE0 QU

+ Add source(AA F71): AN A 220 M SH2

SIP source(SIP &2 A): AAO| HFAIK}

HE|FHAE HEET

User multicast controller(A}2 X} HE|FHAE HEER]): HE|F|AE HEEHE 243516 8{H #A
L|C}.

Audio codec(2C|@ IAH): 2C|@ A

jo
>
=
mot
r
n

_l_ Source(22A): M| HE|FHAE HEER AAE FIHSHL|LCE
 Label(2H'd): A0 A OFX] AFESHX| GE2 EHEO| O| 52 YL T
« Source(AA) AAE QEBHL|LCY
« Port(ZE). ZEE Q=3tL|Ct
+ Priority(24 £9]): @M 29|12 MeyBiL|Ct
. Profile(Z2O}Q): T2 0}AS MENS
. SRTP key(SRTP 7|): SRTP 7|2 Q| & tL|C}.

X%

HES3 A2AEE[X]|
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Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

Add network storage(4| E9|3 2E2|X| F7}): 52t M8 = U= HESI SRE F7I5t
243 2L ch
« Address(FA). D AE MHO|IPFA
(Network Attached Storage) I L|C}. 07
He)E A8 E I AEE T4
CIFS 0|22 x| g|x| &Lt

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

L M

S DQU BC D2 oo Ads BX7H ST HEHUR SHE MSY + UBLICE
|22 QadstL|Ct EXN 00 MH

«  User(AM&Xh): A0 21010 HRdt 3%, AF&X} O
O 21915}24™ DOMAIN\usernames QU SHL|C}.

o DARE:MHO| 21010] B2 B2 IARES YA
=

-

o]
A
« Add share without testing(E| AE 10| 38 F7I): ¥4 HAE S0 2FI7I HHE ZBLR
O HERA SFE F7Iot{ T HENSIL|CE O| & S0, MO If A E7F H QK| T O
C

=
N
il

-

Unbind(H}Q1S SiA]): LI EXS
Bind(H[QIQ): HEQA S/RE

Unmount(OI2E Sl|H|): HEQA 38E O
Mount(O}2 E): L|E 3 57 & Or2 Edt
[=He)

Retention time(HE A|ZhH: =35 22t 7|2t Qe =l =3}19| F St tt= O|O| B A&t Df 2t&H =

H EE ML CL HEYI AEE|X|7t 7H5 AHH MERSE 7| ZHO] X|Lt7| F0Of| O™ =317t 4
M|E LT

=

+ Test connection(®Z HAE): HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2E T 0|E{S w2 7| X| Y0} sh= A2, U
L|C}. CIFSE AFR 7H5 3 IFe Al A8 ML Ch
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 51t Ct.

—

2EE AEE[X]|
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T2
E1|0| B & 9:' —1‘—6*%' =ot 2le. X7t gl %'\E S0l = SD 7t=5 = 2|5HA| OH Al
ol Al

Unmount(EI}-.._-_ oHI1|): =

t0] SD 7tE & QtTSHA JHIHOP"/\IE
Write protect(22 7| 8tX|): SD 7}E0f| A 7|7} ZX|&| 1 =32 0| MHE = AS ESHE{EH 0| S
M-S GLUICHL 27| SX|E SD FtE= ZoE 5= QgL o
Autoformat(XHE ZO): A|2 AQISHSD FIEE AFE 02 TSI HAA| Q. IFY A|AHIS

ext42 LOHSHL|CY,

Ignore(ELA]): SD 7}E0f =8} HES S8} M HAA|Q. SDFH=E 2A|SH 7127} e &
|7 o oA} ol Al8l x| 2LICt 0] M Ba[XIEH ALRE % AL

Retention time( = A|ZH: Q2| 5l =310| &2 Hetsi7 Lt HO|E K& FHS F4317| 93] =
SIS 2% 7|2kS MEHSILITH SD 7}E 7} 74E B B E 7| 7H0| R|LP7| Mo QEjE Sei2s A
At CI T

£7

o Check(Z9l):SD 7|E @ 2 E S}OISIAMA| 2.
+ Repair(23): TtQ A| A Hof P

« Format(z=8H): SD 7} EE US| ot A|AES HASID B E [0|EHE X|SL|C} SD 7}
E=ext4 Ot A|AHHIOZ0OF 3OSk 4= Q12| | T Wlndows®01|k| I A|AEIOf O M| A S}
| ir
S

Tuf
N

2101 EfA} extd S210|H E= Of =

. Encrypt(2Z3l): 0] 72 ALRBIO]
A SHH SD ZHE0f| M E 2= HjO[E 7F AFA|
Ol = ¥=3tE L C

« Decrypt(2 =2} siH|): 0| =7 E ALE350] A3} G0| SD 7tEE OIS A| 2. O| & A| S}
™ SD 7LE0f MY E 2= HO|H 7t &M & LT} SD 7EOf| X & dt= O™ MZ=2 H0|HE
L2 ot E|X| 5L T

+ Change password(IjAQ|E HZA): SD7IEE ASolsl= O HQ3IAQAEE HATHL

C}.
Use tool(= 7t AF8): 2 E/5t0 MEIoH
c

Wear trigger(l:l|-E ER|AH): WMES EC| A}
O|= 0~200% Q| L|C}. Bt H: AR pq F Q.
SD 7H=71 0 01IM oo 2T 248 L
& Q|8l0| =& L CE 02 E2|HE 80~90% ALO| 2 MH3l& Z40| E&LC
EF%EE& SD7tE7t A O 2 DR &) 7| Hof X IO mAg 2= A
Sl oW ES MMt D Opm 20| B gto] SR LS wre

-

-

TE gdstgL ot

1 2= SD 7tE OtR =& {2 - gLICE O 5=
M SD 7}Eo| Opg 4 I_go%o L|C}. 100% fE—’.‘—
H L|CF OF 9 & 7F 200%0] & 2+a181 SD 7427} @
IE*71I St =
Oz Eg|

-I_

X

> Mnokr|o

<

M £k 1> HN 0E

ONVIF

ONVIF A&

ONVIF(Open Network Video Interface Forum
B HIEISZ ’les &t 7tsds A 282 & U
=3 HALE_ Ef% HE R Z 7ho] A2 BN, 9014 8
Ol A OlA |

ONVIF

ONVIF 7 g S ‘4-d5IH ONVIF S410| A5 2 2 =g ot LT FX[242| 2= ONVIF L0 A+t
ni HEE AHESILICE XEA| B Lf& 2 axis.comQ| Axis 7| & At 7 7 L EI% SN FIPN
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—I_ Add accounts(A|d F7}): Af ONVIF A™ S F7t6t8{H S 2IgHL| L.

Account(#): 198 7 H 0|22 Y LIC
.l

New password(| TIASIE): 7|52l THAYIES 2/2SL|C. A E L 1~64% 20]0{0f 1|
Ch 92X}, 24}, T8, UH 7|3 £ Olaf 7453F ASCI 2XHAE 32~126)0F T| AL E0f AL S &
ALt
Repeat password (I 29| E BIE): 5 Qo I AQ|E S CHA| YHIIYA| .
Role(¥gh):
+ Administrator(#2|Xp): RS MH 0| 2R S| WM ASHLICH BE|XHe CH2 AR E 7, ¢
HOE X HAL = A& I—I 53
« Operator(2gGXh): Ct22 M 2ot ZE A0 B2 5= JASLICH
- BE System(*lﬁ"%!) 4%
— OH ;tjl_

*  Media account(D|C| O] #|%): H|C| 2 AEZOf| T YAk = JUSLC.
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ONVIF O|C|0] =2 m}e

ONVIF O|C|0f Z2hj A2 I3'|E|01 ~EG s HEots H M8 + U 7+ 3 LY Z 0|R0
M AL Aol Y MEZ M Z2MAS d-Jot7 L iE 282 ?Iol AP 8 =20t

LS MY =+ JAFLICH
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Select configuration(

20| A= BF user
Select configuration(

Ap7 2 Al L E
C}.

g
g

Audio decoder(2LC|2 C|AGH) @: TN = C C3AE

Audio source(2LC|2 AA) @: T
Audio encoder(2LC|2 YAH) @: T

—I_ Add media profile(0|C| O]

L|C}.
Profile name(

Ko

Select configuration(714d MEH): S E0f| A AFR X}
Ch EECHe 220 A4S orje Yol AHRY

FL|CF.
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At X7
EXt/0]
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L|Ct E&C
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Select configuration(t/d MEH): S =20 A A}
e

Ch. ESC=2 552l +

Metadata(H|E}Ef| 0| E{): A4 0f &
Select configuration

o

=

Audio output(2C| 2 E&) @ LT

Cancel(F A): #

4

=N

Z2ap

profile_x(

Zt 20 YEo ol 282 AHE8E = ASH L

Sound level(A}

| Ef
QrC| AX|

T puionofn
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Export(L{ 2L 7|): X E H|O|HE

o M| A 2]

I/OXZE

=
=

C

YXI(O]: PIR A, =01 &

2|7 0|M =21

=
=

C}. VAPIX® Of
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=
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L 2 OlEf
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EE
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Normal state(Z A AFE): 73| 20| AL < 2 2E5t1 3|20 EL dd

AT SENZE S SERF Z X RS

L|Ct o

HE EAIS
1212 A1 Z40| ZO{X| AL} 1V VDC 0| &t M Qto| QU ij

q

4K AFER): EE O] BIXY Ab
(o]
=]

:
—_
ol = 20| SMSHEL|CH & Q|

Current state(
W =27t gL

—_ —

o 1Y

AO| AR E|H B 2T
E2[AHo

C}. JHA|
3 2= 2y

L

)®: Fat7t7
23
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2o AL
|01 (EOL 2 K|
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HOM

« View the device server report(ZX] M H1A H7|): £ &HO|A NS MEHO| Cigt HE
E ELCLAMA ZOE AM5C 2 M 2 MO ZeHE Lt

+ Download the device server report(ﬂﬂ AMH E_l_kl l:}-.-i ). & XH 'A|7P E7| 0||:1|

=

. Download the crash report(Z& E 1A CI2EE): AMH MEH01| CHst REMISH ™
OF7IO|EE L2 R ERLICEL 55 E0M0|= XpAor O FEf M HaMO| U=
27} LBE LT O] H A0 = JEQA X80 2o nizst Hert g + AsLch 2
IMEYES=H EEHe 228 = AFLLL

23
+ View the system log(A| A8l 271 B 7|): &KX A2, A0 Bl ZQSEHA|X|QF 22 A|AH
Ol E0j Chst Mw S HASH2{® S8t ct
+ Viewthe accesslog(¥M|A 2 H7|): 2= 22 A EE AIESH 42 S Anfst

A HM A A =S 25 BEA[SHEH S & LC

27 A2 20

Syslog= HA|X| 2Z2 | HZ LILL SyslogOf A= WIAIXL% ddotE 2T EQOf, HAIX| S Mo}
S AAE, XS 211 9 S ATEY 0[S Baldt + YaLich 2 AIX| 22 1 HAIXIE
5= 2ZEQO %%% LIEtL= A2 R ETL EAE| D HA4E 50| SEE L

Server(ME): Aj MBS Z7}5i2{ 0 22/gtL|Ct
BAE: MHO| SAE 0|2 TP FAE Q2G| C}

Format(Z4): AtE 2 syslog | A|X| ZZBH S MEASHL|CL.

o« Axis
« RFC3164
« RFC5424

Protocol(Z2ZEE): AT TZEZ MEH:

« UDP(Z7|2 &7d LE.:514)

« TCP(Z|E2 A LE:601)
« TLS(Z|2 A EE:6514)
Port(ZE): CH2 EES AISH2{ M EE WSS HYBLICH

Severity(AZtE): E2|HE I MaT B|A|X|2 MESH|C}.
Type(fd): ©&dl2l= 21 S MESL ]
MNE

Test server setup(A{H| 4™ HAE). MH S

e ot7| ol 2 MEOf| HIAE HAIX|E 2L

CA certificate set(CA Q1S M MH): sixjo| M H S =0l AL} QIS MM E F 718t

Uk 74
Ut 4L Axis HX| T4 ZH0| A 1F AFBAE 23 B2 YLICE O HO|X| oA Tz
O 7f e+ 5 S Fotn HES 4 S L
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X2

X 2

Restart(R§ A &): K|S AYAIHTELICE O] = A 2730 s T HSLLh 2 T
0| MO| At 2 2 R A|ZHE LTt

Restore(E5 1) O£ 22| €2 3T S5 Al 7|24 22 KFE|HA L. LSO
TSt AP EXEX| G2 2E= WS CrA 2X[5t2 ORI E Bl = 2| M= ChA| 2
T8 At

=¥ 2 ML= feet 282 L& 2& Lt

. HE Z2EZ(DHCP £ 1)

. IFIPFEA

- 7|2 2%H

. Med oAz
«  8021XAMH

« QO3CAMH™

« DNSMHIPFEA
Factory default(3 % &5t A| 7| 23}): ZE 282 ST St A| 7| 2ULE K[Z2[HAl2. 0
20| ZX|of AMAT = JqEE P FAE R EYSHOF LT
H|

BE Axis K| ~AZE Q0= C|X| 2 MAE|Of YX[0 AS5E 2T EQOTH AX|2 = US|

Ct. O|HA| St Axis FX| Q| FEIH Ol &[4 ALO|H] HOt =32 LS =Y 5= UG LIC AbA|et

L8 2 axis.comOj| A Bi A "AXIS Edge Vault"E &X5IAA| 2.

AXIS OS upgrade(AXIS OS 41 3|0|E): A AXISOS HHH O 2 g 0| =Bt CH A EE|A0E=
SE Vs HA+=H A 9WOI M2 7| 50| ZgtE LCt & %A AXIS OS EI_ A& 5t
= 40| & L|LCE F|Al A 2| =E CIRELESIH axis.com/supportE o|ls8tL I:I-.

P ol =g I CtZ M 7HA| S SO A MEHSE == Q& L|Ct

« Standard upgrade(2= ¢ 18|0| E): AH AXIS OSHAMo =z ¢ago|EetL|LC}.

« Factory default(Sd £3} Al 7| 2%): ¥ 0|EStD B = HFS ST B A| 72442
2 D[Z2[HAR.0| SHE MEISHH 12 0|= 20 O AXISOSHT = &5 == 3
SLCH

« Automatic rollback(X}- S Stl): M™H = A|ZF LJO €AY O|ESID Y2 0|EE =tQISHA

Al Q. EHOISHX| Qoo XFX| 7} O| & AXIS OS H{ M © 2 | =0zt l:|-
AXIS OS rollback(AXIS OS EtH): 0| M0 MX|=l AXISOS HHH S 2 &| =& L|C}.
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=H i &

Reset PTR(PTRI M )@ Pan(@H), Tilt(E! E) &£ = Roll(E) M 0| O AT 2 RHES}X| U= Z
45 I—IE

=2 o o
S PTRE X AIHBIL|C). PTR RE|= SFAL Af 710210 A| =& L|Ct 22]it 9PEHIEf9-I 0| K|
L BE|7} 202 2X0|= ZL0|E BHO| £AE 4 AUXLICH PTRS HAFSHT 5102i7 Cf

=o= =
Al BHE| D 2% 8 Al 7]2ZO 2 SopZiL T

HA @ : Calibrate(27d) S E&/ot0] H, EE Sl & 2HE 7|2 /X2 LA EF = LT

==
—’F—i% e Start(*l he —E‘E' 2L Ct

M EXMIPF=A 9 TCP/UDP LEZ 0|0{X|

= !
. — L=
OlE E=1PFAlt XE HS E Y34 Start(A| =) E S22 LT

mjo

fot
b
=
ot

HESZ = 0idol= A SM E= IfAYJE 22 DIASH BT ZehE 4= JASL[CH
HEZ =N OY2 HE/IA 2 7|50 EME HZst= O =22 & =+ USLHICH
Trace time(FH A|Zh): & 7| Z7HE £ 2)2 M E5 10 Download(CH2 2 E)E S 2oL Ct
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AXIS C1710 Network Display Speaker

M BE
VoIP(Voice over IP)

VoIP(Voice over IP)= IP I EA(0]: QL E{L)E St 4 41 X HE|O|C|O] MH S 243l5H= 7|

= JE2QL|C| Yut™ oAM= N =t Mgat PUb|IC Switched Telephone

Network)O| A 2|2 M&S Soff Ot =21 Mz 7F MEE L C VolP S0 2Z IPHESIL 2
CcE HH = RAEFEOIZED M7t CX|E M= = HHE L CF

EjulS S3f Glo|Ef Tj 3]
Axis X|-=0f| A| VoIP+= SIP(Session Initiation Protocol) 8! DTMF(Dual-Tone Multi-Frequency) A2 £
Soff g-dztE Lo
SIP(Session Initiation Protocol)

SIP(SeSS|on Initiation Protocol)= VoIP S =& MH, SX| & S 28l= O A2 EL|Ct & O|Ato| I}E|
=, SIP ALE X} Of O|HE ZH0f| 22 USLCES St SIP [ol7|, ATEE O
SSIP | Axis BHA] £ AR S 4

O & Z2EZSS AMESIHY 2X| Q| Lt H|E[ 27} SIP A

oln

RTP(Real-Time Transport Protocol)
X OO| M E 7t m=H=lL|C}.

m/of £ T B AHSt0] 22 LEYTOA £ PBXZ ASSHO HED Zt0| 28 e
4 &L,

T AMdg

Peer-to-peer SIP(Z| 0f & 1|0 SIP)
=

THEF 7| 2R Q] 9& 0| SIP

peer-to-peer SIP(IZ| 0 & |
O|MEQ|SIP A0t O

P A X} OfO| M E Zt0f| & 0| 20| &l L|C}. 0] EAIS
L 22 LEYI01A 0] S4I0| O OJX| @ AFSXF Of
Ch O] 3% LAl SIP FA = sip:<local-ip>@ L|CH

of:

SIP

(e

sip:192.168.1.101 sip:192.168.1.100

IP 2YE A8t LS HERHI0AM 2L X E 2 =ot=5 SIP X[ & Hat7|
C}.

=

=2

mn E
oz Hm
mot g
be

-

A

PBX(Private Branch Exchange)

ZZIPYHEYA O SIP ES &gt [ PBX(Private Branch Exchange)7t & 5|2 d&& &~
g £ AUSLICLPBXO| F2 Y Qs SIP TEA| £ SEX42tDE S SIP A LI C}. PBX

= 7| E9 AKX EEXNEH 2 FotH SE0|UEL| oIXf JENE HASID = WS, 28 H Y, 2[C[=

M S22 9 8L

PBX SIP A H{= Eg* E|E| = 20 MOJER AT FLICK AELfUI0|M E= BIAL ST AL O] A
HE SAEY & JISLICH HEYT 20| SIP B2 323 0f =3 SIP 34 9|X FHa|ohs PBX
NEE S8 =0| et E & Lot
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AXIS C1710 Network Display Speaker

2} SIP ALEXL O 0| HE= PBXZ S=ot £ ZHIE Wi M2 MalE 0| CHE AFEAL 00| HE|
HAZASH 2 QIAL|CH O] A QUHEA O i a

DEE T e S <user>@<domain> E£ sip:
<user>@<registrar-ip>QL|C}. SIP TA=IP AL HI| 0|, PBX= PBXY| SE L = ot
X Off HM AT 4= UA S FZ LT

ol

PBX
sip.company.com

sip:myspeaker@company.com

sip:office@company.com

SIP
SIP

SIP

sip:myspeaker@company.com

NAT E1} 7|5

Axis HX| 7t ALEZH(LAN)Of| QL3 S HE XD 2 50| A FX[0f KM A0t H NAT(HIERIR T4
Heh S0t 7|55 AT LIL

H| T

2t E 7t NAT £ 3! UPnP®E X| &5l OF 3t L| L}
ZINAT STt Z2E 22 | N OR ALSSILL HESI B0 (2 (12 Z302 A8 S 4 9
St

« ICEICE(Interactive Connectivity Establishment) T2 E S-S At2SIH L0 X
SMO| O|ROXEE 7MY 280 ZEE 27| 2|} LICHL STUN 2 TURNZ 23t =
ICEZ2EZOMN 7Y 2880 BEE &2 = A= 7127t S E L

» STUN - STUN(Session Traversal Utilities for NAT) Axis H|Z0| N
Xl golstn 12 42 92 SAE HAQOR SYE HfHE 0jX
= 7tM2 = A diF= 220U E-MH HES A Z2EZ QL
H F=AE YL Ch

« TURN - TURN(Traversal Using Relays around NAT)2 NAT 2t = HiotH o
X|7} TCP EE= UDPE &9l CHE T AEOQM S0{2= HIO|HE =4e = J =& sfF
2ESYLCETURN AH 54 % 2700 §E.8 gsiLict

ry
)
rio
it
o

o Il

OfZ 2|0 M2 AL OB Axis XIS /TS 288 4 Y& LICh. AXIS Camera Application
Platform(ACAP)2 EFAP7F Axis (0] £ 91 7|EF 0fZ 27 0|48 Jjaret = QI Jfurst Bahz )
L|C} OfZ2A o[ FX|of AR EXisr{Lt 2R 2 CHRRCo AL 20|~ B8-S KB + 9l

ZL{Ct
Axis Off 22| #| 0| M0 CHTt At Xt M HAME RHOLE 2{H help.axis.com@ 2 0| 5L L.

AO|Hf 10k

HMEZE Aol E ot FE = axis.comOf| A 31 K Z2| HIO|HAIES FESHAI2.
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Axis= Axis K9] H|oF U 7|EF Hot Bt 0] i3t MBS HTohs 2 AH|AS HBE
Ct. & 2l2 8to 2y axis.com/security-notification-serviced X T+ =6FH E L|C}.

- a
Axis 3oF 2he| BA, H|org S B ot W, 0|0] BHE Hopy X oHE met

-1 O
ot LI 82 axis.com/vulnerability-managementE &SI A 2.

0
d
_|
J
0
I

SY =0l Al 7| 220 28 & Axis §X|= Eot 7|2 Eo HAHLFo = MH 5O ASLHEL S
XS XM H B2 2ot 7193 ALEdts A0 S5 LCE 23 Atgf|, 2[a2 8L K| 2ot 2|
NES CHot AxisQ| 2 BHALOf| CHSH AtM| S| L OFE 2{ ™ https.//www.axis.
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