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£ S0
. APP log(¥ 21): o o|HES 208 ULt 2Ed+&= X AMH A0 2o/ Wf FESHLICH
« Activate license W|th a key(Z7|2 2fo|MlA EMd3]): dof 2to|dAZ Hest AL =d3ls|or o
LICE &X|7F elHullo)] dZ8e &= gle 4% 0 M2 AH8ELC
2ol MlA Z|7F QiCtH aX/scom/products/ana/yt/cE O|zEtL|C}. Z}o|MA 7|2 AMAEIz{ ™ oAl
A FEQ Axis N 93 Hs 7 ZoshLC)
« Activate license automatically(EfOIJﬂlﬁZ Asoz Msl): Ao 2ojMAT Tost 42 =M
oo oFL|Ct Z X7t QI L*'01I ddg = Qe 42 0] FHE A8 L ZlojdMAE
2t Matsta{™ 2ol M A :'E7f ZeotLCt
o EBIO|MIA H[ZESE O|E S0 MT 2o dA0N FA 2lo|dAR HASHE 42, 2t0|HAE
HlZ2-d25t0] CHE 2to|MAZE WmAerL|Ct 2o|MAE H|ZMatstH X0 ME XAHE L CH
+ Settings(27): D7 HF=E -_r“g'c’.';.“—llif
« MF: FXOoM WS FFLECE MHSHAIR. HE ZO[MAE HIZ/HottX| Rl =i
HEE FX &L
Al AE

Az gAle g setexiol oo MHo| wat CHELIC

— o T =
H|
RO It AZHE NTP MHQt S7|3t6t= A0| F&LICH
Synchronization(S7|3}): ZX|Q| Y& U AlZF 57|35 SMES MEASHL|C}
» Automatic date and time (manual NTS KE servers)(X}S 2% U Al ZH( NTS KE A{H))
DHCP A‘IH-|01| HAZAE HO NTP 7| A MUt =7|3tetL Ct
= NTS KE MB: 3}L} = = 7§0| NTP MH{O] IP ZAZ QaetL|ch = 7§o NTP A
AFQOP'— 4% HX= & M0 YE LHES 7|Btoz At F7|3tsta =YL
- Max NTP P0" tlme("I':H NTP Z3 AZh: YOOoIEE AlZhS 7] RIS NTP MHE EE
o W7FX] FX|ZF Z7|Ch2{OF Sh= Z|Cf AlZtS MEHSEL| T
- Mln NTP poll time(X|2& NTP E3 A|Zh): QOO|EE A|ZHS 7| s NTP MHE ZE
o W7ER] FX[7F Z7|CHe{OF St= X AlZHS *JEﬁ”s“—IEf
. Automatic date and time (NTP server using DHCP)(X}& &X& % A|ZH(DHCPE AtE6l= NTP
MH)): DHCP M0 HZAE NTP MH el F7|otetLCt.
- Fallback NTP servers(CHX| NTP A{H{): S}L} tE= &= 74o| CHM| MEHQ| IP =AE USBL|CH
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- Max NTP poll time(X|Cf NTP Z& A|Z}): GO|EE A|ZHS 27| Q3] NTP M2 =2
St bR KK 7t 7|CHe{OF BHS A A[Z2+S MENSTL|CH
- Min NTP poll time(X|2 NTP Z& A|Z}): GO|EE A|ZtS 7| Q3 NTP MHE Z2
o W7HX] FX|7F 7|CH2{0F Sh= XA A[ZHS MEdSEL|CE
. mj_;onqatlt_:c I-daEte lar;d}tilm? (manual NTP server)(XI5 Y& S A|ZHES NTP AlH)): MEHSH
MHQ} =7|8}8kL|C}.
- =5 NTP AMH: S} = = 749 NTP MH Q| IP FTAE UHETIL|CE. = 742 NTP MHE
A8StE 42 FXle & MBI YUHE HES 7|8z AZtE 57|25t mFES LT
- Max NTP poll time(X|C] NTP Z2& A|Z}H): YHO|EE A|Z+S 27| Q3 NTP MHE Z2
o W7HX] FX|7F 7|C2{OoF St= E|Cf A|ZHS MEHSEL|CE.
- Min NTP poll time(%|2 NTP Z& A|Zh): QHO|EE A|ZS 27| Q8 NTP MHE Z2
o W7HX] FX|7F 7|CH2{0F St= XA A|7HS JEHSEL|CE
« Custom date and time(AI2XF X|™H Y& U A|Zh): =502 YR 9 AZHS Y™HBIL|C Get
from system(M 2NN 127G S0l ZRE EE 20ty YHAN I U A
NS s Aba 7bAH =L
A ZHCH: A8 A[ZICHE MERSEL|CE & FoF AlZH A H#FE A|ZH| & AZt0] At o2 ZYEL
. aIngP:ﬁDT&POqum% ?I?iH% MESLCE O @M MEHS[a{Y DX TX|7} DHCP A
— EE AN O _6:_1 L‘ E .
- Manual(+5); EECF2 S=20IA AIZHHE MeyBrL|ct
H| 3
AM2EME ZE =3, 21 2 A" 270 R & Az @80| AR E LT
A /1%
X7t A= /IXE YHYULE S 2| A|LH-HNM o] YEE ALY X 20N FXE HSLCH
+ Latitude(flE): Y=+ U2 B SF= LIEFHLICH
- Longitude(ZE). U4 e EAXQM EZ2 LLEpHLICH
+ Heading(#8): &X|7} Sists LIAEE @8iS QeistLich 02 HEg LiEYLT
- Label(81): XX Cf3F MBo| wetel 0|28 YetLct
. Save(ME): A QK= Ml E s}
HEHZA
IPv4
Assign IPv4 automatically(IPv4 XIS &%) HEQA 2t22E7 X0 IP FTAE K502 SHSIZE 82
O MEfStL|CH CHE 2| WERIZO Cfs{ Ats IP(DHCP)E #ESLICLIP FA: FX|o| NJGHIP FAE ¢
HSMAlQ. DM P Fak 2 4 ngst AL HoH YEYD Ljojq Ratg2 setE £ Q&L
S5 YRGB DH P F22 Sety| MO| HEAS H2IXo)A 2ofsts H0| TSLICLAEE OpA
3: M4 OpA3E 2510] LAN(Local Area Network) LHE0| A= FAE HolgtL|Ct LAN 2|59 2 &
Fas 2tRHE S0 LCLRouter(2}2E): CHE HERYI L HERJI MIOAHEO AZAE HXE HZASI=
O Ar2Es 7|2 2t2E(HOIER0))e IP TAE 3Tt Ct.Fallback to static IP address if DHCP isn't
available(DHCPE Al2% = Qe A2 1™ IP FA R EH): DHCPE A2 £ Q0 IP FTAE X502
ZEE S G 3P GNR 8T DY P Fag Foletaet depLc:
Hl
DHCPE M8 % G WA7H D F4 GAE NBSE 39 1Y Tk MEE ¥R 7
MEL|IC
IPv6
Assign IPv6 automatically(IPv6 X}-3 ). IPv6Z AL HEQZA 2t2H7F &Ko IP FAE Xts
o2 UGt E St MEdSL|CL

SAE 0]
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SAE 0|28 AFOR BE YT 26T HA|0| SAE 0SS P FAS E5O2 VIS o
20l MESIL|CLSAE O[S A0 AMASE 2 WHOoR ASsleH SAE 022 4522 92
LICl. M E0A Y A|AEH 2= STAE O|E2 AETELLH 8= EX= A~Z a~z, 0~9, -QL|C}.
£ DNS YH0|=EE BAMSIRLICE Ix|o P x40} HHE wjoict X7 Sojel o/F HHONS)
7|22 x50 YH0[ESt=2 S{SHLILLDNS 0|8 S2: X9 P FAE 743|7|= 188 cof
ol 0|28 QastL|Cl. 3RE L= EA= A~Z a~z 0~9, - L|CLTTL: TTL(Time to Live)2 DNS & 3L
Jh fHOlER7] Hol REg Sej2 gxisE Ae BFTLUL.

DNS AMH

Assign DNS automatically(DNA X}-3 &2): DHCP MH 7} AM =09 S DNS MY FAE ZX|O Xt
S22 St St MEHSIL|CE CHEE2 HESI EHOH Xt& DNS(DHCP)E 3% efL|Ct.Search
domains(H|Q M), MASIEX| RS TAE O|EE A2t 42 Add search domain(ZA =09l
A7he Zastn &X| 7} Af%é}é SAE 0|52 HMY EEHI&I% 'EAE.“-I CH.DNS servers(DNS AMH):
Add DNS server(DNS MY FIHE

SAE O|IEE IP A2 54%5}01 H&gct

=
1
Of
=
o
=1
wm
=y
o
£
Sk
k>
mlm

UHYLCL O] MH= HESQIMAN

HTTP % HTTPS

HTTPS= AEALS| HO[X] 23 & & MEO|AM Hretzl b
SEl 2 mE2 Mol M2[HE BEFEE HTTP

S
K| 0| A HTTPSE AM23}E{™ HTTPS QIS AME A X|8OF TtL|CH QS AME
Security(A|AEl > HQHZE 0| 5L LCt.

Allow access through(¥N|A & &): AtEXt7F HTTP, HTTPS == HTTP and HTTPS(HTTP % HTTPS) = £
E2 5 2 Sof SA0 AZSIES S|FTA| MeBiLICE
il
HTTPSES Sof 2=atel @ HO|XIE B Z9 So| HoXE NS 8% 0 450 Hotg +
OIA|_| |:|-
HTTP port(HTTP ZE). A% HTTP ZEE UsigL|Ct MK EZE 80 tt= 1024-65535 HR|ol &
S EEE o|BuLl meke 208 49 11023 Helo BEE U 2 USLITL 0 Hol
HEE ARSHE Z117} EAIELICLHTTPS port(HTTPS EE). Al2% HTTPS EEE Qaistlch &K
= X E 443 £ = 1024-65535 l=H°|0| DE ZEE 2L CH AAZXER 201 A2 1-1023 H[9|
HES Q2% S YLt 0| #9o| TES ASSHE Z 17} HAIE L|Ch Certificate( S M): |
of HTTPSE By3tsteiel ASME Mefgch

Bonjour®: L|EQI0|A X5 HMS 5{85t2% 0| 242 ZHL|CtBonjour O|: LESIT0| EAZ 0|
QZBILICL 7|2 0|22 &K 0|21 MAC ZAULCLUPKPY: UEST0|N X5 HM2S s{8stefoi O]
52 HLICLUPNP O/E: WE9I30| EAIZ 0122 3Lt 7|2 0|52 &X| 0|21 MAC FxeL
CHWS-Z4): LESISOM A5 AMS o/geteis o] S48 HLITHLLDP & CDP: HEAION S
g 525128 o] S4E HLICL 1D o COPE et Pot Tl waol XT0| 4 > Y Lich Pot H
By eid 2xE SZstei® St=glo] Pof Mg WA HEOZ PoE ARXE FILLH

=X
=
<2
=]

o
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Http proxy(Http ZEA|): o/ SE HA0| Ma} 22 ZEA SAE EE P FAS XML ChHttps
proxy(Https TEA|): 5|25 WA M2t 32 T2 SAE E= P 745 AP
HTTP Sl HTTPS mEA|0 S8 = YA
« http(s)://host:port
 http(s)://user@host:port
« http(s)://user:pass@host:port
H
HXE MAIESIY 228 ZEA 282 HEL LM

o
S
2
30
rr
mo

REEERIE

coel o8 XHE: www.<=HQl 0] &>.com).
S8 =Moo 2E 5t =0 XF(O: .<ZHQl 0] &>.com).

. CIDR A9 IP =& X|H

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AMH|AL= Ol QXA L AAIZE X =351 A
HMNAE HMBTLICE XM LI 22 axis.com/end-to-end-solutions/hosted-servicesE

Allow 03C(03C & &):
« A28 0|AOo| 7|2 HEYLICE AHUES Fof O3C MH|A0f HASIHH FX[Q| HOl HE
S Z4H SFELICE HO HES $2 Z 2442t O|Lfjoff O3C MH|A0 ZXE SE0F T
Ch. O"X o™ FX|7F O3C MHAON AA X ELCH FXE SEL|H Always(g4t)
7b 2 MotE|n FX|7F O3C MH|[A0] AZE X FX| &Lt
o 4 FX|TF QEUUEZ Sof O3C MH[AO TSt HAZ XEHE ALPLICH EXE SESIH
03C MH|A0f HZAE X FX|ELCH X Q MO HEO X e 42 0 282 AT UL
« OfL|Q: 03C MH|AE H|gdatgtL|Ct
Proxy settings (ZEA| M) Tgsl 42 Z=A| M2 Q80 TEA| MH0| AAL|CLSAE: T2
Al MBS FAE USHTILCLEE: WA ABEl= ZE HDE YHSGMUAIQ2OQ X HAE: Ee
St AL TEA| MO CHEH AFEAF 0|2 Y IAYEE QHTHL| CF Authentication method(Q1Z5 HiHH):
o 7|&: O] HERH2 HTTPO| CHol 71 =2hdo| Hojtt 215 HAYLCH Lzobe|X| A2 AHEX} O
£ IHAYEE MHE MESH7| I Z 0] Digest(CIO|MAE) BFHELCH QHMSHX| YUSL|CH
o CIO|HAE: O] HH2 T4 HELIE S L=atEl WAJEE MESHY| IIE0 o t™THL|CH
o XF: O] SMEZ AL X E= YR met BX7t o5 S MeElg = Q&L LCH Me
2= CIO|HIAE HHE, 7|2 9E =M2 dFeL(Ch
28X 215 7|(0AK): 234t OIF JF|1E 71 e{H Get key(7| 71X 27[)E =L Ct O|H2 ZX|
7t eEtEHO|L ZEAIQO] QU HARE ZL0T JhsLCh
SNMP

SNMP(Simple Network Management Protocol)E O|23}0 HEZ XX E ddo=z &

SNMP: At2% SNMP H{A S MEISHL|C}.
« vl 8! v2c
- Read community(2{7| ZJFLIE|): X|&El= 2= SNMP X0 CHal 27| & #HTHO|
A= HRLUE O|F2 2T Ch 7|22 MLt
- Write community(*A7| #B2L|E[): X|LE|= D= SNMP Z4R|0f CHsf 7| E= M7 s
O] A= HRLUEl O|§2 2 721 ©& A HMel). 7|22 27|t
- Activate traps(E®™ Mo} ERETE 2M31512{H HMUA. XK= EHE ARSI
8%t O|ME = ME| WA CHSE HAIXIE 2] A2 EHLCH & QNI o] A0
X SNMP vl 9 v2cOf LCf b

=
OlMZ E¢ll ERZ 47F
- Trap address(Ef F&
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-

S UES LD,
- Traps(E®):

- Warm start(g AEE). SNMP A X

- Link up(Z3 ¢): 37 T20A

- Authentication failed(21Z Al1Ij): OIF A|Z7
H| O

AXIS OS Portal> SNMPE &Z3l4 Q.

- Cold start(2E BEl): X7} AXE [ EH HAIXE &
A

SNMP vl 8l v2c Ef¥{E& 7 EE Axis HIC|2 MIB E@0| 23t L C}

- Trap community(E® FHJLIE|): ZX|7 22| A[AH0| EB HAXE 2 O ALE

=13

=

—

e v3: SNMP v3= U3t 9l HOt 2t 2 K &dt= HLOF QF™SH A QL|CE SNMP v3E A3t H
A It HTTPSE &l MSEE2 HTTPSE &d3ist= A0l EHLICE =3 #ot0| Y= SARKIZL
LS E[X| 22 SNMP vl U v2c ERO| AMAstE AS WX|BLICH SNMP v3E AE3t= 2%
SNMP v3 H2| ofE2[AH oS Sl EHS H-e = JASLICH
- Password for the account “initial”"('xX7|" A|™He| IJA L E): O|Z0]| 'initial'@l HH9|
SNMP IfAQQEE A= BHL|CE HTTPSE ZM3lstA| fnr MAJYEE MES 5= UAX| Tt
HESHA| U&LICH SNMP v3 IHARQIE = T B0 M7k o= QI HTTPSTt =HM3tE 42
oot d™sSt= Aol EELLCH AYEE HFSIH WARQE EETL O O|&f HEAILX
SLCHL AEE CHA| S H FXE & 7|2 dEeE MHFsoF gLt
& of
HEX
ISME HEJIHS HAE QFste O AHBELULE O XK= F 7HX gdQ ASME XA L
» Client/server certificates(Z2I0|HE/AH Q2= A)
E20|HE/MH AS M= EX 2 IDE HBSHH XA MY = Ao CAQS 7|2H0A &
22 = JASLICH XM MY ASME HotE ESE M3stH CA 2l AIZME 7| A
TR A8 = UELICH
« CA QSN
CA QIZME AESIY mof ASME ASTLLCE O E =0, X7t IEEE 8021XE Ex k&=
HERIAo HZE 42 25 Mol IDE HATTLICE EAXOE o] 7Hel AN X & CA
RIS M7t A& L|Ct
XNeE= o Ct=d Z5LUC
[}
o

i
o
M ®Al: PEM, CER, .PFX
7| Al PKCS#1 90 PKCS#12

| Add certificate(QIZ M F7}) : AASME FIt5t{H Z =L

« Secure keystore(HQ 7| X&) 7

[

20

Vv o = =
+ More(| M7))  : EolrL} MEjE X7} WES EABLICE
| 7|2 of |

g =t );I JlZ2ate 2 MEEotH RE ASM7F AMELC A 2X[E CA 2ASA
K

=

= Trusted Platform Module 2.02 MEHSIL|Ct. MEHSE HOF 7| KZEAN CHSH XiMsH LIES
2 help.axis.com/en-us/axis-os#cryptographic-supports EZSHMA L.

+ Key type(Z| d): AIZME EZ5l{H EECIR EE0AM 7|2 53 202 F0|Lt ot
E Uzt Ya2ES MEGLLCH

Mo 2 HRole Ch20| =ZehE L Ch

« Certificate information(Q/S A ™H): MX| = QASAQ £&=ME FL|LC}.

o Delete certificate(QUS M AMH|): S ME AMX|SIAA 2.

« Create certificate signing request(21Z A MH M M) C|IX|E ID 2ASANE MHDSI7| 29
g 710 2 QM MY FZ ddgL ot

Secure keystore(® 9t 7| MZ&A) @
« Secure element(EQt 2 A)(CC EAL6+): EQF 7| MAE AN EHQ QA E AlSIa{H MEHSHL|CF
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-

« Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 gj|®#l 2): 20t 7| HZE A0 TPM 2.0
= At8%ta{® MEfStL

HEHYD M2 Ho| X AB

IEEE 802.1xIEEE 802.1x= M Gl 2M | EQ3 EX|9 HO =S XISt E

sS= E 7|8t HESR &2 |
£ 2|t IEEE &= Q| L|C}. IEEE 802.1x= EAP(Extensible Authentication Protocol)E 7|&9 2 ¥tL|LC}HIEEE
802.1XE2 H3 &&= HELIA0 HHASHH HERI X7t AMHHZ QSE 00 FLCH AF5E2 24F

MHO|A E|H, YEIH o2 RADIUS ME{(0: FreeRADIUS 3! Microsoft Internet Authentication Server)g

(=]

L|CHIEEE 802.1AE MACseclEEE 802.1AFE MACsecS O|C|0f MM A 2 T2EZS 9ot H|UZHY G§O|E 7]
= 99|5l= IEEEQ| MAC(O|C|0] HMA HEE) Hot BEL|ICLABSMCA 215 gio] 7

FEY AAL Higtdoteln K= AZE HEIAo A0l XN 152 A= LCH

o

o

SME AEE I} Axis 8 Al 7|7 Y 915 NH £ EAP-TIS(ZH 7t5 Q5 ZZ2EE - M5 AS 29
A

o

X
%z

>
T
ron
oMo
Rl
0%

o — o
SYULCLEX| 7L AIBSME Sl E2 k= HERIO Hh2E
£ X0 MX|80F B L|Ct.Authentication method(Q1Z HHH
Client Certificate(22}0|HE Q1= A): IEEE 802.1xE A2 22}
" oI5 MHE QISANE ALZo}0l S2H0[9IE0] DS SOIBHLICHCA ASA:
01 MHlo| IDS EOlstiict AISAE MEiSHR| %ow YA oAE
2l A| =8t L|CLEAP identity(EAP ID): 2210|HE OIS A
254 A| 2 .EAPOL version(EAPOL HHH): HEQA AQX|O|M AL = EAPO
IEEE 802.1x(IEEE 802.1x A}&): IEEE 802.1x T2 EZ S Al2Ste{H MEISHL
PEAP-MSCHAPv2E AL83= AR0C o|2{st 4™ &S 0| 8¢ =+
o IjALQIE: SHE AIEX} IDO| IjAL b
« Peap version(Peap H{F): L EQI A
o Label(2}¥): S2}0|HE EAP US3E
M 25 MEHGIL|CE Peap H{F 12 A
IEEE 802.1ae MACsec(®MX CAK/AI® 28§ 7])E

o o Tr
g+ AFHLH
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AL 2 ~ 64XHQ2Z
HOoF 3t0H, XS0 MACse
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o
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o

N
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1
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220

QBtLict 327} E& 64X12| 16715
S0, S0 MACsec2 24 ststal

Ayl
ok
o<

g M
£_>.'_|'_9__>|_r
T

M
e

XY oY 23 X

Blocking(\tEt 5): A+ CfQl 322 XICISI2i® AMAQ. X [fol 3242 Y %S S5 219
B EL U3 7|8 RZBILICHAT Z|Zk SAE Y BAS AT AZCRS AHSLCLAE
Z: 220 A%ey| Moj S185ls 2T 03 A 235 dHPUCL HOX +EM FA +F 2
SolM SBEE AN £8 2FT 3 A&

Activate(Z/d3}): B3t S ZHL|C}
Default Policy(7| & ). qigtEio| 7|2 MENE MEHSL|C}.

| o o |
« Allow(3]8): gX29 2= HZAS HLICE. 0] FH2 7|2 HFEO ASUC
« Deny(H¥%): XX|2o BE AHZAZS HEBHL|CH
712 HHo| o|QE HEsHH EY T4, I2EE 9 ZEOA X0 st AHS 8L AR
= ES d4g = YL

(e = .
HI2 o8 =& ARd ZE WSS YHBLICL 1-65535 Afo|9] ZE MBS F7}
Sk A OIﬁL_lEI.
= T Mg o .
- FM: 2o M2 MugU
e gg wasee 2apyn
Add rules(E F7h): Folst 22 Fvtotele 2L
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2
=

QIE{ H O] 2

+ Time in seconds(x THele| AlZt): & HAEO| CHS A2t HotS gLt 7|2 A2t Hoh2
3002 HEFE0 JUSLICHL ES2 FSA| oo™ AZHS 0x2 G-t
+ Confirm rules(§ 2tQl): £t A|ZF HotS 2ol 1= O|¢2o A2t Mots e 8% O] A
7t 5S¢t E0| ZdBtELICE AlZt2 092 MY E0| HE ZgstE Lo}
Pending rules(2F Z¢l &) Ot =HQIL|X| G2 Z[4 HAE E0f Cfet QHF YL
H|
AlZt Jgte & §2 HAE EIO|7F ELALE AFEXIIL =2holgh Wi7tX| & 1% ofzfo| HAIE LY
Ch. 2tQI5HA| o™ Efo|M7t 2 = HR Sl § ofgfof EA|Z|D, YatH2 o|Fo| Folot 4F2
2 L SOotgLICt Ol =HolstH oixf g e &2 tiME L

Confirm rules(g &Ql): 2F& S £ 243st{B S LI ChActive rules(§ &/83}): A TX[0f
N 28 S0 E0f et 2B F AL ¥y 22 MW 2. O B8R 5
ol E1t 29 E2 2F AHMoE SEeLC

X AxisO| B AE ATEQIO Ei J|EN ALRKE X|H ATEQIOIS MXSI2AB ALK XK HYE AXS
0S IZM7t WRBLILE SHE AZEQYOIT} X AGARSL Ads BE0| O8] S0IE| Qx| Holg]
Cf 2EEQOE Q8 AP Hsor & D2 MEEls SH YA MB HHD & AL Axs?
MBS 93t 7|2 BRoT 9002 Adstto] ASRE X1 NIE AXIS OS OISHES MM = olsl
CHinstall(2%)): QIZAE Xjelaie 22BLICt 2TEQIOIS HAlel7| Mo ISME Ao LTt

© Jgo %= Hwoles ChS0| ZeotE Lo
« Delete certificate(QIS M AbH[): @l

Ad

A¥

ChAccount(Ad): 1/t A O|E2 L eL|Cl.New password(A| {ARIE): AHo HAQEE ¢
SUCh AREE 1~64XF ZO[OOF SLICE ZA), A, #7E, €7 7|= S 24 7tbst ASCL 2
AHRE 32~126)3F T{AQE 0 AFRE 4= Q& L|CRepeat password(TjAQE HHE): =l =
E ChA| QL EHBHAA| 2 Privileges(# 3H):

+ Administrator(2t2|X}): 25 20| &TS| HMAPrLCH 22Xz COHE AFS F7H YO0

E % HAY = ASLICHL N
+ Operator(2gGxt): CH22 Mot 2= HE0 dh2g = ASLCH
- B = System(AAH) MY
« Viewer(70]): 232 #HadY = U= A0 Y5LCL

© d"o %= Hwole O30

mjo
rHl

%
il
-

I gtE L|CtUpdate account(A|d AGMIO|E). AHH &4
o
=

| =&
C}.Delete account(Hd AtH|): A &2 APMTHLICE root A™E2 AME = gl&LICh

o)y

I
12

M A

Allow anonymous viewing(2{3 27| &) AF2z 2IQI5HA| §ik 7L 2EXZ X0 HM2

[

g = JYEE MYt CtAllow anonymous PTZ operating(2E2| PTZ 24 3 8) © O ALE
AtZt O|oX|of CHeh ™, HE U FES & 5+ A=E St{H FHLICH

SSH #8

22
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o QEmol A

+ Restrict root access(root OHM| A H|BH): root

Account(Z|®): 193 M 022 /2Bt CtNew pa

= =

= AHELICE root AE2 MY + &S

+ Enable SSH(SSH gH3l): sSH MH[28 Afgoizie 2L

Ch IfAQEE= 1~ 64X} 210|0fOf BtL|C} 2X}, =X}, FEH, 9= 7|_(2
E 32~126)2 I{AYE0 MY 5 ASFLICH Repeat password (Ijj 2

o= T

+ Add SSH account(SSH Z|™ Z7}): M SSH AXS =7istaiw 2ot

AMA7E HRst 7lsS Metote{® FLU o

ssword(AH I|ALQIE): A E

A SlESHUAS M MBS ATUCKSH). © AkmO| B ojhols C120| ZHEU Tt Update
SSH account(SSH A AGIO|E): AHE £M48& HEISHLIC} Delete SSH account(SSH A Atx|): AHH
_I

7

o>

¥ SAE

|ﬂ1_|_

Add virtual host(7}4t

2E ID 50A MEASEL|CE a e
+ Update(HOH|0|E). 74 SAEE AHOET
o MAH: JIM ZAEE AX L LCH

L

Hl g3k MH7F 2 gstE e

S Bl ST LICLENIE O T BAE
A8 SH2 B MESILICHME 0|8 ME{o 0|52 AHSILICL %At 0-9, 2 A-Z I S{0|Z()EF A8
UohEe: Aui7t 92E ZE2 g3UChType(S8) A8 915 S8e MeLTL 7|2 Clo|HXE,

OpenID T/

T2 M

OpenlDE AtE30] 20 =+ Q= B2 OpenlDE T30 2a0g If ALt CHO[HAE

o
=t U XH 332 ASHUch

2l 82 L|C}.Outgoing Proxy(&4l ZEA|). ZTEA MHE
A+83te{ ™ OpenlD Eée 2|t E%AI FAE YL CLAdmIn claim(2|X} 2 H). #2|Xt 9| ¢S
Q25| C}t.Provider URL(Z3&X} URL): APl ICZOIE QZS 2ot & 23 E UAHSIL|Ct https://[insert
URL]/.WeII-known/openid-configuration oW”OIO-IOI: atOperator clalm(%%'x} X)) QX dEto| 7S o
gtL|Ct.Require claim(2% ER): EZ0| U0{0F = HO|EE = TL|CtViewer claim(BEX 2H): &
A dgtol gf2 YT L|Ch.Remote user(}Z ALEX}): 24 Af%ﬂ% AESHE 2 YLD Ol &K
I 2 IEHI oA HIf AHEAE BAISHE O RFE%L|CLScopes(Hel): EE9 AL & = Ys MEHH
He |°,=II_| C}.Client secret(EE}o|°1E H|&): OpenlD IjAQE = Save(XZ): OpenID e MEsieid &l
gtL|Ct.Enable OpenID(OpenID &/d3}): A HZ2 Bn ZZX} URLOIA EX| 2152 &85t2{H ZLCH

O|HI E

=

=

E2 HHZ A S MEof tish Ecl A= =
2= S0 BAELC

=in}

23
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o
mjo
o
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L

x
m

Im mjo
r
[

>
X
Ot

Eﬂln
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>
o
c

>
2
Qo=

mjoJ(m

Im %% gy Sy

P2
ot

B
sat M
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°
o
g
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g B S RAISCHE 2

condition(0] =7 HtH): MEHSE 741} HILHE|= ZAHS QUSIH MEHSIAA|L. Add a condition(ZZ
|. =2

12 s dition(Z
eg Meotn B HEE Y

Ot
o I
xrg
Ml
Ju
of
>
o
>
(9]
=3
o
=
2
@
Jo
d
2
>.

A

E0= Ot 22 M FHE E T 2587t UE 5= US L ChFront-facing LED Activation:

LiveStream(™ ™ LED Z=rSZ: LiveStream): OFO|3A 7} 74X Q10 2l0|EH AEEIQ| £AlEH QL] FK|o MH

o
LED %t3: SIP) : Oto|=7
QL] ZX|oAM SIPE =
on incoming call(QtLy
X7t Oj2] golE 2L

LED7} =AM o 2 H}E L|C}Front-facing LED Activation: Recording(F™ LED Z&: =3}): 00|37} HKN

=80| 2 FO|H 2C| ZX[o| MM LED7t =MO Z HtE L|LCtFront-facing LED Activation: SIP(T™
FAXN A0 SIP S317t gdete|d Qre Ao MM LED7| Moz HpgL

SlsfjoF O] O|HIEE E2|HE £ UEL|CHPre-announcement tone: Play tone
: M3l 4 A M2 M) @rC|2 ZHX|of SIP SZ=0| O|F{X|H
dotL|CE @) HX|of Cis SIPE 2M3}sof e L|Ct. 20| &X|of
LAXZ EaelE 4 StHE X7t (522 S210| SHOHA| R=
L|Ct.Pre-announcement tone: Answer call after incoming call-tone(QtLl &
2 F M3 ). 2Cj S0 ELH 4 SIP 50| SEHELLL 2002 F
i SIPE f 2 L|CtLoud ringer(A]112{2 HAZ|): @C|2 EX[O| SIP =F0| HMstH EO|
dotE|of e S 02| HolE @re 0| MU L U FXo Cish SIPE &-dztsjof gfL|ct

M
S
3
=]

r
rx
tot

[o

| AEA M E HESIAL K|
S L
=

Zof 20749 +AUKE 8 = ASLHO

| Add a recipient(£: A%}t 7)) =AXES 74P SUFLCh 0|&: +AIXe| 028 ¢

2
=

L CHType(R8): S=0)Af M.

.« FTP
- BAE: MHO|IP FALL SAE 0|23 YHTLICL SAE 0|22 YHstE H L, DNS

A H 7t System > Network > IPv4 and

XEe0f A=K =HQASHHA 2.

- EE: FTP MW7t A 83t ZE HS E ALt 7|22 21 Lt
- Folder(EC): MU= XMyg CIHMELZ|S Z2E YHSIYAL. CIMEZ|ZF FTP AH0| O
O ZXSHA| o™, mdS HZES I @7 MA[X|ZF EA|E LT
- Username(At2Xt O|2): 2 Q15[ H ALRAL 0|28 YaAHBIAAI
- DAQIE: 2IQI5HEEH HAES YSIYAR
- Use temporary file name(Y A| ntQ :
A
=]

24



https://help.axis.com/get-started-with-rules-for-events#conditions
https://help.axis.com/get-started-with-rules-for-events#actions

AXIS C8110 Network Audio Bridge

¥ QIE{H 0] &

-

- HTTP
http://192.168.254.10/cgi-bin/notify.cgi &} L| C}.
- HAYE: 2I005B HAYES AL,

HHE 711 ol Edol-|_||:|.

M https://192.168.254.10/cgi- bln/notlfycglo' L| C}.
s oIS AE MeEigLct

- OjAQE: ZOQGIE{H DjAYE
HEE HDD =B O}

« HESfI3 2E2X|
NAS(Network-Attached Storage)?} Z2 U ER 3 AEE[XE FIts}
I

NE8E & &L TS MKV(Matroska) T2l A0 2 HagLC
- BAE: YEYA AEZX|Q IP TALI SAE 0|28 YABILICH

- Share(Z2): gAEoﬂ)\‘I _'-|C-’r O|E2 ¥HgtLct
- Folder(ZL): MY XW ClMER
- Username(A}Q-I} 0| ) 219l

SAE: A—||:|-|o| 1P A|_|. SAE o|EO olEd?sH_||:|. SAE O|§%
K EE0 A=K =QI5tHA .

- Folder(EQ): m¥e HEe C|HEZQ BEE
O] ZX51X 2OW, TUS A2t 0 Q= HAIX7F EAELCH

- DAYE: 2IOIGHE HAYCS YURSHAIL.

p=!

835F= SFTP MBE X|stL|Ct. & A A| RSAZ} MEE|
DSAZF 1 5|2 MELICL. SFTP MB{O|A Atgds 24
SHLICh Axis X[ MD5 9l SHA-256 Al 7| B
oS Q5 SHA-2565 At&3t= 20| Z5 UL} &

Axis
3 of Chst XWI"* &2 AXIS OS jf,’é-”g ok

—_

A2

m [m I

II°|' >+

ELT;

S0l Cfst XMIOP WE8e AXIS OS ZE2
- Use temporary file name(A| u|-?E O|E A g): Xf%gi s

Ads ﬂico}ﬂzlﬂl MESHL|CE Y=2E

G20t BEE HS, Sus 12o]

L] Cf. 0|%,i71| StH Rst= O|E& 7t%l B E IO SHEX & =

« SIP or VMS(SIP EE&= VMS)

25

- Username(Al2X} 0|2): 2101320 ALRX} 0|28 ABIAIAIQ.

- Proxy(ZA]): HTTP MHO| AZSI7| I3 ZEA| MHE SatoH0f

URL: HTTPS AB{O| Ci3t LEST Fa0 RHS Ha|T ASYEES

- Username(Al2X} 0|E): 212512 H Af%x} 0|28 UHSIAUAIL.
CE O
=

- Proxy(ZFA[): HTTPS MH{O| AZ3|7| B TEA MHE S0} St B

- Username(Al27%f 0| 2): 2703te]e A8 O[5S YHSHIAIL.

- SSH SAE ZJ| 7] SE(MD5): 97 SAE ZJ) 7|(32A2] 1674 EX-e)o| |

2L C}. SFTP 220/l E = RSA, DSA, ECDSA 3! ED25519 SAE 7| 89| SSH-
L dreio|0{ ECDSA, ED25519
2 MD5 SAE 7|2 Y|
x| 2l 8} x| ot MDSEEf zEs g
Axis X2 SFTP MHE F45t= d
|

PREIt STl 32 & Oteol glELCh. d2fLf ojHs| (Al mMAS 5 - ASL
Ch. O|E7 otH Jot= O|F& 7t 2= IOl HEX| & 5 USLICE

- Use PaSSlve FTP(3& FTP At8): JdHQl S&0M HE2 Thad| i FTP B0
OOolH 2ids B== QJBLICH SAI7L Chef MEIO| CHet FTP XOf X HIOJE Az
S mE MIMOoZ ARELICL oS YuHOZ mXo ThA FTP MH| Atojof &
ool e B0 Eagtyo

URL: HTTP A{H{ O CHot | EQIS "AEF 2¥S Mg 2A3HES Y8¥YH. O =H

- Validate server certificate(A{HH QS A =9l). 0| MXE MEHSIO HTTPS AMH L MM

TUE!
fo

-
o

A H 7} System > Network > IPv4 and IPV6(A|AH > HELA > IPv4 5! IPv6) Of2f o

- EE: SFTP MH7} AI838te ZE HSE QaistL|ct 7|22 229 L}
UHSIMA|QR. C|AEE|7F SFTP MH{0f 0]

N, Ho

=
- SSH SAE &7 7| S8(SHA256): 22 SAE ZJ| 7|(43Kt2| Base64 QAL 2XN)9
X 2S YHLICE SFTP aar0|°1EL RSA, DSA, ECDSA 3! ED25519 SAE 7| 839
SSH-25 Ar%or“ SFTP MHE X[ TLICH A4 Al RSA7} MB e do|mM ECDSA,
ED25519 8! DSA7t 1 % & mbEL|Ct. SFTP A‘|I:|-|01|Aﬁ AFR3I= 2HIE MD5 SAE 7|2
fL|CH Axis HA|E= MDS 8 SHA 256 SjA| 7|2 RS XK O MDSELCH 22
oF "ot fIo) SHA-256E8 Ar&3tE A0 %ﬁLIEr. Axis X2 SFTP MHE pMsl= 4t

30
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AXIS C8110 Network Audio Bridge

¥ QIE{H 0] &

-

SIP: SIP R} Ha® MeteilC
VMS: VMS F3lE Za{d M .
- From SIP account(Z X} SIP AH): 220 A ME#SHL|LCE.
X} SI t
d X

L,

-  To SIP address(-.—*l
- Test(HAE) E3t M
- ol

Send email to(0|HY H& CHY): oI LS HSS o|HY FLAE YHALHL F2E
ofg 7§ YUt AEHE O|HY FAE FEIIYUAIR.

- Send email from(O|HY i) HLj= MHO| O|HY =45 YHTIL|C

- Username(AtEX} O 8): HE MHO| AEX 0|55 YHYLICE O|HE MHOUAM 2SS

Q7o x| pe Ze O WE

- mAQE: O A1H1°| HAES B 2StLICh oY MHON 9152 R7slA &
'—710 o| J-L||:E H|°—l ||:

- Emall server (SMTP)(0|IJ|| MB{(SMTP)): 0| & =0{ smtp.gmail.com, smtp.mail.yahoo.com
I 22 SMTP M 0SS 2=fs

. EE: 0-65535 Moo Zte AFZ3l0] SMTP AH{o| mE MBS Qe ct 7|23
o 587OI[_||:|.

- Encryptlon(°*29_}) ASIE Af Sl2{MH, SSL = TLSE MEHSIAA| 2.

- Validate server certificate(A|H| QIS M EQl): USHIE ARGt 2 EHX| 9
== ML L O °"‘*1" CA( °._% 71200 M KA MESEALE Lae = QUEL

A .

o

=

rooine
o I
mone =2
J|0|."-||0|'|.|

renkop
ot

Kt
Lt
of

Z2E o

. TCP
© BAE: MOl P Ral S2E 0|82 AEBLC, sAE 082 AN

A H 7t System > Network > IPv4 and IPv6(A| ARl > ELT > IPv4 Y
X ™0 Y=X| SHOISHAIAIL.

- Port(ZE): MH UMAO AHBEl= ZE HZE AL O
Test(H|AE) HFE HAESHM gLt © 280 %= 0F0s Ch30] =& E L CHView
reCIplent( 'I} E7I) E FAX MR §2E 22{H S| Ct.Copy recipient(F=MXt FA: 4
g A%PFA SESINR. EAY If ME $AUXE HAY 5= UASLICHDelete recipient(3=4IX} A
H): =AMXE -‘r”‘*oi AH Stz H et ot
UH

2 EAE EOM =22 A8 = USLILE FFRo= 740 it S=ek & oxf M o + 9=

2E 2Fa B2 HAELCH | Add schedule(2AIE F7}): LY = X

ol =

mju

&gt S YL

=& EZ[HE MBS0 ES =328 Eg|AHY = JUSFLICEL O E E0 =5 E2[HE HE &4 & +4
St &2 NS ATE = AUSFLCH

MQTT

MQTT(Message Queuing Telemetry Transport)= AIE QEHUU (oS st EF HAIN Z2EZQL|CH T
otel IoT S22 Ik QHIEIO*OEﬂ e AL F7ZH(small code footprint) I} %A HEQ3 (I=Zoz oA
A E AAGHY| ol CHYst A Y 01IA1 AHEELICH Axis X AZEQ|0{o] MQTT 220|HEE Folf A
Ol M & HolE o oI._EE %/g 22| AZEQO|(VMS)Zt OfHl A|AEI0| ZHESHA S8t 4= ASLICH
7|7|E MQTT E"F—POIO“EE *E”éi.”—ltf MQTT 412 —Z‘Efolo“fﬁ’-f BE7ets F AHEIE 7|22 oy
Ct S20|AE &= AIXIE ELfn 23 5= JZLICL BEE2H = S20|UE 7Ho| HAIX| 2t S HES
L|CL.AXIS OS Portalof M MQTTO|| CHS| RtAM|S| YOotE %= USL|LCT

26
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¥ QIE{H 0] &

-

ALPN

ALPN2 22t0|QIE 9I b 7+ S1Zo| WE KO EHZO| N OfZ 2|70l Z2E22 Nee & U
81 TLS/SSL fareil|ch. O[S HTTPS} 20| T2 Zee=o| AREE =8 EEE =8 MQIT £
BEg wMBots O ABELICL F90) Ofet MQTT S4 N8Oo= e ZE S 22 AL
cf Jefst 220| ofAMS ALPNS AtSojN welHoM o2 Ex mEOA MQTTE ofS2/3
oM Z2EE2 A8EXE AFE AYULH

MQTT EZj0[HE

Connect(@Z): MQTT S2}0|HEE 7{HL} T L|CtStatus(MEL): MQTT S2t0|IEQ| S| MEE EA|THL
CLEEHSAE: MQTT MHO| SAE 0|2 EE IP TAE UHSIAA|2.Protocol(EREE): AIRE T2 E
E2g MESLCLZEE: ZTE HSE UetL|LC}

. 18832 MQTT over TCP(TCPE E£3 MQTT)Q| 7| =7t L|C}.

- 88832 SSLE &3 MQTTO| 7|27t L|C

802 H AZ Fot MQTT| 7|27k L|CH
o 4432 ¢ A3 HOLE F% MQTTO| 7|2t LI}
ALPN protocol(ALPN T2 E &) MQTT E27{ Z2X}7t 2%+ ALPN ZZEZ 0|28 ¥
SSLZ &% MQTT 3 & A2 Hots E3F MQTTO| 2 X8l L|Ct.Username(Al&X} 0| &) S
MEO] HMASET| 28] AFES AFEXAL 0|22 R HTYLICLIIARIE: AEX; OS2 IjARE
Ct.Client ID(22}0|Y E ID); 22}0|ME IDE 9
gt I M2 M & EL|CHClean session : H
Z A AZ x| Al MEj HEIL AN ELCEHTTP proxy(HTTP = EA|): %|C Z 0|7} 255HI0|EQl URLY
Ct. HTTP ZEAIE AMESHX| Yo{d ZEE H|® & = UESLICLHTTPS proxy(HTTPS T EA|): X[ ZO|
= oM HEE H® & = UASLICHKeep alive
interval(ZtA | X|): S20|AET} 71 TCP/IP Azt Fe 22 20| MHE O o4 A8E £+ &
MBS 2R = ASLICLTimeout(A|ZE E1}): AZAO| AZRE|= A|ZE ZHA(X)QJLICE 7|24k 60X
= HFAL MQTT S2I0|AE B0l A HAIX] U LWT DAIX|Q] =X of CHt 7|27t 0t MQTT sl
EHOl AIAl =AW A A8 E L|Ct.Reconnect automatically(XtS2 2 Z|HZA): AZ G|N = S0P E It
ANEso2 CHA| AZG|OF St=X| R E XYL CLHAIX] AAAZO| MEE I HAIXIE ELX| &
£ X|™GgL|Ct.Send message(HAX| HE): HAIX|E ELHE{H AL MESHM 2.Use default(7| 27t Al

=2
0

O|2E): 7|2 OjAIX|el W8S e L|CtRetain(FX|): O] Topic(FH|)0|A S2l0|HE HEFE FX|5}
|Ct.QoS: IfZl S E0] Cist QoS ASS HZAT L CLOMX|2 | HA|X|O AUWT) =2

At25tH SEI0|EY EE270| HZE [If XtH ZHIt 2 2lO[AHE
A 277} .t

|H 5L
M| 2 .Use

=ra
uydo

&H
<2
ol
N
>if
o
o>
30
mjo

arr

>

Ral

I

HT

—

o
rora
22

oo

M
—od o

Ot o

o
_9_}
0%~

=2
>
>
lo
J

o
g
e
A
44
=
S
>
mujy
o 4
S
)
|mL
0

2

S ) = =
L|Ct.Payload(HO|2E): 7| = HA|X[2 L{&S 2 =gl LCt.Retain(
EHE FAISt2{ ™ ME{elL|Ct.QoS: T2l S50 tHot QoS AS=

712 FH HEA AFE: MQTT client(MQTT 22}0|HE) ®O|M FX| F=H HFA0| FoE 7|2 FH HF
AE Aot MENSILICLEN O|F Z8: MQTT FXNOM =HS dUSt= FHE Zatdte{™ MEISHL
CHEH HdAamolA Zgh: MQTT FX0f ONVIF FH| HYAHO|AE ZEtste{H MEABLICLYY HE Z

—I_ Add condition(Z=#H F71): =HES

g MQTT Ho|2E0f HX|of 28 HoS EofoteM MG L|C
F7rote{ M 2 =g L ChRetain(|X]): OffH MQTT LA|X|7} BER=2 HEE=X /gLt
+ None(@l3) 2= HAIX[7} B[R] dEj2 ™EELICE

MQIT 7.5
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+ Add subscription(T= 71): A MQIT T=35 Z=7iSte{ @ 2 2 L|Cf Subscription filter(T% 2
E). 1 E5t2{= MQTT FHE QM A 2.Use device topic prefix(ZX| &5 HEAL AIE): 1= g‘
£ MQTT =X o BEAR F71gt IEf Subscription type(-';l od):
+ Stateless(E} -’F—’E*. =71S):. MQTT HAX|E <SE =N =ts IJ1I/\I7(I HetSte H eS| ot
. Stateful(AFEj =X J}5): QTT HAIXIS A0S Halstad™ MENSH|CH Do|2C= AbE|
2 MEELICH
QoS: MQTT F1=0f CHsl JSte &S HEieL|Ct

MQTT 20|

H| D
MQTT QH{3|0] £EAZ 271817 Mo MQTT E27{0f AHSIAAL.

—I_ Add overlay modifier(2 {20 £=TX} F7}): M 20| =H™XE FItst2{H 2 2EL| Ct.Topic
filter(FX| EE). 28{2|0[0f HA|St2{= HO|E 7} ZetEl MQTT "Xﬂi $7rz L|C}.Data field(H|O|E{ EE):
DI Al X[ 7} JSON e40l2kn 7-gotal 28 0]0] #A[ota= HMAIX| HO|ZES| 7| AELCt
Modifier(=dx}): @H20|E THE Wf At =HXE AHETL L

. #XMPZ A|RtSt= AEX
. #XMDZ A|EtSHe 2% %}

L
4
n=
To

A1 i % HO|H & EA|g LT
Zcof AFE HO[EE BAYLICH

SIP

gy

SIP(Session Initiation Protocol)l= AFE X} ZHO| CHBIAl EAI M MO| AFREIL|CH MAMO| QC| Q9 HAS m3t
s & QlaL|Ch
T

SIP 87 =20 2350 SIPE EHAEZ 47 A FYYLICHSIP g2t SIP S35 ARGt S4lg
= AUAEE St2{H o] FMHZ MEigL|C Allow incoming calls(=4! E 5| &) CtE SIP X0 =
s E2 §8dt2{H o] SMS METL L}

Z N

+ Calling timeout(Z A|Zb Z=1}): OtF = SETHA| RS F2 3 A= X0 AlZIS
+ Incoming call duration(Z =4 7|Zt): =4 S35 X&HY = U= 20 ATE BE
CHEC 10=).
. End calls after(0|F & Z&) =2 X5 = U= A A|ZHS 2L
S HTtsX| o= A2 Infinite call duration(2X| et

HE Hs = 1024 ~ 655350{0F &hL|C}.

« SIP port(SIP ZE): SIP EAl0| AR5/ YELT ZEQLICE O
SotEX| YSLLCH 7|2 ZE Hu = 5060QL|CH =est 22 Ct
e TLS port(TLS j'_-E) USSIEl SIP EAMO AIR2E = HE 043 ZTEQ b
= EgE2 TIS(HS AT EohHE AH8St0 2zt L LCh 7|2 ZE H
Zost 42 C2 ZE Mo E 4yt

: SIP
2 ANZ ZE H =

nx
_I':I_
":
>
=
or 2
o
=
=0=|.
on
__,_L
[m
1
1
o
_|
=2
x
o
>
(]
OhJ
ot
>
2
|.|-|
Jhu
Of
i
%)
b
>
i
m
S
H

M e
ERTES NHl=a

NAT £t 7|52 AL312{® 2 E{0) A K| Q8o SLIC w3t 2 E7} UPnP+E X|sfof FL|ct.

L
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o QEmol A

Z} NAT 80t Z2EEZSS WEXCE AMESHAL HERI 2tgof met T E 28z AF8Y = AS UL
» ICE: ICE(Interactive Connectivity Establishment) T2 EZS AF3SIH I 0 ZHX| 7t =t EAIQ|
O|ROXEE 7t%E a8H0l HZE 27| #¥ALCE STUN & TURNS &M3elz ICE =Z2EE

O”A-I 7|-7(|- _‘é‘_oX‘IOI 74EE XI—; _/'k_ 9)\'_ 7|9_|7|_ OkAFElLlEI'

« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z0| NAT E= H5tH Lo Q=X 2ol
1Y e ohZE 88 P Fag EE Mg JNE & 9 Fe Selolol=Au WES
Z2EZQLCH P 54 Z2 STUN ME Fa2 gastl|o

« TURN: TURN(TraversaI Using Relays around NAT)2 NAT 2} E &= gistd FHo A= HX|
7} TCP &£+ UDPE &3} EPE SAEOM S02s HOIHE 4 = UAEE SiFs Z2

2k TURN AjB F2 2 2790 YEE g
rC|Le

* Audio codec priority(2C|2 IH 24 £9|): SIP S0 Cis R5t= 2L FEHE 7t Lt Of
Mol or|e RHS MeF|Th M +9 M2 s BojM saUl

H| D
22 Y O UK ZE0| Z2YE 22 MEisH AHO0| RE X AE D} AX|SHOF g LT
+ Audio direction(2C|2 H3gk): {2 24 OHLHE MEHSHL|CT

27

+ UDP-to-TCP switching(UDP2} TCP 7k Hh): UDP(ALSX} GlOJEf 13 T2 & 2)0 A TCR(XS
Mol Z2E2)E TS Z2EZS YAHCE Jedts 253 5{&52{H et et
ot= Olf= 200Hf0|E O|Lf EE+= 1300HIO|E Z1t MTUXCH M& tHel) 2F0| A= 82
ChHelE L5127 f{ofM LIt

« Allow via rewrite(C}A| 27| & Edl| 5|8): 2tREHQ 38 IP FA A 2HIP FTAE B
LHE{™ MEHstL|C}

+ Allow contact rewrite(E2tX CIA] 27| 5| 8): 2IREH 28 IP FTA A 2ZH IP FTAE &
L3 MEfSEL

+ Register with server every(&4& MHO| §8) FXE 7|Z SIP AEo| O3 SIP MHO| S5
g s gdggL o

« DTMF payload type(DTMF HO|2ZE §¥): DIMFQ| 7|2 HO|2ZE K& HATILICH

* Max retransmissions(Z|t MM E): A7k A|=S SAlot7| Hof SIP MB{0| AZS Al =9}
= Z(0f =& dEeLCh

« Seconds until failback(&0} 237X 4 jt) HXE SIP MHZ 0| =A|S S EA|7} 7| SIP
MEO| CHA| AZES AlEE 74X 2 AI” )2 dEgy o

A
DE S SIP 0| SIP accounts(SIP AI%) Of2fol LIFELICL S2E AWl Z2 M40 Ys 2
OZ HHE € = USFLICH
AZ0ol SIP MHO| 43Xz SEEJUSLIC
o - =
AZo| ZHM 7t AELCH S0 HIiStAL, AE AH SHO| EXEU[AAL, SIP MHOM AE
g %2 + 97 HEY & Ysli
peer to peer(L|0| £ 0], 7|2 BH) A Y2 Az = WHE AFYYULCL StLt O|yo| CHE AF S U=
28 AES 7I%EI2E 28t 8% 0| AEE ANY 5= UASLILL *Z—% A2t SIP AEE X|HSHA| @
1 VAPIX* API(OfEz2|AH0o|M Z22jY QAHI|0|A) 22 Y 42 &4 7|2 AHEHO| AA8E Lt
—I_ Add account(AI8 F7h): M SIP AES A5t STt

« Active(2d3}): AYS AB5ta{™ MEiGHL|CE

+ Make default(7| 2202 X|H): 0] AHE 7|2 AP KHstaip MeystLct 712 AHo| Y
o{of otH, 7|2 AY2 StLIE = 5= UASLL

+ Answer automatically(X}322 SE): 4 E310| Xtso=2 SESIH MEHSHL|C].
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H QIE{HolA
+ Prioritize IPv6 over IPv4(IPv4E L} IPVv6E M & MHH) @ : IPv6 over IPv4 F=A9| 2
M 9|8 X|Hs{a{n MBIL|CE. 0= P4 8l IPv6 54 REOA olsl PP AHOILf
Eojol ojS0f (S © S8LCL v F20| OfFE Tojel 0|20 CisjAIE Pv6S)
M =9 E XEY = ASH L
« 0|B: *E“E'é‘ol ZotE O|E2 YHILICH OE &0 dut 0|, 9¢ &= XY = A&Y
Cf. O|E0| S5E|YSLICH
+ User ID(AEX} ID) X0 2= st LM E= Mat HSE QetL|Ch
* Peer-to- Peer(ﬂ|°1 ojo]). 24 HEYIAOAM CtE SIP FXE AF S5t o AHZFLICH
+ Registered(S %.). SIP MHE Ed| 2ZZ HERZA K9 SIP HXE Edt= O AfREI l_| I:|-
« EHQ AE 7f%§ 42 38 ZOQ O] YHYLCH =02 O|F2 OHE AdS =28 &
I SIP A0 AdEZ HA|EL|C
o DAQE: SIP MHO| CHs QS3St7| ot SIP A-Ha HAE IHAEE AL L
« Q5 ID: SIP MH{Of s 215357 @k ArE &= 215 IDE YHFLCH 215 ID7F AL&XF DL}
&2 42 25 IDE g Hdat gisL o
+ Caller-ID(24IX} ID). Axis ZX|0|M EUll= S22 F=AX0AH HEAE= 0|5 &L
« Registrar(SEXl): SEX9 IP FTAE AT O}
« Transport mode(FE BE): ANl SIP & mCE MEASHL| CHUPD, TCP EEE TLS)
o TLS version(TLS HHHE)(H & T E TLSOH): A% TLS HME MEHSHLCE KA v1.2 9 v1.30| 7}
o erEgtL o} AutomatiC(X}%)% A AEIOIN Me2lg = Qe 74E otdst A S MERBL|CH
+ Media encryption(0|C|0f QFS)(HE B TLSEH: SIP ZofAf OjCioj(C|e o Fanol T3
ors3t RES MEABILICE
+ Certificate(only with transport mode TLS)(QIZS A (F<& EE TLSAL): QASME MENSHL|CE
 Verify server certificate(only with transport mode TLS)(A-II:H OlI= M =QI(ME B E TLSEH): MH
OIZME 0I5t MEHSH|C}.
« Secondary SIP server(2 X SIP AH{): 7|2 SIP MHO| SE0| AHufst AL X7t EX SIP MH
Ol S5 AMZSt=& St2{® AL
« SIP secure(SIP HO): SIPS(Secure Session Initiation Protocol)E At83dt2{™ MEHSHL|CE SIPS&=
TS & ZEE AME%0 EfE S Azttt
« ZEA
- —l_ Proxy(EEJ\I) ZEANE FItsty{H Z gLt
- Prioritize($M &9 X|H™): T 7 O|¢o ZEAE FItot B0 ZEAQ M = E
X|gsteH EE'C’H—IEr
- Server address(MHB FA): SIP TEA| MHO| IP FTAE ST CT
- Username(Al-& X} oIE) 23t 22 SIP ZEA| MH Q| ALEX O] Y=Lt
IjAQE: Lot R SIP ZEA| MB{o| IjAQEE AHTL(Ct
. u||:|g ®
View area(27| B9H): 3tef S0 A8 E7| FHS MEASL|CE None(gis)s ME
of 2% & H7|7t AHgE L
- 6H‘é,*E: ote S0 AHES SHMEE MENGIL|CE Siae= Hast Y0 dT¥S SLLCH
- mE Y 2o|E: 3t E3to Y m Y +=F MEFLC Ty YolEs ERT
e xo de2 ZLCH
- H.264 profile(H.264 Z2ntY). 4 S0 A8Y Z2OYS MEASLCH
DTMF
_I_ Add sequence(A]H A E71): Al DTMF(Dual-Tone Multifrequency) A|ZEAE MMdsie{H S 28 O} E1
X E0f o8l &Md3lr|= ES MMHSIHEH Events > Rules(O|HIE > E)Z O|%6,;,H_| Ct.Sequence(A|H2A): &
= ¥ty ZAE YL O 1REI._ = Atz 0-9, A- D # *°"—IEfDescrl tion(dE). A|EAE EEI71°*
Mo CHot HHS UL CHAccounts(HH): DTMF A|AAE ALY ﬁlx*% MESHLICL. peer-to-peer (x|
of & mo)E MEiSt= 42 ZE Iof T Io] A¥E 5Lt DIMF A28 SRLLCL
ZEE2 ARG HEW Z2ESS MR 2E K0l Do A¥S U Z2EE 4YS 3
S2tL|Ct.Use RTP (RFC2833)(RTP(RFC2833) At-8): RTP mjZI0jA{ DTMF(Dual- Tone Multlfrequency)
CIE E AlS 9 M3} O|HIEES 3]83}2{3 ZL|CtUse SIP INFO (RFC2976)(SIP INFO(RFC2976) A}Q-)
SIP Z2E 20 INFO HMCE malsiaol AL INFO ACE Qbido= yMaf aisl M of
Za/AHo/M A HEE Fhsct
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H QIE{HolA
HAE 2
SIP account(SIP A|H): HAE FstE 2 AHES MEHGHL|CLSIP address(SIP FA4): SIP A E Q&st
2 250 HAE Mg 40 AFEO| &Sot=X =QlgtL|ct

NE
HEYA AE2X|

Ignore(FA]): HEZR AEE|XE FAISHHEH & LI Ct.Add network storage(4 EQ|3 AEE|X| F7}): =3}
£ NFY = o HEWS 398 Fosteo SR

. Address(-’.‘-_ﬁ\_) SAE MHO IP "‘A EE: SAE O|EE =gt dHt® o 2 NAS(Network
Attached Storage)®/L|Ct. 178 IP x/\(cﬂ“ PXAL HZAY 4 goo DHCP Me)E Af
I

— I A

T2 SAEZ J1M3IHLL DNSE A23t= Z{0] E&L|CH Windows SMB/CIFS 0|2
X=X @& L.

+ Network share(HEQ|3 3§]). 2AE MH0| 37 fX2 0|§2 :
s ECi7} QOO = 02 Axs BX7I SUS HEYS BRE MEH & il

. User(AbXh): MH{0] 210l0| Wst 29, ALRAF 0|22 g2
olsted B THONARE O[ES QasiilAlL.

« DJAQE: MH{0] 21010] TR 2L HAYSE YRSHAIQ.

+ SMB version(SMB HZ): NASO| HZAs SMB AEZ|X| Z2EZF HHES MEISIL|Ct. Auto(X}S)
£ MEHSIH EX|= EoF HE™ SMB & SILIE . 0, £ 21 A9
HAS X YASIK| &= O|F NASO| MZESHH 10 £= xis ZX|2| SMB X|
H0i| CHah 077/01|A1 RS 2opE = QlaLch

+ Add share without testlng(Eﬂ_E

(@)
o
rx
ul
Ot
iRel
>
to
> UJ

7t 8
fLICE. O|E =0f, MHO| AETL REHX|2 O

EQ3 SRE F7I5t2{H MEi E 1PN
Q7| [[H+01I 2RIt E*o"%* # _ASLILCE
HESI3 AEZX| HA: I—1I 3 3|0 it HZS O E S|, HRlY ok X XAt H SElgLCt
O|ZA o™ HERAZ S/0 ozt 2= 70| MAE LICHUnbind(HEQIY 8 H[): MIE%E SHE Holg
SiAsty AZEZS EOEE' SelgtL|ct
Bind(HIQIT): HERI ZFE HQ Yot AASIHH 2/ L|CLUnmount(OIRE 8iH|): HEYI S/E
02 E SiXste{ ™ St
Mount(OI 2 E): L1IE 3 3RE OIRESIa{H 2 2tL|CHWrite protect(#7] WX|): HET S {0 2
718 B4t =3t50| MAZX REF st2{H FLCHL M7 B©X] HEJT 3/ =0 = sy
C}.Retention time(EE A|Z}): =3 22 7|7t Q= =39 & 3t E& HO/H H&Ea HHE A4H FE
£ MESL|CL HERT AELX|T} 7H5 XHH MEISE 7| 70| X|Lt7| 7H01| O™ =37t AKX ELCH £
« Test connection(d EHAE) HERZI 370 Cist AZS HAESL|CE
« Format(Z%): 0|2 S0 ZE HO|HE WEH X|2/0f 5t= 42, HEYI /S ZUEL|CH
CIFS& A& 7r SF I A|AE SMAL|CH
Use tool(= ¢ At8): &5t MESH =5 ZdztgtL

2HC AEE|X|

58 A
CIOJE| £4 % AN =3t 93 HX I} Ay
lEE N7isty| Mol of2 S siRsHAlIS.

Unmount(O}2E SiX|): 250 S

MI17F SX D 52120 HAE

SlﬁLIEf.Autoformat(Il-% ZoH): MZ Mt S

ext42 ZLOHSHL|ClIgnore(2A]): SD 7tE0 =3} HES §x|6+a1m 7 QAlE. SD FtC= DA|o|-D4 e

°'°§ ’“*Iﬂ H OIM °|*'OPXI E°”—IEf o] 42 Ze|Xtgt ME8L 4= AL L|CtRetention time(RE Al
2ol s3tE BEag 7|7tS MEistL C)

D FtES ATSHA H St Al 2 Write ProteCt(‘UI t"II) sD 5’on1|

. Check(ZtQl): SD 7IE QE2E ZOIIAA|Q.
« Repair(23): WY A|AH0| 27 Q=7 LassL| o
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¥ QIE{H 0] &

-

« Format(ZSl): SD 7IEE ZEUSI0 mY A|ABZS BZsD B E HO|HE X|FLICh SD 7lE&
ext4d ItYU A|AROC20F HOiGH o= QUEL|CH Windows®O| A IpQY A|ABIO| WA ASI2HH EFAF
ext4 E20|H = OfE2|Ho|MOo] HestL|LCt

« Encrypt(%33}): 0| Z1E ARG SD FIEE ZUSID AS3IE S MTISIMA|R. O A
St SD ZhEO| N&EE ZE GHO[H7F X ELICE SD 7= HESHE ZE ME2 G0
He Y=3tE L Ch

+ Decrypt(@=3} sfH|): 0| =T E AtE3l0f 23 Q0] SD FJIEE EBHSIMA|QR. O|HA StH
SD 7tE0f] M&EE == Oo|H7F AKX ELCH SD 7h=0] H&dt= ofH MER HOoHE &
S| X| &L

+ Change password(I{A¢|E HZA): SD 7lEE AS3ste= O 2R3 WAYEE HATL|C

Use tool(= 7 AtE): 2850 MESH =3 E =-g3tetL|ct

Wear trigger(O0t2. E2|H). Y4 M EZ|7sta{= SD 7tE OI2 & S AH™ELCH O =& 8=
0~200% Y L|Ct. ot HE AESHX| %2 M SD 7tEQ| OtE =F2 0% YL|Ct. 100% OtZ $=F2 SD 7t
B o4& =0 7tZCHe AS LtEFHLICH OFZ=7F 200%0) ==st™ SD 7tE7 @A s E0|

=& LCh O E2|AHE 80~90% AtO|2 H™st= 0| ZE&LCH O|EA ot =3lE CHR2EESH

SD ZtE7I MHECZ OrR & 7| Mo Mo mAlg = JELICH O EE2HE AEstH OJHEE o
gt ofe =F0| A 40| YoM LES 22 = JASLICH

ONVIF

ONVIF A ™

ONVIF(Open Network Video Interface Forum)e %|& ALK EXt, AMEHE Sl H XA HEQA HICL

Jles B3 7tsHE A 282 & UA diF= 22Y AHHO0|A EEQYLICE. ONVIFE S| MZ CHE H
H HE 7t 4228, 794 gd, HE EZ U AAHo O/ Z¥HE ¢ = S LLCL

ONVIF A8 2 4/ dstH ONVIF 40| At52 2 ZdatE ULt X etel @E ONVIF SA0| AMEAL AHH 0|&

If TJAQYEE AMRSSL|CH XM LIS axis.com?| Axis It X} HBLIE|E R ZSIMAIQ

—I_ Add accounts(A|%d F=7t): Ml ONVIF A™H 2 F=7tst2{H o L|CHAccount(A|H): 133t HH O|F
2 YT L|CH.New password(M] THALE): A POl WAQYEE YHTL|ICH TIfARELE 1~64XF Z0|0f0F
SHLCE 22X =&, 5, €82 7|2 5 24 7s% ASCI EXHEZE 32~126)7F THAAE0 AtEE = U
& L|C}.Repeat password(Zj AL E HtE): AU IALUEES CHA| QS A| 2. Role(HE):

+ Administrator(Z2|X}): T = M0 2™S| HMATLICE HEXt= CHE AE S F7h M 0|
E S HAY = A& LCH

+ Operator(28X%}): CtE2 AMelst RE HH ANAT = JSLICH

- EE System(A|AH) HF

- W 3T

* Media account(O|C|0{ A7) HIC|2 AEZO0D WhHAT = JAELICH
° Ao 2= ORwols CH30| Z3E LIChUpdate account(A’d YUOHIOIE): AHE 42 HET L

Ct.Delete account(Ad A H|): A H2 ArFELICH root AHEE AXE = gi&LICH
ONVIF OjC|o| Z2mY
ONVIF OJC|0f Z2hjY2 O|C|0f AER MY HESHE O AEE = Aes +4 SR o|F0{XN USLICH
Apalgtol fM8 MEZE M Z20US A5 AHL HE ™S o) AFY 8 =20t 8T = A& LCL
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| Add media profile(0]C|0{

Ct.Profile name(
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« Select configuration(3t4d
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+ Select configuration(

Audio source(2LC|2 A A)
Audio encoder(2C|2 A3AH) @

H|

ol

o =2
= =

C 2
—B

gt

+ Select configuration(t4d MEH):
3 ct

Audio decoder(2LC|2 C|3AH) @

E|

« Select configuration(+4d M
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¥ QIE{H 0] &

-

CIXE Y=S AM85to] JHY Sl Haf 3|2 MO|E Mt £ A= AR FX|(O: PR MM, =0f E= & F
& K| 7

SHL|C}. VAPIX® OfZ2|# 0| Z218ja 9l

:|
o
e & Aslich

= — = O =
S0l EE 0182 UTAD HAZE HEULCDecton®y D 2 ze7 gz meas
deraun. @ 2 zeo 2o zees Uewun, 223 248 + 35 39 ool2s 3
o QeI B 210] B 4 U LictNomal statecy i A1) AHzizel 32 87 2 3vn w
829 22 O 2 SEAVLICICurrent state(HTY AEl): ETEO| HAf ME)S EATLCL HA) ey
BN WEHS 2R G Of ole Er Feo| BYSEUC. FXol YHE GHO| BOXHL IV

- MAIEO] 2tRE|H 9|27 Y PIX[Z SOtZLICy. Of Hf
1 2|70 BAgol A X2 SotZLTh

oX
St ot
rg
My

I
ot
Hu
rir
ruIOP—"

am% s Haiot Aaie, belo)

mQ
4>;

BaM 9 23

» View the device server report(ZX| M E1A H7|): ¢ AoA HE MEj0| st HEE
=L AMHA 2= ANHS2E MY 2EOMO| ZEEL|CH
« Download the device server report(&X| M HIAM CI22E): I MAIZL 2 7| o|O|X|e] A
HAEE OfL 2t UTF-8 HAo FA| MH HAM HAE Dh0| ZotE zip Th0| EGE LT el
A1HI*01I =olg U g4 My EnN zip IS
+ Download the crash report(s HTM CIREE):
BE OIRECEPLLCL 5= EIM0OE XHMDH O
ELCL O EIMOlE WESZ FH 22 DAt I S = JSLLCH BN
det= 0 2 2 dx 408 £ JASLLCL
21
+ View the system log(A|28 271 H7|): ZX| AE, 20 U S35 AKXt 22 AAH 0
HIEO CHot HEE BmAlSt{H S .

LI Ct
=
« View the access log(@MA 21 H7|): HZEE 200 INAQEE AIESH 22 S Alnfst &KX
ML ANEE ZF BAISHHE S L CL
27 A2y 21
Syslog= OIAIX| 2Z 2] H#FEYLICE SyslogO M= HAIXE dE5t= AT EQO, HAIXE HYSt= Al2H,
N 3 HAIXE 48t 2T ES

| ol L
HARS 231 9 SAss AmEY O[S Relot & UaLIC, 2t B4
o RS UEf= |
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o QEmol A

Server(Mu|): A MH{S Z7j3t2{® S2g L
Ct.Format(Z8H): A2 syslog HA|X| ZOiS MEiSHL|CY.

« Axis

« RFC 3164

« RFC 5424

Protocol(ZE2 EE):. AtEE =
. UDP 7|E *"o ZE: 514

_I.Ob

[LSAE: MB{o] SAE 0|2 =
S

rir
o
ol
B>
njn
148]
J
ot
-

me g BEE Agsen 22 Uef HUHUOSeweriyAE) A U Moy AT 8o
SHL|Ct.CA certlflcate set(CA QS M MH): sxjo] MHES =QISAHLE ASMHE F7}sHL|C
LT
Ut T HE Axis FA| 71 40| U= D5 AABXE 2l S5 LICE O HOo|X|ofAM CHEZ2| Of 74
H-E d¥st0 HEY = AUSLCH
o i
X &2l
X e
Restart(IHAI’S.*): X E MA|ZSLCE Ol X dHO d&=S =X RASLICL MW =0 ofE2|# 0|&0| Xt

o2 TA|EE L|LCE Restore(E-Tl) fﬂ%’—r‘z’-gl HYE2 3% £ Al 7|24 2 FS2|MAIR. LEH Xt
TEWIN st AP AXEX| Y2 BE WS CHA| dX|5t o|HIE Bl Z2[ME CHA| BHtS0{of gLt
58 Atz

SH 2 NEE=s g dE2 O30 2540

. HE Z2EZ(DHCP £& 1F)

« D™ IP FA

. 712 B2

« MEY OpA=

e 8021X MH

« O3C AH

« DNS MH IP =4
Factory default(3% &t Al 7|23): 25 HE2 ST & Al 7|2U2E ESEHAIR. I8 =0 &K
of Hi~% + Y= P F2E YN OF BLICE

Hl
BE Ais WA LZEF0le CIX|E A S0
A ot Axis X[Q HEtHQl X AO|H 2
axis.comOj| Al B4 A "Axis Edge Vault"E EXSIAA|IL.

AXIS OS upgrade(AXIS OS ¢ O0|E): M AXIS OS HE S
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