AXIS C8110 Network Audio Bridge

AR MHA

AXISa

COMMUNICATIONS



O] MBI RC|Q A~ RIOIA FX|0) UNAS 4 LT 2 Sh= e nf Ol EH 0| A0 A KT HX|
£ THsHs WH O 202 Y4 Bl 2EE90f glo] FXIE AFSsH: 2 2)o chef 2
L|c}.

OL|Q EE H|L|Q LK HE 2TEOIS ALBSHE B2 oY ATESI0IS A0 HXIB T
Mgt 3 B e Bel AEEY OIS AF8o}0] 22 AAHE Hojg & USLCE

« AXIS Audio Manager Edge — A1 2 A|AHZ QC|Q 22| AZEQ 0. HY|0{7} 10.0 O] A
ol 2= 2O X0 A AX|El dEf = NS L Tt
- AXIS Audio Manager Edge AFE X} & FH A

- AXIS Audio Manager Pro A& X & 3 A{
«  AXIS Camera Station Pro — Cf{ &2 A|A IS Q|5 5 FAh 2tg| AT EQ0.
- AXIS Camera Station Pro AF&X} & 5 A
XHMSH L oLjQ e8] AZEQOE RESHAA L.


https://help.axis.com/axis-audio-manager-edge
https://help.axis.com/axis-audio-manager-pro
https://help.axis.com/axis-camera-station-pro
https://www.axis.com/products/audio-management-software

AXIS C8110 Network Audio Bridge

2

O HIC|RF AIg3t2{ T O] EA2 & HTEH 2 2 0| St Al L.

AX| 7I0| E(pdf) L2 2 E:
e axis.com/products/axis-c8110/support#support-resources


https://www.axis.com/products/axis-c8110/support#support-resources

HEHIOM x| #7|

H E Q30| M Axis ZX|E Zt 1 Windows®Of| A S X0 IP FAE &ESt2{ ™ AXIS IP Utility E&
= AXIS Device Manager& AfQ-OH_| Ct. & O = 2| A 0| M2 axis.com/supportOf | FEZ CIRZL
31 A QlAL|C}

= T

IP =45 tgorl FX|of HAML5tE S22 0[F510] o FA P FoE HOF 2HSHEX| AHAF]
HOLEHAIR.
Hetex x| 2

CtE 22t Mo FXIE M8 = ASLILE

=

Chrome™ Firefox® Edge™ Safari®
Windows® A A v
macOS® HE HE v v
Linux® HE HE v
7|Et 2 M v v v Ve

*0S 15 & = iPadOS 150 Af AXIS OS 2! QIE{[|0| A Z AFRS}2{ T
Settings(4&d 7,5-*,) > Safari > Advanced(Il_E) > Experimental Feature(d¥H 7| 5)2 2 0|s5l1
NSURLSession Websocket2 H| 2t 3lgtL|C}.

A AM 2

= o Hg
2. AEXO|ELIAYEES YHBLICE H S22 HX[0 HMASH=E AR root IAJAEE A
JljOF B L|CE = S A|
root AH|740f Cigt A AR E A
=9 At

7| = 2te|Xto| AHE A} 00t°"—| Ct. r00t01| EHOF HAQES SOH2H, HXE ST =
f

o] r
Al7|2 2822 MageL .

O| HIC|RE A|HEIHH 0| EAM| ¥ HFO R 0| ZHMA| 2.

i

X| gl El: A9 C HOF 30| K2
1o T2 QS of T3 K| A2 MELITH S HZESHIAIL.

=] [ R
| Q2istol RS Folerch
|

=
Ch. A =71 OlA S =l lE L E

el El
- -
I

[
oo

I

ot

-
|

(@]

=

mjo Ao Ho
M
il
>_

of > |>

Ml
Ju M
ot
s

Rl


https://www.axis.com/support
https://help.axis.com/access-your-device

AXIS C8110 Network Audio Bridge

Ul

L|Ct. DAL

b

AMEE

ENRs=Ee

ol

|
on
N
3



|E ZX|5t 535= of 7HA| &2 010|328 2| Ee[X[9] 2tol Y3 HA| HZE5l= A
|Ch A Q| 2t 9| AR AXIS TUL002-VE Microphone Kit At&% 4= Q&L LY.

O| HIL|E AlE3t2{H O] 2A2| Bl 22 0[SO

AXIS TU1002-VEZ H2|X| 81|
C}o|=l E SIP(P2P) M

SHIPHERIO AU A2 ALEX

=2
o
gl
[m
A
=

|
PP IS WS O X O[sfot 2B B

nx  JjoEoo
mjor|rue

o

= 0
oo o
rx
=2
=
rot
P
>
r_Q_F
=

o
rlo
o
Jio
mo
1}
k1
oF
>
>
to

L Lk
X7t =2 =22 HHA St2{ ™ Allow incoming calls( =
Call handling(£3} X2))0jl A £3} AlZH 3 U X|& A|ZHS ARBHL|CF

4. ZE(Ports) OO ZE HS E QlETHL|
- SIP port(SIP ZE) - SIP E410]| Al
7|2

o
EdL2 oo|X| EEL
HSZ QlEstL|C}.

= dH5d"

m
rx

Hi

St

2
i

x

L

I
I
n

£l SR RTP O|C|Of AE 20| ALE K|
Al ZE = 4000 L Ch L& HotH2 £
U TE M5 E=1024 ~ 655350{0f gL

5. NAT traversal(NAT S1}) Of2}{0f| A| NAT S1f0f| AtEY =2 E =2 MEHSHL|C}.
H| T
U= HEHIAN HZEZN A= B2 NAT S1HE AHE5HY

6. Audio(2L|2) Of20f A SIP Z0f| Lol Eol= RL[2 FHS 7H otL 0|40 L2 2
= UL 24 =2 &M S HES2EH Z0M S5O
7. Additional(FE7N0IA SM 2712 MedstL|C.
~  UDP-to-TCP switching(UDP2} TCP 7t F2t) - UDP(ALE Xt HIO|E| 13 T2 & =)0
MTCP(HS MO Z2EZ)ZE US DR2EZS YA HOZ M= 555
™ MEASHL|CH T 2tdh= 0| R= 200H}I0| E O|LY EE+= 1300HI0| E X1t M
S ool 2780| e Z° THHEIE YX5H| oM YL
- Allow via rewrite(CIA| 27| & S0l 51 8) - 2t 2EHO 32 P FA LA ZZAHIP
Hja{0 MENSH |t

- 14



- Allow contact rewrite(H2tX| CfA| 22 7| 6| 8) - 2} REHO S IPFA A 2ZAHIP
Z=AZ2 w0 Mers ot

- Register with server every(&4t AHO| S8) - & X|E 7|= SIP A ™H0j| CHEH SIP M H
Ol sE5¢ B8 2Lt

- DTMF payload type(DTMF H|O|2E &) - DTMFO| 7|2 H|0|2C 93 HASIL|

- RTP A2t ZE

M AEES =71812{H, System(A| A& > SIP > SIP accounts(SIP | ™) 2 0| Sd}1 +
Account(+ A1) E S LC}

PEX HZ YN ZHE we MeHuE st
Registered(S ) MegfL]ct

N

[ =20
S7 O|MIET} SIS HX|O M ANS FHUSLES S2 MHS 4+ A LCE B T} AMO
2 PHELCL TS ABSH0l AN S B2l AT & U LICH 015 SO, BX|7f AH Z0f mef s
22 Sise ore 28 S ot gg Bid + ULt

O o0l AM= Axis J EQ ZtH 27 RS HAE [ 2L S EE MYSI=E U2 YA E 2
dots s 2Lt
HA =4

«  Axis QU2 FX|Q} Axis I ER| 3 7t 2tot & Yo I E A0 L0{0F g L|Ct.
« HMCIEME o Z2|AH0|MO0| FE [0 AL ZHH2FO| A & S 0]0{OF gL Ct.
1. ere 2 3 FH|:

11.  Audio(2C|2) > Audio clips(2C|2 &) Z 0|52 L|Ct.


https://help.axis.com/get-started-with-rules-for-events

12. QL ZE 942 * > Createlink(d3 2HE7|)E E=L|CH
13, SYS U= EENASS YBUL
14. =AOIO|EE 28510 YA E SARLLICH

2. OHM Z MMM
2.1. Settlngs( 17) > Events(O|HI E) > Recipients(=4IX}) £ O| S &tL|LC}.
2.2.  + Add Recipient(=2IX} £7HE S22t L|Ct
23. XS Ol (0 "HHA)S YUHELLIC

Hg

24, Type(9¥) SECI 220|M HTTPS MefsiL|ct
25 URLIZCO| orje &Xo] 14l 3as gojusLct
26. QC|Q KXo AHBRL 0|2 U ALY =S Yafsii|ct

27. MES AL

2.8. Rules(8)Z 0|&53t1 + Add arule(§ F7hH2 S=/&L|Ct

29, M 20| O|Z(0]: "2 MA")S YFLICY.

2.10. Condition(Z ) =% °| Applications(0f Z2|#|0] M) Of2{0i| A H|C|2 2 C|EMH Of

ors et C

b2
HIC|Q @M ClElM
Detection= 2 &!5t

2.11. Action(¥M) 5 =0 A Send notification through HTTP(HTTPE Solf 2 HE)
MEASHL|C}.

2.12. Recipient(3=4IX}) Of2{Of| M A XtE MEHSHL|CY.
2.13. Save(XZhHE ZczlstL|Ct

i

DTMFZ 2LC|2 =X|
O Ol Xl= Ef%% 6”3% B2 AL CL
+ K| OX DTMF 4
- DTMF 33 | K| 0| MW QLIS SRS O[HE MY
System(A|AEl) > SIP > SIP settings(SIP A%d)2 2 0|53t L|Ct.

Enable SIP(SIP 437} 74N U=X| =QlsL|C}.

710F 5t= B2, '—fsoﬂ Save(ﬂ’“)% 285t= A2 UK
3. SIP accounts(SIP A|™H)o 2 0| =¢tL|LC}.
SIP A1 ofl 9=, * > Edit(HE)S SgfLct
DTMF Ot2{ 0| A| + DTMF sequence(+ DTMF A|RA)E ZElgtL C
Sequence(A| 3 2) Otz{ol| M '1'S Y LICE
Description(d®H) Otz 0| A 'stop audio(2LC|2 FX|)'E Y TtL|Ct.
M3 2ot
i)rlstem(klﬁEél) > Events(O|HIE) > Rules(&)Z 0|5t Add arule(8 F7hHE SElstL
10. Name(0]| &) Ot2}j0fl M 'DTMF stop audio(DTMF @ C|2 FX|)'E = BtL|LC}.
11. Condition(2tEH) OF2H 0| Al DTMFS MEHSHL|C}.

A

]
-

AlR.

© 0 N o v oA

12. DTMF Event ID(DTMF Ol E ID) O} 0f| | stop audio(2LC|2 EX|)Z MESHL|C}.
13. Action(2/d) Ot2{ 0| A Stop playing audio clip(2C|2 & ¥ FSX|)E MEdL|C}



erje 44

|
ot

=4 SIP S3}0f| Cf

5

miop S &
oeo_umﬁoe_l
PFKKIS
SoMols
RO U =
—I— -t
= 11K o
i o B oy
o3fo U WX
RO K =
M_._._|__L_A_.OLI
<k <
ol O )
RO XKL 54
oK —

WK N o
R E
Kooy = M =

of E <<k

L|C}.

8

0|~ 2 0|58

7ol K| QL

Sho &

I

Mol IP F48
2. System(A|AE) > SIP > SIP settings(SIP &%) £ 0|55} 0] Enable SIP(SIP Z/43hHE M

EH
=

L{C}.
X7t A 28 BHA 52 ™ Allow incoming calls(

St
=1

3.

L|C}.

SIP accounts(SIP A ™) 2 0| =

I

ol
il

mujn
KO

)

4. Save(X

5.

L|C}.

I

e
o
=

6. SIP A

L|Ct.

s

e
o
=]

xHE SE=S M2 A

SIP E3} =41 A| QLC| 2 X|j24:

7.

1. Settings(&d%) > System(A|AEl) > Events(O|HIE) > Rules(&)Z 0|5 35}0

Y2 MeBtLct

QLR

doted=

M

L|C}.

St
=]

o A S 2|0

of

MHr
or

z

A

7o)

1 L C-
SIP

= 32
= =2 "1

)

&

8. Save(X

QL2 2O FT=E

ol RS2 2 S

=]
System(A|AE) > Events(O|¥I E) > Rules(&)Z 0| 55}0

1=
S

2=
s(8d¥d) >

I
9

1. Settin
Ch.

A S E0| M Audio clip playing(2C| 2
4. Use this condition as a trigger(0| ZZ S E2|HZE At

3.

gich.

K=2—}
= 28

)

2
(=]

L|C}.

s

e
o
=]

FE)Of| EA|

H
—

Invert this condition(0] =

5.

i

Tl
Ki

2 5 E0f| A State(

7.

T
0
ol
=r
il
- o
2
%1 00
=r o]
zl Wo
oju m
w0
o o
s
ol 2
A <
< X
S 3
(T
or ofr
o
%0 3
0 o

10. Save(X™



AXIS C8110 Network Audio Bridge

SH BE

SIP(Session Initiation Protocol)

SIP(Session Initiation Protocol)= VoIP S =8 A 7™, §X| U S25I= 4| AFREL|CH & 0| 49| LiE|
=, SIP AFEXLOO|HE 210 25 A 4= ASLICLSIP 28 +ASt{ B SIP Hob)|, AZEE
= SIP X € Axis K] 58 ALZ R 4 ULCh

RTP(Real-Time Transport Protocol) 52| & Z2EZ 2 ARSI AN QC|2Lt H|C| 27t SIP AR
Xt 0|0 E Ztof| metEl LT},

EIOJE E||Or1 MY E ALEBSI0 2Z HEQA0|M & PBXE AHESH HEYA 7t 22 8
e AA%L‘ Ct.

Peer-to-peer SIP(I| 0 & 1| 0§ SIP)
=

74 71259l K80 SIP
peer-to-peer SIP(I| 0 & | Of
O|HEQ| SIP F42t OB

= = 0| YOI SIP ALE X} Of O| M E 7H0f| 2% O| 20| HL|CL O] SIS
SIP)2t1 etL|Ch 2 W EI 0 0] S40]| O| RO X|H A-EXL 0f
LICE O] 2% YA QISIP 4= sip:<local-ip>YL|LCt.

ol

4 SIP
$ip:192.168.1.101 $ip:192.168.1.100
mof £ T0f SIP M S ALBSHE SUT LEYANN 2|2 HK|S SHHES SIP K| WP
g 83% + el

ZZIPYHERA 0| SIP ZS &gt U PBX(Private Branch Exchange)7t & 5|2 d&& &
SHSH 2 QLA LI PBXO| =2Q A QALSIPZEA| £ SEX[2I 15 3= SIP At Q| L|C}. PBX

= 7| E| AKX EEXNH 2 FStH S2t0|AEL| AIXf HEfE HEAISID E XS, 24 MY, 2|2

M S22 5 8LICt

PBXSIP M= 24 AEE| = QZ AMO|EE A EL|C} QIEEHO| M EE= EFAF SE A7 O] A
B S SAES & ASLICE EYT 20 SIP B2 23T O RS SIP 4 XIS 2| ok PBX
NEEZ &8 =0| et E & LTt

Zt SIP AFE XL 00| HE = PBX2 5E0F 2 ZHIE W HS 2 F3lE ZO| CHE AFEXAL O 0| HEO|
HAATH = QESL|CL O] A YLEIEOQISIP A= sip:<user>@<domain> L& sip:

.
o]
V
IO
-
A
)
ak
P>
rr
%
-
B>
o A

<user>@<registrar  E710|H, PBX= PBXO| & &0 /U&= ot

RO HM AT 2 UA SHF L

ofl:

10



AXIS C8110 Network Audio Bridge

PBX
sip.company.com

sip:myspeaker@company.com

sip:office@company.com

SIP
SIP

SIP

sip:myspeaker@company.com

2N

NAT &1} 7|5

Axis % Il7f AW“*(LAN)OH ALY HEHA 2 F0M ZX| 0| BMASHHTH NATHER R Fa
Heh) &1t 7|52 A8 LI
H|
22 E7F NAT E11 8 UPnP®E X| I8} Of etL|Ct.
ZINAT St Z2ESS EECE ALBSHAL HESA 2t Z0 et CHE R 2 ALY = U
&Lt
« ICE ICE(Interactive Connectivity Establishment) T2 EZ 2 AlE },_ Kt
SMO| O|ROXEE 7MY 2880 ZE2E 27| 2|} EL|CHL STUN 2 TURNZ 2Hd3tsi =
ICEZ2EZOMN 7Y 2880 BEE &2 = A= 7|27t S E L

e STUN - STUN(Session Traversal Utilities for NAT)2 Axis K| = 0| NAT

EC gt =
x| 20541 1Y 29 UA s AE eigOR Sas OfHEON B8P FA0 HE WS
£ IR 4 o7l BiFE SOl =N HENT 2 2 eLIChTP F4 22 STUN A
H =42 Ql2dstL| o},
¢ TURN - TURN(Traversal Using Relays around NAT)2 NAT 2} E == giotH Fof Qe &
X7} TCP £ UDPE £ F2 SAEO|N SO 0| S +418 £ A== siFE =
ZEZQILICL. TURN At =4 U 2301 HB S QEstLC}

o Zzl#A ol ¥

O E2|#H 0|ME ArESHH Axis K| £ ZX|Cist 2823t 4= Q& L|C}H AXIS Camera Application
Platform(ACAP)2 EFAITF Axis X|9] £ B I[EF 02 2| 0188 e + UL s B2BY
LIC}. O Z2|H O] 82 HX[O| A EX|StAL R 2 L2 2 ESHAHL 2t0| A HIES X2 = /U

=L
Axis O Z 2| 7| 0| M 0f| ChSt AFE At @ FME HOLE 2 FH help.axis.com2 2 O| S gL LY.

11


https://help.axis.com

gXo| W AHIO| A0 HEota{H B 22t X0 ZX|2 P F2S YHIYAL.

Sf2 HIOFE= Ol F2 HOS 28 &L

8 AL X} O R0 = TS 0] Z&HE L Ch

. RI0ISHALBAO] LS

—

SR
% e
« < Change account(A|d HZ): S| A Ho|A 20t stD A AHo| 2%t Ct

K Log out(210}2): 31X A K0l A 2 10FR et T}

. Ab
o

otot

toj| 2t O 47 0fl &= CHg 0] e L Tk
A B|0|E{: 74 QI 80| Ol HEtR K
« Feedback(Z|EtH): AR X} ZAE S 7

HI

+  Legal(#8): 77| U 2to|MA0| Cf3t HE 2 2LC}
+ About(FH): AXIS OS H{F Ol U3 S S metsh &k HeE St

ALEf

QL| A AR HE
0] M E = AXIS Audio Manager Edge AFO| E0f &3t & X|0f CHBHA 2 FA|E! L|CL.

AXIS Audio Manager Edge: AXIS Audio Manager EdgeE A|&FgtLIC}.

R 27|
2 o SlIPFAE ol TX| A7 §EE BEAIRH L

Locate device(&X| 3t7]): AL|FHE A YHS=E O 20| &= A2 E MMeL|CH LE M =2 4
X[ M LEDZ} Z = LT

X HE

AXISOS {7 3l 23] S 2 Zetsh M| HE S EASLICH

Upgrade AXIS OS(AXIS OS € g|0|E): X AZEQNE LA O|ETL|CH FOAYHOIEE
AL — T
T — .

12



Azt E712t SEY

2K ZFENTP MH 2t 57|32

RA=X| 7 Sl Ltz S7|=2HK| g2 AlZhE Zeot0o] NTP 57| =t 7
HE AL
NTP settings(NTP A7): NTP AMES 210 YO O|ETL|CL NTP MM S BHAT &~ Q= Time and
location(A] ZF 5! 9| X]) 1| O| X| 2 O] =g+L|LC}.
Hot
2 FX[Of Chot M~ R AR SO Aot T2 EE, MK (2 W HE RS HAlE
|Gt 80| CHot A& Abgt2 AXIS OS 2%} 70| E& 7|gte 2 S LCY.
Hardening guide(:2 9t 23} 7}0| £): Axis FX| 2| AtO|B| EOtut T Akef|Of CHSH RfA S| O
2 Qe AXIS OS 2t3f 7ol = g3 Lt
HZE SCo|E
AZ U AZE S2H0|AE =5 EAIGLIL,
View details(M[ 5 Atg H7|): AZE S2I0|AE FES B0 AHO|EGLILE FE0&= 2t HE
O|IPFA Z2EE XE, ’SEH % PID/Z 2 M A7F HA|E L C.
=Z3/=2d 5
Tl S St XNYE M SUS EAIRLIL
=2tE: Tl S0/ 2 EHEE Sot21 g 248 SH O XAt &2 & FZoHAIR.
@9_5;-'-:' Aol A DS | AlSH
_|9_|-§O| X‘l oEl (= X‘l © o= -'H'-Al =1 L|E|'~
Ll
AXIS Audio Manager Edge
AXIS Audio Manager Edge: O 22| #| 0| M= A|&tgtL|Ct
QLC|2 AlO|E HOt
CA Certificate(CA Q15 A): ©C|Q AFO|E0f BHX| S 78t I} ALRS QIS ME MEHBLICH
AXIS Audio Manager EdgeOf| M TLS Q15 & 2 2}sliOF gt L|C}.
Save(ME): UE o532 2dt5ta Mg L.
CRRoE
UH: L2 UEHS AL BLCL Y8 s EARLIL
Gain(A|Ql): S2t0|EH & AFESHA A Q1S B Z R LCL OtO|3 Ot0| 2& S80I F4H £ 2
7 S A& LI T
tmput tye(@ 2 9:8) @) 912 g2 Mersrgy
power type(ziel 28 D 112 peg v
13



https://help.axis.com/en-us/axis-os-hardening-guide

S 5 0 Il
s g = e
1 o3.= )
- O ofn -
r_._ K o= —
d < oll 1
-— m =3 o
J _® El X0
< o K > ES
oo fir 5 S m____
ol :
[ oS % =
< o e
1o B - 5 =
il of o [ > B
min R - v ) "
o S ok iy g 0 O
i =0 i o. =3 H_HH
o 10 Y y 10
& ar o e 2 g U
Y e < p S
—_ K == >
_Au__ ol_w_ﬂ_h/l = © w1 O T
_._;I nin o O -
i (@]
=) oI il I 5o S
- 500 S ol o X g o
fol olo O = N BRI B
RO et ko Kt g o RO =
b MO._ < ol - gn KO il ._|o|.l
@.___ wﬂo o o T Mw m uunwow . .mAﬂ
= T | B . oo B o of op
= ul{pL MW o T o ﬂ ﬁ.u__%_______ U al
i o) | = o o B b A om
00 k| | B = T K U F®GO
—_ - — - = —— T
i A& o | | ™ oy 0 d F oI omuo oy
o o | R L e
= c = = S X =
1 oz |5 m W ° EN 3R
Gl _._.._r_o.ﬂ___ ] M .- ml w1 1l @ =30 8 K
e sl | | = T Moomo & £ em e Rl
\I)LH_ W\Jo._w._u & ul mA_u @ @ W nn.. mm_e W ma|| Jir
omalu .mm_._g S| Mu T O O W« omor| ]
SX| o .mw_.q o o < + of o <o ok
— {0 o0 = — . ° . . —
© E_ T —|— - ooo *—I
VLN <| Srod 0 ol oll A D %0

St
=

2| Xt 2 20180

|
il

teq

-

7{2{™ Audio > Device settings
O

M
(=]

__'.I.

=

=

=

ol

LICt AE2|X|
14

I

e
=

EA|E

=

=

O gXof ozl +gE =2

L|C}.




AXIS C8110 Network Audio Bridge

To(2): 5’8 AR =2HS BEAISL O
= H
=

Source(AA)®: AA

Event(O|lE): O|#I ES 7|HHO 2 =312 HA|SHL|C}
M & A AE2|X 0| M3t =512 EAIFLICH

Ongoing recordings(45 3} Z18 ) TA[0) A K& S0 B E =312 mA[SL|C

® XM S5H= AL CH

O nug szeim wng sazu

o g

® XM 532 SR/SLICH
TS 2 SX[StALEF riggered recordings(E 2| &3} 7t Z2 & L|C}.

T2 2 TAY WK ASELCE X 7HA™ Ao = §

>
i
R
Ot
Ir rg
-

Continuous recordings(¥ =% =3})
K| & CEA| A|2SHH =317t

/\ .
VO msiso) et HEo S M

Set export range(L{ 2 LY 7| H? & =92 g2 LHELISE 7|Zhs YL CL X2
HAX[Lf CHE AIZECHO A 2 RTHTHE, | HHRIE SRS AL E 7| =22 LC.
Encrypt(@=2l): | 2 =2t 0f Ciot A =S Aot H e LT L2 o2 TfAL

= g{o] & 4 gigLith

uj =3lE2S AAISte H S8 gL
= A = 28 S HEYLH oL

Export(Lf E LY 7]|): =3t

15



—|_ Add app(¥ 71 Af &= XL

! c
2|7 o] Moj= AR o| gLt

—

2E SHCh

S OF g LT} 78*|7f CIEUlo) gde = Gl= 39 0l S8 S ALY UL

o 30 M A 3 C of Axis K| Z 2/ B} T Qs ot

Find more apps(37} ¥ &7]): M X|g ¥ O 2H&L|CH Axis 0| 7§ 2 | 0| X| £ 0| = =l L|C}.

Allow unsigned apps(MBE|X| %2 H 5| 8) MK 2 W HX|E S5t T AL CL
Q AXIS OS 2! ACAP Q49| 0t QIH[0|E2 SHOIBIAIA|Q
H| 2
SA0] o2 US HAlSHH X[ 50 S-S 0|E 5= J}SLICE
W O|F HOll A= AKX E AHESIO WS Al ESHALE S XL CF
HI|: A9 *“‘*Oﬂ MM ASHLICH AR 7tso -2 O Z2|A oMo w2t St & LT Y52 of

M|t

© dE &= Hwoe thE &M 3 St Ol 0] ZetE £ JUEL T
« Open-source license(2E 2 A 20| MA): UM AHEE| = LE AA 20| A0 Ciot ™

« Applog(¥ 21). Y o|HES| 215 FSLICL 20 X[ MH|A0| 2ol Uf & LCt
« Activate license with a key(7| 2 20| Ml A E/d3}): 0] Ef0|+1lﬁ7} ZIosh 42 st 5t

2Oo| Ml A 7| 7F QICHH axis. com/products/analytlcsi O|%0PL| C}. 2}O|MIA 7| 2 MM S}eE

« Activate license automatically(2t0| A £ XS o 2 E/435}): ¢of 2to| AT EHAsh A
S 2SSO SfLICEH ZHX|7F QIH YO AAY &= = EF 0| SM S ALEFLICE 2to Al
A5 2dolste ™ 2to| A ZEV Ha gL},
«  2fO[MA H|EE3)E O E S0 MR 2fO| M A0AM FA 2fo| A2 HASH= FL, 2404
A~ H|2datsto] CHE Efolﬂ“i'ﬁi WAL T} 2tO[ A E H| 2 ot 5HH F X[ 0| M = K
HE Lot
. Settings(A7): Dj7j 142 AL}
o AN EX M WS STFHCZ ANSHIAR. B 2HO|MAE |2 dl5HA| o B 2y
MEf2 SX|=lL|C}
A| AE
AlZhap g a
SR L AIZE
AZE A2 3 BEetR el ¢10] 278 what S LT
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Synchronization(S7|3}): 2 X| 9| R U A2t 57|13 M S MESHL|CL.

« Automatic date and time (manual NTS KE servers)(X
H)): DHCP MOl HAZAE EOFt NTP 7| H78 At &7
- & NTSKE AMH: SfL EE= 5= 7HO| NTP AMH{ 9 A
NTP MH & ALESt= 82 A= & MH o HE e

st ZEBLICE

- Max NTP poll time(Z|CH NTP Z& A|ZH: | OIO|EZl A|ZHS @ 7] I3 NTP MHE
S W7HX] X7 7| Ch2{OF Sh= Z[CH A|ZHS M EfgL|Ct.
- Min NTP poll time(X|2& NTP £ A|ZH: QIGIO|E =l A|ZHS 7| Q8 NTP MHE
S W7HX] X7 7| Ch2{OF Sh= X[ A|ZHS M EfTHL|CE
« Automatic date and time (NTP server using DHCP)(X}-5 &% % A|ZHDHCPE A5}
£ NTP AMH)): DHCP A H{ 0] HAZAE NTP MH{ 2t 57|zt L}
- F?"?afkaTP servers(CHAN| NTP A H): 8tL| EE= 5 74| CHAN| Mol IP F=AE ¢
2 etL|Ct.
- Max NTP poll time(Z|CH NTP Z&! A|ZH: 0| EXl A|7HE 7] IS NTP MHE
S W7HX| F X7t 7|CH2{OF Sh= £|C] A|ZHS A EHSHL T
- Min NTP poll time(Z]A NTP Z& A|ZhH: 0| E =l A|ZHS 7] {6 NTP MHE
S W7HX| FK| 7t 7|CH2{OF Stz &[4 A|ZHS A EHSEL T
« Automatic date and time (manual NTP server)(X}5 Y% 9 A|ZHES NTP A{H)): A EH

3FNTP A2 57|38t L]C.
- %5 NTP M S|L| EEL & J4O| NTP A{H{O| IP T2 Q2{SHLICk £ 70| NTP &
S A8oHE 22 HAIL £ MH{o| 228 {8 S J[¥o R NS STlsetn &
RS L.
[@=]

- Max NTP poll time(X|C§ NTP Z&! A|ZH: 2 G|0|EEl A|ZHS 27| 2[3[ NTP MHZ
Y W7HX] FX| 7t 7|CH2{OF St Z|C] A|ZtS A EHSEL|CE
- Min NTP poll time(Z| 2 NTP Z& A|Zh: QEO|E &l A|Z+S 27| Q|8 NTP AH 2
S M| FX|7F 7| Ch2{OF Sh= %[ A[ZHS M EiSL|Ct.
« Custom date and time(AI2 X} X| ™ X} 8l A|ZH: =50 2 SR 9l A|ZHS ™S CH
Get from system(A| 2RO M 7} 7)) S 22610 ZFE E= ZHY X0 xR 2
A2t 2E S o Xt 7t S L C
A ZHCH: AFE S A|ZHOHE MEISEL|CF Q& HOF A2 S BFE AZH S5 A|2H0] Xts 2= =7 E
L|C}.
+ DHCP: DHCP A 2| A|ZHCHS KE4BL|CE O] S 412 MEASLR{ B BHX| K| 7} DHCP AjHf

Off AZE|0f AOJOF L|CE
«  Manual(8): EECH2 S E 0| A|ZHCHE MERSEL|CL

H| D
AMEEOME RE =3 230 U AAE -0 R 2 A[ZHEE0| A E LT

A 1%
N

EX7F e /XIS YESYLICE S 22| AN o] FEE A8 X =0 M XS &L

o

—_
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. Format(EH) Tx|o| 9ol AT S Q2{e [ ALBE HAIS MeletL|ct
. Latitude(§1E): ¥4 e M 222 LiERL|C}

. Longitude(ZE): ¥+ gtS BXXIOM EZS LIEFHLICH

. Heading(#8): R 7} &3t LiAlgt geke QLI 02 HES LIEpLIC
+ Label(2h): ZX|0f Tt Mo ZetEl 0|22 tL|ct

. Save(ME): BA| 9IXIE MAS2 W 22 LICt

HE/I
1Pv4

IP

=

Stz = of2f B MEBHLICH Ch 20| LIE 9|20 Choh XS IPOHCPYZ A ErLCY.

IPZA KO DQBHP RAS YSHIAIQ NHIP FAL 24 FAJL 1R A ZHol8 s
913 Lo A 219 S SX512B 1Y P FAS S| Hof U=
2|3 22| xfof Al 2 oJets Ho| S5,

MEU OpAT: MEY OfA T E 2124510] LAN(Local Area Network) LY 504
Ch LAN 950 RE A= 2[QHE EnpetL|Ct
[e]

Router(2t2E): CtE L EQF Sl HESI MIAHEN HZE FX|E HZ5t= Ol AL L= 7|=

o

2t E(HOIEQI0)S| IP FAE A= TL|CE
Fallback to static IP add f

ress if DHCP isn't available(DHCPE
2 EWM). DHCPE ALE S = O FAEXSOR S = g
e Y GEEREE

H|
DHCPE A8 4 QT X7} DY 54 hXIS AF8SHE B9, DN FAL TE 8oz 7
MEIL|C}
IPv6

Assign IPv6 automatically(IPv6 X} g%h): IPv62 7410 W EQ A 2t EH 7t &X| 0| IP A E X}
SO 2 S F St MEg LT}

SAE 0|
BAE O|B8 AEOE P USYT 2ASET BN A 0SS P FLE NHEOE ¥
EE 5t dEetL| ot
SAE O|8: HX|0 WHASH= CHE HHHO 2 AIRSIZH SAE 0|22 502 QL)
MH EOM AL 2= SAE 0|55 AFBRLICE 8= 24t A~Z a~z,0~9, - gL
}.
X DNS QU[0|= 48k 1P R4 HIAE O0LCHEX|O M 00l Lol AH 5818 XHEo=
YOO| ESL = E 3 &8 LI Lt
DNS 0| & S&: ZX|Q|IP FAE 7I2|7|= 2/ E0Q 0|52 YHEYLILE S EE= &A=
ANZI a~z, O~ ' _CI;I L’l El-

TTL: TTL(Time to Live)S DNS 2| 2. E 7} || 0| E 5| 0fOf & W 7HX| QL& 8}A| QK| &= 7|7t M
gLt

DNS A
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Assign DNS automatically(DNA X3 &t2h): DHCP A H{ 7t AM =0 Q1 Bl DNS MH F=AE EHX|
O Xtz 2 e T5tA Stef™ dEeighL|Ct 222 HIE%E'.OH CHsH At& DNS(DHCP)E #E gL

Ct.

Search domains(=H|Ql ZHM): Y H3}L|X| %2 T
domain(ZA = 0jQl *7|- 2

(= =
Ct.

DNS servers(DNS A{H{): Add DNS server(DNS A{
HeLCE Ol M= HEY UM 2AE O|ES TP

HTTP % HTTPS

HTTPS= AR X}o| 0| X| R
L|C 53l HE nste J
X0 A HTTPSE AFESE2{™ HTTPS 215
System > Security(A| A& >

S Ol 2 MO A 2HEEEl H 0| X| of ChS QS B2 K2
NEP TTPS QIS M Z A} z

FefLC S ME d ot X[t H

Hu
0.
o mjo
HL
02!
O
rr
o I

X7 HTTP HTTPS t2= HTTP and HTTPS(HTTP 5!

Allow access through( MM A S L) AIR

HTTPS) T2 2 & CHS Sof HXI0) AZHE =2 5{8X| MeBLITh

B[
HTTPSE S3ll 2ot & HO|X| & E= 8% £5| HO|X & M3 28 I 450 Mste =
i
AN H

HTTP port(HTTP EE)AESHTTP ZEE 3L CEH &X E 4-65535 H 2|
o BE TES S|QBLILL BRI 2003 A% 1-1023 HPjo| EES A £ ASLICE
ol welo| mES AHetel ot mAIELLE
HTTPS port(HTTPS EE) AT HTTPSZTEE
#olo| DE HES o ZEHL|CE. B2 X2 21018
it of #olol ZEE ABSHH 7t EAIELIT
3% o

Certificate(QUS A{):

HEYI HM ZRES

Bonjour®: 4 EQ I 0 M Xt5 M S 5 85t2{H 0| S8 S HUCH

Bonjour 0| &: H EA 0| EA|S 0|2

mjo
oo
It
ot
-
|
N
rhr
o
o
rlo
02
>t
o
o
=t
<
>
(@)
-
B>
()
-
i

=]
UPnP®: | EQ/30IM XIS HMS 5|85t B 0] S42 ZLICH
UPnP 0| 2: | EA0| EAIE 0|22

i

o
C
il
N
rir
o

E2 X 0| B MAC =L CL

ol
=
WS-HM: L EAINM Xts HHMS 5| 8ote{E 0l g
2

LLDP 3! CDP: | EQ| 0| M Xt& HAMS 74L|C}. LLDP 3! CDPZ 11M PoE
Fel A0 X|Z0| 2 & QU LICE Pok Ml #4110 BHetsh 27 S o) Z5t2{ B L= 2 of PoE M
9344 B0 2 PoE A9I%|E RABHLICE

E- N
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Http proxy(Http ZEA|): 5{ & A0f M2t =2
Https proxy(Https ZEA|): 5| & &l WA/0j (2} =

HTTP S HTTPS T2 A|0f 3| &&=
s http(s)://host:port
¢ http(s)://user@host:port

e http(s)://user:pass@host:port

)%
>

H|
BRI E MYAIZSIO 2 2H TEA| 42 ML

No proxy(ZEA| g12). =2 H ZEA|E 22/512{TH No proxy(ZEA| §i3)E ALESLICE =5

o A== S SILE He

One-Click Cloud Connection

One-click cloud connection(O3C)1} O3C AH| A= = XK AL AA|ZE S =51 FAY £l oF
Sk OIE{ Ll HM|A S H|-2BHL|C XFM| B LHE -2 axis.com/end-to-end-solutions/hosted-services
E EXSHAA| L.

Allow 03C(03C 5{8):

- 8§28 0/A0| 7|2 2 YLICt LS S| O3C MH| A0 HZAS|2{H FX[2| H|Of H
ES ZA SELULCL MO HES F2 5 2447t O|L{0f| O3C AMH| A0 &KX E SZ6fjof &
LICh O =X| o™ &X|7F O3C MH|A0|M A A S A E LICH HX|E S5 5T Always(&
)7t 2ot X 7FO3C M| 20 AFE K FX|ELCH
o IRV AHU S Sl O3C MH| A0 Tt AAZS X|EH O 2 Aot CEL HXE S
E5IH O3C MH| A0 HZAE X FX|E LT XS MO HEO| EX| Y= dR 0| SHE
A&t
«  OL|R:03C MH|AE H|Z-d3lefL Tt
Proxy settings (ZEA| 2%): Z oot 2@ ZEA 232 YHSIH ZEA| Mo ATt
SAE TEA MBS FAE YL Tt
EE WMAO AFEE= ZE HS S AHSIMAIL

=]
EOQN LA E: LR F2 ZFA MHOf Ciet AAEXL O] F A AR EE YHE L
H

o
«  7|2: O] B2 HTTPO|| CHol 7}y = 2hd o] 0]t OIS MA ILIC) = =tE|X| B2 ALE
At O| St HAAES MH 2 HEot7| [ 20f Digest(CHO| | A E) & # E LT QHHSHA| B

S LICH

« LCIO[H2E: 0| $Y2 LS HEAIS Sofl =otel HAJES TS| HE0]| o ¢
I—1'6|-|_| |:|-
[y = .

2F7A AT 7I( 215 715 71922 H Get key(7| 7t 27])E S LI O] A2
X7t SetolL ZEA| o[ AE U HZE F20 T 7S T L e
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SNMP

SNMP(Simple Network Management Protocol)E O| 230 H ERT TX|E FASZ e

LI

3

uot

A O]
T M

H| D

SNMP: A& SNMP H{7H S et LTt

vl 8! v2c:
Read community(2]7| 7{ 7 L|E|):
|

30| 9l 7B L{El 0|8

M %
Write community (27| #
7| #oto] /= HFLEO
L|C}.

Activate traps(EH E/43}):
25l0] 5%t O|HIE E=
Ol | O| A 0| A{ SNMP v1 &l

#2017 Lf SNMPS 1181 £
o

Trap address(Efl F4): 22| AH Q|1
Trap community(E 3 {5 L|E|): ZHX|

8% HRLIEIE YHSLIC

Traps(E#):
- Cold start(ZE 2 El)

C}.

|i
122rS R QL.

A o
|): X 2| = B.E SNMP 2410 e} 947 i m
S ST TI 8 AN Hle)). 71 Ege MY

SR NS BBt B HAAQ K|S EHS A
20 T8l D A|X|S Tha] A|2~E0) HL|Ch g
v2cO| T3t ER S BB & QIS LICL SNMP V302
o AHE 22 HYLILE SNMP V3E AF8ots 32
Sof EBS BYE 4+ YBLCE
PE4 EE SAE 0|2 YALUAIR
7hEHE) NARIO| SR BIAIX|S B 0f A

S PNW

| = =2
—_— =
- Linkup(Z3 A): 37t Cr20|M g2 HE = 87

FAIEE I E- HAIX]

- Link down(J3 Ct2): P37 HOM Ct2e 2 HEE 37 E- HAX| S

2L

- Authentication failed(21= AlIff): 91= A| =7} A Ijst

L|C}.

Password for the account “initial”’('ZX7|" 4™ 2

O SNMP IjAQEE

H =
7 AKX T HZOHR| BEL
A
=

C =
7h g slel 208t Mot 20| F& LT I
7} Cf 0|4 BA|E|X| %ELICH AT S ChA| A

o2 T ™8l oF gL Ct.

2
[m

HAIXE 2

SNMP vl 8l v2c ETHS HD 0= Axjs H|C| 2 MIB EZH0| A S}EIL|Ct XA SH LIS AXIS
OS Portal> SNMPE £ XM Q.
v3:SNMP v3Lt QS o} Ol HOF QS 2 x| 2st= ELfF OFA
St A2 7L HTTPSE Soff &K
o= SAA I Y2 ot K| Q2 S | o4
SNMP v3E AF238I= 22 SNMP v3 22| O Z2|A0|M S
n
|

= PHMSH Y LICH SNMP v3E ALE
D2 HTTPSE &43tst= A0l E&LICH EsH #HTHO|
NMP vl G v2c EZH0f| WM ASH= 242 g X|SHL|C}

S EYS 48T = AS Lt

DAL E): 0|20 'initial'Ql AHH

L BL|CH HTTPSE E95l6HX| N IARIEE MES

|Ct. SNMP v3 T§A Q| E = S eHOF M S 4= 9l 1 HTTPS
EE HESIH AR E HE

Yotz HAE ST 7|2 84

HL
ro

re
ol
x
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SME HERIYS X E Sote Ol AFEE UL O] EX|= & 7HX| 2| ASME |-
Ct

« Client/server certificates(22}0| A E/AH Q1= A{)
S20|AE/MH CIZ M= X9 IDE ASSHH AHA|
e = ASLICE XA ME ASME Mot B2 E

_I__._Mlzl [l
X ArEE == AS L

« CACQZEA
CA SIZME AL30] T|Of QB ME QAISTILICE 0|2 SO, KX| 7} EEE 8021X2 B &
S YEYT0| ZE A2 15 MH{| IDE ZZELICh ZX|0fE ofa] AHof AbH HX|E

R el ®A2 Ch Dt 2L

.  QOI=M HAl: PEM, .CER, .PFX
Ol | S Al: PKCS#1 Q! PKCS#12

AKX S DA ES} A 7202 A RE OIS M7 AKIE LICH AFH MX|E CA QI5A
7} CFA] & %] & L.

_|_ Add certificate(QAS M F7I) : QASME F715t2{H SEISLICL A S 7to|E7F S E LT

- More(q £7|) 7 : ZtASIALE MEIS 20t WEZS EAFLICE
135 x

=
« Secure keystore(E.Qt 7| K& LA): 7|9l 7| E 9t SHA X ZESHE{ H Trusted Execution
Environment (SoC TEE), Secure element(& Qt 2 &) t&F = Trusted Platform Module 2.0
S MEHSHL|Ct MEHE HOF 7| X ZHA0| C <] £ 2 2{H™ help.axis.com/en-us/
axis-os#cryptographic-supports & =5t

A
. Keytype(7| 9): O15ME Bodt2p CECOIS 2204 7|2 Y53 A n2|S0[Lf O}

=

Ot
>
>
r—r—
=
o

© o0 &= Hw0il= Ct30| ZetE Lt
+ Certificate information(21S A MH): MX| =l QIS A Q| £HE FL|C}
+ Delete certificate(QAS A AHA|): QS M E AFH|SFAA|

L
Create certificate signing request(QSM MY @8 MM). C|X|E ID IS M E AHEL7|
Qs S5 7|20 2 IS M 2F S ddgL L

Secure keystore(H QF 7| X{EA)®:

» Trusted Execution Environment (SoC TEE): £ 0t 7| X{ & A2 SoC TEEE At25t2{H MEH

L
« Secure element(EQt @ A)(CCEAL6+): EOF 7| A& A0 EQF @AE AL25I2{H MEHT!
L|C}.

+ Trusted Platform Module 2.0(CC EAL4+, FIPS 140-2 2|8 2): 29t 7| X ZA0f TPM 2.0
=2 ArE5te{ ™ dEighL|Ct.

22
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Active(Ed3)): 2 X0 23 ¢ SH 3
« Default — OpenSSL(7| &2} — OpenSSL): LUK Ol A2 S (st 7+ £hsl ot Gl 5.
T5t= "M). A

FIPS 140—2(FIPS —FIPS 140-2& &
L Lo AX ol HOot %I-§§|-%I L_| |:|-‘

7t
- HA
« FIPS — Policy to comply with

A AR S IS FIPS 140-

HEYI M2 Mo U A3t
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IEEE 802.1x
IEEE 802. 1= R4 8 4 L E9IT Ix|0| £t 152 NSt ZE J|8t Y =93

Ef

Internet Authentication Server) 2! L| Ef.

IEEE 802.1AE MACsec

Authentication method (9= ). 0| =0 AR L=

S MHE ASME AE3HY EEH0[HUES| IDE 22

Ol
CA QS M:CA IS M E MEISHY] 2
GIZEl L =9 o] A glo| AHH| o

o L|C

EAP identity(EAP ID): 22[0|HE QFS X2} AEtEl ALZAHIDE R ESIHA|L.
EAPOL version(EAPOL HHZ): | E Q|3 AQ|X|0|AM A ol
Use IEEE 802.1x(IEEE 802.1x A}2): IEEE 802.1x T2 EZ S AIE25I2{ ™ MEHSHL|C}

OIZ ute O 2 IEEE 802.1x PEAP-MSCHAPV2E AL 3t Z-20) 0t 0|2{8t AN S 0|2

+ THAQIE: ST AL RHDO| THAYEE
+ Peap version(Peap HH): H EQ|3 A&
o Label(2}t): 22|0|HE EAP U312 Afﬂ6}E1 012 MEHSID, 2
£ A5t ™ 25 MEfSL|C} Peap H 7 °
TR E S
IEEE 802.1ae MACsec(®™ CAK/AIE ZS 7[)= Q1= o 2 AL SH= H 200t 0|23
= 0[28g = UAS LI

ﬁO
o I_
2|SHIEEE & -’.f—%l L|C}. IEEE 802.1x= EAP(ExtenS|bIe Authentlcatlon Protocol)& 7| =2 2 Tt

[EEE 802.1X2 E3 E|= HEQ A0 UM ASIHH HEQA EX| 7} AN RO 2 QIS E|0{Of &L
Ct 2152 QS MHOAM =L, Y™ © 2 RADIUS A1H-|(01| FreeRADIUS & Microsoft

IEEE 802.1AF MACsec2 D|C|0] MM A S8 T2 EZ2 QB H|AZAH Hlo|E| 7| LN A THNS
0| 5= IEEEQ| MAC(O|C|Of M A HEE) £ Ot EEQILICH

A A

CA OIS 81O - gotH M QSN F=2d AAL HIZGtED X = A= HESAo 2
A SLO| Rt 1SS Al =g LICY.

QIS A S ABY 1) Axis 28 A| 717] 8 01 Aol EAP-TLS(HE 7hs 915 ZRES - & 2
S 2ehE ME0t0 CIX| 8 AS M= A {22 QS eL LY.

X7t SN E Soll E=k|= HEAIO HMAT = AT ot H M BE SEH0|AE 2ASA
= KXo X5 OF gL Ct.

EA

o

Client Certificate(22}0|H E 21Z A): [EEE 802.1xE ﬁtgg S2l0|9E QS ME MEiSEL|CT. QI
[s)
=

» 7| EX AE £ 7| O] A Z HE O] S(CKN)S RIHBILICE 2 ~ 6AXI(2E £ 7Hs) 16
7150{0F SLITE CKNS 917 B210J M 25 0 2 2 A8|0F 3, 420 MACsecS
ot P9 A B0 M LKXIBHOF 2L Tt

- 71X A S 7L A E o 7(CAKS BRI CH 32X S = 64X19] 1681010
C}. CAKE GiZ gh2iof M =5 0 2 A 3]of 8[0, §-8 0| MACsecS EH4data} 2y o
S 20| A LK[SHOF L T

24




IHo
i

=
10

Ho

e

Blocking(X
fz3a¢el 3

.
o

.l

Activate(Z

7|2 285 /gLt

Allow(5{

Default Policy(

L|Ct.

I

Deny(H%F): §X|22| 2E AES HEEH

ZEO| M FX[of CHet

=]}
=x

EES

HI

KK

KO .
wrT
gld

=

jo o
ofo<k
KT 36m
M %0
o0
S o
S N
=

10
HiTk

NN

IPv4/IPv6 EE= CIDR

L AR

.
(e}

2
[S)

1

Address(FA). 2 S ©

ojn

Z2EZ)ED

Protocol(

FLICt 1~65535 ALO[ 2]

1S
=1
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T ol
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i mn
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on @™
10
%0 X0
of <
mu ol
F oW
O

- C

LICE 712 AlZtH|
LT

— =170

Time in seconds
5H2 300X 2 A%

Add rules(& F7}): 82

oF
RO

jod

M
o
1ol HD
Ko7
R0
=< Dol

20T
[eXs)
K4 M
U 4o
110
oI XM
ody
ol o]
e
ool
=
=

Pending rules(&

O[T of g2

i=]
—

4 3] of2jof EA|
=

ojuo4 ny
olol o]
TR0
R
M < mw!

B

Confirm rules(

M EXM 2l SO S0i| et 2B &Lt

d32}): o

kI P S|
=

Active rules(&

T
0
BI
mlr
mu
rall
(g
0
- K
[
2
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mlr
m ol
M
rall
o X0
L
= =
T
o ol
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NE 2ZE uwﬁ;ﬂﬁ%nr Axis B =0] 2|8} Ol

2kl of e & 29}*' D2 AlHE| s S5 K of ot Alsiet
Ue L C XISWH%‘E °|°F 7|8 Efotl Qe B2 AxisZHo| ALEA X7 M & AXIS OS ¢
ME 48 = ASLICH
Install(@X]): 21 SME EX|52AH SELLCL 2ZEY A E EX5H7| Hoj| AEME EX|5H0F
'6I-|_||:|-
=

« Delete certificate(QAS A

AE
A

T Add account(AI%g £7h: A A S tstel B SEBLICE AT 1007He] ABES 7t 4

OIA |_| [:|.

Account(H%): 173t AE 0|52 L LT

New password(A Tf AR E): A|FH2| ALEE YUHSLCH IAQE= 1~64Xf Z10|0fOf SFL|
Ch 22X}, A 158, Y2 7|3 5 Q4ff 7H53H ASCIH 2XHFAE 32~126)0 THAQ S0 AL S 5=
UASL|C

Repeat password(I]| A Q| E HHE): SASII|AQEZ CHA| QEHBIAA|R

Privileges(# ¢h):

*  Administrator(22|X}): 2= 270 TS| AN AL CE B[R T E AFE F7h €
HOIE X MAHE = AF LIC.

*  Operator(2FA}): L5 & Melot 2= 27380 HM 2 - ASLCH
- &= System(AAR) 27

+  Viewer(R0{): 282 HEY = A= 20| g5 LICH

_I

Update account(#|™d HH|0|E): AH &84S HE S

L|
Delete account(AH|’d AtH|): A8 2 At K| gLICH root A2 A = & LICH

SELIETITES

Allow anonymous viewing(2d E7| &) A™MCZ 2AQISIX| U0 =1L 2HEXE ZHX|
of M AT S UEZ AL CL

Allow anonymous PTZ operating(2d2| PTZ 24 5| &) @: ol o| AFEX}7} 00| X|Of CHH

M EEfg =2 "'I-AOIEEO|.E1D:| :I L|C}.

SSH A8
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+ Add SSH account(SSH A7 3=7}): Al SSH A|H & F718l2{H S 2lgtL|Ct.
«  Enable SSH(SSH £d3}): SSH A{H| A S AFE3S}2{ D ZL|C}.
Account(A|®): 198 #|™ 0|22 Y&stL|ct

New password(AH mALE): A L|C} IjAQEE= l~647<f Z0| O Of 2tL|

c-; I i‘I' =2 -Hd | E
Ct AL <Af, 158, 57 7|2 & Q4 7hst ASCIH 2AHZ E 32~126)0 THA Y E0f| AL =

QELCE
Repeat password(I| A 9 §hs): S ¢t I A S S CHA| R{SHIAIL.
MY S AABLCHSN)

© A 9 O ol CHS 0| ERELICH

Update SSH account(SSH A Y HI0|E): AN £ ®HEE!

L
Delete SSH account(SSH A|7d AtH|): A8 2 AT KL Ch root A1 E 2 AMK| e o= Si&LICH

7 ZAE

+ Add virtual host(7}& SAE F71): M 7t SAEE FI1612{H SElgtL|C}

= 2!
Type(R3d): AL8E 215 RS UERLICE 7|2, CHO|HIAE, R EID S0 Af ME{gtL{CY.

18

2ERrE
. Update(YB[0|E): 7} S AEZ 0| =3fL]ct
. AH: M SAEE AFEL

H|Z g3t MH 7t HIZ Gt AS LT

OpenID 74
2 A

OpenlDE AtE6I0 20Ig 4~ Q= A2 OpenlDE 7SI 201g Uf AHESH CHO| XA E
T |2 X1 58E
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otL|C}. https://[insert

t2{™ OpenID

.
o

=2

o
HO[HE YHE LI

At

—

—

=

=

1% AFE Xt

—

L|C}.

I

=]
e
O

e
o

24
2
o

Require claim(2 2 Q). E20] Q/0{0f 5}

Viewer claim(2t& Xl 2
Client secret(22}0| 2 E H|2): OpenlD Ijf

Client ID(£2}0| ¥ E ID): OpenID AL X} Of
Outgoing Proxy(Z 4l TEA|): ZTEA| A H
Admin claim(&2| X} 2 H): 22| X}
URL]/.well-known/openid-configurati
Save(X{%&): OpenID

Provider URL(Z2& X} URL): API ¢l
Remote user(@Z A}

Operator claim(

) X0 H_lH " %0
RI - oumo  prl  KTKIKO i
& = aK &g olllis —
pv) 5l £ oll s o S
o0 = 5 g w9 N
Hio <ol ur - w=g X 1
10 = =40 kjo™. o < Kl
= N —_— ﬂﬂ@A._mD o —
oju 1 <o U od o <
Klo = gqou N XEOL g RT
od < —_— Kq 1ol o Mol =l Mk
K r ke B ok El |
s . = ™ w {0 o .
$ o R = TR &
= I SoF.. gk Blgx g = o
- ol BROL (0 Rl @ g 2
> mﬁ_u ﬂ_w_mﬂ% oo S Kzl Ki m =
- K Lo 107 sod _. ==0[T jol
K o |._.ogo e AR 1 8l
D l SN0 K Mms T g o
Mo ] Ml . X~ B
Kd <= S TRANEE ©
H 1 BT o |
U 4 oiol L &oml Hol & KF o
LH O=n o~ o= el ol K
o oS o gl U< yiis Y T <
R o T | - oA JRzn DX0oT g o
n - L Mk = =X ol = K "M
& L] {0 T oo PI=do LRI @ m
= = ot | = Ul U M o x4
= o o jol [ N ._l._E_ur _A._ = 7o)
0 <k 0 = Mo Tt =TT o
= = = z U iy vjum Sk K 2 7o
o1 S foll = T DEL T Toorkm om0 N O
o] J =0 _/L ~N e) H
2 = - i {0 w0 Ki° 35 gLI=.__=__/ 1 w3l
il R < Lo ol = e~ il 2
o © . ofn |_./\U ol mmea:.: WﬁoM p H_u.AroMo > K4 xﬂO
o WW @__ KF ol Siiuo) WrRr @ =r20%0 £ & Wo
S Nm 2 owm W oEEg WOTE cmame 2 E g
) 2= o | ¥ 2 SoW XU EmEic T2 g
= 1o = ol s P! Swupm OFl Byl o o ..
o oo O © —_ 3 7ol /ﬂ\_.A._ QOUHL © X
< it & B2 FIW T Ny £ Z T
v 2 — < M Sz ETH = ukET = S t
o) 11]] 3rujl ] .. t._4mH_|J| Ta = = = O
.| = o H® I_I o SEH ST epom $ 5
—r I — — —t— -
w S I o T S SolE gl SUTIKr & _ &
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HE0= ot 22 A 48 & & €77t US = ASHL
L

Front-facing LED Activation: LiveStream(&H LED %t-5
8 AEEO0| #AEH 0| TX|of HEH LED7} 5440 2 HpR L L.

Front-facing LED Activation: Recording( ™ LED %£t-&: =2}): O0t0|37f 74 10 =30
FO0|M Q| HKX|o| MM LEDI| sM O = HHYL|CE

Front-facing LED Activation: SIP( ™ LED 2t3: SIP) : 00|37t 744 Q111 SIP E3}7
M LR FX|o M LEDIt =AM o = HHEL|CE L2 F X0 A SIPE &/d2ts0f 0
EB| A & Q& LC}.

=2 T Mmd

[l
0%

O [kt
rE0x
|m tot
un

Pre-announcement tone: Play tone on incoming call(QtL}] Bt& M MS2: M3 =4 A MS S
X ’d). 2|2 ZX[0f SIP 2 =0| O|F0{X|H X7t O|2| Ho|El @C|2 S &2 MlgL|Ch C|
@ IX|0of Cisl SIPE 2-datsljof gfL|Ch RO FX|0|M 2C|2 S EO| MM |= SoF SIP 2l
A7t AR E =2 ot X7t As L2 S2t0| SESHA| R =5 SIP AES F/dsiof & L|Ct
Pre-announcement tone: Answer call after incoming call-tone(QtLlf & M MS S =41 Mo}
MS 2 = Mt 8H): 2L S 20| ELIH =4 SIP =&0f| SEHEL|CH L[ FHX|0f CHsf SIP

[=]
g =tof| OF gL L.

ud ringer(AM|112{2 AWA2]): 2C| 2 FX|0f SIP o =0| 2Y5IH 0| 2gstk|of Y= S 0|
FolE 2|2 SEO0| LT 20| FX|of thsh SIPE 2d=talof & Lt

LS

H| D
FTP = SFTPS AL OLE S XS M3 Z2 T2 0|20) X718l 1.9 AMA BB S B
PLE R HR| DRI Q. 818t {LE HI Aok 8i O]l S5 SfLto] ofO[X|8t &3t 4+ ASLICE

|
=E0= gof chet § 22 eA X M F0i

H|
£|C 207 2] SAIRHE AW AE 4 LT,
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_|_

Add a recipient(4= MK} £7}): AIXHE 7182 0 223t ct
(o]

O] F: =4IXte| 0| 55 Y H Lt
M

Type(§d): 559

A EH-

— ~1-

. FTP@

. HTTP

SAE: MHO|IP FALI SAE 0|22 YHFLICL SAE O
DNS M7} System > Network > IPv4 and IPv6(A| A& > Lj|
IPv6) Of 2 of 7<|7é*>5|01 U X[ 2ol A2

ZEFTP MH 7L A E0t= ZE HS S YA LI 72402 21 L CH

Folder(BCf) el & XISl CI2A=2|0l H2 8 YAUNL CI2AR2|7HFTP Al
off 0]0] EX{oIA OB, T YR o 1 ©F HAIX 7 EAIHLICE
Username(A}-2 X} O|§ 918} =5

AQE: 2O0I52{H I AAEE YHSIMA|L

Use temporary file name(A| I} 0| & AI8): XIS 2 MM E A ItY 0|52
EOYUS UZESIE{ ™ MENSHLICEL Q2 EE b2 51 H Ut 0| 0| |st= 0|22
Z HHELCL YZE7 STHE A &4 mAo| Q& LT defLt of M| YA ot
UAS HdS 5= UYSLICE O|HA o} H {St= 0|22 71T B E THYUO| SHIEX| & =+
USL|Ch

Use passive FTP(=& FTP AF2): HA N Ol M2t M HE2 Chd| CHA FTP AMH
Of CIOjEe HZE2 E=& 8oL Ct & X7} CHa ME{Of| CHSF FTP MO % G| O]
HZZ2 RE NI™MOZ A|&StL|CE O] &= YEtX o 2 FHX|QF CHat FTP A{H AtO| 0
HIotE 0| Qle= A0 gL Ct

URL: HTTP MH{ 0| CH3t H[EST =40t QXS x1a|6+ ABIEZ QASHL|C} 0
£ =5 http://192.168.254.10/cgi- b|n/not|fycg| IL|CtH

Username(AI2X} O|E): 21252{H AIE X 0| 2 QUESHAUAI 2.
IfAYE: 205 H I AES AHSIUA.
Proxy(ZFA|): HTTP M Of HZ5L7| ?[3] ZEA| MHE S5H0F ot 89 ER

[0)

URL: HTTPS AB{0fl TS S22 =290 28-S X2lD ~3TES AHIALICL O
£ =M https://192.168.254.10/cgi-bin/notify.cgi  L| C}.

Validate server certificate(AH Q15 A =Ql): O] M XIS MEHSIO HTTPS A{H{ 7t A4
dot IS ME MENTEL|CY

Username(Al2X} 0| 2): 2 101t2{H AR} 0|22 QS BIAIA|Q.
A 201612 B AYES LSBHUAIR.

Proxy(ZFA|): HTTPS ME 0 AZSLY| 23 Z=A| MHE Sutsl{0f ot = &2 &
3l I—IEE 71 QlastL|Ct.

« HES3I 2EZ|X| @
NAS(Network-Attached Storage)2t Z 2 HEQI AEE|X|E _,_ 71510 S M ESH=

TR ALES & 91’.:7 L|Ch 0} Y2 MKV(Matroska) I+ 4]
o

SAE: |:|| o3 AEZ|X|OIP AL SAE 0|22 Q1
Share(28): SAENAM ZQ 0|22 Y &stL|C}
Folder(=é=l:-|): oS MASHC|HER|ol AZE QESIAAL.
Username(AI2X} 0| E): 219Q15}8{H AKX 0| ES ¢ =
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L=

AE: 205k I~

it
i

2SI AL

SFTP @

SAE MHOIIP FALIZAE 0|2 YHSL|CEL SAE 0|52 YEHSt= B2,
DNS M B{7} System > Network > IPv4 and IPv6(A|AHEl > Y EQ|3 > IPv4 YU

IPv6) Of 2 0 Jil"*EICH U= X[ 2B A2,
EE:SFTP MH{7} AFR3l= ZE MBS E Qs

p't
In
=]

oY [
Hu
N
(o]
I

=) BN
>

Zre 229/uct.

Folder(ZC): I g XAt C|al£2| 9 = 0l 5HAIA| Q. C|2 £ 2|7} SFTP A
HOfl O|0] EXHSHX| o™, oAU S P2 Eg U @ F H|A|X| 7t HA|E LICH
Username(At8X} 0| §): 21015t H AL X} O| B2 YESIUAIR

|

TAYE: 2 1016t B HASES Y3

SSH SAE Z7|| 7| S8 (MD5): 22 SAE &) 7|(32Kt2| 16714 EXtQ)0| X| 2
S QlaistL|C} SFTP 2210| 9 E= RSA, DSA, ECDSA 3 ED25519 SAE 7| 89|
SSH-2Z AFRSF= SFTP ML= X[ I3H|CF $1AF A| RSAT MBS 5| = Brei o] Of
ECDSA, ED25510 81 DSATH 11 #1 £ THE LIC}. SFTP AB{ Ol AFR B]= S HIE MD5
SAE 7|2 9l s]0F BHL|C}. Axis A= MD5 B SHA-256 SA] 7| = B = x| o
X|OF MDS5ICF Z+2ist 510k ©|3) SHA 2562 AFR 812 240] Z&LILE Axis K| 2
SFTP MH & 79 2ol EHOF REMISH LIRS AXIS OS ZES & 13l4A|Q.
O

Sl o
SSHSAE 27 7| S8 (SHA256): 14 S AE Z7| 7|(43X}2| Base64 QA E 2
XtQ)o| x| 22 gaq L|C}. SFTPEEfolo.jE'.: RSA, DSA, ECDSA % ED25519 & A
E 7| §YO| SSH-2E A& dt= SFTP MHE X| 22 L T} o4 Al RSA?f M2 t
B 0| ECDSA, ED25519 3! DSAZ} 11 |2 S L C}. SFTP A-|I:|-|O1|A-| ARSI 2
Hr% MD5 SAE 7| £ ggeqanor &L C}. Axis & X|-= MD5 4l SHA-256 oHA| HAEE
5 K| ASHX| 2t MD5ECF ZH 35t H ok 2|6 SHA-2565 fﬂﬂ“ 20| & LCL
Axis XHK| 2 SFTP M E A SH= ehHof| CiSH XFA| St LIRS AXIS OS &= TES AT
SHAUA|Q.

o
> ot
=
Jz
to

POP

S 120 rir

fll|ﬂJ

SIP or VMS(SIP &£ = VMS) @:
SIP: SIP M3l=2 &4 am MEHSHL|C}.
VMS: VMS x'|2|'E Ze{™ MEistL|Ct.

O] | &

From SIP account(2 A X} SIP A|H): S Z0f| A MEHSHL|C
To SIP address(5=£4IX} SIP 4 ): SIP =A & &5t C}
Test(E|AE): S3} 4740| &5=X| HAESIZH S=/gL|CL

Send email to(O|H|Y ME CHA): O|0| Y S S O] Y FAE YHPLICEL Fa
S0 7 YT AHE O|H Y FAE FESIUAL.

Send email from(0| | E4l): ELfj= MH 2| O] Y FAE &L CL
Username(*fﬂxr OIE O Y MOl ALEX} 0|2 YTLICE 0|0 Y M H{Of| A
015 S 7| = 42 0| EEE H|Y L CH

IjAQIE: Y MO I|AQYEES aTLICE O|H Y MHO|M Q1S5S 7SHA|

Z2 0 WEE B9 BLIC
Email server (SMTP)(O|{| & A :

yahoo.comi} Z+2 SMTP AH{ O|E& Y =H3tL|Ct.

ZEE:0-65535 H 2| 442 A5 SMTP MH Q| ZE HS E L SL|L} 7| 24!
= 587 L Ct.

rr
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https://help.axis.com/axis-os#ssh-file-transfer-protocol

- Encryption(Z = 3}): &S 5tE A2 5|5 = 1=
- Validate server certificate(A{H QIZ A 2401): A SBIE AL S}
A(RIE M

OlF 7| 2hH0f| A XHA| 2ot =
AU LICE
- POP authentication(POP 91Z): POP A{H{ 0| £ Q& st2{H H A A|2(0]: pop.
gmail.com).
i)
UL O|H| Y SSA= o=l oo Lt 19 FASH HENE +ASHHAM AMEXI7F 20 2 M
SOt s BL 2= A S Motolr| o) 2oF LB S AFS R L|C O|H 2 M X el 2ot 7Y
MZ =OI5HN] OO Y AHHO| &7|AHLH O &f O|H Y2 &X|= 20| Y= S A 2.
. TCP

- SAE AHO|IP FALISAE 0|28 QETHL|ICH SAE O]
DNS M B{7} System > Network > IPv4 and IPv6(A| AEl > I
IPv6) Of2fjOff X|HE|Of U=X| ZQISHYA| 2.

Port(ZE): Mt MM 20| AL L= ZE S S YT LT
Test(H|2E): 23S HAES2H ST LICL

. Abstof| Ot oj|

oo =

ar
=2
rir
i
0jo
o
Hl
oot
il
r
i

View recipient(=4 X} H7|):

2
Copy recipient(=4I X} SAN): =4IXE SASHY T S E[5HH . SAFE [l M2 =AXE HEY
A OlAL|C}
T Mg

Delete recipient(4=AIX} AHH): &-AIKHS @R 0 2 AbK|8}2{ @ S2jetL|Ct

=

U
UHI BAS S0|M FHOE ABE 4+ USLICL S20|= 0| fet HEot $ $T) M2
of FHE BE UY T BATL EAIELIC

| Add schedule(AFA|S £7}): YN E HAZS A M0 S 23| Cf

L5 E3|HS 80 22 502 E2|{3 4+ USLICEOIE S0 5 E2|H2 HE 4K
U TNoHe O NS B & ALt
MQTT

MQTT(Message Queuing Telemetry Transport)= AtE CIEUI(IoT) S ISt EZ HA|H Z2ES
QILIC ChaotEl IoT S8S 2lo) 24 = A2 &2 AE FZHsmall code footprint) it Z| & H E
A OY=ECc = Y4 YA E HESHY| s CHor A YoM AL ELICH Axis X 2Z E Q09
MQTT 220|HEZ S8 FX|0M 4G E HO|H X O|HEE B4 2| AZEQ|0{(VMS)Z} Of
L A|ABIO| 2HESHA S = USLICH

71712 MQTT S2I0|HEE AHSL|CE MQTT S412 S2I0|AER EEFH 2=
Ho 2 L CE 220 EE= I

A2t ES BERLL

AXIS OS X[ 4] H]0] 201 M MQTTO|l T3 XbA|3| 2Lob2 4 &L ch
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https://help.axis.com/en-us/axis-os-knowledge-base#mqtt

AXIS C8110 Network Audio Bridge

ALPN

ALPN2 20| E 22| HENO|T EHA A O SE[HO|H ZRESS
UA| Bti= TLS/SSL 2HH U L|CE. O] = HTTPR Z0| Lt E T2 EE0f| AFEE|= S Yot I
MQTT E2iH S 2 d3tdt= H ALEELICE Z20f W2t MQTT S4 ME2 2 U E ZET} QlS
=L ASLICEL J2iot Z 20| S ZH 2 ALPNS ALEoi M Wt M HEE = EE ZEO|N
MQTTE oiZ2|7 0| MEHXIE 285t AYLICH

MQTT E2}0|AHE
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Connect(@Z): MQTT 22}0|HEE HAHL} HFL|C}.
Status(AE): MQTT 22}0| X E0| S4XY ALEfS TA|SHL|C}.
2027

BAE:MQTIT AMH{O| SAE Q|2 EEL [P =AEZ QHBIAA|Q.
Protocol(ZE2EEZ) Al T2 EZ S MEISHL|C}

EE ZE WSS QastLCt

« 18832 MQTTover TCP(TCPE £t MQTT)°| 7|24t L|LC}.

- 88832 SSLE E3HMQTTO| 7|=Z+QL|C}

« 802 ¥ 23S STHMQTTL| 7|22 U LIC

o 4432 ¥l A HOkZ B3 MQTTO| 7|2t L|Ct
ALPN protocol(ALPN Z2 E&): MQTT £ 2 1 g-axm HSctALPN T2 EE 0|22 st
Ct. O]= SSL2 &% MQTT & & A7 Hotg S5t MQTTO| 2t &8 & L Ct.
Username(A}-8X} 0| &): 2 20| AE 0| M A0 BMASHY| s AHE S A X} 0|52 LT
Ct.
AR ALEXL OB AR EE YT
Client ID(22}0|Q1E ID): 22}0| M E IDZ Q28| A|Q. 2210 E AlHXt= Z2210|AE T} A

Ho| HZ I NE{2 MEELCH

Clean session(2 2 M|M): 32 & AZE SiH| A2 S22 MO{ghL(Ct HESHH HZ B AZE S|
Al SEN ZE7F AH E LIC.

HTTP proxy(HTTP ZEA|): £|C{f Z10|7} 255H}0| £ 0l URLQIL|C} HTTP T2 A|Z AR SHX| O
HH ZEEHY = 5+ JASLICH

HTTPS proxy(HTTPS ZEA|):

II:I

N~

Z|CH Z 0|7t 255H0[ E @I URLYLIL. HTTPS ZEA|E AFESHA| B

=
osm W2 H|Y & %+ AsL|CH

Keep alive interval(Zt2 SX]): S2/0|9 =7} 71 TCP/IP A|ZH [SHE 7|0t T e 910| MHE
O|AF AL % 9l A S ZA|2 & S L

O

Timeout(A|ZH X|shH: A4

A = HEAL MQTT ctO|AE §RHo| AHZA MA[X] B LWT HAIX[2] Z=H|of Chet 7|2 gt
MQTT %4l € 0| Al ZZI01 A ALS S L|CF.

Reconnect automatically(X}S 2 2 T HZA): A2 oljx| = S2I0|AHE 7} At5 2 2 CHA| HZAGHOE
Ste=Xl R E X dgL L.

HIA|X] HZ

AZ0| 2 E M HAIXIE 2EX| HFE XZHLIC.

Send message(H|A| X| HE): HA[X|E 22 A& 2F5HM L.

Use default(7| 27} AF2): X}AIQ| 7| £ HA|X|E Y HSI2{H IIMA| L.
Topic(FH): 7|= HAIX[2] =X E YH LT

Payload(H[0| 2E): 7|2 A|X|2| &S YHTLIC,

Retain(fX): 0| Topic(FH) | M S2t0|AE HEHE X[t T =L LIC
QoS: izl S F0f Liet QoS A5 S HBE LI

Opx| 9t 5 A HA[X]

| 2t2 = AlZE ZhA (=) LB 7] 2 2L 60
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ObX|9h 721 (LWT)S AFEStH SEI0[UEZF E270f HZAE [ XA SF e RS M
7 UG LIL E‘Efolo1 E7t LSO o= AIFoM B S X2 HAZO| BO{A| B AO| F0{ 57|
e = 2Us) 277t THE 20| HAEOf HAIX| S M =e = QL& LT Of LWT HA[X|= gt
HiAIX| 2t & 2ot YA0|H St HFHLIS F =

Send message(H|A| X] HE): HA|X|E EL{2{H A}
Use default(7| 272} AI): X1A19] 7| &2 HA| X E Q& sle
Topic(FA): 7|2 B AIX|Q| =H S eist|ct,
Payload(H[O| 2E): 7|2 HA|X|2| &S YHTLIC
Retain(X]): 0| T0piC(-’F-I1I)01IA1 S210|QIE AEIE SX|SHE B MESLICE

S|
=
= -
S E3| 2t EIE|L|C},
2
o
=]

2°EoHM 2.
1

QoS: 2! SE0] Cf3t QoS ABS BTt
MQTT e
7|2 FH HEAL AL: MQTT client(MQTT 22t0| 91E) S0 M &HX| ZH| S ALof Ho|=l 7|2

=H & 3 FAHE Aot H dEEL
FHl o] F =& MQTT =X oA =S 2F5t=
FH d Y Am 0] A =g MQTT =X 0f ONVIF =X U AT 0| A5 =etote] M =S LT

0
a—
Y HS 23 MQITHO|ZE0| FX|o| 23 H=E Zatote{H ML},

= =

)
|u
u
9'1-
I
=]

=+ Add condition(=Z1 F7}): THES £7}15)e
Retain(SX|): O{ T MQTT HA|X|7} B9 2 M=
« None(8l3): & & HA|X|7} HFX| &Ef= ASTLICL

+ Property(£): MEH 2% 7h5 B AIX| B 2 HE ME2 2 EL|Ct
CANRE): ME| T JHs 3 NS EHT 4+ 942 HAIXIS 25 HRE ME2 2 YL
QoS: MQIT #of Ciieh st 2We Meyguch

MQTT 75

+ Add subscription(1= F7}): A MQTT =2 F7t6t8{™H S 2L L}
Subscription filter(71 S EE): 1 =5l2{= MQTT X & YLSIMA|L.
Use device topic prefix(ZX| &5 HE AL AI): 15 ZEHE MQTT FH | B FALZ F7ttL| Ct.

Subscription type(7+ 5 §39):
« Stateless(MEf| =X £715): MQTT HA|X| 2 ME| =X 2715 HA|X| 2 B35t MEH
2LICh
. Stateful()},"EH $I‘| 7|‘°) MQTT D‘llAle% X -|O_'E_ Eg_-c‘)-l_a:itﬂ A|_E_I-||'6';|l-|_| EI'- H-'”ol_IE_EE Aol'
Ef 2 AMEE LI EH
QoS: MQTT 7=0f Ciisl Jote 2 &S =L L.

MQTT 22| 0]

35




H| 2

MQTT 82| 0] ="FXtE F2t517| o MQTT E27{0f| A ZSHUA| 2.
_I_ Add overlay modifier(2 H{2{|0] =2 X} F7}): A} LB g)|0] ="HXtE F7tsle{™H S2lgtL|CL.
Topic filter(=H| ZE{): Qu{3|0|0f| EA|S2{= H|0|E{7} ZHE MQTT FH|S 2743 L|Ch

Data field (K| 0| E{ & £): B A|X| 7} JSON & A{0|2}m 7HEstn @ H2i|0|of EA|SH2l = HA|X| H
olz 0| 7|2 X|IH BT,
Modifier(+=8X}: Q20| S BS I A1} £MALS AR SHL|C}.

. #XMPZ A|RISIE £HAE FRO|M We D= Glo|E S mAIL|CH

. #XMDZ A|f3}= 2FAHs HlO|E Leof A E Hlo|E S EAIGLICH

on Initiation Protocol)= AF2 X} ZtO| CHSIAl EA M MO AP EL|CE MMOf| 2C|2et Y
o2 2y = ASLLCH
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= H = [ M |
Allow incoming calls(=4l & 5] &): LI & SIP FX|0| A S0{2= =2 o{8ot2{H 0| = HUH
St |_| |:|-
St CF.
= M&l

Calling timeout(Z A|Zt H3H): O} = SESIX| 242 29 S2t A=l 2/0) Al2tS B
L|c}.

« Incoming call duration(Z £l 7|Zh: =4 M3LE K& = Q= X[ Cf A|Z2HS A-HTHL
CHE|CH 108).

« Endcalls after(0| 2 & E&8): 2 X| CH )
o} AlZH2 H|BHSHA] 2o 2= 42 Infinite call duration(F2H| gt 3} A|ZH S MEISHL|CT.

S = 1024 ~ 6553504 Of $tL|C}.

. SIP port(SIP ZE): SIP EAIO| AFRE|= HEQT ZEQL|CL 0| ZEZ E3F AlS EFj| T
o oo sle|x| LIt /R EE WSS 5060LITh LRt Z9 C1E ZE Mo E 92
gt

+ TLS port(TLS ZE): Y 3}El SIP MO ALBE|E HEYT ZEQYL|CL 0| EES E31 4l
S ETe TIS(R % 7|5 HohE AF8otol S steE LTt 7|2 == HaE S0e1@lLict.
s A9 2 EE Mo AL

+ RTP A|ZH ZE:SIP 20| A & WA} RTP O|C|0f AE 20| el AFBE|E HEYT ZE QL
Ch 7|2 A5 EE WSk 40002 L Ch 25 rete S S EE WO oA RTP S84 2 &t
chatLITH

ZNAT STt Z2E 22 N OR AFSSILL Y EST B0 (2} (2 £3o = S
Ol L|CF.
AMH

« ICE: ICE(Interactive Connectivity Establishment) T2 EZ22 AIESIH I|Of &X| Zt0] 2=t
ot A0 O|ROX=E VI 2880 25 7| |/ T L|CH STUN 8! TURNE &g %t
SHEICEZ2EZ0AM 7 288 d2E 3= + Ue 7|27t S E UL

« STUN: STUN(Session Traversal Utilities for NAT)2 X|Z 0| NAT L= g5 L0 Q! =X| =t
olotn 12 42 U8l SEIP T4 ZE Mo S 7Kg 5 U 8lF= S20[UE-&
HUHESI Z2EZYULICEIP 34 22 STUN M 25 =L

«  TURN: TURN(Traversal Using Relays around NAT)2 NAT 2t E EE= 8ol S0 Q=&
K7t TCP .= UDPE S8 LHE S AE0M SHRE= HIO|HE #4e = AEEHF= =
EEZYLICE TURN M F4 Sl 200 HEE Y=gt

o ul =)
« Audio codec priority(2LC|2 IAH 2M =2|): SIP 0| Cisl |dSt= L S& 2 7HE of
Lt O] &to| @C|@ FHZ MEATIL|CE M &2 =AM E HE5I2{H B0/ S5 LT
=1}
22 Y I =X 20| ZYE 22 MElo AHO0| 2 & A A I = X[ Of Lt
« Audio direction(2C| 2 Wak): 5| 2= M QL E MEATEL| T}

+  UDP-to-TCP switching(UDP2} TCP 7t M%H): UDP(AFR X} H|O|E{ 12 =2 £ 2)0j| M TC

—

EZERNEZHMS ZZEZS LANEHOZE MaSle =S

E —
= 8% HHE=E LXIoH| oM Y LIL.
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Allow via rewrite(C}A| 27| & E5)| 6| &) 2t REHO 32 P FA AN ZHIP FAE HLY
o B AEfetL|Ch

Allow contact rewrite(HZ2tA] CIA] 27| 6| &) 2} RE Q| S IPFA M ZHIP FAE
Hij2{H MEdStL|C}.

Register with server every(&4t AHO| S&): ZHX| £ 7|Z SIP A[H0f Cist SIP O S
23} H 2 MXSHL|C}

DTMF payload type(DTMF H|0| 2 E §&): DTMFQ| 7|2 [{|0|2E S S HAT!

Max retransmissions(ZX|CH X H&): ZEX| 71 A| =2 SX|5}7| ™Of| SIP A{HO| HZAES A=

ot= 2 -5 -

Seconds until failback(&0f 23 7X| & X): 22X SIP M H-IE EHOj =KX 8 = RHX| 7} 7|
2 SIP MHOf| CHA| A2 A= Oj7FX| Q] A|ZHX)S MRt

L
9'1-
I
aml

A%
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rr

2.E # x| SIP A% 0] SIP accounts(SIP A7) O} 20l LIQE L} S2 & H Ko 22 AALo| 9
Qo= AEJE 2 4 Ql&LCh

® HFo|SIP Mo AEXoR S25 UL L|CL

[ ]

71I"*01| ﬂ—X1I7f AG L L S0 HIHSEAHLE AE Xt4 SEHO| ZXE| AL, SIP AH O A A
M RS 2 97| [0 '

= T HA
peer to peer(I| O] & 1] 0f, 7|2 BH) A TS A5 = S & AYLULIC ofLt O] S| LHE AS
= USDHS AZYS 7| =422 40t 42 0| AP S HHY = ASLICE =S AIEE SIP A
HS X HBHA] 011 VAPIX API(OF S 2| A[0| M =2 13| QIHH|0|X) 2S 435t A< 3t 7| =

Ago| A LIt

_I_Add account(A|™ F=7}): M| SIP A H S Mdste{™H Sl C}.

. Active(ZHAISH): A|H S Atgsi2{l MetgtL|T
+ Make default(7| 23t 2 X|5): 0| AB 2 7|2 ABo2 XHsI2Y HAZLICE 7| 2
0| 2L0{0f 50, 7| 2 AHE BfLipt £ & UBLITF.

« Answer automatically(X}S2 2 &) =4 Moo X522 SESHE{ H MEHSHL|CT.

« Prioritize IPv6 over IPv4(IPv4ELC} IPv6E LMo & ) @ IPv6 over IPv4 =4 9|
M =2E X|-ole{H MEISHL|CE O|=IPv4 S IPv6 =4 2 =0 A =@l E|= P2P A& 0|

200l 0|20 AT I S8 BtL|CH IPv6 A0 YT E =09l 0|2 0f T3 A IPV6
ol oM 292 XNFS F Ax T
. 0|2 43O ZeE 0|22 YALICL OIS SOf I} 0|2, At T XY 2 UL
c}. o|20] Z= g A Lct
+  User ID(AFSX} ID): 4|0 S 2tEl DQeh LI i Hat HS 2 laishi|ct
= =Y 23 o AFREL

« Peer-to-peer(m|{ £ u|0]): 2Z HE XA A CtE SIP HX|
C}.

+ Registered(SS): SIP MH{Z Sof 22 L E9/3 9|2 0| SIP XS Bt O AL EY
C}.

- ENQLAE VST E? 58 = 0|52 YHYUCL EHO 0|2 HHE AZE =5
S} SIP =40 QE

« TARIE:SIP A0 Cheh 2155H7| U3 SIP AHI HAE YAYCSE YBILICE
= ID
o

+ QIS ID:SIP A0 CY3 2155}7] 7t ARt
D%} 22 3% A3 D2 YE Wart gL

« Caller-ID('& X} ID): Axis & X|Of| A £ LK
+ Registrar(SEX}): SEXIQIPFAE

b

oo OF % o
b C
In 11

« Transport mode(M& B E): AHOl SIPH £ MEHSHL|CHUPD, TCP EE&= TLS).
« TLSversion(TLS HH)(H& D E TLSOH): AFES TLS M S MEHSHL|CH H{ M v1.2 2 vl.3
O] 7t Ot gL T Automatic(X}&)2 A|AR0M K EI%F = Ues 7t st HE S M

LI

* Media encryption(D|C|0] ¥S2h(TE 2 TLSEH: SIP S0 A O|C|0f(2L2 & S&)o
CHot Yoot mds MEfgtLIC.

« Certificate(only with transport mode TLS)(Q/ZM (M & 2= TLSPH): QIS ME MEISHL|C

« Verify server certificate(only with transport mode TLS)(M B C1Z A 2tol(M& 2 E TLS
oh): M QS M E =Qlste{ ™ MEdSEL| T}

« Secondary SIP server(E2 Zx SIP AH{): 7| & SIP A|H 0| 5E0| At 4 &X| 7} 2= SIP
MH 0| 52 A|=5tE= St2{ ™ F L Ct

« SIP secure(SIP K 9F): SIPS(Secure Session Initiation Protocol) & A58 ™ MEHSHL|C}.
SIPSE TLS & REE AHESI0 EfE 2 Y= otetL Lt
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SAIE Fototi® 228t
: Mmmm@ﬁ%ﬂ B): ) Oluel ZRAIE F718 20| ZRAS 4 &

oIS lNsta{n 228

):SIP ZEA| MHO|IP FTA
- Username (Al X} 0| &): %ROP HRSIP ZEA| MHO| AFEX
- TAYE LR FQ SIP TEA MU HAYEE UL

=
« H|C|2®

- View area(H 7| H9H): o4t 210 AHES E7| LS MEATHLICE None(Bl2)2
MENSE ZL /& E7|7F AL &L C}

- M E: oHA S0 At2S SHA = E MEISLICE S == ZRd HEE0 eSS
ELICt.

- ZH Y YO|E: otAt SO 2T = 8 METL|CL =8 0| EE EHast
Q=0 g2 FLCH

- H.264 profile(H.264 =2 h}Y): PA E3}0j| AtRE T2 QS MESHL|C}

DTMF

_|_ Add sequence(A| 3 A ;
SHLCH HX| E0f ofsl 2dotkl= ES

Sequence(A|E2A). ES
D%mmbmgﬂkﬁ_E_ﬂﬂaﬁﬁwtﬁﬂ%%ﬂﬁﬂuq

=
Accounts(H|H): DTMF A|HAE ALB S AHEH S M EHSIL|C}. peer-to-peer(L| 0] £ I|0)E 14
Ste 29 ZE OO0 £ OO AE2 SLst DTMF A|AAE 3 RELICH

i
0x
m kot
mot
Ho
>
ujn
zo
1
E&*
to
m
rir
Hn
r|r
T
L
>
o
) *
o
-
il

Z2EEE

AAYA ANES Z2EES WESLCL 2= 0|0 R OO AE2 SL Z2E
S| CF.,

~
o

M
mx
mjo
OH

=0

Use RTP (RFC2833)(RTP(RFC2833) AF&): RTP Tf| 71 0 A{ DTMF(Dual-Tone Multifrequency) A1 &
CHE & A= 3 Fol O|HEE 5 &ota{H ZLICH

Use SIP INFO (RFC2976)(SIP INFO(RFC2976) Al-): SIP T2 £ 20 INFO MM EZE ZstHs}e{ ™
HUICEINFO B A S YutH o2 HlMIL Bisl Metx ofZal7olH A% B s SreLch

HAE S
SIP account(SIP A| ). H|AE NM3E 4 ANHS MEHSHL|C}
SIP address(SIP Z=A): SIP =AE olaist 1 a2 Z2I510] HAE M3IE ZHO| A HO| ZHESH=

x| SHOISHL|C}.

X

HEYA AE|X|

40



Ignore(RAl): HER A 2EZ|X| S FAIot2{H AL Lt

Add network storage(4| E9|3 2E2|X| F7}): 52t M8 = U= HESI SRE F7I5t
243 2L ch
« Address(FA). D AE MHO|IPFA
(Network Attached Storage) I L|C}. 07
He)E A8 E I AEE T4
CIFS 0|22 x| g|x| &Lt

* Network share(HES|3 & ]): 22 E MHO| 557 /X2 O|F S YetL|CL ZF FX[0f

L M

S DQU BC D2 oo Ads BX7H ST HEHUR SHE MSY + UBLICE
|22 QadstL|Ct EXN 00 MH

«  User(AM&Xh): A0 21010 HRdt 3%, AF&X} O
O 21915}24™ DOMAIN\usernames QU SHL|C}.

o DARE:MHO| 21010] B2 B2 IARES YA
=

-

o]
A
« Add share without testing(E| AE 10| 38 F7I): ¥4 HAE S0 2FI7I HHE ZBLR
O HERA SFE F7Iot{ T HENSIL|CE O| & S0, MO If A E7F H QK| T O
C

=
N
il

-

Unbind(H}Q1S SiA]): LI EXS
Bind(H[QIQ): HEQA S/RE

Unmount(OI2E Sl|H|): HEQA 38E O
Mount(O}2 E): L|E 3 57 & Or2 Edt
[=He)

Retention time(HE A|ZhH: =35 22t 7|2t Qe =l =3}19| F St tt= O|O| B A&t Df 2t&H =

H EE ML CL HEYI AEE|X|7t 7H5 AHH MERSE 7| ZHO] X|Lt7| F0Of| O™ =317t 4
M|E LT

=

+ Test connection(®Z HAE): HEQA 370 st HES HAE

+ Format(Z%): 02 SO| 2E T 0|E{S w2 7| X| Y0} sh= A2, U
L|C}. CIFSE AFR 7H5 3 IFe Al A8 ML Ch
=

=
Use tool(E 7 AFR): 22I610] MEHSE = 12 2 51t Ct.

—

2EE AEE[X]|
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T2
E1|0| B & 9:' —1‘—6*%' =ot 2le. X7t gl %'\E S0l = SD 7t=5 = 2|5HA| OH Al
ol Al

Unmount(EI}-.._-_ oHI1|): =

t0] SD 7tE & QtTSHA JHIHOP"/\IE
Write protect(22 7| 8tX|): SD 7}E0f| A 7|7} ZX|&| 1 =32 0| MHE = AS ESHE{EH 0| S
M-S GLUICHL 27| SX|E SD FtE= ZoE 5= QgL o
Autoformat(XHE ZO): A|2 AQISHSD FIEE AFE 02 TSI HAA| Q. IFY A|AHIS

ext42 LOHSHL|CY,

Ignore(ELA]): SD 7}E0f =8} HES S8} M HAA|Q. SDFH=E 2A|SH 7127} e &
|7 o oA} ol Al8l x| 2LICt 0] M Ba[XIEH ALRE % AL

Retention time( = A|ZH: Q2| 5l =310| &2 Hetsi7 Lt HO|E K& FHS F4317| 93] =
SIS 2% 7|2kS MEHSILITH SD 7}E 7} 74E B B E 7| 7H0| R|LP7| Mo QEjE Sei2s A
At CI T

£7

o Check(Z9l):SD 7|E @ 2 E S}OISIAMA| 2.
+ Repair(23): TtQ A| A Hof P

« Format(z=8H): SD 7} EE US| ot A|AES HASID B E [0|EHE X|SL|C} SD 7}
E=ext4 Ot A|AHHIOZ0OF 3OSk 4= Q12| | T Wlndows®01|k| I A|AEIOf O M| A S}
| ir
S

Tuf
N

2101 EfA} extd S210|H E= Of =

. Encrypt(2Z3l): 0] 72 ALRBIO]
A SHH SD ZHE0f| M E 2= HjO[E 7F AFA|
Ol = ¥=3tE L C

« Decrypt(2 =2} siH|): 0| =7 E ALE350] A3} G0| SD 7tEE OIS A| 2. O| & A| S}
™ SD 7LE0f MY E 2= HO|H 7t &M & LT} SD 7EOf| X & dt= O™ MZ=2 H0|HE
L2 ot E|X| 5L T

+ Change password(IjAQ|E HZA): SD7IEE ASolsl= O HQ3IAQAEE HATHL

C}.
Use tool(= 7t AF8): 2 E/5t0 MEIoH
c

Wear trigger(l:l|-E ER|AH): WMES EC| A}
O|= 0~200% Q| L|C}. Bt H: AR pq F Q.
SD 7H=71 0 01IM oo 2T 248 L
& Q|8l0| =& L CE 02 E2|HE 80~90% ALO| 2 MH3l& Z40| E&LC
EF%EE& SD7tE7t A O 2 DR &) 7| Hof X IO mAg 2= A
Sl oW ES MMt D Opm 20| B gto] SR LS wre

-

-

TE gdstgL ot

1 2= SD 7tE OtR =& {2 - gLICE O 5=
M SD 7}Eo| Opg 4 I_go%o L|C}. 100% fE—’.‘—
H L|CF OF 9 & 7F 200%0] & 2+a181 SD 7427} @
IE*71I St =
Oz Eg|

-I_

X

> Mnokr|o

<

M £k 1> HN 0E

ONVIF

ONVIF A&

ONVIF(Open Network Video Interface Forum
B HIEISZ ’les &t 7tsds A 282 & U
=3 HALE_ Ef% HE R Z 7ho] A2 BN, 9014 8
Ol A OlA |

ONVIF

ONVIF 7 g S ‘4-d5IH ONVIF S410| A5 2 2 =g ot LT FX[242| 2= ONVIF L0 A+t
ni HEE AHESILICE XEA| B Lf& 2 axis.comQ| Axis 7| & At 7 7 L EI% SN FIPN
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—I_ Add accounts(A|d F7}): Af ONVIF A™ S F7t6t8{H S 2IgHL| L.

Account(#): 198 7 H 0|22 Y LIC
.l

New password(| TIASIE): 7|52l THAYIES 2/2SL|C. A E L 1~64% 20]0{0f 1|
Ch 92X}, 24}, T8, UH 7|3 £ Olaf 7453F ASCI 2XHAE 32~126)0F T| AL E0f AL S &
ALt
Repeat password (I 29| E BIE): 5 Qo I AQ|E S CHA| YHIIYA| .
Role(¥gh):
+ Administrator(#2|Xp): RS MH 0| 2R S| WM ASHLICH BE|XHe CH2 AR E 7, ¢
HOE X HAL = A& I—I 53
« Operator(2gGXh): Ct22 M 2ot ZE A0 B2 5= JASLICH
- BE System(*lﬁ"%!) 4%
— OH ;tjl_

*  Media account(D|C| O] #|%): H|C| 2 AEZOf| T YAk = JUSLC.
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(o)
(o)
o
c
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e
jin]
2
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0x
mjo
rkl
A
ot

ONVIF O|C|0] =2 m}e

ONVIF O|C|0f Z2hj A2 I3'|E|01 ~EG s HEots H M8 + U 7+ 3 LY Z 0|R0
M AL Aol Y MEZ M Z2MAS d-Jot7 L iE 282 ?Iol AP 8 =20t

LS MY =+ JAFLICH
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—I_ Add media profile(O|C|0{ Z2n}Y 3=71): A ONVIF O|C|0] =20t S F7t5l2{H 2
L|C}.

Ju

-
o
=}

=
=
« Select configuration(1td MEl): S E 0| A AFR X} X|H 74
of +d2 HE| 7 BV Y A 7t k€8 =atot X[l H

o
Video encoder(H|C| @ A E): /40| = H|C|Q QI FE HAS MEHSHL|

« Select configuration(t/d 41&H): N AAS MEHSID QIFAE ANS X
SYHCL ES02 S50 72 H|E| R AIAH 79| YEX/O0|F A& S YLCH ALE
bS58 2 A0 s AP o=l &

H| D

oH2 24 U 902 AAH THE HESHE BHE VoM BAN 20128 SHIL
AlL.

Audio source(2C|2 A A) @: TH0| StE QC|Q 3 AAE MEH

oh= MEADHL|CH
« Select configuration(td MEH): 220 A AFRAL X|H 1S MEHISID QO MHE X
FeLCL EECRR 252l 42 TXQ 2|2 Y0 s FetL|Ch & X[0f 5tLte| 202
20| U= A2 userOYL|CE EX|0f 012] 7§ 2L Q20| U= HLR 220 £ AR

X7 EA| =L L}

—
g2 YL EEOR S8 782 QU AAH 7o HEX/O0|§ des YL
C}.

Audio decoder(2LC|2 C|AGH) @: TN 2= @0 I

|
« Select configuration(2/d MEH): S E 0| M AFEX}L X H
Ch EECH2 220| B4 2|2 70| AlEX/0|S A FLCH

Audio output(2C| 2 E&) @: TN Qe QO =3 Al S MEHSHL| LY.

+ Select configuration(qt/d MEH): S 20| M AR AL X|H LS MEHSI D MY E ZHSHL
Ch SECHe S20 B2 OC|9 X0 AR5 HBHS FLC
Metadata(H|EFE] 0| Ef): A 0fl Z 38 B EFG|0|E{ S MEdgtL|Ch
+ Select configuration(qL/d MEH): S 20| A AR AL X|H /S MEHSI D B EFG| O] H A
=
—

[ |
= ZFYUCL EELR 582 #92 202 HEIHOIH 42| A EX}/0[5 dgs &
L|Ct.

prz@  2y01 21 P17 e Hee o,

- 14

- Select configuration(7+4g M=) SE0| M ALEX X S MDA PTZ 4H S =F
SLICH EELH2 552 42 PTZE X|/St= FX(Q H|C| 2 x{'Eof s Ch
Create(MM): A NS NAstD T2OUS MM S H S 2/5HL|C}
Cancel(F4): 742 FAstn 25 F 2 X2 S 2LCL

profile x(Z2TY x): T2 0SS SO AN THE TEMUS I0 HEE
C}.
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HaM
« View the device server report(ZX] M H1A H7|): £ &HO|A NS MEHO| Cigt HE
ZELCLYUMA 2O AE=02 MB 2 DAMO| ZSHE L|C},
« Download the device server report(ﬂﬂ MY E_l_kl l:}-.-i ): A XH 'A|7P E7| 0||:1|

=
. Download the crash report(Z& E 1A CI2EE): AMH MEH01| CHst REMISH ™
OF7IO|EE L2 R ERLICEL 55 E0M0|= XpAor O FEf M HaMO| U=
27} B ELITEL Ol BOAO| S HEYS Xxm e oigret et U2 + AsLith 2
IMEYES=H EEHe 228 = AFLLL
23

* View the system log(A|AEl 273 H7|): &
O|HEQ CHst HEE BEAISIZH ==

=l
2|
+ Viewthe accesslog(¥M|A 2 H7|): 2= 22 A EE AIESH 42 S Anfst
A HM A A =S 25 BEA[SHEH S & LC

27 A2 20

Syslog= HA|X| 2Z2 | HZ LILL SyslogOf A= WIAIXL% ddotE 2T EQOf, HAIX| S Mo}
S AAE, XS 211 9 S ATEY 0[S Baldt + YaLich 2 AIX| 22 1 HAIXIE
5= 2ZEQO %%% LIEtL= A2 R ETL EAE| D HA4E 50| SEE L

Server(ME): Aj MBS Z7}5i2{ 0 22/gtL|Ct
BAE: MHO| SAE 0|2 TP FAE Q2G| C}

Format(Z4): AtE 2 syslog | A|X| ZZBH S MEASHL|CL.

o1 E e
e Axis
- RFC3164
« RFC5424
Protocol(Z2EE) AIEL T2 ES MEH:
- UDP(Z|2 2% ZE:514)
- TCP(Z|2 278 £ E:601)
« TLS(7|2 278 ZE:6514)

EECIE ZEE AMESHH ZE B
Severity(&ZtE) 0

2| A= Al
CA certificate set(CA QIS A MHA): Axjjo] M™HEZ = QIStAHLE OIS ME =7}etL| L}

IR
vt a2 Axis K| T4 AHO| e N F AFBAIE 9% B2 YLIch o] HOK|of A chEe
oS SRt BAE 4 AU
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X2

X 2

Restart(F A|Eh): 4|2 TA|ZHEHLICH O] S7) MH 0| @ate FX| LaLch A 0

70|44 0| XtE 22 THA|ZHE L Ct.

Restore(E5 1) O£ 22| €2 3T S5 Al 7|24 22 KFE|HA L. LSO
T8t A EXE[X] 2 2= WS ChA| 2X[5t O|IE S m2| M5 CHA| 2H50{0
T8 At

=¥ 2 ML= fect €82 L& Z2& L0

. HE Z2EZ(DHCP £ 1)

. IFIPFEA

Y

. ME=

- 8021X MH

- 03CHH

. DNSMHIPZ
g-

=13

Factory default(&
Eag=1

S0f| ZX[of A4 M|
H|
2= Axis HX| 2AZE Q0| = C[X[E MHE[0] FX| 0| A5 E ~2ZEL|0
Cl. O| A S} Axis T X[ Q| THIE Ol X|A AO|H HOt =F2 HE =Y
L8 2 axis.comOj| A Bi A "AXIS Edge Vault"E &XSIAA| 2

a
e
=
A
T

-E—I>
130

CEE
e

>
o>><
H‘|

RS 9}7<1o| MEL 7|50| ZahEL|C| SHAF | Al AXIS OS 2l 2|
=2 L|CF A4l 2 22| =2 CHR2 2 E 32| M axis.com/supportz 0| = ¢tL|LCt.
0| =& I CF2 M| 7FK| M =0 A MEHSH &~ QI LT}
Standard upgrade(EZ ¢ 13|0|E): M "AXIS 05 HEe = g ol=grL|Cf
I.

o

I rrod
>
offl

HH

g

S LI

. Autorollback(X}= SHH): AR = A|ZH LYo @ 120| =3t 9 180|E2 &tolst

SOI}X| OO M A7} O| 7 AXIS OS H{F O 2 &| = opzL|Ch
AXIS OS rollback(AXIS OS EHH): 0| 0j| A X| =l AXIS OS H{M O 2 g|=2/L|C}.

Factory default(Z3% &=} A| 7| 22)): @A 0|ESl1 2= A™HE S E5HA| 7|
2 5|E2/4A2. 0 M2 MSHE @O0/ 0 OF AXIS OS HN O 2 &|E

A 7|20 2 | E2|AMA|2. O

o>

L

o
| o)
—

_—

f

>

Is os upgrade(AXIS OS Y 1#[0| =): A AXIS OS T O 2 @ Jajo|=etLich Af 2B| 20|t
=5 A8t
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=H i &

Reset PTR(PTRI M )@ Pan(@H), Tilt(E! E) &£ = Roll(E) M 0| O AT 2 RHES}X| U= Z
45 I—IE

=2 o o
S PTRE X AIHBIL|C). PTR RE|= SFAL Af 710210 A| =& L|Ct 22]it 9PEHIEf9-I 0| K|
L BE|7} 202 2X0|= ZL0|E BHO| £AE 4 AUXLICH PTRS HAFSHT 5102i7 Cf

=o= =
Al BHE| D 2% 8 Al 7]2ZO 2 SopZiL T

HA @ : Calibrate(27d) S E&/ot0] H, EE Sl & 2HE 7|2 /X2 LA EF = LT

==
—’F—i% e Start(*l he —E‘E' 2L Ct

M EXMIPF=A 9 TCP/UDP LEZ 0|0{X|

= !
. — L=
OlE E=1PFAlt XE HS E Y34 Start(A| =) E S22 LT

mjo

fot
b
=
ot

HESZ = 0idol= A SM E= IfAYJE 22 DIASH BT ZehE 4= JASL[CH
HEZ =N OY2 HE/IA 2 7|50 EME HZst= O =22 & =+ USLHICH
Trace time(FH A|Zh): & 7| Z7HE £ 2)2 M E5 10 Download(CH2 2 E)E S 2oL Ct
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Ok
()]
M
Ot
>
N
ri
nx
o
o
Hu
=
nx
o

=0 AbSH
32-75;%3} A 7222 ME-2 FoS M ALESHOF 2t L|CL ST =5t Al 7|24t = 25t
HIPFAEHRot B 2780 3% &t A| 7| 2422 2P E L
NEsSY EotAl 7|2 42 HEHSIHE CIES A A |2
1 NESI TS BELLC
2. HMOlHES FE YEOM RIS CHA| HAYLICE 2 HRSHMAIL.
3. SYEf LED HA[Z|7} ChA| M0 2 HHE MY77X] 10X S Mo HES =210 AS L Ch
4. MO HES S5LICHL HEf LED HA|SO| MO 2 HH| H 10| 2tz E L CH W ER( 0|
DHCP MHE 0|8 = Y= 8% X9 IP FAE O3 FotLE 7|2 ¥ EL
- é:X)I\S 0S 12.0 O|&t0] AX| =l ZX|: 2F-ZZ T4 A EHI(169.254.0.0/16)0| M 7} 2
FEA

- AXIS OS 11.11 0|5} 7} M X| =l &HX|: 192.168.0.90/24
5. HX| S | AZEQO 7 E ALESIO IP FAE S, IAQEE AFS L, HF0
OH 4| A BHL Ct.
S X H QIHTO|AE Sof D78 5% St Al 7|24 E - = ASLICL
Maintenance(8X| 2 4) >Factory default(3 %
2|k C}.
|

M O
_o'_l-
>
N
rie
nx
o
HU
o
o
Ot
[
o
(']
—ry
Q
<
=
N
ri
i
mju

1. ZX|o] ¢l QIE I O] A > Status(AHEH)
2. Device info(ZX| ™ H)| A AXIS

AXIS OS ¢ 1zo| =

2 At
. Axis Communications ABOJA] 0|2 & &F&FX| = X|THAL AXIS OSO|A 7|52 AL SH 2 9)
=
C}.
20| ZE2MA F0| ZX|7F HR0| HZE L0 Uqe=A| =elghL| ot

H|
2d ESo| XM AXISOS e 2 HX|E Y 0| E5HH N ZF0| AHE 7tsot x| 7|52 =4
SHLICE ¥ 20| ESHY| Hof &&F Mf H2|A0ICH Sk = 2= HEe Y 0lE K& &
ASIMA|Q. Z| A AXISOS 1t 22| = HEE & o 2 axis.com/support/device-software 2
OlsgLct
1. axis.com/support/device-softwareO| A 22 & N &&= AXISOS L2 AFE CIREE

L Ct.
KXo Zext= 220t LCY.

3. Maintenance > AXIS OS upgrade(fX| 24 > AXIS OS ¢ 18|0| E)Z 0|55}0{ Upgrade
(dazo|E)E St Ct

YA O|=7t AR E|H X FO0| Aks 22 XA X E LT
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AXIS C8110 Network Audio Bridge

|L|C}. 8H| E £ = 16H|
ERERE

ClE
=

o —
8kHzO| MZ &

bl

ol<r

C}.

64kbps~320kbps2| H| E #|0| E 1} 8~48kHzO| 4

L = AHY 22 mp3 It AL

BYASBEE K2

£ 2| MrEE|

0} or|e 22 0| ot

1M 5 00

00| ol 31

00 o
00 15

| U= i o

ST iy
OFZoom 1 |

RO o036 O

51



He

ey

=

AXIS C8110 Network Audio Bridge

A

H

— [N}
ﬂu ﬂ.EI.A m _ _Ll._ E_
=< O A SN In N i
W (enm | =T NA N
_._._._ mu_AH .__A_._._ H_ = A.__uo._ i wH_H_
of |=EM |z |3 E X 5 b
= |uol | T 1 2 E %0
P = ST s ol -
SR -9 "
T |HdW |z || X b == o
= =N i X4 | mjn nH IH HHHMH - ulo
G |R0< ® = w52 s
LS - ol ol B ._u./ﬁl od— _H_|_ﬁ|
Y irio 0o B K JU3o HeL_AI 0=
— K Moo | = =5l %o ©
AR T ey _Mu_=_ KO <" o|_u_.u_ﬂ Y=o
Kto g S ]S e u| KOmu OO
X 51T > M = oY
Y e =] —m Ul =
W |KHF {0 S 55 T RIm a5
KM | <Kogn | orok | & | 8an Gyl ~ QO ne
< | ZooT | mrujar | w® (A | Sar T Lo i
H | R0OT | <o An| TRI| 81| SR % T oo
w< LE My
wpdlt o RE
u| =Ko of 3~
™ RoB X S
K T Q. mt s EL
R 52 g 8w
QL N nl ¥E K25
TRDH T, W S o B
T m ¥ Q UFrons Rz md £ 27
T HE T I o ._.__“__M s £
RITAIORx X OFgy 2 S SA
— N ™M T WL ON®© ...A.ol_n_lm_Ano__ 88
~ 1! A.____.__E i Lo
< ] R £E
N z T oy U
S el Hr A A O g BX T
=< o - W - un/ _L_ SL_L [ ] o7 o
W2 3 SN = 4Bl
fa) o | X 100 10 N | N w Py . . ™ moa m
%0 3 | 0 &g
N K- o [ o &€

52


https://www.axis.com

53

H 1| - zl
: B Toow <
J =< 5 % < o < =
I S ARLi S m mﬁ.m clu U<
20 = H o — AVnM Q2 e nmu
= o= [ 104 ol I > >0
=} of 5 ol 2T = K= ol I oy
Wl R0 ol = 5 OR = —od
U4 Wl R03o ool KO L 1RO FIE |EF
TR= o0 5 @i p| 2>z ST
oo UK <= M m:m >3 wa 2 . ]
A= v orx = o = NFglo |om0
o <1 |EM._._0 ElA_ = 3lar
o < KT T = o Tl
B E= 15 N WWL | g RI— o il
= |_M|_ _I_I_%Im :/M — T oil Dbl_ il mmH_ 70
oy X IR oF o @lgy e =i
41 ol BIK O o dor 25| 03 & 08RO
. 2 20 =0- ~ T (o} Uk |.r._m|r 0o
et T ENR & = K Jos | Runy i oot
T AL K oW o | B [ B
I %1 S = e oo | 208 | <
oju KO ™ Bill= = M &.m_n O J|~v =3 308 m%wh
wy <M [u) oju = | mm_m = ﬁen___o @ o = FIK m._mﬁvmm
= > HoTr © =4 0 0 Zod | B | TEoIT
H LN =N s 0 - I 6_:0_' B27n | 4 <03
= 0| > FolK 5o ]2 K% 0| 5 — LH
wl_l__l - L_l_ —___ o~ ol KVo o__._._E._ oL | o 0 ._b
a5 X o) 00O o] moar Nop Ik g 70<0 Mow_. P
gy W N Uk o-=% of & RO | L0 o ey
o N O Y W= ord =0 | & o | s
MY < i ook 5 S WU g S| A AT oT<0E
mn s > =4l = il T To=7r [e)
w_m_____: o \wﬁ/ ﬁ/)\_u“____ s |__/IH m._LO| [ayt= 00 ._o. i x_.EMEm._o =
L) i S Elegow o Y 2o gl Ky i 3o EIEWM___..._._EE
<l ®o g = g =8l XE ] H| e | g2 HB
2K -_ = < KO0 K < & S k0| X0 A S
ri} ﬂ_o w L i O._ E_m._A ..A||L_._.___._._ mm _I__A_I_OH__._._._
% o g il ' Bl &K T S —
gy OTE B T o OF 0LI<T Tro gL mg AN P
<) = R L oKy NS i
w AT E m§ Tog g ooy B g e —
W s a. . T oM S _mEE T 58 a4 wSs = S
7 R K = ﬂ_ g mx U= ™ > <k gu ST K K| @r JoKH!
T O o o Rl K 8¢ | Kk =
S M TOw K8 5 Jjo fu !
oH TSt 2|9y zoH
o | THAr




AXIS C8110 Network Audio Bridge
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API & &

VAPIX®+= AxisO| &7 APIO|Z2|AH o|M =2 Iz QIH I 0| A)Q L|Ct. VAPIX®ES E38| Axis ZHX|
o Q= 710 BE 7|52 MOjE 2 QUSLICH R VAPIX® A B A{0f A AS}2{ 3 Axis Developer
Community(axis.com/developer-community)0 7} S A| 2.

o BB HO|M BHES QST <deviceIP>S RO IP FA EE SAE 0202 HHEL|LCL

. L
=9 At
APl HHO| ZA| M E L|CL AKX E EFRSHALE AEFSHH ZE HHO| AFELELCE O E &0,

04|: Request

ESENIPN PNESS

Request
http://<devicelIP>/axis-cgi/restart.cgi

0i|: Request

X 2L a¥2 HREE22 282 7[2URE &|Z2| KPP FAs RAILCH
Request

http://<devicelP>/axis-cgi/factorydefault.cgi

04|: Request

A MEE 2P FL
Request
http://<devicelP>/axis-cgi/hardfactorydefault.cgi

i

Zefot RE 2SS 72422 Bl s-LCL

rin

0|: Request

DEFXOPNEs S5 27|

Request
http://<devicelP>/axis-cgi/param.cgi?action=1list

04|: Request

C|B{ 1 O}7}0|E 7} 27|

Request
http://<devicelIP>/axis-cgi/debug/debug.tgz

0|: Request

MY E0M 7V 27|

Request
http://<devicelP>/axis-cgi/serverreport.cgi

04|: Request

300x HERR =5 14X

Request

http://<devicelIP>/axis-cgi/debug/debug. tgz?cmd=pcapdump&duration=300

04|: Request

FTP 2+ 3}

Request
http://<devicelP>/axis-cgi/param.cgi?action=update&Network.FTP.Enabled=yes

04|: Request

FTP H| 2 d 3

Request
http://<devicelP>/axis-cgi/param.cgi?action=updates&Network.FTP.Enabled=no

04|: Request

SSH &4 3}

Request
http://<devicelP>/axis-cgi/param.cgi?action=update&Network.SSH.Enabled=yes

04|: Request

SSH H| 2t 3}

Request
http://<devicelP>/axis-cgi/param.cgi?action=updates&Network.SSH.Enabled=no
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