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AXIS C8110 Network Audio Bridge

Ob111Me CBEeASCHUS O pellIeHUM

O61I1e CBEeAEHMS O pelleHn

B 3TOM pykoBoacTBe pacckasbiBaeTcA O TOM, Kak CA€NaTb YCTPOIICTBO AOCTYMHbIM ANA Ballel CUCTEMbl BUACOHABMIOACHNA N KaK
HaCTPONTb €ro HEMOCPEACTBEHHO uepe3 HTepdeiic (Hanpumep, Npy NCnob30BaHNM YCTPONCTBa 63 NporpamMMHOro obecneyeHna
ANA yNpaBneHuA 3ByKOM 1 BUAEOHaBA0AEHNEM).

Ecnu BbI cnonb3yete nporpaMmHoe obecneyeHne Ana ynpaeneHua 38yKOM UAN BUAEOHAONIOAGHNEM, Bbl MOXETE Takxe NPUMEHUTb
€ro ANA HaCTpoiiku ycTpoiicTBa. [inA ynpaBneHna ayanocncTemMoi npeaycMOTPEHO Cneaylollee nporpaMmmHoe obecneyeHme:

e AXIS Audio Manager Edge — nporpammHoe obecneueHne AnA ynpasneHua 3ByKOM ANA Manbix cuctem. [peayctaHosneHo
Ha BCe 3BYKOBbI€ YCTpOMCTBa co BcTpoeHHbIM 10 Bepcun He Hke 10.0.

- PykosoacTBo nonb3oBatena AXIS Audio Manager Edge

® AXIS Audio Manager Pro — pacwupeHnHoe nporpammHoe obecneueHne ana ynpaBneHuA 3ByKOM ANnA 6onee KpynHbIx
cuetem.

- PykoBoacTBo nonb3oBatena AXIS Audio Manager Pro

® AXIS Camera Station — pacwwnpeHHoe nporpamMmMHoe obecneyeHne Ana ynpasneHua Buaeo ana 6onee KpynHbIX CUCTEM.
- PykoBoactso nonbsosatena AXIS Camera Station

® AXIS Companion — nporpammMmHoe obecrneyeHne ANA ynpaBaeHnA BUAEO ANA HEBONbLUNX CUCTEM.
- PykoBoactso nonbsosatena AXIS Companion

[JononHutenbHble CBEAEHNA CM. B pasaene npOFpGMMHOC obecneyeHne AnA ynpaB/i€eHNA 3ByYKOM.


https://help.axis.com/axis-audio-manager-edge
https://help.axis.com/axis-audio-manager-pro
https://help.axis.com/axis-camera-station-5
https://help.axis.com/axis-companion-4
https://www.axis.com/products/audio-management-software
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YcTanoBka

YcTauoBka

[JnAa npocmoTpa BUAEO OTKpONTE Be6-BEPCMIO AAHHOMO AOKYMEHTA.

www.axis.com/products/online-manual/72748#t10181691_ru

3arpysuTte pykoBoacTBo no yctaHoske (PDF):

®  axis.com/products/axis-c8110/support#support-resources


https://www.axis.com/products/axis-c8110/support#support-resources
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Hauyaaro paboTel

Hauano paboTel

Monck ycTponcTBa B ceTw

[inA noucka yctpoiicTe Axis B ceTn n HasHauyeHua um IP-agpecos B Windows® moxHo ncnons3osaTb npunoxenne AXIS IP Utility unmn
AXIS Device Manager. 06a 3T npuioXeHna MOXHO BeCMIAaTHO CKauaTb Ha CTPaHuLe axis.com/support.

JlononHutenbHble CBEAEGHWA O MOMCKE YCTPOWCTB W HasHauyeHuu IP-appecoB cm. B AOKyMEHTE
How to assign an IP address and access your device (Kak HazHaunTs IP-aapec n nonyuntb AOCTY K yCTPOICTBY).

Moanepxka 6paysepos

JT0 YCTPOICTBO MOXHO UCNOMb30BaTb CO CedylolwmnmMn bpaysepamu:

Chrome™ Firefox® Edge™ Safari®
Windows® PexomeHayeTca PexomenayeTca v
mac0S® PekomeHayeTca PekomeHayeTca v v
Linux® PekomeHayeTca PexomeHayeTca v
Jpyrue onepaunoHHble | v v v v
cucTeMbl

*UrobbI ncrnonb3osatb Beb-uHTepgeiic AXIS OS c iOS 15 nan iPadOS 15, nepeiiante K nyHKTY
Settings > Safari > Advanced > Experimental Features (Hactpoiikn > Safari > [lononHutensHo > IkcnepumeHTanbHble yHKuMM) n
otkmounte NSURLSession Websocket.

YT106b1 NONyunTh H0NEE NOAPOGHYIO NH(OPMaLWMIO O pekoMeHAyeMbIxX bpay3epax, nepeiiante Ha lopTan Axis OS.

JocTtyn Kk ycTpoicTBY
1. Otkpoiite 6paysep n BeeauTe |P-agpec unm mma xocTa ycTpoiicTea Axis.

2. BseanTe umA nonb3oBaTena n naponb. [nA AoCTyna K yCTPOWCTBY B NepBbIl pa3 He06X0AMMO 334aTh naposb root. Cwm.
YcTaHoBka HOBOro NaposA ANA y4ETHON 3anucy root Ha cTp. 4.

YcTaHoBKa HOBOro napona anAa y‘IETHOi"I 3anucu root

BaxHo!
Mo ymonuaHuio AnA yYeTHOI 3anucy aZAMUHNCTPaTopa UCMonb3yeTca NMA nonb3osatens root. Ecan naponb ana
nonib3oBaTenA root yTpaueH, Heobxoanmo nponssecTy cbpoc NapamMeTpoB yCTPONCTBA K 3aBOACKMM ycTaHoBkaM. CM. paszen
Cbpoc k 3aBOACKUM yCTAHOBKAM HQ CTP. 34.

[lna npocmoTpa BNAEO OTKpPONTE BEH-BEPCHIO LAHHOMO AOKYMEHTA.

www.axis.com/products/online-manual/72748#t10098905_ru

CoseT cnyxb6bi nogaepxkn. [poBepka HAAEXHOCTY NAPOSIA


https://www.axis.com/support
https://www.axis.com/products/online-manual/i90000
https://help.axis.com/axis-os#browser-support
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Hauano paboTe:

1. BseauTe naponb. CobntopaliTe MHCTPYKUMN MO CO3A4aHNI0 HaaeXHbIX naponeii. CM. besonacHbie naponu Ha cTp. 5.
2. BseanTe naposnb eue pa3 ANA NOATBEPXKAEHMA.

3. HaxwmuTe kHonky Save (Coxpanuts). Maponb 3agaH.

besonacHble naponu

BaxHo!

YetpoiicTBa Axis nepesatoT nepBoHaYanbHO YCTaHOBAEHHbIN Napob N0 CETU B TEKCTOBOM BuAe. YTobbl 3aWnNTnTh CBOE
YCTPOWCTBO, NOC/e NEPBOr0 BXOAA B CUCTEMY HacTponTe 6e3onacHoe 3awudposaHHoe HTTPS-coeanHeHne, a 3aTem
M3MEHNTE Naporb.

I'Iaponb YCTpOVICTBa — 3TO OCHOBHO€ CPEACTBO 3aWNTbI BalWNX AAHHbIX N CEPBUCOB. ﬂ,ﬂﬂ YCTpoﬁCTB Axis He npeaycMoTpeHa
cobCTBEHHAA NOMNTIKA UCNOMIb30BaHMA naponeﬁ, TaK KaK 3Tun yCTpOI;ICTBa MOryT BXOANTb B COCTaB CUCTEM pPa3HOro Tuna n
Ha3Ha4Ye€HUA.

[inA 3aWnTbl AaHHBIX Mbl HACTOATE/ILHO peKoMeHAyeM cOb0AaTh YKa3aHHbIE HUXE npaBuna.
® |Acnonb3yiTe naponb ANVHON He MeHee 8 cMBOMOB. XKenaTenbHo €o34aTh Naposb C MOMOLLbIO FeHepaTopa napone.
® Hukomy He cooblaiiTe naponsb.

® [lepuoanueckn MeHANTE Napoib — X0TA Obl pa3 B roA.
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PaciumpeHHbIE HACTPOMKM

PacumMpeHHbIE H(ICTpOﬁKI/I

O6HapyxeHue u 3anucb 3ByKa

OaHum 13 cnocoboB 06HapyXeHUA 1 3anucK 3ByKa ABNAETCA MOAKIIOUEHNE MUKPOCHOHA K TMHENHOMY BXOAY Ha ayanomocTte. Ha
yNuLe MOXHO ncnonb3oBaTh komnnekT mukpochoHos AXIS TU1002-VE Microphone Kit.

[lna npocmoTpa BNAEO OTKpoNTE BeH-BEPCHIO AAHHOMO AOKYMEHTA.

www.axis.com/products/online-manual/72748#t10174236_ru

Yceranoska mocta ¢ nomoubio AXIS TU1002-VE

v v
HaCTPOVIKa npasun AnAa cobbiTnN

MoxHo co3aaBaTb NpaBuna, UTobbl YCTPONCTBO BbIMOMHANO T€ UAWN MHbIE ACNCTBUA NPN BO3HUKHOBEHN ONPEAENEHHbIX COBbITHIA.
Kaxaoe npaBuno cocTouT M3 ycnoBui U AeNCTBUA. YCNOBUA MOXHO UCNONb30BaTh ANA 3anycka AeicTenii. Hanpumep, ycTpoicTso
MOXET BOCMPOWN3BOANTb ayAMOKANT MO PAaCMUCaHNI0 WA NPU MOCTYNJEHUN BbI30Ba TM60 MOXET OTNPaBUTb YBEAOMIEHNE MO
3NeKTPOHHOI nouTe nNpu usmeHeHun IP-agpeca yeTpoiicTsa.

[Ana nonyueHna 6onee noapo6bHoN MH(OPMaLMK 03HAKOMbBTECh C HALWMM PYKOBOACTBOM Hauasio paboTsbi ¢ npaBuaamu Ana cobbITU.

BocnpousseaeHune ayanoknuna npu o6Hapy>XeHMN KaMepon ABUXEHMNA

B 3Tom npumepe o6bACHAERTCA, Kak HAaCTPOUTbL 3BYKOBOE YCTPOICTBO ANA BOCMPON3BEAEHUA ayANOKNNNG, KOTAA CeTeBaA KaMepa
Axis 0bHapyX1BaeT ABUXEHNE.

MpeaBaputenbHble Tpe6oBaHNA
® 3ByKOBOE yCTpOMCTBO AXis 1 ceTeBan kamepa Axis AO/XHbI ObITb PacCnoNoXeHbl B OAHON CETU.
® B kamepe HacTpoeHo 1 paboTaeT NporpaMMHOE NPUNOXEHNE, NpeAHa3HaueHHOe ANA 06HaPYXeHNA ABUXKEHUA.
1. TMoaroToBka CCbIKW Ha ay4AMOKANM:
1.1 Mepeiaute B pasgen Audio (3syk) > Audio clips (Ayanoknunbi).
.
1.2 LenkHute ® > Create link (Co3aaTb ccbinky) ana ayauoknumna.
1.3 3apaiiTe rpOMKOCTb 1 KONNYECTBO MOBTOPOB 3TOr0 KNMMa.
1.4 LlenkHuTe 3HaYOK KONMPOBAHNA, UTOObI CKONNPOBATb CChIAKY.
2. CospaliTe npaBuno AeNCTBUA:
2.1 Beolbepute System > Events > Recipients (Cuctema > Co6biTua > Monyuatenn).

2.2 Boibepute + Add recipient (+ [lo6aBuTb nonyuatens).

2.3 Bseaute uma nonyuatens, Hanpumep «Speaken (TpomkorosopuTeb).


https://help.axis.com/get-started-with-rules-for-events
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PacimpeHHbIe HACTPOMKM

2.4 Bbibepute nyHkT HTTP B packpbiBatowemca cnucke Type (Tun).

2.5 BcrasbTte B none URL HacTpoeHHyto CCbIKy, CKOMMPOBAHHYIO C ayAN0yCTPOMCTBa.

2.6 BseauTe nmA nonb3oBaTeNA M Naposb ANA ayANOyCTPONCTBA.

2.7 Haxmure Save (CoxpaHuT).

2.8 [epeiianTe B pasaen Rules (Mpasuna) n vaxmute + Add a rule (+ Jo6aBuTb npasuno).
2.9 Bseaute uma ana npasuna AeicTeuA, Hanpumep «Play clip» (BocnpousseaeHue kiuna).

2.10 B cnincke Condition (Ycnosue) BbibepuTe anbTepHaTUBHbI BUAEOAETEKTOP ABUXeHUA B pasgene Applications
(Mpunoxeus).

[MpumeyaHne.

Ecnu BapuaHTbl BUAEOAETEKTOPOB ABWXEHUA OTCYTCTBYIOT, Nepeiante K nyHkTy Apps (MpunoxeHua), HaxmuTe
AXIS Video Motion Detection (Buaeoaetektop asuxenuna AXIS) n Bkntounte obHapyxeHue ABUXEHUA.

2.11 U3 cnucka Action (Jeiicteue) Boibepute Send notification through HTTP (OTnpasuth yBeaomnexue no
npoTokony HTTP).

2.12 C nomoublo napameTpa Recipient (Monyuatens) BbibepuTte HYXHOrO NoaydyaTena.

2.13 Haxmute kHonky Save (CoxpaHutb).
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IToppo6Hee

IloppobHee

MpoTokon SIP

MpoTokon SIP (NpoTokon ycTaHOBAEHNA ceaHca) NCToNb3yeTCA ANA YCTaHOBKM, NOAAEPXKAHNA 1 3aBepweHuA VolP-Bbi30B0B. Bbi30BbI
MOryT COBEPLIATbCA MeXAy ABYMA AN BONbIWNM YMCIOM CTOPOH, Ha3blBaeMbIX Nosb3oBaTeNbckumu areHTamu SIP. SIP-BbI30BbI
MOXHO COBepLIaTb, Hanpumep, ¢ nomoLubio SIP-TenedoHoB, NporpamMMHbIx TenedoHoOB MK yCTPOIACTB AXis C NOAAEPXKKOI NpoToKona
SIP.

JnAa nepenaun B pexxMmMe peanbHOro BPEMEHMW 3ByKa WAN BUAEO MeXAY nonb3oBaTenbckumu areHTamu SIP ncnons3yetca
TPaHCMOPTHbIA NPOTOKON, HanpumMep NpoTokon RTP (TpaHCMOPTHbIA NPOTOKO/ PeanbHOro BpeMeHn).

BbI30BbI MOryT coBepliaTbecA Mexay aboHeHTamMu B Npesenax N0KanbHON CETU C UCMOb30BaHNEM OAHOPAHTOBOI KOH(UIypaLmn nim
Mexdy aboHeHTaM1 B pasHbix ceTAX ¢ npumeHeHnem IP-ATC.

CeAasb no npotokosny SIP mexay pasHonpasHbiMu aboHenTamu (P2PSIP)

Hanbonee yacTbili BapuaHT peannsaumm cBaA3sn no npotokony SIP — npAMan cBA3b MEXAy ABYMA A1 60bWNM YNCTIOM OAHOPAHTOBbIX
(T. e. paBHOMpaBHbIX) nonb3oBaTenbekux areHToB SIP. Takyto SIP-cBA3b Ha3bIBAlOT OAHOPAHIOBOW (MKW «MMPUHIOBOWY) U NCNONL3YIOT
AnA ee 0603HaueHna ab6pesnatypy P2PSIP (oT «Peer-to-Peer SIP»). Ecnn oHa npumeHAeTCA B npeaenax oKanbHON ceTn, ANA ee
peanusaumn Tpebytotea Tonbko SIP-aapeca nonb3oBaTenbckux areHToB. TunuuHbln SIP-aapec B AaHHOM ciydyae byaeT nmeTb
cneayownii Bua: sip:<local-ip>.

Mpumep

Yy

(@

SIP

sip:192.168.1.101 sip:192.168.1.100

MoxHo HacTpouTb TenedoH ¢ noaaepxkon SIP Tak, uTobbl ¢ HEr0 MOXHO 6bIsI0 NO3BOHMTbL Ha 3BYKOBOE YCTPOICTBO, HAaX0AALLEeCA B
TOIA Xe CeTu, C NCronb30BaHNEM 0AHOPaHroBoil SIP-koH(urypaumn.

IP-ATC

Koraa BblI coeplaete SIP-BbI30BbI ANA CBA3M ¢ aBOHEHTaMu BHe Ballell NoKanbHoli |IP-ceTn, ponb LEHTPaNbHOro y3na MOXeT
BbINonHATL IP-ATC. TnaBHbiM komnoHeHTom IP-ATC ABnAetcAa SIP-cepsep, KOTOpPbIA Takxe Ha3biBalT npokcn-cepsepom SIP

unm peructpatopom. IP-ATC BbinonHAET Te xe (hyHKUNM, UTO 1 TPAAMLNOHHAA yupeXxaeHueckad aBToMaTudeckaa TeneoHHanA
ctaHunA. OHa nokasbiBaeT TeKyllee COCTOAHME KIMEHTa W NOAAEPXKMBAET, K MpUMepy, Nepeaspecaumnto Bbi30BOB, FONOCOBYIO NOYTY 1
nepeHanpaeneHne Bbi30BOB.

SIP-cepsep IP-ATC mMoxeT 6bITb N0KanbHbIM N1160 BHEWHUM. OH MOXET HaxOAMTbCA BO BHYTPEHHEN CETU KOMMaHUM Uin
NpesocTaBNATLCA CTOPOHHUM NOCTaBLMKOM ycnyr. [Mpu coBepleHun SIP-Bbi3oBa Mexay CETAMN BbI30BbI NOCIEA0BATENbHO
npoxoaAT uepe3s Heckonbko IP-ATC, koTopble 3anpalnBaloT MeCTONON0XeHNe kKoHeyHoro SIP-aapeca.
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IToppo6Hee

Kaxablii nonb3oBatenscknii areHT SIP pernctpupyetca B IP-ATC, nocne uero oH MOXeT CBA3bIBAaTbCA C OCTa/lbHbIMM

areHTamu, Habupaa npaBuNbHbINA 406aBOYHbIA HOMep. TunuuHbli SIP-agpec B AaHHOM ciyyae ByAeT UMETb CReayoLWni BUA:
sip:<user>@<domain> uan sip:<user>@<registrar-ip>. SIP-agpec He 3aBucnT oT IP-aapeca aboHeHTa, n IP-ATC
npesocTaBnAET AOCTYN K YCTPOWCTBY, Noka OHO 3apernctpuposaHo B IP-ATC.

Mpumep

PBX
sip.company.com

sip:myspeaker@company.com

Ny

(

sip:office@company.com

SIP SIP

SIP

sip:myspeaker@company.com

Ny

(C

Mpoxoxaenne NAT

OyHkumio npoxoxaeHna NAT (NAT = npeobpa3oBaHue ceTeBbIX afpecoB) MCMOMb3YIOT, KOTAA K YCTPOMCTBY AXiS, pacnonoXeHHOMY B
yacTHOW (N0KaNbHOM) CETN, HYXHO MOJTyYaTh AOCTYMN BHE 3TON CETU.

MpumeyaHne.
MapLpyTusatop AonxeH noaaepxusaTb npoxoxaeHne NAT n TexHonoruio UPnP®.

Kaxabiii npotokon npoxoxaeHna NAT MOXHO 1CNoOMb30BaThb OTAENLHO WK B Pa3HbIX COYETAHNAX B 3aBUCUMOCTMN OT CETEBOI Cpeabl.

® [lpoTokon ICE noBbiwaeT WwaHchbl HaliTh Hanbonee 3hpeKTUBHBIA MapLIpyT ANA YCNEWHOro 06MeHa AaHHbIMU MEXAY
OZHOpaHroBbIMK ycTpoiicTBamu. JpchexTuBHoCTb NpoTokona ICE cTaHeT ele Bbiwe, €cnn Takxe akTUBMPOBaTb
npoTokonbl STUN n TURN.

® STUN — 370 ceTeBoil NPOTOKON B3aWMOACACTBUA KNNEHT-CEPBEP, KOTOPbIA NO3BONAET YCTPONCTBY AXisS onpeaenuTb,
HaxoamnTcA nn oHo 3a NAT nnu mexceTeBbIM 3KpaHOM, 1, €CAN 3TO Tak, NONYUMTb COOTBETCTBYOWNIA Ny6anuHbin IP-agpec
1 HOMep MopTa, BbIAENEHHbIE ANA NOAKMIOUEHWNA K yAANeHHbIM xocTaM. BeeanTe aapec cepsepa STUN, Hanpumep IP-aapec.

® TURN — 370 npoTokon, ¢ NOMOLLbIO KOTOPOro YCTPOICTBO, HaxoaAlleecA 3a MapwpyTusatopom ¢ NAT unn 3a mexceTesbim
3KpaHOM, MOXET Mo/yyaTb BXOAALLME AaHHbIE OT Apyrux xocToB no npoTtokony TCP nnn UDP. Beeante aspec cepsepa
TURN u aaHHble ana Bxoaa.

I'IporpaMMHble NPpUI0XEHNA

AXIS Camera Application Platform (ACAP) — 3To oTKkpbiTas niatopma, NO3BOMAIOLLAA CTOPOHHIM NPON3BOANTENAM pa3pabaTbiBaTh
aHanuTUYeckne 1 Apyrue NpuaoXeHnA AnA ycTpoicTs Axis. VIHopmaLumio 0 AOCTYNHbIX NPUAOXEHUAX, halinax AnA ckaunBaHua,
nepuoaax NpoBHOro UCMONL30BAHIUA U IMLEH3NAX MOXHO HaliTh no aapecy axis.com/applications.

PykoBoacTBa nonb3oBaTena ana npunoxeHuit Axis cMm. Ha cTpaHuue help.axis.com.


https://www.axis.com/applications
https://help.axis.com
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Nurepdeic ycTponcTea

UHTepdenC yCTPONCTBA

[TokasaTb unn CKpPbITb OCHOBHOE MEHIO.

0 [JlocTyn k cnpaBke Mo NpoAykTy.

; M3mMeHNTb A3bIK.

O YcTaHoBKa CBETNON WA TEMHON TEMbI.

@ & B MeHto nonb3osatena COAEPXUT:

i I/IH(bopl\naumo 0 nonb3oBaTene, KOTOprI;I BOLIEN B CUCTEMY.
@)
e amw /i3meHuTb Nnonb3osaTena : Boixoa TEKYLLEro nosnb3oBaTenA U BXo4 B CUCTEMY HOBOIo NoJib30BaTeNA.

>
. Bbixoa: Bbixoa Tekywero nonb3osaTena.

[

[

® KOHTEKCTHOE MEHI0 COAEPXMT Cleayiolne KOMaHAbl:
® Analytics data (JaHHble aHanuTukn). Haxmute «[IpuHATbY, UTOBbI paspelwnTb nepesayy HermepcoHanbHbIX AaHHbIX

npocmoTpa Beb-CcTpaHuL.
® Feedback (O6paTHas cBa3sb). OTnpaBka 0T3bIBOB, KOTOPbIE MOMOrYT HaM MOBbICUTbL YA06CTBO paboTbi NoNb3oBaTENE.
e Legal (HOpuanueckas uHdopmauma). MpocmoTp nHdopmaumm o aiinax cookie u ANLEH3NAX.
e About (O cucreme). MpocmoTp MHopMaummu 06 ycTpoiicTBe, BKIoUaa Bepcnto BeTpoeHHoro M0 u cepuitkblil Homep.
e (Crapblit MHTepdeic ycTponcTea: M3meHnTe nHTepdpeiic yeTpoicTBa Ha cTapblil nHTepdeic yeTpolicTaa.
CocToAanue

CuHxponusauma no NTP

OTobpaxeHue nHdopmaumum o cuHxpoHusaumum no npotokony NTP, B ToM uncne o TOM, CUHXPOHN3MPOBAHO N1 YCTPONCTBO C
NTP-cepsepom, 1 0 TOM, CKOIbKO BPEMEHW OCTaNOCh A0 CEAYIOWEN CUHXPOHN3ALMN.

NTP settings (MapameTtpsl NTP). Haxmute ana nepexosa Ha cTpannuy Date and time (JaTta n Bpema), rae MOXHO N3MEHUTb
napameTpbl NTP.

WHdopmauma o6 ycTpoiicTse

OTobpaxeHue nHcopmauny 06 ycTpoicTse, BKIKOUAA €ro CepUitHbIi HoMep n Bepcuto BeTpoerHoro 0.

Upgrade firmware (O6HoBuTb BcTpoeHHoe MM0). HaxwmuTe ana nepexoaa Ha ctpanuuy Maintenance (O6cnyxusaHue), rae
MOXHO BbINONHUTb 06HOBNEHNE BCTpoeHHoro T10.

10
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Nurepdeic ycTponcTea

Audio (38Byk)

0630p

Locate device (Mownck ycTpoicTsa). Haxmute 3TOT 3neMeHT ANA BOCNIPON3BEAEHUA 3BYKaA, KOTOPbIA MOMOXET NAEHTU(NLNPOBATL
rpomkorooputens. Ha HekoTopbIx ycTpoiicTBax byseT muraTb UHAMKATOP.

Calibrate (Kann6poska) @ : Haxmute 3T0T 3nemeHT, uTobbl 0TKanMbpoBaTh FPOMKOrOBOPUTEb.

Launch AXIS Audio Manager Edge (3anyctuts AXIS Audio Manager Edge). HaxmuTe, uTo6bl 3anycTuTh NpunoxeHue.

MapameTpbl ycTponcTBa

Bxoa: BkntoueHue unu BbiknoueHne ayanoBxoaa. lMokasbiBaeT TVN BXOAA.

Gain (Ycunenue). C nomolLbio 3TOr0 Noa3yHKa MOXHO U3MEHUTb Ko3(huumeHT yeunenusa. LLlenkHnte MUKpodoH, eciu HyxHoO
BK/TIOUNTb AN OTKMOUNTD 3BYK.

Output (Bbixoa). Moka3biBaeT Tun BbIXOAA.

Gain (Ycunenue). C nomoLLbio 3TOr0 NOA3yHKa MOXHO N3MeHUTb ko3duumeHT yeunenna. LLlenkHuTte rpomkorosoputens, ecnu
HY>XHO BKIHOUYNTb AW OTKIIOUNTD 3BYK.

MoTok

Encoding (Koauposatue). Bbibepute TexHOMOMMIO KOAMPOBAHNA, KOTOPaA ByaeT MCMONb30BAaTLCA ANA NOTOKOBOI nepeaayun
BXOAHbIX MYNbTUMEANIHbIX AaHHbIX. KoanpoBaHMe MOXHO BbI6paTb TOMLKO MpM YCIIOBUM, UTO ayANOBXOZ BKoueH. Ecnn
ayanoBxoZ BbiknioueH, HaxmuTe Enable audio input (BkntounTb BXOAHOI 3BYKOBOW CUrHam) AnA ero BKIKOUYEHNA.

Echo cancellation (MoaaBneHue 3xa). Bkniounte 3Ty (hyHKLMIO ANA YCTPAHEHNA 3Xa NpU ABYCTOPOHHEN CBA3N.

Ayanoknunbi

+

Add clip (Jo6aBuTb knun). Haxmunte ana fobasneHna HOBOro ayanoknuna.
HaxmuTe ana BocnpousBeaeHUA ayanokimna.

Ha)KMI/ITe, yT0bbI OCTAHOBUTH BocnpounsseaeHne ayanoknunna.

[ ]
[ ]
® KoHTekCTHOE MEHI0 COAEPXUT CNesylolne KOMaHabI:
® Rename (MepeumeHoBaTb). V3meHeHne nMeHn ayanoknuna.
e Create link (Co3aatb ccbinky). Coszanne URL-aapeca, npn ncnonb3oBaHn KOTOPOro Ha ycTpoicTse byseT
BOCMPON3BOAUTLCA ayAnoknun. 3aaaiiTe rpOMKOCTb W YKaXUTe, CKObKO pa3 AO/KEH BOCMPON3BOAUTLCA KuM.

e Download (CkauaTb). Mo3sonAeT ckayaTb ayAMOKIMMN Ha KOMMbIOTEP.
o Delete (Yaanuts). Mo3sonAeT yaanuTb ayAMOKINN C yCTPOICTBA.
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MpocnywunBaHue n 3anuch

Haxmute ana npocnywmnBaHnA.

HaxmuTe, uTobbl HauaTb HEMPEPbIBHYIO 3aNNCb XNUBOIro ayAnoNnoTOKa. YT106bl OCTAHOBUTL 3aNNCh, HAXXMUTE elLe pas.
Ecnu BeneTca 3anuch, oHa aBTOMaTUyeckn Bo30bHOBNAETCA nocie nepesarpysku.

[TpumeyaHne.
lMpocnywmnBaTh 1 BbINOMHATL 3aMMCh MOXHO TOJILKO NPY YCII0BUM, UTO Ha YCTPOICTBE BK/KOUeH BXoA. lepeiante Kk nyHKTY
Audio > Device settings (Ayano > MapameTpbl ycTpPoiCTBa) 1 yOEANTECH, UTO BXOA BKITIOUEH.

—

-

‘® HaxmunTe ana oTobpaxeHna xpaHunuLLa, HaCTPOEHHOMO ANA YCTPOCTBa. [INA HaCTPONKN XpaHUaMLWa HeobXxoAMMO BONTY B
CNCTEMY B KaUeCTBE aAMUHMCTpaTOpa.

Wcnonb3oBaHue 3Byka AnA obecneueHna 6esonacHocTn Ha obbekTe

CA certificate (Ceptudmkar LIC). Boibepute ceptuchukat, koTopbiii 6yaeT MCnonb308aThCA NpU 406ABNEHNN YCTPOIACTB Ha
obbekTe, koraa B AXIS Audio Manager Edge BkntoueHa TLS-ayTeHTucbmnkauma.

Save (CoxpanuTb). Haxmute, uTobbl BbIGPaHHbIE BaMN NapamMeTpbl BblM COXpPaHEHbI N BCTYMUAN B CUy.

3anucu

HaxmunTe, uTobbl OT(MNBLTPOBATL 3anucHy.

From (Mocne). Moka3aTb 3anucy, CAeNaHHbIe NOC/IE ONPEeaeIeHHOr0O MOMEHTA BPEMEHMN.
To (o). Moka3saTb 3anucy, caenaHHble 40 ONPEAESEHHOrO MOMEHTa BPEMEHMU.

Source (UcTouHuk) @ . Nokasatb 3anucy B NPUBA3KE K UCTOUHNKY BMAEO.

Event (Co6biTue). Moka3saTb 3anucu B NpuBA3Ke K COBbITUAM.

Storage (XpaHunuwe). Moka3saTb 3anuck B NpUBA3KE K TUMY YCTPOACTBA XpaHeHuA.

>

Haxmute ana BOCMPOM3BEAEHNA 3anncu.
HaxmuTte, uTobbl OCTAHOBWTL 3aNNCh.

Haxmute ana OTOGpa)KCHVIH AOMNONHNTENbHON MHCbOpMaLlMM N NapamMeTpoB 3anncu.

Set export range (YcTaHoBUTb Auana3soH 3kcnopTa). Ecnn HyxHO 3kCnopTMpoBaTh TOALKO YacTb 3aMUCH, YKaxuTe Bpema
Hauana 1 KoHLa 3Toro parMeHTa.

. HaxmuTte, uTobbl yaanuTb 3anuce.

Export (3kenopt). HaxmuTe, uTobbl 3KCNOPTUPOBaTHL 3anuch (Mm ee yacTb).
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Mpunoxenuna

,qOGaBVITb npunoxXxeHune: Ha)KMVITE, yT0bbI YCTaHOBUTb HOBOE NMPUIOXEHNE.

Find more apps (Haiitu apyrve npunoxenua): Haxmnte, uTobbl nepeiiTn Ha cTpaHuuy ob3opa npunoxeHnin Axis.

[
[
® KoHTekcTHOe MeHto COAEPXUT cneayowne KoMaHabl:

e App log (OKypHan npunoxenuii). HaxmuTe, uTobbl NpOCMOTPETb XXypHan cobbiTuii npuaoxerna. XypHan noneseH
npu obpalieHnmn B ciyx6y NoAAepXKKN.

e Activate license with a key (AkTuempoBaTb nuueH3uio kntouom). Ecnn npunoxenuio TpebyeTca nuueH3ma,
HeobxoANMO aKTMBMPOBaTb ee. Vcnonb3yiiTe 3TOT napameTp, €Ci y YCTPONCTBA HET A0CTyna K MHTepHeTy.

Ecnu y Bac HeT nMLEH3MOHHOrO KAtoya, NepeiianTte no aapecy axis.com/applications. Ana hopmuposaHna
JIMLEH3NOHHOIO Ktoya NoTpebyeTcA KoA NULEH3NM U CepUIHbIA HOoMep ycTponcTBa AXis.

e Activate license automatically (AkTuBupoBaTh nuueH3uto asTomaTuueckm). Ecnn npunoxexuio Tpebyetca nuueH3ms,
HeobxoANMO akTUBMPOBaTb €e. Vcnonb3yiiTe 3TOT NapamMeTp, €CNN y YCTpoiicTBa ecTb gocTyn B MHTepHeT. [inA
aKTMBaLMM IMLEH3UN HEOOXOAMMO VMETb NINLEH3NOHHbBIA KoY.

e Deactivate the license (Jeaktusauua nuuensum). [eakTusupyiite NuUeH3nI0, 4TO6bI UCMO/IL30BATL €€ HA APYrOM
ycTpoiicTe. JleakTBaumA NULEH3MM 03HAYaeT ee yAaNeHne ¢ 3TOro ycTpoicTBa. [ina aeakTusaumm nuLeH3um
TpebyeTca gocTtyn B UHTepHeT.

e Settings (HacTpolikn) : Hactpoite napameTtpbl.
e Delete (Yaanutb). YaanuTe npunoxeHue ¢ ycTpoidcTsa Hascerda. Ecnu cHauana He 4eakTUBMPOBATL NNLEH3NIO,
0Ha OCTAHETCA aKTUBHOIA.
[MpumeyaHne.

Mpon3BoAMTENBHOCTL YCTPONCTBA MOXET CHU3NTHCA NPU OAHOBPEMEHHOM 3arnycke HEeCKObKIX NPUI0XEHWI.
Start (Myck). 3anycTuTb UAN OCTAHOBUTbL NPUIOXKEHNE.

Open (OTkpbITb). HaxxmuTe, uTobbl NONYUMTH AOCTYN K HACTPOKam NpuaoxeHna. JocTynHbie HaCTPOIKM 3aBUCAT OT TUNa
NPUNOXEHNA. B HEKOTOPBIX MPUNOXEHNAX HET pa3aena HacTpoek.

Cucrema

Jata n Bpema

(OopmaT BpeMeHU 3aBUCUT OT A3bIKOBbIX HacTpoek Be6-bpaysepa.

[TpumeyaHne.
PexomeHayeTcAa cuHxpoHn3mpoBaTb AaTy 1 Bpema ycTpoiicTBa ¢ NTP-cepsepom.

Synchronization (CunxpoHu3sauma). BoibepuTe cnocob CMHXPOHM3aLMN AaTbl U BPEMEHN YCTPONCTBA.

e Automatic date and time (NTP server using DHCP) (AsToonpeaenenue aatbi n BpemeHu (NTP-cepsep,
ucnonb3ytowmit DHCP)). CuHxporusauma ¢ NTP-cepsepom, noaknioueHHbim k cepsepy DHCP.
e Automatic date and time (manual NTP server) (AsToonpeaenenue aatbl u Bpemenu (uepes NTP-cepsep BpyuHyio)).
CuHxpoHu3auma c BbibpaHHbIM Bamu NTP-cepsepom.
- Primary NTP server (OcHosHoit NTP-cepsep) u Secondary NTP server (PesepsHbin NTP-cepsep).
BeeauTe IP-agpec oanoro nnu asyx NTP-cepsepos. lMpn ncnonb3zoBanun AByx NTP-cepeepoB ycTpoiicTBo
CUHXPOHU3MPYET 1 NOACTPaNBaeT CBOE BPeMA Ha OCHOBAHUW BBOAMMBIX AaHHbIX Ha 060KX cepBepax.
e Custom date and time (Monb3oBaTenbckana HacTpoiika AaTbl U BpeMeHu). YCTaHOBKa AaTbl U BpEMEHN BPYUHYIO.
Haxwmute Get from system (Monyuntb M3 cuctembl), UTOGLI OAHOKPATHO MOMYUNTH HACTPOIKM AATbI U BPEMEHN
C BaLWEro KOMMblTepa Wi MOBUILHOMO YCTPONCTBA.
Time zone (YacoBoii noac). BbibepuTe yacosoi noac, koTopbli 6yaeT ucnonsosatbea. Bpema GyneT aBTomMaTMueckn
KOPPEKTMPOBATbCA C YUETOM JIETHEFO BPEMEHN W 3UMHEr0 BPEMEHN.
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MpumeyaHne.
CucTema MCMONb3yeT HACTPONKN AATbl M BPEMEHN BO BCEX 3aMUCAX, XYpPHaNax u CUCTEMHbIX NapaMeTpax.

Cetb

IPv4 and IPv6 (IPv4 u IPv6)

IPv4

e Automatic IP (DHCP) and DNS (DHCP) (AsTtomatuueckuit IP-agpec (DHCP) u DNS (DHCP)): Pekomenayembiii
napameTp anA 6onblMHCTBA ceTel. Tekylne HacTpoNkn 0BHOBAAIOTCA aBTOMaTUYECKMN.
e Automatic IP (DHCP) and manual DNS (AsTomaTuueckoe HasHaueHue IP-agpeca (DHCP) u HasHaueHne DNS
BpyuHyto): OBpaTuTech K aAMMHMCTPATOPY CETH, UTOBbI 3a4aTh HACTPONKN BpyuHylo. Tekylume aBToMaTuueckne
HacTpolikn 06HOBNAIOTCA aBTOMAaTUYECKH.
e Manual IP and DNS (HasHauenue IP-agpeca u DNS BpyuHyio): O6paTuTech K agMUHNCTPaTOPy CeTn, YTobbI 3a4aTh
HaCTPOIiKN BPYUHYIO.
IP-appec. YkaxuTe yHukanbHblii IP-agpec ycTpoiicTBa. B n30nnpoBaHHbIX CETAX MOXHO CyyaliHbiM 06pa3oM Ha3HauaTb
cTaTuyeckue IP-aapeca npu ycnoBum, UTo Kaxablil aapec ABNAETCA YHNKaNbHbIM. Bo nsbexaHne koH(GANKTOB HAaCTOATENbHO
pekoMeHZyeTcA 06paTUTbCA K aAMUHUCTPATOPY CETH, NPEXAe YeM Ha3HaunTb cTaTuueckui IP-aapec.

Subnet mask (Macka noacetu). Ykaxute macky noacertu.

Router (MapwpyTusatop). Ykaxute IP-agpec mapwpyTtusatopa (wnto3a), KOTOPbIA MO YMONYAHMIO UCMONb3YETCA ANA
NOAKNIOUEHNA YCTPONCTB, HAXOAALLMXCA B Pa3HbIX CETAX W PasHbIX CEFMEHTaX CeTw.

Hostname (Mma xocta). Beeaute nma xocra.

Search domains (Mouck no gomerHam). Mpu NCNONBb30OBAHNK HEMOIHOTO UMEHI XOCTa HaxMuTe [lo6aBUTb MOUCKOBbIA AOMEH 1
BBEAMTE AOMEH, B KOTOPOM ByAeT OCyLecTBAATLCA NOMCK MMEHU XOCTa, NCNO/Ib3YeMOro YCTPOICTBOM.

DNS servers (DNS-cepsepsbi). Haxmute lo6asuts DNS-cepsep 1 BeeauTe IP-aapec ocHosHoro DNS-cepsepa. 3ToT cepsep
obecneunsaeT npeobpazoBaHne nmeH xocToB B IP-aapeca B Balei ceTu.

IPv6

Assign IPv6 automatically (HasHauuTs IPv6 aBToMaTuuecku). BbibepuTe 3TOT MyHKT, UTOBbI CETEBOW MapLipyTM3aTOop
aBTOMaTuyeckn HasHauun IP-agpec yctpoicTsy.

HTTP and HTTPS (HTTP u HTTPS).

Allow access through (Pa3pewuTb goctyn uepes). Boibepute 3TOT BapnaHT, €Cv Mo/Ib30BATENO Pa3peLleHo NOAKMOUATLCA K
ycTtpoitetsy uepe3 HTTP, HTTPS nnun o6a npotokona HTTP and HTTPS (HTTP u HTTPS).

HTTPS — 370 npoTokon, obecneunsatowmnin WwWugpoBaHme 3anpocoB CTPaHUL, OT NOAb30BaTeNeN 1 CTPaHUL, BO3BPALLAEMbIX
Be6-cepsepom. O6MmeH 3alwnchpoBaHHON NHhOpPMaLmen perynupyetca ucnonb3osaHnem ceptucpmkatos HTTPS, koTopble
rapaHTUPYIOT HaABXHOCTb 11 6e30nacHOCTb cepaepa.

YT06bI Ha ycTpoMcTBE MOXHO 6bIn0 Mcnonb3oBaTb npotokon HTTPS, Heobxoanmo yctaHoBuTh ceptudpukat HTTPS. [ina cospaHma n
YCTaHOBKM CepTUdUNKaTOB nepeante B MeHto System > Security (Cuctema > besonacHocTb).

MpumeyaHne.

lMpn npocmoTpe 3awndpoBaHHbIX Beb-cTpaHuy no npoTtokony HTTPS BO3MOXHO CHUXEHWE Npou3BOANTENbHOCTH,
0Cob6EHHO ecni Bbl 3aMpalunBaeTe CTPaHuL B NepBblii pas.

HTTP port (Mopt HTTP). Beeante Homep HTTP-nopTa, koTopblii 6yaeT ucnonb3oBaTeea. JlonycTuMbiMy BapnaHTamMu ABAAIOTCA
nopT 80 unu noboi nopT B AnanasoHe 1024-65535. Ecnn Bbl BOWAN B CUCTEMY OT UMEHU aAMUHNCTPATOPa, MOXETE BBECTM
no6oii nopT B Ananasone 1-1023. Ecnu ncnonb3yeTe NopT B 3TOM AManasoHe, Bbl MOAYUNTE NPeaynpexaeHe.
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HTTPS port (Mopt HTTPS). Beeante Homep HTTPS-nopta, koTopbiii 6yaeT ncnonb3osatbeA. JonycTuMbIMIN BapuaHTamMu ABAAKTCA
nopt 443 unwn nobon nopT B AnanasoHe 1024-65535. Ecnv Bbl BOWAK B cUCTEMY OT MMEHU aAMUHNCTPATOpPa, MOXETE BBECTH
no6oit nopT B AnanasoHe 1-1023. Ecnn ncnonb3yeTe nopT B 3TOM AnanasoHe, Bbl NONyYUTE NpeaynpexaeHue.

Certificate (CepTudumkat). Boibepute ceptucpnkat, utobbl Bkatounts npotokon HTTPS ana gaHHoro yctpolicTea.

Friendly name (MoHaTHoe numsa)

Bonjour®. Bktounte 3TOT napameTp, 4Tobbl pa3pewnTb aBTOMaThYeCKoe 06HapYXEHNE B CETH.

Bonjour name (Mma ana npotokona Bonjour). Beeante noHATHOE nMA, kKoTopoe ByaeT 0TobpaxaTbCA B ceTh. Mma no ymonuaxmio
BK/ItOUaeT B ceba HassaHue n MAC-aapec ycTpoiicTsa.

Use UPnP® (Ucnonb3osate UPnP®). BkntounTe 3TOT napameTp, uTobbl paspewnTs aBToMaTuyeckoe 06HapyXeHne B ceTi.

UPnP name (Wmsa B cnyx6e UPnP). Beeaute noHATHOe nmA, koTopoe 6yaeT oTobpaxaTsea B ceTu. MiMA no ymonuaHuio Bkntouaet
B cebA HassaHue n MAC-aapec ycTpoiicTsa.

One-click cloud connection (MoakntoueHune Kk 06naKy OAHUM LLENUKOM)

Moakntouenne k obnaky B oaHo HaxaTue (03C) cosmecTtHo ¢ cepeucom 03C obecneunsaeT NpocToii 1 6e3onacHblin 4OCTYN
uepe3 VIHTepHET K XMBOMY 1 3aMMCaHHOMY BUAEO OTOBCIOAY, rAe 6bl Bbl HN HAX0AWAUCH. [loNONHNTENbHbIE CBEAEHMA CM. Ha
cTpaHuue axis.com/end-to-end-solutions/hosted-services.

Allow 03C (Paspewnts 03C):

® One-click (OaHo HaxaTue). 3HaueHne No ymonuaHuio. HaxmuTe u yaepxnsaiiTe HaxaTon KHOMKY ynpasneHus, 4Tobbi
noaknounTbea k cnyxbe 03C yepes NHTepHeT. Mocne HaxaTnA KHOMKKM ynpaBneHuA HeobXoANMO 3aperncTpnposaThb
ycTpoiicTso B cnyxbe 03C B TeueHne 24 yacos. B npoTuBHOM cnyuae, yeTpoiicTo byaeT oTknoueHo ot cnyx6bsl 03C.
Mocne peructpaunn 6yaet akTnsuposaH napametp Always (Bceraa) v ycTpoiicTBo 6y4AeT NOCTOAHHO NOAKMOUEHO K
cnyxbe 03C.

e Always (Bceraa). YcTpoiicTo ByAeT NOCTOAHHO NbITaTbeA noakntounTees k cnyxée 03C uepes UHTepHeT. Mocne
perucTpaunm yecTponeTeo byaeT nocToAHHO noaknoueHo k cnyx6be 03C. Mcnonb3yiiTe 3TOT BapnaHT, €cin KHonka
YNpaBNeHNA HaxoANTCA BHE AOCATaeMOCTH.

® No (Het). Otkntouaet cnyx6y 03C.

Proxy settings (Hactpoiiku npokcu-cepsepa): Ecnn TpebyeTca, 3ajaiiTe napamMeTpbl Npokcu-cepsepa A1A NOAKAUEHUA K
cepaepy HTTP.

Host (XocT). Ykaxute agpec npokcu-cepsepa.

Port (MopT). Beeante Homep nopTa, NCNONL3YEMOr0 ANA NOAYYEHUA AOCTYNA.

Login (Jlorun) n Password (Maponb). Mpu HeobxoanmocTy BBEANTE MMA MOJL30BATENA W Napob ANA NPOKCHU-cepaepa.
Authentication method (Cnoco6 nposepku noanMHHOCTH).

e Basic (basoBan). JToT cnocob ABnAeTCA CaMoil COBMECTUMON CXeMOI NPOBEPKM NOATMHHOCTY ANA NPOTOKONa
HTTP. MeToa Digest (Janaxect-aBTopu3auua) 6e3onacHee, Tak kak B JaHHOM C/lyyae UMA NoNb30BaTeNd U Naposib
nepeaatTca cepsepy b6e3 wudposaHuA.

e Digest (Janaxect-aBTopu3sauma). IToT cnocob AsnAeTcA 6onee Ge3onacHbIM, Tak Kak npu ero UCMob30BaHUK
naponb BCeraa nepeaaeTcA No CeTu B 3aWnpPOBaHHOM BUAE.

e Auto (ABTOMaTuueckn) ITOT BapuaHT NO3BOMAET YCTPOICTBY BbIGNPaTh CNOCO6 NpoBepKN MOATMHHOCTY
aBTOMaTMYeCKky B 3aBUCUMOCTM OT noaaepxusaemoro crnocoba. [puoputeT otaaetca cnocoby Digest
(Janaxect-asTopusaumsa), a He Basic (basosas).

Owner authentication key (OAK) (Kntou aytenTtudmkaunm snasensua (OAK)): Haxmute Get key (Monyuntb kntou), utobbi
NoNyYNTb KNIOY aBTOPWU3aLMKN Bnaaesbla. ITO BO3MOXHO TO/bKO B TOM C/lyyae, €C/in YCTPOICTBO noakaoueHo k IHTepHeTy
6€3 MexceTeBoro 3kpaHa WnM Npokcu-cepsepa.

SNMP
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ycTponcTBamu.

[TpumeyaHne.

Mpotokon SNMP (Simple Network Management Protocol) no3sonAeT ocywwiecTBAATL yAaNeHHOE YNpaBieHne CeTeBbIMN

SNMP: Beibepute Bepcuio SNMP ana ncnonb3oBaHua.

e v1 and v2c (v1 u v2c).

Read community (Coo6lecTBo Ana uTeHua). Ykaxute uMa coobliecTBa ¢ ypoBHEM A0CTyNa TO/bKO AnA
uTeHMA Ko BceM noasepxuBaeMbiM o6bekTam SNMP. 3HaueHune no ymonuanuio: public.

Write community (Coo6iectBo ana 3anucu). Ykaxute uMaA coobLiecTBa € ypoBHEM AOCTYNa ANA UTeHNA
1 3anucy ko Bcem noaaepxusaembiM o6bekTam SNMP (kpome 06beKTOB, AOCTYMHbIX TONLKO ANA UTEHMA).
3HaueHne no ymonuaHnio: write.

Activate traps (AkTuBMpoBaTb N0ByLWKK). BkiiounTe AaHHbIA NapameTp, 4ToBbl aKTMBMPOBATL OTUETHI MO
nosylwkam. JloBywwKn Ncnonb3ytoTcA yCTPOINCTBOM A1A OTNPaBKN COOBLLEHN CMCTEME ypaBneHnA npn
BaXHbIX COOBITUAX UMM UBMEHEHNAX COCTOAHMA. B MHTepdhelice ycTpoicTBa MOXHO HAaCTPONTb NOBYLLKN
ana npotokonos SNMP v1 1 v2c. JloBylkn aBTomMaTnuecku oTkatouatoTea, ecim ol nepensete Ha SNMP v3
unu otkmounte SNMP. Mpu ncnonesosannu npotokona SNMP v3 noByLkn HyXxHO HacTpanBaTb C NOMOLLbIO
npunoxenna ynpasnenna SNMP v3.

Aanpec noBylIKW. YKaxuTe aapec Unu MMA X0CTa, NPUCBOEHHbIE CEPBEpY YNpaBleHuA.

Trap community (Coo6wectso noBywku). YkaxuTe coobliectso, kotopoe 6y4eT MCMNoAb30BaTLCA Npu
0TnpaBke yCTPOCTBOM COO6LLEHMA NOBYLLIKM B CUCTEMY YNpaBAeHuA.

Traps (Nosywku):

Cold start (XonoaHbit 3anyck). Mpu 3anycke ycTpoicTBa OTNPaBNAETCA COOBLLEHINE NOBYLIKN.

Warm start (Topauuii 3anyck). Mpu nsmexennn nactpoek SNMP oTnpaenaeTca cooblueHue N0BYLIKM.

Link up (Coeantenne yctaHosneHo). OTnpaska COOBLEHNA OBYLWIKIA NPU U3MEHEHII CTATYCa «COeANHEHNe
HE YCTaHOB/IEHO» HA «COEAMHEHNE YCTaHOBEHON.

Authentication failed (Mposepka noanuHHoct He npoiaeHa). OTnpaska coobLieHNA NOBYLIKN NPy
HeyZAauyHoIl MoMnbITKe aBTOpN3aLmi.

Bce nosywku AXIS Video MIB BktouatoTea npu BkatoueHnu nosywek SNMP v1 n v2e. [lononHnTenbHble cBeAeHNA CM. B
paszene Axis OS Portal > SNMP.

® v3: SNMP v3 — 310 bonee HaaexHaA BepcuA NpoTokona, obecneunsatolwan WwidpoBaHue n HaaexHble naponn. Ana
ncnonb3oBaHua npotokona SNMP v3 pekomeHayeTca akTuBupoBaTh npoTokon HTTPS, uto6bl ncnonbsosats HTTPS
AnA nepejaun naponA. 3TO Takxke NOMOXeT NPeAoTBPaTUTb HECAHKLIMOHNPOBAHHbIA AOCTYN K He3alnhpoBaHHbIM
nosywkam npotokonos SNMP v1/v2c. Mpu ncnonb3sosarun npotokona SNMP v3 n0ByLuKM HYXHO HacTpaneaTb €
nomoLlblo npunoxenua ynpaenedna SNMP v3.

Password for the account “initial" (Maponb ana yuetHoii 3anucy initial): Beeaute napons SNMP ana
yJYeTHoill 3anmcu ¢ nmeHem initial. Xota naponb MoxHo oTnpasuTb 6e3 akTusaunn HTTPS, Mbl Tak nocTynaTb
He pekomeHayem. Maponb SNMP v3 MoXHO 3aAaTh NMLb OAVH pa3, NPW 3TOM PEKOMEHAYETCA BKIOUNTD
npotokon HTTPS. Mocne ycTaHoBku napona none AnA Beoda naponda 6onble He oTobpaxaetca. [na
MOBTOPHOI YCTaHOBKW NapoiA Heob6XoANMO BbIMOMHNTL COPOC YCTPONCTBA K 3aBOACKUM YCTaHOBKaM.

Connected clients (MoakntoueHHble KANEHTbI)

B cnncke oTobpaxatoTcA BCe KNMEHTbI, NOAKIIOYEHHbIE K YCTPONCTBY.

Update (O6HoBneHune). HaxmuTe, uTobbl OGHOBUTL CMACOK.

be3onacHocTb

CepTudmkatsi
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CepTVICbVIKaTbI CNyXaT AnA NpoBepKN NOANNHHOCTN ychOVICTB B CETW. yCTpOI?ICTBO noaAepPXNBaET ABa TUNa CepTI/I(bVIKaTOBZ

e CepTudukaTbl knmeHTa/cepsepa
CepTudukat knnenTa/cepsepa yAOCTOBEPAET NOMAIMHHOCTb yCTpoiicTBa. OH MOXeT BbITb CaMO3aBEPAOLNM WK
MoXxeT 6biTb BblaaH Lientpom ceptudimkaumm (LIC). Camo3asepatownii cepTudiukat AaeT orpaHUUEHHYIO 3alinTy, U ero
MOXHO MCMOb30BaTh 40 NOMyYeHNA cepTuukaTa, BblgaHHOro LieHTpom cepTuchukaumm.

e Ceptudukatel LC
Ceptuchukat, BblaaHHbii Llentpom ceptudpmkaumm (LIC), MoXHO Mcnoib30BaTh ANA NOATBEPXKAEHNA NMOATMHHOCTY
cepTuchmkaTta y3na, Hanpumep AnA WAeHTUQNKaLMM cepBepa NPOBEPKI NOANNHHOCTY, KOrAa YCTPOICTBO NOAK/IIOYaeTCA
K CeTu, 3awmiweHHon no ctaHaapty |IEEE 802.1X. YcTpolicTBo nocTaBnAeTCcA ¢ HECKONBKUMMW NPEAYCTaHOBIEHHbIMI
ceptuchnkatamn LIC.

[ToanepxuBatoTea cnepytowne dopmathbl:

e Oopmatbl ceptudmkatos: .PEM, .CER n .PFX
e Oopmatbl 3aKkpbITbIx kntoueit: PKCS#1 n PKCS#12
BaxHo!

[pn cbpoce napameTpoB ycTpoilcTBa K 3aBOACKMM yCTaHOBKaM Bce cepTudmkaTsl yaanawTea. Jliobbie
npeaycTaHoBneHHble cepTudukatsbl LIC ByayT ycTaHOBNEHbI NOBTOPHO.

OunbTpauma cepTUnKaToB B Cnmcke.

+

Add certificate (Jo6aBnenue ceptudmkata). Haxxmure 3Ty KHOMKY, uT06bI 406aBUTL CepTUdMKaT.

KoHTekcTHOe MeHto COAEPXNT cneayowmne KOMaHAabl:

e Certificate information (MHdopmauua o ceptudmkate). [IpocMOTp CBOACTB yCTaHOBNEHHOTO cepTuduKaTa.

e Delete certificate (YaanuTb ceptudmkart). YaaneHue ceptudukara.

e Create certificate signing request (Cosaatb 3anpoc noanvcu ceptudukara). Co3naHue 3anpoca Ha noanucaHne
cepTudmkaTa 41A €ro 0TNPaBKM B PErNCTPALMOHHDIA OpraH 1 NOAAUM 3aABNEHUA Ha NoNyyeHne LUMpoBoro
YAOCTOBEPEHWNA NINYHOCTMU.

IEEE 802.1x

IEEE 802.1x — cTaHAapT ANA TEXHONOMMM KOHTPOJA AOCTYNa B CETb C MCMOJIb30BAHNEM MOPTOB, 06€CNeUnBaloWNi NPOBEPKY
NOANMHHOCTM NPOBOAHbIX 1 6€CNPOBOAHbIX ceTeBbIX ycTpoiicTs. CtaHaapT IEEE 802.1x ocHoBaH Ha npoTokone EAP (Extensible
Authentication Protocol).

[na nonyuenna goctyna k cetu, 3awmieHHon [EEE 802.1x, ceTeBble yCTpONCTBa AOMKHbI NPOATY NPOBEPKY NOAANHHOCTMU.
[MpoBepka NOANVHHOCTY BbINOMHAETCA CEpPBEPOM NpoBepkn noannHHocTu. Kak npasuno, 3to RADIUS-cepsep, npumepamu
koToporo aenatoTca FreeRADIUS n cepsep Microsoft ana nposepkn noannuHocti B UnTepHeTte (IAS).

CepTudumkaTsbl

Ecnu ceptuchukat LIC He 6bin HacTpoeH, npoBepka cepTudmkaTa cepeepa byAeT OTK/IIOUEHA M YCTPOICTBO ByaeT npoBepATh
Co6CTBEHHYIO MOANMHHOCTb HE3aBUCMMO OT TOTO, K KaKoi CETW OHO MOAK/TIOUEHO.

[Mpwn ncnonb3oBaHun cepTudnkaTa B ycTaHoBKe AXiS yCTPOMCTBO 1 cepBep ayTeHTU(UKALMM aBTOPU3YIOTCA C MOMOLLbIO LM POBbIX
ceptuchmkaToB uepes npotokon EAP-TLS.

YT106bI 06ECNEUNTH YCTPONCTBY AOCTYN K CETH, 3aLLMLUEHHOI C NOMOLLbI0 CepTU(NKATOB, HA YCTPONCTBE A0MKEH ObITb yCTaHOBNEH
MOANNCAHHBIN KANEHTCKNIA cepTndmkar.

Client certificate (CepTucmkat knueHta): Boibepute cepTudpmkat knmeHTa Ana ucnonb3osanua IEEE 802.1x. Cepsep nposepku
NOANMHHOCTMW MCMONbL3YeT CePTUMUKAT ANA NOATBEPXAEHUA NOAIMHHOCTM cepBepa ayTeHTUduMKaumu.

17




AXIS C8110 Network Audio Bridge

Nurepdeic ycTponcTea

CA certificate (Ceptucmukat LIC): Boibepute ceptuchukat LIC ana nposepku yaocToBepeHna cepsepa npoBeEPKU NOATMHHOCTY.
Ecnn ceptuchukaT He BbIGpaH, YCTPOIICTBO NOMbITAETCA NPONTI NPOBEPKY NOANNHHOCTI HE3aBNUCUMO OT TOrO, K Kakoii CeTH OHO
NOAKNOUEHO.

EAP identity (MaeHtudukatop EAP). Beeante ynocToBepeHue nonb3osaTens, CBA3aHHOE C CEPTUQPUKATOM KIMEHTA.
EAPOL version (Bepcua EAPOL). Boibepute sepcuio npoTtokona EAPOL, ncnonb3yemyio B ceTeBOM KOMMYyTaTope.

Use IEEE 802.1x (Mcnonb3oBatb IEEE 802.1x): BbibepuTe 3TOT nyHKT, uT06bI MCMonb30BaTh npotokon |IEEE 802.1x.

Prevent brute-force attacks (MpeaoTepalwenne atak metosom nos6opa)

Blocking (Bnokuposka): Bkitounte, utobbl 6510kMpoBaTh aTakn MeToa0M noabopa naponia. Mpu Takux atakax 3M10yMbILLAEHHIK
NbITaeTCA yrajaTb JaHHble ANA BXOAA B CUCTEMY WAN Ktoun WwindpoBaHua, nepebupan pasHbie BapuaHTbl.

Blocking period (Mepvioa 6nokupoBkm): BeesnTe KOMMYECTBO CEKYHA, B TEUEHME KOTOPbIX ByaeT 610KMpOBATLCA aTaka METOAOM
noabopa napona.

Blocking conditions (Bnokupytowme ycnosua): Beeante konuuectso cb6oes npoBepkyu NOAINHHOCTY B CEKYHAY, Bbi3blBatoLlee
6noknposky. MoxHO 3aaaTb kKONMYECTBO OWKNHOK, Pa3pPEeLIEHHbIX Kak Ha YPOBHE CTPaHULbI, Tak U Ha YPOBHE yCTPONCTBa.

OunbTp IP-aspecos

Use filter (Mcnonb3oBaTh hunbTpbl): Boibepnte 3T0OT NyHKT, 4UTobbI OTUNLTPOBATH IP-aapeca, KOTOPbIM pa3spelueH A0CTYN K
YCTPOWNCTBY.

Policy (MonuTuka): Ykaxute, cneayet nn Allow (Paspewnts) goctyn unn Deny (3anpeTtnts) socTyn anA onpeseneHHbIx
IP-anpecos.

Anpeca: Beeante IP-agpeca, koTopbiM paspelueH uam 3anpeleH AocTyn K yeTpoiictsy. MoxHo Takxe ncnons3osatb (opmat CIDR.

Custom-signed firmware certificate (Ceptudmkar ana scrpoeHHoro MO ¢ nonb3oBaTeNbCKoN MOAMNUCHIO)

[ina yctaHoBku TectoBoro BcTpoeHHoro M0 nnan apyroro nonb3oBaTenbckoro BetpoeHHoro M0 oT komnanum AXxis Ha yCTpoiicTBe
HeobXxoAMMO Mcnonb3oBaTh cepTudukat ana BetpoeHHoro M0 ¢ nonb3oBaTensckoi noanucekto. CepTudmkaT nposepAeT,
oznobpeHo nu BeTpoeHHoe MO kak BnaAenbLEM yCTpOiCTBa, Tak U koMmnaHuen Axis. BetpoerHoe M0 moxeT paboTaTh TonbKO

Ha OMpeaeneHHOM yCTPONCTBE, KOTOPOE MAEHTN(HULIMPYETCA MO €ro YHUKaNbHOMY CEPUIAHOMY HOMEPY W MAEHTUdUKATOPY
mukpocxembl. Ceptudhmkatbl Ana BeTpoeHHoro M0 ¢ nonb3oBaTenbekoii NOANMCHI0 MOXET C034aBaTh TONbKO koMnaHuA Axis,
NOCKONbKY OHa ABNAETCA BNAAENbLEM KNloua ANA NOANMCAHMA TaKux CepTUIKaTOB.

HaxmuTe Install (YcTaHOBKTB), UTO6bI YCTaHOBNTL cepTudhukaT. lepes ycTaHoBKoii BCTpoeHHoro M0 HeobXoaNMo yCTaHoBUTh
cepTucukat.

lMonb3oBaTenu

+ Add user (Jo6asuTb nonbsosatena). Haxmurte, utobbl 406aBUTL HOBOrO Nosib3oBaTena. MoxHo 406asuTb A0 100
roJsib3oBaTese.

Username (Mma nonb3osatena). BeeanTe yHMKanbHOe MMA MoJib30BaTeNA.

New password (HoBbiii napons). Beeaute naponb Ana nons3osatens. JanHa naponeii 4omkHa COCTaBNATL OT 1 40 64 CUMBOIOB.
B napone MoxHO ncnonb3osath Tonbko neuatHble ASCl-cumBonbl (¢ kogamu oT 32 Ao 126), Hanpumep 6yKBbI, LUNpbI, 3HAKN
MYHKTYaLUn N HeKoTopble ApPYrie CUMBONbI.

Repeat password (MosTtopute BBOA Napona). Beeante ToT xe camblit Naposb elwe pas.

Role (Pons).
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e Administrator (Aamunuctpatop). VimeeT HeorpaHUUEHHbI AOCTYN KO BCEM HACTPoiKam. AAMUHUCTPATOPbI TaKxKe
MOryT f06aBNATb, 06HOBNATL U YAANATb APYrUX NOMb30BaTENEIA.
e Operator (Onepatop). 3Tv nonb3osaTenn 061aAalOT NPaBOM AOCTYNA KO BCEM HACTPOIKAM, KPOME CEAYIOLNX:
- Bce System (CuctemHble) HacTpoiiku.
- [JlobaBneHne npunoxeHui.
e Viewer (Habnioaatens). He MoxeT n3MeHATb HAaCTPOMKN.

® KoHTeKCTHOe MeHo COAEPXNT cneayowmne KOMaHAabl:

Update user (O6HOBNTL nonb3oBaTena): VsmeHeHne cBOWCTB Nonb3oBaTens.

Delete user (Yaanutb nonb3osatena). Yaanexue nonbsosatensa. onb3osatena root yaanuTb Hemb3A.

Anonymous users (AHOHWMHble Nonb30BaTeNN)

Allow anonymous viewers (Pa3pewmnTb aHOHUMHbI NPoCcMOTp). Bkntounte 3TOT napameTp, eCn HyxHo, 4Tobbl Nto6oI Yenosek
MOT MONYYNTb AOCTYN K YCTPONCTBY B KAUECTBE 3PUTENA, HE BbINOHAA BXOA B YUETHYIO 3anNChb.

Allow anonymous PTZ operators (Pa3pewuts PTZ-ynpaBneHne aHOHUMHbIM onepaTtopam). Bkitounte 3T0T napameTp, uTobbi
aHOHMMHbIE NONb30BaTENN MOMN BbINONHATH NOBOPOT, HAKMOH W 3yM N306paxeHus.

CobbiTHna

Mpasuna

[TpaBuno — 310 Habop ycnoBuiA, KOTOPbIE AOMKHBI BbITb BbINOMHEHbI, YUTOObI YCTPONCTBO coBeplMAo AeiicTBue. B cnncke
0TOBpaxaloTCA BCE HACTPOEHHbIE HA AAHHbIA MOMEHT NpaBuna B yCTPONCTBE.

MpumeyaHne.
MoxHo co3aaTb A0 256 npaBun AeCTBMA.

+

Name (WMmsa). Beeante uma ana npasuna.

[Jo6asuTb npaBuno. Haxmute, utobbl CO34aTh NPaBuno.

Wait between actions (OxuaaHue mexay Aeiicteuamu). Beeante muHumansHoe spema (uu:mm:cc), KOTOpOE AOIKHO
NpoiiTK, uTo6bI NPaBWIO MOMO 6bITb BHOBb aKTUBMPOBAHO. ITOT NapaMeTp MOXHO UCMONb30BaTh, HANpPUMeEp, ANA NpaBuUna,
aKTUBMPYEMOrO MPU HACTYM/IEHNIA YCIIOBIIA AHEBHOI/HOUHO CbeMKN, YUTOBbI NCKTIOUYNTL yacToe cpabaTbiBaHue npasuna ns-3a
HeBONbILNX U3MEHEHWI B OCBELLEHHOCTY BO BPEMA BOCX0AA MWW 3aKaTa COJHLA.

Condition (Ycnosue). BoibepuTe ycnosue n3 cnucka. YTo6bl yCTPOICTBO BbINOMHWAO TO WM UHOE A€ACTBUE, LOMKHO BbITh
YLOBNETBOPEHO 3asaHHoe ycnosue. Ecin 3a4aHo HECKONbKO YCNI0BNIA, TO ANA 3anycka COOTBETCTBYIOLEro AeNCTBMA HE06X0ANMO
cobnioaeHme Beex yenosuit. CeeaeHna 06 ocobbix yenoBuAx cM. B pasaene Hayasno pabotsi ¢ npaBunamu 48 cobbITUi.

Use this condition as a trigger (Micnonb3oBaTh 3T0 ycnoBue B KauecTse Tpurrepa). Boibepute 3TOT napameTp, €Cin HyXHO,
uTO6bI 3TO NEPBOE YCNIOBMUE BbICTYNANO NNLb B KAaUECTBE 3anyckalowWwero Tpurrepa. 70 03HaYaeT, YTo Noc/e akTUBaLMn NpaBuo
6yAeT ocTaBaTbCA aKTMBHbIM A0 TEX NMOP, NOKA YAOBNETBOPAIOTCA BCE OCTasIbHbIe YCNOBUA, HE3aBUCUMO OT COCTOAHWA NEPBOro
ycnosua. Ecnn 370T napameTp He BbibpaH, NpaBuno 6yAeT ocTaBaTbCA aKTWBHbIM, NOKa YAOBNETBOPAIOTCA BCE YCIOBUA.

Invert this condition (MHBepTupoBaTh 370 yenosue). Bbibepute 3TOT napameTp, €CNM HYXHO UCMO/b30BaTh YCIOBME,
NPOTUBOMONOXHOE BbI6PaHHOMY.

[Jlo6aButb yenosue. Haxmute, utobbl 406aBUTH LONOAHUTENLHOE YCNOBME.

Action ([encTeue). BoibepuTte aeiictene U3 cnucka v seeaute Tpebyemyio nHgopmaunio. CeeaeHns 06 0cobbix AeRCTBUAX
cM. B pasaene Hauano paboTsi ¢ npaBunamu 4nA cobbITHIL.
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Bawe nspenne moxeT ncnonb3oBaTh HEKOTOPbIE N3 CIEAYIOLWNX NPEeABAaPNTENBbHO HACTPOEHHBIX NpaBu:

BkntoueHue MHANKATopa Ha nepe.qul?l naHenu: LiveStream: Korza BkntoueH MVIKpO(bOH BK/IKOUEH N NOCTYNaeT NOTOK XNBOro
Bunaeo, CBETOAMOAHbII WHANKATOP Ha Hepe,ﬂ,HeI?I NaHenn 3ByKOBOro y(:TpOI?ICTBE] 6yﬂ,€T CBETUTbHCA 3€/1I€HbIM LBETOM.

BkntoueHue WHANKATOpa Ha nepe,quﬁ naHenu: Buaeosanuch : Ecnn MI/IKpO(.'bOH BK/IIOYEH N BbINOMHAETCA 3anuncb, TO
CBETOANOAHDIN NHANKATOP Ha I'ICpC,D,HEI;I MaHeNn 3ByKOBOro ychOl;ICTBa 6yﬂ,eT CBETUTbLCA 3€/I€HbIM LUBETOM.

BkntoueHne nHankaTopa Ha nepeaHeit naHenu: SIP : Ecnu mukpodhoH BkntoueH n akTueupoBaH SIP-Bbi30B, TO CBETOANOAHbII
VHANKATOp Ha NepeAHel NaHen 3ByKOBOro yCTPOiicTBa ByAET CBETUTLCA 3eNeHbIM LBeTOM. [lepes 3amyckoM AaHHOro cobbITuA
HeobxoanMo akTuBMpoBaTh NpoTokon SIP Ha 3BykoBOM yCTpolicTBe.

MpeaBapuTenbHbIi TOHaNbHBIA curHan: BocnpowsseaeHne TOHanbHOro curHana npu BxoAAliem Bbisose: Koraa Ha
3BYKOBOE YCTPOIICTBO NocTynaeT Bbi3oB SIP, Bocnpon3soanTcA NpeABapnTenbHO 3afaHHbIi ayanoknun. [na 3BykoBoro
ycTpoiicTa Heobxoaumo akTusupoBaTh SIP. [lnA Toro uTobbl uenoBek, BbINOHAOWNIA BbI30B SIP, cibilwan TOHOBI curHan npu
BOCMPOM3BEACHNI ayAMOKNNNA, yueTHaA 3annck SIP ana ayanoycTpoiicTBa AomkHa 6bITb HaCTpoeHa TakuM 06pa3oM, YTobb!
aBTOMAaTWYECKNil OTBET Ha BbI30B 6bl1 OTK/IIOUEH.

MpeaBapuTenbHbIA TOHaNbHbIA curHan: OTBET Ha BbI30B NOC/e TOHANbHOIO CMIHaNa Npu BxoAAleM BbioBe: 10 OKoHUaHNK
ayanoknnna BxoAAwWwmii Bbi3oB SIP 6yaeT oTseueH. [na 3BykOBOro yCcTpoicTBa He06Xx0AMMO akTnBuposath SIP.

I'pomkwii 3BoHOK : [Mpu BbiNoAHEHMM Bbi3oBa SIP k 3ByKOBOMY YCTPONCTBY 3aAaHHbIA ayAMOKAMN BOCNPOM3BOAMTCA 0 TeX nop,
noka nNpaBuio akTUBHO. [lnA 3ByKOBOro ycTpoiicTBa Heobxoanmmo akTusupoBaThb SIP.

Monyvatenn

Mo>HO HacTpoOMTb YCTPOICTBO Tak, UTOObI OHO YBEAOMANO ONPEAENEHHBIX NonyyaTenen 06 onpeaeneHHbIX cobbITUAX 1NN
oTnpaenano um annbl. Cnucok coaepxuT BCeX NonydyaTenei, HaCTPOEHHbIX B YCTPOICTBE Ha AaHHbII MOMEHT, BK/IOUanA
pasnuyHyto nHcopmaumio 06 nx KoHMrypaumm.

[TpumeuaHne.
MoxHo co3aatb Ao 20 nonyyaTtenen.

Jo6asuTb nonyyatena. Haxmunte, utobbl 406aBNTb NonydaTena.
Name (Mma). Beeante uma nonyuatena.
Type (Tun). BoibepuTe HyxXHbli TUN B CrINCKe.

e FTP

- Host (Xoct). Beeaute IP-agpec unu uma xocta cepsepa. B ciyuae BBosa umeHn xocTa ybeaunTech, uto B
paszene System > Network > IPv4 and IPv6 (Cuctema > CeTb > IPv4 u IPv6) ykasan DNS-cepsep.

- Port (Mopt). Beeante Homep nopTa, ncnonb3ayemslii FTP-cepsepom. 3HaueHne no ymonuaxmio — 21.

- Folder (Manka). Beeaute nyTb k kaTanory, B koTopom 6yayT xpaHuTbea haiinbl. Ecnu aaHHoro katanora eue
HeT Ha FTP-cepsepe, npu 3arpyske haitnos otobpasutca coobuieHne 06 owmnbke.

- Username (Mma nonb3oBatena). Beeante uma nonb3osatens AnA BXOAA B CUCTEMY.

- Password (Maponb). Beeante naponb 4nA Bxo4a B CUCTEMY.

- Use temporary file name (Mcnonb3oBaTb BpemeHHoe uma haiina). Boibepute 3TOT napameTp, ecnu ang
3arpyxxaembix (haiinos A0MKHbI UCMONb30BaTbCA BPEMEHHbIE MEHA, FreHepupyemMble aBTomaTnyecku. Mo
3aBepLUeHUN 3arpy3kn chaitnam npucsansatoTcA Tpebyemble umeHa. Ecnu 3arpyska 6yaeT npepsaHa no
kakoi-n160 npuumHe, HUkakue halinbl NOBpeXAeHb! He 6yayT. OAHAKO MOMyT OCTaTbCA BPEMEHHbIE (haisbl.
Takum obpasom, Bbl byaeTe 3HaTb, UTO haitnbl ¢ TpebyeMbIMIN MEHAMU HE NOBPEXAEHDI.

- Use passive FTP (Mcnonb3osatb naccusHbii pexxum FTP). Mpn HopmanbHbIX YCNOBUAX YCTPORCTBO
npocTo oTnpaBnAeT Ha uenesoit FTP-cepsep 3anpoc Ha yCTaHOBAEHUE COEAVHEHUA ANA NEPEAAUN AaHHbIX.
YcTpoicTBO CamMo MHWULMMPYET ycTaHoBneHne FTP-coeanHeHni ¢ LenesbiM CepBepOM ANA YNpaBneHnA
1 nepeaaun AaHHbix. 06bIYHO 3TO HEOHXOAMMO, €CIN MEXAY YCTPOCTBOM 1 LeneBbiM FTP-cepsepom
YCTaHOBNEH MEXCETEeBOI IKpaH.

e HTTP

- URL. BeeaunTte ceteoii agpec HTTP-cepsepa n cueHapwii obpaboTkmn 3anpoca. [lpumep:

http://192.168.254.10/cgi-bin/notify.cgi.
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e SIP

Username (Mma nonb3oBaTena). Beeante uma nonb3osaTens 4nA BXo4a B CUCTEMY.

Password (Maponb). BeeanTe naponb 4nA Bxo4a B CUCTEMY.

Proxy (Mpokcu-cepsep). Ecnn ana nogkntouenna k HTTP-cepsepy ncnosb3yeTca npokcu-cepsep, BKAKUNTE
3TOT NapameTp u BBeauTe Tpebyemyto nHdopmaumio.

URL. Beeaute ceteBoin aapec HTTPS-cepsepa v cueHapunii o6paboTku 3anpoca. Mpumep:
https://192.168.254.10/cgi-bin/notify.cgi.

Validate server certificate (Mposepka cepTucdmkata cepsepa). Boibepute 3101 napametp, ecnu Tpebyerca
nposepka cepTudukata, cozaaHHoro HTTPS-cepsepom.

Username (Mma nonb3osatena). Beeante uma nonb3osaTena AnA Bxoaa B CUCTEMY.

Password (Maponb). BeeanTe naponb 4nA BXxo4a B CUCTEMY.

Proxy (Mpokecn-cepsep). Ecan ana noakniouenua k HTTPS-cepsepy ncnonb3yerca npokcu-cepsep, BKAUNTE
3TOT napameTp n BBeauTe Tpebyemyto nHcopmaumio.

® Network storage (CeteBoe xpaHunuue)
MoxHo no6aBuTb ceTeBoe xpaHunuuie, Hanpumep NAS (ceTeBoe yCTPOIICTBO XpaHEHWUA AaHHbIX), U NCNONb30BaATb €ro
B KauecTse noflyyaTensa AnA xpaHeHua daiinos. Gainbl coxpaHawTea B popmate Matroska (MKV).

Host (Xoct). BeeanTe IP-aapec nnu uma xocTa CeTEBOro XpaHWauLa AaHHbIX.
Share (O6wmit pecypc). Beeante nma obwero pecypca Ha xocTe.

Folder (Manka). Beeante nyTsb k kaTanory, B KOTOPoM 6yayT XpaHUTbCA (haiinbl.
Username (Mma nonbsosatena). Beeante uma nonb3osaTena AnA Bxoaa B CUCTEMY.
Password (Maponb). Beeante naponsb ana exoaa B cucTemy.

Host (Xoct). Beeaute IP-agpec unn nma xocta cepsepa. B ciyuae BBoga umeHu xocta ybeantecs, uTo B
passene System > Network > IPv4 and IPv6 (Cuctema > CeTb > IPv4 u IPv6) ykaszan DNS-cepsep.

Port (MopT). BeeanTe Homep nopTa, ncnons3syemoiit SFTP-cepsepom. 3HaueHne no ymonuaxuio — 22.
Folder (Manka). BeeanTe nyTb k kKaTanory, B KoTopoM 6yayT xpaHutbea (haitnbl. Ecnn sanHoro katanora eue
HeT Ha SFTP-cepsepe, npu 3arpyske chaitnos oTobpasutca coobuieHne ob owmnbke.

Username (Mma nonb3osatena). BeeanTte nma nonb3osatena AnA BX04a B CUCTEMY.

Maponb: Beeante naponb AnA BXoAa B CUCTEMY.

Tun SSH ¢ oTkpbITbIM Kntouom xocta (MD5): Beeante oTneuaTok OTKPLITOrO K/toUa yAaNeHHOro XocTa
(cTpoka u3 32 wecTHaauaTepuuHbix cumBonos). Knuent SFTP noaaepxusaet SFTP-cepsepbl, ncnons3syiowme
npotokon SSH-2 ¢ kntouamu xocta Tuna RSA, DSA, ECDSA n ED25519. Hanbonee npeanouTnTeneH mMeTos
RSA; ocTanbHble MeToAbl B nopAake ybbianuA npeanouteHna: ECDSA, ED25519 n DSA. 06a3aTenbHo
BBEANTE NpaBWbHbIN Koy xocta MD5, koTopblit ncnonb3yerca Bawum SFTP-cepsepom. XoTA ycTpoicTBo
Axis noaaepxwnsaeTt xaw-knoun kak MD5, Tak n SHA-256, Mbl pekoMeHAyeM NCrnoNb3oBaHUe Koua
SHA-256, nockonbky oH obecneunBaeT bonee BbicOKyt 6e3onacHocTb, uem katou MD5. na nonyueHna
6onee noapobHoi nHopmaumm o HacTpolike SFTP-cepsepa ¢ ycTpoiicTBoM Axis, nepeianTe Ha

noptan AXIS OS Portal.

Tun SSH ¢ oTKpbITbIM Kntouom xocta (SHA256): Beeante oTneyaTok 0TKPbLITOrO KAKOUa yAaNeHHOro XocTa
(cTpoka u3 43 cumsonos B popmate Base64). Knuent SFTP nopsepxusaet SFTP-cepsepbl, ncnonb3ytowme
npoTtokon SSH-2 ¢ kntouamn xocta Tuna RSA, DSA, ECDSA 1 ED25519. Hanbonee npeanoytuTeneH MeTon
RSA; octanbHbie meToabl B nopaake ybbisaHua npeanoutenua: ECDSA, ED25519 n DSA. O6asaTensHo
BBEANTE NpaBubHbIA Koy xocta MD5, koTopblit ncnonb3yetca sawum SFTP-cepsepom. XoTA ycTponcTBo
Axis nopaepxwnBaeT xaw-knoun kak MD5, Tak n SHA-256, Mbl pekoMeHAyeM NCMnoNb30BaHMe Ktoua
SHA-256, nockonbky OH obecneunsaeT bonee BbiCOKyto 6e3onacHocTb, yem katod MD5. ina nonyueHua
6onee noapobHoI nHdopmaumum o HacTpoiike SFTP-cepsepa ¢ ycTpoiicTBoM Axis, nepenanTe Ha

noptan AXIS OS Portal.

Use temporary file name (Wicnonb3oBaTh BpemeHHOe uMA haina). BoibepuTe 3TOT napameTp, ecan Ans
3arpyxaembix (haiinos A0MKHbI UCMONb30BaTbCA BPEMEHHbIE MEHA, FreHepupyemMble aBTomaThyecku. Mo
3aBepLUeHUN 3arpy3kn haitnam npucsansatoTcA Tpebyemble umeHa. Ecnu 3arpyska 6yaeT npepsaHa no
kakon-n160 npuumHe, Hukakue halinbl NOBpeXAeHb! He byayT. OAHAKO MOMyT OCTaTbCA BPEMEHHbIE (haisbl.
Taknm o6pa3som Bbl ByaeTe 3HaTh, UTO BCe (hailaibl C HEOBXOANMbBIM BaM MMEHEM HE MOBPEXAEHbI.

U3 yuetHom 3anucu SIP: Bbibepute HyXHbI TN B CRINCKE.
Ha SIP-aapec: Beeaute SIP-aapec.

® Jn. nouTa

Send email to (MonyuaTenb 3neKTPoOHHON NouTkbl). BBeAnTe agpec 31eKTPOHHON NOUTbI ANA OTNPABKM
coobueHnii. MoxHO BBECTN HECKOBKO aAPEeCcoB, pasaenaa ux 3anATbIMU.

Send email from (OTnpasuTens 3neKTpoHHOM NouTbl). BeeanTe agpec 3neKTPOHHON NOUTHLI OTNPABAAIOLErO
cepsepa.

Username (Mma nonb3osatena). Beeante uma nonb3osatena 4na cepsepa 37eKTPOHHON nouTbl. OcTasbTe
3TO None NycTbIM, €C/IM NOYTOBbIN cepBep He TpebyeT NpoBePKM NOANMHHOCTH.
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- Password (Maponb). Beeaute naponb ansa cepsepa 3neKTPoHHOI nouTbl. OcTaBbTe 3TO Mose NyCTbiM, €Cn
nouToBbIN CepBep He TpebyeT NpoBepKn NOANMHHOCTH.

- Email server (SMTP) (Cepsep 3nektpoHHoi noutbl (SMTP)). Beeaute uma SMTP-cepsepa, Hanpumep:
smtp.gmail.com, smtp.mail.yahoo.com.

- Port (MopT). Beeante Homep nopta SMTP-cepsepa, ncnonb3ysa 3HaueHus B gnanasoHe 0-65535. 3HaueHune
no ymonuanuto — 587.

- Encryption (LLUndposatue). UTobbl ncnonb3osath WwWudposaHune, Bbibepute SSL unn TLS.

- Validate server certificate (Mposepka ceptudpmkara cepsepa). Ecnn ncnonb3syetca wudposatue, Bbibepute
3TOT napameTp AnA NpoBepku NOANNHHOCTH yeTpoiicTBa. CepTudmkat MoXeT 6bITb CaMO3aBePALLMM NN
MOXeT 6bITb BblaH ueHTpom ceptucpukaumm (LIC).

- POP authentication (Mposepka noanuHHocTn POP). Ecnn TpebyeTca, BklouuTe 3TOT NapameTp v BBeauTe
uma POP-cepsepa, Hanpumep: pop.gmail.com.

MpumeyaHme.

HekoTopble NOCTaBLLNKN YCNYr SNEKTPOHHON NOUTbI NPUMEHAIT (UNbTPbI 6E30MacHOCTY, U3-3a KOTOPbIX
MnoNb30BaTeNN HE MOTYT MOJydYaTh AU NPOCMATPNUBATL BOXEHUA 60MbLIOro 06beMa, NofyyaTb NUCbMa Mo
pacnucanuio u T. n. MonHTepecyiiTech NoNUTUKON 6€30MaCHOCTY BbIBPAHHOrO NOCTABLUMKA YCIYT 3NEKTPOHHON
nouTbl, UTOBbI N36exaTb 6N1OKMPOBAHNA YUETHON 3aNMCK SNEKTPOHHOM NOYTbI WM MPONYCKa 0XuaaeMbIxX
coob6LeHNN.

e TCP
- Host (Xoct). Beeaute IP-agpec nnu uma xocta cepeepa. B ciyuae BBosa MMeHn xocTa y6eanTech, uto B
paszene System > Network > IPv4 and IPv6 (Cuctema > CeTb > IPv4 u IPv6) ykasan DNS-cepsep.
- Port (Mopt). Beeante Homep nopTa, MCMob3yeMOro AiA A0CTyna K Cepeepy.
Test (Mposepka). HaxmuTe, uTo6bl NPOBEPUTL HACTPOIKY.

KOHTEKCTHOE MEHI0 COAEPXNT CNeAyoLWne KOMaHAbI:
View recipient (MpocmoTpeTb nonydatena). HaxmuTe 4nA NpoCMOTPa BCex CBEAEHNN O mosyuaTene.

Copy recipient (Konuposatb nonyuartena). Haxmute, utobbl ckonuposaThb nonyyaTtena. CkonMposas nofyyatenda, MOXHO BHECTH
W3MEHEHMA ANA CO34aHUA HOBOrO MonyyaTens.

Delete recipient (Yaanutb nonyuatens). HaxmuTe, uTobbl HaBCerza yaanuTb nonyyatens.

Pacnucanua

Pacnucanua n MMNyNbCbl MOTYT NCNOJIb30BATbCA B Ka4Y€CTBE ycn03|/||7| B npasunax. Cnncok COAEPXKUT BCE pacnnucaHna n nmnynbcehbl,
HaCTpPOE€HHbIE B YCTPOVICTBC Ha AaHHbII MOMEHT, BKOUaA Pa3snnyHyo VIHCbOpMaLLVI}O 0 nx KOHqJVIpraLlVIVI.

,D'OﬁaBVITb pacnuncaHune. HaxmuTe, uTobbl co3aaThb pacnnucaHne nan nmMmnynbc.

PyuHoii 3anyck

PyuHoli 3anyck ncnonb3yeTca AnA 3anycka npasuna BpydHyto. Hanpumep, pydHoii 3amyck MOXHO MCMOMb30BaTh ANA NPOBEPKM
[eNCTBUA NpU YCTaHOBKE M HACTPOiKe yCTPONCTBRA.
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MQTT

MQTT (Message Queuing Telemetry Transport) — 370 cTaHAapTHbI NPOTOKON 06MeHa coobuweHnamu ana MHTepHeTa Belwei
(IoT). OH 6bin pa3paboTaH C LeNbio yNPOCTUTb MHTerpaumio (0T 1 ncnonb3yeTca B camMbix pas3HbiX OTPACAAX ANA NOAKTIOUYEHUA
yAaneHHbIX yCTPONCTB € HeboNbWMM 06BEMOM Koaa U Tpebylowmnx MUHNManbHOI| NponyckHoi cnocobHocTn cetn. Knnent MQTT,
BCTPOEHHbBII B MUKPOMpPOrpamMmMy ycTpoiicTBa Axis, N03BONAET YNPOCTUTb MHTErpaLyio AaHHbIX U COBbITNI yCTPOCTBA B Apyrue
CMCTEMbI, KOTOpbIE He ABMAKTCA cucTemMamin ynpasnequs sugeo (VMS).

HacTpoiite ycTpoiicTso B kauecTse knneHTa MQTT. CBA3b no npotokony MQTT nponcxoAnT Mexay ABYMA yUaCTHUKAMU: KNNEHTOM
1 6pokepom. KnmeHTbl MOryT 0TNpaBAATb U NPUHUMATL cooblieHua. bpokep oTBeyaeT 3a MapLipyTU3aLMio COOBLLEHNI MEXAY
KAMeHTamu.

Bonee noapobHo o npotokone MQTT mMoxHO y3HaTb Ha cTpaHuue AXIS OS Portal.

MQTT client (Knuent MQTT)

Connect (MoakntoueHune). Mo3BONAET BKNOUUTL WAN BbIKIOUMTL kKnneHT MQTT.
Status (CoctoaHue). OTobpaxaeT Tekywee coctoAHne kameHTa MQTT.

Broker (Bpokep)

Host (Xoct). Bseante uma xocta unu IP-agpec cepsepa MQTT.

Protocol (MpoTokon). Bbibepute npoTokon, KOTOpbIN 6yAeT NCNOAL30BATHCA.
Port (MopT). Beeante Homep nopTa.

® 1883 — 370 3HaueHue no ymonuauuo ana MQTT no npotokony TCP
® 8883 — 370 3HaueHne no ymonuanuo ana MQTT no npoTokony SSL
® 80 — 370 3HaueHue no ymonuauo ana MQTT no npotokony WebSocket
® 443 — 370 3HaueHue no ymonuanuio ana MQTT no npoTtokony WebSocket Secure
Username (Ima nonb3oBatens). BeeauTte nMA nonb3oBaTens, KOTOpoe KNNEHT ByAeT MCrnonb3oBaTh ANA AOCTYNA K CEpBepy.

Password (Maponb). Beeaute naponb AnA nMeHn nNonb3osaTens.

Client ID (MaeHnTudukaTtop knuenTa). Beeante naeHtndpukaTop kamenTa. MaeHtudmkatop knneHTa, nepesasaembiii Ha cepsep,
KOrZa KNWEHT MOAKMIOYaeTCA K CepBepY.

Clean session (OumcTka ceaHca). OnpeaenseT noBeAeHNe BO BpEMA NOAKAOUEHNA U OTKAOUEHNA. ECin 3TOT napameTp BK/OUEH,
MH(OPMaLMA O COCTOAHNN NPY NOAKNIOUEHWN 1 OTK/TIOYEHUN OTKNOHAETCA.

Keep alive interval (WHTepBan noaaepxanua akTusHocTn coeanHenns). C nomouwbio napametpa Keep alive interval (MuTepsan
NOALEPKAHNA aKTUBHOCTN COEANHEHWA) K/INEHT MOXET ONpPeAenATb, UTO cepaep 6oMblUe He AOCTYMeH, He 0Xnaan 400
Tainm-ayta TCP/IP.

Timeout (Taim-ayT). MpomexyToK BpeMeHN B CeKYHAAX, B TEUEHNE KOTOPOro A0MKHO 6biTb BbIMOJHEHO COeAMHEHNe. 3HaueHne
no ymonuaHuio: 60

Mpeduke Tembl yeTpoiicTBa: Mcnonb3yeTca B 3HaueHUAX No ymonyaHuio Ana pasgena 8 Connect message (CoobueHue o
noakntouennn) n LWT message (Cooblenne «3aBelwanna») Ha Bkiaake knueHta MQTT, a Takxe B yCnoBMAX Ny6amKkaumnm Ha
Bknaake nybnukauma MQTT.

Reconnect automatically (Mepenoakntouatbeca aBTOMaTUueckmn). YkasbiBaeT, AOKEH NI KAMEHT aBTOMATMUECKM
nepenoakNtouaTbCA Npu HenpesHaMepeHHOM OTKITIOUEHUM.

Connect message (CoobuieHne 0 noakaoueHnn)
Yka3blBaeT, ClieayeT v OTNPaBiATb COOBLEHNE NP YCTAHOBNEHNI MOAKITIOYEHNA.
Send message (OTnpaBuTb cooblieHue). Bkniounte 3TOT NnapameTp 4nA OTNPaBKU COOBLLEHNIA.

Use default (Mcnonb3oBaTb no ymonuauuto). BbikatounTe 3TOT napameTp, €Ciu Bbl XOTUTE BBECTM COBCTBEHHOE CoobLLeHNe
ANA NCMONb30BaHNA MO YMOAYaAHMIO.
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Topic (Tema). Beeante Temy AnA coobWeHNA MO YMONUYAHNIO.

Payload (MonesHble gaHHble). Beeante coaepxanne coobLLEHNA MO YMOUAHNIO.

Retain (CoxpaHaTb). BbibepuTe, uTobbl COXPaHUTL COCTOAHNE KNNeHTa Ana aaHHoil Tembl (Topic (Tema)).
QoS. Mo3BonaeT nsmeHnTb ypoBeHb QoS AnA noToka NakeTos.

Last Will and Testament message (Coob6LieHune nocneaHero pacropaxeHus)

C nomowbio napametpa Last Will Testament (3asewanne) knmeHT npu NoaKNtoUEHNM K 6pOKepY MOXET BMECTe cO CBOMMMU
YUETHbIMU AaHHbIMW NPEAOCTaBNTb pacnopaxerue («3aBelwaHner). ITo N03BOAUT Gpokepy OTNPaBUTL COOBLLEHNE APYriM
K/IMEHTaM, eC/I BOCNEACTBUN AaHHbIN KUEHT ByAeT HEKOPPEKTHO OTKIIoUeH (Hanpumep, n3-3a otcyTeTenaA nutanua). CooblieHne
«3aBeLLaHNA» MEET Ty e popMy, UTo 1 06bluHOE COObLLEHNE, N OTNPABAACTCA C UCMONb30BAHNEM TeX Xe MeXaHWU3MOB.

Send message (OTnpaBuTb cooblieHne). BkniounTe 3TOT napameTp AnA OTNPABKIA COOBLLEHNI.

Use default (Mcnonb3osaTb no ymonuaHuto). BbiknounTe 3TOT napameTp, eCin Bbl XOTUTE BBECTU COBCTBEHHOE COObLLEHNE
ANA UCNONb30BaHNA N0 YMOMYaHWMIO.

Topic (Tema). Beeante Temy AnA coobWeHNA N0 YMONUYAHNIO.
Payload (Mone3Hble aaHHble). Beeante coaepxanne cooblLEHUA MO YMOUAHNIO.
Retain (CoxpaHATb). BbibepuTe, uTobbl COXPaHUTL COCTOAHNE KNneHTa AnA aaHHoil Tembl (Topic (Tema)).

QoS. lMo3BonaeT nsmeHnTb ypoBeHb QoS anA noToka nakeTos.

MQTT publication (My6ankauna MQTT)

Use default condition prefix (Mcnonb3osaTb npeduke ycnosua no ymonuanuto). Beibepute ncnons3osaxne npegukca yenosmsa
Mo yMO/YaHNto, KOTOPbIA 3a4aeTca ¢ NoMoLblo npednkea TeMbl yeTpoiicTsa Ha Bknagke MQTT client (Knwenwt MQTT).

Include condition name (Bkntountb uma ycnosusa). Beibepute 310T napametp, ecnn 8 Temy MQTT HyXHO BKNOUUTL TEMbI,
OMUCbIBAlOLLEE YCNOBME.

Include condition namespaces (Bkntountb npocTpaHcTBa MMeH ycnosua). Boibepute 37oT napametp, ecnn B Temy MQTT HyxHO
BK/IKOUMTb NpocTpaHcTBa nmeH Tembl ONVIF

Include serial number (BkntounTb cepuiiHblit Homep): BbibepuTe 3TOT napameTp, ecnn B nonesHble gaHHblie MQTT HyXHO
BK/TIOUNTb CEPUNHbIA HOMEP YCTPONCTBA.

+

Retain (CoxpaHats). Onpeaensert, kakue coobwexna MQTT oTnpasnAoTCA Kak COXpaHAeMbile.

Add condition (Jo6asutb ycnosue). HaxmuTe, utobbl 406aBUTL yCroBue.

® None (Het). OtnpaBnAaTh BCe COO6LWEHNA KaKk HECOXPaHAEMbIE.

e Property (CBoiicTBO). OTNpaBNATL B KAUECTBE COXPAHAEMbIX TOMbKO COOBLLEHNA C COXPAHEHNEM COCTOAHNA.

e All (Bce). OTnpasnaTh B KauecTse COXPaHAEMbIX COOBLLEHNA C COXPaHEHNEM 1 6€3 COXpaHEHNA COCTOAHNA.
QoS. Bribepute Tpebyembiii ypoBeHb Ana nybankaunun MQTT.

MQTT subscriptions (Moanuckun MQTT)
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+

Jo6asutb noanucky. Haxmute, utobbl 406aBMTH HOBYIO noanucky MQTT.
Subscription filter (OunbTp noanucok). Beeante Temy MQTT, Ha KOTOPYO Bbl XOTUTE NOAMNCATLCA.

Use device topic prefix (Mcnonb3oBath npeduke Tembl yeTpoiictsa). [JobasbTe (huabTp noanuckn B kauecTse npedukea K
Teme MQTT.

Subscription type (Tun noanucku).

e Stateless (be3 coxpaHenua coctoanua). Boi6epute 3ToT BapuaHT anA npeobpasosaHua coobwenunii MQTT 8
coobLueHnA 6e3 CoXpaHeHNA COCTOAHNA.
e Stateful (C coxpaHeHnem coctoaHuAa). Boibepute 3ToT BapnaHT Ana npeobpasosanua coobiiennit MQTT B ycnosue.
lMonesHble AaHHbIE NCMOMb3YIOTCA B KaUecTBe COCTOAHUA.
QoS. BbibepuTe Tpebyemblil ypoBeHb Ana noanncky MQTT.

SIP
SIP settings (MapameTtpbi SIP)

MpoTokon SIP (Session Initiation Protocol) cnyxuTt Ana opraHn3aummn ceaHcoB MHTEPaKTMBHOW CBA3M MexXay nonb3osatenamu. B
X0/ CeaHca MOryT nepesaBaTbCA 3BYK W BUAEO.

Enable SIP (Aktusuposats SIP). YctaHoBuTe 3TOT piaxok, UTO6bI MMETb BO3MOXHOCTb MHILMNPOBATL W MPUHUMAaTL SIP-BbI30BbI.

Allow incoming calls (PaspewnTb BXxoAAWME BbI30BbI). YCTaHOBUTE 3TOT (haXOK, UTOBLI Pa3pewnTb BXOAALLME Bbi30Bbl
oT apyrux SIP-ycTpoiicTs.

Call handling (O6pa6oTka Bbi30Ba)

e Call timeout (Tam-ayT Bbi30Ba). 3ajaiiTe MaKCUMaNbHO BO3MOXHYIO MPOAOIXUTENBLHOCTL BbI30Ba NPU OTCYTCTBUM
oTBeTa Ha Hero (makc. 10 MuH).

¢ Incoming call duration (JnuTenbHocTb BXOAALLEro Bbi30Ba). 3ajailTe MaKCUMasbHO BO3MOXHYIO
NPOAOMXNTENBHOCTb BXOAALEro Bbi30Ba (Make. 10 MuH).

e End calls after (3aBepwatb BbI30BbI NoCne). 3agaiiTe MakCUManbHO BO3MOXHYIO MPOAOIKMTENLHOCTb BbI30Ba
(makc. 60 mMuH). Ecnin npogomknTenbHOCTL BbI30Ba OrpaHnunBaTh He TpebyeTtca, Bbl6epute napametp Infinite call
duration (beckoHeuHaa NPOAOMXKMTENBHOCTb BbI30Ba).

Ports (MopTb1)

Homep nopTa sonxeH 6biTb mexay 1024 n 65535.

e SIP port (Mopt SIP). CeTeBoit nopT, ncnonb3yemblii ana ceasu no npotokony SIP. Mepesasaembie uepes 3ToT nopT
DaHHble, OTHocALMEeCA K 0bMeHy curHanamu, He wudpytotea. Mo ymonuaHnio ncnons3yerca nopt 5060. Eciu
TpebyeTcA, BBEANTE APYroii HOMep nopTa.

e TLS port (Mopt TLS). CeTesoii nopT, ucnonb3yemblii 4na ceasu no npotokony SIP ¢ wudposannem. Tpaduk
CMTHaNoB Ha 3TOM MOPTY WU(pPYETCA ¢ NoMoLLbio npoTokona TLS (3awmTa TpaHcnopTHOro yposHA). Mo ymonyaHuio
ucnonb3yerca nopt 5061. Ecnu TpebyeTtca, BBEANTE Apyron HOMep nopTa.

e RTP start port (HauanbHbiit nopt RTP). CeTeBoit nopT, KOTOPbIN MCMO/b3YETCA ANA Nepesaun nepBoro noToka
mynbTumeana no npotokony RTP npu SIP-Bbi3oBe. Mo ymonuaHuto ncnonb3yetca HauanbHbin nopT 4000. HekoTopble
MexceTeBble 3KpaHbl MoryT 6nokuposaTb RTP-Tpadhuk Ha nopTax ¢ onpeAeneHHbIMIN HOMEpamu.

NAT traversal (MpoxoxaeHne NAT)

Wcnonb3yiite dyHkumio npoxoxaerna NAT (Network Address Translation), ecnu TpebyeTtca, uTobbl K yCTPOIACTBY, pacronoXeHHOMY
B UaCTHOW (0KanbHON) CETN, MOXHO BbINIO NONYYNTL AOCTYN BHE STOWN CETH.
MpumeyaHne.

OyHkumna npoxoxaeHna NAT byaeT paboTaTb, TONBKO eCn €€ NOAAEPXNBaeT MaplwpyTusaTop. MapwpyTnsaTop Takxe
DONXeH noaaepxnsaTb TexHonoruo UPnPe.

Kaxabiit npotokon npoxoxaexna NAT MOXHO UCNONb30BaTh OTAENLHO WM B Pa3HbiX COUETAHMAX B 3aBUCIMOCTYN OT CETeBOM
cpeabl.
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¢ |ICE. NMpoTokon ICE nosblwaeT WwaHcbl HailTM Hanbonee 3hhekTUBHbIA MapLIPYT ANA YCNEWHOro 06MeHa AaHHbIMN
Mexay OAHOpPaHroBbIMK ycTponcTBamu. ddhekTusHocTb npoTokona ICE cTaHeT ewe Bbiwe, ecnv Takxe akTMBNPOBATb
npotokonbl STUN n TURN.

e STUN. STUN (Session Traversal Utilities for NAT) — 3To ceTeBoii NpoTOKON B3aNMOAEACTBUA KNNEHT-CepBep, C
MOMOLLBI KOTOPOro YCTPOWCTBO MOXET ONpeaennTb, HaxoanTtea nn oHo 3a NAT unm mMexceTeBbIM IKPaHOM, U,
€C/IM 3TO TaK, MOMy4YnTb COOTBETCTBYIOW NI NybANuHbIN IP-agpec n Homep nopTa, BblAENEHHbIE ANA NOAKTIOUEHNA K
yAaneHHbIM xocTam. BeeanTe aapec cepsepa STUN, Hanpumep IP-aapec.

® TURN. TURN — 310 npoTokon, ¢ NOMOLLbl0 KOTOPOro YCTPOICTBO, HaxoaALleecA 3a MapwpyTnsaTopom ¢ NAT unm 3a
MeXCeTeBbIM IKpaHOM, MOXET MoNyyaTh BXOAALLME AaHHbIE OT Apyrux xoctoB no npotokony TCP unn UDP. Beeante
azpec cepsepa TURN u aaHHble ana Bxoaa.

Audio (3Byk)

e Audio codec priority (MpuopuTer ayamokoaeka): Boibepnte xoTa 6bl 04MH ayANOKOAEK C TPeGyeMbIM KayeCcTBOM
3Byka AnA SIP-BbI30BOB. [lNA U3MEHEHNA NpMOpUTETa UCNONb3YITE NepeTacknBaHme.
[TpumeyaHne.

BblﬁpaHHbIC KOAEKWN AOJ/KHbI COOTBETCTBOBATH KOAEKY NMOJIy4aTENA BbI30Ba, MOCKOJIbKY NMPU COBEPLUEHNN BbI30Ba KOAEK
nonyyaTtenAa MMeEET pellatoliee 3HayeHume.

e Audio direction (Hanpasnenue nepeaauu 3syka). BoibepuTe paspelieHHble HanpasaeHua nepesaun 3syKa.
[JononHuTensHo

e UDP-to-TCP switching (MepekntoueHne ¢ UDP Ha TCP). Boibepute 3TOT napameTp, €Cn HYXXHO paspewnTb
BpeMEHHOE nepekioueHmne ¢ TpaHcnopTHoro npoTtokona UDP (User Datagram Protocol) Ha TpaHCnopTHbIA NpoTOKON
TCP (Transmission Control Protocol) npu BbinonHeHnn Bbi30B0B. Takoe nepekstoyeHne No3soNAeT NPeLOTBPATUTDL
(hparMeHTaLmI0 AaHHbIX U MOXET NPON3BOANTLCA, €CAN ANNHA 3aMpoca HaXxoANTCA B Mpeaenax MaKCclManbHoro
nepeaasaemoro 610ka AaHHbix (200 6aiiT) uam npesbiwaet 1300 6aiiT.

e Allow via rewrite (Paspewntb nepesanucs VIA). Bbibepute 3T0T napameTp, €Cn HYXHO, UToBbl BMECTO NyBANYHOrO
IP-appeca maplpyTn3aTopa nepeaaBanca nokanbHbln IP-agpec.

e Allow contact rewrite (Paspewuts nepesanuco Contact). BoibepuTe 3TOT napameTp, €CM HYXHO, UTOBbI BMECTO
nybnnyHoro IP-agpeca mapLpyTusaTtopa nepeaasanca nokanbHblii IP-agpec.

e Register with server every (PeructpupoBaTbeca Ha cepBepe ¢ NepUOANUYHOCTBIO). 3aaaiiTe, Kak 4acTo YCTPONCTBO
[O/KHO perncTpupoBaTheA Ha SIP-cepeepe AnA cylwecTBylowWwmx yueTHbIX 3anucen SIP.

e DTMF payload type (Tun nonesHbix aaHHbix DTMPF). [03800A€T M3MEHUTH TUMN NONE3HbIX AAHHBIX MO YMOMUAHNIO ANA
DTMF.

SIP accounts (YueTHble 3anucu SIP)

B pa3saene SIP accounts (YueTHble 3anucu SIP) BbIBOAMTCA CMINCOK BCex TekyWnx yueTHbix 3anuceit SIP. CoctoaHue kaxaon
3aperucTpMpoBaHHON YUETHON 3anncy NokasbiBaeT KpPyr COOTBETCTBYIOWEro LiBeTa.

® YueTHanA 3anuchb yCnewHo 3aperncTpupoBaHa Ha SIP-cepsepe.

@ [Ipobnema c yueTHoin 3anucblo. Bo3amoxHo, BO3HMKNA owmnbKa aBTOpPM3aLMK, yKa3aHbl HEBEPHbIE YYETHbIE AaHHbIE N
SIP-cepBepy He yAaeTcA HalTK yYeTHylo 3anunch.

YueTHan 3anuck peer to peer (default) (OaHopaHrosoe coeanHenue (Mo ymonuaHuio)) — 370 yueTHaA 3anunck, co3aaBaeMan
aBToMaTuyecku. Bbl MoxeTe yaanuTb ee, ecnu Bbl CO3AaANTE XOTA Bbl OAHY YUETHYIO 3aMNCh 1 HA3HAUMTE €e B KaUECTBE YUYETHOM
3amucK No yMonyaHuio. YUeTHaA 3anuch no yMONYaHUMIo BCEraa NCNonb3yeTCA, KOrAa Bbi30B COBEPLUAETCA C MOMOLLbIO NPUKNaAHOMO
nporpamMmHoro nHtepdeiica (API) VAPIX® 6e3 ykazanua yueTHoli 3anucy SIP, 0T nnua KOTOPOW OCYLLECTBNAETCA BbI30B.

+

Account (YuetHas 3anuce). Haxmute, uTo6bl CO34aTh HOBYIO yUeTHyIO 3anuch SIP.

e Active (AkTuBHa). BbibepuTe 5T0T napameTp, UT06bl MMETb BO3MOXHOCTb MCMO/b30BaTh YUETHYIO 3anucChb.

e Make default (Caenatb no ymonuanuto). Boibepute 3T0T napameTp, uTo6bl Ha3HAUMTb 3Ty YUETHYIO 3aNKnCh B
KayecTBe yUeTHOIl 3anuck no ymonuanumio. B cucteme o6A3aTenbHo AomkHa 6bITb YUETHAA 3aNUCh MO YMOYaAHNIO, U
TONIbKO OZiHA YYETHAA 3aniCb MOXET MCMONb30BaTbCA MO YMOAYAHMIO.

e Name (Wma). BeeauTe onncatenbHoe HassaHue. Hanpumep, 3To MoxeT 6bITb UMA 1 hamMUnnA, poib Uau
mecTononoxexne. IMA MOXET BbITb HEYHUKANbHbBIM.

e User ID (MaeHTudukatop nonv3osatensa). Beeante yHuKanbHbI 406aBOUHbIA WK TeNeOHHbIA HOMEp, NPUCBOEHHbIN
YCTPONCTBY.
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Peer-to-peer (OaHopaHrosoe coeanHenue). Vcnonbayetca ana npAMbiX 380HKOB Ha apyroe SIP-ycTpoiicTeo
B /IOKaNbHOIi CETW.
3apeructpup.: WicnonbsyeTtca AnA 380HKOB Ha SIP-ycTpoiicTBa BHe nokanbHoii ceTun uepes SIP-cepsep.
Domain (JomeH). BeeanTe obuiesocTynHoe JOMEHHOE UMA, ecn OHO ecTb. OHO ByaeT 0TO6paxaTbCA Kak yacTb
SIP-aapeca npw BbI30BE APYrUX YYETHbIX 3anucen.
Password (Maponb). BeeanTe naponb, CBA3aHHbIN C yueTHOI 3anucbio SIP, ana ayteHTudpnkaumm Ha SIP-cepaepe.
Authentication ID (MaeHTndmkaTop Ana npoBepkn NoAnuHHocTM). BeeanTe naeHTudmkatop Ana nposepku
MOANMHHOCTY, KOTOPbIA NpeaHa3HaueH AnA ayTeHTudukaumm Ha SIP-cepsepe. Ecnu naeHTudpmrkaTop ana nposepku
NOAMNHHOCTYW COBNAjaeT C NAEHTU(NKATOPOM NOb30BaTeNA, BBOANTb €ro He TpebyeTca.
Caller ID (MaeHTudmkaTop 3BOHAWEr0). MMA, KOTOPOE BUANT NOyYaTe/b BbI30BOB C AaHHOTO YCTPONCTBA.
Registrar (PernctpaTop). Beeaute IP-agpec peructpaTopa.
Transport mode (TpaHcnopTHbliA npoTokon). Bei6epute TpaHcnopTHbin npoTokon SIP ana yueTHoii 3anucu: UPD, TCP
unu TLS. Mpu BbI6ope TLS MoXHO ncnonb3oBaTh WindpoBaHne MynbTUMEANA.
Media encryption (LLndposanue mynbTumeana) (Tonbko ¢ TpaHCNOPTHBIM NpoTokoiom TLS). Boibepute Tun
wndpoBaHuA Ana MynbTuMeauna (3syka u Bugeo) npu SIP-sbizoBax.
Certificate (CepTudpmkaT) (Tosbko € TpaHCnOpTHBIM NpoTokosnom TLS). Bbibepute ceptudimkat.
Verify server certificate (MpoBeputb cepTudmkat cepsepa) (Tonbko ¢ TpaHCNOPTHbIM NpoTokonom TLS). BeibepuTe,
€CNIN HYXHO NPOBEPATL CepTUdnkaT cepeepa.
Secondary SIP server (flononHutensHbiit SIP-cepBep). BkniounTe 3T0T napameTp, eciu HYXXHO, UTo6bI YCTPOICTBO
MbITaNoCh 3aperncTpupoBaTbCA Ha AoNoNHUTENbHOM SIP-cepBepe, ecnn emy He yAanochb 3aperncTpupoBaTbCA Ha
ocHoBHOM SIP-cepsepe.
Answer automatically (OTseuaTb aBTomaTuueckn). CrnyxuT An1Aa aBTOMaTUUYECKOrO OTBETA Ha BXOAALLNIA BbI30B.
SIP secure (3awuTa SIP). CayxuT ana BbiGopa npoTtokona SIPS (Secure Session Initiation Protocol). Ana wudposatua
Tpaduka B npoTokone SIPS ucnonb3yetca TpaHCNopTHbIA npoTokon TLS.
Proxies (Mpokcu-cepsepbi)
- + Proxy (Mpokcu-cepsep). HaxmuTe, ecnn HyXHO A06aBUTb NpoKcu-cepsep.
- Prioritize (YcraHoeuTb npuopuTeT). Ecnn 1o6aBneHo HECKONbKO NPOKCU-CEPBEPOB, HAXMMUTE STOT IEMEHT,
uTObbI 334aTb UX NPUOPUTET.
- Aapec cepsepa. Beeaute IP-agpec npokcu-cepsepa SIP.
- Username (Mma nonb3osatens). Mpn Heo6x04MMOCTY BBEAUTE MMA NOJb30BaTeNA ANA Npokcu-cepsepa SIP.
- Password (Maponb). Mpu HeobxoanmocTn BBEANTE Naposb AnA npokcu-cepsepa SIP.
Buaeo ©
- View area (3oHa npocmoTpa). Boibepute 30Hy NpocMoTpa, KOTOPYIO HY)XHO UCMO/b30BaTh AA BIULEO3BOHKOB.
Ecnn He BbiGpaHa HM 0AHa 30Ha NPOCMOTPa, UCMOJB3YETCA OPUrMHANbHAA 30Ha.
- Resolution (Paspewenue). Boibepute paspewwenue, ncnonb3yemoe 4nf Buae03soHkoB. OT paspeleHus
3aBMCUT HeobX0AMManA NponyckHaA cnocobHOCTb kaHana.
- Frame rate (Mactora kaapos). Boibepute kazposyto yactoTy (KonM4ecTBo Kaapos B CekyHAy) AnA
B1Ae0380HKOB. OT yacToThbl KaApOB 3aBNCUT HEOBXOAMMAA NPOMyCKHaA CNOCOBHOCTb KaHana.

- Use RTP (RFC2833) (Mcnonb3osats RTP (RFC2833)). Bbibepute 3T0T napameTp, uTo6bl paspewnTsb
ABYXTOHaJ/IbHbIA MHOroYacToTHbIR Habop (DTMF), a Takxe Apyrue TOHasbHbIe CUrHabl U COBbITUA
TeneOHHOIT CBA3N B NakeTax npoTokona RTP.

- Use SIP INFO (RFC2976) (Mcnonb3osats SIP INFO (RFC2976)). Bbibepute 3T0T napameTp, uTobbl BKOUNTD
meTos INFO B npoTokon SIP. MeToa INFO nobaBnAaeT A0NOAHNTENbHYIO MH(OPMALMIO NPUKNAAHOTO YPOBHA,
06bIYHO OTHOCALLYIOCA K CEaHCY.

- + DTMF sequence (MocnegosatensHocte DTMF): HaxmunTe, ecnn HyxHo 406aBnTb Npasnno AeicTeus,
3anyckaemoe TOHanbHbIM Habopom. HeobxoanMo akTWBMPOBAThL NPaBUIO AeNcTBMA Ha Bknaake Events
(Co6biTHA).

- Sequence (MocnesoBaTenbHocTb): Beeante cumBonbl AnA akTueauum npasuna AencTsua. Jonyctumbie
cumBonbl: 0-9, A-D, # n ™

- Description (Onucatue). Beeante onucaHue 3anyckaemoro AeicTeuA.

SIP test call (Mpo6Hbiii SIP-380HOK)

paboTaer.

SIP account (YuetHas 3anuchb SIP). Bbibepute yueTHyto 3annch, NoA KOTOPOK A0/XeH BbiTb BbINOSHEH NPO6HbIN 3BOHOK.

SIP-appec. Beeante SIP-agpec n HaxmuTe 3Hauok “ , UTo6bI CAENaTb NPO6HBIN 3BOHOK 1 Y6EAUTHCA, UTO yYeTHaA 3annuch
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Storage (YcTpoiicTBo xpaHeHua)

Network storage (CeteBoe xpaHunuue)

Jlo6aBuTb ceTeBoi HakonuTenb. HaxmunTe, uTobbl 406aBUTHL CETEBON pecypc ANA XpaHEeHNA 3anuceil.

¢ Aspec. Beeante IP-agpec unm uma xocta AnA XOCT-CepBepa, KOTOPbIA 06bIUHO ABNAEGTCA CETEBLIM YCTPONCTBOM
xpaHeHna aaHHbix (NAS). PekomeHayeTca HaCTPoMTb Ha XoCTe UCMosb3oBaHne ctatuueckoro |P-agpeca (a He
DHCP, Tak kak auHamuuecknit IP-agpec MoxeT MeHATbCA) 6o ucnonb3osaT DNS. Mmena Windows SMB/CIFS He
noAAepXNBaIOTCA.

e Network share (CeteBoii pecypc). BeeanTe nma cetesoii nanku Ha xocT-cepsepe. Heckonbko yetpoiicts Axis MoryT
ICMONb30BaTh OANH U TOT € CETEeBOI PECYpC: Y KaxAoro ycTponcTsa byaeT cBoA nanka.

e User (Monb3osatens). Ecnn ana Bxoaa Ha cepsep TpebyeTcAa aBTopu3auma, BBEAUTE MMA Noab3oBaTend. YTobbl BOTH
Ha OMpeAeneHHbIii cepaep AOMeHa, BBeanTe DOMAIN\username (IOMEH\mMsa nosb30BaTess).

e Password (Maponb). Ecnn ana Bxoaa Ha cepsep TpebyeTcA aBTOpNU3aLNA, BBEANTE NapOSb.

e SMB version (Bepcua SMB). Boibepute sepcuio npotokona SMB 4na noaknioueHna K ceTeBOMY YCTPOICTBY XpaHeHuA
aanHbix (NAS). Ecnn BbibpaTth BapuaHT Auto (ABToMaTnuecku), yeTpoitcTso npu noaknodeHnn k NAS 6yaet nbitatben
aBTOMaTWYECKW COrMacoBaTh MCMOMb30BaHNe OAHON U3 6e3onacHbix Bepcuit npoTokona SMB: 3.02, 3.0 wnu 2.1. AnA
noakntoueHna k ctapomy cepaepy NAS, He noasepxuBatowemy 6onee HoBble BepChi, MOXHO BblbpaTb Bepcuio 1.0 nnn
2.0. bonee noapo6Ho o noaaepxke npotokona SMB B ycTpoiicTBax Axis MOXHO MPOUNTaTb 34€Ch.

® Jlo6aBnTb pecypc, Aaxe ecnn NpoBepka CoeAnHeHUA 3aBeplunTcA c6oem. Bbibepute 3TOT napameTp, €can HyXHO,
uTO6bI CeTEBOIN pecype bbin JobaBNeH, Aaxe ecnu NpoBepka CoeAMHEHNA 3aBepwuTea ownbkon. Owmnbka MoxeT
Mpou30MTY, K NPUMEpY, €CN Bbl HE BBEAETE Napofb, KOrAa €ro BBoA HeobxoanM ANA BXoAa Ha cepsep.

Remove network storage (Yzanutb ceteBoit HakonuTens). HaxmuTe, uTobbl yAaMTb NOAKIIOYEHNE K CETEBOMY PECYpCY.
MMpwn 3ToM 6yayT yAaneHbl BCe HACTPOIKN CETEBOrO pecypca.

Write protect (3awuTa ot 3anucm). AKTuBMpYiTe 3TOT NapameTp UTO6bI NPEKPaTUTL 3aNuCh Ha CETEBOI PECYpC M 3alUUTUTD
3anucy oT yaaneHna. CeTeBoi pecypce € 3alnToN OT 3anuck Henb3A (hopMaTUPOBAT.

Ignore (MrHopuposatsb). AKTuBMpYIiTE ITOT NapameTp, uTo6bl NPeKpaTUTL COXPaHEHNE 3anncei B CETEBOM pecypcee.

Retention time (Cpok xpaHeHua). YkaxuTe, kak 400 TpebyeTcA XpaHnTb 3anmcy, uTo6bl OrpaHnunTb 06BEM CTapbIx 3anuceil
nnbo obecneunTb cObNOAEHNE HOPMATUBOB, KAaCaIOLLMXCA XpaHEHUA AaHHbIX. Ecnn mecTo Ha ceTeBOM HakonuTene 3aKOHUNTCA,
cTapble 3anucn byayT yAanATbCA A0 UCTeUEHNA BbIGpPaHHOTO NepuoAa BPEMEHN.

Tools (UHcTpymeHTbI)

® Test connection (MpoBepuTb coeanHenue). NpoBepka COEAMHEHNA C CETEBbIM PECYPCOM.
e Format (®opmaTupoBath). MMo3BonAeT hopmMaTpoBaTL CETEBON pecype, Hanpumep, Koraa HeobxoanmMo 6bICTpPo
yaanuTb Bce AaHHble. B kauectse hainosoi cuctembl MoxHO Bbi6paTh CIFS.
YT06bI NpuBECTY B AeiiCTBME BbIGpaHHbIA MHCTPyMeHT, HaxmuTe Use tool (Mcnonb3oBaTb MHCTPYMEHT).

BeTpoeHHbii HakonuTenb

BaxHo!

Puck noTtepwm aaHHbIx 1 nospexaeHna 3anuceii. He n3snexante SD-kapTy Bo BpemA paboTbl ycTpoiicTea. lMpexae uem
n3Bneub SD-kapTy, oTKnOUMTE ee.

Unmount (Otkniountb). Haxmute, utobbl 6e3onacHo n3eneyb SD-kaprty.

Write protect (3awwTa oT 3anucu). Bkniounte 3ToT napameTp, uTo6bl NpekpaTuTb 3anuch Ha SD-kapTy W 3aWMTUTb 3annucy oT
yaaneHua. SD-kapTy ¢ 3awWwuToil T 3annucu hopmMaTNpPoOBaTh Hesb3A.

Autoformat (ABTomaTuueckoe hopmaTupoBaHue). Bknounte 3TOT napameTp AnA aBTOMaTUYeCKOro hopmMaTupoBaHua noboi
Bnepsble BcTaBnAaemoin SD-kapTbl. Mpu hopmaTupoBaHun Ha kapTe co3aaeTca (aiinoBasa cucrema exts.

Ignore (UrHopupoBaTb). Bkniounte 3TOT napameTp, /N Hy)XHO NPekpaTUTb coxpaHeHue 3anuceit Ha SD-kapTy. Mpu
nrHopupoBaHun SD-kapTbl ycTpoicTBO 60MbLIE CMOXET Pacrno3HaTh Hanuume KapTbl. ITOT NapaMeTp AOCTYNeH TONbKO AnA
aAMVHUCTPATOPOB.
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Retention time (Cpok xpaHeHua). YkaxuTe, kak 400 TpebyeTcA XpaHNTb 3an1cy, uTo6bl OrpaHnunTL 06BEM CTapbIX 3anuceil
nnbo obecneunTb cobMIOAEHNE HOPMATWUBOB, KacaloWMNXCA XpaHeHNA AaHHbIX. Kora mecTo Ha SD-kapTe 3akaHunBaeTcA, cTapble
3anucy byayT yaanATbCA A0 TOro, Kak UCTeueT BbIGpaHHbI nNepuos BpeMeHN.

Tools (UHcTpymeHTbI)

e Check (MposepuTb). Mposepka SD-kapTbl Ha Hanuune ownbok. ITa yHKUMA paboTaeT TONbKO ANA haitNoBok
cucTemMbl ext4.

® Repair (BoccraHoBuTb). Wcnpaenexue ownbok B (haiinosoit cucteme extd. [ina yerpanexua ownbok Ha SD-kapre,
0ThopmMaTMpoBaHHON C Ncnonb3oBaHuem hannosoii cuctemsl VFAT, nssneknte SD-kapTy, BCTaBbTe ee B KOMNbIOTEP U
3anycTuTe NporpaMmy BOCCTaHOBEHUA AMCKa.

e Format (DopmaTupoBathb): Ecin HeobX0ANMO N3MeHUTb (haiinoByto cMcTeMy UAN BbICTPO CTepeTb BCE AaHHbIE,
otchopmatupyiite SD-kapTy. JocTynHbie Tunbl daiinosoin cuctembl: VFAT n ext4. PekomeHayeTcA UCnonb30BaTh
thopmat ext4, nockosbky OH 6osee yCTONUMB K MOTEPE AaHHbIX NPW N3BNEUEHNI KAPTbl AN BHE3AMHOM OTKIKOUEHNN
nutanua. OaHako ana goctyna k chaiinosoii cucteme n3 Windows® notpebyerca apaiisep AnA (aitnoBoil cucTemsl
ext4 cTOpoHHero pa3paboTunka uan COOTBETCTBYIOLLEE NPUIOXEHNE.

® Encrypt. Vicnonb3yiiTe 3TOT MHCTPYMEHT Ana dpopmaTupoBanua SD-kapTbl 1 BkatoueHna winchposaruda. Encrypt
yAanAeT Bce AaHHble, xpaHAlmeca Ha SD-kapTe. lMocne npumeHeHna nHcTpymeHTa Encrypt aaHHble, XxpaHAwmeca
Ha SD-kapTe, 3aWMLLAIOTCA C NOMOLLbIO WIPOBAHMA.

® Decrypt. cnonb3yiiTe 3T0T MHCTPYMEHT AnA hopmaTupoBaHma SD-kapTbl 6e3 wudposaHua. Decrypt yaanaer sce
NaHHble, xpaHAawmeca Ha SD-kapTe. Mocne npumeHeHna nHctTpymenTa Decrypt AaHHble, XxpaHAwmeca Ha SD-kapTe, He
3aWNLWAKTCA C NOMOLLbBIO WIIPOBAHMA.

e Change password (M3meHnTb napons). W3meHenue napona, Heobxoanmoro ana wudposanna SD-kapTbl.

YT06bI NpuBECTM B AeiCTBME BbI6paHHbIA MHCTPyMeHT, HaxmuTe Use tool (Mcnonb3oBaTb MHCTPYMEHT).

Tpurrep no usHocy: 3ajaiiTe 3HaueHne AnA ypoBHA n3Hoca SD-kapTbl, Npu KoTOpoM ByAeT 3anyckaTbCA COOTBETCTBYytOLLEE
aelicTue. YpoBeHb N3HOCa BapbupyeTcA B AnanasoHe 0-200 %. YpoBeHb N3HOCA HOBOW, €lle He Ncnonb3oBaHHON SD-kapTbl
cocTtasnAeT 0 %. YposeHb n3Hoca B 100 % yka3biBaeT, uTo cpok cnyxbbl SD-kapTbl 6a130K k 3aBeplieHmnto. [pn ypoBHe n3Hoca
200 % oueHb BbICOK puck Toro, uTo SD-kapTa 6yaeT thyHKLNOHNPOBATL HenpaBuabHO. Mbl pekoMeHayeM 3a4aBaTb MHULMUPYIOLLEE
cobbITne ANA Tpurrepa no u3Hocy B Ananasone 80-90 %. bnarosapa sTomy y Bac byaeT Bpema ANnA 3arpy3kn ntobbix 3anucen, a
Takxe ANA 3ameHbl SD-kapTbl 40 ee NOTeHLNanbHOro U3Hoca. TpUrrep no N3Hocy No3BoJAET 3aaTb COOTBETCTBYIOWEE COBLITUE 1
noay4nTb YBEAOMJIEHWNE A0 TOrO, KaK YPOBEHb M3HOCA AOCTUTHET 3aaHHOMO 3HAUYEHMA.

ONVIF

Monb3osaTtenu ONVIF

ONVIF (Open Network Video Interface Forum) — 370 MexXayHapoAHbIi CTaHAApT NHTepdenca, HaLeNEHHbIN Ha TO, UTOBbI KOHEUHbIM
nonb3oBaTeNAM, UHTErpaTopaM, KOHCYbTaHTaM 1 NPOU3BOAUTENAM BblNo NPOLLE MCMONb30BaTh NPEMMYLLECTBA TEXHONOM NN
ceteBoro Buaeo. Cranaapt ONVIF obecneunBaeTt nHTeponepabenbHOCTb YCTPOICTB pasHbIX NPON3BOANTENEN, MOBbIIAET UX
3KCNNyaTaLMOHHYIO0 TMB6KOCTb, CNOCOOCTBYET CHUXKEHWIO 3aTpaT M AAeT BO3MOXHOCTb MOAEPHN3NPOBATb CUCTEMbI B ByayLiem.

[Jo6aBuTb nonb3oBaTena. HaxmunTe, uTobbl 406aBNUTL HOBOro nonb3osaTena ONVIF.
Username (Mma nonb3oBaTena). Beeante yHnkanbHoe UMA Nosb30BaTenA.

New password (HoBbliii napons). BeeauTe naponb Ana nons3osatens. JanHa naponeii 40MKHa COCTaBAATL OT 1 40 64 CUMBOOB.
B napone MOXHO ncnonb3oBaTh Tosibko neyaTHble ASClI-cumBonsi (¢ kogamn oT 32 4o 126), Hanpumep 6ykBbl, LWAGPLI, 3HaKN
MYHKTyaLUn N HeKoTopble ApPYrie CUMBONbI.

Repeat password (MosTopute BBOA Napons). Beeante ToT xe camblit Naposb ele pas.
Role (Ponb).

e Administrator (AamuHucTtpatop). MmeeT HeorpaHuyeHHbIi 4OCTYN KO BCEM HACTpoiikaM. AAMUHNCTPATOPbI Takxe
MoryT A06aBnATb, 06HOBAATL 1 yAANATH APYrMX NONb30BaTENEN.
e Operator (Onepatop). 3Tv nonb3oBaTenn 061aAalOT NPaBOM AOCTYNA KO BCEM HACTPOIKAM, KPOME CNEAYIOLNX:
- Bce System (Cuctemubie) HacTpoiku.
- [JlobaBneHne npunoxeHui.
® Media user ([onb3oBaTens MynsTUMeAna). Bo3moxeH 40OCTYN TONLKO K BUAEOMOTOKY.

29




AXIS C8110 Network Audio Bridge

Nurepdeic ycTponcTea

[
[
® KoHTekcTHOe MeHto COAEPXUT cneayowne KoMaHabl:

Update user (O6HoBNTb nonb3oBaTena). M3meHeHne CBOICTB Noab3oBaTeNA.

Delete user (YaanuTb nonb3osatena). Yaanenue nonb3osatena. [onb3osatena root yaanuTh Heb3A.

MMpw cospannu nonbsosatena ONVIF aBTomaTuueckn paspewaetca obmeH gaHHbIMK no ctaHaapTy ONVIF. ina noboii cBA3m ¢
ycTpoiictoMm B pamkax ONVIF ncnonb3yinTe 3afaHHble UMA NONb30BaTeNA U Naponb. JononHNTenbHy0 MHOPMaLMIO MOXHO
HaliTV Ha cTpaHuuax coobuecTsa paspaboTumkos Axis Developer Community Ha calite axis.com.

Meawnanpodunn ONVIF

Meananpocune ONVIF copepxut Habop koHhMrypaLnii, KOTOpble MOXHO MCMONb30BaTh ANA N3MEHEHUA NapamMeTpoB
MeananoToka.

Jlo6aBuTb Meananpodunb. Haxmute, utobbl f06aBUTh HOBbIA Meananpocunb ONVIF.

profile_x. LLlenkHute npochunb, uTo6bI BHECTM B HErO M3MEHEHNA.

JeTekTopbl

Audio detection (JetekTop 38yKa)

3tn napamMeTpbl AOCTYNHbI ANIA KaXA0ro ayanoBxoaa.

Sound level (YposeHb 3Byka). YpoBeHb 3ByKOBOrO CUrHana MOXHO 3a4aTh B Avanasoe oT 0 4o 100, rae O cooTseTCTBYET
Hanbonblen YyBCTBNTENbHOCTH, @ 100 — HauMeHbLIEeR YyBCTBUTENbHOCTN. [Tpn HacTpoiike YpOBHA 3BYKOBOrO CUrHana
OpVEHTUPYNTECh HA NHANKATOP aKTUBHOCTW. YPOBEHb 3BYKa MOXHO WCMO/b30BaTh B KAUECTBE YC/IIOBUA NPU CO34aHNN COBbITUIA.
Mo>HO HacTpouTb BbINOAHEHNE ONPEAENEHHOrO AECTBIA, KOrAa YPOBEHb 3ByKa CTaHOBUTCA 60/bLUE MW MEHbLUE ONPEAENEHHOr0
3HauyeHnA 1mbo nepecekaeT ero B N06OM HanpaBAeHUN.

n PUHAANEXXHOCTHN

1/0 ports (MopTbl BBOAA-BbIBOAA)

MCI‘IOHbByI?ITC LI,I/IdZ)pOBOI?I BX04 ANA NOAKNHOYEHNA BHELWHNX yCTpOVICTB, CnocobHbIX Pa3MbiKaTb U 3aMblKaTb SNEKTPUYECKYIO LIEMb,
Takux kak naccmsHble NK-agatumkn, ABEPHbLIE WIN OKOHHbIE KOHTAKTbl U AETEKTOPbI paaﬁwBanﬂ CTEKNa.

LinchpoBoit BbIXOA CNYXUT AN1A NOAKIIOUEHNA BHELWWHNX YCTPOICTB, HAaNPUMEP Taknx Kak pene 1 CBeTOANOAHbIX NHANKATOPOB.
[MoakntoueHHble yCTPONCTBA MOXHO akTUBMPoBaTh ¢ nomolbio VAPIX® Application Programming Interface nnu B untepdeiice
yCTpolicTBa.

Port (MopT)

Name (Mm#a): YTo6bl NnepemeHoBaTh NOPT, NU3MEHUTE TEKCT.

) S

Direction (HanpaaneHme]: YKa3bIBa€T, UTO NOPT ABNAETCA BXOAHbIM NOPTOM. YKa3bIBA€T Ha TO, UTO 3TO NOPT BbIBOAA.
Ecnn nopt HaCTpaVIBaCMbII;I, TO HAXMUTE Ha 3HAYKN ANA NEPEKNOYEHNA MEXAY BXOAOM N BbIXOAOM.

o -—o
Hopmaanoe coctoAaHue: Haxmute AnA paBOMKHyTOﬁ uenn n AnA 33MKHyTOVI uenu.

TeKyu.l.ee coctoAHue: okasbiBaeT TEKYLLEE COCTOAHNE nopTa. Bxoa unu BbIXoA akTMBEH, KOraa €ro TeKyLlee cocToAHne
OTNINYaE€TCA OT HOPManbHOrO. BxoaHan uenb ychOI?ICTBa Pa30MKHYTa, KOraa BX0A4 HE NOACOEANHEH WU NPU HAaNNYNK HanpAXeHnA
Bbiwe 1 B noct. ToKa.
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[TpumeuaHne.

Bo Bpema nepesanycka BbIXOAHaA Lenb pa3oMkHyTa. locne 3aBeplieHnA nepesanycka Lenb Bo3BpallaeTcA B 06bIuHOE
nonoxexue. Mpn n3meHeHnn Kakux-1mbo NapameTpoB Ha 3TON CTPaHULE BbIXOAHbIE LENN BEPHYTCA B 06bluHOE
MONOXEHNE, AAXE eCNN B 3TOT MOMEHT ByAyT aKTUBHbI Kakue-n16o Tpurrepbi.

KoHTponupyemblit @ : BxniounTe 370T napameTp AnA obHapyXeHWA W 3anycka AeNCTBUI MPU HECAHKLIMOHNPOBAHHbIX
AENCTBUMAX C NOAKMIOYEHNEM K LMppoBbIM YCTPOIICTBaM BBOAA-BbIBOAA. [TOMUMO 06HApYXXEHNA Pa3OMKHYTbIX N 3aMKHYTbIX
BXOAHbIX Lienei, MOXHO Takxe 06HapyXnBaTb HECAHKLMOHNPOBaHHbIE AeACTBNA ¢ HUMK (HanpumMep, Npu 06pbIBE UK 3aMblKaHUN).
Peanusaumna 3Toit yHKunn TpebyeT AOMNOHUTENbHOMO 060pyA0BaHNA (pe3nCTOPbI HA KOHLAX JIMHIA) BO BHEWHEN neme
BBO/AA-BbIBOAA.

XypHanbl

OTueTbl N XypHanbl

Reports (OTtueTbi)

e View the device server report (lMpocmoTp oTueTta cepsepa ycTpoicTsa). HaxmuTe, uTo6bl NPOCMOTPETh MHOPMALLAD
0 COCTOAHNN YCTPOIiCTBa (BO BCnbiBaoweM okHe). B oTueT cepepa aBTomaTuueckn 406aBNAETCA XypHan AOCTyna.

¢ Download the device server report (3arpysunTb oTueT cepsepa ycTpoiicTsa). Haxmute, uTobbl ckayaTh OTUET
cepsepa. lpu ckaumBaHum oTueTa cepsepa cozaaetca ain ZIP, koTopbi COAEPXNT NONHBIA OTUET CepBepa B BuAE
TekcToBoro hanna B popmate UTF-8, a Takke MOMEHTaNbHbIA CHUMOK TeKYLLEero n3obpaxeHna XnBoro npocMoTpa.
[Tpn obpalueHnn B cnyxby noaaepxku Bceraa npuknagpisaiite daiin ZIP ¢ otueTom cepsepa.

* Download the crash report (3arpysutb oTueT o c6osax B pa6oTe cepsepa). HaxmuTe, uTobbl ckauaTb apxus ¢
noapo6Hoi MHdopmaumeli o coctoAHNN cepeepa. OTueT 06 0TKasax CUCTEMbI COAEPXKUT CBEAEHMA, BKIIOUEHHbIE B
OTUET cepBepa, a Takxe NoapobHy0 NH(OPMaLMIO ANA OTNAAKW. ITOT OTUYET MOXET COAEPXaTb KOH(UAEHUNANBHYIO
VHhopMaumio, HanpumMep Tpaccnposky ceTun. JnAa hopMnpoBaHuA oTYeTa MOXET NOTPe6OBaTbCA HECKONIBKO MUHYT.

Logs (KypHanbi)

e View the system log (MpocmoTp xypHana cucTemMHbix cobbiTuit). Haxmute, utobbl NokasaTb MH(OPMaLNIO O
CUCTEMHBIX COBbITMAX, Taknx kak 3anyck yCTPOCTBa, NPeAyNnpexAeHNA 1 BaXxHbIe COObLeHuA.

® View the access log (MpocmoTp XypHana 3anpocos Ha nonyyenue goctyna). Haxmute, utobbl 0TO6pa3nTL BCe
HeyAauHble MoNbITKM AOCTYNa K YCTPOICTBY, HAaNpPUMep Npy NCNOMb30BaHNN HEBEPHOrO NaponA Af1A BXOAA B CUCTEMY.

Network trace (Tpaccuposka ceTm)

BaxHo!
(Oalin TpaccMpoBKK CETU MOXET CoAepXaTb KOH(hMAEHUMANbHYIO MHOpMaLMio, HanpumMep cepTudnkaTbl AN Naponu.

B chaiine TpaccupoBKM CETV PErUCTPUPYIOTCA COBEPLUAEMbIE B CETY OMEPaLM, YTO MOXET MOMOUb B MONCKE W1 YCTPaHEHUN
Henonazfok. BbibepuTe NposoMKMTENbHOCTL TPACCUPOBKM B CeKYHAAX WM MUHyTax n HaxmuTe Download (CkauaTb).

Remote system log (YaaneHHbI cucTeMHbIn XypHan)
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CuctemHbIn xypHan (syslog) — 3To cTaHaapTHbIRA cnocob perncTpaunn coobuieHnit. C ero noMoLLbio MOXHO pa3aennThb
nporpaMmHoe obecneyeHne, KOTOpoe reHepupyeT CoobILEHNA, CUCTEMY, B KOTOPOIA OHW XpaHATCA, 1 NporpaMMHoe obecneyeHue,
KOTOpOe CO06LLaeT 0 HUX U aHanu3npyeT ux. Kaxaoe cooblieHne nomeyaeTca KOAOM 06bekTa, 0603HaUAOLLMM TN NPOrPaMMHOI0
obecneyeHnA, co3aasLuero coobuieHne. Takxe coobLIEHNI0 Ha3HaUaeTCA YPOBEHb CEPbE3HOCTH.

Server (Cepsep). HaxmuTe, utTobbl 106aBNTL HOBbIN Cepaep.
Host (Xoct). Beeante nma xocta unu IP-aapec cepsepa.
Format (®opmatuposaTtb): Bbibepute hopmaT COOBLIEHIIA B CUCTEMHOM XYpHane.

e RFC 3164
e RFC 5424
Protocol (MpoTtokon). BbiGepute npoTokon u nopT ANA UCNONb30BAHNA:

e UDP (no ymonuaHuio ucnonb3syerca nopt 514)
e TCP (no ymonuaHmio ncnonb3syetca nopt 601)
e TLS (no ymonuaHuio ucnonb3yetca nopt 6514)
Severity (Ctenenb cepbesHocTu). Boibepute, kakue cooblieHna 6yayT oTnpaBAATLCA Npu cpabaTbiBaHUM TpUrrepa.

CA certificate set (Ha6op ceptudmkartos LIC). MpocmoTp Tekywmnx HacTpoek unm gobasnenne ceptudukara.

MpocTaa koHdurypaumsa

[pocTan koHUrypauma npesHasHaueHa ANA ONbITHbIX NOAb30BaTeNeN, pa3bupatownxca B HacTpoikax ycTpoiicTa Axis. Ha 3Toi
CTPaHNLE MOXHO 33aTb U U3MEHNTb 6O/BLINHCTBO NapaMeTpoB.

O6cnyxuBaHune

Restart (Mepe3sanyck). Mepesanyck ycTpoiicTa. ITO He NOBANAET Ha kakue-nnbo Tekywe napameTpbl. PaboTatowme npunoxeHns
nepesanycTATCA aBTOMATUYECKN.

Restore (BoccTaHoBMTL). Bo3BpaT 60/1bLMHCTBA HACTPOEK K 3aBOACKMM ycTaHOBKaM. locse 3Toro Heo6X0AMMO NepeHacTponThb
YCTPONCTBO M NPUIOXEHUA, NEPEYCTAHOBUTbL BCE NMPUNOXEHNA, KOTOPbIE He BbINM NPeayCTaHOBEHbI, U BOCCO34aTb Ntobbie
CobbITUA 1 NpeAyCTaHOBNEHHbIE nonoxeHna PTZ.

BaxxHo!
EavHCTBEHHBIMYM HacTpoOKaMu, KOTOPbIE COXPAHAITCA NOC/NE BOCCTAHOBAEHUA, ABNAOTCA CneayoLime:

® Boot protocol (DHCP or static) (MpoTokon 3arpysku (DHCP unu ctatnueckuii))
e Cratuuecknit IP-agpec

e Default router (MapwpyTtnsaTtop no ymonuauunio)

e Subnet mask (Macka noaceTn)

® [lapameTtpbl 802.1X

® [lapametpsbl 03C

Factory default (3aBoackue yctaHoBku). Bo3spaTt Bcex HacTpoek Kk 3aBoackuM ycTaHoBkaM. [locne 3Toro Heo6xoAnMmo cbpocnTb
IP-aapec, uTobbl 06ecneunTb BO3MOXHOCTb AOCTYNa K YCTPONCTBY.

MpumeyaHne.

Y706bI rapaHTMpOBaTh TO, YUTO Ha BaLlEM YCTPONCTBE BbINOJHAETCA YCTaHOBKA TO/IbKO MPOBEPEHHOr0 BCTPOEHHOIO
M0, Bce BcTpoeHHoe 0 ana yctpoiicTs Axis conpoBoxaaeTca LMgpoBoil NOANMCHI0. 3TO elue bonblie NoBbIWwaeT
06WNin MMHMMaNbHBIN YpoBeHb KnbepbesonacHocTn ycTpoicTB Axis. [lnAa nonyyeHna LONOAHMTENbHOW MHOpMaLnn
CM. TexHuueckuin fokymeHT «BetpoenHoe MO ¢ umdposoii noanncbio, pexnm 6e3onacHoil 3arpyskn 1 3alWwnTa 3akpbITbiX
Kntouen» Ha Beb-caiiTe axis.com.
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Firmware upgrade (O6HoBnenune sctpoertoro M0). O6HosneHne 4o HoBoi Bepeun BeTpoeHHoro 0. Hosble Bbimyckn
BcTpoeHHoro M0 MoryT coaepxaTb yNydleHHY (DYHKLUMOHANBHOCTb, MCTIpaBieHne oWwrboK Uiy COBEPLUEHHO HOBbIE (YHKLMN.
PekomeHayeTcA Bcerda MCMob30BaTh CaMylo NOCAEAHIO0 Bepcuio. YTo6bl ckayaTb MOCAEAHION BEPCIIO, MEPEAANTE Ha CTPAHNLYY
axis.com/support.

B xozne 06HOBNEHUA MOXHO Bbl6paTb OAWH N3 TPEX BAPUAHTOB!

e Standard upgrade (CraHaapTHoe o6HoBneHue). O6HOBNEHME 40 HOBOI Bepcum BeTpoeHHoro MO.

e Factory default (3aBoackue yctaHosku). O6HOBNEHE 1 BO3BPAT BCEX HACTPOEK K 3aBOACKUM YCTaHOBKaM Mo
ymonuanuto. Mpu Bbibope 3TOro BapuaHTa Nocie BbINOMHEHNA 0OHOBNEHUA BEPHYTLCA K Npeablayllen Bepcuu
BcTpoeHHoro 10 byaeT Henb3A.

e Autorollback (AsTooTkaT). O6HOBNEHNE 1 NOATBEPXAEHME OBHOB/EHNA B TeueHne ykasaHHOro cpoka. Ecnn He
BbINOMHUTb NOATBEPXAEHNE, YCTPOIICTBO BEPHETCA K NpeAblayllel Bepcun BecTpoeHHoro M10.

Firmware rollback (Otkat BcTpoeHHoro M0). BbinonHeHne oTkaTa K ycTaHOBNEHHOI paHee Bepcun BeTpoeHHoro M0,
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C6poc Kk 3aBOACKUM YCTaHOBKaM

BaxHo!

C6poc k 3aBOACKMM YCTAaHOBKaM CiedyeT NCMOoNb30BaTh C OCTOPOXHOCTbI. CHpOC k 3aBOACKAM yCTaHOBKaM NpUBEAET K
BO3BpaTy BCeX napameTpos (Bkitouas IP-agpec) K MpUHUMAEMbIM MO YMOYAHMIO 3HAUEHUAM.

[na cbpoca napameTpoB M3AeMA K 3aBOACKNM YCTaHOBKaM:
1. OTcoeanHuTe NUTaHWE yCTPOIiCTBa.
2. HaxmunTe n yaepxuBaiite KHONKY ynpaBneHna, oAHOBPEMEHHO noakniouns nutanue. Cm. 06wwif Bug ycTpoiicTsa Ha cTp. 37.

3. YaepxuBaiiTe KHOMKY YNpaBNeHUA B HAXAaTOM MOMOXEHUM B TedeHne 10 cekyHa, noka WHAMKATOP COCTOAHWA BO BTOPOIi
pa3 He 3aropuTcA XeNTbIM CBETOM.

4. OtnyctuTe kHONKy ynpasneHuA. lpouecc 3aBepLueH, koraa WHAMKATOP COCTOAHNA CTAHOBUTCA 3eneHbIM. [Mponsowen
cbpoc napameTpoB yCTPONCTBA K 3aBOACKMM YCTaHOBKaM no ymonuanuto. Ecnm B cetn HeT goctynHoro DHCP-cepsepa,
To IP-agpecom no ymonuanuio 6yaet 192.168.0.90.

5. C nomouwbto nporpamMMHbIX CPEACTB ANA YCTAHOBKM W ynpaBneHnA HasHaubTe IP-aapec, 3ajalite naponb 1 nonyunte
AOCTYN K NPOAYKTY.

C6poc napamMeTpoB K 3aBOACKMM YCTaHOBKaM Takxe MOXHO BbIMOSHUTL Ha Be6-CTpaHuLe ycTpoiicTsa. [epedanTe K nyHKTY
Maintenance (O6cnyxuanue) > Factory default (3aBoackue yctanosku) n HaxmuTe Default (Mo ymonuaHuio).

MpoBepka Tekywieit Bepcun BeTpoeHHoro M0

OYHKLMOHANBbHOCTb KaXA0ro CeTEBOro YCTPONCTBA ONpeAenAeTcA ero BCTPOEHHbIM NporpaMMHbIM obecneyeHnem. Mpu
BO3HVKHOBEHWW HEMONAA0K PEKOMEHAYETCA B MEPBYI0 ouepeab NpoBepnTb Tekyllyto Bepcuto BeTpoeHHoro [10. MocneaHas sepcua
BcTpoeHHoro M0 MoxeT coaepxaTb MCNpaBNeHue, YCTPaHAKOLLEE ONpeAeNeHHyo npobnemy.

YT106bI NpOBEPUTL TEKYLLYIO Bepcuto BCTpoeHHoro [10:
1. Mepeiante B meHio Status (CocTosaHue) B nHTepdeiice ycTponcTaa.

2. Bepcua setpoentoro M0 oto6paxaeTca B pasaene Device info (MHdopmauma o6 yerpoiicTee).

O6HoBneHmne BcTpoeHHoro (10

BaxHo!

Mpu o6HoBneHun BeTpoerHoro MO npessapuTenbHO 3a4aHHbIE N U3MEHEHHbIE HACTPOIKI ByAyT coxpaHeHb! (Mpu ycnosun
HanMuNA Tex xe (hyHKUMii B HoBOI Bepeun BeTpoeHHoro M0), oaHako Axis Communications AB 3Toro He rapaHTupyer.

BaxHo!
O6ecrneubTe, UTOBbI YCTPONCTBO BbINIO NOAKMUEHO K NCTOUYHNKY MUTAHNA B TEUEHME BCEro npolecca 06HOBNEHUA.

[TpumeyaHne.

Ecnm ana obHoBneHNA ycTpoicTBa NCMNoNb3yeTcA nocneaHAA Bepcua BeTpoeHHoro 0 aeiicTytowei BeTBM 06HOBNEHNI
(Active), Ha yCcTpolicTBE CTaHOBATCA AOCTYMHbI HOBble (yHKunN. Mepea obHoBneHuem BeTpoenHoro M0 Beerda unTaiTe
VHCTPYKLMN 1 NPUMEUaHMA K BbIMyCKy, conposoxaatoline obHosneHue. MocneaHioto sepcuto BeTpoeHHoro MO n npumeyaHna
K BbIMYCKy MOXHO HalTi Ha CTpaHuue axis.com/support/firmware.

1. Oaiin BcTpoenHoro MO MOXHO BecnnaTHo ckayaTb Ha KOMMbLIOTEP CO CTPaHNLUbI axis.com/support/firmware.

2. BoWauTe B cucTemy yCTPonCTBa B KauecTBe aAMUHNCTpaTopa.
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3. Mepeiaute k nynkTy Maintenance > Firmware upgrade (O6cnyxusanue > O6HoeneHue BetpoeHnHoro M0) n HaxmuTe
Upgrade (O6HoBUTD).

Mo okoHuYaHuK 06HOBNEHMA yCTpOI?ICTBO aBTOMATMYECKN Nepe3anyCcTnTcA.

TexHunueckne l'lpOﬁJ'IEMbI, COBE€Tbl N pPELLIEHNA

Ecnn Bam He yaanoch HaiiTn 34eCh HYXHYIO MH(OPMALMIO, NepeianTe B pasaen O MONCKE M YCTPaHEHUN HENCMPaBHOCTEN Ha
cTpaHuue axis.com/support.

Mpo6nembl npu o6HoBneHUM BeTpoeHHoro M0

Cé6oit npu obHOBNEHNM Ecnu npu o6HoBneHun BetpoeHHoro MO npoucxoanT cboil, yCTPONCTBO 3arpyxaeTt npeablayLiyto

BcTpoeHHoro 0 Bepcuto BeTpoeHHoro M0. Yauwe Bcero c60u NPpoNCXoAAT M3-3a TOrO, UTO 3arpy>XXeH HeMOAXOAALLMNA
thaiin BetpoenHoro M0. Y6eauteck, uto uma haiina BetpoerHoro 10 cooTBeTcTByeT Bawemy
YCTPOIACTBY, 1 MOBTOPUTE MOMbITKY.

Mpo6nembl ¢ 3apaHunem IP-aapeca

Yctpoiictso pacnonoxeHo B Ecnm ToT IP-azpec, koTopblit Bbl cobupaeTech Ha3HaunTb ycTporcTy, u IP-aspec komnbloTepa,

Apyroi noaceTy 1Cnonb3yeMoro AnA NojydeHna 4oCTyna K yCTPONCTBY, pacnoNoXeHbl B PasHbIX NOACETAX, TO Bbl
He cMoxeTe HacTpouTb IP-agpec. CBAXuMTECH C CETEBbIM aAMUHUCTPATOPOM, YTO6bI NONYUNTD
cooTBeTcTBYtowmin IP-agpec.

IP-agpec ncnonbsyetea Otkmounte yerpoitctso Axis oT ceTu. 3anyctute komanay Ping (B komaHaHOW CTpoke win ceaHce
ApYrum yCTPOACTBOM. DOS BBeante ping n IP-agpec yctpoicTsa):

e Ecnu Bbl nonyunTe cnedylowmnii oteeT: Reply from <IP-ampec>:
bytes=32; time=10... — 3T0 03HauaeT, uTo AaHHbIi IP-aapec, BO3MOXHO, yxe
MCMONb3yeTCA APYriM yCTpoiicTBoM B ceTu. [onyunte HoBblii IP-agpec y ceTesoro
aJMUHUCTpaTOpa W NepeycTaHoBUTE YCTPOMCTBO.

e Ecnu Bbl nonyunte cnedylolWwmnini oTeeT: Request timed out, 3TO 03HauaeT, uTo
AaHHbli IP-aapec gocTyneH anA ucnonb3oBaHna ycTponcTeom Axis. B 3Tom cnyuae
nposepbTe BCe kabenu n nepeycTaHOBUTE YCTPOICTBO.

Bo3moxHbIi KoHDANKT Mpexae uem DHCP-cepBep ycTaHOBUT AMHamMuJecknii aapec, B ycTpoiicTe Axis mcnonb3syetca
c IP-agpecom apyroro cTtaTuyeckuin IP-agpec. 3To 03HauaeT, uTo ecnn TOT e cTaTuyecknii IP-agpec ucnonb3yerca
ycTpoicTBa B TOW Xe APYryM YCTPOICTBOM, TO NpK AOCTYNE K AaHHOMY YCTPONCTBY MOMYT BO3HWUKHYTb Npo6iembi.
noAceTy

K ycTpoicTBy HeT mocTyna u3 6paysepa

He ynaetca BoinTun B [Mpw BkntouenHom npoTokone HTTPS y6eanTtech, UTo nNpu NONbITKE BXOAA MCMONb3YETCA AOMKHbII
cnucTemy. npotokon (HTTP uaun HTTPS). BoamoxHo, npuaeTea BpyyHyto BBECTU http uanm https B aapecHoe
none 6paysepa.

Ecnu yTepaH naponb AnA nonb3oBaTensa root, Heo6xoaMMo npoussecTi cbpoc NnapameTpoB
YCTPOIiCTBA K 3aBOACKWMM yCTaHOBKaM no ymonuanuwo. Cm. Cbpoc k 3aBOACKMM yCTAHOBKAM

Ha cTp. 34.
IP-agpec usmeHeH IP-aapec, nonyuyaembii o1 DHCP-cepBepa, ABnAETCA AMHAMUYECKUM N MOXET MeHATbCA. Ecnu
DHCP-cepsepowm. IP-appec nsmennnca, ncnonbayiite ytunuty AXIS IP Utility unu AXIS Device Manager, utobbl HaliTy

YCTPOIACTBO B ceTU. YCTPONCTBO MOXHO MAEHTU(MLNPOBATL MO MOAENYN, CEPUIHOMY HOMEpY UK
DNS-umeHn (ecnm 310 umAa 3aaaHo).
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YCTpOﬁCTBO AOCTYMHO NOKaNbHO, HO HE AOCTYMNHO U3 BHELLHEN ceTu

[na nocTyna K ycTpoiCTBY M3 BHELWHEl CETU PeKOMEHAYETCA UCMONb30BaTh OAHO W3 CNEAYIOWMX NPOrpaMMHbIX NPUAOXEHNIA
H ®
ana Windows”:

e AXIS Camera Station: 6ecnnatHaa npobHana Bepcua Ha 30 AHEl, UACANBHOE PELLEHME ANIA CUCTEM OT He6obLIOro A0

cpeaHero pasmepa.
[na nonyyeHna MHCTPYKUNA W 3arpy3kn nepeianTe Ha CTpaHuuy axis.com/vms.

Mpo6nembl co 3BykoBbIMM (halnamu

He ynaetca 3arpysutb MoanepxuBatoTea cneayowmne hopmaTtbl 3ByKOBbIX (Pannos:
Meanaknun
® (haiinbl B hopmaTe AU C koAMpPOBaHMEM MO 3aKOHY [ C YaCTOTOM ANCKPETU3aLMN
8 vnmn 16 klu;
® chaiinbl B hopmaTte WAV ¢ KoanpoBaHuneM 3Byka no MeToay MMNyNbCHO-KOAOBOM
moaynauun (PCM), ¢ noaaepxkoi KOANPOBAHNA C PaspAAHOCTbIO 8 unn 16 6UT, MOHO
AN CTEPeo, C YaCTOTON AnckpeTn3aumn oT 8 Ao 48 klL;
® (paiinbl B hopmate MP3, MOHO nnm cTepeo, ¢ 6utpeiiTom ot 64 4o 320 Kéut/c n
uacToTOM AnckpeTusauun ot 8 Ao 48 klu.

Meanaknunbl 3ByKoBOI (haiin 3anNnCbiBaeTCA C ONPeAeNeHHbIM YpoBHEM yeunenua. Ecan ayamoknnnsl 6bim
BOCMPON3BOAATCA C Pa3HOi  CO3AaHbl C Pa3HbIMW YPOBHAMMN YCUIEHWA, OHN ByAyT BOCMPOM3BOANTBLCA C Pa3sHON FPOMKOCTbIO.
rPOMKOCTbIO Y6eauTech, UTO NCNONb3YIOTCA KUMbI C OANHAKOBbIM YPOBHEM YCUIEHNA.
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XApaKkTepUCTUKA

O6wun Bna ycTponcraa

1
2
3
4
5
6
7
8

NHankaTopbl

Paswvem 414 noaKAYEHNA NCTOYHNKA MUTAHNA NOCT. TOKA
CeteBoii pa3vem

Cnot ana kaptsi namaTn SD

UHankaTop cocToAHnA

Kuonka ynpasnenuna

Pasvem RCA

Pasvem ayanosxosa

Pasvem BBOAG-BLIBOA

NHan KaTop COCTOAHUA

WHankauma

He roput He ropuT npu paboTe B HOPManbHOM pPeXnME.

3eneHblit HenpepbiBHO ropnT 3eNeHbIM — HOPManbHbIA PeXUM paboTbl.

Kentblin [opuT HenpepbIBHO BO BPEMA 3aMycka 1 Npy BOCCTAHOBMEHUN HACTPOeK.
KpacHblit MeaneHHo muraet npu ownbke obHOBNEHNA.

KpacHblii/3eneHbii

BbicTpoe MuraHme KpacHbIM/3eneHbIM CBETOM, eC/i BbiGpaHo 06HapyXeHne 3ByKOBOTO
yCTpoicTBa.

Cnot ana SD-kapTbi

TTPUMEYAHME.

® Puck nospexaeHua SD-kapTbl. YTo6bl BCTaBUTb nnu nssneyb SD-kapTy, He MCNOAbL3YIiTE OCTPbIE UHCTPYMEHTbI UK
MeTannnyeckne npeAMeTbl U He NpUKNaablBanTe CAUWKOM 60bluX yeunnii. BetaBnaiite n BbiHUMAliTE KapTy nanbuamiu.

® Puck noTepu AaHHbIX 1 NOBpeXAeHNA 3anucel. He BbiHuMaiiTe SD-kapTy Bo BpemA paboTbl yeTpoicTsa. Mpexae uem
n3neyb SD-kapTy, oTknOUMTE KapTy Ha Be6-CTpaHNLE yCTPOIACTBA.

PekomeHaaumm no Bbibopy kapT SD MOXHO HallTh Ha caiiTe axis.com.

37



https://www.axis.com

AXIS C8110 Network Audio Bridge

XAPAKTEPUCTUKA

meee  meee

icro == S. . . . .

ms=2 < Jlorotunsl microSD, microSDHC n microSDXC aBnatoTcA ToBapHbIMK 3Hakamn komnaHum SD-3C LLC. microSD,
microSDHC, microSDXC ABnAtoTCA TOBapHbIMI 3HaKaMu MW 3aperucTpupoBaHHbIMI TOBAapHbIMU 3HakaMu komnaHuu SD-3C,
LLC B CLLUA n(nnu) apyrux cTpaHax.

KHonkwm

KHonka ynpasnenuna
KHonka ynpaBneHua CnyxuT ANA BbINOMHEHNA CNEAYIOLLNX AENCTBUN.

® KanubpoBska Npu TeCTUPOBaHUM rpoMKoroBopuTena. Ecnnm HaxaTb 1 OTMYCTUTL KHOMKY YNpaBneHnA, pa3sacTca TeCTOBbIN
TOHaJIbHbII CUrHan.

e (C6bpoc napameTpoB M3aennA K 3aBoACKUM ycTaHoBkaM. Cm. Copoc k 3aBOACKMM yCTAHOBKAM Ha CTP. 34.

Pasbewmbl

CeTeBo#l pasbem

Pasbem RJ45 Ethernet ¢ noaaepxkoii TexHonorun Power over Ethernet (PoE).

TTPUMEYAHMNE.

YCTPOIiCTBO AOIKHO MOAKTIOUATLCA K CETI C MOMOLLbIO 3KpaHMpoBaHHOro cetesoro kabena (STP). Bee kabenu, ¢ nomolybio
KOTOPbIX YCTPONCTBO NOAKMIOYAETCA K CETU, AOMKHbBI ObITb NPEeAHA3HAUYEHHBIMMU ANA AaHHOrO BapuaHTa NpUMeEHEHMA.
Y6eanTech, UTO CETEBbIE YCTPONCTBA YCTAHOBNEHbI COMMACHO MHCTPYKUMAM npou3BoanTend. CBeAGHNA O HOPMATUBHbIX
TpeboBaHNAX CM. B PYKOBOACTBE MO YCTAaHOBKE Ha CaliTe WWW.axis.com.

Pasbem BBOAA-BbIBOAA

Pasbem BBOAA-BbIBOAA UCMONB3YETCA ANA NMOAKIIOUEHNA BHEWHNX YCTPOICTB, Hanpumep, AETEKTOpa ABUXEHUA, YCTPOICTB
OMOBELLEHNA, @ TaKXKe YCTPOICTB, 3anycKaeMblX OnpeAeneHHbIMN cobbiTuamu. Momumo obuwen uenn O B nocT. Toka n nuTaHmA
(BbIx04 MOCT. ToKa) pa3bem BBOAA-BbIBOAA COAEPXKUT KOHTAKTbI A/IA CNEAYIOWMX Lenel BBOAA U BbIBOAA:

LincdbpoBoit Bxoa - [nA noaknoueHnA yCTpoRCTB, KOTOPbIE CNOCOBHbI pasmMblkaTb W 3aMbIKaThb LieMb, HaNpUMep NaccuBHble
NK-paTunkn, ABepHbIE/OKOHHbIE KOHTAKTbI M AETEKTOPbI pa3buBaHuA cTekna.

LincdbpoBoii Bbixoa = nA NOAKNIOYEHNA BHELWHNX YCTPOICTB, HAaNpUMep pee 1 CBETOANOAHbIX MHAMKATOPOB. MoaknloueHHbIe
YCTPOICTBA MOXHO aKTUBMPOBaThb MO COBbLITHIO, C MOMOLbIO MPUKAAHOMO NporpaMMHoro uHTepderica (API) VAPIX® uin Ha
Be6-CTpaHuLEe yCTpOMCTBa.

4-KOHTaKTHaA KNeMMHaA KOJoAKa

1 2 3 4
OyHKunA Kon- | MNpumeuaHna TexHnueckune
TakT XapakTepucTukm
3asemnenue noct. | 1 0 B noct. TOKa
ToKa
Bbixoa nuTaHma 2 MoxeT ncnonb3oBaTbCA ANA NMUTAHUA AOMONHUTENBHOTO 12 B nocT. Toka
nocT. Toka obopyaoBaHuA. Make. Harpyska = 50 mA
I'Ipmmeuanme. ITOT KOHTaKT MOXET UCNONb30BaTbCA TONLKO ana
nojaumM MUTaHNA Ha BHELLHWE YCTPOIiCTBa.
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HacTpansaemblit
(B0 MK BbIXOA)

3-4 LinchpoBoi BxoA: ANA aKTMBaLMW NOAKNIOUNTD K KOHTAKTY 1, AnA
[eaKTUBaLni 0CTaBUTb cBO6OAHbLIM (HEMOAKNOUEHHbIM).

OT 0 po makc.
30 B noct. Toka

LinchpoBoit BbIXOA: B aKTUBHOM COCTOAHUM COEANHEH C KOHTAKTOM 1
(3a3emneHne nocT. Toka) Yepes BHYTPEHHIOIO LieMb, B HEAKTUBHOM
COCTOAHUM HU C YeM He coeaunHeH. MMpy noaKNUeHNN NHAYKTUBHON
Harpysku, Hanpumep pene, napannenbHoO Harpyske cneayert
BK/IIOUMTb ANOA ANA 33LWNTbI OT NEPEXOAHbIX HANPAXEHWH.

OT 0 oo makc.
30 B nocT. ToKa, C OTKPbITbIM
cTokom, 100 MA

Mpumep
12V
(&) (Y] (o] (1o
1 2 3 4
U *
\6/
o

1 3asemneHue noct. Toka

2 Beixog noct. Toka: 12 B, makc. 50 mMA

3 Bxo04-Bbix04 HAOCTPOEH KQK BXOA

4 Bx04-BbiX04 HACTPOEH KAK BbIX0/
Pasvbem RCA

1. benbin pasbem 2. KpacHblii pasbem
Ayanosbixos AyL1noBbIX04 (neBbiii) Ayanosbixoa (npasbii)
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KoMmaHABI MHETEepdeica API

KomnaHua Axis npefocTaBnaeT coBCTBEHHbI OTKPbITbIA NPUKNaAHON NporpammMHublil uHTepdpeiic (API) noa HassaHuem VAPIX®.

C nomouwpto nHTepcpeitica VAPIX® MOXHO ynpaBnaTh NpakTuyeckn Bcemn yHKLUMAMMN, AOCTYNHbIMYU B yeTpoicTBax Axis. YTo6bi
noNyunTb AOCTYN K MOMHOI AoKyMeHTauun no nHtepcpeicy VAPIX®, npucoeanHuTeck k coobuiectsy paspaboTumkos Axis Developer
Community Ha cTpaHuue axis.com/developer-community.

BBoanTe komaHabl B Be6-6pay3epe, ykasbiBaAa BMecTo <deviceIP> [P-agpec unm nma xocta CBOEro ycTponcTBa.

BaxHo!

APl-koMaHzbI BbINOAHAKTCA HeMeaneHHo. B cnyuae BoccTaHoBneHua unu cbpoca ycTpoiicTBa Bce HacTpoinku GyayT
yTpaueHbl. Hanpumep, npaBuna AeicTsunii

Mpumep
lMepesanyck ycTpoicTea

3anpoc
http://<devicelP>/axis-cgi/restart.cgi

Mpumep
BbinonHexne BoccTaHoBneHNA ycTpoicTea. [pn BbINONHEHMM AaHHOMO 3anpoca 60/bWIHCTBO NapaMeTpoB BO3BPALLAETCA K
3HaYEHUAM MO YMONUYaHMIO, HO 3HaueHue IP-agpeca ocTaeTCA MPeXHNM.

3anpoc
http://<devicelIP>/axis-cgi/factorydefault.cgi

Mpumep
Bbinonnexne cbpoca ycTtpoiicTa. [pn BbINONHEHNM AAHHOTO 3anpoca BCe napaMeTpbl, B Tom uncne IP-agpec, Bo3spallatoTea K
3HaUEHWNAM MO YMONYaHMUIO.

3anpoc
http://<deviceIP>/axis-cgi/hardfactorydefault.cgi

Mpumep
[TpocmoTp cnucka Bcex napaMeTpoB YCTPONCTB.

3anpoc
http://<deviceIP>/axis-cgi/param.cgi?action=list

Mpumep
[Tonyuenne apxusa oTnaaku

3anpoc
http://<deviceIP>/axis-cgi/debug/debug.tgz

Mpumep
MonyueHne oTyeTa cepsepa

3anpoc
http://<deviceIP>/axis-cgi/serverreport.cgi

Mpumep
[onyueHune pe3ynbTaToB TPacCUpPOBKK CeTH 3a nepunos B 300 cekyHA.

3anpoc
http://<deviceIP>/axis-cgi/debug/debug.tgz?cmd=pcapdump&duration=300

Mpumep
Aktnsauua FTP.
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3anpoc

http://<deviceIP>/axis-cgi/param.

Mpumep
Otkntoyenne FTP.

3anpoc

http://<deviceIP>/axis-cgi/param.

Mpumep
Aktusauma SSH.

3anpoc

http://<deviceIP>/axis-cgi/param.

Mpumep
OtkntoyeHne SSH.

3anpoc

http://<devicelP>/axis-cgi/param.

cgi?action=update&Network.FTP.Enabled=yes

cgi?action=update&Network.FTP.Enabled=no

cgi?action=update&Network.SSH.Enabled=yes

cgi?action=update&Network.SSH.Enabled=no

41



PykoBoacTBO nonb3osaTena Bepcua M1.9
AXIS C8110 Network Audio Bridge [lata: Mapt 2022
© Axis Communications AB, 2022 Aptukyn 1710176479




	toc
	Общие сведения о решении


